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3psfoF BtLICH ZEX|7F QIH4YO HAY = e 2 0 IHS AES L 2toldAE
2t Motsta{™ 2to|MA FAET; %'RE”—IEH
o EIO|MIA H[ZMESE: OE S0 HET 2to]dAN F& 2lo|dAR HASHE 22, 2fO|HAE
H|Z-d2tst0] CHE 2to|dMAZ WmARLCH 2o|MAE HlZtMatstH X0 ME XA E L LCH
+ Settings(d7d): Df7/fH-E F gL Ct
o AMH: XM WS FFHOE MHSHHUAIR. HA ZO|HMAE HZMBEHK| RoH =Y
HEIE X &L
Al AEl

AlZE EA 2 8 22texel oof 280 mat ChELCH

gXel gRet AlZtE NTP M2t S7[=tots A0l F&5L Lt
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o QE{H oA

Synchronization(S7|3}): X X|Q IR 8l A|ZF S7|3 §MS MEiSHL T}

DHCP AMHOf SHZAE =t NTP 7| A7 MH et S7|3tgtL

Im
n
>

r

==

- Max NTP poll time(X|C NTP Z& A|Z}H): QC

olX o
Ll
o
I~
n

NTP MH 2} =7|stgtL|LCt.

of ®Z ol Lojof BiLiLt,
. Manual($5). SECt2 220|M AlZHHES Mgt

g WM7LX] FH X7} 7|Cte{OF St= Z|C AlZtS MEASEL|CE
- Min NTP poll time(x|& NTP Zg A|ZH: AGO|EEl A7t
& WM7EX] FHX[7F 7|Che{OoF St= Z 4 AlZh2 MEAgEL|CE
« Automatic date and time (manual NTP server)(X}S & % A|ZH

& NTS KE MH: 3Lt L= &= JH2| NTP Mo IP FAE
£ ME%= 4% A= & MHO| Y& LHES 7|dto=z

- Max NTP poll time(X|Cf NTP Z& A|ZH: YHO|E = AlZt
o W7FX] FX|7F Z7|Ch2{oF Sh= Z|Cf AlZtS MEHQEL|C

- Min NTP poll time(X|2& NTP E7 A|Zh): AGHIO|EE A|ZtES A
o W7FR] FX|ZF 7|ChE{OF Sh= X4 AlZtS MEHSEL|CH

« Automatic date and time (NTP server using DHCP)(X}.3 &
MH)): DHCP MH{O0| HZAE NTP MH el F7|otetLCt.
- Fallback NTP servers(CHX| NTP A{H{): S}L} E= = 7

1o
2
é
x
T
1o
<
1
>

7bS 47| 98 NT

—_= =

« Automatic date and time (manual NTS KE servers)(X}-5 2& 9 AlZH=ES NTS K

7] |38 NTP

W 9 A|ZHDHCPE At23t= NTP

g 7| g3 NTP

(3 NTP AMH)): MEfsH

+35 NTP MH: StLt = 5 71Q| NTP MHQ| IP FAE A=THLCE £ 749
AMESHE 42 TA & F MHO| Y=HE WES 7|HtezE A7HE S7|ststd 2 L|CH
- Max NTP poll time(ZX|CH NTP E3& A|Zl): YGHIO|EE A|ZtS ¥7| 8 NTP
gt W7EX] F X7t 7|Che{OfF St= ZOf A7t MEiShL|Ct
- Min NTP poll time(%|4& NTP Z3 A|Zh): YOO|EE A|ZFS 7| 8 NTP MHE =
ot W7EX] X7t 7|Cte{OF Sh= X[ A|ZHS MEHBEL|CE
+ Custom date and time(AF2X} X|7d YR 9 A|Zt): =502 IR U A|7HS METLICL Get
from system(A|ARIOINM 7t 27])2 S25t0] ZFEH £ ZHY TXOAM SR 3 A2t A
dE ot X 7hNF L
MZICH: AL8g A|ZICHE MEigtL|Ch & "ok A2t A BFE AZHY 3 A|Zt0] Xps22 RFE LICE
¢ DHCP: DHCP AMH{O| A|ZICHE X{EHSILICH O] M2 MEHSIZ{H WX ZX[7F DHCP MH

MHE 28

A

iy

H| 3
ALEoIME BE =3 21 U AAH 4Pl 2R I AlZH 470 ASEUCH

A 9%

TA7E U XIS YBLICHL YA B2 AAHON O RS ALGSHO] RN FHS FELCH
- Latitude($IE): ¥+ 22 XM B2 LpepYLCH
+ Longitude(FE) Y4 P2 SAXON SZ2 LEEMLIC
+ Heading(W8): T X|7} St Lpgut weke aziglch 02 ¥88 Lt ch
+ Label(2}) & K[0| Cfst Hoyo] matEl 0|28 ATt
- Save(HF): HA PIXIS MEetaiet Lt

HEY3

IPv4
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g QAEmo] A
Assign IPv4 automatically(IPv4 s goh): HEA 2t2H7F X IP TAE ASO2 SAHIEE &Y
M MEHSHL|C}. CHEEO HEQ A0 T 6H If% IP(DHCP)E HZXSIL|CHIP FA: TX|o 1L IP FTAE ¢
HolAlQ. N P FAL 2t FA0f 193 AL HelH HEST Loy 2x9e ggd = gl
£E55 GXsliE X P X228 gast| B0 Y3 palRol Selefs 2ol SEOEY oA
3. MEd OA3E 23510 LAN(Local Area Network) L0 Q= FAE HOL|CL. LAN 2E9| B &
Fot 2SHE ST LCHRouter(2HE]): CI2 LEY 9 HEYI HIMEN AZE TA S HAH}E
O AFREE= 7|12 SI2HMAHOIEY 0D IP =AE e Ef Fallback to static IP address if DHCP isn't
available(DHCPE A28 4 Q= AL 1™ IP FTAZ EH). DHCPE MY £ Q1 IP FTAE X502
st 4 gt Z9 CIME ALSE ¥ P R4S St ® B
H|
DHCPE AF8T 4 @1 BX7 1F F4 [IXE A8 3L, 18 FoL NoE ¥z 3
MEIL|C}
=
IPv6

Assign IPv6 automatically(IPv6 X} &) IPv62 HD HESQZA 2t2H7F X0 IP FAE K5
oz gtz e sfaf® Mg

SAE 0|22 XAHSOE ¥ YENI ALET KO SAE OS2 P FAE NHEOE RIYGHES o
o MBI SAE 05 FAI| SMASe CJ2 HUOE ASHED SAE 028 4502 Ui
LT Mol 834 3 NAE 215 SAE 0158 AL, 38EE 21 A~Z a~z 0<9, -@Lich

DNS AMH

Assign DNS automatically(DNA X} &%) DHCP MB{Z} AM =iQl S DNS M FAE FX|0of Xt

=
SO ZEotA otA® dEetLICh CHREE2| HEI0 s XS DNS(DHCP)E 2 etL|Ct.Search
k=3

= L—od
domains(= 0| 2! 7-IA||) x-l%}ngIXI oS BSAE 0|22 AI23l= ZS Add search domain(ZA 0ol
Xyl_)g E‘Elol'_l_ lel. Al__g_ol_l_ §AE O|%2

=
==
AMgr 012 U BL|CI.DNS servers(DNS A{H):

—= =
Add DNS server(DNS MH F7HE &5l DNS MHO| IP FTAE =TL|CE O] M= HELIANA
SAE O|E2 P AR BESHY 1I-S-§. LI C}.

HTTP 5! HTTPS

HTTPS= ALEXLS| HO[X| 2F 5 @ MB{ofAf BtetE I O X| of 2
otEl Y& weh2 MH ol M2ldEs 2Fote HTTPS ASME AHESHO]

S
X0 HTTPSE At23t2{H HTTPS QIEAME MX|s{of &L|Ct. ASME MMt MX|5E{H System >
Security(A| 28 > HONZ 0| FTL|LCt.

Allow access through(d M2 5{&): Afﬂxpl- HTTP, HTTPS == HTTP and HTTPS(HTTP 5! HTTPS) = =
EZ & OE S X0 AA5t=F SE8LX| MeigL|C}
H| D
HTTPS% of A= otE YW HOIXE E= 4% 53] HOXE NS ¥ I 450 MtE =
)AH L—l El-
HTTP port(HTTP ZE): A% HTTP ZEE UL Lt XK= ZE 80 L& 1024-65535 H Qo
S 22 sjguly Bexe 219 olet F2 11023 elo] ZES oag 2= pis L EECE
ZTEE AMNESH A7t BA|ELCEHTTPS port(HTTPS ZE): At2% HTTP EE% ol shL|Ct. 7“DYI
= EE 443 &= 1024-65535 tHO|°| DE ZTEE 388 L|Ct ZEXE 2905 AL 1-1023 HQ|9|
ZEE Q8g =L QUESLCH o Heel ZEE ALESIH Z 17t HA|E L L Certificate(AF A): 7“?tl
Of HTTPSE Z-datste{™ ASME MEHGIL|CE
HER AM =Z2EF
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<l
=

QIE{H O] &

ZL|Ct.Bonjour O|&: L EA0 BEAIR O|&
P®: HEQIOAM XtEs HAMS {8tz H O
LICt. 7|2 0|52 ZX| O|E1 MAC =L

2
=
2
=

. = == —_
CLWS-ZiA: WEYA0M AHE ZMS 5|B3l2{0 0] M2 ZL|CHLLDP & CDP: EQI 0N AHS 244
= 51835t o] S4S FLC. LLDP 8! CDPE I PoE M HYO| X|F0| ¥ == RASLICE. PoE M
o 2He ENE SHZSHHH SIEQ 0 PoE M gd 822 PoE AX|E FdeLC}

Http proxy(Http TEA|): /85 HAl0| W2} 22 TEA SAE £ P F2E X HE L ChHttps
proxy(Https TEX|): 3|25 HAlof e} 229 Z=A SAE T P XAS XFYLICH
HTTP @ HTTPS ZmEA|0| &&= SHAL

+ http(s)://host:port
http(s)://user@host:port
http(s)://user:pass@host:port

H| 2

HRE MAIZESI0 2 2Y ZEA 28 M8
No proxy(ZEA| g13) 22Y ZEAS 22|5l2{H No proxy(ZEA| §Z)E AFEELICL S50 A= &
M T SILE YHSHAL HEE FESY o HE YL CH

« HIYF7|

o IP =& XH

« CIDR HAlIO| IP =4 XX

« OO o2 XIH™E(0: www.<EHQ O]E>.com).

« E3 EOelel 2E 5% =0 el XH(O: <=0l 0] &>.com).

One-Click Cloud Connection

One-click cloud connection(O3C)1} O3C AMH|AE 0= XA L AAIZE S =35 A0 €l oFFSE ol Ul
HMAE KMBELICE XM LI axis.com/end-to-end-solutions/hosted-servicesS

o -

Allow 03C(03C 3| 8):
- 88! ojAo| 7| 4EYL|Ct
= 44 FEuUrch A
Cf. O"X o™ &
7t 24ste| 0 FX|7F 03C
o T4 EX|TF QHUHUE Sl
03C AMH|A0f AZE X &7
o OfL|R: O3C MH|AE H|Z
.- Al Me{of Az
StAAl.29 8
= Authentication method(
| FIOt 915 HALLCH 2otk X ¥
igest(CIO|HAE) S =t OHMSHR| ¥LL|CH
| =t jAQQEE MESHY| IE0| O QtMBtL(CE
et X7t 21E5 HHZ MElsh &= JFLLCHL 24+

El
="

€[>

&2re
rlooly > for
oz

O o
_|

ofm
= ok

' e o 5 8L CF.
27X AF 7|(OAK): £J7 X Q15 7|15 7t 2| Get key(7| 7tX 7)) S=LICL O] A2 EX|
7t St o|LE ZEAIQI0] AHUO AHAE FR0T JtseL
SNMP
SNMP(Simple Network Management Protocol)& O|83%l0 HEQT TKE Aoz 2T 4= JSL|CH
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4 QlE{H o] A
SNMP: Al28% SNMP HHA S MENSHL|C}.
« vl 89 v2c
- Read community(2{7| FLIE]): X|JEl= Z= SNMP X0 CHa 27| ©& #HtO|
A HRLE O|FE 8L 7|22 3L
- Write communlty(M7| 9-|-.'E.'-L|E|): XRE= BE SNMP ZHKA| 0 CHal 47| EE= 27| &t
O] fl= HRLUE| 0|2 YHYLICHYZ| ©E& AN HMe|). 7|22 27| YL(Ct
- Activate traps(E3 2/d3}): ERMETE Zd3ste{H HYA R HX s EYS AESHY
Qs O|HME &= B HA0| Chot DIAIX|E 22| A|AE0 EYLCH A QIEm|o] A0
M SNMP v1 % v2coj CHot ERZ - = JASL|CE SNMP v3o 2 HZASHHLE SNMP
E 11H E-MO| X522 JHELICE SNMP v3E A28t 22 SNMP v3 22| ojE 2|
OjME 8¢l EHEZ HEY = USLICH
- Trap address(E3Y F4). 2| MHQ| IP FA EEs IAE O|EF YHGYAIR.
- Trap community(E3 F{JLE|): X7t 22| A|AH E- HAXE 29 If AL
AR LUEE Y¥aEgL
- Traps(E®):
- Cold start(2£ HEl). ZX|7} A|7£|FEEI M E HAIXE E'—,:','I_U:f
- Warm start(& AE[E). SNMP A& B4 [ ET HA|IXE EYL|CH
- Link up(d3 €): 237} Ct20f | M Yoz HZAER 22 EH™ EI1|/\|7<| B
- Authentication failed(Q1Z AlT}|): Q1= A|Z7} AI|SIH EH HA|X|E ELHL|C}
H|
SNMP vl & v2c EMS 73 TE Axis H[C|Q MIB E20| ZMSIEL|CH XAS L
AXIS OS Porta/> SNMPE EZSHM 2.
« v3: SNMP v3& =3} Ol HOt S E X|S6t= ECt etM ot ™ YLICE SNMP v3E A5t H
A7t HTTPSE Sl MS L E&E HTTPSE EMotst= 0| 5L CH D ATH0| Q= YAALIt
LS oE[X| 242 SNMP vl QU v2c EBM0| AN ASHE AS WX|BLCH SNMP v3E ALE35t= 4%
SNMP v3 #2| ofE2[AH oS Sl EHS H-E = JASLICH
Password for the account “initial’('ZX7|" || mjA L E): 0|£0| 'initial'@l A X 9|
SNMP IfAQQEE U= THL|CE HTTPSE ZM3I5HA| e MAQYEE MES 5= UX| T
HESHK| O*ALIEF SNMP v3 THAQE = oF HOF Mot 4= Q1 HTTPST} g 4atE AR
oot MHS= 20| Z&LICH WAYCSE MHSH HAYE et of oA mAEK &
SLICH IfAQEE CHA| 4752 EH X E 3 7|2 4= MHH|oF gt
& of
oI N
IEME= HERIYO HXE 21Fste O AFEELICE O] FX|= F 7HX] Yo QAZME X AL}
« Client/server certificates(22}0|AHE/AMH QS A|)
SE0|HE/MH QS M= FX|Q IDE 7*56PEFI XA MEE = Ao CARIS 7[00l &
2 = JASUHCE XA MY ASM= MotE EZE HIotH CA 2 ASME 7] A
R AHEE = ASLICH
« CA 9= N
CA 2ZME AMESHY I ASME QAFLLCE OE S0, X7} IEEE 802.1XE EZE|=
HEZo A= 42 2F MHo IDE ATTLCH ZXos o2 7Hel AFME HX|= CA
RIS M7t L& L
XNdE= YA 21 254
o OI= XM @Al: PEM, .CER, .PFX
« J§Ql 7| HAl: PKCS#1 3! PKCS#12
S8 At
BKRE ST £ Al 7|2UCE MWHPSH ZE QASM7L AXELCH AHE AX|E CA 2EAM
P CRA] AX| &L
+ Add certificate(QIZM =7}) : QS ME =J}sta{® St C}
. More(t] ®7))  : XAolriLt M x7} WCE EABLICE
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@ QIE{H oA

L

OF

« Secure keystore(HQt 7| K& A): 72 7|E CtMSHAH X ZASt2{H Secure element(HQF @A) I
+= Trusted Platform Module 2.0 MEHTHL|C}. MEHSH HOF 7| H&EAQ CHSH AEMSH LIS &
2 ¥ help.axis.com/en-us/axis-os#cryptographic-supports EZSIAMA| L.

« Key type(?| 98): QTME E25HH EEOE SE0M 7|2 =3 Y02 FO|Lt O
2 st ynaEg MY

o= [

a

o420 %= Hwoles CHZ0| ZotE Lo
. Certlflcate information(QS A FH): AKX = QASAo £MHE FLLCt
» Delete certificate(ol"kl AFH|): QIS ME AX|SIAM A 2.
+ Create certificate signing request(QISAM MEH @XF MAM): C|X|E ID AIEME AMH
g 7080 EH 93 M 2F 2 gL
Secure keystore(sl?_i 7| MEA) O
« Secure element(29F 2 4)(CC EAL6+): EOt 7| K& A0 E?_P QAE AIRSIa{H MEistL|Ct
o Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 & 2): 29t 7| MZ
= ALE5te{H MEiStL )

by
Ot
N
o
OoF
==

In

TECER-ER TR

IEEE 802.1xIEEE 802.1x= M 9 BEM HEY A X EO =S HIst= ZE 7|8t HEKA £9Q K|
O E @It IEEE &= QI L|Ct. IEEE 802.1x= EAP(Extensible Authentication Protocol)& 7|—’.._‘—9§ ot L|C}HIEEE
8021XE H3kl= HERA0 °"*1|*0PE1”4 HEZ FX7t HHH2E ASE00F gLICH AF2 2T
MHOAN Sz, YEI™ o 2 RADIUS A H(0]: FreeRADIUS 3! Microsoft Internet Authentlcatlon Server) ¢!
L|CtIEEE 802.1AE MACsecIEEE 802.1AE MACsec2 0O|LC|0f OHHIﬁ S8 D2EZES Q3 HYZAH Oo|H 7|
9 DANS Ho|ste IEEES] MAC(D|L|Of HAA 7HE =) sof E-’.-_‘-%I L|CEQISMCA ._oM glol +4
MH IBM FaH AAZL HiZ etz X AZ4E HEYZ *71I°*0I XA 1E5E AlE=g L Ch
ME AT I Axis 7+ Al 717] & Q15 AH = EAP-TLS(ZE 7t5 Q15 Z2EF - 7.‘_*0 AHZE EOr)
2 AEME KNHEoZ QIFeL|ChEX 7} °"‘A1% S EzEl= HERZO ANaT

£ ZX|0] MX|8l|of g L|Ct.Authentication method(Q1= HiHH):
lient ertificate(—Z-E}0|°1§ ?_Iokl): IEEE 802.1xE Al2% Z2}0|
&= = OIZME AIR3I0] 22/0[0IEC] DS 2HolSHL|CHCA ASA:
H1°| IDE =olgtL|ct QIZEME MEISHK| Yo FAl= AAE HERZ
FL|C}.EAP |dent|ty(EAP ID): 22I0|YE Q1= AQ Y=l A

L |

b

rero->mure otpe
e
> Ul
0o
10|
il
'}
=)
Q
mJ
2
|>|
FT

|m ol
=2

] OH'AIE EAPOL versi on(EAPOL HH): 4 E ALK M At = EAPO M EH SF
IEEE 802.1x(IEEE 802.1x A}&): IEEE 802.1x #EEE‘E—% Al ™ MEHSHL|CLOI= it o 2 [EEE 802.1x
PEAP-MSCHAPV2E AF23I= ZAL0|0F 0|28 AMES 0|28 £ &L|C}
. TAQIE: oS AFSX} DO HASICE ol 2BiL|Ct
« Peap version(Peap H{H): | EQI A{X|0|N ALE /& Peap HH S MEHTIL|LCE
. Label(2}%): 22}0|QIE EAP ASBIZ ALRSI2{D 12 MENstyl, 2aj0|QIE PEAP OtS3t2 ALR3}
2{H 25 MENGIL|C} Peap HW 12 ME5t= 42 UWENZ A2X|7} AHESH= 2tHg MEigtL|Ct
IEEE 802.1ae MACsec(HX CAK/AIH 2 7))2 0I5 &yoz Arst= Z0|ok o[z3 4¥g 0|8
g &= AEL L
o 7| UX| AA A F| 0|F: HA A O|E(CKN)Z LHtLICH 2 ~ 64XI(2E 2 Jt5) 16
Tlg=0o{of E.”— Cf. CKN2 gZ M =522 #4350 stH, XS0 MACsecg Ed3}d}
HE 3ol AE E0M LX|s{oF L|Ct
o 7| YA AHF #AH 7. A4 /A F|(CAKNE YHTLICh 32X = 64XtQ| 167I=0{0F B L
C}. CAKE G Bai0|i 2502 A0} 810, A 20| MACsecS &43tstai® A0 o
Z 2ol LX|sloF gL Ct.

SXE oY 2 WX

Blocking(\tEt 5): 248 [f@l 322 XIEHSI2B AAAQ. 2Xd [jol 322 AY %S S3) 219
e EE oo 7|8 FRBLICLAT 7k A Y SAS AT MRS @ LICHAHE
z7: 220 AME| Mof 3{85lE 28 o 41 23E YHAPLUCL HOX +51 X +F 2
SOl BI8EE A 48 85T + Ay

I

21


https://help.axis.com/en-us/axis-os#cryptographic-support

FALE AR5

L
o

2
S

1

o
O

o
dzs2

F

[

2 7l 280 ASLCH
5

ol M FXlof tf

g =9

A= 9
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« Allow(s|£):
Protocol(

+ Deny(H%):
« Address(F2):

QI E{H o] &
Activate(2Hd 5}):
Default Policy(7|

Add rule
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o QE{H oA

[
¢ H¥"o %= Hwde LS

0| Zot&L|ChUpdate account(Ad YOIO|E): A 45 HAULL
Ct.Delete account(AHd AtH|): A™ES AMEHLICE root A2 AXE = gl&LICh
ool HMA

Allow anonymous viewing(2H H7| §|8): 2oz ZAQI&X| YnE =L} ZA

[

a4 Qe E M™TL C.Allow anonymous PTZ operating(2 2| PTZ 29Y 5| &) : Qo] AR
7} olojX|of CHsl ™, 2HE U HZ & = JLE stz{H ZL o
SSH A

+ Add SSH account(SSH A Z=7}): M SSH AEE =718ta{H S2igtL|C}

+ Restrict root access(root WA A H|ot): root BN AT LSt 7|52 HMStsta{H ZL|LCt
+ Enable SSH(SSH &/d3s}): SSH MH|AE Arg%l2{H ZL L
Account(A|Id): 133t A7 0|2 YU L|CtNew password(M] A E): A7
Ch A9 EE 1~64% Z0|0fO} StL|Ch. £x, 2i, 15H, L& 7| £ 9 o
C 32~126)0F | AQIE 0| AtEE 4= Q&L Ct.Repeat password(if A £ HHE): = Qs DjAQEES Cf

[ J
Al QESHUAIR ME: MBS AHYPUCHEH).
X

dES =g M Aeto 2HE O F0l= CHZ 0| E2E L|ChUpdate
SSH account(SSH A AGIO|E). AHE £MHE HE L Ct.Delete SSH account(SSH A AtA|): AH
2 AAHTLLCH root AE2 AXME = gl&LICH
MM SAE

+ add virtual host(7}at BAE Z7}): A JHA SAEE A7pste{® 228t}
S A8SHE B MESILICEME 018: AHio| 0152 AHFLICL £& 09, 2xf A-Z O
LchEE: AH7l @28 2ES QL Type(RE) A8E 95 ]
[
[ ]
SE ID 0|4 Mgt ¢
+ Update(HH0|E): 74
- AH: JHY sAES O
HIgsE A7 Hlg g stE s L

OpenID T/
2 M

OpenlDS AFESHO] 2918t 4 gl= H OpenlDE TA3I0] 21918 If A3 CHO|HAE
Tt VR AH 532 AL

Client ID(Z2}0|HE ID): OpenlD A2 X} 0|22 A THL|C}.Outgoing Proxy('al T EA|): =
ALE35t2{ 3 OpenlD HZZS 9ot TEA 2l & Admin claim(Z2|Xt 2X): 22| Fsto
ACHOIE OIS 93t @ 235 ABILICE ht

N
n

mjoM

Q2L Ct.Provider URL(Z & Xl URL): AP
URL]/.well-known/openid-configuration & 4!0|0{0F & Operato
I

_._.
I'
(=g
he)
%]
=
=
&
o3¢

1o
n
ot
-
n
<
(]
s
]
-
ba
o,
3
ic|
mat
2
o
oz
rHr

of d AHMOIA0 WX AHEAE HAISIE O §&
2| @ L|C}.Client secret(Z20|HE H|Y): OpenlD I
oL =

ot L|Ct.Enable OpenID(OpenID £/43}): sxj A4

M 1= ox
— U 3 et g
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Okl
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>
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<l
=

QIE{H O] &

HO

rinrlo

o
(=

+ Add a rule(8 F7I): &
M of7| 7+4d). E 243t Atolof
DE ZHA0 99

o

condition(0] =#
e RESIES!
Ct. o/#E

M &. Action
R

=

(

~

a4,

M) S2o|M Hofg
YHE ot

o

ojn
mjo

3

e 3
o 1
— \d

1%}
%)

N

Il

X
m

r

X
OF

I

-

—_

ofn >
o
e
=2
5
23

Ly

I

shos of

oft

rx

X}
|2.

HEol= Ch2d 22 A
LiveStream(™™ LED
LED7} Ao 2 Hf#
1 =20| 3d S0

M FHE B B 287 3
xl-%;

o A O]
=2 T M

M

—

Q| HX|of MH LED7} ZMO 2
2L KoM SIPE 29
on incoming call(¢tL] W&
X7t 0]2] gl 2

o OF 0] O
M A

2i7e =

fo

o.
2:

0

o

I

u

HligtL|Ch 20 FX[of
r

ol muju
ror
wniilor
T >

I

O

L,

ot

M3t 8E): 2L =80 &
Ct.Loud ringer(A|112{ & WA
B 2r|e ZEOo| ML

ot
-

els
LS ot rr fo

ojo C

i3

o
10

A

Mt 24 A MBS F Td): 2C12 K0 SIP 250 O| 20X H

& L| Ct.Front-facing LED Activation:

LiveStream): O{O|3 7 74 QU1 2i0|E AERIOQ| £ALH QL2 ZX|o MH
L|Ct.Front-facing LED Activation: Recording(H™ LED %3: &3}): Ot0|37F XN U

# L|Ct.Front-facing LED Activation: SIP(F ™

LED ZHE: SIP) : OFO[A7} #A Q1 SIP £3}7} SAISIE|H QC|Q A Ko MO LEDJ} =AHo 2 HFR L|TF.

A Ol A

% L|Ct.Pre-announcement tone: Play tone

Cis SIPS Egotalof L Ll 2L FX|0f

LAUXZ a2 E 4 St X7t A2 2 S210| SHOHA HE
.Pre-announcement tone: Answer call after incoming call-tone(QtL} &

LI =4 SIP 2 =0f SEELC L2 &
g): |2 FX[of SIP 2=0| HHdstH F0|
2C| 2 FX|of Chs SIPE g3tsfor ghLfct.

= =2 o

I

[

=50= 790 chet Y=ok oA WA MBo 7
|

T
f!

A

[e]]
T

Zof 20749 +AUKE 48 = ASLHLC
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@ QIE{H oA

L

a5t
O
=

+

Add a recipient(-’,‘-l.k_lx} £
A

L| Ct.Type(&

FTP

HTTP

4

220N Me:

SAE: MHOIP FAL SAE 0|2 YL
X H 7} System > Network > IPv4 and
AEE A=K =2RISHU A 2.

EE: FTP AU{7} A8ols ZE WSS QestLch 7232 219t
Folder(BC{): I}AS X2 C|YE0/0| =2 YA CIZEa|t FTP AHof O]
O EXSHA| o, S P=Es I @F HA|X|7F BEAE L CH

Username(A}RI} 0|E) 2018l H AIE2XF 0|28 QUESIAUAL

IALE: EO0%I8{H INAQEE LESIMAIL

Use temporary file name(Q A| _H’E O|E Al2): X502 MME UA| It O|ECZ I
U2 YEESIHH MEHSLICE YEEE AESIH DY 0|F0| {ste O|EC = HHELIC
O*EEW SHhE 22 &=4E lLPOE'OI SiELCh OgLy oj™g| AA TIPS 22 = USL
Ct. O|&E7 ™ R3t= 0|52 77 BEE mao| SHEX & = USL|CH

Use passive FTP(=& FTP Al8): THHQ 20 ME2 Ered| CHA FTP M0
ol AAdg E= 5 FTLCH X7 o4& Mo Chst FTP Ao % GOjojE HZA
2 BF HIFHOE AFTLICE Ol Yutdoz FX|Qt CHA FTP AME AtO[Of
20| A= 420 EaghLoh

URL: HTTP AE{ O CHot L|ERIS "*9-} 2¥s Nl 23 EEE YHYLCL o SH

http://192.168.254.10/cgi-bin/notify.cgi 2} L| Ct.

Username(A-&X} 0| &) 201512 H AL O|ES YHIIYAIL.
HAQE: 20151 H IAQEESE YHSMA L.

Proxy(Z & A]). HTTP MHO| AASY| 3 ZEA HHE S0t st=
HEE 74_' YL

URL: HTTPS AMH{0f Lot HERI T2t RS XMalgd A3HES YHYLLL & =

M https://192.168.254.10/cgi-bin/notify.cgi & L| C}.

Validate server certificate(A{H] Q=AM =0l). 0| MXIE MEHSIO HTTPS
& OIZMZ MENSHL|C].

Username(A}B-x} O|E) ZQIslz{H AIRX 0|28 YEHEAMAIR.
mASE 2Ioleie(d Ao E BlEoHAlL.

Proxy(ZHA|): HTTPS AMH{O| AZSH7| 23] ZEA MHE S0 ot=
@E% 911 OIE1oI-|_|[:|-

HE{3I 2EZX|

g & ASLICL o2 MKV(Matroska) oh @ gAjo 2 X g LICf

t
SAE: HEQI AEZX|Q IP FAL SAE O[F5 YHY L
Share(38): TAEQM 38 0|28 YHTL|LCT
Folder(ELC): O x-|7<+oF CIAEZ|o ZEE QaABAAR.

o H 7
Username(Al2X} O|£): 21015124 T AFRX} 0|22 QEBIAIA|Q
HASE: 20I5l2{0 IjASC S QEslAlA|Q

SAE: NHO| P FALL SAE 0|52 YABLILL SAE 088 YYs

e B, DNS

A H 7} System > Network > IPv4 and IPv6(A| A8 > Y EL|3 > IPv4d U IPv6) OfzfOf

R0 UK HoIBIAAQ.
EE: SFTP M7} ALBSlE BE #SE agnt 7|2zt 229 Lt

Folder(EC{): TS MY CIHELZQ F2E UHSMAR. CIHEZ|T} SFTP A0 Of

of ENSK oSl AL Y=E Ul OF WAXIF EAEC
Username(AL8X} 0| 8). =10I6t2{8l AL8%t 0|52 YAl

WASIE: 2I0I3elti HAYCSE gAML

SSH SAE 37 7| SY(MDS): €2 SAE 27| 7|32xte| 1674 2x12)o| X2S o
E4oFL|Ef SFTP 22}0|2 E= RSA, DSA, ECDSA 5! ED25519 S AE 7| Q30| SSH-2E& At

2512 SFTP MHZ x| L|Tt. & A| RSAZ} MBS | Weo[n] ECDSA, ED25519 %

DSAZl 1§12 MELCE SFTP ME{0|M AI83IS 2HZ MD5 SAE 7|2

25
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@ QIE{H oA

L

ot
-

|Ct. Axis ZX|&= MD5 3l SHA-256 3jA| 7|2 25 X|&FX|2F MD5ELCH Z&st B
el SHA-2565 At&3dt= 0| EESLILH Axis ZX[2 SFTP MHE T35t &
CHot RfMot LHE2 AXS OS5 Z25 HISHHAL.

SAE BI 7| RE(SHA256): &7 SAE ZJ|| 7|(43Xt2| Baseb4 QAT EXtE)Q

S UHEL|Ct SFTP 22t0|9E = RSA, DSA, ECDSA 9! ED25519 SAE 7| 3¢9
AE35tE SFTP MHE X[JetL|Ch Y A[ RSAZF Mo k|= Y @0|0{ ECDSA,

ror

n—u
THo T =2mo
N

M

O
N
Ul
Ul
ity
Ne}

L|C}. Axis A X|= MD5 % SHA-256 3{A| 7|2 25 X|&SIX|0F MDSECH Z

2|38l SHA-256& AI23t= 40| ELLCEH Axis X2 SFTP MHE FM5t=

XMt 82 AXIS OS ZES FHIUSHYAIL.

orary file name(YA| Tt O|E AlE): X222 MME A It 0|ECZ
St MEfSHLCE YP=ES ZSHH ot 0|50

C | 9 o)

O CIErSme T N X Ak
0 S IErotro

o2 U

- HI [e]3

m ==

3 L2

kS mot M2

oen
L1 Humjo
" In

« SIP or VMS(SIP IE&= VM :
SIP: SIP M3l2 ZHa{™ MEisHL|C},

- From SIP account(ZAIX} SIP A &™) S =20 A MEdSHL|C}
- To SIP address(x=MZX} SIP FA): SIP TAE Q&THLC}
|u_1|°l Test(HAE): 83t 40| &&5t=X HAESZH S L|CH
L] 0 E

- Send email to(O|HY M& CH4): Oo|HAZS M3 oMY FAE YHSLICH FAE
o 7 Yt HEE oY FAE FR2SHAL.

- Send email from(O|H|Y L) Hifj= MHQ| O|HY FAE LHGHL|CH

- Username(Al8X} 0| 8): 02 MH Q| ALEX O|E2 YHTLICEL o0 Y MHOAM 2SS
Q7K = 4% 0] ZEE H|Y sLCL

- DAQE: HY MHO| IHALEE YHTLICE O|HY MBOIAN ASES 2FSHA| %

- Email server (SMTP)(O| 0| & klI:H SMTP)): 0| & =0 smtp.gmail.com, smtp.mail.yahoo.com
L|c}

o
0= = .
- FEE: 0-65535 H2Qo| g2 ARSI SMTP MHQO| ZE HSE QETHLICE 7|27
2 587¢L|LCt
- Encryption(d33}): 2SS ARSIE{H, SSL &= TLSE MEHSIAMA| 2.
X

EE MEigLCL O 2Z5ME CARE Z|E)ol M XA MESHALE
- POP authentication(POP Q1Z): POP AMH O|EE UG H HMAI2(0: pop.
H| D

. TCP
- BAE: MBO| P FALL SAE 0|52 YHBLLL SAE 0[S2 YASE FS, DNS
a

XIHElof Q=X OISR,
- Port(ZE) A ANA0 AfSEE EE HBE YBLCH

Test(H|AE) d™S HAESHEH S=gL L
recipient(=41Xt B7]): BE AKX A = L|Ct.Copy recipient($=41X} S A}L): =4
AE SASIHE ZESHM . SAME 0 FAXNE HEY = UAE L ChDelete recipient(s= 21X} A
H): =4XE AR AHSHHEH SaigL

g0 X= W7o 80| ZehE L T View

DSAZt 1 & MELICt SFTP MHO|A AE3t= SHE MDS 8 AE J|5

A H 7t System > Network > IPv4 and IPv6(A|ARl > HEQA > IPv4 3 IPv6) Of2[of

YL EAE EOM U222 A8Y 5 USLILE SR = 780 st = oA o Mo T4

+

2E ¥ BA0F HAELCH Add schedule(2#H|E F7}): 27 E£&= BAE Y5t EH S8eLict

26
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@ QIE{H oA

L

=& EZ|HE M830 E2 828 EZ|AY = UASULL OE &0 =5 E2HE HE &4 & 74
Ste St diMg ABE 4 Sl

MQTT

MQTT(Message Queuing Telemetry Transport)& AtE QIEHUl(IoT)E et EE AN Z2EZLLCH Che
St=l IoT E3HE Q9 ’“E*HIEIO*OEH A2 AL FZZHismall code footprint) il XA HEQA CHAZo=z AA
ZXE AAGHY| sl CrYet A Y IH A ELICE Axis AKX Az E9|0]9| MQTT S2t0|AHEE Saf TX|
oM A= GO[E U OMES %“é! 2| ~ZEQOf(VMS)7} of Alﬁﬂloﬂ HHSHA S = USLIChH
7|7|& MQTT EEPOIOJEE ’“E”SE.“-IH MQTT S412 Z20|UER} B2 2l F AEHEE 7|ge 2 ot
Ct. S20|AE &= HAX[E ELjn 2Hg £ °'*'—|Ef B27= 220|QE 7Ho| HAIX| Y S HES

L|C}AXIS OS Portalo| A MQTTO| CHoH XFAIS| opeE £ QI L|Ch.

ALPN

ALPN2 Z2t0|0E 9 MH Zt Al HEMNO|Z EHAHOAM OfEC(HOME Z2EEESS MET = AUA
St TLS/SSL SHAFOIL|CH O|= HTTPO} 20| C}2 H2E=0| AREHLE =28 ZEZ 38 MQTT £
oS 2Malst= O ArEE LT Z<0| w2k MQTT 5*' HEoR JjHEl ZEJ 38 =& ASY
Cf. O2{gt 329 jAM2 ALPNS ALESiN H*S&ftﬂoﬂﬁ 58Es EFE ZEOAM MQITE OHE2|A
Ol Z2EEE AMNEEXE AEs= AYLLC

MQTT E2}0|HE

F{HLt BL|Ch.Status(&EH): MQTT 220/ EQ| HHXf MEIE HA|TL

Connect(¥Z): MQTT 20|
o] E L [P FAE UHGAA L Protocol(ZEEE): A2 T2E
gy

CLEHEHSAE: MQTT AHZQ|
25 MYYLCLEE: mE
» 18832 MQTT over TCP(T
+ 88832 SSLE B3t MQTTQ| .
. 802 ® 238 E8 MQITY J[EZL|C}
o 4432 9—" A7 HOF2 ETF MQTTS| 7|27f LT}
ALPN protocoI(ALPN ZT2EE) MQTT EE27 Z22X7F X&3 ALPN Z2EE 0|28 ¢&s
SSLE &t MQTT 5‘4 E! A7 EOF% %6_} MQTTQ| 2 M ElL| stername(A|-9-I|- 0|E): =
[=; —

£3 MQTT)2| 7|2ZteLct.

0
)

x
T
‘2
2
__>.:
|>
_?_
N
Ix-o
2
_,>_
o
Mot
_>,:
ID
oo
I
m
o
J-I.I.
> [o
I~
Mg
'|=|
—
I>
-I—
I'I
=
ol
Ral
2
[IJ
1o
=]
[>
_I_

o
rulu
i ru o
ot O
9_
|m
>
s
_>4
I'
mju
o
=
o le
ITI

l:rChent ID(2a}0|HE ID): 3Ef0|01§ D
g If MHZE & E L CClean session(&
7:! I:ll 0171 HX-" A| AI-EH 7(-IE7|. AI-X-“EI ||:|-
Er TP “EAIE AHESHA| Hor{H HEE
7} 255HFO| E Q1 URLQIL|CE. HTTPS ui)qé
interval(ZtZd & X|): Scl0|HET} 71 TCP/IP A|7
MBS 2R = AS '—IErTlmeout(AI” xn): 40| A=k
5 HEFAL MQTT 2210|E Bio| AHA o ALK ' LWT O A| T 2201 MQTT &+
B1O| AAl =M ALEELLCE Reconnect automatlcally(xfE Heid): o offx| : S20|HAET}
Aso 2 CHA| HAZAGOF St=X| R E X EeL|CLHAIX] HAAA0| HFE [EH HAIXIE EEX| o5
£ X|dgL|Ct.Send message(H| Al X| "1--) HAIXE EL2H A8 HH-SHN R .Use default(7lﬂ” A
8): AAol 7|2 AIXIE %'EJ.OPE#']' DY 2. Topic(FH): 7|2 HAXC] FHE =gt Ct.Payload(H|
O|2E): 7|2 HA[X|e &S ¢ L|CtRetain(FX]): o| Topic(FH[)0 A S2t0|HE HEE FXISt

=] —=
o LSt QoS 74I*§ 3 '-IEf.UP(IE.* /A WA X ORX| 9 7 2A(LWT) S
£l X

—mlmﬂ
12
JHI

= o

g

re
N >

5 G2 S| Aol Sre NOELI 2
P TEA|): % 200|7} 255810/ E0 URLY!
IEf HTTPS proxy(HTTPS ZTEA|): XC§ 20|
= & YELCtKeep alive
2 80| *1H'I% o oy Ar8S £ Qe
FA(R)L L 7|27k 60%A|

I'

Tx
rx

o
pl

nmoy
nerg
S
n
|r|J
E
0
n

r|r
1o >ru

-
0040 T
g

é Il

T

_|

-

JUE!
|
1l
NP
rw

[2Nos

En

l'_l>|

oot

Da!
F¥
N
N
L

HH

>-|
=
=2
='E
Qi
AN

L|Ct.Payload(H|
BHE RISt H ’.\_E

of EHs._ Qos 7= % HF gL C
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g QE oA
712 FH HEA AFE: MQTT client(MQTT 22}0|UE) ®O|M FX| F=H HFA0| FolE 7|& FH HF
AE ALE5te{ ™ MEISILICEFER 0| Z&: MQTT FHOM =13 2FHSt= FHE Zotsie{™ dEgrL]
ChEM did2amola =3 MQTT FX0| ONVIF FH| HUAALO|AS Zasta{H MEISHLCLUYH He =
s MQTT HO|2C0| AHA|o| Ut MBS Z m3rstadm MEASHL|C} + Add condition(=Z1 F7}) =AU
=715t ™ F 2L ChRetain(|X]): 0| MQTT HAIX|Z7t HR 2 MEE[=X gL T}
« None(818): 2= OIAIX|7} HIFX| SEjZ H&erL Tt
* Property(£4): &E| =& Jts AR 2H HatE HEj2 HALCH
« AlRF): HE| =8 Jts 8 4EE FHY = S HAIXIE 25 E2HE dEj2 2L
QoS: MQTT Z&of CHs ddt= 2ieS MEASL|CH
MQTT 75
+ Add subscription(t S F71): M MQTT LE& Z=7tt2{H 2 2lstL| Lt Subscription filter(71 5
E): #=5l2{= MQTT FHE H3IA|L2.Use device topic prefix(ZX| &5 HEFA AHE): 7= EH
£ MQTT F=H 0| YFALZ F=7tetL T} Subscription type(#5 |€):
. Stateless(MEi X 27H5): MQTT HAIXE ME| XX 27p5 HAIX2 waksia]® Meigi|ct
+ Stateful(MEl =X 7I5): MQTT HIAX|E o=z LS MEISIL|CE HO|2E+& &fEf
2 AFZE L
QoS: MQTT =50 Cis{ J5t= 2fHES MEdStL|Ct
MQTT 2|0
H| O
MQTT 2|0 +=FAE F7t5t7| Ho| MQTT EZ270f AZSYUAIL.
+ Add overlay modifier(2 {20 £=TX} F7}): A 20| =™EXE FItste{H 225t Ct.Topic
filter(FH| EE). @200 EAISt= HO|E 7t ZetEl MQTT FXHE 7t L|Ct Data field(H|O|Ef HE):
O A|X| 7t JSON @AlO|2tn 73St B2 00 HAISIE = HA|X| HO|ZE9| 71§ X|FeLIC
Modifier(=dx}): 2H{0|E THE W A1 +=FHXAE ALEELCH
« #XMPZ A|%St= +=8A= FHOM 22 2= HO|HE HAIZLCH
« #XMDE A|%St= #=7At= HO|E ZEO X|FE HIOIHE ®AIZLCH
SIP
L

SIP(Session Initiation Protocol)= A X} 7| CHBIAl EAI MMO| AFRELICH MAMO| Q|9 HAS met
&k 2 QA L|C)
= T AMm-d

2 4% % FHLCLSIP gd3t s
S MEiSHL|Ct.Allow incoming calls(=4l & S{&): Ct2 SIP HX|QAM =
| SM8S MEfgL

+ Incoming call duration(& £l 7|Zb): A E3IE K&
CHETH 10:2).
 End calls after(0|2 & E8) 22 &2 £ Y=

« Calling timeout(Z A|Zt £13}): O} = SESIX| AS L2 &
|

2T A2

tE KooK o= AL Infinite call duration(£ X

H
[m

H
m

M= 1024 ~ 655350{0F $FL|CH.
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@ QIE{H oA

L

2LLANO AL ST HEYHT AR0AM HXE AEE = AEF 51248 NATHESRA
s b.

« ICE: ICE(Interactive Connectivity Establishment) ZZ2EZS AIE9|
O|ROXEE 7IY 2280 H4EE 7| | ¥ELLCL STUN 3! TURN
oM 7td 2882 428 &2 = Us 7127t Sy ELCH

« STUN: STUN(Session Traversal Utilities for NAT)2 H|Z0| NAT L& i
12 Z9 HIUE 38 P FA0 BE HMSES JIHS £ AUH ofFE 2
D2EZQULICH IP & Z2 STUN ME FAEZ olaistLc},

« TURN: TURN(Traversal Using Relays around NAT)2 NAT Z}2E L= 2istH £

rg
i<
mo @
02
Pa
r

« SIP port(SIP ZE): SIP EA0| AlRE|= HEQZ ZEQLICE O] ZEE E3t Mo Egjoe ¢
DOtE|X| EELICHL 7|2 ZE Ho= 5060YLICH Qo 4R CHE ZE BisE oL CL

« TLS port(TLS ZE): %5313 SIP EAO| AFRElE HEYT ZEQLICEL O ZEE E3l Al
= EfE2 TIS(ES A5 22HE A8l Lot 7|2 ZE Mo = 5061 LT
2act 49 LE ZE Bio S gL

« RTP A|ZH ZE: SIP 20jA X =AY RTP O|Cj0] AEZI0| s AtREE WEYI ZEQL|CL 7|
= AlZ ZE Ho= 4000 L(CH L5 HoH2 EF ZE BISO|A RTP EcfE S AHEHLCH

NAT S1f 7|s& Ar85t2{H 2t HOA X[ 8HOF SfLCt. ESH 2t E 7t UPnPE X|&loiOF &L Ct.

= & | A= FXK
7b TCP = UDPE &3l CHE 22ENM S0{= HO|HE #4Y = JLE siF= =2
EZYLCL TURN MH F& 8 230 EE gLt
2L
+ Audio codec priority(2C|2 A @M £2|): SIP 20| Cf3] Vsl= 2L EXHES 7R St O]
o rCje AHg MEiSL|Ct M =2 =ME HESHH E0M 5L
H| O
22 29 O SMX 20| AHYEOE MY FEo| BE FAX A LX|HOf Bt
+ Audio direction(2C|2 3k {2 24 OHLHE MEHSHL|CT
=7t
« UDP-to-TCP switching(UDP2} TCP ZF T =t): UDP(AIEX} HO|EHOM ZZ2ZEZ) A TCP(H S
Mo Z2E3)E S Z2EZS YAHOZE [edts 53 5|85t ™ MEbetL| ot Fgt
St= O|f= 200H}O|E O|Lf E= 1300HIO|E =1} MTU(ZICH H& EHe) @HO| A= B2
CHHSLE WX|5H7| {15 Y LICt
« Allow via rewrite(C}A| 27|82 Edj 6|&) ZIXEHS 22 IP FA Al 2H IP FTAE H
L™ MEfStLCH
« Allow contact rewrite(Z12tX CIA| 27| 8| 8): 2tRES 22 IP A [HA 2ZEH IP TAE &
L™ MEfSHLCH
* Register with server every(&4 MHO| §8) HXE 7|& SIP AE0| Cft SIP MHO| S5
gl dggLch
« DTMF payload type(DTMF H|O|2ZE §¥): DIMFQ| 7|2 HO0|2ZE {F¥S HFETL T}
+ Max retransmissions(Z|Cj THE): X7t A& SK|SH7| O SIP MO AZES A =5}
= ZOo =5 ¥
+ Seconds until failback(Eof S37tX| H2 %) Ex SIP MHZ HOj =X|3t = &X|7t 7|2 SIP
MEO| CHA| AZES AlEg W7FX|Q] AlZHE)S AEE L
A
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o —
o QEIo|£
ZE ©X SIP A 0| SIP accounts(SIP #%d) ot2fof LIEELICE SFE AE2l 89 M0 A= &
o= 4efg ¥ 4 UsLict
A80[ SIP ME O §&5H22 SEEASLICH
®
Aol 2H7t ASLICE ASoH 2mStALL AT XA SOl HEEJAALE SIP MEHOM AFE
o %S A Oy 2o A olAaL|C
= A2 & BV W2 & ASUL
peer to peer(Z|0f & ul0f, 7| AF) AT2 As2=2 Y& AZYYLCL oLt oo CHE AZS TS
1 ed AZS 72 ez 2380 AZLICE. =S AR SIP AF S XIGoHA| &

T VAPIX® API(OfZ2[# 0| == 1242 QIEHO[A

+

s 22 &4 7|2 "ol ABELIC

= oz X|gsta® Metgtch 7|2 AFo|

=

Make default(Z|2Z}2 2 X|H): O
O{0F 304, 7|2 AH2 StLTt & = US
Answer automatically(X}E22 3E): 4 20| Atz SHSIHT MEHGLCH
Prioritize IPv6 over IPv4(IPv4ELC} IPv6E R MSIEE M) @ : IPv6 over IPv4 F=A0| 2
M 292 x|™st2{0 MENstUCt O]& IPv4 9l IPve 4 BE0|A Bholgls P2 A HO|Lt

=x =

EOQl O|S0 HAY mf FEYLICH IPve F=A0| 0fEE =0 Ql O] S0 CHBHA B IPv62
M =9 & K- = AFLICH
0|5 HTo| ZatEl O|ES YHYLICL OE S0 dut 0|5, 9 L& XY = A&
Ct. O| 0| S=&AS UL
User ID(AFE X} ID): A0 2HE 173 WM Ee= M H S JSL|C
Peer-to-peer(z|0] & I|0]): =Z U EQIO0AM C+E SIP X E XY Z5t= O AFEEL L}
Registered(S £ ). SIP MHE Sl 22 HESI 2/F2| SIP YX|E =5t= O A& LCH
EOQl AL TteY 2% 38 L0l o|l§2 YHYLCH =0 o822 CHE A%8E 28 ¢
Iy SIP A0 YEZ HA|EL|LCH
fAQIE: SIP ME{Of CHsH QIF3t7| 2|5t SIP At HAE MAJES Y{gtLCt
Q5 ID: SIP MHof CHa Q1F5t7| 23 A8El= Q15 IDE YHeLICH QF ID7} AL X} ID2}
2o 2 0z DE Y=g et giaLct
Caller-ID(2 4 X} ID): Axis HX|0M EU= S0 =AMAO|AH EAE = O|FRLICH
Registrar(SEXl): SEXo| IP TAE HTHL|CL.
Transport mode(F& BE). AHo| SIP A& REZ MENSHL|CHUPD, TCP = TLS).
TLS version(TLS H{E)(F & D E TISEH): A% TLS HHM S MEHSHL|CEH K™ v1.2 8 v1.30| 7}

o 3 Qe JhE obdsh BiH S MeErsti )

Z ot™ LTt Automatic(XtE)2 A|AEIOM Kelgd = R
Media encryption(D|C|0] 2 3})(HE ZE TLSTH: SIP ZO0|AM O[Cjof(Cj2 & Fah)of Chst
oz3 RS METLIC
Certificate(only with transport mode TLS)(QIZEM(ME ZE T : M EH .

Verify server certificate(only with transport mode TLS)(AMH QIZ A =QI(HE& ZE TLSTH): MH
ASME folsta{H MEigL|C.

Secondary SIP server(2 X SIP AH): 7|2 SIP MHO| S&

O]l 822 AMESt=F ot2{™ ZHLCh

SIP secure(SIP W Q). SIPS(Secure Session Initiation Protocol)& At&3}t8
TS & ZEE A8t EfL s 2z steLch

o M3t %

o
°
o MEHSL|C} SIPSE

TE A
Proxy(ZEA|): ZEAS Z71312{® 22/3fL|Ct
- Prioritize(S M 29| X|H) T Jf 0|49 TEAIE A3 A0 ZEAQ M =98
X|gste{® S gLt
- Server address(A{H| FA). SIP ZTE2A| MHO| IP TAE AAHTHL|CH
- Username(Al2X} 0|2) TR3t AL SIP TEA| NH{o| ALZX} 0|28 YLt
- UANE EEH F9 P IRAT HHol TiAYSE As
H|C| 2

View area(H27| %) oty =0 A8 E7| S5 MESLICE None(RlZ)E MH

F.
- SHEE: ohY S0 AF8Y =S MEYLICE s BRP YR S¢S SLHCH
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o QE{H oA

- QY Ho|E: sty B3| £Y T2 £5 MHYULCL T 2olEL Hay

e xo de2 SLoH N N
- H.264 profile(H.264 o2nl): A ESlo Al T2nld S MEHSHL|C}

Add sequence(A]HA E71): Al DTMF(Dual-Tone Multifrequency) A|ZEAE MMsie{H Z2IgL O} E1
=

X E0| osf &dstE= Mgt ® Events > Rules(O|IE > E)2 O|S2fLIC.Sequence(A|[#A): &
= Moty ZXE YL 38k &Xt= 0-9, A- D # *°"—IEfDescrl tion(dE): A|EAE EEI71°*
AMO| CHot HHS YHTL|ChAccounts(H|™): DTMF A|EAE AHEE ﬁlx*% MENSIL|Ct. peer-to-peer(D]
of & mo)E MEiSt= Zd2 ZE Hof £ Io AEE 5Yst DIMF A|RAE SFELC
ZEE2 ARG HEY Z2ESS MR 2E 0§ Do A¥S U Z2EE 4YS 3
S3otL|Ct.Use RTP (RFC2833)(RTP(RFC2833) Alg): RTP mjZl0j A DTMF(Dual- Tone Multlfrequency)
CIE E M3 5l M3t O|HIEE o1 823t2{™H ZL|Ct.Use SIP INFO (RFC2976)(SIP INFO(RFC2976) AI-Q-)
SIP Z2EZ0f INFO JMES Zerstei® ZAL|Ch INFO BMEL Aoz MM Baisl Mt of
E2A0|M8 ASZ HEE FItL L
HAE 2
SIP account(SIP #|H): HAE F3E Z A HS MESSHL|CISIP address(SIP F&): SIP F45 aista
AV = 2850 HAE HN3E 20l AFEO| &Est=X &elgtL Lt
xE
HES3 2E2X|
lgnore(-‘i‘-Al) HE3A *EE| |§ Alste{™ ZdL|Ct.Add network storage(|EQT AEE|X| F£I}): =3t
HEY 4 = YEYD Z9E Forete e 2L
. Address( ) gAE A-II:HOI P "A L SAE 0|28 T k™ o 2 NAS(Network
Attached Storage)L|Ct. 17 IP 7c/\(575‘! IP A= HZAE £ Qoo DHCP HeheE Af
282 SAEES FM3IL DNSE AR3lE 20| Z&LICt Windows SMB/CIFS O] 2
NEERCT L=
+ Network share(H|EQ|3 BQ): TAE MHo| B2 9K 0|22 YHWLICL Z BA oL 1]
s EC7} Q002 Of2f Ads HA|7} SUs YENI 322 A8 + ST
. User(AbXh): MH{O| 210l0] West A9, ALRAF 0|22 sttt S8 ool Mol 21
olste{H THONARA O|ES %!EE.&QAIE.
« HAQE: MO 21000 ER% 2 IfAQEE YHFMUAR
+« SMB version(SMB H{7F): NASO| & SMB AEZ|X| Z2EZE HHE MEHSHL|C}I Auto(XIE)
E MEISIH K= 2o HH SMB & StLIE @At A|=gLCh 302 3.0, £ 21 &9
HAS K| ASIK| Q= O|F NASO| HZS}2 M 10 £ 202 MEHSIAIA|Q. Axis EX|Q| SMB X|
Hof CcHsh 077/01I)\1 RIS ZopE & lalch

. Add share without testing(E|2E gi0o| 38 F71): ¢¥Z H2AE &0 2F7
EQT SRE FItotz{® MESLICL OE S0, A0 IHAET7L QKT 0|&
9*9I7| MEo LFE7} &g = ASLC
HEQ3 AEZ|X| HAH: L1|_ 3 S0 ot HZS O E oA, HtlY oA X XNAHste{™ S =gt
oA stH HERZR S70 gt 2= A780| MAE L CHUnbind(HEQIY 8l H[): '-1IE°43 SRE

o
SiAstn HAAS Fod{M S ESL|Ct
Blnd(Hf°|'=') HEYZ Zes HiOIEsn AHS2Y S2eL|ChUnmount(Tt2E SH): HEYD 2RE
Op2 E S{K|st2® = &St C.

=
Mount(l:l|--?- ) JEQ3 2QE ORES}

E6t2{ Bl 22/3L|CHWrite protect(*7] WX|): YEYI ZK0| &
7|2 FCheln =o20| MAEX FL= efAE HUch My| WX HEYI SR TR & ol
C}Retention time(EE A|Z: o B2 7|7 Qafsl =sjo| & ¢t TL CO[E MEI BaE o8 =4
= Metgiict HEYI AEaX|Jt SIS AP MEfS 7| 7h0| X|Lp| FMOj O|F =7t A E LT £
" Test connection(@2 HIAE) HEYI SR0| T43t oIS B AL,
. Format(E%): 0|2 S0f WE GIO[EES W27 XYoF st 249, HEYA BRE BUFL
CIFsE A& 7h5Sh I A2 249Ut
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@ QIE{H oA

L

| Use tool(= 7 Abg): S2lst0] MEist =15 ghdstptLct

2Hc AEQX|

= 51

38 At
HOolE &4 Sl &M= =3 . X7 Adzn Qs S0t0s SD 7tEE Z2|HX| O Al2. SD
7}EE KM 7AHst7| Mo OFREE siMstiAlL.

Unmount(Ot2 E s H|). 22510 SD 7IEE QtHSHA JHIHOP“*IE Write protect(227]| ®X|). SD 7tE0
MI|7F SR |0 52E0| MAL= A2 Ssted™ O] M2 Lo M7 HX|E SD FhE£= EOiS

u;u:.|-|lZfAutoformat(IfE FEOH): MZE AQUSH SD FHEE Il-%gi ZONSIE{H F{AMA|. Ot A|AHS
ext4Z2 EOHBHL|ClIgnore(SfAl): SD 7=
ASS ’“*I7f O O|& QIASIX| RatL|C. o
)’ oel sofol 48 ALl HOlE K1Y 1HS 2o
SD 7}E7} 715 X}D# E-’F- 7|12t0] X|L}7|

EJHFQ_* fot
-I>

|'>|
=2
to
o)
rn
I
TotF
no
mjo
1z
>
s
-
inl
H
-Ll

. Check(&ol): SD 7l 222 é}?_lﬁH;}AlQ

+ Repair(27) I} AILE0] 27 @27} gunSLCH

- Format(Z%): SD 7IEZ mUS0] LY A|AHS #WAsn 2= HO[EHE X|SL|Ch SD 7tes
ext4 It A|ARHOZ0F ZoOig = QUEL|CE Windows®O| A IFY A|ARO| MM ASEH EfAF
extd E20|H = OfZz|#H 0| M0 QgtL|ct.

+ Encrypt(¥=23}): O] =75 A8ol0f SD 7IES HOUSHY Ao Yot AI2. O|FA
ot SD FtEO| MFE 2= HIo|H7F AR ELICE SD 7hE0 MEsts 2 MZ2 M0

He Yzatg Lo
« Decrypt(@=3} dliH): 0| =+E A8 =
SD 7tEo] M&EE ZE Oo|H7t AXELCH SD =0 MESt=
2ot X &L L
« Change password(Ij AL E HA): S EE
Use tool(= ¢ AtE): S&elsto MEISH =HE 2 M3tatL| o)

ZOSHUA| 2. O] o
of MZ2 HOoHE &

Wear trigger(Db2. E2|7): 9442 E2/2isiL SD 71 Of2 $F g2 SFULILL 0}
0~200% QI L|C}. S+ HE Al--9- FX| € 959 2 olL|C}t

SoF oA 20| HBCHE HS LIELICE of

=LLCH O EZAHE 80~90% AFO|2 MHT
SD 7t=st Mo Dtmgl7| Hoj Ko
Hatn 0pm +x0] 8% ol Fosid g

>_\'L N
o

HA

>
I~
ful
o
opy
)

ONVIF

ONVIF A H

ONVIF(Open Network Video Interface Forum)= %|ZE AI2X}, ESA}, HAMHEHE 9 HZEAF HEYA HC
7122 s% Mtede g #8Y £+ UM siF= =2 Y AHEOo|A EFEQL|ICH ONVIFE S8 M2 CHE #
o Xﬂa Uo d=28d, RUd &Y, HE 2d 3 Al2" D2} d¥EHS =2 + ASUL

ONVIF AH S 4435tH ONVIF S410| Atso = 2ot Lt FX[te| B= ONVIF S0 AFEXF A7 0]
A WAYEE AMERLCH XHME W&2 axis.coml| Axis WAt HRLIEIE BESUAIR
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<l
=

QIE{H O] &

+

Add accounts(A|%d F=71): Al ONVIF A™H2 F7tst2{H oL CHAccount(A|): 133 AH 0|&
oj 3

=
S YLICENew password(Mf {AQE): YO WYAQJES LABLICE PAEE 1~64X HO0[0
gL A =i #EE, €5 7|2 5 QM 7k ASCI EAHZ E 32~126)FF THAQEO| A8 =
& L|Ct.Repeat password(IjAQE HIE). Z2SH NAQCEE EM| ol 2514l A| 2.Role(eh):
« Administrator(Z2|X}): 2= M0 TS| MM ASLICH &

B2 Rte 02 AEEe 271 o]
£ o HAY $ A& )
- Operator(S®X): C}22 AQls 2E MHO| AN2Y + UL
- ZE System(A|A®) M7
TSt
e . o
- Media account(D|C|0f #|H): H[C|Q AE0|TH AHAS & ASLICH
[ ]
A
=

[ ]
*  H¥0 % omos 50| ZeE L ChUpdate account(HH YUOIOIE): AE 45 HEULY
Ct.Delete account(H|%d AH|): #EES AMELCEH root AE2 AME &= A&5ULCH

ONVIF D0jCjo| =2 m}¢

ONVIF OjCjof Z2nele njcjo] AE NS HFsts O A8 & Ut T4 FYBOo= 0|20y Y&LCt
RpABtO] 4 MER A SEROUS MMSALL BE HHE 9o AN THE Z20US AI8Y & gL

+ Add media profile(O|C|0] = 2u}l 7}): A} ONVIF O|C|0] T 2OtYS F7tstH S
Ct.Profile name(Z2n}Y 0|E): O|C|0] Z2m2o| 0|2 S F7}IL|ClVideo source(H|C|2 AA): T
dof %= HCR AAE MEIGHL| T}
+ Select configuration(’d MEH): S E0|M ALEAL X|H FH S MEHSILICH EECHR 52| +4
2 ZHE| 7 E7| @9 % It AES ZEst HAQ HO x4 =
Video encoder(H|C|2 QIALE): FA0| U= H !

Elg on_lilé S = =1 H "

+ Select configuration(74] Mei): S=o|A A8x XY PHS Mestn oag MY ZHTL
Cf. CECHe 220 BYL HC)Q AR THO| NHUX/0S =2 FLE A-A 0~15
oI3E WA Tl AFH MolE MWL AL

£ MEiSo] ApAlnto] dEES MESHALL
St 7|2 AL8XE T SHLHE MEHErL T}
H| 2

ore A4 U Qe AAY Y2 MHsts SMS YoHE BN 2ClS BHGUAL.

Audio source(2LC|2 AA) @ o e 2re 2

A
= 4 =1
« Select configuration(t4 M N +ds M=
1 ¥

td Cje 473

OF
il

EH).
=) =
Cf. ESLe =59 182 X 2 UHOj| siFetLICt YO SiLio| 2L AHO| Q=
B2 userOYLICE ZXIO olef 7ol QL2 YHO| Ues BF =50 =7t AEXIL BAIEL|C
Audio encoder(2C|2 AWAL) - T80 Se 2Ce 01RY NS MEStLC
+ Select configuration(7/d M&=): Z=O0|M AEX X Fd5 dEStD QL@ 01AF 4F¥5 &
U EFHR2 552 7482 20 dA3H 742 HEX/OIF s U
Audio decoder(2C|2 C|AH) @ c 780 St QL2 CIAE A4S MEBLIC
+ Select configuration(’d H=): =M ALEAL X8 45 WSt 283 ZZLLULL EF
Che 259 792 202 #do| 4EA/0l§ A= Htt
Audio output(2C|2 £7) C T80 R 202 FH WA dEs D .
* Select configuration(3/d ™). =M ALEA X8 45 ML 2¥5 =FYLLL EF
L2 559 7142 202 49| AHX/0|S A3 gL
Metadata(HE}CIO| Ef): -0 =eotet HIEIH|O|E{ S M EHGHL|CH
* Select configuration(Ftd MEH): ==0|M ALEX} XY 45 MG DEHOJE A8 =8
gL EEHR S52 742 QU2 HEHOH T899 4E/0E 9= et
PTZ Co7do| Ste PTZ d¥s dESLC
* Select configuration(7’d M=) Z=0|M MEA X|F 745 ME5t0 PTZ d¥5 ZEYLLCH
E&Le 559 742 PTZE X Hste EX[Qf HILI2 "o siSFBLICH
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<l

K1
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ol
x
St

ZOgid oIy
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e

=

L|Ct. VAPIX® Of

Al
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=

ojn

ol
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AEE
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[
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A7 Abef):

[
o

:
A

=
=

2=

ey

WEE L AZO| 225 M o|27) HY X2 SOtZLICy. Of Hf
2

L|Ct.Normal state(

AL
=
=
L c}.

F

L|Ct.Current state(
m U= £= 50| gdstE Lot
=

S

st
=
e AL SEEA=X])

U=F St H HAUA .
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o QE{H oA

HIA
« View the device server report(Zx| MH HIA H7|): EH HO|AM HE MEHO| Cfst HEE
UL A 2= ANHE522 ME EAM0| ZatE L
« Download the device server report(ZX| MH E_l_kl CI2ELC):
AP OfL|2} UTF-8 wAlo| T Mt 2N slXe otolo] Zetgl zip Toio] AL X
MHI*OH =olg I o Mu HAM zip ﬂf%%
 Download the crash report(% HIOAM CIREE):
BE OREEYLLL 55 E1M0= XMTH C =2
SLCH o BaMols HESS XN e P YEIt U2 & YUCh BN
dote O 2 & 8k 488 = JAFULL
23
+ View the system log(A|AH 21 H7|): FX A2, A0 9 S5 AKXt 22 A|AH O
HIEO CHS HEE HA|SHHEH ST

L|Cf.
=i
« View the access log(¥MA 23 H7|): ZZE= ZI9 I|AJYEE A% 22 & AHIfsH &X|
WMHA ANE 2F HAISHZEH SEoLCt
HELa F=H
S8 At
HERZ & mMtol= ASM E= AER 22 st §E7F ZEE = JFLCH

HESA =X DjUL HET
H AlZh): xx—i 7|ZHE EL 2)S MEistn

_l__L

o
ofn
ﬂ.||0
N
i
of

)

=HE 3 Z85t= O =82 & & ASLCL Trace time(F
wnload(CI2ZE)E &l

87 A" 22

Syslog= H|AIX| 2Z2 —’-.f— 2 LI Cf. Sy5|0901|A1E HAIX S dg3ts 2ZEQ0f, HAIXE MYst= ALH
' 2 S x

[m
Hu—io

9|

HAXIE 220 H —Er”%*ﬁré ATDEQOE 222 = USLICH Z HAIXEE O HAIXE dH5ts AZE
o SEE LIEtHE AlE ZET BAIED MZE &0 29 E L C

Server(MH): M MHE F7I5t2{H S L|ILLSAE: MHQ ZAE O =P =28 g8
Ct.Format(Z8l): At2% syslog HA|X| ZOIE MEishL|C}.

o Axis

« RFC 3164

« RFC 5424
Protocol(Z2EEZ). AIRY ZZEZ MEH:

« UDP(7|2 M43 ZE: 514)

. TCP(7|2 MX ZE: 601)

o TLS(Z7|2 M7 ZE: 6514)
EE: [I2 ZEE AME5{H ZE HSE HESHL L} Severity(MZtE): E2|AHE [If M&E HAIX|S MEH
HL|CECA certificate set(CA QI Z A M) sl ™2 =QIStALL ABME FItEL|C
ut g
A A2 Axis FX| 7 ZEO| Y D5 AHEXE s S UL O] HO|X|oA CHEES| o 7|
H+E MYt HAE £ A& UL
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@ QIE{H oA

L

X 2tg|
Restart(R{A|Z}): ZHX|E KHA|ZFStLICE O] 1A H7E0| G2 FX| ¥
S92 IYA|ZHE L|ICtRestore(8 ). [f229 Y2 ST &t Al 7|2
M CHAl G35t AP HX|EX| 2 ZE U2 CHA| X5t O|HE
8 Atg

28 = MEDE R 482 o3 25U

. 72 22
« MEUY OfAT

e 8021X MM

« 03C AH

« DNS MH IP =&

M

H|
BE Ads X AT EQIO = CIXE ML & a
A SHHE Axis FX|Q TEMHOI X4 AO|H HOF +=F8 HE &
axis.comOj| Xl B8 A "Axis Edge Vault"E& HZTSIAMA|L.

AXIS OS upgrade(AXIS OS 1| 0]E): Af AXIS OS H{F O
s HI #8 8 25 M22 7|50 ZHELICE g &4

o
Ct. x4 Z2|=E CIRELESEH axvis.com/support2 0|52 L Ct.
gagolEg mf Cha M 7tX] SH8 oM MEIE = UAESL(Ch

F YIY0|E) A AXIS OS HE S
£8 Al 7|23 gagfolesta 2
MESHH P2 0[S 20 O AX

—

« Standard upgrade(®
« Factory default(Z%
2 MAl2. O SHES MEN

ofom xtX|7} O|F AXIS OS H{MO =2 g|=ofztL|ct.
AXIS OS rollback(AXIS OS EH): 00| HX| £l AXIS OS H{XMOZ g

=X _g_ﬂ %2‘5'. Al 7|E7F

Factory default(3% &3l A| 7|27} 25 H8HE Al =2 7r
of ANAE + U=S P F2S XA OF SLICF

s 1S
. Autorollback(X}E 2H): ME = A|7t Ljoj Y30|=Estn QI 0|ES OIS
0

==
Mk
o
N
o
2
o
Pl

Sz FE2 YA O =0 X
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>
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M FstH Al
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=
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AHEf LED HA|
Axis Communications ABOj| A

EH Of| A
SEf LED EA|Z[7} CHA| =Moo 2 HHE [{7HK] 10 S¢ X o HES +21 ASLICH

L| Et.
oz MEZEASLIC HEJIINM A&

92.168.0.90Q!L|C}.
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