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https://www.cisecurity.org/controls/cis-controls-list
https://www.cisecurity.org/controls/cis-controls-list
https://www.cisecurity.org/controls/inventory-and-control-of-enterprise-assets
https://www.cisecurity.org/controls/inventory-and-control-of-software-assets
https://www.cisecurity.org/controls/data-protection
https://www.cisecurity.org/controls/secure-configuration-of-enterprise-assets-and-software
https://www.cisecurity.org/controls/account-management
https://www.cisecurity.org/controls/access-control-management
https://www.cisecurity.org/controls/continuous-vulnerability-management
https://www.cisecurity.org/controls/malware-defenses
https://help.axis.com/axis-os-hardening-guide
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AXIS Camera Station Pro MH & S A EISI= Windows A|AEIO| = 22| X} #SH A ™H I AFE X} &St
O] &= AE B 5 Windowso| 7| 2 2| Xt A8 0t & L5t

ot 20| = 7|2 2e| A AE S H| 228l oF gL

2 He[AHAE HAYE = HESR I 2| KT Y0 AFE S0 gL T |

Bl 213| X7+ AXIS Camera Station Pro A{H{ 0| 219 =

Adots S Yo7 QI0| =AlSIHEtE ZA EHC 2 ol HEYF 8

H{5l= A0| o [5| MEEL|C O|Fo| CHe o 752

S AR X0 CHSH O] Y= ALEAL AEE 7t g5 OF 2L Tt

=]

|>

AXIS Camera Station Pro& Al3list=
L 0ol HEIAEO| A 22[X} A
AXIS Camera Station Pro S A EE ©QI
Ztglenz AE a7t CtestE
‘g, QIS M Hi = 3 = Q1 2HZOf| A Af

o

ofo
90|>|§ fot

b
[>T
-
_lTl_
or
rir
I_I'I

ol
ot I

AXIS Camera Station Pro A} X} A A

2ol

AXIS Camera Station Pro2| EH dglo] &

(0f: 2 10| Q= 27| U 40| ZHE

I Lj C}2 Aot oA EY
Ol E2H =X ZASHE A0 A Y =

H - AN

rot rlo

Q_I-
2
et
on

Cm
=
fel
2
B
fif]

\J
>
ol
>
N
>
| >
oo
2
>

T

trirofo
ox urlr g2

ity
p

400
P

Hir
o
A
-
|
)
oA
mo
Okl
30 >
Of
rg
A
d

r

Soyoxrx

QonN
Ot
024

u
<

rH
ia}
e of
2t

FO] AXIS Camera Station Pro 22}0|E A2 XIS Q1ZSt= Z{0| ELL|CL &=

A
1)
-
o
o
-

ujo

%
P
o9

o>
10 olo
O}

Ralbe

moolr
mx -
otrd

-0

—_

N>
rx Mo

22>
ko 0o
rn->

> 4g
O 1

>
19 F.'H

MUok ru

|5lf Microsoft Active DirectoryE& AFESHUA| L.
ol 2t 2ot 1 F0| Ho|x/}=X| 2Qlst= A0l 5L

o2~
ox L2
210
[l

Active Directory= £t CH2 S K| 5L Tt
- AERI HY|HoE A EE HAHS EE Rt
=
o

— o
- EXNEIY Ex - 2% IfAQ{E FHMOo what of2f #He|
Windows AD A& K}Ctst

_

(PN B
O

(U
mot o

A 7|Hh Ak - =0 ol Mo 2N 2 MO E HEY & US
ZZ Windows A’"§= AE3l0f 5= &2 A|2EO| Zp ALE X0 T3 Dm0t AY S 95t 3l e
ALEXOA MU S +st= O RS A[AE L AHE|O T FIg 4 A= 2ets F0{st= A0
ZSLICL AEA ES 2 8otH S dots 71 MEA7H o & e 87 et &8s U

otot= Ol =&0| 2 == AFLICH
KerberosE AI6}0 Q1=5}7|

AXIS Camera Station Pro= £%F Windows 215& AF23}10] AXIS Camera Station Pro 22}0| Y E 9|
A XHE Q&L Ct AXIS Camera Station Pro= SPNEGO(Microsoft Negotiate T2 EZ)E A2}
O, O|= Kerberos7t M3 E|= 7|2 215 T2 EE QS 9|0|grL|C}. Negotiate T2 E =2 Kerberos
A E A|E5I0 NTLME CHN| s=Cto 2 AFESHL| L}

C
Kerberos& AtE5I2{H Cts HHZ AR S0 Active Directory0| SPN(Service Principal Name)2 &
SoljoF gfLCt.

setspn -s ACSService/{HOST} {ACCOUNT NAME}
HOST - AXIS Camera Station Pro A|HHE Al SI= AHO| S A E 0|5 L|LC}.
ACCOUNT_NAME - AXIS Camera Station Pro A|H|{ £ Al&sl= 2 EE|(AEE A N)o o|=2QlL|Ct.

Kerberos7} ®|CH 2 X552 H CjAF AXIS Camera Station Pro AH{0f| CHSH RS S AE 0|21}
FOQDNE 2+ S55t= A0| FELICH



setspn -s ACSService/CompanyServer CompanyServerAccount setspn -s ACSService/CompanyServer.

domain.local CompanyServerAccount
XtM|SH LH 2 microsoft.comQf Setspng T ERSIMA| L.

s .
goF W By AxE ZgoX gWH e
ool K x_ve__:_.__e ._|m||_..A|m_._ < TS ZoK ol © %u% o_JH_.___w (=
TERGM  Zqm NS Dua___mmmo w5 KOO 2o ﬁofm_u.l_ﬂaem__mh_
=Nt on x_lLuln_vl —Too=< %0 = &0 N K ol_n_.vu <320 jol
e, <= a od=x r L% odz S ) eIk
LH & x_.DLoM c oFor g0 wI< .n_l.____ oo TR O] mO T ma_ﬁ_mr
bgRad  Swm o Km<  oX2u <D SRS 1 it
rd mO Hm“_”_._ma %._LOIH_HH__.Hl _Al_Am._E ._OWH_ o 0fo E__._._n__IH_ AWO_A_H .MdA_H@M_W_W_.Ao
RIS a0 oD SopR0  douly o KRl = ©.£ 0] zyor 2UEC
RInO=h  gXor . Egx  Xmcn oD 5o WWE_:%IAI_M
RXpramn  EpRio X<z M aEA ELEC SHH_go ¥
WAHW_O_.__ Ok ool _._u._m_um_._._ 1| "' o B0-r<0 m7.___m&.%7;o
Ryt Gors®  Txon  Uole miiRo B B o ot SR
Rm®oEdl  IarelE  ogpl  WARen  FXF R el
=2 FpE =IOk B RES5L gL X S oo EMIND = TR
o .L_._L - No'd & o |fq.w g OTM & Somo= o ol —_ X
K 77 K ojoTo! K~ gxolu o= ol =2 iy =g M =0 OoFI- O Ul nugrs S =
domuupue OF  KOK .- To $a1kl  OFKOS K {002 K H_AroA|_A|_ Vo o_eﬂEo_e
Toulmd mEUE® el R Aen_w__ kckoy oo << X T Py H00F N
Lo P i SS5 gL TP O ol 5 Xoa IFN
T olloF oF © o|H el O ol 1o RITK & _.AROLO_ K W_u.r._._un.w :_._S.m.__moo._|7
JoRdlER  Rb=1 Qo TR oS  OFLT R 3IT  of £ 5zl
o FER RMRW  Iia WEES sSx  ® SRS p8fgmuk
RopliyN UK ®  Hpo Wiss o080 w >SS mEgmdTH
.__ﬂl._n.uro__.__n__._umvn ELI u| = ROz Ok m__.nM © ._H_A.W_W OH <] L_._WH_”_W ._umoW € <| Okl
uj S W0 WTgE TR H28E B s o UTY S Tsw
R ©3<T ok M2 s  ®Eol o B TomyTY
- OE=< =<| o ERANaRY, oh 2 = o<ol = X L =—=1-0%
Q RIK A_._A|_ w732 M 40 — © 1 &<k e S ogiowmK
I =KO{[I5 H0Z0 < wor e nxamﬂ S © @ .m ﬁ_m__.____m._mélﬁ WJE_EE_MOOIT
MIugrE o88H z=kI RE<< o 2 glo £ LIk oF LT | < ol10wofu
TRl BIX=W o,z ROl sz = Sy Ul T 5 T 58703
Yol sr=R0= U oY Ol 7 <| 55 AN —rH
HE =0l 710~ ST m R RKGUE olgn o Lo © =z < Hi
Mgoary ™ TRIT an o_&mo KOgoF o BT a ME_EM ol a1 S 15 o1 Wl
Wy Rlor™ B ML_ i ooE apopdl g o< wl 5 Wm% ROG TR RIS
Kheroa<i - pdldly =% smES mdtml T coyw  RSJIEnD
iR &L HOTer L WRh S8 FOAR 8 FyL BN <ol
Rogodine Vg oldl HmR< 55 =00 gyl o O Zup < Hoplmoi<
R.olgo WwIE® Rxtu . 280t wogk =L & o4 R AR =l <[
ol ®  mEllor Meofxm §EROE MoK K og 2 odd  Hufuiys<sio
— — — = 1 —_ A~ - — —_— - n =
Wﬂul_uoalﬁ .__A|7A.rﬁ uﬂk%mww WMHXW FOH -8 aWOLL u_.DVnm_u__tWH_._E_“_
RO BIT G T K pplko ROz NAel O gor<m pfigol @ o O G R=Tolxgmzl
2oFTET pusul pR®IE @isTEot gRlEE <l g BrmT redlrpco<
LIHTROO P! MUETH MKOoFHT <odlico! ETXH <X < <Hhopl mIWd<0lm

AXIS Camera Station Pro 2 = E 9|0 S G|0| E X *H


https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/cc731241(v=ws.11)

AXIS Camera Station ProS ()
BItot mix| 88 FdMZ Ho|S

ZEYO YHO|EQt 2HEl &S 2| Mol QU e

Station ProQ| %X|Al 22 w.axis.comOj| A =tolgk 4= Q& L|CF AXIS Camera Station Pro0f| =

XAl NET 20| E2{2|7} 2 2352 2 Windows Lj X| M*-& AXIS Camera Station Pro F& 0| SHAH =
Hofjof gL C}.

I>r

rir
oF S

<

4 HAN HEL 2 HKE JAoH 74 LEX 0l 2|elo] RhebE LT X4 HYYof HTEO= &
AXZE oot Al =g 4= A= LT F GO Choh IHX|[7F Zotx|O Q7| 2 AL T AxisE=
SOt K| B ~F0| = FA[ HA 00 CHot LTS(E 7| K| &) 2| AS M SoHX| T S =9
g7|5 S8= P8l 7|5 F=7t7t Mok LT Ao 7HZ Ol 2+t Axis T 2F0f| Tt At

SLEROf EX|o| B2 RE HAO 7 XY SEZ RAIZ| =5 FHO| BAISHOF S LICE T2 M A=

AXIS Camera Station Pro EE = AXIS Device Manager ExtendOf Lf &=l H2|O RIHIO|E 7|s2 &2
S| Axis ZHX|Of| AFEE 5= = M HYO HEO| A=A =olg = JSLLCEL ZE FIHEte| 2=
HYof YO0l =5 B3| @[5t 07 A|ZHEEHR 2 =2 AF A2t 2)2 28 Of gf LTt AXIS
Camera Station Pro / AXIS Device Manager Extend = He||0{ RIG|O|E7} S LU =X| &olg 4~ Q!
SLICHL A|AHO| HOO|EQ FEE EE = Ues 5 SL0| U= R LTS BH O E&o| 5T

Stz AS LE{otAl=.

TECERTY,

o =
QIO =& & TX| 8 MH| A= Qf SAXI LT FULS RASHAL AL QS =9
LICE Ol E S0, * A H|C| BNATL HQot A2 ZEO|M QLI ZE 702t F ofof mf
ALETLALE R AL ME2R2 X|HE Ol F| k0| LALLM & A m|SiAH7t & L CH Windows 2t 0f|
Ciot 214 BN A= AASHA K OSHAHLE 7t ot of m|Sof g L|Cf. Windows HZ0fl= A[AE AL
O|EQ| HO|E |8l QI Yl HAO| 7F=& %= U X| Bt Windows &2 AT E, TeamViewer 5!
AnyDeskt Zt2 @24 HATE MH[AE S8IH SHEZA 22| X RS 42 A0 BT
= A= 427 HSE L
A% A U BR
FO|2Fo| P FA/ZES OIE{HOIA XX YNAS 4 e B O L6}X| DHIAIR. §Z HIL]
Q MM AT E QS AL AXIS Secure Remote AccessE AFE8tL|Ct AXIS Camera Station Pro= &
2t E 7|8 & A M A MHE AFE SO AXIS Camera Station Pro 22}0| Y E EE = AXIS Camera
Station B EIY O4Z2|H[0| MS S3f A|AE0| Cst QS olEl 2 MM AS BO|SH SL|ct U
WM A M= 24 A BHIY AL XS] HAA e[S FHEohs A Qo fA AFEXIZEAIR S If £
2dS E25t£ O 2% HeS g LICh AXIS Secure Remote AccessOf i oF RHA St LiE2 077
Of| Al el o= A5 LICE Axis= Android 2 Apple iOS 25 0f L5 &4 2 E RHf 0f 52| # O
ME N|&gtL|Ct. AXIS Camera Station 2 HIY 42 F Al Z2X QI Google Play A E 0{2} Apple App
A E 00| Mt CHR 2 E 5K OF gL Ct.
Windows 2t40f LS /14 QAT E M A9 AL AXIS Camera Station ProS Al st= A|AHIOf
Ol2|gt R&o| WNAE HSSt= A2 HYEX| 5LCh 2Lt Hast 3 MEioh 1A HA3
= O =7 0| o HotE HESI N M Hot2 HRE ot= | QIO A2 HSE| =5 Mt 2|5
7| 20§ OF StL|CE CHEHA QIS (MFA)DF 22 7L K O] S S 73l5t= A0| ZSL|CH JH AZE Al
Lo ot 24 X & ZALE fI8 =7t QA Windows 2t 80| }A2 2 MM ASH=X| FHL AS
ZE5| AT

2H Y EQYI 5 S0/
L} HES2 =52 B0
714 LAN(VLAN) S E3t
Moz S|BHIP

~

~N


https://www.axis.com/
https://www.axis.com/files/whitepaper/wp_firmware_mgmt_72339_en_1809_lo.pdf
https://www.axis.com/dam/public/8b/70/ff/axis-secure-remote-access-en-US-191220.pdf

A%y 9 WA}
AXIS Camera Station S22 NVRS 5 HEQ3 ZEJ} Q= 29 0f MHQLICL ZE F 3lLt=
7toetE fiot 22 E HEYS
S20|UEE MSeL{Ch MH

de 7580l 205 LIL

AXIS Camera Station Pro MHQ} Z}H 27} 25 7|2 HEYAO| HiX| =l B 7t 2o IP ZHEHE +#
43540 AXIS Camera Station Prog& S A ElSH= A{H{, AXIS Device Manager 3 =7} SX| 24 Z2}0|
AHAEOf| 2F MM ASHE F K| oS 20| S5 LICH

F7t o Z2|AH 0] A MH[A

AXIS Camera Station Pro MHO|AM 24 SAE (MY X
= 22 85t= 3%, 2E|A7F 2 20| H &2
T[St AlR. 0| = 2| = X| GbA| SHE O E 2| 0]

_,_
=t
N—r

=5 o|= & =7t of Z2[#| 0] @
2|AHO|H0f ANAY = AS
UL CH

=2
H
o
il

e

|m
U
ofm
OF
o

\J

[> Mmoo
- hu
3 2k
>on

N ol

> MK

il
r
O
d40
o

ryop
ol
rr
=C)=—I—
K
02 rug

QO

3

D r_(')_l-
o
not
o
=
|m
10
1
=2
x
n>
0
o
ro
il
il
Ha

[Frin
x

rk

Station Pro 9 S| Gt 7}0H 2} 2 S AElISH= 4 E
= CHE HER|3 Atolof & d
AX5te 2E QT AAM A

|
niY

of >+

n

N

o
=2

fot ol mlo
mjo O &
0o 0 to H1
oot

O
o
o
_I'E

_C')_I-

N
oY

Hu 1%
mjnnjo
>
r—v—

Ot
rir
]
L
-
i

R
>
|0 = 1%rjonQ

fot
ot
m
=]
(@]
gt
-
|
o .

ro
m
pary
rlo

> ot
o
I'u_l-l-
EII

|m &

> ORI Xl
b
4o 3032 A HroG2
Lo

ro

rxd

OfT
El > oot

rEootlE =

ér.“]:

o
2
lo
|O
Hu

o
I o

Ei5o ok
m
Q4o
pos]
a0
o Hu
>
mQ;
&I
=l
m
rir
0L

hu s ofo
Em_'_
Im m
_Tlgu:aJ
W =r

(@)

d
o

AN H 0
1
o

oxrk

om
ue o
1X2=§00
Ju o
0Z|m
IE4oF
mo M
ozr|r
1o

od 3o

i rroix-mrxre
o>
-
il

0o
13

124

>t

>t

@ 1o

Q

o Ul

o

S o

=
m
o
>
<
wn
@)
Q
3
(0]
3
©
=
(@]
)
o
(@]
>
kS
ry
|0
Im
o
JH
rlo
o
ot
for

(0]

20

N
0N
Otrir
L

mjn

2 Z2d2hE XM MY IS MeF HTTPSZE 874 Al S &l LT

AESHE 322 20| HERID AFHO| 20| U= F2 CAMY QSN
| olZ2hE AFE S| OF L] Ct. AXIS Camera Station Pro0f|= Axis & X| 2| MH @l
NHIZEHE 22XHo=2 A2|ed = U EZ CAQIS 7|27t LIFEOf t.

0
4
N
==
ro
A\

i
0x
ot
Ot
rr
pau]
S
OH
o>
-
il
>
Pt
wn
(@)
Q
3
D
o
A
=
(@]
>

x
>t
I=
HU
]
oM
rlo
nx
>t
2=
rr

TLSHH™ 112102 H

HTTPS ¢

AXIS Camera Station Pro = TLS &S5l M| EF S K|St A
otL|CH EH 253} H =2 AXIS Camera Station Pro0j| &
Of t}2} CH=2 04, AXIS Camera Station Pro= TLS T2 EZ0f L
S TLS 12 ¢S HERS AFRSIK| UL 2 WindowsE A8}
3} 7| =2 AXIS Camera Station Pro2p(dl) 4 AFE | = & K|
oztof £E 2= o HE0| 2ot 3 oot 2o HEL

Ol
Ot
2
T
—
—
o

m e
o
e
>
Ot
)
oQ
ot
ot

}err
A 0are
o
N
(@)
oRx
I

otre V¥
F

-

_,_
n
_

Y
Of
rr
M

OHM o

o> o

l_ -
r
o

mosar|r

oo

Ahn

% g

>

I_I—l =
(¢}

o>

-

|

OF =

Hlol& 22|
M

AXIS Camera Station Pro= & 2y Thol [l & 3| 9| o] Er{of AX|E & Q& L|Ct sX|Ot
OlE Eé' OEI-Ij_:ll-Ol:l- E_:L I‘"O‘I% _7F_EH'C‘)'|-O:I X|:||'X|'|73||o|_| HOot ‘?"65'% _{EHZ;I- _/I\_ 9}'\%'-“:" 7|% )\E-|x| %‘E% Al_
S}7{LE MENSE ZEo| M A HSHS EH0IT ZHS 2

L 1


https://datatracker.ietf.org/doc/html/rfc7540#appendix-A
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https://www.cisecurity.org/controls/audit-log-management
https://www.cisecurity.org/controls/security-awareness-and-skills-training
https://www.cisecurity.org/controls/incident-response-management
https://help.axis.com/axis-camera-station-pro#manual-backup
https://help.axis.com/axis-camera-station-pro#restore-database
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