AXISa

COMMUNICATIONS

AXIS Camera Station Pro

PYKOBOACTBO IIOAB30OBATEAS



YHuBepcanbHOro, HaAEXHOr0 CpeacTBa, KoTopoe Morno bbi caenatb Ntobyto cucTemy 6e30mMacHOCTH 1 06BEKT Ha
100% 3alniLeHHbIM OT Knbepyrpos, He cywecTeyeT. Kak bbl npuBnekaTenbHO 3TO HK 3ByYano, Takoro CpeAcTsa
HET 1 BPAA NN OHO NoABWTCA B banxanwwee BpemA. BmecTo 3Toro Heo6xoAMMO 3yunTb pUCK, CO34aBaeMbIi
Yyrpo3amu n yA3BUMOCTAMM, YHUKANbHbIMU ANA KaXAON OpraHn3aumnm, 1, B Clydae ecim puck cunTaeTca
HenpueMIeMbIM, peann3oBaTb MepbI MO €ro CHUXeHU. YeTKo onpeaeneHHble NOANTUKA U NpoLeaypbl
obecneunBaloT nocnesoBaTenbHoe MHHOPMUPOBAHNE N MPUMEHEHNE ITUX MEP KOHTPONA BO BCEN OpraHM3aumnm
1 COCTaBMAIOT OCHOBY 3p€/I0i MPOrpaMmMbl knbepbesonacHoCTy.

PekomeHayemblii noaxo4 — paboTaTh B COOTBETCTBNM CO CTAHAAPTHLIMU CTPYKTYPaMu yrpaBneHua puckamu
NT-6e3onacHocTn, Takumu kak 1ISO 27001, NIST CSF u T. n. XoTAa 3Ta 3a4auya MOXeT Noka3aTbCA C/0XHON ANA
HebonblWMX opraHn3aunin, onpesenenme 6asoBoro Habopa NOAMTUK MHOPMALMOHHOI 6€30MacHOCTM 1
MOAAEPXNBAOLLMX NPOLECCOB ByaeT HAMHOIO Nyylle, uem nonHoe besaericTane. Ecnn Bawa opraHmsauna Tonbko
HauMHaeT chopMuUpoBaTh MHPACTPYKTYpY Knbepbe3onacHoCTM N MMEET B CBOEM PACMOPAXEHUN OrpaHNUEHHbIE
pecypcbl, Mbl peKOMEHAYeM U3yunTb Kputnueckne 31eMeHTbI ynpasaeHna 6e30n1aCcHOCTbI0 OT LieHTpa
nHtepHeT-6e3onacHocty (CIS) (Bepcua 8). ITOT LOKYMEHT COAEPXNT CMUCOK 13 18 MeponpuATHiA MO KOHTPOJIIO
6e3onacHocTy, pasbyuTbix Ha TPW FPYNNbl, KOTOPbIA NOMOXET OpPraHM3aunAM pasBrBaTh U COBEPLIEHCTBOBATb
CBOIO NMporpammMy kubepbesonacHocTu.

HapyLueva 6esonacHoCTy NMPONCXoAAT BO MHOINX OopraHn3aunAx, Nn0OTOMy 4TO KOMMaHWA HE YCTaHOBW1a YETKNE
NONNTUKK, NpaBuia U NpoUeaypbl, perynnpyroumne ncnoab3oBaHNE N npaBa A40CTyNa AnA CO6CTBEHHbIX
COTPYAHWNKOB. PaboTaeT nu Bawa opraHmsaumAa ¢ NOANTUKaMn N npoueccamMn ynpaBn€HnA BuaeoHabnwoaeHnem?
Ecnn Her, nopa HayaTb X ONPEAENATh.

I[IpepHA3HAYEHMUE

JTOT LOKYMEHT ONUChIBAET PAL MOAUTUK U Npoueayp knbepbe3onacHOCTH, KOTOPbIe MOTYT 6bITb NONE3HbI ANA
obecneueHuna 6e3onacHoro passepTbiBaHMA U obcnyxusanua cuctem AXIS Camera Station Pro. XoTA oHu He
NpMBA3aHbl HANPAMYIO K Kakoii-n1nbo cTpykType knbepbe3onacHocTH, Mbl B OCHOBHOM OMKUPAEMCA Ha eMeHTbI
ynpasneHna 6esonacHocTtblo CIS Security Controls v8, yaenaa ocoboe BHUMaHMe Ceayownm MeponpuaTuaM no
KOHTpOIO:

®  KoHTposnb 1: IHBEHTapuU3aLUMA 1 KOHTPO/b KOPMOPATUBHbIX QKTNBOB

®  KoHTposb 2: IHBEHTapuU3aUUA ¥ KOHTPOJIb MPOrPAMMHbIX OKTNBOB

®  KoHTposnb 3: 3a14MTa AAHHBIX

®  KoHTposnb 4. be3onacHaa HACTPOVIKG KOPNOPATUBHBIX AKTUBOB U MPOrPAMMHOro obecrneyeHna
®  KoHTposnb 5: Ynpasneune ydeTHbIMY 3aMUCAMM

®  KoHTposb 6: YnpasneHne KOHTPOEM AOCTYNa

®  KoHTponb 7: HenpepbiBHOE yrpaBieHne yA3BUMOCTAMM

®  KoHtposnb 10: 3awymta ot BpegoHocHoro 10

Hawwu pekomeHaaumum HanpasieHbl Ha TO, YTOObI MOMOUYb YCTAHOBLLMKAM, UHTErpaToOPam U KOHEUHbIM
nosb3oBaTeNAM CHU3NTb 0bLMe pucky Npy pasBepTbiBaHUM cucTem v ynpaeneHun cuctemamm AXIS Camera
Station Pro.

ITpepBapuTeAbHBbIE TPEe6OBAHMS

I'Ipe,qnonaraeTCH O3HaKOMJieHne C peKoOMeHAaUnAMN 1 npoueaypamn, onpeaeneHHbIMU U ONUCaHHbIMN B
PykosoacTse no ycunenuio ceTesoii 6ezonacHocTy AXIS 0S, a Takke ux cobntogeHune. Kpome Toro, B 370M
AOKYMeHTe YNOMWHAETCA HECKOIbKO PacrpOCTPaHEHHbIX ponel Nosb30BaTenell, B3aMoAeNCTBYOLMX C
Buaeocuctemoli. ConoctaBbTe 3TU Ponn Noib30BaTeNeil ¢ BalWMMn cobCTBEHHbIMU Knaccudukaumamm
nosnb3oBaTenei n poneii. Monb3oBaTenb MOXeT UMETb HECKO/IbKO POJEil B 3aBUCUMOCTM OT OpraHn3aLmi.

OnpeseneHHble ponn:

e CucTemHbl YCTAHOBLYMK: YCTAHABNMBAGT, HACTPANBAET, PEMOHTUPYET, 0GHOBNACT U NepeBOANT
cucTeMbl Ha bonee paHHIOKW BEPCHUIO


https://www.cisecurity.org/controls/cis-controls-list
https://www.cisecurity.org/controls/cis-controls-list
https://www.cisecurity.org/controls/inventory-and-control-of-enterprise-assets
https://www.cisecurity.org/controls/inventory-and-control-of-software-assets
https://www.cisecurity.org/controls/data-protection
https://www.cisecurity.org/controls/secure-configuration-of-enterprise-assets-and-software
https://www.cisecurity.org/controls/account-management
https://www.cisecurity.org/controls/access-control-management
https://www.cisecurity.org/controls/continuous-vulnerability-management
https://www.cisecurity.org/controls/malware-defenses
https://help.axis.com/axis-os-hardening-guide

CeTeBoin AAMUHNCTPATOP: 06CJ'IY)KVIBE|CT CETEBYIO MchpaCprKTypy, NOAKMHYEHNE KOHEYHbIX Y3/10B,
CETEBbIE CEPBEPLI N PECYPCbI, @ TAKXE obecneumsaeT 3alUNTy CeTHn

A,U,MVIHVICTpaTOp BNACOCUCTEMDI: ONPEAENAET N yNpaBnAaeT BUAEOCHCTEMON ANA obecneueHns ee
ncnonb30BaHNA, Haanexadtien nPon3BOANTENbHOCTU 1 NpaB nonb3oBaTenen

Cneumanuct no OGCHY)KI/IBHHVIIO BNACOCUCTEMDI: KOHTPONNPYET, HACTPANBAET N YCTPAHAET HEMOMAAKN
KOMMOHEHTOB AnA obecrneyeHmns npon3BoANTENIbHOCTW CUCTEMbI OT NMEHN aAMUHNCTPATOpPA
BNACOCNCTEMDbI

Monb3oBaTenu: nnua, ncnonb3yiowwue knueHtekoe npunoxerune AXIS Camera Station Pro ana aoctyna
XXNBOMY W 3aNNCaHHOMY BWAEO U, KaK MpaBuio, OTBeYalowmne 3a (Yu3nyeckyio 3alunTy opraHusalmi.



Pusuyeckast 6e30MACHOCTb
MonuTtuka dmsnyeckoi 3awmTbl

Cepsepbl, ycTpoiicTBa, ceTeBoe 0bopyAoBaHne n kabenu ABnAlTCA hn3nyeckumn obbekTamun, KOTOpbIE MOTyT
ObITb NOABEPrHYTbI BMELWATeNbCTBY, caboTaxy unu ykpaaeHbl. XoCT, Ha koTopom paboTaeT cepsepHoe 10 AXIS
Camera Station Pro u BaxHoe ceTeBoe o60pyaoBaHue (MapLpyTM3aTOpbl, KOMMYTaTOpbl W T. A.) A0MXHbI BbITb
pasmMelLeHbl B cpeae ¢ (hM3NYeCKMMU 1 NOrMYeckuMi orpaHuyeHnamMmn goctyna. Kamepbl n npoune
NOAKNIOUEHHbIE YCTPONCTBA A0MKHbI ObITh YCTaHOBEHbI B TPYAHOAOCTYMHbIX MECTax, Takxe cneayet
NCNoNb30BaThb BaHAaN03alMLEHHbIE MOAENN unn kopnyca. CneayeT yAenuTb BHUMaHWe 3alwnTe Kabeneii B
CTeHax unn kabenb-kaHanax, Tak Kak OHM CBA3aHbI C NOBbILEHHbIM PUCKOM HECAHKLMOHUPOBAHHOIO
BMeLaTenbCcTBa M caboTaxa.

PekomeHayemMble MONMTUKK 1 NpoLeAypbl

Onpeaennte MU0 WM OPraHN3aLMOHHOE NOAPA3ALNEHIEe, OTBETCTBEHHOE 33 BM3yalibHbI ayANT YM3MYeCKon
3awuTbl cepeepos VMS, ceTeBoro 060pys0BaHMA, NOAKNUYEHHbIX YCTPONCTB 1 KabenbHOM NPOBOAKN Yepe3
onpeseneHHble MHTEPBanbl BpeMeHU. BaxHo noaaepXxnBaTh TOUHbINA yUeT BCEX CEPBEPOB U YCTPOICTB, BKOUAA
NX MECTOMOJTI0XEHNE.

YrpaBAaeHMe IIPOrpAMMHBIM O6ecrieyeHueM

MonnTnka B OTHOLIEHNM NPUOXEHUN CTOPOHHMX NPON3BOANTENEI

Mockonbky AXIS Camera Station Pro yctanaBnuBaetca B cTaHzapTHoi cpeae Windows, MOXeT BO3HUKHYTb
co6/1a3H NcnoNb3oBaTh 3Ty Cpeay ANA NPOrpaMMHbIX NPUIOXKEHWI, HE CBA3AHHBIX C YNPaBAEHNEM BUAEO.
YcTaHOBKa NMPoUYmnX CTOPOHHMX NPUIOXEHUI OTKPbIBaeT BO3MOXHOCTb BHeApeHMA BpesoHocHoro [10 B cpeay,
UTO MOXET NPUBECTU K NPOCTOAM CUCTEMbI UAN NPEAOCTaBUTH 3M10YMbILUNEHHIKY Na3eiky AnA BX0Aa B CETb
opraHn3aunm.

PexomeHAyeMble MONMTUKK U NpoLeaypbl

He 3anyckaiiTe Ha xocT-060pyAoBaHuN HuYero, kpome cepsepHoro M0 AXIS Camera Station Pro n goBepeHHbIx
CTOPOHHMX NHTerpauui. Ecnn dinsnueckoe obopysoBaHne LOMKHO NCNOMb30BATLCA ANA APYTriX Lenen,
peKOMeHAYyeTCA MCNOb30BaTh HECKOBKO BUPTYaNbHbIX 3K3eMNNAPOB cepBepa 1 3anyckaTb cepsepHoe [10 AXIS
Camera Station Pro Ha oaHoI BupTyanbHON MawwmHe, a ctopoHHee 10, He cBasaHHoe ¢ VMS, Ha apyroii
BUpTYyanbHoli MawnHe. NHhopmaumio o 3anycke AXIS Camera Station Pro B BUpTyanbHOM cpeae MOXHO HAiTK
10 3TOV CCbI/IKE.

PekomeHzyeTcA BbINONHUTL pa3BepTbiBaHne aHTuBNpycHoro M0 Ha Bcex cepBepax 1 KOMMbIOTEPaX, KOTOPbIe
noakntovatoTea k cepsepy AXIS Camera Station Pro. B cnyuae pa3sepTbiBaHMA MOBUNIbHBIX YCTPONCTB 3TO
BK/IOYAET YCTAHOBKY NOC/AEAHMX ONEPALMOHHbIX CUCTEM 1 ncnpasneHnii (T. e. He aHTuBMpycHoro MO kak
TakoBoro). [pn aHTUBNPYCHOIA NPOBEpPKE He CKaHWPyTe KaTanory u NoAkaTanory, coaepxallne 6asbl AaHHbIX
3anuceit. CkaHnpoBaHMe 3TUX KaTanoroB Ha BUPYCbl MOXET NOBANATL HA MPOU3BOAUTENBHOCTb CUCTEMBbI.

Vl'IpCIBAeHMe YYeTHBIMU 3AIINCAMU
O6wan NnoNUTMKa B OTHOLIEHNM YUETHbIX 3anncen

I'IpaBa YPOBHA aAMNHNCTPATOPa NHOTAa NPEAOCTABNAKTCA 0bbIYHbIM MONb30BaTENAM ANA y,ﬂ,OGCTBa. Bo mHorux
OpraHn3saumnAx HEACHO, KTO OTBEYAET 3a NPOBEPKY I'IpVIBVIﬂEFVIﬁ YUYE€THbIX 3anucen u MOHUTOPWHI A0CTYyNa
COTPYAHNKOB K CUCTEMAM.

PekomeHayeMmble NOANTUKM K NpoLeaypbl

OpraHusaunAmM pekOMeHAYeTCA CNeA0BaTh MPUHLMMNY MUHUMANbHbIX MPUBWIETMA NPU ONPEAENEHNN CUCTEMHBIX
YUYeTHbIX 3anuceil. 3TO 03HAYaeT, YTo NONb30BaTENI0 AO/KHbI NPEAOCTaBNATLCA NpaBa ANA AOCTYNa TOAbKO K
Tem pecypcam 1 (hyHKLMAM, KOTOPbIe HEOBXOANMBI ANA BbINOMHEHUA KOHKPETHbIX CTY>Xe6HbIX 0bA3aHHOCTEN
nonb3oBaTens. Takxe pekoOMeHAYeTCA NepuoANYECcK) NPOBEPATL NPUBUIETNN YUETHBIX 3anucel nonb3osaTenen
cuUcTeMbl, YToBbl NPeaoTBPaTMTh «pacnon3aHue NpUBUErnii,


https://www.axis.com/dam/public/b2/a1/90/axis-camera-station-in-virtual_environment-en-US-348015.pdf

AXIS Camera Station Pro lMonnTtuka B 0THOLWEHNM yUeTHbIX 3anucen aAMUHUCTpaTopa

PacnpocTpaHeHHom owmnbkoii npu passepTbiBaHum AXIS Camera Station Pro B cpeae Windows ABnaeTca
onpeaeneHne eAMHCTBEHHOW YUeTHOI 3anuck aaMmuHncTpaTopa ana xocta Windows. Co BpemeHeM naponb
MOXeT pacnpoCTPaHMTbCA BHYTPU OpraHu3aumumn, 4To nosnedeT 3a coboii puck noayyeHua
HECaHKLMOHMPOBaHHbIMU MLAMUN NPUBKUNErNiA agMuHMCTpaTopa B cpese Windows. 3To MOXeT npuBecTu K
YCTaHOBKE Ha 3TOT CEPBEP MHOXECTBA HeXenaTeNbHbIX N0Mb30BaTENbCKUX MPUIOXEHNA unu BpesoHocHoro MO.

PekomeHayeMble NOAMTUKM W MpoLeaypbl

Ha mawnHe Windows, Ha koTopoin pa3smelteH cepeep AXIS Camera Station Pro, fonxHa 6bITb kKak MUHUMYM
O/Ha YYeTHaA 3anuch C NpaBamMu agMWHUCTPATOpPa 1 OAHA yYeTHaA 3anuch C NpaBamu nonb3oBaTena. Hu oaHa
3 3TNX YUYETHbIX 3aMMCeN He JOMIXHA COBNaAaTb CO CTaHAAPTHOM YUETHOM 3anucbio agMuHucTpaTtopa Windows.
CraHaapTHaA yueTHaA 3anucb aAMUHUCTPATOPA A0/MKHA BbITb OTKIKOUEHA NOCIE CO3AaHNA YUETHbIX 3anuncen ¢
npaBaMu aAMUHWUCTpaTopa 1 nonb3osaTend. [locne pa3sepTbiBaHWA Naposb YUETHON 3anncKh aAMUHNCTpaTopa
AOMKEH 6bITb M3BECTEH M MCMONb30BaTbCA TObKO CETEBbIMMW aAMUHUCTPAaTOPaMu. YUeTHaA 3anuch ¢ npaBamMu
nosb30BaTeNA AO/KHA UCMO/b30BaTbCA aAMUHUCTPAaTOPOM BUAEOCUCTEMbI €C/IN/KOTAa MY HYXHO BONTI Ha
cepsep AXIS Camera Station Pro. CneayeT oTMeTuTb, UTO Aaxe ecnn ABe BbllleyKa3aHHbIe POAU BbIMOAHAKTCA
OLHUM 1 TEM Xe IMLIOM, HallMune OTAENbHbIX YUETHbIX 3an1Cen CeTEBOro aAMUHNCTPATOPa U aAMUHUCTPaTOpa
BWAEOCUCTEMbI MO-NPEXHEMY PEKOMEHAYETCA B LeNAX ayanTa. [na noasepxku Apyrux poneit, onpeseneHHbIx
paHee, cnefyeT co3faTb AOMOMHUTENbHbIE YUETHbIE 3anuch nonb3osaTtenen 6e3 NnpuBMAEruini AnA Kaxaoro
OTAENbHOr0 NOJIb30BaTeNA, KOTOPbIA byAeT BXOAUTb B CUCTEMY.

Ecnm xocT, Ha koTopom paboTaeT AXIS Camera Station Pro, pasmewier B cpese aomeHa Active Directory
Windows, yueTHbIe 3anucy agiMUHNCTPATOPA M NONb30BaTENA MOryT 6biTb CO3AaHbI B KOHTEKCTE ZOMEHA, NN
ana aytenTndpukaumn Ha xocte AXIS Camera Station Pro moxeT ncnonb3oBaTbCA CyLLECTBYIOLWAA JOMEHHAA
ydeTHaA 3anucb COTPYAHNKA. ITO MOXET YNPOCTUTb YNpaBAeHNE YYETHbIMMU 3anncamu, n3basns oT
Heobx0AMMOCTY Co3aaBaTh U NOAAEPXKMBATb AOMNONHNTENbHbIE YUETHbIE 3anncKh. ITO TaKXe OTKpbiBaeT
BO3MO>HOCTb YNpaBAeHnA rpynnoBbIMU NONUTUKAMU ANA NPUMEHEHUA 3alaHHON CNOXHOCTW naponen,
pa3BepTbiBaHMA CePTUUKATOB U APYyruxX hyHKUMA 6€30MacHOCTY, AOCTYMHbIX B JOMEHHbIX Cpeaax.

AXIS Camera Station Pro lMonnTtuka B 0THOWEHNM yueTHbIX 3anucen nonb3oBaTenen

YueTHble 3anucy nonb3oBaTeneli HasHauyatoTcA onpeaeneHHbiM ponam B AXIS Camera Station Pro, uTo, B cBoto
ouepeapb, ONpeseNAeT KOHKPETHbIE MPaBa KaxAoro noib3oBaTeNA B CUCTEME, HAMPUMep, K KakuM Buaam n K
KaKuM BWUAEO OHM UMEIOT MPUBUIErMPOBAHHbIN AOCTYN. ECN HECKONBKO YEeNoBEK NCMOMb3YIOT OAHY YUYETHYI0
3anncb Nonb30BaTeNA, BO3pacTaeT puck nepeaayn napona ApyrumM nuuam B opraHnsaumn. O6wuin gocTyn K
YYETHbIM 3aMMCAM TaKXe CAENAET NPaKTNYECKN HEBO3MOXHbIM ayauT TOro, KTO NOAyYan AOCTYN K Kakow
kamepe/BUAEO 1 B Kakoe BpeMA.

PEKOMEH,U,YEMbIe MOJINTUKN N NPOLEAYPDI

Mo BosmoxHocTu ncnonb3yiite Microsoft Active Directory Ana npocToro ynpasneHna nonb3oBaTenamun u
rpynnamu. Kpome Toro, nepes HacTponKoil cMcTeMbl peKoMeHAyeM ybeanTbCA, UTO COOTBETCTBYIOWME Fpynnbl
6€30nacHOCTM ONpPEAENEHbI 414 BCEX PONIEN NOMb30BaTeNeN.

Active Directory Takxe npesocTaBuT:

* [lonnTuky naponeii, TpebytoLlyto 0T Nonb3oBaTeseil perynApHOil CMEHbI NaponA

®  3awnTy oT nepebopa, utobbl yueTHaa 3anucb Windows AD 6a10knpoBanach Nocie HeCKONbKNX
HeYZAauHbIX NOMbITOK ayTeHTU(NKALNYN, B COOTBETCTBUI C MOANTIKOI Naponen opraHn3aumum

®  PaspeleHna Ha oCcHOBe ponen, uTobbl CPeACTBA YNpaBNeHUA AOCTYNOM MOMM NPUMEHATHCA B
MaclwTabax jomeHa

Ecnun HeobxoanmMo ncnonb3oBaTh N0KanbHble yueTHble 3anuck Windows, pekomeHAyeTCA Cco3a4aTb YHUKANbHYO
YUYETHYI0 3annchb 418 KaxA0ro Nnonb3oBaTena CUCTEMbl U NPEAOCTABUTL UM AOCTYN TOBKO K TEM 0bbekTam
CHCTEMbI, KOTOPbIE HEOBXOAMMbI ANA BbINOMHEHMA COOTBETCTBYOLNX 06A3aHHOCTENA. Mcnonb3oBaHue rpynn ana
nonb3oBaTeNell MoOXeT YNPoCTUTb Ha3HaUeHMe pa3peLleHnii, eCin eCTb HECKO/bKO NoNib3oBaTenen ¢
OAVNHAKOBbIMU pa3peLeHnAMN.



AyTeHnTndukauuma c ucnonb3oBanmem Kerberos

AXIS Camera Station Pro npumeHAaeT BcTpoeHHyto ayTeHTudmkaumo Windows ana nposepkn noannMHHOCTY
nonb3oBatenei kamentckoro npunoxenuna AXIS Camera Station Pro. AXIS Camera Station Pro 3aaeiicTeyeT
npotokon Microsoft Negotiate (SPNEGO), uto o3HauaeT npuopuTeTHOE UCMO/b30BaHINE NPOTOKO/IA
aytenTudukaumn Kerberos no ymonuaHuto. NMpotokon Negotiate nbiTaetca saseiictsoBathb Kerberos, a npu
Heyaaue nepexntouaeTcAa Ha NTLM B kauecTBe pe3epBHOro BapuaHTa.

[TpumeuaHne
HauuHan c Bepcun 6.17, ana ncnonb3osanua Kerberos 8 AXIS Camera Station Pro peructpaumna SPN He
Tpebyetca. Cneaytowan nHchopmauyna 0THOCMTCA TONbKO K BEPCUAM HUXe 6.17.

[Jna ncnonbsosanua Kerberos Heobxoammo 3apermnctpupoBath B Active Directory nmeHa ydacTHUKOB-CyxX6
(Service Principal Names, SPN) ¢ nomolubto cnesytoieil kKomaHab!:

setspn -s ACSService/{HOST} {ACCOUNT NAME}
HOST - Mima xocTa cepsepa, Ha koTopom paboTaeT cepsepHblit komnoHeHT AXIS Camera Station Pro.

ACCOUNT_NAME - Vima komnbloTepa (yueTHaa 3anuch KOMMbioTepa), Ha KOTOpoMm 3anyuieH cepsep AXIS
Camera Station Pro.

[Jna xoppekTHon paboTbl Kerberos pekomeHayeTCA 3aperncTpupoBaTh Kak KpaTKOE MA XOCTa, Tak U NoJIHOe
nomvenHoe uma (FQDN) uenesoro cepsepa AXIS Camera Station Pro.

setspn -s ACSService/CompanyServer CompanyServerAccount setspn -s ACSService/CompanyServer.
domain.local CompanyServerAccount

MoapobHee o koMaHAe Setspn CM. B COOTBETCTBYIOLEM PA3AENe JOKYMEHTAUUN HA caliTe microsoft.com.
MonuTuka B OTHOLIEHMK YUYETHbIX 3aNNCEN YCTPONCTB

YyeTHble 3anucu B ycTpoiicTBax Axis B OCHOBHOM ABNAKOTCA KOMMbIOTEPHBIMMU/KNNEHTCKUMI YUETHBIMN
3anucAmu. Monb3oBaTenam HUKOrAA He A0MXeH ObITh paspeLlleH NPAMON AOCTYN K YCTPONCTBY. EANHCTBEHHbIM
KNEHTOM, KOTOPbIA A0MXeH 06pallaTbCA K YCTPOCTBaM BO BpEMA HOpManbHOi paboTsl, ABnAeTcA cepeep AXIS
Camera Station Pro. Obwan cTpaTerma 3akntouaeTcA B HaNMUMN OANHAKOBOrO NaponA ANA BCEX YCTPOWNCTB. ITO
CO3Aa€T AONOSIHNTENbHbIE PUCKN, HO TAKXe MOXET YNpOCTUTb yNpaBAeHUe napoiamMu, No3ToOMy He06X0AMMO
OLEHUTb COBCTBEHHYIO TonepaHTHOCTb k pucky. AXIS Camera Station Pro nosaepxuBaeTt HasHaueHne
YHWUKaNnbHbIX Naponen ANA KaXxaoro yCcTpoiicTBa uepes CBoi MHTephenc ynpasneHma.

PacnpocTpaneHHon ownbkoii ABnAeTcA fobaBneHue yctpoiicts B AXIS Camera Station Pro ¢ ogHoi yueTHoR
3anncblo, KOTOPaA UCMOMb3yeTCA HECKONbKNMU ponAmMu. B kakon-To momeHT, koraa CneunanuceT no
06CNYXMBaHUIO BUAEOCMCTEMbI JOJIXKEH NCNONb30BaTh Bpaysep AnA HaCTPOKK Kakoro-nnbo anemeHTa, Nnaposb
rNaBHOII yueTHOI 3anucn ycTpoiicTaa (root) packpbiBaeTca. B TeueHne Heckonbkux MecAueB 60NbWNHCTBO
nogei B opraHm3aummn 6yayT 3HaTb Naposb ANA BCEX YCTPOWCTB M MMETh NpaBa aAMUHUCTPAToOpa B CUCTEME.

PekomeHayeMble NOANTUKM K NpoLeaypbl

Ha ycTpoiicTBe A0/MKHO 6bITb MO MeHbLIEA Mepe ABe yYeTHbIe 3anuci aAMUHNCTPATOPa: YHNKaNbHAA 3aninch,
CO3aHHaA AnA aAMUHUCTPATOPOB YCTPOICTB, N YUETHAA 3anuch root N0 YMOMYaHWo ANnA f06aBAEHNA YCTPOICTB
Ha cepsep AXIS Camera Station Pro. BpemeHHbI# gocTyn, Hanpumep, koraa CneumanucT no o6cnyxnBaHmio
BWAEOCUCTEMbI NOMyYaeT AOCTYN K YCTPONCTBY C MOMOLLbIO Be6-6pay3epa, A0MKeH OCYLEeCTBAATLCA C
NCNonb30BaHNEM BPEMEHHBIX YUETHbIX 3anunceil.

MpunoxeHne AXIS Device Manager fomXHO NCNONb30BaTbCA B KAUECTBE OCHOBHOIO MHCTPYMEHTA ANA
yNpaB/ieHNA YYeTHbIMM 3anucAMn 1 naponamun yctpoincts. Bepena AXIS Device Manager BcTpoeHa
HenocpeacTBeHHo B AXIS Camera Station Pro n goctynHa Ha Bknaake «YnpasneHue». [laponb root ycTpoiicTsa
nonxeH ncnonb3oBatbea Tonbko AXIS Device Manager n AXIS Camera Station Pro, oH gonxeH 6bITb n3BecTeH
Tonbko Tem, kTo ucnonb3yeT AXIS Device Manager unu AXIS Camera Station Pro B kauecTBe MHCTpyMeHTa
ynpaBfieHnA ycTpoiicTBamu.

Wcnonbayiite AXIS Camera Station Pro ana npesoctasneHma BpeMEHHON YUETHORN 3anuch, Koraa KOMy-TO B ponu
crneumanucta no obenyxmsaHuio TpebyeTca AOCTYN K YCTpoONCTBaM uepes Beb-6paysep AnA yCTpaHeHNnA
HEenonaaoK Uin TexHuyeckoro obenyxnsanua. Boibepute yeTpoiicTso(a) n co3paiiTe HOBYIO yUETHYIO 3anunch,
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https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/cc731241(v=ws.11)

XKENATENbHO C NMpaBaMun ONMEPaTopa, KOTOPYHD MOXET NCNOMb30BaTh CNEUNANNCT NO 06CJ'Iy>KVIBaHVHO. Mocne
3aBE€PLWEHNA 3a4a4N yaannTe BPEMEHHYIO YYETHYHO 3anmncChb.

O6¢CcAyXMBAHME CUCTEMBI
AXIS Camera Station Pro lNonutuka ncnpasnennin xocra Windows

AXIS Camera Station Pro Cepsep v knueHTbl paboTtatoT B cpese Windows. BaxHo, uTobbl 3T1 cnctembl
NoAAePXNBaNMCh B aKTyaslbHOM COCTOAHMM, YTOObI CUCTEMbI, HAa KOTOPbIX Pa3MeLieHo NporpaMMHoe
obecneuenune AXIS Camera Station Pro, He uMenn oTKpbITbIX YA3BUMOCTEN, KOTOPbIE€ MOTYT BbITh MCNONb30BaHbI
ANA NONYYEHUA HECAHKLUMOHMPOBAHHOIO AOCTYNA K CUCTEME YNpaBneHUA BUAEO.

PekomeHayeMbie NOAMTUKM W NpoLeaypbl

[na Bcex cuctem AXIS Camera Station Pro, paboTtatowmx Ha NVR Axis unu nonb3oBaTtenbckom 0bopyaosaHuu,
peKoMeHAyeTCA OTKIUNTb aBToOMaTuyeckoe obHoBneHue. O6HoneHna Windows B npoLwwnom Bbi3biBanu
HecTabunbHocTh 6a3oBoit OC Windows, no3ToMy pekoMeHAyeTCA TeCTUPOBaTb AOCTYNHbIE 0OHOBNEHNA Ha
OTAE/bHbIX MalNHaX, YTobbl 0becneynTb CTabuNbHOCTL CUCTEMbI, MPEX/Ae YeM PacnpoCTPaHATb X Ha BCe
X0CT-CcUCTeMbI, Ha kKoTopbix paboTaeT AXIS Camera Station Pro. OgHako Heob6xoAMMO HaNTK banaHc Mexay
6€30MacHOCTbIO U CTabUNbHOCTLIO, NOCKOMLKY OcTaBneHue cuctembl Windows 6e3 ncnpaBneHnin Ha AnuTeNnbHoe
BpeMA BNeyeT 3a coboii puckn anA Bcen cpedbl. Micxoaa n3 ypoBHA NOABEPXKEHHOCTU CUCTEMbI KNUEHTa
BHELIHMM Yrpo3aM, BPEMEHHbIe paMKi AnA obecrneyeHna nofydeHna cucTemamy nocaesHux 06HOBNEHNA
JOMKHbI BbITb N3I0XEHbI B MOANTUKE UCTIPABAEHNIA.

AXIS Camera Station Pro MNonutnka o6HoBneHua nporpammHoro obecneueHua

Mcnonb3oBaHue nocneaHero Boinycka nporpammHoro obecneyenuna ana AXIS Camera Station Pro B
BOMbWIHCTBE C/lyYaeB rapaHTUPyeT NpuMeHeHne 06HOBNEHNIA ANA 3aLUMTbl OT BCEX HEAaBHO 06HAPYXEHHbIX
yAsBumocTen. Yem gonblue cuctema paboTtaeT 6e3 akTyasbHbIX 0GHOBNEHUIA, TEM Bbille BEPOATHOCTb TOrO, UTO
N3bAHBI B 3alLnTe ByayT UCMO/b30BaHb! 3N0YMbIWIEHHUKAMI 11 YTO cucTeMa byaeT B3nomMaHa.

PexomeHAyeMble MONMTUKN M NpOLEAYpPbI

BaxHo onpeaenuTb NOANTUKY UCNPaBAEHUIA C PperynApHbIMU OLEHKaMU pa3BepHYTbIX BEPCUIA NPOrpaMMHOro
obecneueHua, UTobbl rapaHTUpoBaThb akTyansHocTb AXIS Camera Station Pro. Monutuka ncnpasneHnin Takxe
[OMKHA ONpeAenATb, KTO HECET OTBETCTBEHHOCTb 3a ynpasaeHue paboTon, CBA3aHHON C 0OHOBNEHMEM Kak
CEepBEPHOro, TaK 1 KNMEHTCKOro nporpammHoro obecneyenua. [ina AXIS Camera Station Pro cambiin nocnegHuii
BbINYCK MOXHO HanTW Ha caiite www.axis.com. AXIS Camera Station Pro TpebyeTt nocneagHux 6ubnnotex .NET,
no3ToMy Heobxoanmo cornacosaTb nonuTuky ucnpasneduin Windows ¢ nonutukoit AXIS Camera Station Pro.

Monutnka o6HOBNEHNA NPOLIMBKM YCTPOMCTB

CsoeBpemeHHO 06HOBNAA Bepcumn BcTpoeHHoro 10 B yeTpoicTBax, MOXHO COKpaTUTL Haubonee
pacnpocTpaHeHHble puCKK, Tak Kak mocneaHue sepcun BctpoeHHoro M0 6yayT BkntoyaTb 06HOBNEHMA ANA BCEX
N3BECTHbIX YA3BUMOCTEN, KOTOPbIMI MOTYT BOCMONb30BaTbCA XaKepbl. AXiS NpesoCTaBNAET BbINYCK NPOLLNBKY
YCTPOWCTBA C A0NrOCPOUHOIA noaaepxkoi (LTS), koTopbiii BkNtouaeT ucnpasieHna 6e30NacHOCTY 1 yCTpaHeHne
ownbok, npn 3Tom AobaBneHne yHKLNIA orpaHnueHo ana obecneyeHna cTabunbHOCTN NNaTopMbl B
AONTOCPOYHOi nepcnekTuse. nAa nonyyeHnA AONONHMTENbHON MHopMaLmMK o cTpaTerny AXis B OTHOLIEHNN
pa3paboTKy NPOLWMNBKI CM. AOKYMEHT YnpasneHue BCTpoeHHbIM [10 Axis.

PekomeHayeMbie NOAUTUKM M NpoLeaypbl

[Jlna annapaTHbIX yCTPOIICTB NOAUTMKA AO/MKHA NpesycMaTpuBaTh NOCTOAHHOE NOAAEPXAHWE MPOLINBKNA B
aKTyanbHOM cocToAHWK. [poueccbl MOryT MCnonb3oBaTb BCTPOEHHYIO hyHKUMI0 0b6HoBAEHMA NpowmBkyu B AXIS
Camera Station Pro nnu AXIS Device Manager Extend ana onpeaeneHma HannunA HOBbIX BEPCUIA MPOLINBKN ANA
ycTpoiicTB Axis. Heobxoanmo 3annaHnpoBaTb BpeMA, 06blyHO B Hepaboune yackl, ANA pa3BepTbiBaHUA
o6HOBNEHNIA npownskyu ana Beex kamep. AXIS Camera Station Pro/AXIS Device Manager Extend Takxe moxeT
NpoBepuTb, bblAN N NPUHATLI 06HOBAEHMA NpoLWNBKK. Ecnn B cucTeme coaepxaTcA MHTErpaunm, Ha KoTopble
MOXET NoBAMATb 0OHOBNEHINE, PACCMOTPUTE BO3MOXHOCTb CTaHAAPTM3aLMKu Ha Bepcum npowmsky LTS.


https://www.axis.com/
https://www.axis.com/files/whitepaper/wp_firmware_mgmt_72339_en_1809_lo.pdf

CeTteBas 6e30IIacCHOCTD
I'Ion NTUKa y.qanel-l HOro ILI.OCTYI1a

YcTpoicTBa 1 cnyx6bl, AOCTYNHbIE U3 VIHTepHETa, yBENNUMBAIOT PUCK TOTO, UTO BHELIHWE 3/10YMbILLNEHHUKN
byayT nccnenoBaTh UK UCNONb30BaTh M3BECTHbIE yA3BUMOCTU. Kamepbl, JocTynHble u3 ViHTepHeTa, Hanpumep,
HebONbLWIMMK OpraHn3aLNAMN, KOTOPbIM TpebyeTcA yaaneHHbIn AOCTYN K BUAEO, MOMYT CTaTb Nlerkoi Aobbivei
ANA 3710YMbIWEHHUKOB, €C/IN CMONb3yloTCA clabble naponn un obHapyxnBaeTCA HOBaA KpUTMyeckan
YA3BUMOCTb. YaaneHHblin goctyn k cpeae Windows fonxeH 6bITb CTPOro KOHTPONMPYEMbIM, MO BO3MOXHOCTY
ero cneayeT nsberatb. XotA cpesa Windows moxeT umeTb nogkntoueHue K MiHTepHeTy ana yaobeTea
06HOBMEHMA CUCTEM, MCNOMb30BaHMe cnyxb yaaneHHoro pabouero ctona, Takux kak Windows Remote Desktop,
TeamViewer n AnyDesk, co3gaeT nyTu anA nonyyeHnA JOCTyna K Ballei CMCTEMe Npyu OTCYTCTBUN AOMKHOMO
ynpaBneHunA.

PexomeHAyemMble MONMTUKK 1 NpoLEeAypbI

Hukoraa He npesoctasnaiTe IP-agpec/nopT kamepbl Taknm 06pa3om, uTobbl K Heit MOXHO 6bI10 NONYUNTD
nocTyn HanpAamyto n3 MHTepHeTa. Ecnm TpebyeTca yaaneHHbIn A0CTyN K BUAEO, ucnonb3ynte Axis Secure Remote
Access. AXIS Camera Station Pro ncnonb3syeT obnauHblil cepsep yAaneHHOro AocTyna AnA obecneueHuma

33N pOBaHHOIO YAaNEHHOr0 A0CTyna k cucTeme vepes knueHT AXIS Camera Station Pro nnn mobunsHoe
npunoxenne AXIS Camera Station. [TomMrMo OTBETCTBEHHOCTU 3a YNpPaBAEHNE NOAKIIOUEHNAMN ANA YAANEHHbIX
1 MOBUNBHBIX NONb30BaTeNel, CEPBEP YAANEHHOr0 A0CTYNa MrpaeT BaXHY0 Pofb B 3aLUNTE LENOCTHOCTU Npy
NCMONb30BaHNM YAaNeHHbIMK Nonb3oBaTenamu. JlononHutensHyto nHchopmaumo 06 Axis Secure Remote Access
MOXHO HaiTu 1o 37o# ccbinke. KomnaHnAa Axis npeaoctaBnAeT ohmumanbHble MOBMIbHbIE NPUNOXEHNA ANA
Android n ana Apple i0S. 3arpyxante mobunbHoe npunoxeHne AXIS Camera Station Tonbko 13 odhmunanbHbIX
NCTOYHMKOB, @ UMeHHO 13 Google Play Store unu Apple App Store.

YTo kacaeTcA yaaneHHoro goctyna k cpeae Windows, He pekoMeHAyeTCA NpesocTaBAATbL Takoil AOCTyN K
cucteme, pabotatoweii nog ynpasneHuem AXIS Camera Station Pro. OnHako, ecnn 3T0 Heobxoanmo, cneayet
NpoABNATb 0CO6YI0 OCTOPOXHOCTb, UT06bI YBeaAnTbCA, uTo BbibpaHHOE NpUOXeHNe yaaneHHoro pabouero ctona
ABnAeTCA 6e30NacHbIM, U A0CTYN NPEAOCTABNAETCA TONbKO TEM NLAM, KOTOPbIM OH HEOHX0AUM.
PEKOMeHﬂ,yeTCﬂ BHEAPATb AONO/NIHNTENIbHbIE YPOBHN KOHTPONA, TaKNE Kak MHOFO(baKTOpHaﬂ QYTEHTVIqJVIKaLI,VIFI
(MFA). HacToAaTenbHO pekoMeHAyeTCA BECTM XKypHasibl 1 MOCAEAYIOWMA ayanT NOMNbITOK YAaNeHHOro
NOAKMKYEHNA ANA OTCAEXMBAHNA TOr0, KTO U B Kakoe BpeMA NonyyaeT yAaneHHbln goctyn k cpeae Windows.

MonuTuka orpaHnyeHnA AoCTyna K N0KaJibHON CEeTH

CokpallieHue A0CTyna K JIOKaNbHON CETUN MOXET NOMOYb CHM3UTb MHOTE PacnpoCTPaHEHHbIe Yrpo3bl 33 cYeT
yMeHbLIEHNA NoBepxHOCTM aTaku. CylecTByeT MHOro CnocoboB COKPaTUTb AOCTYN K CETU, BKIOYAA
husmueckyio cermeHTaumio cetnn (0TaenbHoe ceTeBoe 060pyA0BaHNe 1 kabenn), Nornyeckyio CermeHTaLm ceTu
C NOMOLLbIO BUPTYaNbHbIX nokanbHbix ceTelt (VLAN) u ounstpaumto IP-aspecos. Kamepbl Axis noazepxunsaioT
tunbTp IP (Tabnuupl IP), uTobbl yCTPONCTBO pearnpoBano TOMbKO Ha 3aMpoChl COEANHEHIA, MOCTynatoLme ¢
ABHO pa3peLeHHbIX |P-aapecos.

PexomeHAyeMble MONMTUKK U NpoLeaypbl

NVR AXIS Camera Station S22 — 370 annapaTHble cepsepbl ¢ AByMA ceTeBbIMM nopTamu. O4nH 13 nopToB
CO3aeT CermMeHTNPOBaHHYI0 CeTb ANA Kamep, a APYroi NOAK/IYAeTCA K OCHOBHOI ceTu (aomeHy) ana
06cyXnBaHMA KNMEHTOB CUCTEMbI ynpaBnenua sugeo. Cepeep paboTaeT kak MOCT U MEXCETEBOMN IKpaH ANA
CeTn kamep, NpeAOTBPaLLAA NPAMON AOCTYN KANEHTOB K KaMepaM. ITO CHUXaeT BEPOATHOCTb YrPo3 CO CTOPOHbI
3N10yMbILW/1E€HHNKOB B OCHOBHOI CeTW.

Ecnn cepsep AXIS Camera Station Pro 1 kamepbl pasmeLLeHbl B OCHOBHOI CETH, pEKOMEHAYeTCA HacTpouThb IP-
thunbTp Kamepbl, OrpaHNYMB AOCTYN TONbKO CcepBepamu, Ha koTopbix pa3melueHbl AXIS Camera Station Pro, AXIS
Device Manager v LONOAHNTENBHBIMW CNYXXEBHbIMU KNMEHTaMMU.

JlononHuTtenbHble NporpamMMHble NPUNOXKEHUA U CnyX6bl

Ecnm Ha cepsepe AXIS Camera Station Pro pasmelleHbl 40N0AHUTENbHbIE NPOrPaMMHbIE MPUIOXEHNA,
npeaHasHauyeHHble AnA paboTbl NCKNOUNTENBHO B NPEAENaXx JI0KaNbHOMo y3/1a, HE0bX0ANMO YUNTbIBATb, YTO
aAMWHUCTPATOPbI MOMYT NOMYYMTb K HUM YAANEHHbIA AOCTYN Yepe3 KNMEHTCKOe NPorpamMMHOe NpUnoxeHne. 3To
MOXET NPUBECTM K HENPEAHaMEPEHHOMY OTKPbITWIO AOCTYNa K YKa3aHHbIM MPUAOXKEHNAM.


https://www.axis.com/dam/public/8b/70/ff/axis-secure-remote-access-en-US-191220.pdf

AHanoruyHbie puckn AeNCTBYIOT ANA MOObIX UHbIX CEPBUCOB, (DYHKLMOHMPYIOLLMX B paMKax OpraHu3aunm ceTu.
lna cHuxeHnA puckoB peKOMeHAYeTCA YCTAaHOBUTb MEXCETEBOMN IKPaH MEXAY CErMEHTOM CETH, B KOTOPOM
pa3melleHbl AXIS Camera Station Pro n noakntoueHHble kK HeMy KamMepbl, 1 MHbIMI CETEBbIMW CerMeHTamu,
coaepXallMu HeCBA3aHHbIE NPUNoXeHUA unu cepauckl. MogobHana ceTeBan cerMeHTauma obecneumsaeT
NOKaNN3aLmno BO3MOXHbIX MHUMAEHTOB M OrpaHnuMBaeT 13bbITOUHbIE MapLIpPyThl A4OCTYna.

MonuTtuka cetesoro wndposaHua

CeTeBoli Tpadhmk, nepeaaBaeMblii No HebesonacHbIM ceTAM, 06A3aTeNbHO A0MXKeH bbITh 3awundpoBaH. NHTepHeT
nonazaeT noA knaccndukaumno HebesonacHoi ceTu. JlokanbHaA ceTb Takxe MoxXeT bbITb kKnaccndrumpoBaHa
kak HebesonacHadA, M N0O3TOMY CETeBON TpadpuK Takxke AoMKeH bbITh 3awndpoBaH. [onnTuka, npumeHAeMas K
BWAEOMOTOKY B CE€TU, 33BUCUT OT TOr0, KaK KnaccuuumpyeTca BUAEO N KakoBa BEPOATHOCTb TOFO, UTO
3710yMbILUAEHHUKM NONyYaT CETEBOI AOCTYN K BuAeocucTeme. PekomeHayeTcA CXoAnTb N3 NPeANOAoKeHNA, UTo
CETb YXXe NoABeprnach B3OMY. Y KPYMHbIX OpraHnsauni 06bIuHO €CTb MOMTHKA, ONPeenAoLan
knaccudmkaLlmio ceTu.

PekomeHayemble NOANTUKM W NpoLeaypbl

Tpadhuk mexay BuaeoknneHTom u cepeepom AXIS Camera Station Pro gonxeH ncnonb3oBath WwugpoBaHue.
Tpachuk mexay cepsepom AXIS Camera Station Pro n kamepamu gonxeH 6bITb 3alingpoBaH B 3aBUCMMOCTMN OT
nHppacTpykTypbl. Kamepb! Axis noctaBnAtoTcA ¢ camo3asepaowmM cepTudpnkatom n HTTPS, BkntoueHHbIM No
ymonuaHuto. Ecnm ectb puck cetesoro cnydmHra, HanpumMep, Koraa BpeAOHOCHbI KOMMbIOTEP NbITAETCA BblAATb
cebsa 3a Kamepy, CleayeT MCNoNb30BaTb NH(PACTPYKTYpy OTKpbIThbIX Kntouei (PKI) ¢ ceptudpmkatamu,
noanncanHbiMu LIC. AXIS Camera Station Pro nmeeT BcTpoeHHbI nokanbHblii ueHTp cepTucdnkaumn (CA),
KOTOPbI MOXET 3KOHOMMWYHO YNPaBAATL NOANMCAHUEM U PaCcnpoCTPaHEHNEM CepBEPHbIX CepTU(UKaToB ANA
ycTpoiicTs Axis.

Bepcum TLS

Mbl pexomeHayem oTkAounTb npoTokonbl TLS Bepemin 1.1 n 1.0. Yetanoswwmk AXIS Camera Station
npesoCcTaBaAeT NOMOLLb BO BPEMA YCTaHOBKM U 06HOBNEHNA.

Wudper HTTPS

AXIS Camera Station Pro noaaepxwusaeT n ncnonb3yeT Habopbl wudgpos TLS ana 6esonacHoro wudgpoBaHua
coenunHeHmnii HTTPS. KoHkpeTHbI Habop wucpos 3aBucuT oT kaneHTa, noaknouatoweroca Kk AXIS Camera
Station Pro, unn koHTakTnpyemoin cnyx6bl, n AXIS Camera Station Pro cornacyet ero B cooTBeTCTBIM C
npotokonom TLS. Mo pekomeHayem HacTpouTb Windows Takum 0b6pa3om, uTobbl He MCMNONb30BaTh Habopsb!
wunchpos TLS 1.2, nepeuncnenHble B RFC 7540. Bo3MoXHOCTb OTkNtoueHnA Habopa wudpos 3aBMCUT OT
ycTponcTB 1 kamep, ucnonbsyembix ¢ AXIS Camera Station Pro. Ecnn ana ycTpoiicTBa nnm ana kamepbl HyXeH
onpeaeneHHbln Habop WndpoB, AeakTUBMPOBaTb Habop cnabbix WKPOB HEBO3MOXHO.

YnpaeaeHMe AGHHBIMA
YcTaHoBKa

AXIS Camera Station Pro MoXHO ycTaHOBUTb 33 Npeaenamu cTaHZapTHoi nanku Program Files. OaHako 3To
MOXET NPUBECTM K CHUXEHWIO CTPOroCTU KOHTPONA A0CTYNa W CO3AaHn0 yrpo3 ana besonacHoctu. Mbi
pekoMeHAyeM MCNob30BaTh ANIA YCTAHOBKW MyThb MO YMOAYAHUIO UV NPOBEPUTb NpaBa AOCTYNa K BbIBPaHHOI
narke.

Knaccndukauma snaeo

JKunBoe 1 3anmcaHHoe BUAEO A0MXHO BbITb knaccuduunpoBaHo. Buaeo moxeT bbITh kKnaccudmumpoBaHo Kak
06Les0CTYNHOE, YACTHOE, OTPAaHNYEHHOE, TAaKXe MOTYT NCMOMb30BaThCA /H0bbIE APYrie KNacchl, OnpeseneHHble
noAnTUKaMu opraHu3saunmn. Bo MHornx cnyuanax Buaeo perynupyerca 3akoHamn 1 pernoHanbHbIMU HOpMaMmiu, a
Takoke BHyTpeHHUMKU UT-nonnTukamu, no3ToMy Bnasenel CuCTeMbl HECeT OTBETCTBEHHOCTb 332 03HAKOMJIEHUE C
3aKoHaMu 1 Npasunamu, NPUMEHUMbIMN K UX BUAEOAAHHbBIM.

PEKOMCHAYEMbIe MNOJINTUKN N NPOLEAYPbI


https://datatracker.ietf.org/doc/html/rfc7540#appendix-A

AXIS Camera Station Pro

Knaccudpmumpyiite x1uBoe BUAEO, 3aNNCaHHOE BUAEO 11 ayANO B COOTBETCTBUM C AEACTBYIOLMMI B OPraHn3aLmm
nosMTMKaMK KnaccudukaLim AaHHblX. HacTpoiTe npusnnerun goctyna noib3oBaTeneil i yCueHne 3alnThl
CHCTEMbI B COOTBETCTBUM C KOH(hMAEHLUMANBbHOCTBIO BUAEO W ayanoaaHHbIX. Ecnu ayano He TpebyeTes, ero
MOXHO OTK/IOUMTb HA YPOBHE YCTPONCTBA.
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B 3aBMcMMOCTY OT YpOBHA 3pen0oCTyM M TONEPAHTHOCTM K PUCKY Ballein OpraHn3aLmnm Mbl peKoMeHAyeM
peann3oBaTb HECKObKO AONONHUTENbHbIX cpeacTB koHTponA besonacHocTu u3 CIS Controls v8, uTobbl Nomoub
CHM3UTb pucku knbepbesonacHOCTM B NOBCEAHEBHOI paboTe.

[JononHuTenbHbie snemeHTbl ynpasnenua CIS:

KoHTposnb 8: YnpasneHue XxypHanamu ayanta
CobupaiiTe, co3aaBaliTe onoBeLLeHNA, NPOCMATPUBANTE N COXPAHANTE XypHanbl ayanTa cobbITUi, KOTOpbIE
MOryT MOMOYb 06HapYXUTb, NOHATH WIN BOCCTAHOBUTb CUCTEMY MOC/E aTakMu.

KoHTponb 14: BHeapenue nporpamMmbl 06y4eHUA U MHGHOPMUPOBAHMUA M0 BONPOCaM 6€30MacHOCTY
Monyunte npeacTaBneHme o HaBblkax N NOBEAEHUN BalIMX cOTPyAHMKoB. ObyuaiiTe nepcoHan BbIABNATb
pasnnuHble hopmbl aTak.

KonTponb 17: PearnpoBanune Ha MHUMAEHTbI U YNPABAEHNE UMY

Wcnonb3yiiTe nucbMeHHble MaHbl pearnpoBaHna Ha MHUMAEHTbI C UETKO OnpeseneHHbIMU thazamn 06paboTku/
ynpaBneHnA MHUMAEHTAMN N PONIAMM NEPCOHaNa, a Takxe C ykasaHueM, kak coobLaTh 0 HapyLIEeHNAX
6e30MacHOCTI COOTBETCTBYIOWUM OpraHam 1 TPeTbUM CTOPOHAM.

Be30IIacHOCTh PE3ePBHOrO KONMPOBAHMS 6A3bI AGHHBIX

Wcnonb3yiiTe 6e30nacHOe MECTO C OrpaHMUYEHHbIM AOCTYNOM ANA XpaHeHUA pe3epBHbIX KON 6a3bl AaHHbIX.
O6wwan ceTeBanA nanka ¢ WNPOKNM AOCTYNOM MeHee 6e3onacHa.

DbConsole

DbConsole — 3T0 NHCTPYMEHT KOMaHAHOWN CTPOKMN, KOTOPbIA MO3BONAET BbINOMHATL pe3epBHOE KONMPOBaHME 1
BOCCTaHOBJ/IeHNe 6a3bl AaHHbIX, noka AXIS Camera Station Pro He 3anyweH. Cm. Manual backup (Pyunoe
pe3sepBHoe konupoBaune) n Restore database (BoccTaHosneHne 6a3bi AGHHbIX) ANA NONYYEHNA AOMNONHUTENbHO
nHchopmaumu.

® He nepenaBaiiTe Naposb B KauecTBE NapaMeTpa AnA MHCTPYMEHTA, Tak Kak OH MOXET 6bITb BUAUM B
crnucke npoueccos U nctopuu o6onoukn. BMecTo 3Toro 3anyctute NHCTPYMEHT OT MMEHW NONb30BaTeNA
C NpaBamn afMUHMCTPATOPa WM BBEAMTE Naposb, Koraa byaeT npeanoxeHo.

L anI BbIMOJIHEHNN KOMaHAbl PE3EPBHOI0 KONMMPOBAHNA yﬁe,ﬂ,VITCCb, UTO Bbl YKa3anu 6e3onacHoe
MeECTOonosoXxeHne aAnAa BbiBOAaA.

®  [lpu BbINOMHEHN KOMaH/bl BOCCTAHOBNEHWUA UCMOb3YATE TONLKO (halibl pe3epBHbIX KOMUA 13
LOBEPEHHbIX UCTOYHUKOB. BoccTaHoBNEHNE BpeAOHOCHbIX (haliioB pe3epBHbIX KOMWA MOXET NOCTaBNUTb
noz yrpo3y 6e30nacHOCTb Ballei CUCTEMBbI.
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https://www.cisecurity.org/controls/audit-log-management
https://www.cisecurity.org/controls/security-awareness-and-skills-training
https://www.cisecurity.org/controls/incident-response-management
https://help.axis.com/axis-camera-station-pro#manual-backup
https://help.axis.com/axis-camera-station-pro#manual-backup
https://help.axis.com/axis-camera-station-pro#restore-database
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