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HTTPS > 2/d3l/AUHI0| E)E =Lt

Configuration > Security > Certificates > HTTPS(21d > HO > QIZ A > HTTPS)Z 0|
St 10 Temporarily ignore certificate validation(ZA|H 2 2 Q1 FZ A HS FA|)= B Lt

AA" 2 QAT XA ZFHE L O
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ot 4o
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i
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Temporarily ignore certificate validation(ZA|H 22 QA S A HAF F A= ALICH
Certificate authority(21 5 7| &) 0| A| Generate(d)E Z =Lt

AR EE LS OK(=YE S LICH

MEE SE0IHE/MY AB ML 72 7|7HE)S dELCH

T4 > X > 22| 2 0| gL L}

AKX E OIRA QEZ HHE o 2 2261 Security > HTTPS > Enable/Update(& QF >
HTTPS > 23}/ 00| E)E MEAtL|Ct.

Configuration > Security > Certificates > HTTPS(21d > HOt > Q15 A > HTTPS)Z 0|
St 11 Temporarily ignore certificate validation(ZA|H 2 2 Q1 FZ A HSF FA|)= BL|LCt
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20| TRBEIP AJAH BH2| K0 H 2OJHAl L.
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1. Configuration > Devices > Time synchronization(7t’d > &X| > A|Zt S7|3H) 2 £ 0| =5}
D ME At XS AESL T

2. MH A|ZF QMO 2EXE =15t A2

2.1.  Enable time synchronization(A|Zt 7|3} =/ d3hH S MELSHL|CY
2.2, FRX7t X8 NTP MH0f| AZ2E 5= A=A| & QoA 2.
2.3. Configuration > Devices > Management(t4d > &X| > 2t2|) otz oj A & X|E C}

Al 2EgfL et
3. MH AIZtTMO[ 220t ol X7 A2t S7|2tE flot S= ¢ H0IHE 2L =
o

= AS LI

3.1, <23 dH|gd315H7| 2|3l Send alarm when the time difference between server
and device is larger than 2 seconds(A{H{ 2} ZrX|Q] A|X}7} 2% O] A uff &2t H
WL chE XLt

E 20| 2 Q5lH Axis X| 20| 22|54 Al 2.
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2ot 3R CHa VAPIX HH S AHE5H0
2391 IP 34 8 7| ZhE) Ha:
http://root:
pass@192.168.0.90/axis-cgi/
debug/debug.tgz?cmd=
pcapdumpé&duration=60

«  MEeE It E 7He| SIS BASE A

H O A £ 5t 10~30% 229 HEYI
A OIL|C}
TEaH .

Cil o E{Hf| O] A I} C|O|EH|O| A HASIAHLE =52 = S50}
St B YULICEA|AE B OME -7 H
0f| Include database in the report(& 11 A{0f G|
O|E{H|O| A& ZEBHE MEHSILICE.
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A3 ULet 2t3E HA[ZF 27| EX| QI B2 AT 24
= AEELICEL 0§ S0, 5o} Ef YIS HA
St AL 2E5H7| o2 BFYLILE
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40| HHE Bt 20| ZXE H= 235t
| 0122 2 ot H 5515 AFEgLICh

FAQ

HioH S 144510 AXIS Secure Remote AccessOj| L ¢t 22 5| et C}.
AXIS Secure Remote Access= Q1Z0| L3 TEA|Z K| SFX| LS L|CH S| A HE 2 FHH 2HAXIS
Companion) 5! AXIS Camera Station A{H{(AXIS Camera Station)7} 2152 22|62 &E 5| E5t= A
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AXIS Companion Classic %! AXIS Camera Station

« Secure Remote Access7| 2t &5t2{™H L{|EQ A7} L E 80 I 4430{|A| O} ZHIRE ECfE 2
S| EHOF 2L Ct.

« BN MBlE SN IPEAS ASELICEL BX A URLS CHSDF 24 LTk
- accws0l.accws.axis.com
- accws(02.accws.axis.com
- accws(03.accws.axis.com
- us-us.accws.axis.com
- usaccws01l.accws.axis.com
- usaccws02.accws.axis.com
- us-sra-oauth.axis.com
- se-eu.accws.axis.com
- se-sra-oauth.axis.com
- se-ap.accws.axis.com
- acsapi.axis.com
- gateway.api.axis.com
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L|Ct.
o AR MHE= AQE0 JAoH, X YE FH UsiHS At [ YF HFGOo| oot &
UELICE
s YR IZEAN=EFH ZRZEZ S KESHALE ASME QFSHALE A2 HEZ B2 + U
O M, AXIS Secure Remote Access@t RH= K| U2 4= A& L|CH

AXIS Companion(H 7 4)
AXIS Companion 42| 2= I 2l/2| 2 G 0f| AX|=l EAI OO ME A CHS URLE AtEEHLICE

e https://*.axis.com/*
e wss://*.axis.com/*

e https://*.axis.cloud/*
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« aiuktg4qglleax-ats.iot.eu-west-l.amazonaws.com
o HISIHO| A cdn.appdynamics.com:443 & AMZ[E 4= QUO0{OF BtL|C}. AppDynamics= O ==

Ao|Mo| M0 Cigt E&HZ A= O A+ & LICH AppDynamics= O Z2|H 0| d& 2
LIE{ 2l (APMIQILICE Of Z 20| M 2 L|E &, 24, Mol 45 WE da £L 2HE
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ALgE OfRHIRE EE
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443 (HTTPS)
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e 34500(UDP)
« 80(TCP)

g A 2%
g M ™M H Foj2t sl
ClH & 242 A|Ztste{H CHS 0t 20| ShA| K-

1. AXIS Camera Station Pro 0f| A, Server (MH{) > Configuration (1/J) > Settings (&%) >
Advanced (11 5)Z 0| 5gL|LCt.

2. Enable server-side debug logging (M| = C|HH1 2 2/dsHE MEHBEL|CT
=M E 212 H:

L ZHE Mot Azt ERE 7| Fol =L

2. A" EIMSY
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3. A|AE HME Axis X[ 0| BT SR 7F S E SR A|ZHS M2 SHAIA|L.
H| 2

Ol= SEtO[AE 217F Ofl M 202 C|H 1 ~% 2d5 2 etf= "ol RO 2
2IO[AEO|ME C|H D & 2 20| 3t AL logdnet.config I US ALRSI= Of2ff EHAE 2

2t0| O1 24 B E|ofl A +-2s]of &L ct.
THY ALG (MH W/ %aro| AE %)

CtZ0il Choll LI =& 2245 EJ=toljOF gLLf:
«  AXIS Camera Station Pro2| 220|HE & C|H] =22

« EX™ 70| 23t AXIS Camera Station Pro2| 11 & I:|H-|:L =24
ClH O 22 S gdatetLrh

1. Windows & HEA|Z 0| A AXIS Camera Station MH|AE SX|eHY
Service Control O}0| 2 > MH|A SX|E OIRA QEZX HEOCR 2
Of = B LT

2. Windows EtM7|E H 0 AXIS Camera Station Pro9| %ProgramData% C|2 EZ| 2 0|58
L|Ct 2Ht™ o 2 “C:WProgramDataWAxis CommunicationsWAXIS Camera Station”. C| 2!
Eg|= Windows EHAM 7| URL EA|Z 0| A “%ProgramData%” B & L= 574X EHE _-l:I-_A|

otol = &+ ASH L

3. enable_debug_level_acs_4.20_and_5.zip & Ct2 2 E50] 2|0 O,_1:LEI ClHEZ 0 U=S =

F(AXIS Camera Station
). 2EI0[HE 2= EQ

=

um

L|Ct. log4net.config Tt 0| 5t¢| EC{7} Ot! F 2 HEZ of2fof| FEE| A =X| 2SN 2.
4. Windows 2} #A|Z 5l 2 2t0[UE X EQY0{0]| A AXIS Camera Statlon MH|AE A|ZfSH
L|C}.

SXNE EnsldH:

1. EHME MHstn mﬂr =HWE 7| ZE5 SLICt

2. AAEI EHTDA MM

3. AlAH E_LA‘|EAXIS X0 ELD 22X 7F S E SR A
el 24 =52 S0k L -(C[HI HZ2-d2}):
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1. AXIS Camera Station MH|AE ZX|ghL|Ct.
2. log4net.config o} S AtA|BhL|C.
3. AXIS Camera Station A{H|AE A|&tSHL|CE.

AXIS Camera Station Device Compatibility Tool2 £ 20| O{iH = Z AI2E|LIR?

=1 =

9 | AE0| Ch3t BIAE Zp7 MIBELICH 2t 519 HIAES M 74X THE Z0HE M3 E +
)

HIAE Zat= FAS 20[51LtR?
« Passed(E1}=): 0| 7|52 AXIS Camera Station0j| A| 2t || OF L | Ct.
« Aij: 0| 7| 52 AXIS Camera StationOf| A 2t S} X| & L|LC.
- Not applicable(8 2t8}X] 22:8): R 0fl 812 7|5 0] Qi LICt

Z1t0j| CHot XEM|BF L8 2 Test result(H| A E Z1f)

HIAEQ| EOr ENtst AL AXIS Camera StationOf| Al & X|E At 4= QILIR?

R = x40 2 E A EMEHAEES S0to{Of oL CL D X| o™ A X|E AXIS Camera
Station0f| =7tgt &~ Q& L|Ct

SRt LE AER|Y HAEQ A= HIfHX|P HE = OtL G2t AEE T2 A7HO| HAE
£ St HAEE AH851= SHA IS Camera StatlonOM SKE AS AMESE = UASLLLLOE =
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http://www.axis.com/files/tech_notes/enable_debug_level_acs_4.20.zip
https://www.axis.com/dam/public/e2/27/70/axis-camera-station-device-compatibility-tool-%E2%80%93-what-does-the-test-result-mean-en-US-339013.pdf

Of, H.2647} H| A E 0| M T K| 2F M-JPEGE SIHUCH
Camera Station2| 2E & T2 AUS H.264(7| 2 2 )M M-JPEGR EI%%WIDJ r E' = L Ct.

Y5 HAETL Hjj5HH o] B off of 5Lt R?

=8l 2 4 9 9 7HR| Y2 Chgn 2Lt
+ FX|Q| BRYO|7t ONVIF ZEMY SS =401z 2 £015| 9= X| SHOIFLICt & 1: 0|8 48
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Che 2 EHOIsHIAlS.

EfA} & X|= ONVIF Profile St S 2HE|LIR?
- PEaVFeEete?

«  ONVIF AL X} X4 S FHO| F2totrta?

o AFK|9| A|ZEO] NTP MH EE+= Axis Camera Station A|HH 7} AX| =l AEE QI 7|3 U=
X| SOISHUAI L. UK 48 22 AR SN2 XM B B52 olsf HZ NS 2
2= USLICH ONVIF ZX| 2t2[AFE AHESHY O| & e 5= US| T

» ONVIF ZA| Z2| X0 M 7L EL 7} MDY 2 R SotliR? 3| 2 d<, AN 9oz g1
2f|O| ESIAHLL S £t A 7| 2o YA 0|ESt= A0l =20| & = AL 2

X e Aoo|= < IFX| M= YA of ZoftL

LS T

2lo] HHH = oL HE £ 20| £|X| @ O™, RHK| 7 AXIS Camera StationOf| Af X| | X| &= Z4 QL]
C}.

HX|7} H|AE S S 1}3X| 2k AXIS Camera StationOj| M ZHS6}1X| Y= AL 3 =

AX7t B E HAEE E0tot 42, S AXIS Camera Station Device Compat|b|I|ty ToolOj| [t} 2t
SHA| QEPEIIID._ AXIS Camera StationO| M= 2 S61X| U= AL, CIS S W2 M Q: AXIS Camera
StationO| EfAF ZHX| S 2HA 0 CH3l Axis X| I El0)| 29o|gt I of e X"_.’=_'7f oot )f?

X7l HIAEE St X| 2k AXIS Camera Station0f| A 2 51X| = A T &HA:

g & 35| X| B AXIS Camera StationO| M= LS 81 X| 9= A2 Axis A 210 £0[8}0f B L|C} T+
= SILIS AlZBHUAl Q.
1. HAEIAdE= AFEO| WiresharkE A X| gL Ct.

2. AXIS Camera Station Device Compatibility Tool2 AE6I0 HAEE CHA| A2
7= Wireshare $&*g ZSHSIe 2K shZAo “'Rok AtM| st HE E =2lstL|Ct "] 1!
WireshareE Eol| 7| =S M =7 &L C

EEERYP
Axis 220l AEHAF0| K| @ ZES MBS 0+ HeE ML
).

X7t R E HAEE S0t 42, & AXIS Camera Station Device Compatibility Tool0]| [(t2} 2+E
ISC asS
|

« SEHAE HOMUOtsTHER) X HES MEY W A *zip Ot7I0| EE M E gLt
7|28 O Z 01710 B & "C:WUsersxxx#DocumentsiWCompatibilityResult.zip”0f| J&L|C
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http://sourceforge.net/p/onvifdm/wiki/Home/
http://sourceforge.net/p/onvifdm/wiki/Home/
https://axis.lightning.force.com/articles/Knowledge/What-information-is-required-when-contacting-Axis-support-about-third-party-device-compatibility-in-AXIS-Camera-Station
https://axis.lightning.force.com/articles/Knowledge/What-information-is-required-when-contacting-Axis-support-about-third-party-device-compatibility-in-AXIS-Camera-Station
https://www.wireshark.org/#download
http://www.axis.com/global/en/support/helpdesk/?tab=new

« HAEVIHSHOE YEE|X| 0 MY setd HAE HIME AFEE = gl B2 X
AEZ MEE I “"C:WProgramDataAxis CommunicationsWAcsCompatibility TestTool
WApplication.log” 21 o} %0} HESHL|C}

o

HEXIA0 ZEA| AH7I Q= A AXIS Secure Remote AccessE A26}= Bt
AXIS Camera Station M| Ql/EE= 2 210|QEQ| HEQ AT TEA| MHE AIRS
Sle= 42, AXIS Secure Remote AccessE 24 31517| MOl AH EE= 2210|HEY
-5l OF gL Ct.

I EA| M7} AXIS Camera Station Pro 2 2}0| 1 E @ AXIS Camera Station Pro A{H{ AO|Of| Q= 4
< 20| E HARFHL| WindowsO| M ZZEA| d- S /d5HOfF hL|LCt.

TEA AHZFHER A &KXt AXIS Camera Station Pro A{H| A}O|0f Q= A AXIS Camera
Station Pro MH{ Q| WindowsO|A| ZTEA| M H S A8} OF B L|LC}.
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https://www.youtube.com/playlist?list=PLqCu13en-F2s0_LpzhQ1lkvlCMdTlnhlO
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