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Temporarily ignore certificate validation(ZA|H 22 QA S A HAF F A= ALICH
Certificate authority(/ S 7| 20| A Import(7}H 7|)E 2= gL Ct.

A9 E S Q2ist OK(Ze)E 2Lt

MEE S20|AE/MH 2F M F= 7|ZHE)S dEgL T

T8 > "X > 22|z o] gLt

AKX E OIRA QEZ HES 2 22610 Security > HTTPS > Enable/Update(& QF >
HTTPS > 2/d3l/AUHI0| E)E =Lt

Configuration > Security > Certificates > HTTPS(21d > HO > QIZ A > HTTPS)Z 0|
St 10 Temporarily ignore certificate validation(ZA|H 2 2 Q1 FZ A HS FA|)= B Lt

AA" 2 QAT XA ZFHE L O
o Chgs =

Configuration > Security > Certificates > HTTPS(t/d > HQt > QIFA{ > HTTPS)Z O|&
sk,
=

ot 4o
0%
of
i
]

Temporarily ignore certificate validation(ZA|H 22 QA S A HAF F A= ALICH
Certificate authority(21 5 7| &) 0| A| Generate(d)E Z =Lt

AR EE LS OK(=YE S LICH

MEE SE0IHE/MY AB ML 72 7|7HE)S dELCH

T4 > X > 22| 2 0| gL L}

AKX E OIRA QEZ HHE o 2 2261 Security > HTTPS > Enable/Update(& QF >
HTTPS > 23}/ 00| E)E MEAtL|Ct.

Configuration > Security > Certificates > HTTPS(21d > HOt > Q15 A > HTTPS)Z 0|
St 11 Temporarily ignore certificate validation(ZA|H 2 2 Q1 FZ A HSF FA|)= BL|LCt

AXIS Camera Station Pro &t X|2| A Z 0| ZO{X| 0 L2 A|AEH 1AM QAT XA|RHEL|C
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Windows A|ZH A{H| A7} A18E| 1 QIX] &L Ch

Windows A|ZF AH| AQFNTP ME{ 7} S 7|3He| X| Q& L|CH O]= NTP A H{0f| Windows A|ZF AJH| A

)
S g+ V| MEY = ASLIE
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. NTP AH{7} 22121 QIX| ol gtL|Ch,

. s MEO| SHIEX| BIgLC

o EX|ZENTP O] QS 4 Qs Y EYA0) QX FolstL ot
20| TRBEIP AJAH BH2| K0 H 2OJHAl L.

ZX[of| M AlZEXtO] X E

R7F M AlZH S 718t E K] @S LT 582 X7t 552 Azt o
EtY A7 AR L C
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1. Configuration > Devices > Time synchronization(7t’d > &X| > A|Zt S7|3H) 2 £ 0| =5}
D ME At XS AESL T

2. MH A|ZEQEMO| 2XE X1tst= 42
2.1. Enable time synchronization(A|Z} 7|3} E/d3hHS MEHSHL|Ct
22, ZXZFXZE NTP MH 0| AZE = U= ZQISHYAIL.
2.3. Configuration > Devices > Management(t4d > &X| > 2t2|) otz oj A & X|E C}

Al 2EgtLC}

3. MH A[Z QT MO| 2 H O X O W YR IF AL 57|28 9o =20 HIO|HE EWX| &=
2 ol O}
T Mg

3.1, <23 dH|gd315H7| 2|3l Send alarm when the time difference between server
and device is larger than 2 seconds(A{H{ 2} ZrX|Q] A|X}7} 2% O] A uff &2t H
WL chE XLt

E 20| 2 Q5lH Axis X| 20| 22|54 Al 2.
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SR E MH[A 23 AA ZX 2 i 252 O3t 20| gL Cf
AXIS Camera Station Pro& € 11 Configuration(1t/d) > Connected services( Z =l AH|
A) > Management(-—l-El)_.E_ o|=gfL|LC}.
Status(AYEH) 7} =AY QIX| ZHOIBHL|CH DX 22 AL QIEY GIZS FHolstL|ct
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M7t X £ 2| H Axis X| JEO| 22/510] =5
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ot E MH[20| @A =2 HAS =88

AXIS Camera Station Pro0j| A

1. Menu(d|§7) > Help(=2 %) £ 0| 535}0] Status of Axis services(Axis kll:ll* AEPHE S &l
StL|LC}. :LE1 ™ https.//status.axis.com@| AE{f I{|O| X| 7} D2| 11, O 7| M | K| E = 2 EI0|L} o

7t X AltE =elg = JASLL.

2. AXIS Camera Station Pro MMM EELCIR S22 S 33610 S2IRE M| A0 AT

4 Ql=X| &olstL|Ch,

3. My Axis A™HO| SHE ZZI0f| RCHZ|A}=X| 2QIstL|Ct.
AXIS Camera Station Pro 2 HF Y 40| A

1. More(X}AH3]) > Help(= &%) M2 2 0| S3}0{ Status of Axis services(Axis M H| A 2HEH)
£ 2 2I3}tL|C} 22D https://status.axis.com| AE} HO|X| 7} €2| 1, 0] 7| M SX| 224 22
O|Lt 0| A&l 7k X A|ZHS &Q1E 4 Ql&LCt

2. QIEHAU AZO| Y X QIX| 2QlgtL|ct OHE 2HE A= HAESHH ZX2f /S Thergt
L|Ct.

3. My Axis A|7H0| SHIE =20
M7 K& 5™ Axis X| /B0 22|35t =22 HOMA|L.
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2. EF—‘%E101I e} ChEat 22 7 =0 QS ZE L 87H HOofoF & &= AS LT
https://eu.login.connect.axis.com, ZLE 433
- https://eu.cs.connect.axis.com, i E 433
- https://api.vms.axis.cloud, £ E 433
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supportz 0|52t L|Ct.

K3 Ao A|AR E0M S AT 2IAE HESH= A0 ZELIL
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https://www.axis.com/support
https://www.axis.com/support
https://www.axis.com/support/helpdesk
https://www.axis.com/support/helpdesk
https://www.axis.com/support/helpdesk
https://www.axis.com/support/helpdesk

Tt

2ot 3R CHa VAPIX HH S AHE5H0
2391 IP 34 8 7| ZhE) Ha:
http://root:
pass@192.168.0.90/axis-cgi/
debug/debug.tgz?cmd=
pcapdumpé&duration=60

«  MEeE It E 7He| SIS BASE A

H O A £ 5t 10~30% 229 HEYI
A OIL|C}
TEaH .

Cil o E{Hf| O] A I} C|O|EH|O| A HASIAHLE =52 = S50}
St B YULICEA|AE B OME -7 H
0f| Include database in the report(& 11 A{0f G|
O|E{H|O| A& ZEBHE MEHSILICE.

0=

~~

—
A3 ULet 2t3E HA[ZF 27| EX| QI B2 AT 24
= AEELICEL 0§ S0, 5o} Ef YIS HA
St AL 2E5H7| o2 BFYLILE
2t =3t O£ S0, 2ME Meiot7| 2o B2 Ul
40| HHE Bt 20| ZXE H= 235t
| 0122 2 ot H 5515 AFEgLICh

FAQ

HioH S 144510 AXIS Secure Remote AccessOj| L ¢t 22 5| et C}.

AXIS Secure Remote Access= O1S50| ZQst TEA|E K| /SHK| &S L|CH o4 22 AXIS
Camera Station Pro 3! AXIS Camera Station 5 A{H{7} Q15 23|at = Y EE 5| =AY = Q!

LI

« Secure Remote Access7| Zr=38t2{ ™ L
5| 8ljoF grL|C}.

« BN MHE SHIPFAE AFSSILICEL 3T AH URLS CHETF 2L Ch
- accws(0l.accws.axis.com
- accws02.accws.axis.com
- accws03.accws.axis.com
- us-us.accws.axis.com
- usaccws01l.accws.axis.com
- usaccws02.accws.axis.com
- us-sra-oauth.axis.com
- se-eu.accws.axis.com
- se-sra-oauth.axis.com
- se-ap.accws.axis.com
- acsapi.axis.com
- gateway.api.axis.com

+ AO|E MH|A URL2 I E 80: http.//accws.se.axis.comS S| M E HMA/H 2 = US|
Cf
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o] o] & m[Of(P2P):

AMH = - AXIS Camera Station Pro 3! AXIS Camera Station 5 A= X E 80 3l 443(0}HIL E)0|
M Lt == LOjof ghLCt.

EC0|HEZ Y EQA - OF2HIR = 80 A 443

H TEAN/AGE A8t HA - P2P= A SSHX| Yo, S42 BX MHE S SA € LICh
S ZEES ALY & HA/P2PTL HID 4 YLICh
o EdigtEo] AX| =l 2719 A2(0: =HIO| & &=) Secure Remote Access= TURN A{H
(ISPZ} QIE{Hll ERfEl -2 Aot D QIEUIO] MiTtEl MH)0| RHE = e B s XSSt b5
L|C}.
« Y AHE AQIHO) YO, X HE S| WS AISE [ 22 #ZHO| WY 45
ALk
¢ YR EEAL SHTREDL HEGIL, OSNE QTSALL HA S HES BS 4 Y
O, AXIS Secure Remote Access@t 25X &S = JUSL|LC
g A 2%
g M HE M Fof ksl
ClH 1 =& =242 AZSte{H OS24 20| otM| -
1. AXIS Camera Station Pro 0| A, Server (A& H) > Configuration (/1) > Settings (&%) >

Advanced (1 3&)Z O|5gtL|C}.
2. Enable server-side debug logging (MH = C|H 1 22 &dshHE MEiSHL|C}
SXNE EnsteH:
1. EXE st A7t ERE 7| F6 s L CF
2. A|AHEHIETA MM,
3. AAHE EIME Axis X| 210 ELH D 2|7 A E R A ZHS A F oM AL,
H| 2
Ol= S2I0|HE 27t OfH A E0 2 CIH =F 2L = %E@Efi 7.51}
I <]

2IO|HEQME C|H O == 2 40| 2 3t AL log4net.confi
2tO[HE HFHO|AM =HSHOF 2L Cf.

THY AL (M W/ EE S20|AE )
CHZO0ll Ol ClH O =& 242 2d3sjof gL ok
«  AXIS Camera Station ProQ| 22}0|HE Z CIHO == 24U
« EX{ M0l €3t AXIS Camera Station ProQ| 1 g C|H 1 ==
ClH I 22 S Edaetet Ltk

7OI

tu

1. Windows &2l B A|Z 0| A AXIS Camera Station A|H|AE S X|gFL|CHAXIS Camera Station
Service Control Of0| 2 > MH|A SX|E OIRA QEZ HEOZ &) EC}0|HE AT EQ|
o= E&LCH

2. Windows EtM7|E &0 AXIS Camera Station Pro2| %ProgramData% C|H EZ| 2 0| 5T
LICt. Windows &A1 7| URL HEA| =0 “%ProgramData%” @ H S QS| HLI sAHT EHE
HAISHO ClHER2|E &S £ QS L|CHL H3st 4 2 = AXIS Camera Station Pro B 0f| 2}
CHE LI C}.

- AXIS Camera Station Pro H{ 7 6.8 0| 4t 2HIA © 2 “C:WProgramDataWAxis
CommunicationsWAXIS Camera StationWCoretWProtected”

- AXIS Camera Station Pro {7 6.7 0|38} 2 HIH © 2 “C:WProgramDataWAxis
CommunicationsWAXIS Camera Station”

31



3. enable_debug_level_acs_4.20_ and_5.zip & CtR2EZESI0] Q[0 2= CIHEZ| Y =2 &
L|Ct. log4net.config 7| 512 Z2C 7t Ot B2 HEE Of2f0f| F=Z | A =X 2HI5HA .

4. Windows 2t HEA|E 9! S2I0|AHE AT EQ0{0f Al AXIS Camera Station MH|AE A| 2!
L|Ct.

SXE E0sle{H:

-

1. 2HME Mot AZHl /& 7| =3l & LI

2. AMAERIEDN MY,

3. A2B| EIOME Axis X[ 40 2D 2H|7F T & SReL A
Heff 24 xS S25ts S-((CH I HEdah):

1. AXIS Camera Station A{H|AE FX|gtL|C}

2. log4net.config It & Abx||gtL|LCt.

3. AXIS Camera Station A|H|AE A|&tSHL|CE.

N
mo
re
il
el
=
>
to

AXIS Camera Station Device Compatibility Tool2 £ Q10| O{IH 8 = 2 A[EE|LIR?

Pl HIAE0]| Chot B AE Z0t7F MSELCH 2 St HIAEE M 71X LHE 20 E MSE =

HIAE Zat= FAE 20[51LtR?
+ Passed(S1}E): 0] 7| 52 AXIS Camera Station0j| A Zt-Z 8| Of BFL|LC}.
o AlIf: 0| 7| 5& AXIS Camera StationO|| A 2-ZSHX| YL L|CT.
+ Notapplicable(si 251 X| 2&): ZX|0f| 81l 7| 50| Rl&LIC

ZAt0]| Tt XtM[SE L& 2 Test result(E| A E Z1f)

r

Bl AEo| AH0t ETp5L 72 AXIS Camera Station0f| A ZHA| S AFRE 4 QILIQ?

K xapt RE MY SMHEHAES SotoioF ghLICh DX (o ® FX|S AXIS Camera

Station0j| =7tg &= Q& LICT

A7t LE AER| YU HAENA = HIfHX| 2 ME = OtL|H2te AEE T 20 40| HAE

£ S1ot HAEE A2 5= oF AXIS Camera StationOf| M & X|E A& ALY = USLICLOE &
(@]

0, H.2647} H| A EOf AR X|BF M-JPEG= SORUCHH HX| -> AE 2| = 210 A AXIS
Camera Station| AEZ T 20}2AS H264(7| 2 AA)0| M M-JPEGE HZES7| 0 6tH =l L|C}

Y5 HAETL HIjs)

ra
2
0L
=
[«]]
=)
_O'_I-
I
fo
-~

NEsh & 4 YU T 71K @2 Che 1t ZgLt
¢ EX|o| HYOI7} ONVIF TRIS S F45HE 2 01| =X| SHol3tLITE 31 0 F 43
She drdofl chet X1 2 ZHx| iz Ao 2olefof BfLC
© BRI QXSS B BY B Al 722t0| £20 2 & ULCh
¢ EHIAE 0| HAIokel HEYR AZO| SHYHQIX| SHOISHIAIL.
¢ E|AET} A% O] SA0| BXOIA T2 0fE2I7 0|M0] AER|YE T UK YLK elst
AN 2.
¢ HAES CPAl AYSLICH 28 BRE AR S o0 BT [T YD MK e
= Qi
9lo| BE S22 AEYX|T YR HAET} B4 TSt ZL HX|7EAXIS Camera Station0| Af X
2| x| g ALt
Bl AE7t R E|X| QOB Of B sHOF SHLER?
CH22 fRlsHIAIR.
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http://www.axis.com/files/tech_notes/enable_debug_level_acs_4.20.zip
https://www.axis.com/dam/public/e2/27/70/axis-camera-station-device-compatibility-tool-%E2%80%93-what-does-the-test-result-mean-en-US-339013.pdf

EfA} & X|= ONVIF Profile SQt S 2HE|LIR?
. IPZAT}HESIIIR?
. ONVIF A2 X} X2 =00| Mekst7tQ?

o=

o ZtX|9| AlZH0] NTP AMH{ EE= Axis Camera Station A|H 7 AX| =l A=
A SISt IYX| 98 A2 AR Il M ZH 52 O
% ISLICH ONVIF 3] #a|xt2 Abgetol 0l S 38 + &
ONVIF A 22| A0 M Z4Of[ 2t 7} MITHE Xt otita? DA e 22, 2N 012 &
g|O|ESIALL 3F =t Al 7|2 HF 22 Y18|0|ESt= 40| ==20| & = AsLch 2
X %2 8R0= = "*XI HMz=LHo| 2olgtL Ct.

LS

-?-LSI Y Z = A 30| E[X| 22, FX|7t AXIS Camera StationOf| A X| # &|X| @i= A L
Ct.

A7t HIAE S S3HYX| T AXIS Camera Station0j| A 2t S51X| i= 3¢ S =Y
1=

AA
2K 7t 2E HAEZE E19 42, T AXIS Camera Station Device Compatibility Tool0j| [C}2} 2FE
SA| = 2| X|2F AXIS Camera StationOf| Al = 2t S}HX| O*t 42, 280 EAﬂR AXIS Camera
Station2| EFAF ZA| 22+ 0ff CH3H Axis K| 2l Eloff &=2/g [f OfH &= 7F HRefL|}?

X7t HHIAEE St X| 2k AXIS Camera Station0f| A 1S 51X| = F @ WS &HA:

UA} 2 Eas
opﬂ S3HE|X| OF AXI
SHLEE Al =SHY A

1. HAEIZ AAE|= AFEHO Wiresharks A X2 L|C}.

2. AXIS Camera Station Device Compatibility Tool2 AF23I0| HAEE Al
E 7= Wireshare X & ZeHol0] 22X s 20| ZL st XM st HEE =XIStL|Ct. H] 1!
Wireshare& EoH |- -’.‘-&',' 2 Met E oIt gisL .
Axis 2212 O AF0| X[ HES M= i O 2 E M3 2L

GHAE HOMIstt BR). X2 222 MaEg If MK *zip OF7I0|EE H &L
|2X O Z Ot7}0|E&= "C WUsersWxxxWDocumentsWCompatlb|||tyResuIt zip"of| */USL|Ct
|AE7 43 Mo R E[X| 0 MM et HAE EOME MBS =8l 82 X
Ags X1|** [[H "C: WProgramDataWAms Communications#AcsCompatibilityTestTool
WApplication.log” 2 1 mt & Xto} HESHL|Ct.

S1tot 42, & AXIS Camera Station Device Compatibility ToolOf| [Ct2f 2+
Camera Stat|on01|k| = A Eo1A| Y= AL Axis X| 20| 29|8l0fF gfL|Ct. Ct=2
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HEA0 ZEA| MH7I Y= AL AXIS Secure Remote AccessE Al 5}= HiH

AXIS Camera Station A{t{ 3l/EE= S210|HEQ| HEQ A7 TEA| HE ALES}
5= A2, AXIS Secure Remote AccessE 2 351617| Foj| AH EE= 2210|HEQ
T dsfofF gL Ct.
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o 2310|01E HEE{0| WindowsOl A ZTEA| M S TAIs0F &FL|C}.

ITEA AHZFHER A &KXt AXIS Camera Station Pro A{H| A}O|0f Q= A AXIS Camera
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http://sourceforge.net/p/onvifdm/wiki/Home/
http://sourceforge.net/p/onvifdm/wiki/Home/
https://axis.lightning.force.com/articles/Knowledge/What-information-is-required-when-contacting-Axis-support-about-third-party-device-compatibility-in-AXIS-Camera-Station
https://axis.lightning.force.com/articles/Knowledge/What-information-is-required-when-contacting-Axis-support-about-third-party-device-compatibility-in-AXIS-Camera-Station
https://www.wireshark.org/#download
http://www.axis.com/global/en/support/helpdesk/?tab=new
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https://www.youtube.com/playlist?list=PLqCu13en-F2s0_LpzhQ1lkvlCMdTlnhlO
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