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AXIS Camera Station Pro Secure Entry

O nmporpamMme

Secure Entry anaerca komnoHeHToM AXIS Camera Station Pro. cnonb3yiiTe ero ana fobaBneHna ycTpoicTs u
ynpasneHna pacnucaHmamu. lMoapobHee 06 3ToM MOXHO y3HaTb B PykoBoacTse nosnb3osatena AXIS Camera
Station Pro.


https://help.axis.com/axis-camera-station-pro
https://help.axis.com/axis-camera-station-pro

Ecnv BbI AobaBuan B CBO cUCTEMyY ABEPHON ceTeBol KoHTponnep Axis, 0bopyaoBaHue KOHTpoOnA AocTyna
MoxHo HacTpouTb B AXIS Camera Station Bepcum 6.x unu bonee nosaHen Bepcuu.

MonHoe onucaHne paboyero npouecca HacTpoliky ABepHOro ceTeBoro koHTponnepa Axis B AXIS Camera Station
Pro Secure Entry cm. B pasaene Hactpolika ceTeBoro ABepHOro KOHTposanepa Axis.

MpumeuaHune
Mpexae uem NpucTynaTtb K HacTpoiike, 06A3aTeNbHO BbINOAHNUTE CeAytoLee:

O6HosuTe Bepcnio AXIS OS Ha koHTponnepe B pasgene Configuration (KoHdurypauus) > Devices
(Yertponcrsa)> Management (YnpasneHue).

YcTaHoBuTe AaTy 1 BpeMa AnA koHTponnepa B pasaene Configuration > Devices > Management
(KoHdmrypauma > Yetponctsa > YnpasneHue).

AxTusupyiite npotokon HTTPS Ha koHTponnepe B pasaene Configuration > Devices > Management
(KoHdurypauma > Yctponctsa > Ynpasnerue).

MoapobHee 06 3TOM MOXHO y3HaTb B PykoBoacTse nosnb3osatena AXIS Camera Station Pro.

Pa6ounii npouecc HaCTPOWKN KOHTPOJIA A0CTyna

1.

5.

YT106bI U3MEHUTL CYLLECTBYIOWMIA NPEesyCTaHOBNEHHbIN NPOUNbL NAEHTUMKALNN NN CO34aTh HOBbIN
npodunb naeHTUuKaumm, cm. .

YT06b1 MCNONB30BaTh NOMB30BaTENbCKYIO HAaCTPONKY AnA hopMaToB KapT v anuHbl PIN-koaa, cm. .
[JlobaBbTe ABepb 1 NpumeHuTe npochunb naeHTudmkauum k agepu. Cw. .

HacTpoiTe aBeps.

[Jlo6aBbTe 30HY 1 AobaBbTe ABepy B 30HY. Cwm. .

CoBmecTuMOCTb nporpaMmMHoOro obecneyeHua YCTPOﬁCTB ANA ABEPHbBIX KOHTPOJJIEPOB

BHumaHmne
Mpn ob6HoBneHun AXIS OS Ha ABEpPHOM KOHTpOANEepe cneayeT MOMHUTb CeaytoLLee:

MoannepxuBaemble Bepeum AXIS OS: Moaaepxusaemble Bepcun AXIS OS, nepeuncneHHble

HUXE MPUMEHMMbI TOMBKO Npy 06HOBAEHUM C U3HAUanbHO pekomeHAoBaHHo Bepcun AXIS Camera
Station Pro n ecnn B cucteme nmeetca aepb. Eciu cuctema He cOOTBETCTBYET 3TUM YCNOBUAM,
Heobxoanmo 06HOBUTE ee Ao Bepcun AXIS OS, pekoMeHA0BaHHOMN Ha caiiTe AnA KOHKPETHON BepCum
AXIS Camera Station Pro.

MuHumanbHaa nopaepxuBaeman sepema AXIS OS: Caman ctapas Bepcua AXIS OS, yctaHoBneHHanA B
cucTemMe, onpeaenaeT MUHUMaNnbHO noaaepxusaemyto Bepcuto AXIS OS, Ho He boniee Yem Ha AaBe Bepcuu
Huxe Tekywen. Mpeanonoxum, Bbl ucnonb3dyete AXIS Camera Station Pro Bepcum 6.5 n 0bHoBuAn BCe
ycTponcTBa fo pekomeHayemon sepcumn AXIS OS 12.0.86.2. Toraa sepcua AXIS 0S 12.0.86.2

CTaHOBWTCA MUHUMANbHO NOAAEPXKMBAEMON BEpCHell ANA Baled CUCTEMbI B Aa/IbHENLIEM.

O6HoBneHue ao Bepcun AXIS OS, npeBbiwatouien pekomeHAoBaHHy0: [1peanonoxum, Bbl 06HOBUN
AXIS OS no Bepcuu , npeBblwatollen pekoMeHAOBaHHY0 AnA koHkpeTHol Bepcumn AXIS Camera Station
Pro. lMpn 3Tom Bbl Bceraa MoxeTe MOHM3NUTbL Bepcuio 0bpaTHO A0 pekomeHaoBaHHOW Bepenmn AXIS OS,
€C/IN OHa HaxXoAMTCA B NpeAenax noaaepxky , yctaHosneHHoi ana sepcun AXIS Camera Station Pro.

PekomeHaaummn no AXIS OS Ha 6yaywee: [Ina obecneyeHna cTabuibHOCTA U NOAHOW COBMECTUMOCTU
cucTembl Beersa cneayinte pekomeHaaumam ana sepcum AXIS OS B cooTseTcTBum ¢ Bepcuen AXIS
Camera Station Pro.


https://help.axis.com/axis-camera-station-pro-integrator-guide#set-up-axis-network-door-controller
https://help.axis.com/axis-camera-station-pro

B Tabnuue Huxe npuBeaeHbl MUHUManbHble U pekomeHayemblie Bepeun AXIS OS ana kaxaoin sepcnmn AXIS

Camera Station Pro:

Bepcua AXIS Camera Station

MwuHumanbHaa Bepcua AXIS 0S

PekomeHayeman sepcua AXIS 0S

Pro 6.13 12.5.68.1 12.6.102.1
Pro 6.12 12.2.63.13 12.6.94.1
Pro 6.11 12.0.101.4 12.5.68.1

Jlsepn n 30HbI

Mepenante B pasaen Configuration > Access control > Doors and zones (KoHdurypauma > KoHTponb aoctyna
> [lBepyn 1 30HbI > 30Hbl1), UTO6bI NONYUNTH 0630P M HACTPOUTL ABEPU 1 30HbI.

E}] Cxema KOHTaKTOB

MocMoTpeTb cXxeMy KOHTaKTOB KOHTposepa,
CBA3aHHYI0 C ABepblo. ECin cxeMy KOHTaKTOB HYXHO
pacneyataTb, HaxmuTe Print (Mevats).

EF Mpodunb npeHTndukaumn

N3meHnTb npodpunb naeHTUNKaLmmn AnA ABEpEN.

3awuiLeHHbIN KaHan

BkntoueHme nnm BbikNtOYEHME 3aLMLLEHHOMO KaHana
OSDP Secure Channel ana koHkpeTHOro
cunTbIBaTENA.

[JBepn

HasBaHue

Wma asepn.

[lBepHoii koHTponnep

[lBepHoii KOHTponnep, kK KOTOPOMY NOAK/IOUEHA ABEpPb.

CropoHa A 30Ha, B KOTOPOI HaxoAUTCA CTOpPoHa A aBepu.
CropoHa B 30Ha, B KOTOpOW HaxoANTCA CTopoHa B asepu.
Mpochunb [Mpochunb naeHTMchnKaumm, NPUMEHAEMbII K ABEPN.
naeHTndmKaumum

OopmaTbl KapT K
MAH-koab!

[MokasbiBaeT TN chopmata kapTbl unu anuny PIN-koaa.

CraTyc
[ ]

CocToAaHune asepw.

Online (OHnaiin): [lBepb HAax0AMTCA B pexuMe OHNainH n paboTtaeT

KOpPpPEeKTHO.

Reader offline (CunTbiBaTeNb B aBBTOHOMHOM peXMMe): CUMTbIBaTENb B
KOH(Urypauum ABepy HaxoanTCA B aBTOHOMHOM pexume.

Reader error (Owwnbka cuntbiBaTena): CunTbiBaTeNb B KOH(UrypaLuum sepn
HE NOAAEPXWNBAET 3aLUNLIEHHbI KaHa, UAN 3alMILEHHbIA KaHan BbIKIOUEH

ANA CYNTbIBATENA.

30HblI

HasBaHue

MmAa 30HbI.

Konuuectso agepen

KonnuecTso ABepeil, BKIOUEHHbIX B 30HY.
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Mpumep KoHdMrypauum ABepeii u 30H
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i

® |lmeeTcA ABE 30HbI: 3€/I€HAA U CUHAA.

* lmeetca Tpn ABEpU: 3eN1€HAA, CUHAA N KOPUYHEBaA.

® 3efieHanA ABEPb — 3TO BHYTPEHHAA ABEPb B 3€/1€HON 30He.

®  CuHAA ABEpPb — 3TO ABEpPb MO NEPUMETPY, OTHOCALLAACA TONBKO K CUHEN 30HE.

® KopuyHeBaa ABepb — 3TO ABEPb N0 NEPUMETPY, NpUHaANEXaLan 3eIEHON N CUHEN 30HaM.
Jobasnenne asepn

[Tpumeyanune
® /lnA aBepHOro KOHTPONIEPa MOXHO HAaCTPOUTb OAHY ABEPb C ABYMA 3amMKaMu nnbo xe ABe ABepu C
OJHWM 3aMKOM B KaXXAOM.

e  Ec/in ABEpHOI KOHTPOMNEP HE NMEET ABEpPeN, U Bbl ucnonbsyeTe HoByt Bepcuto AXIS Camera Station Pro
Secure Entry co cTapoit npowmnBKon Ha ABEPHOM KOHTPOJEPE, CUCTEMA He NO3BOAUT BaM A06aBNUTb
asepb. OaHako cuctema paspewaeT A06aBNATbL HOBbIE ABEPU HA CUCTEMHbIE KOHTPONEPbI CO CTapoii
MPOLUMBKOIA MPW HANMUMN YXE CYLLEeCTBYIOLLEN ABEPMW.

CospaHve HoBOW KOHGUTypauny ABepu AnA AobaBNeHNA ABepu:

1. Tepeiante k nyukTy Configuration (KoHdurypauusa) > Access control (KonTponb goctyna) > Doors
and zones ([lsepu 1 30HbI).

2. Haxmute + Add door (Jo6aBuTb aBepb) 1 BbibepuTe ABEPb B pacKpbiBalowemMca crucke.



Tunbl aBepei

[JBepHon aaTumk ObbluHan ABEpb C KOHTPOSEM COCTOAHUA ABEPU,

noAAepXuBaloLwan 3aMKN N CUNTbIBatoLNE
ycTpoiicTea. TpebyeTca ABepHOI KOHTponep.

becnpoBoaHas ceTb [lBepb, KOTOPYI0 MOXHO HAaCTPOUTH C

6ecnpoBOAHbIMI 3aMKaMM1 U KOMMYHWKALWOHHbIMY
xabamu ASSA ABLOY Aperio®. MNMoapobHee cm. B
pasgene .

KoHTponupyeman aBepb [lBepb, KoTOpaAa MoXeT coobwaTb, OTKPbITa OHa WK

3akpbiTa. [ToapobHee cM. B pasaene .

BbiaeneHHan aBepb [lBepb, KOTOpPyt0 MOXHO A06aBUTb Kak pesepBHOe

YCTPOMCTBO B cucTeme b6e3 HeobxoanmocTu Bbibopa
obopyaoBaHuA.

Jtax

Tun asepu Ana ynpasaeHna auTom,
obecneunBaloWmnin ayTeHTUQMKaLNIO J0CTyNa K
3Taxam nuTa C NCMoNb30BaHNEM CUMTHIBAIOLLNX
YCTPOWCTB ANA NAGHTU(UKALMOHHBIX KapT.
Moapobree cm. B pasaene .

8.

9.

10.
11.
12.
13.
14.

BeeauTte uma ABepyn 1 BbibepnuTe KOHTPONIEp ABepHN B packpbiBatowemcea cnucke Device (YeTponerso)
Aana npneAskmn k Asepu. Kontponnep otobpaxaeTca cepbiM LIBETOM, KOrAa Bbl HE MOXeTe A06aBUTb
ApYTyo ABEpb, KOTAa OH HaXOAMTCA B pexnme odaiii nnbo ecnn HTTPS He akTuBeH.

Haxwmute Next ([anee), utobbi nepeiiTy kK cTpaHuue KoH(Urypaunn asepu.
BbibepuTe nopT pene u3 packpbisatouieroca meHto Primary lock (TnasHaa 6noknpoBska).

YT106b1 HaCTPOMTH ABA 3aMKa ABEPU, BbibepuUTe NOPT pene M3 packpbiBatoweroca MeH Secondary lock
(BTopuuHaa 6nokupoBka).

Beibepute npodhunb naeHtndpmkaumu. Cwm. .

HactpoiiTe napametpbl Asepu. Cwm. .

HacTpoliika ypoBHa 6e3onacHocTu. Cwm. .

HaxmuTe CoxpaHuTb.

Y106b1 406aBUTb ABEPb, CKONMPYATE CYLIECTBYIOLLYIO KOH(UIYpaLmn ABEpU:

1.

MepenanTe k nyHkty Configuration (Kondmrypauma) > Access control (KoHTponb aoctyna) > Doors
and zones ([lsepu 1 30HbI).

Haxmure + Add door (Jo6aBuTb aBepb).

BeeanTte uma ABepun 1 BbibepnuTe KOHTpPONNEp ABepy B packpbiBatowemcea cnucke Device (YeTponerso)
ANA NpUBA3KY K ABEPN.

Haxmute Next (“Oanee").

Beibepute cywecTBytoLWwyo KoH(Urypaumio Asepu 3 packpbisatoweroca meHio Copy configuration
(KonuposaTtb koHturypaumio). OTobpaxatoTca NOAKIIOUEHHbIE ABEPU, 1 KOHTPONIEP CTAHOBUTCA
CepbIM, €N OH bbI1 HACTPOEH C ABYMA ABEPAMU AN OAHON ABEPbIO C ABYMA 3aMKaMW.

Ecnn Heobxoaumo, nameHnTe napamMeTpbl.




7. Haxmute CoxpaHuTb.

YT106b1 M3MEHUTL MapamMeTpbl ABEpU:

1. Mepeiiante k nyHkTy Configuration > Access control > Doors and zones > Doors (KoHdurypaumua >

KoHTponb aoctyna > [lsepu u 30HbI > [lBepu).

2. BblbepuTe ABEpb B cnuCKe.

3. Ha)KMVITCKHOI'IKy/ Edit (UsmeHunTb).

4. W3meHnTe 3HaueHNA napameTpoB u HaxmuTe Save (CoxpaHnTb).

YT106bl yAanuTh ABEPL:

1. Tepenamute k nynkty Configuration > Access control > Doors and zones > Doors (KoHdurypauma >

KonTponb goctyna > [lsepu u 30HbI > [lBepn).

2. BbibepuTe aBepb B crimcke.

3. Bbibepute nyHKkT B Remove (YnanuTs).

4, Haxmnte [a.

[ina npocmoTpa BnAaeo oTKpoiiTe Be6-BEPCUI0 AAHHOIO JOKYMEHTa.

Jlobasnerne n HaCTPOVKA ABEPEI U 30H

Hactpoiiku aepm

1. Mepeiiante k nyHkTy Configuration (KoHdurypauua) > Access control (KonTpons goctyna) > Doors

and zones ([lsepu 1 30HbI).

2. BbibepnTe aBepb, koTOpyto TpebyeTcA N3MEHUTD.

3. HaxmuTe kHomky 7 Edit (U3meHunTb).

Bpema goctyna (c)

3apaiite Bpema (KONNUYeCTBO CeKyHA), B TeueHune
KOTOPOro ABepb A0/KHA OCTaBaTbCA OTNEPTON nocsie
npegocTaBneHna goctyna. [sepb 6yaeT ocTaBaTbeA
0TNepToil, NoOKa OHa He ByAeT OTKpbITa AN NoKa He
ncTeueT 3azaHHoe Bpema. [lsepb 6nokupyeTca npu
3aKpbITUN, AaXe eCin BpemMA A0CTyNa eLle He
NCTEKNO.

Open-too-long time (sec) (Bpema «oTkpbiTa
cnmwkom aonron (c))

[leiicTByeT, TONbKO €CNN HAaCTPOEH ABEPHOI MOHUTOP.
YcTaHOBNTE KONMYECTBO CEKYHJ, B TEUEHNE KOTOPbIX
ABepb ocTaeTcA oTnepTon. Ecnn aABepb oTkpbITa NoO
NCTEUEHMMN YCTAHOBNEHHOMO BPEMEHN, 3TO BbI3blBaeT
CWUTHan TPeBOrW, COOTBETCTBYIOWMA COBbITHIO
«OTKpbITa CAMWKOM Aonro». 3afalTe npasuio
AeNcTBNA, uTObbI ONpeaenunTh, kKakoe AencTeue byaeT
3anyckaTbcA cobbiTueM «OTKPbITA CAULLKOM AONTON.

JnutenbHoe Bpema aoctyna (cek)

3apaiTe Bpema (KONMUECTBO CEKyHA), B TeyeHue
KOTOpOro ABepb A0/XHA 0CTaBaThCA OTNEPTON nocne
npeaocTaBneHna goctyna. nutensHoe Bpema
AOCTYyNa NpUMeHAeTCA BMECTO 3aAaHHO




ONNTENBbHOCTU A0CTYNa ANA BnaAenbues KapT, 41A
KOTOPbIX BK/TKOYEH 3TOT NapameTp.

Long open-too-long time (sec) (AnuTensHoe Bpemsa
«OTKpbITa cauwkom gonro» (c))

JleiicTByeT, TONBKO €CNY HAaCTPOEH ABEPHON MOHNTOP.
YcTaHOBNTE KONMYECTBO CEKYHJ, B TEUEHNE KOTOPbIX
ABepb ocTaeTcA oTnepTon. Ecnn ABepb oTkpbITa No
NCTEUYEHNMN YCTAaHOBNEHHOIO BPEMEHN, 3TO BbI3bIBaET
CWUTHan TPeBOrW, COOTBETCTBYIOWMA CObbITHIO
«OTKpbITa cnuwkom gonrox. inutensHoe Bpema Ao
nofaun curHana Tpesorn «OTKpbITa CAMLWKOM AONATO»
NPUMMEHAETCA BMECTO 33laHHOr0 BPEMEHM «OTKPbITA
CAWNLIKOM JONTO» ANA BNAAENbLEB KapT, €CNu
aKTMBNPOBaHa HacTpoika JlnutenbHoe BpemA
AocTtyna.

Bpemsa 3apepxkn nosTopHoro 3anupanua (mc)

HacTpoiiTe BpemMA B MUANMCEKYHAAX, B TeUeHNE
KOTOPOro ABepb OCTaeTcA He3anepToi nocne ee
OTKPbITWUA WKW 3aKPbITUA.

MoBTOpHaA 6nokmposka

® [locne oTkpbiTnA: [lecTByeT, TONbKO eCu
A06aBneH ABEPHOI MOHNTOP.

e After closing (Mocne 3akpbiTua): Jeictayer,
TONbKO ecnu AobaBneH ABEPHON MOHWTOP.

JBepb oTkpbITa cunon

BoibepuTe, Oyaet nn cuctema nosaBaTb CUMHan
TPEBOrK, €N ABEPb bbl1a OTKPbITA CUON.

JlBepb OTKpbITa CANLIKOM AOAMO

Bbibepute, byaeT nm cuctema nojaBaTb CUrHaN
TPEBOrM, €C/N ABEPb OCTABaNaCh OTKPbLITOI CANLIKOM
LONTo.

YpoBeHb 6e30nacHOCTH ABEpU

K aBepu MoXHO f06aBUTH cneaytowyo yHKUMo besonacHocTr:

I'Ipanmo ABYX YUENOBEK - I'Ipanmo ABYX Ue€noBekK Tpe6yeT BBEACHNA YUY€THbIX AaHHbIX ABYMA NloAbMW ANA

nonyyeHnAa AocCTyna.

JlBoiHoit cBainn - /[lBoiiHoe npoBeAeHMe KapTbl NO3BOMAET BNaAe/bLy KapThl U3MEHNTb TeKyLlee COCTOAHME
Aagepu. Hanpumep, ¢ nomoLbio 370N hyHKLMM MOXHO 3a6n10KMpoBaTh nan pa3bioknpoBaTh ABEPb BHE
YCTaHOB/IEHHOr0 pacnucaHua, 4YTo yaobHee, UeMm BPyUYHYI0O MEHATb CTaTycC ABepu B cucTeme. [lBOMHON CBaiin He
BNMAET Ha CyLleCTBYyloLee pacnucaHne. Hanpnmep, ecnu pacnncanme npeaycmatpnBaeT 610KMpoBKy ABEpK Npw
3aKpbITW, N COTPYAHUK YXOAUT Ha 06eAeHHbIN NepepbIB, ABEPb BCE paBHO byaeT 3ab10kMpoBaHa COrNacHo

pacnucaHmio.

MoxHo HaCTpPOUTb YPOBEHb 6e3onacHoCTy npn nobaeneHun HoBom ABEpW nnn AnAa yxe CyLLI,ECTBy}OLLI,CVI ABEpn.

[na nobaBnenna npasuna ABYX YESIOBEK K CYLLECTBYIOLLEN ABEPU:

1. Tepengmute k nyHkty Configuration (Kondmrypauua) > Access control (KoHTpons aoctyna) > Doors

and zones ([leepu 1 30HbI) >.

Haxmute kHonky Edit (U3meHnTs).

BknioueHne npaBuna ABYX YENOBEK.

o o &~ WD

HaxmnTe MNpumeHunTb.

Bbibepute ABepb, ANA KOTOPON HYXHO HACTPOUTb YPOBEHb Be30macHoCTH.

HaxmuTe Security level (YpoBeHb 6e30nacHocTy).




MpaBuno aByx uenoBek

CropoHa A n cTopoHa B BbibepuTe, ¢ kako CTOpOHbI ABepy ByaeT

NCnosb30BaTbCA NMpaBuio.

PacnucaHnua BbibepuTe Bpema, B koTopoe byaeT AencTBOBaTb
npasuno.
Bpema Taiim-ayTa (B cekyHaax) Tailm-ayT — 3T0 MakCUManbHO AONYCTUMOE BPeMA

MEXAY CYNTbIBAHNAMWN KapT Uan BBOAOM APYrnx
DENCTBUTENbHbIX YUYE€THbIX AaHHbIX.

[Jna nobaBneHnsa ABOWHOI0 CBalna K CyLecTBYOLWeR ABepN:

1.

N o g bk e

MepeiianTe k nyHkTy Configuration (KoHdurypauma) > Access control (KoHTponb goctyna) > Doors
and zones ([lBepu 1 30HbI) >.

Bbibepute aBepb, ANA KOTOPON HYXXHO HAaCTPOUTL YPOBEHb Be3omacHoCTH.

Haxmute kHonky Edit (U3meHnTs).

Haxwmute Security level (YpoBeHb 6e3onacHocTy).

[inAa BrioueHnA yHKUMN ABOWHOMO CBanna.

HaxmunTe MNpumeHunTb.

,U,I'IFI npnmMeHeHnA ,U,BOVIHOFO cBaiina K BaA€nbly KapTbl.

7.1.

7.2.
7.3.
7.4.
7.5.

OTkpoiiTe Bknaaky Access Management (YnpaBnenue aoctynom).

Haxmute i pasom ¢ Bnagenbuem KapTbl ANA peaakTupoBaHnAa n Bbibepute Edit (M3mennTs).
Haxmute More (JononHutenbHo).
Bbibepute Allow double-swipe (Pa3pewnTb ABoiiHOW cBaun).

HaxmuTe MNpumMeHmnTb.

[JBoiiHoi cBaiin

Bpema Taim-ayTa (B cekyHaax) TaliM-ayT — 3TO MakCUManbHO AOMYCTMMOE BpeMA

MEXAYy CYNTbIBAHNAMWN KapT nnn BBOAOM APYrnx
NeNCTBUTENbHbIX YUYE€THbIX AaHHbIX.

MapameTpbl BpemeHU

1 [octyn npesoctasneH — 3aMOK OTIUPAETCA
2 Bpema goctyna
3 Hukaknx AedcTBuI HE NPEANPUHATO — 30MOK 30MMPAETCA




AXIS Camera Station Pro Secure Entry

4 BeinonHeHo aevictene (OTK,DbITG ,[lBE',Db} — 30MOK 3annPaeTCA nan OCTAETCA HE3ANEPTbIM
A0 30KPbITNA ABEPN

5 Bpema go noaaun curHana tpesory «OTKPbITA CAULLIKOM AO/ITO»
6 Curnan Tpesory «OTKPbITA CAULIKOM AOSTO» BbIK/IOYAETCA

® @ @
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N °
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©
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ZJlocTyn npesocTasaeH — 3aMOK OTAUPAETCA

Bpema goctyna

2+3: [lnntenbHoe BpemMA 4OCTyna

Hukakux aeicTBuil He NPEANPUHATO — 3aMOK 3aNMpPaeTcA

BbinonHeHo aevicTaue (0TKpbITA ABEPb) — 3AMOK 30MMPAETCA WM OCTAETCA He3anepTbiM
A0 30KpbITUA ABEPU

Bpema ao noaaun curnana tpesory «OTKpbITA CANLLIKOM A0/I0»

6+7: nutensHoe Bpema 4o noaaun curHana Tpesorn «OTKPbITA CANLIKOM AOJIO»
Curuan Tpesorun «OTKpbITA CANLIKOM AONIO» BbIK/IHOHYAETCA

N WOWN =

o N O

Jlo6aBnenne 6ecnpoBoAHON 610KMPOBKM

AXIS Camera Station Pro Secure Entry noanepxusaet ASSA ABLOY Aperio® becnpoBozHbie 610kMpoBKM 1
KOHLeHTpaTopbl. becnpoBoaHaa 6nokupoBKa NoAKIOYaeTCA K CMCTEME uepes KoHUueHTpaTop Aperio,
NOACOeANHEHHbIN K pasbeMy RS485 aABepHoro koHTponnepa. lnA o4HOro ABEPHOIO KOHTpONepa MOXHO
noaknounTb A0 16 6ecnpoBoAHbIX 610KMPOBOK.

,D.)'IF! npocmoTpa BNAEO OTKpOI?ITe BCﬁ-BCpCVHO AaHHOI0 AOKYMEHTa.

[Tpumeyanune

e [lnA BbINOAHEHMA HAcTpoikn TpebyeTcA, uTobbl Ha ABEpPHOM KoHTponnepe Axis bbina ycraHosneHa AXIS
0S Bepcun 11.6.16.1 unu bonee nosaHen.

e JInA BbINONHEHMA HACTPoliku TpebyeTca, utobbl ana AXIS Door Controller Extension umenach
AeNCTBNTENbHAA NNLEH3UA.

®* Heobx0AMMO CUHXPOHM3MPOBATL BpeMA Ha ABEpPHOM KoHTponnepe Axis u Ha cepsepe AXIS Camera
Station Pro Secure Entry.

® [Ipexae uem HauaTb paboTy, HEOHXOAMMO BbINOMHNTL conpAxeHne 6i1okupoBok Aperio ¢
KOHLeHTpaTopoM Aperio, ncnonb3ya NpuknagHoe cpeacTBo ¢ noaaepxkoil TexHonorun ASSA ABLOY.

® Ecnm 6ecnpoBoaHble 6N10KNPOBKM HaXOAATCA B aBTOHOMHOM pexnme, OHW He ByayT cneaoBathb
pacnmcaHuio OTNUpaHunA.

1. BbinonHnTe AOCTYN K ABEPHOMY KOHTPONNEPY.
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1.1.
1.2

OTkpoiite meHto KoHdurypauma > Yetpoiicta > [lpyrue ycTpoicraa.

OTkpoinTe Be6-nHTEpheic ABEPHOrO KOHTPOAEPa, MOAK/IOUEHHOTO K KOHLEHTpaTopy Aperio.

2. BxntouuTe AXIS Door Controller Extension.

2.1.

2.2.
2.3.

2.4.

B Be6-uHTepdheiice koHTponnepa asepu nepeinante 8 pasaen Apps (Mpunoxenus).

OTkpoitTe koHTekcTHOe MeHto AXIS Door Controller Extension  *

LLlenknuTe Activate license with a key (AkTMBMpoBaTb NMLEH3MIO KNtOUOM) 1 BbibepuTe
HY>XHYIO NULEH3NI0.

Bkntounte AXIS Door Controller Extension.

3. TloakniounTe becnpoBoaHyto 6110KNPOBKY K ABEPHOMY KOHTPONIEPY YePEe3 KOHLEHTPATop.

3.1.

3.2
3.3.
3.4.
3.5.

B Beb-nHTepdpelice ABepHoOro koHTponnepa BbibepnTe Access control > Wireless locks
(KoHTponb noctyna > becnpoBoaHble 6510kMpoBKy).

Haxmute Connect communication hub (MoakniounTb KOHUEHTpaTOP).
BeeanTte nma koHueHTpaTopa n Haxmute OK.
HaxmuTe Connect wireless lock (MoakntounTs 6ecnpoBoaHyto 610KMPOBKY).

Bbibepute aapec 1 BO3MOXHOCTU A0baBnAeMoii 610KMPOBKM 3aMKa U HAXMUTE KHOMKY Save
(CoxpaHuTb).

4. JlobaBbTe 1 HaCTpoOWTE ABEPL C BecnpoBOAHON 610KNPOBKOM.

4.1.

4.2.
4.3.

4.4.
4.5.
4.6.

4.7.

B AXIS Camera Station Pro Secure Entry nepeiaute k nyHkty Configuration (Kondurypauus) >
Access control (KonTponb aoctyna) > Doors and zones ([isepn u 30Hbl).

HaxmuTe + Add door (Jo6aBuTb asepb).

BbibepuTe ABEpPHON KOHTpPONNEP, NOAKMIOUEHHBIN K KOHUEHTpaTopy Aperio, Boibepute Wireless
door ([lsepb ¢ 6ecnpoBoAHbIM ynipaBneHnem) B kauecTse 3HaueHnsa Door type (Tun asepm).

Haxmute Next ("Janee").
Bbibepute Wireless lock (BecnpoBoaHaa 6nokupoBka).

OnpezenuTe cTopoHbl ABepu A n B n gobaBbTe HyxHble aaTunki. JlononHUTeNbHble CBeAeHNSA
CM. B pasgene .

HaxmuTe CoxpaHuTb.

Moakniouns GCCI'IpOBO[I,Hy}O 6]'IOKVIp0BKy, MOXHO NOCMOTPETb YPOBEHb 3apAAa aKKyMYy/ATOPa N €ro COCTOAHNE B

0630pe asepen.

YpoBeHb 3apAga akkymynatopa [encTteune
Xopouo Her
Huskan Bnoknposka paboTaeT kak MOAOXEHO, HO cneayeT

3aME€HUTb aKKyMYy/IATOP A0 TOro, Kak ypoB€Hb €ro
3apAda CTAHET KPUTUYECKNM.

Kputunueckne ownbkn 3ameHnTe akkymynaTop. bnoknpoBka, BO3MOXHO,

paboTaeT HenpaBWbHO.

CocToAHMe 3amKka [eiicTene

AncTaHunoHHoe obyueHne Het

3aknnHnBaHNe 3amka YcTpaHuTte ntobble MexaHuueckue npobnemsi C
3aMKOM.
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Jlo6aBneHne aABepHOro MOHMTOpa

JlBepHON MOHUTOP — 3TO AaTUMK NOMIOXKEHNA ABEPU, KOTOPbI KOHTPOAMPYET hM3Mueckoe COCTOAHNE ABEPM.
MoxHo A06aBNTb ABEPHON MOHUTOP K ABEPU M HAaCTPOMTb cnocob ero NoAKAYEHNA.

1. TlepeianTe Ha cTpaHuuy KoHurypauum asepu. Cm. .

2. B pa3sgene Sensors (Jatunku) HaxmuTe Add (Jo6asuTb).

3. Bbibepute Door monitor sensor (JaTumk ABEPHOro MOHMTOPA).

4. BbibepuTe nopT BBOAA-BbIBOAA, K KOTOPOMY Bbl XOTUTE NOAKMOUNTH ABEPHOI MOHMTOP.
5

B paszene Door open if ([lBepb 0TKpbITa, €cnu) BbibepuTe cnocob noaknoueHmA Lenei 4BepHoro
MOHUTOPA.

6. YT0bbl M3MEHEHMA B COCTOAHUN AUCKPETHOrO BXOAA /10 €ro Nepexosa B HOBOE CTabunbHOE COCTOAHNE
nrHopupoBsanunce, 3aaante napameTtp Debounce time (Bpema ycTpaHeHus ape6esra).

7. YT06bI Npn NpepbIBaHNM COBANHEHNA MEXAY ABEPHbIM KOHTPOIEPOM W ABEPHBIM MOHUTOPOM
NHULMMpPOBanoch cobbiTue, Bkntounte napameTp Supervised input (KonTponupyembliii Bxoa). Cwm. .

[lBepb oTKpbITa, €CNu

Llenb pasomkHyTa Llenb ABEpHOro MOHMTOPA ABNAETCA HOPMASIbHO
3aMKHyTON. [lBEpHOII MOHUTOP OTNPaBAAET CUTHAN
OTKpbITUA ABEPW NpK pa3mblkatum Lenu. Koraa uensb
3aMKHyTa, ABEPHOI MOHUTOP OTNPaBAAET CUTHan,
03HaualoWmi, 4To ABEPb 3aKpbITa.

Llenb 3amkHyTa Llenb ABEpHOro MOHNTOPa ABNAETCA HOPMasbHO
pasoMKHYTON. [lBepHON MOHUTOP OTMPaBAACT CUrHaN
OTKPbITWA ABEPU NpU 3aMbiKaHun uenu. [isepHon
MOHWTOP OTMPaBAAET CUTHAN 3aKPbITUA ABEPU NpH
pasmbIKaHUM Lenu.

Jlo6aBneHne ABepu C MOHUTOPUHIOM

[lBepb ¢ MOHWTOPUHIOM — 3TO TUN ABEPU, KOTOPbI NO3BONAET OTCNEXMBATb €e cocToAHNe (0TKpbITa NN
3aKkpbITa). Hanpumep, Takyto yHKLMIO MOXHO NCONB30BATh ANA NPOTUBOMNOXAPHON ABEpH, Ha KOTOPOI 3aMOK
He HYXXeH, 0AAHaKo TpebyeTcA KOHTPO/b NOMOXEHNA ABEPU.

[lBepb ¢ MOHMTOPWHIOM OT/IMYAETCA OT 06bIYHON ABEPYN C ABEPHbIM MOHUTOpPOM. ObbluHaA ABepb C ABEPHbIM
MOHUTOPOM NOAAEPXKMBAET 3aMKM MU YCTPONCTBA CUMTbIBAHUA U NpK 3TOM TpebyeT HaNMumA ABEPHOro
KoHTponnepa. [lsepb ¢ MOHNTOPUHIOM NOAAEPXKNBAET OANH AaTUNK NONOXEHNA, HO TpebyeT TONbKO CETEBOrO
MoAynA BBOAA-BbIBOAA, NOAKNOYEHHOI0 K ABEPHOMY KOHTPONNEPY. K OAHOMY CceTeBOMY MOAY/10 BBOAA-BblBOAA
MOXHO MOAKNOUNTL L0 NATW AATUNKOB MONOXEHUA ABEPMU.

[TpumeuaHune

[na aBepu c MoHNTOpUHTOM TpebyeTcA ceTeBON MoAyNb BBoAa-BbiBoAa AXIS A9210 c nocnesHel Bepcueil
npowwnsku, Bktouaa npunoxenne AXIS Monitoring Door ACAP.

HacTpoiika aBepu ¢ MOHUTOPUHIOM:

1. YctaHosuTe AXIS A9210 1 obHoBuTE ero Ao nocneaHen sepcum AXIS OS.
2. YcTaHOBMTE AaTUNKN NONOXEHUA ABEPN.

3. B AXIS Camera Station Pro Bbibepute Configuration > Access control > Doors and zones
(Koncpurypauna > Ynpasnenue goctynom > [lsepu 1 30Hbl).

4, HaxwmunTe Add door (lo6aBuThb ABepb).

BeeanTte uma.

6. B pa3saene Type (Tun) sbi6epute Monitoring door ([lBepb ¢ MOHUTOPUHIOM).
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10.
1.

B paszene Device (YcTpoiicTBo) BbibepuTe Baw ceTeBoi MoAy/b BBOAA-BbIBOAA.
Haxmute Next (“Janee").

B pa3saene Sensors (Jatumnku) Haxmute + Add ([Jo6asuTb) n Bbi6epuTte Door position sensor (Jatumk
NONOXEHNA ABepH).

Bb|6ep|/|Te NnopT BBOAA-BbIBOAA, K KOTOPOMY NOAKIKOUEH AATUMK NMONOXEHNA ABEPU.

Haxmute [lo6aBuUTh.

Jl06aBuTb BX0Z upe3BbluanHON CUTyauuu

Bbl moxeTe 406aBUTb 11 HACTPONTL aBapUNHbIN BXOA ANA WHULIMNPOBAHMA AEWCTBKA, KOTOpPOE BIOKMpYeT nnu
pasbnokupyeT ABepb. MOXHO Takxke HaCTPONTb CMOCO6 MOAKIIOUYEHNA LEeni.

1.

2
3
4.
5

MepeiianTe Ha cTpaHuuy KoHdurypaumn asepu. Cwm. .

B pa3saene Sensors (Jatuunku) Haxmute Add (Jo6aBuTb).

Bbi6epute Emergency input (Bxoa upe3BbiuaiiHoii cutyauum).

B pasanene Emergency state (Upe3sbluaiiHaa cuTyauma) Bbibepute cnocob NOAKMOUEHNA Lien.

YT06bl M3MEHEHWA B COCTOAHMN ANCKPETHOrO BXOAA [0 €r0 NEPEX0Aa B HOBOE CTabubHOE COCTOAHME
nrHopmpoBsanunce, 3aaante napameTp Debounce time (ms) (Bpema ycTpaHenua ape6esra (mc)).

Boibepute Emergency action ([eficTBue npu upessbluaiiHoil cUTyaLmum), KOTOPOE AOMXHO 3anyckaTbCA
npy NOCTYNNEHUM Ha ABEPb CUTHANA Ype3BbIUalHON CUTYyaLNN.

ABapuitHoe cocToAHME

Llenb pasomkHyTa Ko Bxoay upe3BblyaiiHON CUTyaUMn NMOAKIIOUYEHa

HOPMaJIbHO 3aMKHYTaA UEnb. Curnan HpCBBbIHaVIHOVI
CATyaunn oTnpaBnA€TCA Ha BXOA l4pCE}BI::ILIE:II\/'IH0I7I
CUTyauun, Kkorga uenb pa3smblikaeTCA.

Llenb 3amKkHyTa Ko Bxoay upe3BblyaitHON CMTyaumnn NOAKIKUYEHA

HOpPManbHO pa3oMKHyTaA uenb. CurHan
Upe3BbIYAHON CUTyaLMN OTNPABNAETCA HA BXOLA
Upe3BbIYAHON CNTyaLM, KOTAa Lenb 3amMblKaeTcA.

ABapuitHoe aencTBue

OTI'IEpETb ABEPb ﬂ,BCpb oTnMpaeTcAa npn noayye€HNnN CUrHana

upe3BbIYaliHON CUTyaLMN.

3anepeTb ABEPb ﬂ,Bepb 3anupaeTcAa npu noayyYyeHnmn cMrHana

upesBblUaliHON CUTyauuu.

Jo6aBneHne cunTbiBaloLLEro ycTpoincTBa

MoxHo HaCTpPOuTb ,D,BCpHOI?I KOHTPOMNEP Ha NCNOMb30BaHNE ABYX NPOBOAHbIX CHNTbIBAOLWMNX YCTp0I7ICTB. Bbl
MoXeTe A06aBUTb CUMTbIBatoLLEe YCTpOVICTBO TONbKO C OAHOIA CTOPOHbI Unn ¢ obenx CTOPOH ABepNn.

Ecim k cunTbiBatowemy ycTpoiicTBy NpuMeHeHa nofib30BaTenbckaa HacTponka AnA (hopmMaToB KapT UAN ANVHbI
PIN-koaa, 3To HarnaaHo oTobpaxaeTtca B ctonbue Card Formats (dopmatbl kapT) B pasaene Configuration >
Access control > Doors and zones (KoHndurypauma > KoHTponb goctyna > [leepu 1 30Hb1). Cwm. .

[MpumeuaHne

Taoke K 04HOMY KOHTpOAIEpY MOXHO noaknounTb Ao 16 Bluetooth-cunTbiBaTenei. MoapobHee cm. B
pasaene .

Ecnu Bbl ncnonb3yeTe cuctemy ceteBon Buaeocsasn Axis B kauecTse IP-cunTbiBaTens, cucteMa
ncnonb3yeT koHpurypauuio PIN-koaa, 3aaaHHy0 Ha Be6-CTpaHuLEe yCTponCTBa.
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1. TlepeianTe Ha cTpaHuuy KoHgurypauum asepu. Cwm. .
Ana onHoii ctopoHbl Aepn HaxmuTe Add (Jlo6aBuTh).
Bbibepute Card reader (YcTponcTBO ANnA cUMTbIBaAHMA KapT).

Bbi6epute Reader type (Tun cuntbiBatoLiero ycTponcTsa).

o & N

Mcnonb3oBaHue nonb3oBaTenbckoi HacTponkn AnvHbl PIN-koaa anA AaHHOro cunTbiBaTeNA.
5.1. HaxmunTe JononHuTenbHo.

5.2. Bkntounte napametp Custom PIN length (Monb3oBaTenbckaa anuHa PIN-koaa).

5.3.  3apaite napametpbl Min PIN length (MunumansHaa anuna PIN-koaa), Max PIN length
(Makcumanbhaa anuna PIN-koaa) n End of PIN character (Mocneanwnii 3nak PIN-koaa).

6. Mcnonb3oBaHne nonb30BaTENbCKOTO q:)opmaTa KapTbl ANA AaHHOI0 CYMUTbIBATENA.

6.1. HaxmunTe [lononHuTenbHo.
6.2.  Bknwoumute napametp Custom card formats (Monb3osatenbckne hopmaTbl KapT).
6.3.  Bbibepute Tpebyemble hopmaTbl KapT ANA CUNTbIBAKOLLEro ycTpoincTea. Ecnn chopmat kapTbl ¢

TaKoW xe 6MTOBOI ANNHON YXe UCNONb3yeTCA, He0bX0ANMO CHauana AeakTMBUPOBaTh 3TOT
chopmaT. 3HauoK npeaynpexaeHna oTobpaxaeTca B KNNEHTE, KOrAa HacTpoiika hopmaTa KapThbl
OT/INYaeTCcA OT HACTPOWKM, 3aaHHOIN B KOH(PUIypaLnmM CUCTEMbI.

7. Haxmute [lJobaBuTb.

8. [nA pobaBneHnA cuMTbIBalOWEro YCTPOCTBA Ha APYroil CTOPOHE ABEpU elle pa3 NoBTOpuTE 3Ty
npoueaypy.

[Ana nonyuenma nHopmaumm o HacTpomke cunTbiBaTena WTpux-konos AXIS cm. passen Hactpoiika
cynThIBATENA WTPUX-K0A0B AXIS.

Twvn cunTtbiBaTENA KapT

OSDP RS485, nonyaynnekc [na cunteiBaTenein RS485 sbibepute OSDP RS485
half duplex (OSDP RS485, nonyaynnekc v nopT
cunTbIBaTENA.

Wiegand B cnyuae cuntbiBaTeneil, MCNONb3ylOLWMX NPOTOKObI
Wiegand, Bbibepute Wiegand n nopT cuntbiBaTens.

CuutbiBaTens IP-aapecos B cnyuae IP-cuntbiBaTeneii Boibepute IP reader (IP-
CUMTBIBaTENb) 11 BbIGEPUTE YCTPOIICTBO 13
packpbiBatoweroca meHto. CeeaeHuna o TpeboBaHnAX
N NOAAEPXNBAEMbIX YCTPONCTBAX CM. B pasaene .

Wiegand

KoHTponbHbIN nHankaTop Bbi6epute Single wire (OaHonposoaHoi) nnn Dual
wire (R/G) (AsyxnposoaHon (kp/3en)). CuntbiBaTenu
C ynpaBneHnem AByMA CBETOAMOAAMU NCMONb3YIOT
pasHble NPOBOAA ANA KPAaCHOTO 1 3e/1€HOr0 LIBETOB.

OnoBelueHne 0 HeCaHKLMOHUPOBAHHOM AoCTyne BbibepuTe akTuBHOE COCTOAHME BXOAA CUTHANa

HECaHKUMOHNPOBAHHOI0 A0CTYyNa (BBHOMa) anA
CUYNTbIBATENA.

e Open circuit (PasomkHyTas uenb):
CunTbiBatolLee YCTPOICTBO OTNPABAAET Ha
LBEpb CUTHa/ HECAHKLWMOHNPOBAHHOI O
poctyna (B3noma), koraa Lenb pa3oMKHyTa.

e Closed circuit (3amkHyTan uenb):
CumnTbiBatollee yCTPONCTBO OTNPABAAET Ha
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ABEPb CUIHaN HECaHKUMOHMPOBAHHOIO
noctyna (B3noma), koraa Uenb 3aMKHyTa.

Bpema ycTpaneHnma apebesra ana o6HapyxeHuA YT06bI N3MEHEHMA B COCTOAHNM BXOAA CUTHANA
HECaHKLMOHNPOBAHHbIX AEWCTBMIA HeCaHKLMOHMPOBAHHOrO 0CTyNa A0 ero nepexoja B

HOBOE CTabubHOE COCTOAHNE NTHOPUPOBANNCh,
3apaiiTe napametp Tamper debounce time (Bpems
ycTpaHeHuAa ape6esra ana o6HapyxeHuA
HECaHKLIMOHNPOBAHHbIX AEWCTBUN).

KoHTponupyemblii BXxoa Bkntounte napameTpbl, UTO6bI NpN NpepbIBaHNN

COEAMHEHMA MEXAY ABEPHbIM KOHTPONNEPOM U
CUYNTHIBAOLWMM YCTPONCTBOM MHULMMPOBANOCH
cobbiTne. Cwm. .

Jlo6aBnenne cuntbiBatowwero Bluetooth-yctpoicrsa

Bbl moxeTe ncnonbzoeatb AXIS A4612 Network Bluetooth Reader ana pacwuperuna nnmuta npoBoAHbIX ABEpeit
B KOHTposinepax focTyna Axis. KoHTponnep MoxeT ynpaBnaTb 40 16 TaKUMU CUNTbIBAaTENAMM, KaXKAOMY U3
KOTOPbIX MOXET bbITb Ha3HaueHa CBOA ABepb. Kaxapbii cuntbiBaTeNb CNOCOOEH YNPaBAATL 3aMKOM ABeEpH,
kHonko# Bbixoaa (REX) u aatunkom nonoxexua asepu (DPS).

[obaBneHne n ncnonb3oBaHNe 3TUX CYNTBIBAIOWMX YCTPOWNCTB He TpebyeT A0NONHUTENbHOW INLEH3NN.

YT06bI A06aBNTL AXIS A4612 Network Bluetooth Reader k asepu:

1.
2.

Y6eaunteck, uto AXIS A4612 conpaxeH ¢ koHTponnepom asepu. Cwm. .
lMepeiianTe Ha cTpaHuuy koHgurypauun asepu. Cv. pasgen .

Ana oaHoii ctopoHbl Asepn HaxxmuTe Add (Jo6asutsb), 3aTem Card reader (YetponcTtso ana
CUMTbIBaHMA KapT).

BbibepuTe IP-cunTtbiBaTENb, 3aTEM BbIGEpUTE conpaxeHHblin AXIS A4612 13 Bbinaaatollero cnucka.
Ecnm 370 cunTbiBatOwWEe YCTPORCTBO ByAeT NCMNOMb30BaThCA A/A COMPAXEHMA YUETHbIX AaHHbIX,
OTMeTbTe ero Kak npeAHasHaueHHoe Anda conpaxenua. Haxvute [Jo6aBnTb.

Ha sknaake Overview (0630p) namenute npochunb naeHTudprkaumn. Boi MmoxeTe Bbibpath npodunn Tap
in app (Kacanwue B npunoxenun) unn Touch reader (Kacanue cuntoiBatens), ecnu AXIS A4612
YCTaHOBJIEH TONbKO C OAHON CTOPOHbI ABEPMU, @ C APYroN UCMNONb3yeTcA KHomka Bbixoaa (REX).

CumutbiBaTens IP-aapecos

B AXIS Camera Station Secure Entry B kauecTse IP-cuntbiBaTENA MOXHO MCNONL30BaTh CETEBON AOMOGOH AXis.

[Tpumevanune

[na storo Tpebyetca AXIS Camera Station 5.38 unn 6onee no3aHeil BepCUM N CETEBON ABEPHON
konTponnep AXIS A1601 Network Door Controller co BcTpoeHHbim 10 Bepenm 10.6.0.2 unn bonee
no3aHei Bepcum.

[na ncnonb3oBaHnA foMochoHa B kauecTBe |P-cunTbiBaTENA HUKAKOW €0 CNeunanbHoi HacTPoKK He
TpebyeTca.

MonnepxnBaemMble yCTpoOIiCTBa:

CeTteBoii BuaeogomodoH AXIS A8207-VE Network Video Door Station co BeTpoeHHbim M0 Bepcun 10.5.1
nnu 6onee nNo3aHen Bepcumn

CeteBoii BuaeogomodoH AXIS A8207-VE Mk Il Network Video Door Station co BcTpoeHHbIM 10 Bepcun
10.5.1 unn bonee no3aHein Bepcum

AXIS 18116-E Network Video Intercom

15




Jo6asnenne REX-ycTpoiicTea

Bbl moxeTe no ceoemy ycmoTpeHnto A06aBuTh REX-ycTpoiicTBO TONBKO C OAHONM CTOPOHbI ABEpW 1w ¢ 0benx
cTopoH. B kauectBe REX-ycTpoiicTBa MoxeT ucnonb3osatbea naccuBHbin MK-gatumk, REX-kHoMKa nnu
TONKaWMi pblyar.

1.

[NepenauTe Ha cTpaHuuy koHdurypaunm asepu. Cm. .

2. [na ogpHoli ctopobl aepu Haxmute Add (Jo6asuTh).
3. Beibepute REX-ycTpoiicTBo.
4. Bbibepute nopT BBOAA-BbIBOAA, K KOTOPOMY Bbl X0TUTE noakntounts REX-ycTpoictso. Ecnn aoctynen
TONbKO OAWH NOPT, OH ByAeT BbIOpaH aBTOMATUYECKU.
5. B nynkTe Action ([eicTeue) BbibepuTe AeiicTBue, KoTopoe byaeT 3anyckaTbCA Npu Nprueme curHana
REX aBepbio.
6. B paszene REX active (REX akTueH) BbibepnTe cnocob NOAKNIOUEHNA Leneil ABEPHOrO MOHUTOpA.
7. YT06bl M3MEHEHNA B COCTOAHMN ANCKPETHOrO BXOAA [0 €ro Nepexosa B HOBoe CTabuibHOe COCTOAHNE
UrHopupoBanuch, 3agaiTe napametp Debounce time (ms) (Bpema yctpanenus apebesra (mc)).
8. YT06bI NpUN NpepbIBaHNN COGANHEHNA MEXAY ABEPHbIM KOHTponnepom n REX-ycTpoiicTBom
NHULMMpPOBaNnoch cobbiTue, Bkntounte napameTp Supervised input (KoHTponupyemblii Bxoa). Cwm. .
Hencteue
OTnepeTb ABEpD Bbibepute, uTobbI OTNEPETH ABEPL NpY NPUEME
curHana REX.
Het Bbibepute 3TOT BapnaHT, €ciM Npu NOCTYNAEHUN
curHana REX Ha aBepb He LOMKHO BbINOMAHATHCA
HUKaKNX AEACTBUN.

REX akTuseH

Ll,el'lb Pa3OMKHYTa Bb|6ep|/|Te 3TOT BapnaHT B C/1y4a€ HOPMasbHO

3amkHyTom uenn REX. YeTpoiictBo REX oTnpasnaeT
CWUTHan, Korga Luenb pasmblKaeTcA.

Llenb 3amkHyTa Bbibepute 3TOT BapuaHT B C/lydae HOPManbHO

pasomkHyTon uenn REX. Yetpoicteo REX oTnpasnaet
CWTHan, Koraa Lenb 3aMblKaeTCA.

JlobaBneHune 30HbI

30Ha — 3T0 KOHKpeTHaA n3nueckan 30Ha ¢ rpynnoi asepein. MoxHO co34aBaTh 30HbI 1 406aBNATH B 30HbI
asepu. Pasnuuatot asepn AByx TUMOB:

Perimeter door ([leepb no nepumeTpy). Bnasenbupl kapT BXOAAT B 30Hy uepe3 3Ty ABEPb 1 NOKMAAIOT
30HY Yepes Hee Xe.

Internal door (BHyTpeHHAA ABepb). BHyTpeHHAA ABEpb BHYTPU 30HbI.

[MpumeuaHne

JlBepb no nepumeTpy MOXeT NpuHaAnexaTb ABYM 30HaM. BHyTpeHHAA ABEpb MOXET NpUHaANeXaTb TONbKO
04HOW 30He.

1.

2.
3.

MepeiianTe k nyHkTy Configuration > Access control > Doors and zones > Zones (KoHdurypauma >
KoHTponb goctyna > [lsepy n 30HbI > 30Hbl).

HaxmunTe + Add zone ([lo6aBuTb 30HY).

BeeanTte nmsa 30HbI.
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8.
9.

Haxwmute Add door (Jo6aBuTb ABepb).
BbibepuTe asepn ana aobasnenuna B 30Hy 1 Haxmnte Add (Jo6asuT).

Mo ymonuaHuio ABepb HaCTpauBaeTCA Kak ABepb Mo nepumeTpy. YTobbl M3MEHNTL TUN ABEpPHU, BbibepuTe
Internal door (BHyTpeHHAA ABepb) B pacKpbiBatOLLEMCA MEHIO.

[nA ABepu no nepumMeTpy No yMONYaHWIO YCTaHaBNMBAETCA, YUTO ANA BXOAA B 30HY MCNOMb3yeTcA
cTopoHa ABepyn A. YTo6bl U3MeHNTb CTOPOHY, BbibepuTe Leave (Bbixoa) B packpbiBaloLLEMCA MEH!O.

[inA ynanenuna ABepu 13 30HbI BbiGepuTe HyXHYI0 ABepb U HaxmuTe Remove (YaanuTs).

HaxmnTte CoxpaHuTb.

YT106bl N3MEHNTb NAapamMeTPbl 30HblI:

1.

2.

3.
4.

MepenanTte k nyHkTy Configuration > Access control > Doors and zones > Zones (KoHdurypauua >
KoHTponb goctyna > [1sepy n 30HbI > 30Hbl).

BbibepuTe 30Hy 13 cnucka.

HaxmuTe KHOMKY 7 Edit (U3meHunTD).

N3meHnTe 3HaueHnsa napameTpos n HaxmuTe Save (CoxpaHuTb).

YT06bl yAANUTH 30HY:

1.

4.

MepeiianTe k nyHkTy Configuration > Access control > Doors and zones > Zones (KoHdurypauma >
KoHTponb soctyna > [1sepy n 30HbI > 30Hbl).

Bbibepute 30Hy 13 cnmcka.

Bbibepute nyHKT B Remove (YnanuTs).

HaxmnTe [a.

YpoBeHb 6€30nacCHOCTH 30H

K 30He MoxHO A06aBUTb cneayoLlyio pyHKumMio 6e30nacHOCTK:

3anpeT Ha ﬂOBTOprIFI npoxoa - npeﬂ,OTBanJ,aeT npoxoa noaei ¢ NCnonb3oBaHne Tex xe PEKBU3NTOB AN1A
BX0J4a, KOTopble 6b1nn BBEAEHbI Apyrnmuv niogbMu, BbINONHNBWWMW BXOA B 30HY A0 HUX. Yenosek aonxeH 6y,£I,ET
CHauyana BbINTW N3 30Hbl, npexae 4eM OH CMOXET CHOBa MUCMOJIb30BaTb CBOWN YY€THbIE AadHHbIE.

[Tpumevarune

Mpu Hanuuum 3anpeTa Ha NOBTOPHbIN NPOXOA Mbl PEKOMEHAYEM MCMOb30BaTb AATUNKN NONOXKEHUA
ABEpeil Ha BCeX ABEPAX B 30HE, UTOObI ybeanTbCA, UTO NONMb30BaTENb OTKPbIN ABEPb, BOCMONb30BABLLNCDH
CBOEN KapTou.

Ecnm koHTponnep ABepyM NepexoAnT B aBTOHOMHbIN PEXUM, PYHKLNA 3anpeTa Ha NOBTOPHbI MPOXOA
npojonxaeT paboTaTb NpW YCNOBUM, UTO BCE ABEPU B 30HE OTHOCATCA K OAHOMY 1 TOMY Xe
koHTponnepy. OfHako, ecnn ABepy B 30HE NPUHAANEXAT Pa3HbIM KOHTPOIEpaM, Nepellealnm B
aBTOHOMHbI peXxnM, PyHKLNA 3anpeTa Ha NOBTOPHbIN NPOXOA nepecTaeT paboTaTb.

Mo>XHO HacTpouTb ypoBeHb 6e3onacHOCTM Npu 406aBAEHNN HOBOW 30HbI UAK ANA YXKE CYLECTBYIOLWEN 30HbI.
YT106bl1 406aBUTH YPOBEHb HE30MACHOCTH K CYLLECTBYIOLLEN 30HE, BbIMOAHNTE Ceayiolne AeNCTBUA:

1.

o o~ W

MepeiianTe k nyHkTy Configuration (KoHdurypauma) > Access control (KoHTponb aoctyna) > Doors
and zones ([lsepu 1 30HbI) >.

Bbibepute 30HY, ANA KOTOPON HYXHO HAaCTPOUTb YPOBEHb He3onacHOCTN.
Haxmute kHonky Edit (U3meHnTb).

HaxmuTe Security level (YpoBeHb 6e30nacHocTy).

Bkntounte dpyHkumMn 6e3onacHoCTy, KoTopble TpebyeTea AobaBnTb ANA ABEpPU.

HaxmnTe MNpumeHunTb.
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3anpeT Ha NOBTOPHbIV NPOXOA

Log violation only (Soft) (Tonbko HapyweHue B
xypHane (markoe))

Mcnonb3yinTe 3TOT napameTp, ecnm TpebyeTca
paspewnTb BTOPOMY YeNoBeKy BOWTH Yepes ABEPb,
NCNONb3yA TE XE PEKBU3NTbI ANA BXOAQ, YTO U
nep.blit yenosek. [laHHbIi BapuaHT NpUBOAUT TONBKO
K nojaue CurHana Tpesoru B CUCTeMe.

Deny access (Hard) (3anpet aoctyna (cTporwit))

Mcnonb3yinTe 310 napameTp, ecin Tpebyertca
3anpeTuTb BTOPOMY MO/b30BATENI0 BXOZ Uepes
LaHHYI0 ABEPb, €CIN OH UCTIONbL3YET Te Xe PeKBU3NTbI
ANA BXOAA, UTO U NepBbli uenosek. JlaHHbIA BapuaHT
TakXe NPUBOANT K NOZAYe CUrHana TPeBoru B
cucTeme.

Bpema Taiim-ayTa (B cekyHaax)

Bpema o Tex nop, noka cucTema He no3sonuT
nonb3oBaTeNto NOBTOPHO BONTK B cucTeMy. BeeanTe
0, ecnu TailM-ayT MCNoNb30BaTh He TpebyeTcA. ITo
03HauaeT, UTo ANA 30Hbl YCTAHOBJ/IEH 3aMpeT Ha
NOBTOPHbI NMPOXOZA A0 Tex Nop, Noka nonb3oBaTeNb
He NOKWHET AaHHYto 30HY. Micnonb3yinTe 3HaueHune
TanM-ayTa, paBHoe O, c napameTpom Deny access
(Hard) (3anpet goctyna (cTporuit)), Tonbko Koraa
BCE /IBEPM B 30HE MMEKT CUNTbIBAOLLME YCTPOICTBA C
0benx CTOpOoH.

KoHTponupyembie Bxoabl

KOHTpOfII/IpyeMblﬁ BXOAbl MOI'yT BbI3blBaTb cobbiTne npn HapyweHnn coeanHEHNA ¢ ABEPHBIM KOHTPOINEPOM.

d CoeanHeHune MEXAy ABEPHbIM KOHTPONIEPOM N ABEPHBIM MOHUTOPOM. Cwm..

d CoeanHeHne MexXay ABEPHbIM KOHTPOMIEPOM N CYNTbIBAOLWMNM YCTpOVICTBOM, KOTOpOE NCnosib3yeTt

npotokonsl Wiegand. Cw. .

o  CoeanHeHne Mexay ABEPHbIM KOHTponnepom u yctpoincteom REX. Cwm. .

ﬂ,ﬂﬂ NCNos1Ib30BaHUA KOHTPONNPYEMbIX BXOAOB:

1. YcTaHoBWTE pe3ncCTOpbl Ha KOHUAX IMHAM Kak MOXHO 6nxke K nepucepuinHoMy YCTPOWCTBY B

COOTBETCTBUM CO CXEMOIA NOAKNHOUYEHNA.

2. [llepenanTte Ha CTpaHWLy KOHUTYpaLMM CUMTBIBAIOLLErO YCTPONCTBA, ABEPHOr0 MOHUTOpPa unu REX-
ycTpoiicTea 1 BkitounTe napametp Supervised input (KoHTponupyembiin Bxoa).

3. Ecnm BbI cnesoBanu cxeme napannenbHoro coeanHenus, Boibepute Parallel first connection with a 22
KOwm parallel resistor and a 4.7 KOwm serial resistor (lMapannensHoe coeanHeHune ¢ napannenbHbim
pesucTopom 22 KOm 1 nocneaoBaTenbHbIM pe3ucTopom 4,7 kOm).

4. Ecnwn Bbl cnesoBany cxeMe NocnefoBaTeNbHOro noaknoueHna, Boibepute Serial first connection
(MocnenoBaTenbHOE coeANHEHME) N yKaXUTe 3HAUEHME Pe3nCTopa, BbibpPaB ero B packpbiBatoLLemMcA

meHto Resistor values (3HaueHns pe3ucTopa).

Cxembl noaksitoUeHmna
MapannenbHoe coeanHeHne

3HaueHue pe3ncTopa A0MKHO 6biTb 4,7 KOM 1 22 kKOMm.
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CHauana nocnesoBaTenbHOE COeANHEHME
3HaueHue pe3ncTopa A0MKHO bbITb OAMHAKOBLIM 1 HaX0AMTbCA B AnanasoHe 1-10 KOm.

GND @

R
/0 @

JlefncTBMA B pyuHOM pexume

Bbl MoXeTe BpyuHyto BbINONHATL CNeAytOLWNe AECTBUA C ABEPAMN W 30HAMMK:

Cépoc - Bo3epaliaeT K HACTPOEHHBIM CUCTEMHbIM MpPaBUAAM.

MpenoctaBuTh AocTyn - Pa3bnoknpoBka ABEPM UK 30HbI HA 7 CEKYHA, @ 3aTeM NOBTOpPHaA B10KMpoBKa.
OTnepeTb - [lBepb ocTaeTcA He3anepTon A0 Tex Nop, Noka Bbl HE BbINOAHUTE cHpoc.

3a¢)VIKCVIPOBaTb - O6ecneunBaeT 6J'IOKI/IpOBKy ABE€pKN A0 TEX NOpP, NOKa CUCTEMa HE NPEAOCTABAT AOCTYN
BaA€nbly KapTbl.

bnokmnpoBaTb - HukTo He BoliAeT U He BbIAAET, MOKa Bbl He cOpocuTe nam He pa3bnokupyeTe cucTemy.
YT106bl BbINOAHNTL ACCTBUE BPYUHYIO:

1. Tepengmute k nynkty Configuration (KoHdurypauua) > Access control (KonTpons aoctyna) > Doors
and zones ([lBepu 1 30HbI) >.

2. Bbl6€p|/|T€ ABE€Pb Unwn 30HY, 4nA KOTOpOI7| HeobX0ANMO BbIMONHNUTL AEACTBUE B Py4yHOM pexunme.

3. HaxmuTe Ha noboe AeiicTBNE B PyYHOM peXMME.
Mpodunu naeHTndukaumn

Mpochunb naeHTndmkaumm npeactasndet coboit KombuHaUMo TMNOB UAEHTUAMKALMN U pacnnUCaHWii. Bl
MOXeTe NPUMEHUTb Npouab NAEHTUDNKALNA K OAHON UAN HECKOMBbKUM ABEPAM, UTOObI YCTaHOBUTD, Kak 1
Koraa Bnageney KapTbl MOXET NOAYYNTb AOCTYN K ABEPM.

Tunbl naeHTUGUKALMN — ITO HOCUTENN NHGOPMALMN 06 YUETHbIX AAHHbIX, HEODXOAMMON ANA AOCTyna K ABEpu.
PacnpocTpaHeHHble TUMbl MAEHTN(UKALMN — 3TO TOKEHbI, NEPCOHabHble NaeHTUdUKaUnoHHble Homepa (PIN-
KoAbl), OTNeYaTKy NasnbLUes, OnpeaeneHine CTPYKTYpbl nLa, a Takke yCTpoiicTsa, 06pabaTbiBalowie 3anpochl Ha
BbixoA (REX-ycTpoiicTsa). Tun naeHTUdnKkaumm MoxeT coaepxXaTb OANH MW HECKOBLKO TUMOB MHQOpMaUmi.

Mopnepxneaemble Tunbl uaeHTugukaumn: Kapta, PIN-koa, REX, cratuueckuin QR-koa n auHamuuecknii QR-koa.

[Tpumevanune
BbI ponxHbl ncnonb3osath AnHamuyecknin QR-koa n PIN-koa coBmecTHO.

YT106b1 CO34aTh, N3MEHNTb WM YAANUTL Npodunn naeHTndukaumn, nepeinaute k nyHkty Configuration >
Access control > Identification profiles (Kondurypauma > KoHTponb aoctyna > Mpocunn naeHTudmnkaumn).

Ha Bb160p AoCTynHbI NATH Npodunen naeHTUNKaLMM N0 YMOMUAHNIO, KOTOPbIE MOXHO Npu HEobXoANMOCTH
N3MEHNTb NN NCNONb30BaTb 6€3 Kaknx-1160 N3MeHeHUN.

19



KapTa - ,U,J'IFI OTKpbITUA ABEPW BNaAENEL KapTbl AO/DKEH NPOBECTN KapTy NEPEA CUNTLIBATENEM.

KapTa u PIN-koa - [Ina oTkpbITUA ABEPM BNaAeneL KapTbl AOMKEH MPOBECTU KAapTy Nepes CUMTbIBATENEM U
seecTy PIN-koa.

MUH; PIN-koa; MNH-koa - [InA oTKpbITMA ABEpK Bnaaenew KapTbl AomkeH BeecTn PIN-koa.

KapTa nnu PIN-kop - [lna oTKpbITuA ABEpK BNajenel KapTbl LO/MKEH NPOBECTU KapTy NEPEeA CUMTbIBaTeNEM
nnn Beectun PIN-koga.

QR-kopa - YT0bbI NOAYUMTB JOCTYN K ABEPU, BNAAENbLbI KAPThbl AOMKHbI MPOAEMOHCTPMPOBaTh kamepe ko4 QR
Code®. Mpochunb naeHTudmkaumn QR-kosa MOXHO MCNONb30BaTh Kak ANA CTaTUYECKNX, Tak U ANA
AnHamunyeckux QR-kozoB.

HomepHoﬁ 3HaK a/M - Bnapeney KapTbl AO/XKEH NOABEXATb K KaMeEpe Ha aBTomobune ¢ 0ﬂ,06pCHHbIM
HOMEPHbIM 3HAaKOM.

AxTuBaumAa B npunoxenun - Bnaaeneu kapTbl A0MXEH aKTUBNPOBATb YUETHbIE AaHHbIE B MOBUIBHOM
npunoxeHun AXIS Camera Station, HaxoAACh B 30He AEICTBNA CUMTbIBatOLWEro ycTpoiicTea Bluetooth.

CeHcopHoe cunTbiBaloLLee yCTPoiCTBO - Bnaaenew kapTbl 40/MKHbI NPUKOCHYTbeA K Bluetooth-cuntbiBaTento,
nmea npu cebe MobUNbHBIA TenedoH ¢ LNpOBbIM NPONYCKOM.

QR Code — oxpaHAaembIin ToBapHblit 3Hak Denso Wave Incorporated B inoHum n apyrux cTpaHax.
YT1o6bl CO34aTb Npohunb NAEHTUMKaLMN:

1. Tepengmute k nynkty Configuration > Access control > Identification profiles (Kondurypauma >
KonTponb goctyna > MNpodunu naeHtudmkaumn).

2. Haxwmute Create identification profile (Co3aatb npocunb uaeHtTudmkaumnm).
BeeanTte nma npodpuna naeHtucpmkaumn.

4. Bbibepute Include facility code for card validation (BkntounTb koa o6bekTa Ana NnpoBepku KapTbl),
4T06bI NCNONB30BaTh KOA 06BEKTA B KaUueCTBe OAHOr0 13 NONei MPOBEPKM YUETHbIX AaHHbIX. ITO none
AOCTYMHO, TO/IbKO ec/in Bbl akTuBKUpoBanu napametp Facility code (Koa o6bekTa) B pasaene Access
management > Settings (YnpasneHue goctynom > Hactpoiiku).

5. HactpoiTe npohunb naeHTucbmkaunm AnA o4HOW CTOPOHbI ABEPU.
6. [loBTopuTe npeaplayline AeNCTBNA ANA APYroi CTOPOHbI ABEPU.
7. Haxwmute kHonky OK.

YT06bI BHECTN M3MEHEHMA B NPOhUIb MAEHTUMKALN:

1. Tepeiamute k nyukTy Configuration > Access control > Identification profiles (Kondurypauma >
KoHTponb goctyna > MNpodunu naeHtudmkaumn).

>

BbibepuTte npochunb naeHTUMKaLNN 1 HaxmuTe 3Hauok < .
YT106b1 M3MEHNTL MMA NpohnaA naeHTUMKaLNKM, BBEANTE HOBOE UMA.

BHecuTe Tp66yeMbI€ N3MeHeHnA ANA AaHHON CTOPOHbI ABEPMN.

o L

Y7106bI M3MEHNTb NPothMNb MAEHTUMKALMN ANA APYroli CTOPOHbI ABEPU, MOBTOPUTE Npeablayline
JencTeuAa.

6. Haxmute kHonky OK.

YT06b!I YyaanuTb npochunb nAEHTUMKALMN:

1. Mepeiiante k nyHkTy Configuration > Access control > Identification profiles (KoHdurypaumna >
KoHTponb goctyna > MNpodunu naeHtudmkaumn).

2. Bbibepute npochunb naeHTUMKALNN 1 HaxMuTe 3Hauok

3. Ecnm 370T npodhunb naeHTdmkaumm npuMeHeH K ABepu, BolbepuTe Ana asepu Apyroi npodunib
naeHTuhmKaumn.
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4. HaxmuTte kHonky OK.

N3meHnTb npothunb naeHTUdMKaunn

X YT106bl yAanuTb TN naeHTMNKALUN 1
COOTBETCTBYIOLLEE pacnucaHue.

Tun naeHTdmKauum YT106b1 U3MEHNUTL TUN naeHTUGUKaLMK, BoibepuTe
OAVH MM HECKONbKO TUMOB M3 packpbiBatoLLeroca
meHto ldentification type (Tun naenTudukaumm).

Pacnucanue YT106bI N3MEHUTb pacnucaHue, BbI6EpUTE OAHO UNK
HECKOJIbKO pacnmcaHmnii 3 packpbiBalOLWEroCA MEHI0
Schedule (Pacnucanmue).

YT106b1 A06aBNTL TUN MAEHTUUKALMN 1
COOTBETCTBYOLWLEE pacnucaHune, HaxmuTe Add
(Ao6aBuTb) 1 3aaaiiTe TUNbI MAEHTUDMKALAN 1
pacnucaHuA.

+ [Jo6aBuTb

ﬂ,]’lﬂ npocmMoTpa BNAEO OTKp0I7ITe Be6—Bepcmo [AHHOTO AOKYMEHTa.

Hactpovika npochuneii naeHTnchukaumm
®opmaTtbl kapT n [MNH-KkoAbI

GopmaT KapTbl ONpeaenaeT, kak AJaHHble XxpaHATcA B kapTe. OH npeacTasnAeT coboit Tabnuuy nepesosa AnA
YCTaHOB/NEHMA COOTBETCTBUA MEXAY BXOAALLNMMW AAHHBIMI 11 MPOBEPEHHbIMU AaHHbIMY B cucTeme. Kaxaomy
thopmMaTy kapTbl COOTBETCTBYET CBOI Habop NpaBuA, oNpeaenAWMiA, Kak OPraHN30BaHO XpaHeHue
nHchopmaumn Ha kapTe. 3agaBaa hopMaT KapThbl, Bbl COObLIaETE CUCTEME, KaK NHTEPNPETUPOBATh
NH(OpMaLMIO, KOTOPYIO KOHTPOIEP NOMYYaeT OT CUMTHIBATENA KApT.

Ha BbI6Op AOCTYNHO HECKONBKO NPEABaPUTENBHO OMPEAENEHHBIX LWPOKO NpMMeHAEMbIX hopmaToB KapT. [pu
HEOOXOANMOCTH B HUX MOXHO BHECTU HYXHbIE N3MEHEHMA NNBO MOXHO UX NCMOMB30BaTL 6€3 KakMx-nnbo
n3mereHmnit. MoxHo Takke co3aaTb Noib30BaTeNbCKNe hopMaThl KapT.

MepenanTe B pasaen (KoHdurypauua > KoHTponb goctyna > ®opmatbl kapT n PIN-koabl) ans co3aaHua,
PeLAKTMPOBaHNA UNKM akTuBaumm hopmatos kapT. MoxHo Takxe HacTpouTb PIN-kog.

lonb3oBaTenbckue (I)OpMaTbI KapT MOryT COAepXXaTb Cneaytowmne nonAa AaHHbIX, NCNONb3yeMble ANA NPOBEPKN
YUYETHbIX AaHHbIX.

Homep kapTbl - [l0AMHOXECTBO ABOMYHbIX AaHHbIX YUETHbIX AaHHbIX, KOANPYEMbIX B BUAE AECATUUHBIX N
WeCTHaALaTePUUHbIX uncen. Homep kapTbl CAyXuT ANA MAEHTUMKALMIN KOHKPETHON KapTbl UAW BRasenbLa
KapTbl.

KOA 061>e|<Ta - nOﬂ,MHO)KECTBO OBONYHbIX AaHHbIX yl-leTHbIX OaHHbIX, KO,CI,VIpyCMbIX B BUAE AECATUUYHbLIX UK
WeCcTHaaLaTepnyHbIX yncen. Koa obbekTa cnyxuT ana naeHTudmkaunm KOHKPETHONO KOHEUHOr0 3aKasumka uim
obbexTa.

YT1o6bl co34aTb hopmaT KapTbl:

1. Tepengmute k nynkty Configuration > Access Control > Card formats and PIN (KoHdurypauma >
KoHTponb soctyna > ®opmatbl kapT u PIN-koabi).

2. LWenkHnTe Add card format (Jlo6aButb hopmaTt kapTbl).
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3. Bseaute umA popmata KapThl.

4. B none Bit length (4nunHa B 6uTax) BBEAMTE KoMyecTBo 6MTOB OT 1 40 256.

5. Ecnvn nopagok cnesoBaHnA 6UTOB B JaHHbIX, NONYYaeMbiX OT CYMTbIBATENA KapT, HYXXHO MEHATb Ha
obpaTHbIi, BbI6epuTe nyHKT Invert bit order (MHBepTUpOBaTh NOpPAAOK 6MTOB).

6. Ecnm nopagok cnesoBaHuA 6aiiTOB AAHHbIX, NONYYaEMbIX OT CYUMTbIBATENA KapT, HYXXHO MEHATb Ha
obpaTHbIi, BbI6epuTe NyHKT Invert byte order (MIHBepTMpoBaTh NOpAAOK 6aikToOB). ITOT NapameTp
AOCTYNEeH, TONbKO €CN yKasaHHaA bUToBaA ANVHa KpaTHa BOCbMU.

7. BbibepnTe n HacTpolTe NOMA AaHHbIX, KOTOPbIE AOMKHbI ObITb akTUBHbI B hopmaTe KapTbl. B hopmaTe
KapTbl A0SXHO BbITb akTBHO none Card number (Homep kapTbi) nnu Facility code (Koa o6bekTa).

8. Haxmure xHonky OK.

9. Yrobbl akTMBMPOBATH (hOPMAT KapTbl, yCTAHOBUTE (PIaXOK Nepes ero MMeHemM.

[Tpumevanune

Henb3A 0a4HOBPEMEHHO aKTUBMPOBaTb ABa hopMaTa KapT C OANHAKOBOI AnnHOW B buTax. Hanpumep,
€Cnn Bbl onpeaennnn Aa 32-6UTHbIX hopmaTa KapT, TONbKO OANH N3 HNX MOXET ObITb aKTUBHbIM.
JeaxTnsupyinTe oauH chopmat KapTbl, UTobbl aKTUBMPOBATh APYrOil.

Bbl MOXeTe akTMBMPOBaTH M A€AKTMBNPOBATb POPMAThI KapT, TONbKO €CAN ANA AaHHOTO ABEPHOIO
KOHTponnepa 6bin HaCTpoeH X0TA Bbl OANH CUNTHIBATENb.

YT06bI YBUAETD NPUMEP BbIXOAHbIX AaHHbIX Noc/e
WHBEPTUPOBAHUNA NopALka BUTOB, HAXMMUTE 3HAUOK

Q.

(DOKYCHOC paccToAHNE 3apaiite AnanasoH 6UTOB AaHHbIX AN1A NONA AaHHbIX.

[Anana3oH fonxeH 6bITb B Npeaenax 3a4aHHOrO BaMm
3HaueHus napameTpa Bit length (JnuHa B 6uTax).

BbixoaHoi chopmat BbibepuTe BbIXOAHOW (hOPMAT AaHHbIX AnA NOAA

AaHHbIX.

JecATnuHbIN: ITa cucTema Takxe WNPOKO M3BECTHA
KaK A€CATNYHaA CNCTEMa CYHNCNEHNA, COCTOUT N3
umncpp 0-9.

LlecTHaguaTepuuHana cuctema: (111 no3nuMOHHasA
CUCTEMA CUMCNIEHMA C OCHOBaHWEM 16) ncnonbsyet
16 YHUKaANbHbIX CUMBOMOB, @ UMEHHO Lmncpbl 0-9 1
bykBbl a-f.

butoBbIn nopAaAoK noaananasoHa Bbl6€pI/ITC nopAAoK cNeaoBaHUA 6uTOB.

Mpamoii nopagok 6anToB: MNepsbiin 6UT ABNAETCA
HauMeHbWNM (HanmeHee 3HauNMbIM).

O6paTHbIn nopagok 6anToB: [lepBblit BUT ABNAETCA
HanbonbwumM (Hanbonee 3HauNMbIM).

YT106bI BHECTU M3MEHEHMA B (hopmaT KapThbl:

1.

Mepenamute k nyHkTy Configuration > Access Control > Card formats and PIN (Kongurypauus >
KoHTponb sgoctyna > ®opmatbl kapT u PIN-koabi).
Beibepute popmaT KapThl 1 HAXMNUTE 3HAYOK 7

Ecnu BbI peaakTupyete npeaonpeaeneHHblil popmat KapTbl, Bbl MOXETE peAaKTMpPOBaTh TONbKO
WHBepTupoBaHue nopaaka 6utos 1 iHBepTupoBaHue nopaska 6anTos.

HaxmunTe kHonky OK.
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AXIS Camera Station Pro Secure Entry

Mo>XHO0 yaanuTb ToNbKo Nonb3oBaTenbckne opmathl KapT. YTobbl yaanuTh Nonb3oBaTeNbCknii popmat KapTbl:

1. Mepeiiante k nyHkTy Configuration > Access Control > Card formats and PIN (KoHdurypauua >
KoHTponb goctyna > ®opmatbl kapT u PIN-koabI).
2. BbibepuTe nonb3oBaTenbCknint hopMaT KapTbl, HAXXMUTE 3HAYOK B 4 Yes (Ja).

[lna cbpoca npeayctaHoBneHHOro hopmaTa KapTbl:

1. Tepeiante k nyukty Configuration > Access Control > Card formats and PIN (KoHdurypauma >
KoHTponb soctyna > ®opmatbl kapT u PIN-koabi).

2. [na cbpoca hopmaTa KapTbl K CXEME MOAEA MO YMOAYAHWNIO HAXXMUTE 3HAYOK O

YT06b1 HacTpouTb AnnHy PIN-koaa:

1. Tepengmute k nynkty Configuration > Access Control > Card formats and PIN (KoHdurypauma >
KoHTponb soctyna > ®opmatbl kapT u PIN-koabI).
2. B paszene PIN configuration (Kondwurypauua PIN-koaa) HaxmunTe 3Hauok 7

3. 3apaiite napameTpbl Min PIN length (MunumansHaa anuna PIN-koaa), Max PIN length
(MakcumansHaa anuna PIN-koaa) n End of PIN character (MocneaHui sHak PIN-koaa).

4. HaxwmuTte kHonky OK.

ﬂ,ﬂﬂ npocmoTpa BNAEO OTKpOI7ITC BCﬁ—BCpCVHO AaHHOI0 AOKYMEHTa.

Hactpoiika hopmaTtos kapT
HacTpoiika napameTpoB hopmaToB KapT

O6uwwee npeacraBneHue

64332 —> i ==

4CFB > *64332

64332

AXIS A1610

64332 —> I =  4CFB

® Homep kapTbl B AecATUYHOM hopmaTe: 64332.

e  (OaHO cunTbiBaloOLLEE YCTPONCTBO NpeobpasyeT HOMEp KapThl B LWECTHaALATEPUUYHOE Yncno FRAC.
[pyroe cunTbiBaloliee yCTPOICTBO NpeobpasyeT ero B WecTHaauaTepuuHoe uncno 4CEB.
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e Ceteson aepHoii koHTponnep AXIS A1601 Network Door Controller npuHnmaeTt uncno FB4C u
npeobpasyeT ero B AeCATUUYHOE UMCN0 64332 B COOTBETCTBUN C HacTpolikaMu hopmaTa KapT, KOTopble
NPUMEHAIOTCA K CUNTHIBAIOLLEMY YCTPONCTBY.

e (Cetesoit asepHoii koHTponnep AXIS A1601 Network Door Controller npuHumaeT uncno 4CFB,
VHBEPTMPYET NopALok 6anToB, nonyyaa uncno FBAC, u npeobpasyeT ero B AECATUYHOE yncno 64332 B
COOTBETCTBMM C HACTPOIiKaMu popmaTa KapT, KOTOpPble NPUMEHAOTCA K CUMTbIBAOLLEMY YCTPONCTBY.

NHBepTupoBaTh nopasok 6uTos

Mocne nHBEPTMPOBAHNA NOPAAKA CNEAOBAHUA BUTOB AaHHbIE KAapTbl, NONYYEHHbIE OT CUNTHIBAIOLLETO
YCTPOWCTBA, YNTAKOTCA CNpaBa HaneBo buT 3a butom.

64332 = 1111 1011 2100 1100 00711 0017 1101 1111 = 13023

NuBepTupoBaTh NOpAAok 6ainToB

prnna 13 BoCcbMU 6UTOB cocTaBnAeT oanH 6anT. Mocne MHBEPTNUPOBaHNA nNopAaKa cneaoBaHUA 6ainToB AaHHbIEe
KapTbl, NO1y4€HHbIE OT CYNTbIBAKOLWEr0 YCTpOVICTBa, YANTAKOTCA CNpaBa Haneso 6anT 3a 6banTom.

64 332 = 1111 1100 1100 1111 = 19707
F C C F

CraHaapTHbI 26-6uTHbIN opmaT kapTbl Wiegand

ONNO ® O)

Beaywnit 6uT KOHTPONA UETHOCTH
Koa obvekta

Homep kaptbi

KoHeuHb1ii 6UT KOHTPONIA YETHOCTH

N ON =

3awndpoBaHHaA cBA3b
3awmuieHHbI kaHan OSDP

AXIS Camera Station Secure Entry noanepxusaeT nepesauy AaHHbIX N0 3alMILEHHOMY KaHany No NpoToKony
OSDP (OSDP Secure Channel), uto obecneunsaeT BO3MOXHOCTb WN(POBaHMA AaHHbIX, KOTOPbIMU KOHTpOEP
obMeHMBaeTcA co cumTbiBaTENAMMN AXIS.

Y106bI BKNtOUNTH OSDP Secure Channel anAa sBcen cuctemol:

1. TepenguTe B MeHto Configuration > Access control > Encrypted communication (Kongurypauma >
KoHTponb foctyna > 3awmgpoBaHHan cBA3b).

2. BseauTe ocHoBHOM Kntou wudposaHma n Haxmute OK.

3. Bkntouute napameTp OSDP Secure Channel (3awwwenHbiii kanan OSDP Secure Channel). 3ToT
napameTp AOCTYNeH TOMbKO NOCAe BBOAA OCHOBHOMO K/toua WihpoBaHuA:

4. [lo ymonuaHmio kntou 3awmweHHoro kaHana OSDP Secure Channel reHepupyeTca ¢ ncnonb3oBaHuem
OCHOBHOrO kntoua WwudpoBaHna. YTobbl BpyuHyto 3a4aTh kntou ana OSDP Secure Channel:

24



4.1.

4.2.

4.3.

B paszene OSDP Secure Channel (3awmuwenHbiii kanan OSDP Secure Channel) HaxxmunTe 3Hauok

>

/ .

CHumuTe chnaxok Use main encryption key to generate OSDP Secure Channel key
(Mcnonb3oBaTb OCHOBHOW KAtou WndpoBaHma Ana dhopmupoBaHna kntoua ana OSDP Secure
Channel).

BeeanTe kntou ana OSDP Secure Channel n HaxmunTe OK.

CseneHuA o TOM, KaK BKIOUMTb Unn oTknounTb yHkumio OSDP Secure Channel ana koHkpeTHOro cumThiBaTENA,
CM. B pasaene /lsepyu u 30HbI.

CumntbiBaTenb wrpux-koaos AXIS

CunTbiBaTens wWrpnx-konos AXIS Barcode Reader — 310 npunoxeHue, KOTOPO€ MOXHO YCTaHOBUTb Ha KaMepax
Axis. [iBepHoi koHTponnep Axis MOXET NpoBEPATb NOAINHHOCTb CUMTbIBaTeNA WTpux-koAoB AXIS, ncnonbsya
Kt0Y NpoBepKM NOANMHHOCTY ANA NpesocTaBneHnA 4ocTyna. [na nonydeHna nicopmaunm o
nocnesoBaTeNbHOCTN ONepaLnini No HaCcTpoKe cunTbiBaTena WTpux-koaos AXIS cm. pasagen Hactpoiika
CUMTLIBATENA WTPUX-KOAOB AXIS.

YT106bI CO34aThb NOAK/IOUEHNE MEXAY ABEPHbIM KOHTPOIEPOM M CUMTbIBaTENEM WTpux-kogoB AXIS, BbInonHUTE
cneayolme AeNCTBUA:

1. B AXIS Camera Station Pro Secure Entry:

1.1.

1.2.

Mepeiiante B meHto Configuration > Access control > Encrypted communication
(KoHdurypauma > KoHTponb gocTyna > 3awmndpoBaHHas cBA3b).

B pa3saene External Peripheral Authentication Key (Kniou npoBepku noannHHOCTH BHEWHEro
nepudepunHoro o6opyaosaHua) HaxmuTe Show authentication key (Mokasatb kntou
nposepku noanmHHoctu) u Copy key (KonuposaTtb kntou).

2. B Beb-unTepdeiice ycTpoiicTBa, rae pabortaeT cumTbiBaTenb wrpuxkoaos AXIS Barcode Reader,
BbIMOMHUTE CNeayloWne 4encTBuA:

2.1.
2.2.

2.3.

24.
2.5.

2.6.

Otkpoiite npunoxeHue AXIS Barcode Reader.

Ecnn ceptudpmkat cepsepa He HacTpoeH B AXIS Camera Station Pro Secure Entry, Bkniounte
Ignore server certificate validation (MrHopuposaTb nposepky cepTudukarta cepsepa).
JononHutenbHble cBeaeHnA cM. B pasaene CepTughukarsi.

Ecnn ceptucpukat cepsepa He HacTpoeH B AXIS Camera Station Pro Secure Entry, Bkniounte
Ignore server certificate validation (MUrHopupoBaTb NpoBepky cepTudukaTta cepsepa).
LononHnTenbHble cBeaeHnA cm. B pasaene CepTugukatsl.

Brntounte AXIS Camera Station Secure Entry.

HaxmuTe Add (Jo6aBuTb), BBeanTe IP-aapec ABepHOro KOHTPONNEpPa U BCTaBbTe KOY ANA
MpoBepPKN MOANNHHOCTMU.

BbibepnTe cunTbiBaloLiee YCTPOICTBO, BbINOHAILLEE CUMTbIBAHNE WITPUX-KOAOB U3
PacKpbIBAOWErocA MeHo ABepHU.

1. B AXIS Camera Station Pro Secure Entry:

1.1.

1.2

Mepeiiante B meHto Configuration > Access control > Encrypted communication
(KoHdurypauua > KonTponb goctyna > 3awmndpoBaHHan cBAs3b).

B paszene External Peripheral Authentication Key (Kntou npoBepkn noanvHHOCTM BHELWHEro
nepudepunHoro obopyaosaHua) HaxmuTe Show authentication key (Mokasatb kntou
nposepku noanuuHocTtn) u Copy key (Konmposatb kntou).

2. B Beb-unTepdeiice ycTpoiicTBa, rae pabotaeT cumTbiBaTenb Wwpuxkonos AXIS Barcode Reader,
BbINOMHNTE CeAylolne AeiicTBUA:

2.1.
2.2.

Otkpoiite npunoxenue AXIS Barcode Reader.

Ecnn ceptucpukat cepsepa He HacTpoeH B AXIS Camera Station Pro Secure Entry, Bkniounte
Ignore server certificate validation (MrHopmpoBaTb NpoBepky cepTudukaTta cepsepa).
JononHutenbHble cBeaeHnA cM. B pasaene CepTughukarsi.
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2.3.  Ecnu ceptudpukat cepsepa He HacTpoeH B AXIS Camera Station Pro Secure Entry, BknounTe
Ignore server certificate validation (UrHopupoBaTb NpoBepky cepTudukaTa cepsepa).
JononHutenbHble cBeaeHnA cM. B pasaene CepTughukarsi.

2.4.  Bxnounte AXIS Camera Station Secure Entry.

2.5.  Haxmute Add ([lo6aBuTb), BBeanTe |P-aspec ABEPHOrO KOHTPO//IEpPa U BCTaBbTE KoY ANA
NpOBEpPKM NOAINHHOCTM.

2.6.  BbibepuTe cunThiBalOLLEE YCTPOICTBO, BbIMOHALLEE CUMTLIBAHUE LWITPUX-KOAOB U3
packpblBaloWeroca MeHo ABEpM.

MynbTucepsepHan BETA-BEPCUA

B MyanmcepBepHoﬁ CMCTEME MOXHO MCMOb30BaTb rNobanbHbIX BlaaenbLeB KapT n rpynnbl BNaA€NbLUEB KAPT
Ha OCHOBHOM Ce€pBepe TakKXe N Ha NOAKNIOYEHHbIX NoACepBEpax.

[Tpumevanune
e (OgHa cucTema MOXET NoAaepxunBaTh 40 64 NoACepBepoB.
e [lna storo Tpebyetca AXIS Camera Station 5.47 unu 6onee no3aHeit Bepcuu.
e [lnA 3TOro oCHOBHOM cepBep W NOACEPBEPbI AOMKHbI ObITb PacnoNoXeHb! B O4HON CETU.

® Ha ocHoBHOM cepBepe 1 Ha noAcepBepax Heobxoanmo HacTponTb 6paHamayap Windows Takum
o6pa3om, uTobbl OH paspewwan BxoaAwmne TCP-coeanHenna Ha nopT Secure Entry. MopT no ymonuaHuio —
55767. CBeseHMA 0 HacTpoMKe KOH(MIypaLyum NopToB CM. B pasaene .

MocnesoBaTenbHOCTL ONepaumii

1. HacTpoiiTe cepsep B kauecTse nogcepsepa u cosgante ann koHdpurypaunu. Cwm. .

2. HacTpoiTe cepBep B KaueCTBE OCHOBHOIO CepBeEpa M NMNopTUpynTe hann KoHurypaumm ana
nozacepsepos. Cm. .

HacTpoiiTe rnobanbHOro Bnazenbla kapTbl U Fpynnbl BNaAebLeB KapT Ha 0oCHOBHOM cepsepe. CM. u .

4. TlpocmoTp v HabnaeHne 3a rnobanbHbIMN BNaenbLaMu KapT U FpynnamMi BagenbLes KapT ¢
noacepsepa. Cwm. .

Co3aaHue aitna koHdMrypauum Ha noacepsepe

1. Ha noacepsepe nepeiiaute B pasaen Configuration > Access Control > Multi Server (KoHdurypauma >
KoHTponb soctyna > MynbTucepsepHaa cucrema).

2. Haxwmute Sub server (Moacepsep).

3. HaxmuTte Generate (CopmmupoBaTs). Co3aaeTca chaiin koHurypauuu B popmarte .json.

4. HaxwmnTe Download (CkauaTtb) 1 BbiGepuTe nNyTb ANA coxpaHeHus daiina.
WmnopT aitna koHdurypaummn Ha ocHOBHOI cepBep

1. Ha ocHoBHoMm cepBepe nepeianTe B pasgen Configuration > Access Control > Multi Server
(KoHdurypaumusa > KonTponb goctyna > MynbTucepsepHasa cuctema).

2. HaxmuTte Main server (OcHoBHo# cepsep).

3. Haxmure T Add ([o6aBuTb) 1 nepeitanTe Kk thaitny KOH(UrypaLumn, CO3AaHHOMY Ha NOACEpBepe.
4. BseauTe uma cepsepa, IP-agpec n Homep nopTa AnA noacepsepa.

5. Haxwmute Import (MmnopT) ana nobasnexua noacepsepa.

6. CocToaHue noacepsepa oTobpaxaerca kak Connected.
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OT3bIB NoAcepBepa

OTo3BaTb NoacepBep MOXHO TOMbKO A0 TOro, kKaK hainn KoH(urypauun byseT nMNoOpTUPOBaH Ha OCHOBHOA
cepsep.

1. Ha ocHoBHOM cepBepe nepeiiguTe B pasaen Configuration > Access Control > Multi Server
(KoHdurypauusa > KonTponb goctyna > MynbTucepsepHasa cuctema).

2. Haxwmute Sub server (Moacepsep) n BbibepuTe Revoke server (OTo3saTb cepsep).
Tenepb MOXHO HaCTPONTbL ITOT CEpPBEP B KaUeCTBE OCHOBHOIO CEpBEPa WM B KaUeCTBe NoacepBepa.

YnaneHue noacepsepa
Mocne nmnopTa haina KoH(Urypauuy NoAcepBepa OH NOAKMIOUAETCA K OCHOBHOMY CepBepy.
[Jna ynanenua noacepsepa:

1. CocHoBHoro cepsepa:

1.1. MepenanTte k nyHkTy Access management > Dashboard (Ynpasnenue goctynom > MNaHenb
ynpasnexus).
1.2. MsmeHnTe rnobanbHbiX BNAAENbLEB KapT U FPYNMbl HA JI0Ka/bHbIX BAaAENbLEB KapT WU rpynnbi.

1.3.  TepenanTe B pa3saen Configuration > Access control > Multi server (Kondurypauna >
KoHTponb goctyna > MynbTucepsepHaa cuctema).

1.4. Haxwmute Main server (OcHOBHo cepBep) AnA BbIBOAA Ha 0TO6paxeHue cnucka noacepBepos.
1.5. BbibepuTte noacepsep u Haxmute Delete (Yaanuts).

2. Cnoacepsepa:

- NepenanTte B paszen Configuration > Access control > Multi server (KoHdurypauusa >
KoHTponb goctyna > MynbTucepsepHasa cuctema).

- HaxxmuTe Sub server (Moacepsep) u BbibepuTe Revoke server (OTo3BaTh cepsep).
Hactponku Active DirectorybETA

[pumevanune
Jna poctyna k AXIS Camera Station Pro Secure Entry ncnonb3sytotca yueTtHble 3anucu Microsoft Windows, a
Takxe nonb3oBaTenn un rpynnbl Active Directory. Mpoueaypa AobasneHna nonb3osateneit B Windows moxeT
0TAMYaThCA B 3aBMCMMOCTM OT Ncnonb3yemoil Bepcun. bonee noapobHblie cBeaeHMA CM. Ha canTe support.
microsoft.com. Ecnn Bbl ncnonb3yete gomeH Active Directory, o6paTutech kK aAMUHUCTPATOPY CETH.

[Mpy nepBom OTKpbITUM CTpaHuubl HacTpoek Active Directory MOXHO BbINOAHMTE UMNOPT NONb30BaTENEN
Microsoft Active Directory Bnasenbuam kapT B AXIS Camera Station Pro Secure Entry. Cwm. .

Mocne HayanbHONM HacTpoliki Ha cTpaHuue napameTpoB Active Directory noAaBATcA cneaytowme napameTpsbl.

e  CospaHwe rpynn BnasenbLeB KapT 1 ynpaeneHne uMu Ha ocHose rpynn B Active Directory.

®  HacTpoiika 3ani1aHMpoBaHHON CUHXPOHM3aLmn mexay Active Directory n cnctemon ynpasneHna
LOCTYMNOM.

®  BbinosHeHMe CMHXPOHU3aLMN BPYUHYIO ANA 06HOBEHUA BCeX BNaZeNbLeB KapT, UMMNOPTUPOBAHHbIX 13
Active Directory.

4 yI'IpaBJ'ICHVIC CONOCTABNIEHNEM AaHHbIX MEXAY AaHHbIMW NOMb30BaTENA N3 Active DiI’CCtOI'y n
cBolicTBaMm A€pXaTena KapTbl.

WmnopT nonb3osaTeneit Active Directory

[Jna nmnopTuposaHna nonb3osateneii Active Directory Bnagensuam kapt B AXIS Camera Station Pro Secure
Entry:

1. Tepeiante B Menio Configuration (KoHdurypauma) > Access control (KoHTponb goctyna) > Active
Directory settings (HacTtpoiiku Active Directory)bETA,
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2. LWenkHunTte Set up import (Hactpouts umnopt).

3. [lnA BbINOMHEHMA 3TUX TpeX AEWCTBUN CNeAYNTE NHCTPYKLMAM Ha 3KpaHe.

3.1.  Beibepute nonbsosatena n3 Active Directory ana ncnonb3oBaHuma ero B kauecTse WwabnoHa anAa
COMOCTaBNEHNA AaHHbIX.

3.2.  ConocTaBbTe AaHHble Nonb3oBaTena u3 6asbl AaHHbIX Active Directory co cBoiicTBamu
BNaZenbLa KapTbl.

3.3.  Co3painTe HOBylO rpynny BNaZenbLEB KapT B CUCTEME YNpaBNeHNA LOCTYNOM 1 BblbepuTe, Kakue
rpynnbl Active Directory TpebyeTca umnopTrnpoBaTth.

N3meHeHne MMNOPTUPOBAHHbLIX AAHHbBIX nonb3oBaTenen HEBO3MOXHO, 0lHAaKO Bbl MOXeTe 106aBUTb YUE€THbIE
AadHHbIE ANA NMNOPTUPOBAHHOIO BNaAeNbLUa KapTbl, CM. pa3aen .
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Pabounii ripoliecc yIIipaBA€HUSI AOCTYIIOM

CTpykTypa ynpaBneHua 40CTYNoM ABAAETCA rnbkoii, YTo no3sosiAeT paspaboTaTb pabounin npouecc,
0TBevawWwmn sawnm notpebHocTAM. Mpumep pabouero npouecca NPeACTaBAEH HUXE.

1. [JlobasbTe rpynnbl. Cwm. .

[JlobaBbTe Bnasensbues kapT. Cwm. .
[JlobaBbTe BnajenbLes KapT B rpynmbl.
[JobasbTe npaeuna goctyna. Cwm. .
MprmeHnTe rpynnbl K NpaBuaam JocTyna.

anIMeHI/ITe 30HbI K NpaBuiam A0CTyna.

N o g k& e

|_|pI/IM6HI/ITe ABE€pK K npaBuiam A0CTyna.
AobaBaeHMEe BAAASABLIA KAPTHI

Bnapeneu KapTbl — 3TO YEJIOBEK C YHUKAJIbHbIM VI.ClEHTVICbVIKaTOpOM, 3apPerncTpmpoBaHHbIM B CUCTEME.
HaCTpOVITC Bnaj€nbla KapTbl C YYETHbIMW AAHHbIMW, KOTOPbIE I/I,Cl,eHTI/IdI)VILI,I/Ipy}OT Ye/I0BEKa, @ TaKXe Korga n Kak
NPEAOCTaBUTb €My AOCTYN K ABEPAM.

MoxHo Takxe conocTaBuTb Nonb3oBaTeneii B 6ase aaHHbix Active Directory B kauecTse Bnagensues kapT. Cwm.
paszen .

1. OTkpoilTe BKnaaky @ Access management (YnpasneHne aocTtynom).

2. MNepeiianTe B pasaen Cardholder management (Ynpasnenue Bnagensuamu kapt) > Cardholders
(Bnagenbubl kapT) u Haxmute + Add (Jo6asuTb +).

BseanTe uma n hamununio Bnagensua kaptbl 1 Haxmute Next (Janee).
Mpwn xenaHun HaxmuTe Advanced (JononHutensHo) u BbibepuTe He0bX0AMMbIE NapameTpsbl.
JlobaBbTe yueTHble AaHHbIe Bnagenbla kapTbl. Cwm.

Haxmute CoxpaHuTb.

N o g k& W

ﬂ,06aBbT€ BM1laA€Nbla KapTbl B rpynmny.

7.1. B pasgene Groups (Ipynnbl) BbiGepuTe rpynny, B KOTOPY'0 Bbl X0TTe A06aBNTH BNajebla
kapTbl, n HaxxmuTe Edit (M3meHnTs).

7.2.  Haxwmunte + Add ([lo6aBuTb +) 1 BbiGepUTE BNaAeNbLA KapTbl, KOTOPOrO Bbl XOTUTE 4063BUTH B
rpynny. MoxHo BbI6paTb HeCkonbko BnasenbLes KapT.

7.3. Haxmute [lo6aButb.

7.4.  Haxmute CoxpaHuTb.
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PaclumpeHHbIn Habop

JnutenbHoe Bpema goctyna

BbibepuTe, uTobbI NpeAOCTaBUTbL BRAAENbLY KapThbl
ANNTeNbHOE BpeMA JOCTYNa U ANMTENbHOE BPEMA 40
nozauu curHana Tpesorn «OTKpbITa CANLWKOM AONTO»
MpY HanNuUMM YCTaHOBNEHHOMO ABEPHOr0 MOHNTOpA.

Mn PUOCTAaHOBUTDb BlaA€NbLa KapTbl

BbIGEpI/ITE, yTobbI NPNOCTaHOBUTDL BMaA€Nbla KapThbl.

Pa3pewnTb ABONHOI cBaiin

BbibepuTe, uTobbI paspewnTb BNaenbLy KapTbl
nepeonpesenATh TEKYLLEE COCTOAHME ABepH. B
KauecTBe NPMMEPa, C €ro NOMOLLbIO MOXHO OTNEPETH
ABEpb BHE 0bbIYHOMO rpaduka.

WcknioueHmne n3 6n10knpoBKu

BbibepuTe ecnu Tpebyetca, utobbl Bnasenew KkapTbl
WMen A0CTYN BO BPEMA BIIOKNPOBKM.

CHATb 3anpeT Ha nNpoxoa B 06paTHOM HanpasneHU

Bbibepute, utobbl CHATL ANA BAajenbLa KapTbl
3anpeT Ha MOBTOPHbI NPOXOA. 3anpeT NPoxoAa B
06paTHOM HanpaBAeHMN NPeAOTBPALLAET NMOBTOPHOE
NCMONb30BaHNE PEKBU3NTOB ANA BXOAA APYrUMU
nosbMu. [epBblii UeNOBEK AOMXEH CHAauana BbIATYU U3
061acTu, TONbKO NOC/IE 3TOr0 €ro PeKBU3NTbI ANA
BX04a MOIyT 6bITb NCMOMIb30BaHbl CHOBA.

lno6anbHbli Bnaaenew KapTbl

Bbibepute anA akTuBaumu npocMoTpa u
MOHMTOPUHIa BnajenblLa KapTbl Ha NoacepBepax.
[JlaHHaA onumAa foCTynHa TONbKO ANA TeX BNajenbLes
KapT, KOTOPbIE CO3AaHbl Ha OCHOBHOM cepBepe. Cm. .

[ina npocmoTpa BnAaeo oTKpoiiTe Be6-BEPCUI0 AAHHOIO JOKYMEHTa.

Jlobasnenne Bnaaenpues KapT v rpynn

AoOABUTH ViETHbIC AGHHbIC

Bnaaenbuy KapTbl MOXHO Ha3Ha4YnTb cneayrouwmne Tunbl YY4ETHbIX AAaHHbBIXI

e  [1MH; PIN-koa; MAH-kon
e Kapra

e HomepHoli 3Hak a/m

* QR-kog

®  MobunbHbli TenedoH

Y106bI 106aBUTH AaHHbIE 0 MOBUNIbBHOM TenedoHe BnagenbLa KapTbi:

1. B pasgene Credentials (YueTHble aaHHble) HaxmuTe + Add (Jo6asuTb +) 1 Bbibepute Mobile

credential (JaHHble 0 MO6MNbHOM TenedoHe).

2. Bseante umsa ana YUETHbIX AaHHbIX.

3. YcTaHoBuMTe AaTbl Hauana u OKOHUYaHNA AeNCTBUA YUYETHbIX AaHHbIX.
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4. Bobibepute onumio Send the mobile credential to the cardholder after saving (OTnpasuTb undposoii
nponyck BRaAenbLUy kapTbl nocne coxpaHenua). Bnageneu kapTbl nonyunT coobLieHne 3n1eKTPOHHOI
NOYTbI C MHCTPYKLUMAMU MO aKTUBALUM.

5. Haxmute [lo6aButs.

Mpumep cm. B pasaene .
Y706bI AO6ABMTH AAHHBIE HOMEPHOIO 3HaKa BIaAebLIA KapTbl:

1. B pasgene Credentials (YueTHbie aaHHble) HaxmuTe + Add ([Jo6asuTb +) 1 BbibepuTe License plate
(HomepHoii 3Hak).

2. BseauTe HasBaHuWe ANA YUETHbIX JaHHbIX, OMUCbIBAOLLEE TPAHCTIOPTHOE CPEACTBO.
3. Bseaute HoMepHON 3HaK aBTOMObWAA ANA TPAHCNOPTHOMO CPEACTBA.

4. YcTtaHoBWTE AaTbl Hauana N OKOHYaHMA AENCTBUA YUETHbIX AaHHbIX.

5. Haxmute [Jo6aButs.

Mpumep cm. B paszene .
YT106b1 fobaBuTh PIN-KOA ANA BnaaenbLa KapTbl:

1. B pasgene Credentials (YueTHble aaHHble) HaxmuTe + Add (Jo6aBuTb +) 1 Bbibepute PIN-KoA.
2. Bseaute PIN-kog.

3. Yrtobbl ncnonb3osatb PIN-koa nos npuHyxAeHWEM ANA aKTUBALMK CKPbITOro CMrHana TpeBory,
Bkntounte napameTp Duress PIN (PIN-koa noa npuHyxaeHvem) n seeante PIN-koA noa npuHyxaeHnem.

4. Haxmute [lo6aBuTb.

3anaHHbin PIN-kos pelicTeuTeneH Beeraa. Kpome Toro, MOXHO HaCTpouThb Tak HasbiBaemblii «PIN-koa noz
MPUHYXAEHNEM», KOTOPbI MO3BONAET OTKPbITb ABEPb, HO NMPW 3TOM aKTUBMPYET CKPbITbIA CUrHAN TPEBOr B
cuerteme.

Y106bI £062BUTH AaHHbIE 0 MOBWABHOM TeﬂquOHC Baj€nbla KapTbl:

1. B pasgene Credentials (YueTHble agaHHble) HaxmuTe + Add (Jo6asutb +) 1 Bbibepute PIN-KkoaA.
2. YT06bl BPYUHYIO BBECTU AaHHbIE KapTbl, BBEAUTE UMA KapTbl, HOMEP KapTbl U ANIMHY B 6UTaX.

[MpumeuaHne
[JnnHa B 6buTax HacTpanBaeTCA, TOMBKO ecnun Bbl co3AaeTe hopmaT KapTbl C onpeaeneHHon bUToBoN ANNMHON,
KOTOpOIi HET B CUCTEME.

3. YT106bI aBTOMATMUYECKM MNOAYYNTb AAHHbIE MOCNEAHEN NCNONb30BaHHOMN KapTbl:

3.1. BbibepuTe ABepb B packpbiBatowemca MeHio Select reader (BbibpaTb cunTbiBaTeNb).
3.2. lMpoBeauTe KapTy Yepes CYMTbIBaTENb, NOAKNIOUEHHbIN K 3TOI ABEPM.
3.3. HaxmuTe Get last swiped card data from the door's reader(s) (MonyunTtb Nnocneaxue

CYMTAHHbIE AAHHbIE KapTbl C ABEPHOI0 CYNTbIBAIOLLETO yCTpOI‘/'ICTBa).

[TpumeyaHne

YT106bI NONYUNTH AaHHbIE C KapTbl, MOXHO NCMONL30BaThL cunThbiBatolwee USB-ycTpoiicteo 2N ana
HaCTONbHbIX KOMNbloTepoB. bonee noapobHyto nHchopmauumio cMm. B pasaene Hacrposika cuntosisatowero USB-
yctpoicTea 2N 414 HACTO/bHbIX KOMIbIOTEPOB.

4. BseauTe koa obbekTa. ITO nosie AOCTYNHO, TOLKO €c/in Bbl akTuBMpoBsanu napametp Facility code (Koa
o6bekTa) B pasaene Access management > Settings (Ynpasnenue goctynom > Hactpoiiku).

5.  YcTaHoBWTe AaTbl Hauana U OKOHYAHNA AENCTBMA YUYETHbIX AaHHbIX.
6. Haxmute [lobaBuTh.

YT106b1 f06aBNTL AaHHbIe QR-koaa BnazsenbLa KapTbi:
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[Tpumevanune

Wcnonb3oeaHne QR-koza B kKauecTBe yUeTHbIX AaHHbIX TPebyeT, UTobbl BpEMA Ha CUCTEMHOM KOHTponepe
COBMajano co BpeMeHeM Ha kamepe, Ha koTopoli paboTtaeT AXIS Barcode Reader. PexomeHayeTca
NCMONb30BaTh OAMH 1 TOT X€ UCTOUHUK BPEMEHU AnA 060nX YCTPONCTB ANA BbINOAHEHWA UAeanbHON
CUHXPOHM3aLNI BPEMEHU.

1. B pasgene Credentials (YueTHble aaHHble) HaxmuTe + Add (Jo6asuTb +) 1 BbibepuTe QR-KkoA.
2. BseauTte MMA ANA YUETHBIX AAHHbIX.

3. Napametp Dynamic QR (AuHamuueckuin QR-koa) no ymonuanuto BkatoueH. innamuuecknin QR-koa
Heobxoanmo ncnonb3osaTb BmMecTe ¢ PIN-kogom.

4. YcTaHOBUTE AaTbl Hauana u OKOHUYaHNA AENCTBUA YUYE€THbIX AaHHbIX.

5. [na asTomaTnueckoit oTnpaskn QR-koaa No 3neKTPOHHOM NOUTe NOCNE COXPaHEHNA BNajenbLa KapThbl,
BbibepuTe Send QR code to cardholder when credential is saved (Otnpasutb QR-koa Bnagenbuy
KapTbl NMPN COXPaHEHUN YUETHbIX AaHHbIX).

6. Haxmute [lobaBuTh.

JlaTa okOHUaHMA cpoka AencTBMA

[HeiicTByeT ¢ YcTaHoBMTE ATy M BPEMA, KOTAa YYETHbIE AaHHbIE
OyayT AeNCTBUTESbHBI.

JeiicTByeT A0 BbibepuTe BapmaHT 13 packpbiBatoLWErocA MeHHO.

JencTeyeT no

HeT naTbl 0KOHUaHKA CpOK nNencTBuA YUYETHbIX AaHHbIX HUKOIAa HE NUCTEYET.

[JaTa YcTaHOBUTE KOHKPETHYIO AaTy N BpEMA NCTEUEHNA
CpoKa AECTBNA YUETHbIX AAHHBIX.

C MmomeHTa nepBOro UCNoJib3oBaHNA Bbibepute cpok ncTeyeHnA AENCTBUA YUYETHbIX
[aHHbIX C MOMEHTa UX NePBOro NCMOAb30BaHUA.
Bbibepute konnyecTso AHEN, MECALEB UMW NET WN
KONMYECTBO pa3 Noc/ie NepBoro MCNoab30BaHuA.

C MomeHTa nocneAHero Mcnonb3oBaHNUA BbibepuTe cpok ncteyeHmA AeNCTBUA YUETHbIX
AaHHbIX C MOMEHTA NX NOCNEAHErO NCMONb30BAHNA.
Beibepute KonmuyecTBo AHeN, MECALIEB WM NET nocne
NOCNeAHEro NCNONb30BaHNA.

Ncnonb3oBaHue HOMEPHOro 3Haka aBTOMOOMNA B KauecTBe YUYETHbIX AAHHbIX

B 3ToM npumepe nokasaHo, kak NpeAoCTaBUTb AOCTYMN, UCNONb3YA HOMEPHOMN 3HAaK aBTOMObUNA B KauecTse
YUETHbIX AaHHbIX, C MOMOLLbI ABEPHOr0 KOHTponepa u kamepbl ¢ AXIS License Plate Verifier.

1. [lobaBbTe aBepHoii kKoHTponnep u kamepy k AXIS Camera Station Pro Secure Entry. Cwm.

2. 3apaiiTe AaTy v BpeMA ANA HOBbIX YCTPOMCTB C NOMOLLb0 NapameTpa Synchronize with computer time
(CvHxpoHu3npoBaThb ¢ BpemeHeM kKoMnbloTepa). Cwm. .

O6HoBMTE NPOLIMBKY HA HOBbIX YCTPONCTBAxX A0 NocnesHen foctynHom sepcun. Cu. .

4. [lobaBbTe HOBYIO ABEPb, NOAK/IOUEHHYIO K BalleMy ABEPHOMY KOHTponnepy. Cwm. .
4.1.  [JlobaBbTe cunTbiBaloLiee YCTPONCTBO Ha cTopoHy A. Cwm. .

4.2. B pa3aene Door settings (HacTpoika napamertpos asepu) Boibepute AXIS License Plate Verifier
B kauecTBe 3HaueHnA Reader type (Tun cumTbiBalowWero ycTponcTBa) 1 BBEAUTE UMA ANA
CYNTHIBAIOLLEr0 YCTPONCTBA.
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10.

4.3.  JlononHNTENbHO MOXHO TakXe A06aBNTb CUMTbIBAIOLLEE YCTPONCTBO UM YCTPONCTBO,
obpabaTbiBalolLee 3aNpoChbl Ha BbIXOA, Ha CTOPOHY B.

4.4, HaxmuTe kHonky OK.

YctanoBuTe Ha kamepy AXIS License Plate Verifier n Boinonnute aktnsaumio. Cm. pyKoBOACTBO
nonb3oBatena AXIS License Plate Verifier.

3anycTtute AXIS License Plate Verifier.

Hactponte AXIS License Plate Verifier.

7.1.  Tllepenaute B meHto Configuration > Access control > Encrypted communication
(KoHdurypauua > KonTponb goctyna > 3awmngpoBaHHana cBA3b).

7.2. B pasgene External Peripheral Authentication Key (Kniou npoBepkn noAsMHHOCTN BHELWHETO
nepucepunHoro o6opyaosaHna) Haxmute Show authentication key (Mokasatb kntou
nposepku noanuuHocTtu) u Copy key (Konuposatb kntou).

7.3.  Ovkporite AXIS License Plate Verifier n3 se6-untepdeiica kamepsl.
7.4.  He BbINONHAITE HaCTPOMNKY.
7.5.  Bbibepute B MmeHto Settings (HacTpoiiku).

7.6. B pasgene Access control (KoHTponb aoctyna) Bbibepute Secure Entry B kauecTse 3HaueHus
Type (Tun).

7.7. B none IP address (IP-aapec) seeanTe IP-agpec ABepHOro KOHTpoepa.

7.8. B none Authentication key (Kniou npoBepkn noanMHHOCTM) BCTaBbTe CKONMPOBAHHbIN BamMu
paHee KoY MpoBEPKN MOAINHHOCTM.

7.9. Haxmute MoakntoumnTs.

7.10. B pasgene Door controller name (Mma aBepHOro KOHTposepa) BbibepUTE HYXHbIA ABEPHOI
KOHTposnnep.

7.11. B pasgene Reader name (ima cunTbiBatowero ycTponcTea) BbibepuTe 106aBneHHOe BaMu
paHee CYUNTbIBAIOLLEE YCTPONCTBO.

7.12.  BkniouuTe nHTErpaumio.
[JlobaBbTe BnasenbLa KapTbl, KOTOPOMY XOTUTE NpesocTaBuTb AocTyn. Cm.
[JlobaBneHne faHHbIX HOMEPHOIO 3HaKa Af1A HOBOrO Bnaesbua kapTbl. Cm.

[JlobasneHne npasuna goctyna. Cm. .
10.1.  [obaBneHue pacnucaHus.

10.2. [obaBbTe BnasenbLa kKapTbl, KOTOPOMY Bbl XOTUTE MPEAOCTaBUTb AOCTYN K HOMEPHOMY 3HAKY.

10.3. [lobaBbTe aBepb co cunThiBatownMm yetponicteom AXIS License Plate Verifier.

WUcnonb3yitte npunoxeHne AXIS Mobile Credential B kauecTBe aaHHbIX gocTyna no Bluetooth

B 5ToM npumepe nokasaHo, kak 406aBUTb B cucTeMy cumTbiBatowee ycTpoicTso Bluetooth AXIS A4612, utobbl
BNaZeNblibl KAPT MOTAM OTKPbIBaThb ABEpM € nomollbo npunoxerua AXIS Mobile Credential.

1.
2.

3.

YcTaHoBMTE cumTbiBatoLee ycTpoicTBO Bluetooth n noakntounTe ero K ABEPHOMY KOHTpoAnepy.

JlobasbTe cunTbiBatowee yctpoincTo Bluetooth B Be6-uHTEpheic ABepHOro KOHTponnepa.

2.1. BoiiauTe B nHTEpdheiic ABepHOro KOHTposiepa n nepenante B pasgen Peripherals
(MepudepuiiHbie yeTpoiicTea) > Readers (CuntbiBatowwme ycTpoiicTsa).

2.2. HaxmuTe Add reader (Jo6aBuTb cuMTbiBatoLLee YCTPOWCTBO).

2.3. BseanTe Heobxoanmble AaHHble B Ananorosom okHe Add Bluetooth reader ([Jo6asuTb
cumTbiBatolwee yeTponcTeo Bluetooth).

2.4. HaxmuTe [lo6aBuTb.

Job6aBbTe cunTbiBatowwee ycTpoiicTo Bluetooth k asepn B AXIS Camera Station Pro.
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3.1.  Tepenaunte k nynkty Configuration (KoHdurypauus) > Access control (KoHTponb gocTyna) >
Doors and zones ([Bepu 1 30HbI) >.

3.2.  BbibepuTe ABEpPb, K KOTOPOI HYXHO A06aBUTb cuMTbiBatowee ycTponcTso Bluetooth, n HaxmuTe
Edit (PeaakTupoBaTth).

3.3. HaxmuTe + Add ([Jo6aBuTb) Ha Toi CTOPOHE ABEPY, FA€ YCTAHOBIEHO CYMTbIBalOLLEE
ycTpoiicTo Bluetooth.

3.4. Bbi6epute Card reader (YcTponcTBO AN1A CUMTbIBaAHMA KapT).
3.5. B pa3saene Add IP reader (Jlo6aBuTb IP-cuntbiBaTenb) Bbibepute IP-cuntbiBaTEND.

3.6. B pa3saene Select IP reader (Bbi6paTh IP-cuntbiBaTenb) BbibEpUTE CUMTHIBAIOLLEE YCTPONCTBO
Bluetooth.

3.7. Haxmute [lo6aButb.

Bbibepute cuntbiBatowwee ycTpoiicTBo Bluetooth Ana conpaxeHna. 3To HYXHO caenaTb Kak MUHUMYM
ANA OJHOro cunTbiBaoLero yctpoicTea Bluetooth B Baweit cucteme.

4.1.  BbibepnTe Tonbko uTO A0BaBNEHHOE cuMTbIBatOLWee ycTpoicTso Bluetooth.
4.2. Haxxmute kHonky Edit (M3mennTb).

4.3. B pa3saene Edit bluetooth reader (Bbi6paTb cunTbiBatouiee ycTpoiicTBo bluetooth) Bbibepute
Use this reader for pairing (Micnonb3oBaTb 3T0 cunTbiBatoLee yCTPONCTBO ANA COMPAXEHUA).

4.4.  Haxmunte MpumeHuUTS.

Bbi6epuTe npochunb naentudpmkaumm Tap in app (Aktusauna B npunoxenun) unu Touch reader
(CeHcopHoe cumTbiBatOwWee yCTponUcTBo). [InA nonyueHnA AONONHNTENbHbIX CBEACHUIA CM. .

JlobaBbTe MObBUNBLHbLIN Nponyck ANnA Baaensua kaptbl. Cwm. .

BbinonHuute conpaxeHne MobyWabHOro Nponycka Co CYUMTHIBAKOWNM YCTPONCTBOM.

7.1. MoaHecmTe MobWAbHbINM TenedoH BajenbLa KapTbl K cuMTbiBatoLweMy ycTpoincTsy Bluetooth,
HaCTPOEHHOMY ANA CONPAXEHNA.

7.2. CHEAYVITC MHCTPYKUNAM U3 SNIEKTPOHHOI0 NCbMa, OTNPaBA€HHOI0 BNaA€/ibly KapThbl.

AobaBaeHMe IpYIIIHI

Mpynnbl no3sonAT 3¢hheKTUBHO yNpaBNATb MHOXECTBOM BNaAe/bLeB KapT ¥ CBA3aHHbIMW C HUMW NPaBUIaMm
pocTyna.

6.

OTkpoliTe BKIaaky 3 Access management (Ynpasnenune gocTtynom).

MepeiianTe B pasaen Cardholder management (Ynpasnenue snagensuamu kapt) > Groups (Mpynnbi) n
Haxmute + Add (Jo6asutb +).

BeeanTe Ha3BaHue 1, N0 XE€NaHunto, nHnunanbl AnA rpynnel.

Bbi6epute Global group (Mno6anbHaa rpynna) 4nA npocMoTpa M OTCNEXNBAHNA BRajebLa rpymnnbl Ha
noacepsepax. [laHHaA onumA AOCTYNHa TOMbKO ANA TeX BAaAe/bLeB KapT, KOTOPbIE CO3AaHbl Ha
ocHoBHoM cepBsepe. Cm. .

[obasneHne B rpynny BnasenbLeB KapT:
5.1. LUenkHuTte + [lobaBuTb.

5.2.  BbibepuTe Bnazenbues kapT, KOTOPbIX Bbl XoTUTe A06aBnTb, 1 Haxmute Add (Jo6aBuTb).

Haxmute CoxpaHuTb.

AobaBaeHMe TPABUAA AOCTYIIA

I'Ipanmo AO0CTyNna onpeaenAeT ycoBuA, KOTOPbIE€ A0JIXKHbI 6bITb BbINOAHEHbI ANA npeaocTaBneHNA A0CTyNa.

I'Ipanmo A40CTyna COCTONT U3 CNneayowmnx 3NeMeHTOB:

Bnapenbubl KapT u rpynnbl BNaaenbue€B KapT — KOMY CNE€AYET NPEAOCTaB/IATb AOCTYN.

34



ABCPM WU 30HbI = r4A€ NPUMEHAETCA NPaBnIo A0CTyNa.
Pacnucanua - xoraa CneayeTt npeaocCTaBATb AOCTYN.

YT106b1 f06aBMTH NpaBWAO AOCTYNA:

1. OTkpoiiTe Bknaaky B Access management (YnpasneHne gocTtynom).

AR

HacTpoliika Bnasensues kapT v rpynn:

5.1.
+).

5.2.

6. HacTpoiika ABepeii 1 30H:
6.1.

6.2.

7. Hactpoiika pacnucaHuin:
7.1.

7.2.

8. Haxmute CoxpaHuTs.

MepenanTte B pasaen Cardholder management (Ynpaenenue snagenbuamu kapT).
B pa3saene Access rules (Mpasuna goctyna) HaxmuTe + Add (Jo6asuthb +).

BseanTe uma npasuna goctyna v HaxmuTe Next (Janee).

B pasaene Cardholders (Bnaaenbubl kapT) unn Groups (Mpynnsi) Haxmute + Add (Jo6aBuTb

BbibepnTe Bnasenbles kapT uau rpynnbl n Haxmute Add (Jo6aButs).

B pasaene Doors (Asepu) uin Zones (3oHb1) HaxkmuTe + Add (JobasuTb +).

BbibepuTe asepn nnn 3oHbl 1 Haxxmnte Jo6asuts (Add).

B pasaene Schedules (Pacnucanua) Haxmute + Add (Jo6aBuTb +).

BbibpaB 04HO UM Heckobko pacnucaHnii, Haxmute Add (Jo6asuTb).

MpaBuno goctyna, B KOTOPOM OTCYTCTBYET OAMH WUn 6onee KOMMOHEHTOB, OMUCaHHbIX Bbllle, ABNAETCA
HenonHbIM. [IpoCMOTpeTh BCE HEMoNMHbIE NpaBuia A0CTyNa MOXHO Ha Bknaake Incomplete (HenonHbie).

,D.J'IH npocmoTpa BNAEO OTKpOVITe BCG-BCpCVHO AaHHOTO AOKYMEHTA.

OKCIIOPT OTYETOB O KOHOUI'YPALIMM CHUCTEMBI

Bbl MOXeTe 3KCnopTNPOBaTh OTYETLI, COAEPXKALLME pa3nnyHble Tunbl NHopmaumn o cucteme. AXIS Camera
Station Pro Secure Entry JxcnopT oTueTa B BuAe haiina co 3HaueHMAMM, pasaeneHHbimu 3anaTtoivmm (CSV), n
COXpaHeHMe ero B Manke 3arpysku no ymonuaHuio. [lna skcnopta otyera:

1. OTkpoiiTe Bknaaky @ Access management (YnpasneHue aocTynom).

2. MepeiianTe B pasaen Reports (OTuetsl) > System configuration (KoHdurypaumua cuctembi).

3. BbibepuTe oTUETHI, KOTOPbIE Bbl XOTUTE IKCMOPTMPOBATh, N HaxMuTe Download (3arpysuTs).

Moapo6HbI 0TUET O BaAenbLax KapTbl

Bkniouaet nHchopmaumio o BnagenbLax kapT, 06
YUYETHbIX AaHHbIX, O NPOBEPKE KapT 1 O NOCNEAHEN
onepauuu.

Otuet 0 A0CTYynE BNaAENbLEB KapThbl

Bxntouaet I/IHq)OpMaLI,I/HO 0 BNlajenble KapTbl, a Takxe
VIHCbOpMaLI,I/IIO 0 rpynnax snagenblueB KapT, O
npasnnax A4octyna, ABepPAX N 30HaX, C KOTOPbIMU
CBA3aH BnajaeneL KapTbl.

OTtuet 0 A0CTyneE rpynnbl BNaAenbUEB KapTbl

BkniouaeT uma rpynnbl BlagenbUeEB KapT, a Takxe
VIHdI)OpMaLI,I/HO 0 BNaj€nblax KapT, npaBuiax A0CTyna,
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ABEPAX N 30HaX, C KOTOPbIMU CBA3aHa rpynna
BNaA€NbLEB KapT.

OTtueT 0 npaBunax Aoctyna BkniouaeT umsa npasuna A0CTyMa, a TaKXe
VIHCIZ)OpMaLI,VHO 0 Bnaj€nblax KapT, rpynnax
BNnaA€NnbLEB KapT, ABEPAX U 30HAX, C KOTOPbIMN
CBA3aHO NpaBnio A0CTYyMa.

OTyueT 0 pocTYyNE K ABEpY Bkniouaet uma ABepu, a Takxe MHopMaLMio o
BNajenbLax KapT, rpynnax BNaAenbLes KapT,
npaBunax AOCTYNa 1 30Hax, C KOTOPbIMN CBA3aHa
ABepb.

OTueT 0 gocTyne K 30He BkntouaeT uma 30Hb1, @ Takxe MHOpMaLMio 0
BNnaAenblLax KapT, rpynnax BAajeNbLeB KapT,
npasunax AoCTyna n ABEPAX, C KOTOPbIMU CBA3aHa
30Ha.

Co3paHME OTYETOB O ACMCTBUSIX BAGASABLIEB KAPT

OTueT 0 NPNCYTCTBMWN COAEPXMNT CNMUCOK BNaAENbLEB KapT B OHpC,ﬂ,CﬂCHHOVI 30HE B laHHblil MOMEHT BPEMEHN.

B oTueTte o cbope ykasbiBatoTCA BnaLeNblibl KapT B ONPeAENEHHON 30He. ITO NOMOraeT onpesennTb, KTo
HaxoauTcA B 6€30MacHOCTM BO BPEMA Upe3BbIUYaiiHbIX CUTyaunii. [loMoraeT ynpaBnaowWwmmM 3gaHuAMN B
onpeaeneHn MeCTOHaX0XAeHMA NepcoHana n noceTuTeneid nocne sakyaunn. [NyHkT cbopa - 3To cneunanbHo
0TBeJeHHOe MecCTo, I4e NepcoHas A0/XKeH OTMeTUTCA BO BPeMA Upe3BblualiHbiX CMTyauui. 3To no3BonAeT
chopMMpOBaTh OTUET O MPUCYTCTBYIOLWMX HA TEPPUTOPUM U TeX, KTO NokuHyn obbekT. Cuctema oTmeuaeT
BNajenbLeB KapT Kak OTCYTCTBYHOLMX A0 TEX MOP, NOKA OHW HE 3aperncTpupyloTca B NyHKTe cbopa unu noka
KTO-HUOYZAb BPYUHYIO HE OTMETUT, UTO OHK B HE30MacHOCTN.

Kak ana otueToB o cbope, Tak 1 ANA OTUETOB O NPUCYTCTBUN TPebYETCA ONPEAENUTb 30HbI OTCNEXMBAHMA
BNnajenbLeB KapT.

Co3aaTb 1 3anycTUTb OTYET 0 cbope MnK NpuUCyTCTBUM:

1. OtkpoinTe BKNaaKy | Access management (YnpasneHne gocTtynom).

2. Mepeitante B pasaen Reports (Otuetsl) > Cardholder activity (JencTena Bnagenbues kapr).

3. Haxmute + Add (Jo6asuTb +) n Bbibepute Roll call / Mustering (C6op/npucytctaue).

4. Hasosute oTuet

5. BbibepnTe 30HbI ANA oTueTA.

6. BbibepuTe rpynnbl AnA oTueTa.

7.  Ecnn Bam HyxeH oTueT 0 cbope, Bbibepute Mustering point (MyHkT c6opa) u cunTbiBaTENb ANA NYHKTA
cbopa.

8. BbibepnTe BpeMeHHblE paMKu ANA OTYeTa.

9. Haxmunte CoxpaHuTb.

10. Bbibepute oTueT u Haxmute Run (BbinonHuT).

CocToAHME OTUYETa 0 NPUCYTCTBUN Onucaxne

MpucyteryeT Bnaneneu kapTbl BOLWEN B yka3aHHYIO 30HY U He
BbILIEN U3 HEE A0 TOro, Kak Bbl 3aMyCTUIN OTYeT.

He npucytcTByet Bnaseneu kapTbl BbIlleN U3 yKa3aHHOMN 30HbI U He
BXOAWN B Hee 10 TOro, Kak Bbl 3aMyCTUAM OTYET.
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CocToAaHne oTueTa 0 cbope Onucaxne

B 6e3onacHocTH Bnaazeneu kapTbl npoBen cBoei kapTom no
CuUNTLIBATENIO B MyHKTE cbopa.

OTtcyTeTByloT Bnagenew kapTbl He NpoBen KapTy NO CYNTLIBATENIO B
nyHkTe cbopa.

HacTpoika napaMeTpoB YIIPABASHMUS AOCTYIIOM

YT106bI HAaCTPOMTb NOMA AaHHbIX BNaAeNbLEB KapT, KOTOPbIE AOMXHbI MCMOMb30BaTbCA B NaHeN ynpasneHusa,
npesHa3HaYeHHON ANA ynpaBneHnA 4OCTYNOM:

1. Ha Bknaake Access management (Ynpasnenue goctynom) Haxmute Settings (Hactpoiiku) > Custom
cardholder fields (Monb3oBaTenbckue nona aepxartena KkapTbl).

2. Bbibepute + Add (Jo6asuTb +) n BeeanTe uMaA. MoxHo A06aBnTb 40 6 NONb30BaTENLCKUX NONEA.
3. Haxmute lo6aBuTb.

YTobb! pa3pewmnTb NCNONb30BaHNE KOAA obbekTa anAa NPoBEPKN Balllel cucTeMbl KOHTpONA AO0CTyNna:

1. Ha sknaake Access management (YnpasneHue goctynom) HaxmuTe Settings (Hactponku) > Facility
code (Koa o6bekTa).

2. BbibepuTe Facility code on (Bkn. koa o6bekTa).

[TpumeyaHne

Takxe Heobxoanmo Bbi6paTh Include facility code for card validation (Bkniountb koa o6bekTa Ana
NpoBepKM KapTbl) Npu HacTpoiike npochuneir naeHTudmkaumn. Cwm. .

YT10bb! OTPE€AAKTNPOBATb wabnoH JNEKTPOHHOr0 NCbMa ANA OTNPaBKN QR-koaa nnn MobUNbHbLIX YUETHbIX
OAHHbIX:

1. Ha Bknaake Access management (YnpasneHue goctynom) Haxmute Hactporkn > Email templates
(LLiabnoHbI 2neKTPOHHOW MOYTbI).

2. W3menuTe cBoii wabnon n Haxmute Update (O6HOBUTD).
VIMIIOPT M DKCIIOPT
WmnopT Bnagenbues kapT

JlaHHaa dyHKUNA NO3BONAET MMNOPTUPOBATL CBEAEHUA O BAAAENbLAX KapT, Fpynnax BAaAeNbLeB KapT, yUeTHbIe
AaHHble u hoTorpachuy Bnasenoues kapT u3 CSV-ghaiina. Ytobbl nMnopTupoBaTh hoTorpachuy BnasenbLes
KapT, ybeanTecb B TOM, UTO CEpPBEP MMEET A0CTyn K choTorpachmam.

Korga Bbl uMnopTupyeTe BRagenbua KapT, CMCTeMa ynpaBaeHnA A0CTYNOM aBTOMATUUYECKN COXpaHAET
KOH(pMrypauuo cucTembl, BKItoUaA Bce KoHurypaumn obopyaoBaHuA, U yaanAeT BCE PaHEE COXPaHEHHbIE.

MoxHo Takxe conocTaBuUTb Nosb3oBaTeseli B 6a3e aaHHbIX Active Directory B kauecTse Bnagenbues kapT. Cm.
paszen .
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BapuaHTbl umnopTa

HoBunHka [Mpu BbIGOPE 3TOrO BapnaHTa 406aBNAOTCA HOBbIE
BNaZeNblibl KapT, a CYLLECTBYIOLWNE YAANAOTCA.

06HOBUTB [pn BbIbOpPE 3TOrO BapmaHTa 0bHOBAAOTCA
CyLLecCTBYyIOLLNE BNadenbLbl KapT u AobasBnAtoTcA
HOBbIE a BNajeNblibl KapT.

Job6aButb [Mpu BbIGOPE 3TOrO BapnaHTa coOXpaHATCA

CyLLeCTBYOLLNE BNajenbLbl kKapT u fobaBnATCA
HoBble. Homepa kapT 1 naeHTUgurkaTopbl BNajenbLes
KapT YHWUKaNbHbI, OHN MOFYT BbITb NCMOMb30BaHbI
TONbKO OAWH pas.

1. Ha sknaake Access management (YnpasneHue goctynom) HaxmuTe Import and export (Mmnopt u

3KenopT).

Haxmute Next (“Janee").

Ha3HaubTe Kaxaomy CTOI'I6LI,y 3aroJ1oBOK.

®©® N o g kDN

Haxmute MmnopT.

HaxmuTe Import cardholders (Mmnopt Bnasensues kapT).
Bbi6epnte New (Hosbie), Update (O6HOBMTL) nnu Add (Jo6asuTb).

Haxmute Choose a file (Bbi6paTb dhaiin) u nepennante k chaiiny CSV. Haxmute kHonky OTKpbITb.

BeeauTe passenutens cTon6buoB, BbibepuTe yHIUKaNbHbI naeHTudmkaTop n Haxmute Next (Janee).

HacTpoiikn nmnopTa

I'IepBaﬁ CTPOKa ABMAETCA 3aroJIoBKOM

BbibepuTe B TOM cnyuae, ecnu CSV-chainn coaepxnt
3aronoBok cTonbua.

Paspenutens ctonbuos

BeeanTe hopmat pasasenutena cronbuos ana daiina
CSv.

YHuKaNbHbIW naeHTUDKUKaTOP

[na naeHTudhmkaumm Bnagenbua KapTbl N0
ymonuanuto cuctema ucnonbsyet Cardholder ID
(MaeHnTndukaTop Bnasensua kapTbl). MoxHo Takxe
NCnoNb30BaTh €ro UMA U hamununio uan agpec
3NEKTPOHHON NOYTbI. YHUKaNbHbIN MAEHTU(MKATOP
npeaoTBpaWaeT MMNOPT AybAnKaToB IMYHbIX
3anuceil.

®opmaTt Homepa KapThbl

Mo ymonuanuto BbibpaH napametp Allow both
hexadecimal and number (Pa3spewnTb
WecTHAALATEPUUHbIA M UNCNOBOI hopMaThbl).

3KCNopT BnajenbLeB KapT

JTa KOMaHZAa 3KCNOPTUPYET UMEKOLLMECA B CUCTEME JaHHbIe BaAenbLe kapT B chann B hopmate CSV.

1. Ha Bknaake Access management (Ynpaenenue goctynom) Haxmute Import and export (MmnopT u

skenopT).

2. Haxwmute Export cardholders (3xcnopt Bnasensues kapT).

3. Bbibepute mecTo pacnonoxeHna 3arpyskn n HaxmnTe Save (CoxpaHuTb).
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AXIS Camera Station Pro Secure Entry

AXIS Camera Station Pro Secure Entry o6HoBnAeT hoTorpadhun Bnasenbues kapT B nanke C: \ProgramData
\Axis Communications\AXIS Camera Station\Components\AXIS Secure Entry
\Cardholder photos npn n3MeHeHUn KoHpUrypauum.

OTmeHa umnopTa

Cuctema aBTOMaTUNUECKN COXpPaHAET CBOIO KOHqDVIpraLI,VIlO npn nMmnopTe BNaA€NbLEB KapT. I'IapalvleTp Undo
import (OTMeHa wmnopTa) C6paCbIBaCT AaHHblI€ Bnaaenbua KapTbl N BCHO KOHq)I/IpraLI.I/HO oGopyaoaava [o
COCTOAHMA, KOTOPOE 6b1510 10 nMnNopTa nocieaHero Bnaaenibla KapThbl.

1. Ha Bknaake Access management (YnpasneHue goctynom) Haxmute Import and export (Mmnopt un
3Kenopr).

2. Haxmute Undo import (OTmeHa umnopta).

3. Haxwmute Ja.
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