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PYKOBOACTBO IIOAB30OBATEAS



YHuBepcanbHOro, HaAEXHOr0 CpeacTBa, KoTopoe Morno bbi caenatb Ntobyto cucTemy 6e30mMacHOCTH 1 06BEKT Ha
100% 3alniLeHHbIM OT Knbepyrpos, He cywecTeyeT. Kak bbl npuBnekaTenbHO 3TO HK 3ByYano, Takoro CpeAcTsa
HET 1 BPAA NN OHO NoABWTCA B banxanwwee BpemA. BmecTo 3Toro Heo6xoAMMO 3yunTb pUCK, CO34aBaeMbIi
Yyrpo3amu n yA3BUMOCTAMM, YHUKANbHbIMU ANA KaXAON OpraHn3aumnm, 1, B Clydae ecim puck cunTaeTca
HenpueMIeMbIM, peann3oBaTb MepbI MO €ro CHUXeHU. YeTKo onpeaeneHHble NOANTUKA U NpoLeaypbl
obecneunBaloT nocnesoBaTenbHoe MHHOPMUPOBAHNE N MPUMEHEHNE ITUX MEP KOHTPONA BO BCEN OpraHM3aumnm
1 COCTaBMAIOT OCHOBY 3p€/I0i MPOrpaMmMbl knbepbesonacHoCTy.

PekomeHzayembi noaxos — paboTaTh B COOTBETCTBUM CO CTAaHAAPTHLIMU CTPYKTYpaMu yNpaBaeHUA puckamu
NT-6e3onacHocTn, Takumu kak 1ISO 27001, NIST CSF u T. n. XoTAa 3Ta 3a4auya MOXeT Noka3aTbCA C/0XHON ANA
HebonblWMX opraHn3aunin, onpesenenme 6asoBoro Habopa NOAMTUK MHOPMALMOHHOI 6€30MacHOCTM 1
MOAAEPXNBAOLLMX NPOLECCOB ByaeT HAMHOIO Nyylle, uem nonHoe besaericTane. Ecnn Bawa opraHmsauna Tonbko
HauMHaeT NoBbIWaTb YPOBEHb KNbepbe3onacHOCTH 1 pacnoiaraeT orpaHNYEHHbIMI pecypcamMm, peKoMeHAyem
n3yunTb Critical Security Controls Version 8 (Kputnueckne mepbi 6e3onacHocty, sepcua 8) Center for Internet
Safety (CIS). CIS coaepxuT cnucok 13 18 MeponpuATHiA No KOHTPOO 6e30MacHOCTY, pa3buTbiX Ha TP rpynMbl
BHEApEHWA, KOTOPbIA NOMOXET OpraH13aunAM pa3BrBaTb U COBEPLUEHCTBOBATb CBOK NPOrpaMmy
knbepbesonacHoCTu.

HapyLueva 6esonacHoCTy NMPONCXOAAT BO MHOINX OpraHn3aunAx, Nn0OTOMYy 4TO KOMMNaHWA HE YCTaHOBW1A YETKNE
NONNTUKK, NpaBuia U NpoUeaypbl, perynnpyroumne ncnoab3oBaHNE N NpaBa A40CTyNa AnA CO6CTBEHHbIX
COTPYAHWNKOB. PaboTaeT nu Bawa opraHmsaumAa ¢ NOANTUKaMn N npoueccamn ynpaBn€HnA BuAeoHabnwaeHnem?
Ecnn Her, nopa HayaTb X ONPEAENATh.

I[IpepHA3HAYEHMUE

JTOT LOKYMEHT ONUChIBAET PAL MOAUTUK U Npoueayp knbepbe3onacHOCTH, KOTOPbIe MOTYT 6bITb NONE3HbI ANA
obecneueHuna 6e3onacHoro passepTbiBaHMA U obcnyxusanua cuctem AXIS Camera Station 5. XoTA oHu He
NpMBA3aHbl HANPAMYIO K Kakoii-n1nbo cTpykType knbepbe3onacHocTH, Mbl B OCHOBHOM OMKUPAEMCA Ha eMeHTbI
ynpasneHna 6esonacHocTtblo CIS Security Controls v8, yaenaa ocoboe BHUMaHMe Ceayownm MeponpuaTuaM no
KOHTpOIO:

®  KoHTposnb 1: IHBEHTapuU3aLUMA 1 KOHTPO/b KOPMOPATUBHbIX QKTNBOB

®  KoHTposb 2: IHBEHTapuU3aUUA ¥ KOHTPOJIb MPOrPAMMHbIX OKTNBOB

®  KoHTposnb 3: 3a14MTa AAHHBIX

®  KoHTposnb 4: be3onacHaa HACTPOVIKa KOPIOPATUBHbLIX AKTUBOB M MPOrPAMMHOro obecrneyeHna
®  KoHTponb 5: YnpasneHne yueTHbIMU 3QMUCAMM

®  KoHTposb 6: YnpasneHne KOHTPOEM AOCTYNa

®  KoHTponb 7: HenpepbiBHOE yrpaBieHne yA3BUMOCTAMM

®  KoHTposb 10: 3awuTa OT BPEAOHOCHBIX NPOrpPaMm

Hawwu pekomeHaaumum HanpasieHbl Ha TO, YTOObI MOMOUYb YCTAHOBLLMKAM, UHTErpaToOPam U KOHEUHbIM
nosb3oBaTeNAM CHU3NTb 0bLMe pucky Npy pasBepTbiBaHUM cucTem v ynpaeneHun cuctemamm AXIS Camera
Station 5.

ITpepBapuTeAbHBbIE TPEe6OBAHMS

I'Ipe,qnonaraeTCH O3HaKOMJieHne C peKoOMeHAaUnAMN 1 npoueaypamn, onpeaeneHHbIMU U ONUCaHHbIMN B
PykosoacTse no ycunenuio ceTesoii 6ezonacHocTy AXIS 0S, a Takke ux cobntogeHune. Kpome Toro, B 370M
AOKYMeHTe YNOMWHAETCA HECKOIbKO PacrpOCTPaHEHHbIX ponel Nosb30BaTenell, B3aMoAeNCTBYOLMX C
Buaeocuctemoli. ConoctaBbTe 3TU Ponn Noib30BaTeNeil ¢ BalWMMn cobCTBEHHbIMU Knaccudukaumamm
nosnb3oBaTenei n poneii. Monb3oBaTenb MOXeT UMETb HECKO/IbKO POJEil B 3aBUCUMOCTM OT OpraHn3aLmi.

OnpeseneHHble ponn:

e  CucTeMHbIV YCTaHOBLUMK: YCTAHABNNBAET, HACTPAaUBaALT, PEMOHTNPYET, 06HOBACT U NepeBoaNT
cucTeMbl Ha boniee paHHIOW BepCuio


https://www.cisecurity.org/controls/cis-controls-list
https://www.cisecurity.org/controls/cis-controls-list
https://www.cisecurity.org/controls/inventory-and-control-of-enterprise-assets
https://www.cisecurity.org/controls/inventory-and-control-of-software-assets
https://www.cisecurity.org/controls/data-protection
https://www.cisecurity.org/controls/secure-configuration-of-enterprise-assets-and-software
https://www.cisecurity.org/controls/account-management
https://www.cisecurity.org/controls/access-control-management
https://www.cisecurity.org/controls/continuous-vulnerability-management
https://www.cisecurity.org/controls/malware-defenses
https://help.axis.com/axis-os-hardening-guide

A.U.MVIHVICTpaTOp CeTn: 06C}'IY)KVIBaCT CETEBYIO VIH(*)paCTPYKTypy, NOAK/MTHYEHNE KOHEYUHbIX Y3/10B,
CETEBbIE CEPBEPLI N PECYPCbI, @ TAKXE obecneumsaeT 3alUNTy CeTHn

A,U,MVIHVICTpaTOp BNACOCUCTEMDI: ONPEAENACT N YyNPaBNIAET BUAeOCUCTEMON AnA obecneueHns ee
ncnonb30BaHNA, Haanexadtien nPon3BOANTENbHOCTU 1 NpaB nonb3oBaTenen

Cneumanuct no OGCHY)KI/IBHHVIIO BNACOCUCTEMDI: KOHTPOJIMPYET, HACTPANBAET N YCTPAHAET HENONAAKN
KOMMOHEHTOB AnA obecrneyeHmns npon3BoANTENIbHOCTW CUCTEMbI OT NMEHN aAMUHNCTPATOPA
BNACOCNCTEMDbI

Monb3oBaTenu: nuua, ucnonbsyowme knnenTckoe npunoxeHue AXIS Camera Station 5 ana foctyna
XXNBOMY W 3aNNCaHHOMY BWAEO W, KaK MpaBuio, OTBeyalowme 3a (Yn3nyeckyio 3alunTy opraHusaumi.



Pusuyeckast 6e30MACHOCTb
MonuTtuka dmsnyeckoi 3awmTbl

Cepsepbl, ycTpoiicTBa, ceTeBoe 0bopyAoBaHne n kabenu ABnAlTCA hn3nyeckumn obbekTamun, KOTOpbIE MOTyT
ObITb NOABEPrHYTbI BMELWATeNbCTBY, caboTaxy unu ykpaaeHbl. XoCT, Ha koTopom paboTaeT cepsepHoe 10 AXIS
Camera Station 5 1 BaxHoe ceTeBoe 060pyaoBaHe (MapLipyTM3aTopbl, KOMMYTaTOPbI 1 T. A.) AOMXHbI BbITh
pa3smMelLeHbl B cpeae ¢ (hM3NYecKMMm 1 NOrMYeckuMi orpaHuyeHnamMmn goctyna. Kamepbl n npoune
NOAKNIOUEHHbIE YCTPONCTBA A0MKHbI ObITh YCTaHOBEHbI B TPYAHOAOCTYMHbIX MECTax, Takxe cneayet
NCNoNb30BaTh BaHAaN03alMLEHHbIE MOAENN unn kopnyca. CneayeT yAenuTb BHUMaHWe 3alwnTe Kabeneii B
CTeHax unn kabenb-kaHanax, Tak Kak OHM CBA3aHbI C NOBbILEHHbIM PUCKOM HECAHKLMOHUPOBAHHOIO
BMeLaTenbCcTBa M caboTaxa.

PekomeHAyemMble MONMTUKK 1 NpoLeAypbl

Onpeaennte NMUO WM OPraHM3aLMOHHOE NOAPA3ALNEHIe, OTBETCTBEHHOE 33 BM3yalibHbI ayANT hM3MYecKon
3awuTbl cepeepos VMS, ceTeBoro 060pys0BaHMA, NOAKNKUYEHHbIX YCTPONCTB 1 KabenbHOM NPpOBOAKN Yepe3
onpeseneHHble MHTEPBanbl BpeMeHU. BaxHo noaaepXxnBaTh TOUHbINA yUeT BCEX CEPBEPOB U YCTPOICTB, BKOUAA
NX MECTOMOJTI0XEHNE.

Vl'IpGBAeHMe IIPOIrpaAMMHBIM obecrieyeHMEM
MonnTnka B OTHOLIEHNM NPUOXEHUN CTOPOHHMX NPON3BOANTENEI

Mockonbky AXIS Camera Station 5 ycTaHaBnuBaeTca B cTaHaapTHoli cpeae Windows, MOXeT BO3HUKHYTb
cob/1a3H ncnonb3oBaTh 3Ty Cpeay ANA NPOrpaMMHbIX NPUOXKEHWI, HE CBA3AHHBIX C YNPaBAeHNEM BUAEO.
YcTaHOBKa NMPoUYmnX CTOPOHHMX NPUIOXEHUI OTKPbIBaeT BO3MOXHOCTb BHeApeHMA BpesoHocHoro [10 B cpeay,
UTO MOXET NPUBECTU K NPOCTOAM CUCTEMbI UAN NPEAOCTaBUTH 3M10YMbILUNEHHIKY Na3eiky AnA BX0Aa B CETb
opraHn3aunm.

PexomeHAyeMble MONMTUKK U NpoLeaypbl

He 3anyckaiiTe Ha xocT-060pyAoBaHuN HUYero, kpome cepsepHoro M0 AXIS Camera Station 5 u foBepeHHbIX
CTOPOHHMX NHTerpauui. Ecnn dinsnueckoe obopysoBaHne LOMKHO NCNOMb30BATLCA ANA APYTriX Lenen,
peKOMeHAYyeTCA MCNOb30BaTh HECKOBKO BUPTYaNbHbIX 3K3eMNNAPOB cepBepa 1 3anyckaTb cepsepHoe [10 AXIS
Camera Station 5 Ha oaHoO BUPTYanbHoW MalnHe, a ctopoHHee [10, He cBA3aHHoe ¢ VMS, Ha apyroi
BUpTYyanbHoli MawnHe. NHhopmaumio o 3anycke AXIS Camera Station 5 B BUpTyanbHOW cpese MOXHO HalTw 1o
3TOU CChI/IKE.

PekomeHzyeTcA BbINONHUTL pa3BepTbiBaHne aHTuBNpycHoro M0 Ha Bcex cepBepax 1 KOMMbIOTEPaX, KOTOPbIe
noakntovatoTea k cepsepy AXIS Camera Station 5. B cnyuae passepTbiBaHUA MOBWUbHbIX YCTPOWCTB 3TO
BK/IOYAET YCTAHOBKY NOC/AEAHMX ONEPALMOHHbIX CUCTEM 1 ncnpasneHnii (T. e. He aHTuBMpycHoro MO kak
TakoBoro). [pn aHTUBNPYCHOIA NPOBEpPKE He CKaHWPyTe KaTanory u NoAkaTanory, coaepxalline 6asbl AaHHbIX
3anuceii. CkaHnpoBaHMe 3TUX KaTanoroB Ha BUPYCbl MOXET NOBANATL HA MPOU3BOAUTENBHOCTb CUCTEMBbI.

Vl'IpCIBAeHMe YYeTHBIMU 3AIINCAMU
O6wan NnoNUTMKa B OTHOLIEHNM YUETHbIX 3anncen

I'IpaBa YPOBHA aAMNHNCTPATOPa NHOTAa NPEAOCTABNAKTCA 0bbIYHbIM MONb30BaTENAM ANA y,ﬂ,OGCTBa. Bo mHorux
OpraHn3saumnAx HEACHO, KTO OTBEYAET 3a NPOBEPKY I'IpVIBVIﬂEFVIﬁ YUYE€THbIX 3anucen u MOHUTOPWHI A0CTYyNa
COTPYAHNKOB K CUCTEMAM.

PekomeHayeMmble NOANTUKM K NpoLeaypbl

OpraHusaunAmM pekOMeHAYeTCA CNeA0BaTh MPUHLMMNY MUHUMANbHbIX MPUBWIETMA NPU ONPEAENEHNN CUCTEMHBIX
YUYeTHbIX 3anuceil. 3TO 03HAYaeT, YTo NONb30BaTENI0 AO/KHbI NPEAOCTaBNATLCA NpaBa ANA AOCTYNa TOAbKO K
Tem pecypcam 1 (hyHKLMAM, KOTOPbIe HEOBXOANMBI ANA BbINOMHEHUA KOHKPETHbIX CTY>Xe6HbIX 0bA3aHHOCTEN
nonb3oBaTens. Takxe pekoOMeHAYeTCA NepuoANYECcK) NPOBEPATL NPUBUIETNN YUETHBIX 3anucel nonb3osaTenen
cuUcTeMbl, YToBbl NPeaoTBPaTMTh «pacnon3aHue NpUBUErnii,


https://www.axis.com/dam/public/b2/a1/90/axis-camera-station-in-virtual_environment-en-US-348015.pdf
https://www.axis.com/dam/public/b2/a1/90/axis-camera-station-in-virtual_environment-en-US-348015.pdf

Monutuka B OTHOLWIEHMM yUeTHbIX 3anuceit agmuHuctpatopa AXIS Camera Station 5

PacnpocTpaHeHHon owmnbkoii npu passepTbiBaHum AXIS Camera Station 5 B cpese Windows asnaetca
onpeaeneHne eAMHCTBEHHOW YUeTHOI 3anuck aaMmuHncTpaTopa ana xocta Windows. Co BpemeHeM naponb
MOXeT pacnpoCTPaHMTbCA BHYTPU OpraHu3aumumn, 4To nosnedeT 3a coboii puck noayyeHua
HECaHKLMOHMPOBaHHbIMU MLAMUN NPUBKUNErNiA agMuHMCTpaTopa B cpese Windows. 3To MOXeT npuBecTu K
YCTaHOBKE Ha 3TOT CEPBEP MHOXECTBA HeXenaTeNbHbIX N0Mb30BaTENbCKUX MPUIOXEHNA unu BpesoHocHoro MO.

PekomeHayeMble NOAMTUKM W MpoLeaypbl

Ha mawwnHe Windows, Ha koTopoi pa3smelteH cepep AXIS Camera Station 5, sonxHa 6bITb kKak MUHUMYM OAHA
ydeTHaA 3anuch C NpaBamMu aAMWHUCTPATOpPa U OAHA yYeTHaA 3anuch C NpaBamu nonb3oBaTenA. Hun ogHa u3
3TNX YUYETHbIX 3aMMCeN HEe JOMKXHA COBNaAaThb CO CTaHAAPTHON YUETHON 3anucbio agMmuHucTpaTopa Windows.
CraHaapTHaA yueTHaA 3anucb aAMUHUCTPATOPA A0/MKHA BbITb OTKIKOUEHA NOCIE CO3AaHNA YUETHbIX 3anuncen ¢
npaBaMu aAMUHWUCTpaTopa 1 nonb3osaTend. [locne pa3sepTbiBaHWA Naposb YUETHON 3anncKh aAMUHNCTpaTopa
AOMKEH 6bITb M3BECTEH M MCMONb30BaTbCA TObKO CETEBbIMMW aAMUHUCTPAaTOPaMu. YUeTHaA 3anuch ¢ npaBamMu
nosb30BaTeNA AO/KHA UCMO/b30BaTbCA aAMUHUCTPAaTOPOM BUAEOCUCTEMbI €C/IN/KOTAa MY HYXHO BONTI Ha
cepsep AXIS Camera Station 5. CnesyeT 0TMeTUTb, UTO AaXe €CNK ABE BbllEyKa3aHHbIE PON BbINOMHATCA
OLHUM 1 TEM Xe IMLIOM, HallMune OTAENbHbIX YUETHbIX 3an1Cen CeTEeBOro aAMUHNCTPATOPa U aAMUHUCTPaTOpa
BWAEOCUCTEMbI MO-NPEXHEMY PEKOMEHAYETCA B LeNAX ayanTa. [na noasepxku Apyrux poneit, onpeseneHHbIx
paHee, cnesyeT co3faTb AOMOMHUTENbHbIE YUETHbIE 3anuch nonb3oBaTtenen 6e3 NnpuBMErnini AnA Kaxaoro
OTAENbHOr0 NOJIb30BaTeNA, KOTOPbIN ByAeT BXOAUTb B CUCTEMY.

Ecnm xocT, Ha koTopom paboTaeT AXIS Camera Station 5, pasmelweH B cpeae AomeHa Active Directory Windows,
YUYeTHbIE 3an1cK aAMWHNCTPATOPa 1 NONb30BaTeNA MOryT 6bITh CO34aHbl B KOHTEKCTE JOMEHA, UiW AnA
ayTeHTudukaumm Ha xocte AXIS Camera Station 5 MOXeT Ncnonb30BaTbCA CYLLECTBYIOWAA AOMEHHAA yueTHaA
3anncb COTPYAHWKA. ITO MOXET YNPOCTUTb YNPaBAEHNE YUETHbIMU 3anncAMu, n36aBns oT HE06X0ANMOCTH
C03/aBaTb 1 NOAAEPXKMBATb AOMOMHNTE/NbHbIE YUETHbIE 3aMucKh. ITO TakKe OTKPbIBAaeT BO3MOXHOCTb
ynpaBneHnA rpynnosbIMi NOANTUKAMUN ANA NPUMEHEHNA 3a4aHHOI CNOXHOCTYU Napoeil, pa3BepTbiBaHNA
cepTMMKaToB 1 Apyrux PyHKLNA 6€30MacHOCTY, AOCTYMHbIX B AJOMEHHbIX CpeAax.

MonuTuka B oTHOWEHMM yueTHbIX 3anucen nonb3oBatenen AXIS Camera Station 5

YueTHble 3anucy nonb3oBaTeneii HasHadyatoTcA onpeaeneHHbiM ponam B AXIS Camera Station 5, uTo, B cBoOtO
ouepesb, ONpeaeNnAeT KOHKPETHbIE NMpaBa Kaxzaoro noib3oBaTend B CUCTEME, HaNpuMep, K KakiiM BUAAM 1 K
KakuM BMAEO OHW MMEIOT NPUBWUNErNPOBAHHbINA AOCTYN. ECIN HeCKoNbKo UenoBek NCMob3yT OAHY YUETHYIO
3anucb Nonb30BaTeNA, BO3PAaCTaeT pUcK Nepeaaun napona Apyrum nuuam B opranusaumn. O6wmin goctyn K
YUYeTHbIM 3anncAM TakXe CAeNaeT NpakTNyeck HeBO3MOXHbIM ayAuT TOro, KTO Noaydyan A0CTyN K Kakon
kamepe/BUAEO 1 B Kakoe BpeMA.

PEKOMEH,U,YEMbIe MOJINTUKN N NPOLEAYPDI

Mo BosmoxHocTu ncnonb3yiite Microsoft Active Directory Ana npocToro ynpasneHna nonb3oBaTenamun u
rpynnamu. Kpome Toro, nepes HacTponKoil cMcTeMbl peKoMeHAyeM ybeanTbCA, UTO COOTBETCTBYIOWME Fpynnbl
6€30nacHOCTM ONpPEAENEHbI 414 BCEX PONIEN NOMb30BaTeNeN.

Active Directory Takxe npesocTaBuT:

* [lonnTuky naponeii, TpebytoLlyto 0T Nonb3oBaTeseil perynApHOil CMEHbI NaponA

®  3awnTy oT nepebopa, utobbl yueTHaa 3anucb Windows AD 6a10knpoBanach Nocie HeCKONbKNX
HeYZAauHbIX NOMbITOK ayTeHTU(NKALNYN, B COOTBETCTBUI C MOANTIKOI Naponen opraHn3aumum

®  PaspeleHna Ha oCcHOBe ponen, uTobbl CPeACTBA YNpaBNeHUA AOCTYNOM MOMM NPUMEHATHCA B
MaclwTabax jomeHa

Ecnun HeobxoanmMo ncnonb3oBaTh N0KanbHble yueTHble 3anuck Windows, pekomeHAyeTCA Cco3a4aTb YHUKANbHYO
YUYETHYI0 3annchb 418 KaxA0ro Nnonb3oBaTena CUCTEMbl U NPEAOCTABUTL UM AOCTYN TOBKO K TEM 0bbekTam
CHCTEMbI, KOTOPbIE HEOBXOAMMbI ANA BbINOMHEHMA COOTBETCTBYOLNX 06A3aHHOCTENA. Mcnonb3oBaHue rpynn ana
nonb3oBaTeNell MoOXeT YNPoCTUTb Ha3HaUeHMe pa3peLleHnii, eCin eCTb HECKO/bKO NoNib3oBaTenen ¢
OAVNHAKOBbIMU pa3peLeHnAMN.



MonuTuka B OTHOLIEHMK YUETHbIX 3aNMCEN YCTPONUCTB

YueTHble 3anucu B ycTpoiicTBax AXis B OCHOBHOM ABNAIOTCA KOMMbIOTEPHbIMMU/KANEHTCKUMI YUETHBIMN
3anucamu. Monb3oBaTenAM HUKOrAa HE AO/MKEH bbITb paspelleH NPAMOIA A0CTYN K YCTPONCTBY. EAMHCTBEHHBIM
KAMEHTOM, KOTOPbIA Ao/MKeH 0bpallaThea K yCTPONCTBAM BO BpeMA HOPManbHoli paboThl, AsnAeTca cepeep AXIS
Camera Station 5. Obwwan cTpaTerna 3akiouaeTcA B HaANUMN OLMHAKOBOr0 NaponA AnA BCeX yCTPOMCTB. ITO
C0373€T AOMNONHUTE/bHbIE PUCKM, HO TAKXE MOXET YNPOCTUTb YNpaBiAeHWe naponAamMu, no3ToMy Heobxoanmo
OUEHNTb COBCTBEHHYIO ToNepaHTHOCTb K pucky. AXIS Camera Station 5 noaaepxnBaeT Ha3Hau€HNE YHUKANbHbIX
naponein AnA Kaxaoro yCTpoiicTBa uepes cBoi HTepdeinc ynpasneHua.

PacnpocTpaHeHHo owmnbkoii ABnAeTcA fobasneHne yetpoiicTs B AXIS Camera Station 5 ¢ ogHoil yueTHoi
3anncblo, KOTOPaA UCMOMb3YeTCA HECKONbKNMU ponAamMu. B kakon-To momeHT, koraa Cneuyanucet no
06cnyXnBaHUIO BUAEOCUCTEMbI JOJIXEH NCMOMb30BaTh bpay3ep ANA HACTPOIKM Kakoro-nmbo 3neMeHTa, Naposb
rNaBHOW yyYeTHOM 3anucuk yeTpoiicTea (root) packpbisaeTcA. B TeueHne Heckonbknx mecAues 60/bLWHCTBO
NioZeN B opraHn3auny 6yayT 3HaTb Naponb ANA BCEX YCTPOWCTB 1 MMETb NpaBa aAMUHUCTPATOpPa B CUCTEME.

PekomeHayeMmble NOAMTUKM 1 NpoLeaypbl

Ha ycTpolicTBe 40MXHO 6bITb Kak MUHUMYM ABe yUeTHbIe 3aNuCh aAMUHNCTPATOPa: YHUKANbHAA yueTHanA
3anncb, Co34aHHaA AnA aAMUHNCTPATOPOB YCTPOVICTB, N y4€THaA 3anncb root no YMON4yaHnto anAa ,ﬂ,OﬁaBﬂeHVIFI
ycTpoiicTs Ha cepsep AXIS Camera Station 5. BpemeHHbIN gocTyn, Hanpumep, koraa Cneunanuet no
06CNyXMBaHUIO BUAEOCMCTEMbI MOAYYaeT AOCTYN K YCTPOWNCTBY C NOMOL b0 Beb-bpay3epa, AonxeH
OCYLLECTBAATHLCA C UCMONb30BaHNEM BPEMEHHbIX YUETHbIX 3aNNCeil.

Mpunoxenne AXIS Device Manager f0mXHO NCNoNb30BaTbCA B KAUECTBE OCHOBHOIO MHCTPYMEHTA AN1A
yNpaBneHnA ydeTHbIMM 3anucamin 1 naponamu yctpoincts. Bepeua AXIS Device Manager BcTpoeHa
HenocpeacTeeHHo B AXIS Camera Station 5 n focTynHa Ha Bknaake «Ynpasnenuen. [laponb root ycTpoiicTsa
JosxeH ncnonb3oBatbea Tonbko AXIS Device Manager n AXIS Camera Station 5, oH fonXeH BbITb U3BecTeH
Tonbko Tem, kTo ncnonb3yet AXIS Device Manager unu AXIS Camera Station 5 B kauecTBe NHCTPyMeHTa
ynpaBneHnsa ycTponcTBamu.

Mcnonb3yinTe AXIS Camera Station 5 ana npeaocTaBieHnA BPEMEHHOI YUETHOI 3anuci, Koraa KOMy-To B pofin
crneumanucta no obenyxmsaHuio TpebyeTca AOCTyN K yCTpoiicTBaM uepes Beb-6paysep AnA ycTpaHeHNnA
Henonasok Unu TexHuueckoro o6enyxusaHua. Boibepute yeTpoiicTso(a) n co3naiTe HOBYIO YUETHYIO 3anuch,
XENaTe/IbHO C NpaBaMun onepaTopa, KOTOPYKD MOXET NCNO0b30BaTb CNeunanncT no OﬁCJ’IY)KVIBaHVI}O. Mocne
3aBepLUEHNA 343U YAANNTE BPEMEHHYIO YUETHYIO 3aNNCh.

O6cAyxXMBAHME CUCTEMbI
ollnnTtuka yctaHosku o6HoBseHnin Ha xoctax Windows AXIS Camera Station 5

Cepeep v knueHTbl AXIS Camera Station 5 paboTatoT B cpeae Windows. BaxHo, uTobbl 3Tn cuctembl
NOAAEPXWNBANMChL B aKTyallbHOM COCTOAHNM, UTOObI CUCTEMbI, HA KOTOPbIX Pa3MELLEHO NPOrpaMMHOe
obecneueHne AXIS Camera Station 5, He UMenu OTKPbITbIX YA3BUMOCTEN, KOTOPble MOMYT 6bITb NUCMONb30BaHbI
ANnA nonyyeHnA HECaHKUMOHNPOBAHHOI0 A0CTYyNa K CUCTEME ynpaB/ieHNA BUAEO.

PekomeHayeMble NOANTUKM 1 NpoLeaypbl

[Ina Bcex cuctem AXIS Camera Station 5, paboTatownx Ha NVR Axis nnu nonb3oaTensckoM 060pyaoBaHum,
pekoMeHAyeTCA OTK/IIUNTb aBToMaTudeckoe obHoBneHne. O6HosneHna Windows B MpoLsiom Bbi3blBanm
HecTabunbHocTh 6a3oBoit OC Windows, no3TomMy pekoMeHayeTcA TeCTUpOoBaTh AOCTYMHbIe 06OHOBNEHMA Ha
OTAENbHbIX MallHax, uTobbl 0becneunTb CTabUNbHOCTb CMCTEMBI, MPEXAE YeM PacnpocTPaHATb UX Ha BCe
XOCT-CUCTEMbI, Ha koTopbIx paboTaeT AXIS Camera Station 5. OaHako HeobxoanMo HailTu banaHe mexay
6e30nacHOCTbI0 N cTabunbHOCTbHIO, NOCKONbKY ocTaBneHune cuctembl Windows 6€3 ucnpasneHnin Ha AnNUTeNbHOE
BpemMA BeYeT 3a coboi pucku AnA Bcen cpeabl. icxoAa 13 ypoBHA NOABEPXKEHHOCTM CUCTEMbI KNMEHTA
BHELUHWUM Yrpo3am, BpeMeHHbIe pamKi And obecrneyeHna NoNyyeHnA cucTeMamun nocneaHux obHoBneHUN
JOMXKHbI BbITb N3MI0XEHbI B MOANTUKE UCTIPaBAEHNIA.

nonuTuka o6HoBneHnA nporpammHoro obecneyenna AXIS Camera Station 5

Wcnonb3oBaHue nocneaHero Bbinycka nporpammuoro obecneueHuna ana AXIS Camera Station 5 B 60n1blunHCTBE
C/lyyaeB rapaHTUpyeT NpuMeHeHne 06HOBNEHNIA ANA 3alUNTbl OT BCEX HEAABHO 0OHAPYXXEHHbIX YA3BUMOCTEIA.



Yem ponblue cuctema paGOTaeT 6e3 adKTyaJIbHbIX 06HOBNEHWIA, TEM BbllLe BEPOATHOCTb TOr0, YTO N3bAHbI B
3aumnTe 6y,CI,YT NCNoN1b30BaHbl 3/I0YMbILWNEHHWKAMWN N YTO CNCTEMa 6YLI,ET B3/10MaHa.

PexomeHAyeMble MONMTUKK U NpOLEAypbI

BaxkHo onpeaenuTb NOANTUKY UCNPaBAEHUIA C PerynApHbIMU OLEHKaMU pa3BepHYTbIX BEPCUIA NPOrpaMMHOro
obecneueHua, UTobbl rapaHTUpoBaTh akTyanbHocTb AXIS Camera Station 5. MonuTuka nenpasneHunii Takxe
DOJIXHa ONPEeAeNATb, KTO HECET OTBETCTBEHHOCTb 3a ynpas/ieHne paboToll, CBA3aHHOW ¢ 0OHOBEHNEM KaK
CEpPBEPHOro, Tak M KAneHTckoro nporpammuoro obecneuenmna. [ina AXIS Camera Station 5 nocneaHtoto Bepcuto
MOXHO HailTu Ha cante www.axis.com. AXIS Camera Station 5 TpebyeT nocneaHeit Bepcum .bnbnnoteku NET,
no3TOMy HeobxoaMMo obecneunTb COOTBETCTBME NONUTUKN ycTaHoBKN ob6HoBneHun Windows nonntuke AXIS
Camera Station 5.

Monntuka 06HOBNEHNA NPOLUNBKMN YCTPONCTB

CsoeBpemMeHHO 06HOBNAA Bepcumn BcTpoeHHoro N0 B yeTpoicTBax, MOXHO COKPaTUTL Haubonee
pacnpocTpaHeHHbIe PUCKM, TaK Kak nocneaHune sepcun BcTpoeHHoro M0 6yayT BkitouaTs 06HOBNEHMA ANA BCEX
N3BECTHbIX YA3BUMOCTEN, KOTOPbIMI MOTYT BOCMONb30BaTbCA XaKepbl. AXiS NpesoCTaBAAET BbINYCK NPOLLNBKY
YCTPOIACTBa C A40NTOCPOYHOIA noaaepxkoit (LTS), koTopbii BkoUaeT ucnpasneHns 6e30nacHOCTI 1 yCTpaHeHne
ownbok, npu 3Tom AobaBneHne yHKLNIA OrpaHNueHo ana obecneyeHna cTabunbHOCTU NNaTopMbl B
JonrocpouHoli nepcnektuse. [lna nonyyeHna 4ONONHNTENLHON MHChOPMALMK O cTpaTernm Axis B OTHOLIEHMN
pa3paboTky NPOLWMNBKI CM. AOKYMEHT YrnpasneHue BCTpoeHHbIM [10 AXis.

PekomeHayembie NOAMTUKM K NpoLeaypbl

[Jna annapaTHbIX YCTPOICTB NOAUTIKA AOKHA NpesycMaTpuBaTbh NOCTOAHHOE NOAAEPXAHWNE NMPOLUINBKNA B
aKTyanbHOM cocToAHMK. [Tpouecchbl MOryT UCNONb30BaTh BCTPOEHHYO OyHKUMIO 0BHOBNEHNA npowwnBku B AXIS
Camera Station 5 unu AXIS Device Manager Extend Ana onpeaeneHna HanMunA HOBbIX BEPCUN MPOLIMBKN ANA
ycTpoitcTs Axis. CneayeT onpeaenuTb BpeMA Mo pacnucaHuio, 06bI4HO BHE pabouero BpemMeHu, AnA
pa3BepTbiBaHUA Bcex 06HOBNEHMI BCTpoeHHOro M0 Ha Bcex kamepax. AXIS Camera Station 5 [ AXIS Device
Manager Extend Takxe MoxeT npoBepuTb, 6b1A1 N1 NPUHATLI 06HOBNEHUA NpownBku. Ecnun B cucteme
coAepXXaTcA UHTErpaLmMn, Ha KOTOpbIE MOXET NOBANATL 06HOBNEHNE, PACCMOTPUTE BO3MOXHOCTb
CTaHAapTW3aLMu Ha Bepcun npowmskn LTS.

CeTeBasa 6e30IIaCHOCTD
I'Ion UTUKa y.qaneH HOro .qOCTyna

YcTpoiicTBa 1 cnyxbbl, AOCTyNHbIE U3 IHTEpHeTa, yBENMUNBAKOT PUCK TOTO, UTO BHELIHWNE 3/10YMbILWAEHHUKM
byayT nccneaoBaTb UAKM UCNONb30BaTb U3BECTHbIE yA3BUMOCTU. Kamepbl, AocTynHble n3 MIHTepHeTa, Hanpumep,
He6oNbWMMN OpraHM3aLMAMY, KOTOPbIM TpebyeTcA yAaneHHbll 4OCTYN K BUAEO, MOTYT CTaTb erkoi Aobbiuen
ANA 310YMbIWNEHHMKOB, €CIN NCMONb3yoTCA cnabble naponu unu obHapyxmBaeTCA HOBaA KpUTMUecKan
YA3BUMOCTb. YAaneHHblii gocTtyn k cpese Windows fonxeH 6bITb CTPOro KOHTPOAUPYEMbIM, MO BO3MOXHOCTH
ero cneayet nsberatb. Xota cpeaa Windows moxeT nmeTb noakntouenme Kk MHTepHeTy ana yaobcrea
06HOBMIEHMA CUCTEM, CMNOMb30BaHMeE cyxb yaaneHHoro pabouero ctona, Takux kak Windows Remote Desktop,
TeamViewer n AnyDesk, cozaaeT nyTu AnA NofydyeHMA AOCTYNa K Balleil CUCTEME Mpu OTCYTCTBUM AO/KHOIO
ynpasfeHnAa.

PekomeHayemble NOAMTUKM K NpoLeaypbl

Hukorza He npesocTaBnaiTe IP-agpec/nopT kamepbl Takum 06pa3om, UTOBbI K Heit MOXHO 6bI0 NONYUUTb
focTyn HanpAamyto n3 HTepHeTta. Ecnm TpebyeTca yaaneHHbIn A0CTyN K BUAEO, ucnonb3ynte Axis Secure Remote
Access. AXIS Camera Station 5 ncnonb3yet obnauHbIiin cepsep yAaneHHOro 4ocTyna AnA obecneyeHuna

33N pOBaAHHOIO yAaNEHHOr0 AoCTyna k cncteme vepes knueHT AXIS Camera Station 5 nnu mobunbHoe
npunoxenue AXIS Camera Station. [loMMMo O0TBETCTBEHHOCTY 3a YNpaBAEHNE NOAKIIOUEHNAMY ANA YAANEHHbIX
1 MOBUNbHBIX NONb30BaTeNEN, CEPBEP YAANEHHOI0 AOCTYNa UIPAeT BaXHYIO PO/ib B 3alLMTE LIENOCTHOCTM Npy
NCMONb30BaHNM YAANEHHbIMU Nonb3oBaTenamu. JlononHutensHyto nHchopmaumno 06 Axis Secure Remote Access
MOXHO HaWTW 110 3To# ccbiike. AXis mocTaBnAeT omumanbHbie pupmMeHHble MObWUAbHbIE NPUIOXEHNA KaK ANA
Android, Tak n ana Apple i0S. MobunbHoe npunoxenue AXIS Camera Station cneayeT 3arpyxaTb TONbKO U3
ouunanbHbix uctouHnkos: Google Play Store u Apple App Store cooTBeTcTBEHHO.

YTo kacaeTcA yaaneHHoro goctyna k cpese Windows, He pekomeHayeTcA NpeAoCTaBNATb Takon AOCTYN K
cucteme, pabotatoweii nog ynpasneHuem AXIS Camera Station 5. OgHako, ecnu 370 Heobxoaumo, cneayeT


https://www.axis.com/
https://www.axis.com/files/whitepaper/wp_firmware_mgmt_72339_en_1809_lo.pdf
https://www.axis.com/dam/public/8b/70/ff/axis-secure-remote-access-en-US-191220.pdf

NpOoABNATb 0COBYI OCTOPOXHOCTb, UTObbI YbeANTbCA, UTO BbIGPAHHOE NPUOXEHNE yaaneHHoro pabouero ctona
ABnAeTCA 6e30NacHbIM, U A0CTYN NPEAOCTABAAETCA TONbKO TEM NMLAM, KOTOPbIM OH HEOHX0AUM.
PEKOMeHﬂ,yeTCH BHEAPATb AONO/THNTENbHbIE YPOBHN KOHTPOA, TaKNE Kak MHOFO(baKTOpHaﬂ QYTEHTVIqJVIKaLI,VIFI
(MFA). HacToAaTenbHO pekoMeHAyeTCA BECTM XypHasibl 1 MOCAEAYIOWMA ayanT NOMNbITOK YAANEHHOr0
MOAK/MOUEHMA ANA OTCNEXMBAHNA TOrO, KTO 1 B Kakoe BPEMA NosiydaeT yaaneHHbIn goctyn k cpeae Windows.

MonnTuka orpaHnyeHnA AoCTyna K N0KaJibHON CeTH

CokpalleHue A0CTyna K JIOKaNbHON CETWN MOXET NOMOYb CHU3UTb MHOTME PacnpoCTpPaHEeHHbIe Yrpo3bl 33 CYeT
yMEeHbLIEHNA NoBepxHOCTM aTaku. CyllecTByeT MHOro CnocoboB COKPaTUTb AOCTYN K CETU, BKIOYAA
husnueckyto cermeHTaumio cetn (oTaenbHoe ceTeBoe 060pyAOBaHNE 1 Kabenu), TOrNYeckyo CermeHTaLnio ceTi
C NOMOLLbI0 BUPTYanbHbiX nokanbHbix ceTelt (VLAN) u hunstpaumio IP-aspecos. Kamepbl Axis noazepxunsaioT
tunbTp IP (Tabnuupbl IP), uTobbl yCTPONCTBO pearnpoBano TOMbKO Ha 3aMpoChl COEANHEHWA, MOCTynatoLme ¢
ABHO pa3peLueHHbIx IP-aapecos.

PekomeHayeMble NOANTUKM W NpoLeaypbl

NVR AXIS Camera Station S22 — 370 annapaTHble cepBepbl ¢ AByMA ceTeBbIMU nopTamMu. OAnH U3 NopToB
CO3/aeT CermMeHTNPOBaHHYI0 CeTb ANIA Kamep, a APYroi NOAK/IYaeTCA K OCHOBHOI ceTu (aomeHy) ana
o6CnyxnBaHUA KINEHTOB cucTeMbl ynpasneHna suaeo. Cepsep paboTaeT kak MOCT U MeXCeTeBOW IKpaH AnA
ceTu kamep, NpesoTBpaLLan NPAMON AOCTYN KINEHTOB K kKaMepaM. ITO CHUXaeT BEPOATHOCTb Yrpo3 CO CTOPOHb!
3N10yMbILW/1E€HHNKOB B OCHOBHOI CeTW.

Ecnn cepsep AXIS Camera Station 5 n kamepbl pa3MelleHbl B OCHOBHOWN CETU, pekOMeHAyeTcA HacTpouTb IP-
thunbTp Kamepbl, OrpaHNYMB AOCTYN TONLKO cepBepamu, Ha koTopbix pasmelleHbl AXIS Camera Station 5, AXIS
Device Manager v LONOAHNTENBHbIMW CNYXXEBHbIMU KNMEHTaMM.

JononHuTenbHble NporpamMmmHble NPUAOXKEHUA U CnyX6bl

Ecnn Ha cepsepe AXIS Camera Station Pro pasmelleHbl 40NOAHMTENbHbIE NPOrPaMMHbIe NPUAOXKEHNA,
npeaHasHauyeHHble AnA paboTbl NCKMNOUNTENBHO B NPeAesiaX JI0KaNbHOMo y3/1a, He0bXoANMO YUNTbIBATb, YTO
aAMWHUCTPATOPbI MOMYT MOMYYMTb K HUM YAANEHHbIA AOCTYN Yepe3 KNMeHTCKoe NporpaMMHOe NpuioxeHne. 3To
MOXET NPUBECTM K HENpeAHaMePeHHOMY OTKPbITWIO AOCTYNa K YKa3aHHbIM MPUNOXEHNAM.

AHanornyHbie puckn AeRCTBYIOT ANA MOObIX UHbIX CEPBUCOB, (DYHKLMOHMPYIOLLNX B paMKax OpraHu3aunm ceTu.
lna cHuxeHnA pucKoB peKOMeHAYETCA YCTAaHOBUTb MEXCETEBOMN IKPaH MEXAY CErMEHTOM CETH, B KOTOPOM
pasmelteHbl AXIS Camera Station Pro n nogkntoueHHble kK HeMy KaMepbl, 1 MHbIMI CETEBbIMW CerMeHTamu,
coaepXallMu HeCBA3aHHbIE NPUNoXeHUA unu cepaunckl. MogobHana ceTeBan cerMeHTauma obecneumsaeT
NOKanN3aLmno BO3MOXHbIX MHUMAEHTOB U OrpaHnuMBaeT 13bbITOUHbIE MapLIpPyThl A4OCTYna.

Monutuka cetesoro wudposaHuna

CeTeBoli Tpahmk, NnepeaaBaeMblii No Hebe3onacHbIM ceTAM, 06A3aTeNbHO A0MXKeH bbITh 3awundpoBaH. NHTepHeT
nonagaeT noA knaccudmkaumio HebesonacHon ceTu. JlokanbHaA CeTb Takxe MOXeT bbITb kKnaccuguumpoBaHa
kak HebesonacHaA, 1 N03TOMy ceTeBoi Tpadnk Takxe A0/MKeH 6bITh 3alwndpoBaH. [onuTuka, npumMmeHAeMan K
BWAEOMOTOKY B CE€TU, 3aBUCUT OT TOr0, KaK KnaccupuumpyeTca BUAEO N KaKoBa BEPOATHOCTb TOFO, UTO
3/10yMbILUEHHMKM NONYyYaT CETEBOI AOCTYN K BuAeocucTeme. PekomeHayeTca cxoanTb N3 NpeanoaokeHnA, uTo
CETb YXXe NoABeprnach B3NOMY. Y KpYMHbIX OpraHnusaumnin 0bbIYHO €CTb NOINTHKA, ONPeENAoLan
Knaccugpukaumio ceTu.

PEKOMCH,U,YEMbIe MNOJINTUKN N NPOLEAYPbI

Tpadhuk mexay BuaeoknneHTom u cepeepom AXIS Camera Station 5 gonxeH ncnonb3oBaTh WU pOBaHMe.
Tpadhuk mexay cepsepom AXIS Camera Station 5 n kamepamu fomxeH 6bITb 3aWNPOBaH B 3aBUCHMOCTI OT
nHpacTpykTypbl. Kamepsb! Axis nocTaBnAoTCA ¢ caMo3asepaowmnmM cepTndukatom u HTTPS, BkNoUEHHBIM Mo
ymonyanuto. Ecnn ectb puck ceTeBoro cnypuHra, Hanprumep, Koraa BpeAOHOCHbI KOMMbIOTEP NbITAaeTCA BblAaThb
ceba 3a kKamepy, CneayeT MCMob30BaTh NH(PACTPYKTYpy OTKpbIThIX kitoueii (PKI) ¢ cepTudpnkatamm,
noanucanHbiMu LIC. AXIS Camera Station 5 umeeT BCTpOeHHbIN NoKanbHbIi LeHTp cepTudukaumm (CA), koTopblit
MOXET IKOHOMUYHO YNPaBAATb NOANMCAHNEM 1 PACMpPOCTPAHEHNEM CEPBEPHbIX CepTUNKATOB ANA YCTPOICTB
Axis.

Bepcun TLS



Mbl pekomenayem oTkatounTs TLS Bepeunin 1.1 n 1.0. YetaHosuwunk AXIS Camera Station npeanaraeTt nomotub BO
BpeMA YCTaHOBKM UK 0bHOBNEHNA.

Wwndper HTTPS

AXIS Camera Station 5 noaaepxusaeT v ncnonb3yet Habopbl wudpos TLS ana 6esonacHoro wudposaHmAa
HTTPS-coeanneHnin. KonkpeTHbin Habop WwWindpoB 3aBUCMT OT kKnueHTa, noakntodatoweroca k AXIS Camera
Station 5, unu koHTakTupyemoi cnyxb6sbl, n AXIS Camera Station 5 cornacyet ero B COoTBETCTBIM C MPOTOKONOM
TLS. Pexomenayetca HacTpouTb Windows Takum o6pa3om, uTobbl He ncnonb3oBaTh Habopb! wudpos TLS 1.2,
nepeuncneHHble B RFC 7540. Bo3MOXHOCTb OTK/IIOUYEHNA Habopa WwudpoB 3aBUCUT OT YCTPOWNCTB M Kamep,
nenonb3yembix coBmecTHO ¢ AXIS Camera Station 5. Ecnn ana yctpoiicTBa namn anAa Kamepbl HyXeH
onpezeneHHbld Habop WndpoBs, AeakTNBMPOBaTb Habop cnabbix WNGPOB HEBO3MOXHO.

YnpaeaeHue AGHHBIMA

Knaccudmkaumna suaeo

XnBoe n 3anucaHHoe BUAEO AONXKHO ObITh KﬂaCCI/ICbVILI,I/IpOBaHO. Buneo moxeT 6bITb Knaccmq)mumposaHo KakK
OGIJ.I.C,D.OCTYI'IHOC, YaCTHOE, OrpaHNYEHHOE, TAKXXE MOTryT NCMNOJIb30BaTbCA nobbie Apyrne Knaccbl, onpeaeneHHble
NONINTUKaMWN OpraHn3auni. Bo MHorux Cny4Yyanax BUAEO PErynnpyeTcA 3akOHaMn n pernoHabHbIMN HOpMaMN, a
TaKXXe BHYTPEHHUMU NUT-nonntukamun, Nno3TOMY Bniagenel CNCTEMbl HECET OTBETCTBEHHOCTb 3a O3HaKOMJIeHue ¢
3aKOHamMn n npasunaMmn, NPUMEHNMbIMIN K NX BUAEOAAHHbIM.

PekomeHayembie NOAMTUKM 1 npoLeaypbl

Knaccudpmumpyiite x1uBoe BUAEO, 3aNNCaHHOE BUAEO 11 ayANO B COOTBETCTBNM C ACACTBYIOLMMI B OPraHn3aLmm
NosMTUKaMK knaccudukaLim AaHHbIX. HacTpoiTe npusnnerun goctyna noib3oBaTeneil 1 yCuaeHne 3alnThl
CHUCTEMbI B COOTBETCTBUM C KOH(hMAEHLUMANBHOCTHIO BUAEO M ayanoaaHHbIX. Ecnu ayano He TpebyeTes, ero
MOXHO OTK/IOUMTb HA YPOBHE YCTPONCTBA.


https://datatracker.ietf.org/doc/html/rfc7540#appendix-A

AXIS Camera Station 5

AOITOAHUTEABHBIE CPEACTBA KOHTPOASI 6€30IIaCHOCTH

B 3aBMcMMOCTY OT YpOBHA 3pen0oCTyM M TONEPAHTHOCTM K PUCKY Ballein OpraHn3aLmnm Mbl peKoMeHAyeM
peann3oBaTb HECKObKO AONONHUTENbHbIX cpeacTB koHTponA besonacHocTu u3 CIS Controls v8, uTobbl Nomoub
CHM3UTb pucku knbepbesonacHOCTM B NOBCEAHEBHOI paboTe.

[JononHuTenbHbie snemeHTbl ynpasnenua CIS:

KoHTposb 8: YnpasneHue xypHanom ayanta
CobupailTe, co3naBaiiTe OnoBeLLeHNA, NPOCMATPMBANTE U COXPAHANTE XYypHaNbl ayAnTa cobbITUi, KOTOpble
MOryT MOMOYb 06HapYXUTb, NOHATH WIN BOCCTAHOBUTb CUCTEMY MOC/E aTakMu.

KOHT,DOﬂb 14: BHC‘,[[pCHVIC nporpamMmel rnoBbILLIEHNA OCBEAOMIEHHOCTHN O 6e30macHoOCTH 1 06yl-I€HVIH
|_|OJ'IyLIVITC NPEeACTaB/I€HNE O HaBblKax U NOBEAEHNN BallNX COTPYAHWKOB. 06yua|7|Te NepCcoHan BblABNATb
pa3nnyHbie CbOprI aTak.

KouTponb 17: PearnpoBaHue Ha MHUMAEHTbI W YNPABAEHNE UMY

Wcnonb3yiiTe nucbMeHHble MaHbl pearnpoBaHnA Ha MHUMAEHTbI C YUETKO OnpeseseHHbIMU thazamn 06paboTku/
ynpaBneHnA UHUMAEHTAMWN N PONIAMMW NEePCOHaNa, a Takxe C ykasaHueM, kak coobLiaTh 0 HapyLIEeHNAX
6e30MacHOCTI COOTBETCTBYIOWM OpraHam 1 TPeTbUM CTOPOHAM.

Be30IIacHOCTh PE3ePBHOrO KONMPOBAHMS 6A3bI AGHHBIX

Wcnonb3yiiTe 6e30nacHOe MECTO C OrpaHMUYEHHbIM AOCTYNOM ANA XpaHeHUA pe3epBHbIX KON 6a3bl AaHHbIX.
0Obwan ceTeBaa nanka c WKWPOKMM AOCTYNOM MeHee Be3onacHa.
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https://www.cisecurity.org/controls/audit-log-management
https://www.cisecurity.org/controls/security-awareness-and-skills-training
https://www.cisecurity.org/controls/incident-response-management

11



T10179095_ru
2024- (M5.2)

© 2022 - 2024 Axis Communications AB



