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2
=

. = == —_
CLWS-ZiA: WEYA0M AHE ZMS 5|B3l2{0 0] M2 ZL|CHLLDP & CDP: EQI 0N AHS 244
= 51835t o] S4S FLC. LLDP 8! CDPE I PoE M HYO| X|F0| ¥ == RASLICE. PoE M
o 2He ENE SHZSHHH SIEQ 0 PoE M gd 822 PoE AX|E FdeLC}

Http proxy(Http TEA|): /85 HAl0| W2} 22 TEA SAE £ P F2E X HE L ChHttps
proxy(Https TEX|): 3|25 HAlof e} 229 Z=A SAE T P XAS XFYLICH
HTTP @ HTTPS ZmEA|0| &&= SHAL

+ http(s)://host:port
http(s)://user@host:port
http(s)://user:pass@host:port

H| 2

HRE MAIZESI0 2 2Y ZEA 28 M8
No proxy(ZEA| g13) 22Y ZEAS 22|5l2{H No proxy(ZEA| §Z)E AFEELICL S50 A= &
M T SILE YHSHAL HEE FESY o HE YL CH

« HIYF7|

o IP =& XH

« CIDR HAlIO| IP =4 XX

« OO o2 XIH™E(0: www.<EHQ O]E>.com).

« E3 EOelel 2E 5% =0 el XH(O: <=0l 0] &>.com).

One-Click Cloud Connection

One-click cloud connection(O3C)1} O3C AMH|AE 0= XA L AAIZE S =35 A0 €l oFFSE ol Ul
HMAE KMBELICE XM LI axis.com/end-to-end-solutions/hosted-servicesS

o -

Allow 03C(03C 3| 8):
- 88! ojAo| 7| 4EYL|Ct
= 44 FEuUrch A
Cf. O"X o™ &
7t 24ste| 0 FX|7F 03C
o T4 EX|TF QHUHUE Sl
03C AMH|A0f AZE X &7
o OfL|R: O3C MH|AE H|Z
.- Al Me{of Az
StAAl.29 8
= Authentication method(
| FIOt 915 HALLCH 2otk X ¥
igest(CIO|HAE) S =t OHMSHR| ¥LL|CH
| =t jAQQEE MESHY| IE0| O QtMBtL(CE
et X7t 21E5 HHZ MElsh &= JFLLCHL 24+

El
="

€[>

&2re
rlooly > for
oz

O o
_|

ofm
= ok

' e o 5 8L CF.
27X AF 7|(OAK): £J7 X Q15 7|15 7t 2| Get key(7| 7tX 7)) S=LICL O] A2 EX|
7t St o|LE ZEAIQI0] AHUO AHAE FR0T JtseL
SNMP
SNMP(Simple Network Management Protocol)& O|83%l0 HEQT TKE Aoz 2T 4= JSL|CH

13
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AXIS D1110 Video Decoder

4K

9 QlE{H o] A
SNMP: Al28% SNMP HHA S MENSHL|C}.
« vl 8! v2c
- Read community(2{7] HRLIE]): X|&E= ZE SNMP iAo CHs &7 ©& HBHO|
A HRLE O|FE 8L 7|22 3L
- Write communlty(M7| 9-|-.'E.'-L|E|): XRE= BE SNMP ZHKA| 0 CHal 47| EE= 27| &t
O] fl= HRLUE| 0|2 YHYLICHYZ| ©E& AN HMe|). 7|22 27| YL(Ct
- Activate traps(E3 2/d3}): ERMETE Zd3ste{H HYA R HX s EYS AESHY
Qs O|HME &= B HA0| Chot DIAIX|E 22| A|AE0 EYLCH A QIEm|o] A0
M SNMP v1 % v2coj CHot ERZ - = JASL|CE SNMP v3o 2 HZASHHLE SNMP
E 11H E-MO| X522 JHELICE SNMP v3E A28t 22 SNMP v3 22| ojE 2|
OjME 8¢l EHEZ HEY = USLICH
- Trap address(E3Y F4). 2| MHQ| IP FA EEs IAE O|EF YHGYAIR.
- Trap community(E3 F{JLE|): X7t 22| A|AH E- HAXE 29 If AL
AR LUEE Y¥aEgL
- Traps(E®):
- Cold start(2£ HEl). ZX|7} A|7£|FEEI M E HAIXE E'—,:','I_U:f
- Warm start(® AEIE): SNMP MM S HAEAY [ E QAKX S 2 WHL|C}.
- Link up(d3 €): 237} Ct20f | M Yoz HZAER 22 EH™ EI1|/\|7<| B
- Authentication failed(21Z AlGf): Q1= A|Z7} AI|SIH E HA|X|E EWHL|CH
H|
SNMP vl & v2c EMS 73 TE Axis H[C|Q MIB E20| ZMSIEL|CH XAS L
AXIS OS Pon‘a/> SNMPE EZSHM 2.
« v3: SNMP v3& =3} Ol HOt S E X|S6t= ECt etM ot ™ YLICE SNMP v3E A5t H
A7t HTTPSE Sl MS L E&E HTTPSE EMotst= 0| 5L CH D ATH0| Q= YAALIt
LS oE[X| 242 SNMP vl QU v2c EBM0| AN ASHE AS WX|BLCH SNMP v3E ALE35t= 4%
SNMP v3 #2| ofE2[AH oS Sl EHS H-E = JASLICH
Password for the account “initial’('ZX7|" || mjA L E): 0|£0| 'initial'@l A X 9|
SNMP IfAQQEE U= THL|CE HTTPSE ZM3I5HA| e MAQYEE MES 5= UX| T
HESHK| °**'—I'1f SNMP v3 THAQE = oF HOF Mot 4= Q1 HTTPST} g 4atE AR
oot MHS= 20| Z&LICH WAYCSE MHSH HAYE et of oA mAEK &
SLICH IfAQEE CHA| 4752 EH X E 3 7|2 4= MHH|oF gt
& of
Y
IEME= HERIYO HXE 21Fste O AFEELICE O] FX|= F 7HX] Yo QAZME X AL}
« Client/server certificates(22}0|AHE/AMH QS A|)
SE0|AHE/MH ASZ M= &KX 2 IDE 7*56PD=| XA MEE = Ao CARIS 7[00l &
2 = JASUHCE XA MY ASM= MotE EZE HIotH CA 2 ASME 7] A
R AHEE = ASLICH
« CA 9= N
CA 2ZME AMESHY I ASME QAFLLCE OE S0, X7} IEEE 802.1XE EZE|=
HEZo A= 42 2F MHo IDE ATTLCH ZXos o2 7Hel AFME HX|= CA
RIS M7t L& L
XNdE= YA 21 254
o OI= XM @Al: PEM, .CER, .PFX
« JJOl 7| HAl: PKCS#1 Q! PKCS#12
S8 At
BKRE ST £ Al 7|2UCE MWHPSH ZE QASM7L AXELCH AHE AX|E CA 2EAM
P CRA] AX| &L
—I_ Add certificate(QSAM F7}) : ASAME =75t SEIBHL| T
+ More(G| E7]) v St AL el =Tt HEE BA|RLCH

14
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AXIS D1110 Video Decoder 4K

o QUE{H oA

OF

« Secure keystore(HQt 7| K& A): 72 7|E CtMSHAH X ZASt2{H Secure element(HQF @A) I
+= Trusted Platform Module 2.0 MEHTHL|C}. MEHSH HOF 7| H&EAQ CHSH AEMSH LIS &
2 ¥ help.axis.com/en-us/axis-os#cryptographic-supports EZSIAMA| L.

« Key type(?| 98): QTME E25HH EEOE SE0M 7|2 =3 Y02 FO|Lt O
2 st ynaEg MY

o= [

a

oo

© Jgo %= Hwos ChE0| ZetE Lo

. Certlflcate information(QS A FH): AKX = QASAo £MHE FLLCt

» Delete certificate(ol"kl AFH|): QIS ME AX|SIAM A 2.

+ Create certificate signing request(QISAM MEH @XF MAM): C|X|E ID AIEME AMH
g 7080 EH 93 M 2F 2 gL

Secure keystore(sl?_i 7| MEA) O

« Secure element(29F 2 4)(CC EAL6+): EOt 7| K& A0 E?_P QAE AIRSIa{H MEistL|Ct

o Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 & 2): 29t 7| MZ
= ALE5te{H MEiStL )

by
Ot
N
o
OoF
==

In

TECER-ER TR

IEEE 802.1xIEEE 802.1x= M 9 BEM HEY A X EO =S HIst= ZE 7|8t HEKA £9Q K|
O E @It IEEE &= QI L|Ct. IEEE 802.1x= EAP(Extensible Authentication Protocol)& 7|—’.._‘—9§ ot L|C}HIEEE
8021XE H3kl= HERA0 °"*1|*0PE1”4 HEZ FX7t HHH2E ASE00F gLICH AF2 2T
MHOAN Sz, YEI™ o 2 RADIUS A H(0]: FreeRADIUS 3! Microsoft Internet Authentlcatlon Server) ¢!
L|CtIEEE 802.1AE MACsecIEEE 802.1AE MACsec2 0O|LC|0f OHHIﬁ S8 D2EZES Q3 HYZAH Oo|H 7|
9 DANS Ho|ste IEEES] MAC(D|L|Of HAA 7HE =) sof E-’.-_‘-%I L|CEQISMCA ._oM glol +4
MH IBM FaH AAZL HiZ etz X AZ4E HEYZ *71I°*0I XA 1E5E AlE=g L Ch
ME AT I Axis 7+ Al 717] & Q15 AH = EAP-TLS(ZE 7t5 Q15 Z2EF - 7.‘_*0 AHZE EOr)
2 AEME KNHEoZ QIFeL|ChEX 7} °"‘A1% S EzEl= HERZO ANaT

£ ZX|0] MX|8l|of g L|Ct.Authentication method(Q1= HiHH):
lient ertificate(—Z-E}0|°1§ ?_Iokl): IEEE 802.1xE Al2% Z2}0|
&= = OIZME AIR3I0] 22/0[0IEC] DS 2HolSHL|CHCA ASA:
H1°| IDE =olgtL|ct QIZEME MEISHK| Yo FAl= AAE HERZ
FL|C}.EAP |dent|ty(EAP ID): 22I0|YE Q1= AQ Y=l A

L |

b

rero->mure otpe
e
> Ul
0o
10|
il
'}
=)
Q
mJ
2
|>|
FT

|m ol
=2

] OH'AIE EAPOL versi on(EAPOL HH): 4 E ALK M At = EAPO M EH SF
IEEE 802.1x(IEEE 802.1x A}&): IEEE 802.1x #EEE‘E—% Al ™ MEHSHL|CLOI= it o 2 [EEE 802.1x
PEAP-MSCHAPV2E AF23I= ZAL0|0F 0|28 AMES 0|28 £ &L|C}
. TAQIE: oS AFSX} DO HASICE ol 2BiL|Ct
« Peap version(Peap H{H): | EQI A{X|0|N ALE /& Peap HH S MEHTIL|LCE
. Label(2}%): 22}0|QIE EAP ASBIZ ALRSI2{D 12 MENstyl, 2aj0|QIE PEAP OtS3t2 ALR3}
2{H 25 MENGIL|C} Peap HW 12 ME5t= 42 UWENZ A2X|7} AHESH= 2tHg MEigtL|Ct
IEEE 802.1ae MACsec(HX CAK/AIH 2 7))2 0I5 &yoz Arst= Z0|ok o[z3 4¥g 0|8
g &= AEL L
o 7| UX| AA A F| 0|F: HA A O|E(CKN)Z LHtLICH 2 ~ 64XI(2E 2 Jt5) 16
Tlg=0o{of E.”— Cf. CKN2 gZ M =522 #4350 stH, XS0 MACsecg Ed3}d}
HE 3ol AE E0M LX|s{oF L|Ct
o 7| YA AHF #AH 7. A4 /A F|(CAKNE YHTLICh 32X = 64XtQ| 167I=0{0F B L
C}. CAKE G Bai0|i 2502 A0} 810, A 20| MACsecS &43tstai® A0 o
Z 2ol LX|sloF gL Ct.

SXE oY 2 WX

Blocking(\tEt 5): 248 [f@l 322 XIEHSI2B AAAQ. 2Xd [jol 322 AY %S S3) 219
e EE oo 7|8 FRBLICLAT 7k A Y SAS AT MRS @ LICHAHE
z7: 220 AME| Mof 3{85lE 28 o 41 23E YHAPLUCL HOX +51 X +F 2
SOl BI8EE A 48 85T + Ay

I
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2 7l 280 ASLCH
5

ol M FXlof tf

g =9

A= 9
of olelE HEoteH

2

ey

« Allow(s|£):
Protocol(

+ Deny(H%):
« Address(F2):

Activate(2Hd 5}):
Default Policy(7|

QIE{H O] &

o <
Sy

~ RO

< ._|n.ﬂ

M KO
L

T

S,
Ulmo
JTil=7-
_ 3 ol
IR0 " Fmo
ROZUN 7 IF
Wy <200
o or bl

RO =T
Nk =
7|_M+_M.__O =
<<
#ﬂﬂmwm__.:_
o LInru_u_._O —

nE

Time in second
3002 MM

Pending rules(&

Hl o

o 7} X
L|c}.

I

(=
=

k

-
=

S

2l

to
Q1 & otz EA|L|D,

3
=4

Efel E= CHA

3

=

=
A
(=]

LEALE AL XL

X of

-
o

FL|C}.Active rules(£ £/d39}):

M

Confirm rules(

FL ct.

H|oted H

F

A

.I

=
IE

o
-

AF2XF X[ ™ MHE AXIS OS

MY E AXIS
=toletL
f. AxisZt
ol
A H
LICt.

5155 k|0 o

Al
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™

x| of A 2t

= EX Xt
- |1 O O
Lt 2ZELOE 2X|5H7|

3

7|Ef ALEXF R 2ZELOE 2X|5tH
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=
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o & IDE Adg|
AxisBHO| AL X X[ M YE AXIS OS

[

e

=
18 28

SM7t
AZEQ
5}

NEEE

XK glu Axis©| |

OS
Ct

—

=

oo &= oo
+ Delete certificate(2l

A8
AH

| — |
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QIE{H O] £

2l
| — |

3

1

il
ol

-

root AHL

L|ct.

El L|Ct.Update account(
St
=

A

st
== )
At
N

M ofu

S0 2=
C}.Delete account(

.
°
.

| oM~

ol
go
ol

(o))

Allow anonymous viewing(2ld H7| §|&) Ao Z ZIQEX|

ool At

Y 52 F 4 U= e

==

FL|Ct.Allow anonymous PTZ operat
ElE

P

XS
o
|Of CHOH H,

4+ 9E= M
N

7t o|o|

>y

Add virtual ho

A&

S
=
o

H

e

ted

LCHZE: M7t

=
=

L|ct.

_._o._

A

I

. Update(%.‘ETl'OlE):
A Tt =
MH{ 7t HlZ

ID SOfA M=
H| g3}

iz
e

2

g

iR 7

FgolgLth 550= HME0 A

of tish E2|AHEE =US

iz
=

5t7| Al A

L] c}.

H| D

£ 2567} 2|

OH
24

of Zofzi
A
I-|_|

ol

-

LI

= £0|
tCH= O

f
trigger(0|
o

M
S
A
T
&
a
Ct. O]

S o
<K

g Es K
__._._oOE OuﬂE_H o|

LEDIRNET,,
=ofg KA Wm_m._._u&
SROOT | 20K
on C.m..___x?ou_xu
SmEC Haors
offol TR0 Rl

=5 Wir oju 6T T
Syl s | RI%0GT
THONRITT K e

FM 2. Acti
HMof Ch

L|c}.

mju

n

[e)

O[HIEOf CHall ==LIXtol| A ZafAHLt of
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2 QlE{H oA

e

B

o= 80 oieh 2o M oM MEM +9E ZE +AUXNIF BAE U

sy

fl

#0070 $ARE YYE + ULt

| Add a recipient($ 41Xt £7}): SAIXE F7peiE Y 2LCt 0|8 $4x2l 0|28 ¢
el L CHType(R8): S20)Af M

- FTP

- BAE: MBI IP FAL ZAE O|EZ YHTYLICL ZTAE 0|EZ YHS= 42, DNS
A H 7} System > Network > IPv4 and IPv6(A|AEl > HEQ3 > IPv4 U IPv6) OfZ[0f
XE8EO UKl SASHHAIR.

- XEE: FTP MW7} AI8%l= ZE ¥ E YLD J7|&27t2 21 L}

- Folder(Er): mMtAS X ClHEZQ ZEE YHSMA|R. CIHEZ[Tt FTP MHOf O
O EXsHX| o, oS P2 U 2F MA|X|7} EA|ELCE

- Username(AI2X} 0|E). 20158 AIE2X O|EE YESIMUAIL

- ODjAQE: 2088 T IJAYEE AUHSEIAA L.

- Use temporary file name(YA| It O|E AlR): X502 MHE Al Ot 0|22 2 1}
A2 YEESIHH MEHGILICE YEEE 2AESIH oY 0| F0| {lstE O|§2= HHEL|CH
HECIL SHHE 22 &=4EF ool gSUCH agL oFs| YAl DS ¥ = UAsY
Ct. O|EA oM {Adt= O|E2 717 2E m@0| SHEX & £+ USHLCH

- Use passive FTP(=& FTP Al8). FHAXOl MI0O|M HE2 Ehed| Cia FTP MO
Hole AdE S5 QFSLCH FX|7F o4 Mo Chst FTP ®of % Ojo|E AHZA
2 25 HIHOE AETL|CE Ol YutMo = FX|Qt CHa FTP AMH AtO[of g
ItHO| U= F20o Eagy

o« HTTP

- URL HTTP MHO| Ciot HEQZ FAL QNS N|gd AJZYEE YHSLICL O E 2H
http://192.168.254.10/cgi-bin/notify.cgi & L| C}.

- Username(Al2X} O|E): 2018} 2{H AKXl O|E2 YHSIAMAIR.

- HjAQE: 205 HEH IAQEE YEGYAR

- Proxy(ZEA|). HTTP MHBO| HASIY| sl ZEA MHE Suteliof 5t= 42 Zash
HEE AL LT

URL: HTTPS AB{0| CH3H WEST Fa0 28 Ma|Z AAUES YyBULL S S

M https://192.168.254.10/cgi-bin/notify.cgi & L| C}.

- Validate server certificate(MH QIS A| =Ql). O] MAXE MEHSIO HTTPS MH 7} MM
o IZMZ MElgtLCh.

- Username(AtEX} O0|&): ZQI5I2{H ALEAL O|EE YUEHSIMAIQ.

- ODjAQE: 205l H IjIAYEE QEHSIAMAR.

- Proxy(ZEA|): HTTPS ME{0 GIZ2l7| QI Z2A| NHE SDpejof st 2 Lo

JEE A1 ¢z

- HEL3 AEZX|
NAS(Network-Attached Storage)?} Z2 U ER 3 AEEXE FItst
A8 4= UAELICH mY2 MKV(Matroska) Mt & |
- SAE: HEQ3A AEZXQ IP FAL A
- Share(3f) ZAENM 37 0|52 YL LCL
- Folder(ZL]): LS MY ClHEZQ FZE YHIIHAL.
=

SAE: MHO IP AL SAE O|EE YHTILLCH SAE 0|22 UHGI= H2, DNS

A H 7t System > Network > IPv4 and IPv6(A| ARl > HEQ A > IPv4 3 IPv6) Of2[of

XEE 0 UK SASHHAIR.

- XEE: SFTP MH7} At86tE ZE Bz E =gttt 7|2gf2 224}

- Folder(ZL]): ntds MY CHEZ|Q A2 E YHSIMA|Q. ClAE2[I} SFTP MH 0] O
O EXfstA| o™, Mg HEES If F HA|X|7F BEA|EL|CH

- Username(AlXt 0| 8): 20152 H ALEXt O 12

fu

x|
£ YEHAR.
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2l
| — |

QIE{H O] £

« SIP or

SIP: SIP M3lE Ze{H MEHSHL

- ol

VMS: VMS M3t2 Zz{ol MEetstict.
|

DAQE: 205 IHAQYES °'E—1 SHUAI2.
SSH SAE Z7j 7| w%*(MDS) AH ZAE JIf 7|32x2| 1634 22X )9l X282 ¢
213tL|CF. SFTP 22t0|QIE = RSA, DSA, ECDSA 9! ED25519 SAE 7| 90| SSH-22 A
83t SFTP MHE X|sHL|CH &AF A| RSAVF M3 E|= dHH 0|0 ECDSA, ED25519 4
DSAZ} 1 5|2 MEL|C}. SFTP MHOM Al23= SHIE MD5 SAE 7|2 Qas|ot
a“—IEr Axis ZtX|= MD5 9 SHA-256 8flA| 7|& 2% X|&}X|0F MDSECH Zast &
otS 2I3l SHA-2565 Arﬂof“ A0l EFLICL Axis X2 SFTP MHE Fdst= &
5 0] ChSt XtASH L§82 AXIS OS ZEZ HNSIHAR.
SSH SAE 27 7| SH(SHA256): 2z SAE ZJ|f 7|(43Kt2| Base64 QAL 2XY)Q
X 2S agtL|Ct SFTP 220/ E = RSA, DSA, ECDSA U ED25519 SAE 7| Q&9
SSH-2E2 AM23l= SFTP MH{ S K| ATHL|CH SA A RSA7|- MBS E|= die0|0 ECDSA,
ED25519 & DSAZ} 1 HE |I|-EL_|L'_|- SFTP A—|I:|-|01|)\—1 AFRSI= 2HI2 MD5 SAE 7|2
3 S)oF SrL|CH Axis EX|[= MD5 3 SHA-256 sijA| 7|2 2% X|35IX|0F MDSECH 243
oh HOotS Q8 SHA-2562 AtR3t= 7+o| ZSL|CH Axis T2 SFTP MHE RASte gt
ol Cist XpMlst LH82 AXIS OS ZES HASHHAL.

Use temporary file name(A| TY 0| AIR): Alzo = MME QA Ot o222 1}
2dS UZLStHT MEigL|Ct Y= S 2tEdtH oMY 0|F0| /5= 0|52 2 HHyL|Ct
YEETL SCHE 42, &dE ool S dLt ojHs| YAl mLS A&

Lict. oA ot otz O|§S 7T 2E mte0| SHEX & 5+ ASLICH

VMS(SIP EE= VMS)

E
From SIP account(ZAIX} SIP A H): S 20|A MEHSHL|CE.
To SIP address(**l X} SIP FA). SIP TAE Q&G C}.
Test(HAE): Szt 47F0| &2&st=X| HAES2{H &Lt

Send email to(O|HQ HE CHA): O|H LS MEL O|HY FAE YHTYLCH FAE
o] 7 Y=gt AEZ O|H Y FAE FESIMAIL.

Send email from(O|H|Y &) HUjE= MBQ O|HY FAE UHTHL|CH
Username(*fﬁxf 0|8): MY MHL| ALK OS2 YHTLICE oY MHOM 2SS
75X = 4% o] EEE H|f st

DAL E: IJ1|°' A1H1°| WAQAEE AHeLCh olmY MHOM 152 Q75X &

= 4% 0] 2EE H|® sL4Ch

Email server (SMTP)(0|I11|°E MH(SMTP)): 0| & =0{ smtp.gmail.com, smtp.mail.yahoo.com
ot 22 SMTP MH O|E& gLt

EE: 0-65535 H 29| 1% AF23S0 SMTP AMHQ| ZE HSE asL|Ct 7|23

o 5g7¢lLLCt.

Encryptlon(°*9_9.|') AUSIE ALESIE{H, SSL EE= TISE MEHSIAA| 2.
- Validate server certificate( '|H-| I%M }ol): 0*22}2 ARSI 42 X o] IDE =QI8t
& MERSEL|CE O] °|"A1“ °._§ 71200 AEA MESEALE Lellet = &L T
- POP authentication(POP 21Z%): P MH O|E2 LHSIHH HUA2(Y: pop.gmail.com).
H|
A2 O|H Y SEAt= OfE O|H Y O FALSH HEfE FASHHM ALEXIZL 20| 2
HE otdg PAL BE= A2 Hotsty| fs 2ot HHE AFESL T Ol Y MMl 2
oF M S =QI5H0] oY AFO| FIZ|AL oy oY X|= YOl YUZE YA,

. TCP

Test(E|AE). HE= H

recipient(= 4 X}
XE =St ©

H): =AAE I

SAE: MO IP FALL SAE 0|2
X7} System > Network > IPv4 an
AEEO A=K =2HRISHU A 2.
Port(ZE): AMH HM20| ALEE|

rir
K a
Im ru|0
rE
fo
i
K]
m
Ql
-
n

AE
HI7)): B
SaisiM 2.
Froz A

Uy

19



https://help.axis.com/axis-os#ssh-file-transfer-protocol
https://help.axis.com/axis-os#ssh-file-transfer-protocol

H2E L8 BATF BAIEHLL | Add schedule(2#H|E F7}): 27 &= BAE Y514 EH S8tLich

& E2|HE MESI0 E2 =822 E2HY &= /JASLILH oE 9 =5 E2AZ HME 4% ¥ +4
St= 52t WMZ HBEY = JUSLICH

MQTT

MQTT(Message Queuing Telemetry Transport)= AFE CIEHUl(IoT)E st HEE HA|IN ZE2EZQL|Ct Tk
SlEl IoT E3H2 9o dAZYer 22 AL FZZHsmall code footprint) i} %A HEQI CHYZCZ AH
A E AAGHY| ol CrYot AA0M AMEELICH Axis X AZEQ|0{o] MQTT 22I0|HEE Folf &A|
M WME O X O|HEE Fe 2| AT EQO(VMS)Zt Ot A|ABI0 ZHESHA Sotd = USLICH
717| & MQTT S2t0|HERZ HETL|CE. MQTT 842 S20|HEQ EEAHE= & AEHEE 7|2 oL
Cf. SE0|HE= HAIXIE LD 8BS 5= UGLICH BE27H = Z20|UE 7Ho| HAX] 2t 8 S =HEst
LICHAXIS OS Portalol M MQTTO|| CHs AtM|S| ot=E == UAELILCH

o
rir
T
_‘
=i
O
o
N
o
il
M
[H
HU
Hm
MU
=2
>
o
m
rir
T oin
no
_(3_}

NS ALBSIN otsofl s185ls EX ZEO|A MQTT
| ct.

MQTT Z2}0|HE

Connect(¢Z): MQTT S2t0|HEE 7L} GL|CtStatus(ME): MQTT E2I0|HEQ| HX| MENE HA|T L
CHEHSAE: MQTT MO SAE 0|2 L IP FAE QEHSIAA 2 .Protocol(ZRER): AIRE Z2ZE
S22 MHYLCLEE: ZE HDE YHTL|Ct

. 18832 MQTT over TCP(TCPE E3 MQTT)O| 7|27+l L|C}.

. 88832 SSLE E3 MQTTO| 7|£7+L|Ct.

- 802 ¥ A3g ST MQTTO| 7|2t L|LCt

« 4432 W A7 HOZ 83 MQTTQ 7|27tL|CH
ALPN protocol(ALPN Z2E &) MQTT E27 Z2XI7t K| &3t ALPN Z2EZ 0|28 et} 0=
SSL2 &%t MQTT 3 & A7 Bot3 F% MQTTO| ot M-8 & L|Ct.Username(A& X} 0| &): 22I0|IE 0N
ME{O| BN ASEZ| 25 ALRE ALEXL 0|52 YU L|CLIfARE: AKX} O|FQ HAJEES UHStL
Ct.Client ID(220|HE ID): S2t0|HE IDE AHSIMA|R. S20|UE AEX= Z2I0|HAETL MHO| AZA
g 1 MHE ™MEELCHClean session(Z2 MM): 12 X AZ ofx| Ao SE2 HojgL|Ct MEHSIH A
4 9 AZA S| Al ME} HETJ ALK E L CEHTTP proxy(HTTP T EA|): %|CHf Z0|7} 255HF0| E QI URLYIL|

Cf. HTTP ZEA|2 AI24tX| 2%O2{H LWEES H|Q = 2 Q& LICHHTTPS proxy(HTTPS TEA|): %Cf 20|

7} 255HF0|E QI URLQIL|CH. HTTPS T2 A|E AIR3SIX| $Oop{m LWCZ H[Y S £ U&L|CHKeep alive

interval(Zt2 ©X|): 22fo|E7} 71 TCP/IP AjZF X112 7|t D2 glo| MHE O o4 ALRS + gt
I

= HEFAL MQTT S2I0|AHE B0l A OAIX] H LWT o
EHO| A Al =AM AR E L|CHReconnect automatically(Xt52o 2 xjHZE): AZA 8| & SEI0|AHET}
2 CHA| AA8H0F St=X| 2 E X|ELCLHAX| HAAZAO MHYE I HAIXE EHX| ofF
HetL|Ct.Send message(H|A|X] M&): HA|X|E ELZH A2 HHSIM 2.Use default(7] 23 At
Xalel 712 AXIE LS DA Topic(FAH): 7|2 AKX FHE YL Ct.Payload(H|
E). 712 oAIXIel &2 Y= L|CtRetain(FX]): O Topic(FH|)0|A S2I0|HE MEfE FX|S}
ot o QoS A2 HATL CLOMX|9 g HA|X|OrX|S FA(LWT)S
SIH SEIo|AETV EEA0| GZE I X4 S &

SHOo=E HAO| BOX|H(TR
of AIXIE MEE &= ASLICH O LWT Oj|A|
Ct.Send message(H|A|X] ™& M A
o ARR): AHel 7|2 MAIXIE LHSIHE DYA . Topic(FH): 7|2 O

Ofn
|0

rotriu N > T S olonju >t

oorg b o
x

jul

9'1-

=

n

Vo)

[o]

%]

='|==|

N

o

o

2r

.’

13

0]

o
]
-

20



https://help.axis.com/axis-os#mqtt

AXIS D1110 Video Decoder 4K

2l
| — |

QIE{H O] £

L|Ct.Payload(H|O|2E): 7|2 OA|X|Q| LY

€2 YL ChRetain(FX|): O Topic(FH)OA SEHO|AE
EHE wAIote{® MEigILICI.QoS: 2l S5 gL et

O CHeH QoS AZg WAL B

MQTT &

712 ZH "FEA A8 MQTT client(MQTT 22t0[AE) SO0 A =X HEMNO_SOE 7= 4 BF
AFS AtBOiE B MEELICLER 0|8 3k MQTT =HO[N ZA2 Muste FHES Zaota{d Metg
ChEA HYAHO[A E&: MQTT FH 0| ONVIF ZF| HQAHOAS Zaslait HeiglL|cha®l WS =
g MQTT HO|ZE0| FX|o| €3 Ho S Zootad MEghL|C Add condition(Z=Z F71): =dZS
FototeE 2= gL ChRetain(]X]): O] MQTT HAIX|7} BER2 MEE=X] FolgL

+ None(213): ZE MA|IX7} HIRX SEjZ HESSL|CH

- Property(£4). MEf =X Jbs OAIX|O BEE A2 BHC

* Al(R5): HE =X 7t5 Sl HEIE FHY 5 g HAXE 25 E2E JE= 2YUo

QoS: MQTT aiof Chs| SIst= 2jHe MeEfstL|ct.

MQTT 75

_I_ Add subscrlptlon(—',LE FE7H: M MQTT +E5& FIt5t8{™H 22l gL Ct.Subscription filter(1 S &
E). £E5t8{= MQTT "‘XﬂE Q=S A| 2.Use device topic preflx (BHK] 2 HMEA AIE): 25 = 1
£ MQTT FH 0| EFALZ F7tgL| C}.Subscription type(11= §€):
+ Stateless(%}Ef *’51 =271s). MQTT HA|XIE HEf = *7‘* “'7“ HA|X| 2 tHotste{ M M E
« Stateful(ME} =X 715): MQTT HIAX|E E?ioi t”EFOPEF” MEISHL|CE HO|2E&
2 AFREL [f

L|c}.

:l:—

0x [IQE

E|

QoS: MQIT T-=0f Chsf st 2f@g Meistuct,

PN
©

2HCE AEE|X|

A

52 Apg
GO|E &4 9 A4E =8 98 BT} A
Jte2 HAS| Ho| ofeES SEEHUA

g1 e SUo= SD Ft=EE Z2|5HA| OtYAlL. SD

Unmount(O}2E 8A|): 22810 SD 7= rite protect(2A7| BX|): SD Z}=0
MI17t XD =250 MAHE= A2 E= 0 ._% ELIEL M7| EX| =l SD FtEE ZOig 5
815 L CH Autoformat(X}s =) M2 4t SD 7IEE XtsC = ZCHSIHH 74“*|2 ﬂf"' AMAHLS
ext42 ELCHBIL|ClIgnore(fFAl): SD 7tE0| = MA@, SD FIEE 2A|SIH FIET}
AS= A7l § 0|4 QIMSHK| 2oLt of 4 &g = AUSLICHRetention time(EZE A
7h: 2EfE =3to| X2 HMBSALL HOolH NE AdE E0t7| 2t 52E 22 7|7t2 MEigL|Ct
SD 7tEZt 7t5 Kf':“ E 7|2t0] XI'—WI o @efe =32 AMTUCLES
o Check(Z2tQl): SD 7IE QEE =Z0ISIA A L.
+ Repair(53). Ot A[AH 01| S5 QLRI wWAMSLCH
o Format(=8li): SD FIEE mZUiglo] QY A|AEHES HZASID T = HO/HE X|SL|CH SD ZIE=
ext4d ItY A|ARO20F ZOigH o= QUL L|CH Windows®O| Al IpQ A|ABIO]| WA ASH2HTH EfAF
ext4 EZIO|H = Oj=2|AH oMol ERshL L}
+ Encrypt(&33}): 0| Z1E AIR8lG SD FIE
St SD ZHEO| A& E ZE OO[H 7t ALK & LICH
He 2=3tE L
« Decrypt(@=3} sfH|): 0| = E AtE3l0f 23t Q0] SD FIEE EBHSIMUA|R. O|HH Bt H
SD 7tE0| M&E EE HOo|E7t AXELLCH SD 7tE0 XMESt= OfFH MER HO/HE &
Dot X| &L L
« Change password(Zj AL E HZA): SD 7}
Use tool(EF ALE): 22510 MEISH ZHE =

rulm
e
gl
OF
S
=
_¥'_
FO
E

—_

= = O =] . =
of gst= 2= M=22 Hol

Wear trlgger(UfE EZ|A): ANE E2ASHE
0~200%QIL|C}. & BE ALK




AXIS D1110 Video Decoder 4K

o QUE{H oA
E7t ofd =30 7tZChs AS LEFRHLICE DR E7F 200%0] =EStH SD FtE7F &S 20|
=Lt O EZ|7S 80~90% Ato|2 AFs= A0| "*'—IEP O/ ol 558 L2250
SD 7t=7t AAHo= tasy| Mo| Mo mAE + ULCt 0t2 =2|HE ALE3E OoHES A
gotn o= +=F0] 29 ¢tof =E5tH 2ES 8BS & ASLICH
ONVIF
ONVIF #|H

ONVIF(Open N eo Interface Forum)e=

etwork Vide 15 MEXL SUAL ZUHE I MRA} YEYD HCje
Jlee 5% SN2 A BB + U b g B

=
ZQIL|CE. ONVIFE E3f M2 CI2

Hﬁr

=
G HE zio] ASe8Y, 90N A b8 By U Aladol njg) ZHaES £ + Anch
ONVIF A= d4g5™ ONVIF S40| Ao =2 SystEL|tt. FX|to] ZE ONVIF Si0| ALEXL A 0|F
A HAJES ALSELICH XtMT 82 axiscom| Axis LAt HFUEIE FZHUAIR

_|_

Add accounts(AH|E F7}): Al ONVIF 7 é% Ft5te{H 22/ L|CLAccount(A|H): 7ot AH Ol
Y LICHNew password(M TAQE): A Fo IHAQEE YHTL|CE IAQEE 1~64Xf 7E'o|o40r
LTt 2A A, #EH 25 7|2 5§ 22 7bsot ASCI E2XHZE 32~126)0F TfAQE0 ALY 5 R
L|Ct.Repeat password(Zf A Q| E HI'-‘F-) = st uHA°_|E £ CIA| 2 E38HAA| 2. Role(HE):
+ Administrator(22|X}): 2= *E*JOH SIS UNABLICE BEXIE CH2 AHE 27}, YO
E ¥ HAY = ASLICHL

+ Operator(2GX}): CHS2 Moot 2= 2F0 HN2Y = ASLICHL

- E: System(AIAE‘“) M X-I

- OH x;

+ Media account(ﬂIEI01 AH): HC 2 AEZD MM AT = JqSL|CH
oA
=

I|> motmjo

rl
o

| Ao B DR THgo

| ZlL|Ct.Update account(A|%d
C}.Delete account(71|JH AH): AH™

=
2
=

[=13
(==}
AHLICE root A2 MHY + QlaL

21
HIM % 23

HTAM
+ View the device server report(ZX] MH HIA H7|): e EHO|AM HE MEO Cfst HEE
UL A 20 XsC=2 MH E0M0| =gt L|Ct
« Download the device server report(&X|] M HIA CI22E): ?_MH AAIZE B 7| o|O|X|e| A
HAEE OfL 2t UTF-8 Ao FA MH HIA —ﬁiE oto| EBHE zip l_Lf%'OI MAME LT X[
ME[A0 2o/g I a4 M 20N zip T2 S ZaSIMUAIL.
« Download the crash report(Z& H 1A Ct2ZE): AMH AEHO TSt XtMSH HE7F Qe 047}0|
BHE OREETLC S EIMO= AHAT ClHO FEQ} MH 2E0AM0| U= 27t =3
ELUCLCHL of E1MOlE HESA FH 22 D AEJ JE 5= USLLL EIME M
g6t O R 2 3k A2F = JAS5HCH
21

View the system log(A|AE 21 :

HIEO CHot HEE HAISIHE 2oL L

View the access log(dMA 21 H7|): %
}

=
HMA ANEES BF BASHEE LI

HEYI FH

22



https://www.axis.com/developer-community-intro

AXIS D1110 Video Decoder 4K

° —
9 QlE{H o] A
2 M
HEYS =X Tpols AFN E& HAYCSO 2 DA YEIt THY + s
HEHI =5 ot HERQI &&52 7|550] 2ME siAste O =82 & = USLICH Trace time(F
H AlZh: =8 J|7H(x E&= )2 MEiSt D Download(CH22E)E F&lghL|Ch
27 AlA" 21
Syslog= TAIX] 2Z2| EFEYLICt SyslogOM e HAIXE dH5l= AZEQO], HAIXE MEYSt= A|AH,
HAXS 81 9 Ao AZEYO[S oo 4 Jalich 2t HAXKEER 1 HAKE Yoots 2ZES
SEE LIEH = A2 ZEJ EAED HZE &0 S ELCH
| Server(MH): M MHE FII5t{H S LLLSAE: MHQO| SAE O|F £ IP FAE YL
ChFormat(Z%4): ALY syslog AIX] =SS MEHGFL|Ct.
o Axis
« RFC 3164
« RFC 5424
Protocol(Z2EEZE). AI2Y ZZ2EZ MEH:
« UDP(7|2 M ZE: 514)
. TCP(7|E MH ZE: 601)
o TLS(7|2 4% ZE: 6514)
EE C}2 BES AIR3[20 BE HSES BEIL|CHSeverity(MZtE): E2[AHE If &8 HAIXS M
SHL|CECA certificate set(CA QIS A M) dXel ™2 =QIStAHLL ABME FIteL L
At 74
Aot L2 Axis A 7 40| A D5 AEXE et =L o Ho|X|ofA CHEEL| Oy 7y
H-E d¥stn HEY = ASLCH
o =
X &2
Restart(R A| &): &K E IHA|ZFLICE O X A0 &S FX| RELICEL M S0 ofE2|#0|M0| Xt
SO 2 MA|ZE L|ChRestore(F ). [fFE0 HEEZ 3% £t Al 7|2UCE [S2[dA. LSS0 X<t
RS ChAl BB AN HAEX 2 BE UG THAl X5t OME I T2 2 CRAl BHS O[O BFLICE
82 A
SH 2 NEE=s g dE2 O30 25U
. HE| Z2EZ(DHCP £& 1H)
c AP P FA
. 7|2 2o
. MEUY OA3
e 8021X MH
« O3C MH
« DNS MH IP =&
Factory default(3% Eot Al 7123 25 882 3% o} Al 7|22t02 HE2HAL. 13 20 ¥X
of AAs & T2 P FAE N OF St
Hl 2
BE Axis ¥X| AZEQOj= CIXE MBEO HX 0 HAEE AZEQOT dX|g 4= A&LICH OH
A SHH Axis X[ MU Ol XA AIO|H HO =F S HF £ = JUSLICE XM HES2
axis.comOj| Xl B8 A "Axis Edge Vault"E HZSAMA|L.

23



https://www.axis.com/learning/white-papers

AXIS D1110 Video Decoder 4K

2l
| — |

QIE{H O] £

AXIS OS upgrade(AXIS OS 10| E): Aj AXIS OS H{FOZ A O|SSHL|Ch A LE[A0L
s, B 3 8 2W5| MER 7[50| ZELICL g4 X4 AXIS OS EE|=& A&%t= A0
Ch. %A E|=E CIRECESHT axis.com/support2 0| S8t L}
YA OIEY W CtE M 7HX S8 SOM dEig = ASLICH
« Standard upgrade(EZ €Y 0|E): A AXIS OS HHM o= gy o|=ETL|LCt
+ Factory default(S% =3} Al 7|23} Y O|ES P EE 2HS 3 =5t Al 72w
2N, Of EHE Hefs)o 130/ 20| 0[N AXIS 05 HEO= szd = gIs
. Autorollback(X}E 2H): A= A|ZF LJo| QOA0|=8tn AT O[E2 SFOIstAIAlS

AXIS OS

%o zx|Jt O|F AXIS OS HMOZ2 &|=ofztL|C}
rollback(AXIS OS E4): 0|F0| X & AXIS OS5 HFEOo=Z

24



https://www.axis.com/support/firmware

AXIS D1110 Video Decoder 4K

M BH

gX|= HY| 27 A HERZ £40 wef o2 Z2¥E Ut th3a

H|
H.264= 2iO[dlA7t 2O E 7|z YLICE Axis HE0|= 1719 H264 H7| S2t0[QE 20| AT} Zotr]
o] AFLICE 2t AT Gl F=IF S2I0|AE MES dX[Gts A2 A= AFLICE 7+ 2told
25 TYUSIHE Axis 2| HE2{0)A 2ot AL,

r—!-

H.264= O|O|X| && X5 §i0| C|X|& H|C|< npol
g4 Bl 50%MtK| 2L £ AFLICL O|& H|LR

o
=
22 5 UChs AS OjgHo. 5, FO{T HIE ZO|EAM

37 Motion JPEG & Al0| H|38l| 80% O|At, O|™ MPEG
00| Wedt YEYR oz 2
2 4o e BRS HBE 4 Yzl

H.265 L& MPEG-H Part 2/HEVC
H265& =& Xt gl0| H2640 H|gl CIX|E H|E|Q Dol 37[5 25% Old & &= AL

H| D

+ H265E BHO|MATL ROIEl 7S QLICt Ads HEO| £ 1749l H265 27| 220|9E Blojas} Zat
5/0] QISLICE 20|MAT} QtE =7} 220[QIE ALES HX|Sie A2 BAIE0] UFLICE 27t 240)
MAZ 1QUs[2{ Axis 2 42{0|A ZolstiAle.

. CjEEo| ¥ HALXE H265 ClRES X YK ¢oo, of (e
H.265 C|RE S XX L&L|CH A H265 CRE S X|st=

oM AEY %

zOf
>
o
_n,

IF ME HX

HIC|Q CIRCIOIA QIASHE ol% HE FAO| X BA) THEIMO| exFAT £ extd I} A|AEE A3
of gLtk
Atoj H Qb

MEL AOIH HOb JE = axiscomOA siE MZFS| HOIHAIES HZSHAIL.

AXIS OS9O| ALO|H HOotof CH3H RtM|TH LHE 2 AXIS OS HoF Zt3f JF0/EE FZBIMA|IL.

Signed OS

MBE OSE 2T EQOf S UM 742l 7|2 AXIS OS O|0|X|of MEHSIO] FRdFELICE MEFO| 2 H Ao
HECH A= SZEQOIS GXOH7| Mo 2ZELONS HelFUTh AN 2ZEHOf REYO| £HE
A2 ZX|SHH AXIS OS ¥ 12|0|E7F HEEL|CE

Secure Boot= ¥ E7ts IJ1IEEI(‘='E ROM)OI M AlZSHY 2232 HABE AZEQ0Q &oEX 2 K|
olog FMHE HEE ZZMALLICE AMBE OS AFEE 7|HIO 2 St= Secure Boot= 2 X|7F £0QE A&
EQojze BYY & A== stuct

25


https://help.axis.com/axis-os-hardening-guide

Axis Edge Vault
Axis device ID

AXIS D1110 Video Decoder 4K

M BH

S
B 30™ ny on
<= Fo|do
PlT © KMo
T+
bl 50"
= {0 m
5o K
X roupgX
Ho ol
o|J _F
RLtES
Sordy
w_._ﬁﬂxom._
O3ROBO

— =
Foapw T

510} A0

[¢)

=
=

| €OotEB{™ axis.com/learning/white-papersZ O|
26

.
[¢)

Of CH3H XbAM

—

©

2ot 7|
AR


https://www.axis.com/learning/white-papers

A #E
Al

o/

=8 Al AN AgLCh

A
SRS

A 7|22 TAE Al E=

AZF AL 02|20 HESA

~
(=]

=

A€/ L|CLLEDT} Ao

H

o] A%

/=
.
O
o

—

LEQYT HYE PoE
&A 79 EH

#ol o
AEf LED

7 MicroSD ZtE =&
8 ot =2

3 USB ZE 27
9

4
6 oo =2

5 HDMI 2

1
2

e

=

At
LED Al
AEj LED

A

=

—_

10
Ki-

T

Ar

SD 7}E
Ex

AL

AXIS D1110 Video Decoder 4K

J

c O2ES

| 0| A0 A SD 7t

| B I

O
[

=

2l

71 Tof &FX|Qf
L|C}.

I

.
[<]
=

5]
9l
27

2|
SD 7tEE =ZE2|3HA| OHdAl2.
o

=
—

=
=

—

[

microSD/microSDHC/microSDXC 7}EE K|

—

[

o] X



AXIS D1110 Video Decoder 4K

AL

SD 7lE HE AIEE axiscom2 EERSHAAIL.
mee  mgs

X< microSD, microSDHC % microSDXC 211+ SD-3C LLCO| M E ¢ LI Ct. microSD, microSDHC,
microSDXC= O|=0[Lt 7|Ef = 7H0M SD- 3C, LLCe| ”ii0|71 Lt 58 &4=Y

migre

HE
Hol HE

Mol MESl =& ChEMt Z5LCH
o

Y Bt Al 7|2 2822 MEZYULL. F& £ A 72 FFe= HEET 5o/A] 30

OF

AZ(03C) AMH|20f AZgCE AE

o f2{ ™ AME§ LED7} Moz 724
o] HES L2 QBLCt

74 Ef

HDMI {4 H
HDMI™M HYEE AtE5t0] C|AEE 0] = 370 ZHEO FZg

HESI 7
PoE(Power over Ethernet)& X|&3}= RJ45 Oo|Eull 74 H

USB 74| E
USB HYEE AtE5t0] 2|f HMMZE AZSLICE XE= HMMEl= FE HIOIHAESE HESIUAR.

S8 Atg
St Hof stLtel USB AE 2| X8t X| & & L|C}.

USB 2EZ|X[E M7 Hof| K& nHAL.

2l H4YH
© RC02 T - PASE T4) ALE T BEI] YEE NEIE MO0 HAES = e 2E (et
TE)E A% 35mm =28 UXAYLLC 20 FHO = AHZHR HYHE AHESHOF gLt
12 3
orle =9
18 2y 3 gaH
ME 1 HEY 2, 2 ME 1 HEY 2, 2 =

HE F4H

AC/DC 7 HE. HZE O{HES AR LICH

28



https://www.axis.com

AXIS D1110 Video Decoder 4K

AL

-
o

te| AL 4 =23 T/7E <5AZ |

s
£ AMESHHAIR.

)

0| <1I00WZ H|
g

=

T E

9218 2

=

™
| = SELV(Safety Extra Lo

DC
T

H| D

POEELCH 24 =9|7t =& LI

29



MES P
ElL|Ch Y EY20A DHCP

3 Al 712422 XY

e HO/A 2758 BESHLAIL.
FA MEU(169.2540.0/16)0 M 7tK 2 Fo

=

Al

m7pXl 15-30= ¢ MO HES +22 ASLICH

4

=

7
192.168.0.90/24

FL|C}.

Zz2g
23-z

==

ig=-13ell

a

gajo 2

EfolA S CHAl &

AXIS OS 12.0 O|AH0| MX|El ZHK|:
AXIS OS 11.11 O|&}7} M*|E EHA|:

74
=
Ef LED ZA|7|7} &=

Z4

=
Ml oH
2. Hof 1
3. 4

=
(L

T8 A

Ml ol

AXIS D1110 Video Decoder 4K

=
(L

ma_m ey Mln_._m_u..__mo
] s ey,
c le SSlo_
© U OF3 0
S o331 B1=F
- So_l
c = oo
‘s =-od <R  fol
= o KT
W] or=—=
L ™ =5 K
. (| .-.AnO ! o o,
T T o KO w| ojo < jo!
w -1 ._o____._A_l —X =
I g L 0=
Wl ofmr o wuoN S
Mo gp-mu JE Rl
3. joI {0 &l
L oo HoM RO op
S R R T[]
= Ix oo R XN
> _.r__.:_u T
= ] =] V|
=) (] 1l . <Xo3ml
1= O_r.nd SIDI _ A._
w 08 sud wEl
= u._gn_ oF _ = H= |__o|ro
iy | _._.__m_l._ou =Ko=K
of N1 S _maN e
T = _”__O.T_All T ey
S =5 BRI b
S © ot 0l g
m x__*._._m_._l ._.A.Ol__g_u.__”_ E_._.A.ﬂlw
S woRe m_.L:._%_m w_%m_vigg
S HoX SR MR a !
SRR =R UT
MRy S=H UTBTZ
0w WoE—  &l=10 pui°
T oI w® = e
Do N L i
sl Holg <ul "
5 B RE ol TRl
oF oo ~ A= ﬂlﬂaﬂorm
M_ E_E_w.w KO © 2 onE
—_ wnv = — L=
4 33 Eorr Hwsols
O...l |__o| g ] H._m
T RS o, drp molos
mome X o K oI g
_, o5 ofm Hﬂ%_: TP LD
_n_._A =n = u |T.A|E_I = =< Q
__ #Y wl_ 3 _A.__o7A._P
K v < =—, [
m OTA O g 0ol
K~ RN (ST RN
K o 0 _ 8
_AOM_—._l E L_L_M__..__x_.o _/.__._mllﬁo__AA_lm
ol X 2% Jp ™ g
HR < ol Ffopouo &

L|c}.

F

o
=

30

o
—

st
2t

|E I 0|A > Status(MEj)ZE O|=

o
—

SR EE
2. Device info(ZX] HE)H A AXIS OS HFE

1

X} AXIS OS HH
X AXIS OS Hf

]

-
O
[ B
=

o
O:


https://www.axis.com/support
https://www.axis.com/support/device-software

AXIS D1110 Video Decoder 4K

=M si&

AXIS OS ¢ago|lE

- =
S92 Mgt
. Axis Communications ABOJA 0|2 HIZISIX|= SLX|BHAR AXIS OSOIM 7|52 AREH & 9= HQ) &
X 2ZEYOAE ZOYOI=EE W AP TEE D AMEX XY= H7F0| XMEHELIC

- YI0IE Z2N2A FO| A7 WO HEE0 A=K el

H|
2 Ezlio] XA AXIS OS o2 HAE YA O|EStH HEO| AHE 7ts3t 2[4l 7|52 AL
Ch Y 0|E3str| ™o et A E2|A0iC H3kls 2= EQ A 0|E XS ERSGIYAL.
XAl AXIS OS H{F 1 22|= HEE #oB{H axis.com/support/device-softwareZ2 0| &t L|Ct.
1. axis.com/support/device-softwareO| Xl 222 N &L= AXIS OS mtgs AEHY Ct2Z L3O}
2. ZX|of| ZE|XtE 2IQITHL|C}.
3. Maintenance > AXIS OS upgrade(§X|E % > AXIS OS Y1 0|E)Z 0|=3}0 Upgrade(1g
OlE)E gL L}
Y O|ETL =M MEO| X522 IA|ZELCH
Hot7E AR = JA=AXIS EX| HE|Xts sA0 o2 FXE Yol =Lt
axis.comyproducts/axis-device-managero| Al XtM|3t LIS E0SMAIL.
AL = e
Jl=H™ ZH, Tt AU siF kot
e WEO| A7)0 gle dR0= axiscom/supportd| M ZHOoi M| MM S =ols EHAL.
AXIS OS dgojlE £X|
AXIS OS ¢agolE o 2 0|=0| MifstH FX|J7t O WM CtA| 2ESFL|CE JHY AEHE 0l Y0l
i | 2 FRE AXIS OS mo] H=EF ZAYL|CE FX|0f s§FSt= AXIS OS o
0|52 HQIst CHA| A|ESHM AR
AXIS OS ¢ae0lE =& QYIAYO0|E & X7} UMsH Maintenance({X| 2 4) I O[ X0 A O[O &
=H| XE HEcz EUMSIYAIR
IP =4 4 X
X CHE MEU  FHXO SiESt= IP FAQ FX| HMA ALEE HAFHO IP FAJFCHE M
At Sulof Qs FR0ls P =AE M > BUL HEAD BaRO|H 2
O|st] IP FTAE EtOMAIQ
IP =471 CHE FX0] HE/JINM Axis ZXE 2L LCH Ping BEES HATLICHEH/DOS &
N Atg FYLICE AlA ping & HXO| P F4 ey
o CI21} 20| <1Pp FA>9| 3|Al: bytes=32; time=10...92 AL, O]
= IP FA0F 0|0 HES AL CHE HX|OM AR & & + ASS 20l
LICt. HEXHI Z2|XHo|A M IP FAE 2op FX|E CHA| EX|SHUA| 2.
o LCt21} Z0| Request timed outO|2f= HA|X|E HtE= AR O|l= Axis
ZXo| P FAE ALY = ASE O LCH 2E Aol HiME &
QI5tn HAE CHA| HX[SHYAIR.
ot MEUlol CtE  DHCP MHO|M CHO|LHY FAE HHSH7| HO| Axis KXol 1F IP FAZL AR
SHoh FESE 7H8  EBLiTh O/t S |2 1F P A0} O BAOIME ABEE 3L &
JEPS X o200 SRF BUE S ASS ool

31


https://www.axis.com/support/device-software
https://www.axis.com/support/device-software
https://www.axis.com/products/axis-device-manager
https://www.axis.com/support

AXIS D1110 Video Decoder 4K

=M si&

BAE HEALHAM AMAE 5 g

B2aog &= glg HTTPS7} S St A2 208 AR [ SHIE T2 EZ(HTTP & HTTPS)
O AFEE|=X| HQISHHAR. HERXO| F4 HE http EshttpsE =&
o2 YHYOoF & =& US| Chroot AHO IWAQEE BT A0 FA
E 3T £ Al 72U MEH|oF &ELCH F& FoF A J/E FFL
2 WHZE mo/X] 302 FEIIAA.

IP 27} DHCPO| /8 DHCPAH{O|M SIS3t 1P Fat SHo|0f MHY & YSLCL P Fo7t HZE

H 4= 420 = AXIS IP Utility EE= AXIS Device ManagerE At86l0] HEI0|A ZHX|
£ XGLCh sy ZEHOIL 23 M = DNS O|§2 0|83t HX|E Al
LCHOIS0| B4E Ze)Eas 42 1Y P F45 $E50R 883 & U5
Ct. X|&Of CH$t XtMSH LH 2 axis.com/supportZ 0| 530 ZOISHAMAI L.

IEEE 802.1XE At23%t= ©Q=0| NLOH2 ZZ5t8{™H Axis &Ko YR QU A|Zt0| NTP MHQF =7|3}E| Of OF

SOt drlist= 915 @ SFL|C} System > Date and time(A|A®l > 2R 9 A|ZHS 2 O|FTHLC}.

=

=

X0 RHE HMHAE = AX|T QFONM HMHAT = A

QIEO A KXo HMASEHH Windows®E Ct2 OfE2|AHO0|M F ILIE AEstE WOl E&LICH
« AXIS Camera Station Edge: £ 20|, 7|2 ZA|7} st AE A|AHO HeHstL|C},
« AXIS Camera Station 5: 309 B2 HIJITO0|H, S 2 A|AHIQ HetehL|C}
« AXIS Camera Station Pro: 90 22 HJITO|H, SF2 A|AH O XeHetL|Ct

XA 9 ChREEE= axis.com/vms2 0|5 gL|Ct.

27 2oL0|ENA ¥ 2APEJ} PEYAYS XASHEX EE F2AOIAES YX| 0| A2E HHS
E[7/AE H.2640F AN FH|0F St=X| SQISIAMA|R. TTL(Time To Live) f8 =d40F & & YSL|LCH
At & dgLn
S2o[QIE0] BAIE ¥ Axis HAOIM ABE HEYAE FAT LEYI0| QAT LEYT Fxte}
EIfAE H2647} Q8 SHOISTUAIR 8IS ATt WatEol e HET DelRojA SolstiAle.
H264 O[D|X|Q| MEIZ AT FIET} A4 C2O[HE ALBSHEX| HOIGHUAIR. AU OR K XA
g3 YA U A # A C2fO[HE CHRRER & USLICH
OAECt W TPy 2 RS,
2ol = S2O[OIE HEHN U8 SO fBH oM £8 FO|HAl

EA| 5

HAIZE 27]0|M H265 @ HEtRX = H265 C|RYS X|ASHA| &L|Ch H265 CI2EE X|Jst=s Y
AFYS MEig = gl Ea| A|A” £E OfE2AH0ME AHSRLICH
o
MQTT SSL E9QF ZE 88832 S HZAY £ 2
IE 883832 AI8%t= A0 M2t MH/EE2AHE MQTT 40| Zast £ ZES MNIoHX| %S =+
Eejg2 QHMSHR| Lt & JUSLICH = HTTP/HTTPS Ezjmio] YHXNoz ABL:= ZEE &4l

M

&L T}
QITE Ar8g &+ AL

>z
T
S~
T
Hu
Al
N
>
—
el
zZ
njo
Pal
o
el;
rir
ox
Ho
D
I
w
=t}
my!
rlo
=
T
oL
Hl

32


https://www.axis.com/support
https://www.axis.com/vms

AXIS D1110 Video Decoder 4K

=M si&

ds 18 A
+ HTTPSZ AS3HE Zalg o|E7t =aiF + AL
. EX %L ometz oo HEYI BRSO HFH YB0| YYS FL
. HOe AEYol YD 53 7ol 4 A o HOe CREe 4
ol Lict

FIt £ 20| ER3SIH axis.com/supportZ 0| Tt L|LCt.

33


https://www.axis.com/support

ArER HENM Ver. M7.2
AXIS D1110 Video Decoder 4K SR 128 2024
© Axis Communications AB, 2023 - 2024 BHE H3z, T10192361




