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L|Ct.Provider URL(Z=&X} URL): A
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St
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Ct.Enable OpenID(OpenID 24 3}):

L|Ct.Require claim(2X & Q) EZ0
= !
ol
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¥ QIE{H 0] &

-

Hl

| AEA M E HESIAL K|
St L

=

FE0= 780 tiet S22 ol MEFO FEE RE SUXNTH BAIE L

#|ch 20740] SARE MYE & ABLLH

| Add a recipient(= X} :
HetL ChType(fd): SS0|AM A&

o
ala
r=
Pl
U
ol
N
Ot
]
2
mulu
gl
gt
-
inl
o
o
4>
r=
Pl
10
o
0ju
mjo
ix%}

. FTP

- SAE: MHO| IP FTALI SAE 0|E8 YUHGILICH SAE 0|28 3st= 42, DNS
AMHE{ 7} System > Network > IPv4 and IPv6(A|AEl > HEQ|3 > IPv4 5! IPv6) Of2[0f
AEE A=K =I5 A 2.

- EE: FTP MH7} AIRSte ZE HSE UEsiL|C 7|22 219 LTt

- Folder(ZL|): mYS MYY CIHELZQ FZE YHSIUAIL. CIHER|ZL FTP MHOf Of
O ZXHSHA| o™, s Y=Ed I F HA|IX|ZF HA|EL|CH

- Username(Al2X O|8): 2005t H ALK} 0|ES UHGIMA|L.

- IALE: 2058 H I|AQYEE QUESIAA L.

- Use temporary file name(YA| Tt 0|5 AlR): Atz Z MMHE QA Ot O|E2Z 1}
2 UZLSHHT MEigL|Ch Y2 E 2g5H oY 0| 50| /dt= O|F2= HHYL|Ct
YREJ SThE 39 &4F oo QIELICH d2{Lt ojFg| YAl mMAS AE = ASL
Ct. O|EA ot® {ldt= Ol 7t E& OOl SHHEX & =+ UASLCH

- Use passive FTP(=& FTP AL8) FYAHO HP0M HF2 thad| iy FTP MHOf
HolH dd2 S5 Q¥ LIt XTIt oy MBjo| Cish FTP X|of S HO|E HA
= RF HI3HOoz AALILH O YutHoz TX|Q L FTP MH Atojof &
stHo| A= B0 EagLCt

« HTTP

- URL HTTP MB{0f Ciot HEQA F4et QFE Ne|g A3 HEES YHYLLCL OE =
http://192.168.254.10/cgi-bin/notify.cgi 2} L| C}.

- Username(At&X} O] B): 201512 H ALEXt O|F S YUHSIHAIL

- HAQE: 210528 HAYES YHIIYAR

- Proxy(ZEA|): HTTP MHO| HZSY| o ZEA| MHE S0 5t= ¢ East
HEE 71 g

URL: HTTPS AMH{O]| CHSH WEYT FTAQ @HS He|d A3YUEE Bt O &
M https://192.168.254.10/cgi-bin/notify.cgi & L| C}.

- Validate server certificate(MH Q1 Z A &Ql). 0] MXIE MEHSIO HTTPS MH{ 7L Mo
oF ASME MEgL L

FEE A YL Ch

- HEQ3 AERX
NAS(Network-Attached Storage)?t Z2 U EI AED|X|E F7t}
ArEE = JAELICH oY MKV(Matroska) o HAl0Z2 X FE L|LCL

- BAE: HEQA AEZKXQ IP FAL SAE 0|2 HTHL L
- Share(29) SAEOAM 28 0|22 Y=eict.

- Folder(BLi): Ijolg XT3 C|YE2(0 FZE YA

- Username(Al2X} O|B): 2
- DjAQIE: 2TQISHE{ ™ Ijf

>
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¥ QIE{H 0] &

-

- ZAE: MHO IP FALL AE O|FS YHLYLICL ZAE 0|52 YHot= 2 DNS
A H 7} System > Network > IPv4 and IPv6(A|AEl > HEQ3 > IPv4 U IPv6) OfZ[0f
=0 A=K =S A L.

- EE: SFP A7} AFSSE EE WeE 9wl Jl2gte 29U

- Folder(Z0): WY X1X3E Cla 2|9 SHAA[Q. CIEER[7} SFTP AMHOf O

O ZXH5HA| o™, mes Y=ES [ P EAlE LT

- Username(A}Q-I} 0|8). 212Ist2{H o

- IAgE: 20l E HASYES 9

- SSH Z2E ZJ| 7| FE(MD5): 2 AE I 7|(32At2| 167/ —Er'Xf%)EI AEs ¢
eotL|Ct. SFTP 22}0|2E = RSA, DSA, ECDSA Bl ED25519 SAE 7| Q39| SSH-2E
85t= SFTP AHE X|2tL|Ct. A A RSAT} *125|'.: HEEHO|H ECDSA ED25519
DSAZ] 1 5|2 WE2LCh SFTP ME{O|M AFR3= SHZ MD5 SAE 7|2 OqusH
o+|_|tr Axis ZHA|= MD5 3! SHA-256 3fA| 7|2 D& X|UsHX|aF MD5ECE Z2ish &

otS 2|38 SHA-256E& Al--9-o|-'— 40| E&LCLCE Axis X2 SFTP MHE 3+4 |-E gk
t“Oﬂ it AfMer 82 AXS OS ZE= EHOSHUA L.

- SSH SAE Z7 7] S€(SHA256): ¥4 S AE JZJ| 7|(43Xt2| Base6d 1A Y FEX}L)9|
ANES ?:,E_"C,'; L|Ct. SFTP EcI0|HEE= RSA DSA, ECDSA 3l ED25519 S A E 5’| O'<'540|
SSH-22 AF23l= SFTP MH S X|YUSFL|TE SAF Al RSA7} MB | H 0|0 ECDSA,
ED25510 2! DSAZ} 11 S|= MEL|Ch SFTP MU 0|A AIRsts SHZ MDs SAE 7|2
Qasof BtL|Ct Axis ZX|= MD5 3 SHA-256 3{A| 7|2 @5 X|QIStX| 0t MD5SECH 22
S HIOLS O3] SHA-2562 AFRAIS 210] Z&LICH Axis KA E SFTP MHE LAsle 4
2ol Cish XiMist LH82 AXIS OS ZES HIASHYAL.

- Use temporary file name(YA| It 0|5 AlR): Xt5o2 MMHE AAl Ot o222 1}
AS HECsM MENSHL|CH Y2C = EstH OfY o|20| st

I

QR0 BTE A2, 2AE 00 FaLith 1Lt ofHs| 9

[

A
Lict. oA 5t stz O|§S 7T 2E Lte0| SHEX & + ASLICH

H

e SIP or VMS(SIP t£= VMS) :
SIP: SIP M3l= ?QE1'31 MENSHL|C}
VMS: VMS T35 d{H ’.‘JE—.”E.”—I Ct.
- From SIP account( MK} SIP AH™): 220 MEHBHL|LCE.
- To SIP address(=#X} SIP FA): SIP TAE Q&THLC}
- Test(HAE). &%t %”SOI &EOP X H2ESIHH St
« Ofof Y

Send email to(O|H & H&
o] 7§ YUSIHH AH=Z O[O
- Send email from(O|H{|Q 2FAD): ol f.
- Username(ALEX} O] F): T A H Y MEON 2SS
Q7Gx B Fe o WE
- mAQE: Y A1H1°| mAYE oMY MHOM 2SS RFSHA| &
£ 29 o WCE HY ST
- Email server (SMTP)(0|I11|°EI MB(SMTP)): 0| & =0{ smtp.gmail.com, smtp.mail.yahoo.com
o Z2 SMTP MH 0|52 & ct.
- iE 0 65535 H2|9| A% A3t SMTP MHO| ZE BSE =L Ct 7|23}
o 587OI|_||:|.
- Encryption(°*§§|-) ASSHIE ALESIE{H, SSL EE= TLSE MEISIAA| 2.
- Validate server certificate(A{H{ 21 M =tQl): °F§§}E Af% e 42 &Ko
L& MERGEL|CE Of °|"A1'— CA(RIZ 7|2HollM KM MESEAHLE Halist = UESL
- POP authentication(POP Q2IZ): POP A-|H-| O|EE Ysste{™H HMAI2(0: pop.gm
H|

ﬂl||1]
|IOI-
-
i

« TCP
- ZBAE: MHO|IP FaALL DAE O|FS YHYLLH ZTAE 0§22 Y= 4% DNS

A H 7t System > Network > IPv4 and IPv6(A|AE]l > HEQ A > IPv4 3 IPv6) OfZ[0f

XEE0f A=K =HISHHAI2.

- Port(XZE): MH HNAO AHEEE= ZE HZE YL
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H QIE{HolA
Test(H{2E) HF S HAESIHEHE FEL L A0 %= 0F0les Ch30| Z & L ChView
recipient(=AX} BH7|): BE XX ME HEE 22{H Z2/3L|Cl.Copy recipient(=2A X} EAL: =4l
AE SASIEHE SESMa. SAE I M2 FAMXE BHEAY = UAESLCDelete recipient(=4 X} 44
H): F=HMXE FRHCE AHSt{H St
ol xq

45 E27{2 AB0 B2 £502 EaE & USLICL 0|2 S0 5 EalHZ HE 4K L 7Y
SE Sot Mg ABE & USU

MQTT

MQTT(Message Queuing Telemetry Transport)= AFE QEUl(IoT S QIet Ex HA|ZY T2 EZQL|Ct the
el IoT 532 9o AUl 22 FE FZZHsmall code footprint) i} %A HEQA CHYZCZ A
HXE HAG7| ol Ctdst AA0AM AFEELICH Axis A AZEQ[0{9 MQTT SZI0|MEE &dff A
oA M= OojE U OJHEE FA 2E| AT EQO(VMS)7t Ot A|AEIY ZHEHSHAH E3tg &= JASLICH
717| & MQTT Z2t0|HERZ HFeL|CL. MQTT S42 S20|HEQ HEHEl= F AEHEE 7|Eo =2 oL
Ct. 22A0|HEE HAIXIE ELfD 23 = JAFL|ICH B2 S20|HE 7t HAIX| 2t S HE T
LICHAXIS OS Portalo| A MQTTO|| CHSH AtM|S| 2otE += UASLICH

ALPN

ALPNZ Z2t0|HE 8l MH 7t AZO| HEMO|T EHAOM OfSE(AHOM Z2E25 MY = AUA
St TLS/SSL &P YLICE. Ol HTTPRt Z0| CtE Z2EZ0| ME8E«= s3Y% ZESE S MQIT E
e s gdeicts o ALSELICE F0 met MQIT 4 8o e ZEJ glg =& ASL
Ch. d2fol B2 ofZM2 ALPNS AESiA HotHOM 35 EE ZEOA MQITE OfE2|A
O Z2EZZ MEEXE &

got= AYLICH

MQTT Z2}0|HE

Connect(¥Z): MQTT ZEI0|HEE

CLEEREHSAE: MQTT AHQ| S A

22 MEELCLLEE: ZE HSE
« 18832 MQTT over TCP(TC
+ 88832 SSLE E3%F MQTTQ .
« 802 ¥l AN B MQTTO| 7| 2gtYL|Ct
o 4432 ¢l A HQFE Est MQTTQ

ALPN protocol(ALPN =2 E&). MQTT E27{ Z5X7} X3¢ ALPN ZE2EZ 0|

SSL2 & MQTT 3 3 A% Hotg & T

MHE{O] AMASHT| B AHER ALEX O|E2 YHTY

f.Status(AEf): MQTT SCI0|HEQ| SR MEIE
P FTAE Qs A|2.Protocol(EREE). AlRY ZZ2E

-
ATH
-
— 1

"E3 MQIT)O| 7|2 ZteLct.

—

= = L| .
| &) S2t0[AE0
|-

2 o Mz MESEL|ChClean session(Z2 M M) HZ 8l AF K A2l S-S MojgtL|Ct. MEHSHH
Z2 5 o4 giN Al AEf MEJ AN ELCEHTTP proxy(HTTP =& A|): X|C{ ZO|7} 255HI0|E Q9 URLY
Ch. HTTP ZEA|S MESHX| Hod{H TEZ H|P = & AUGL|CLHTTPS proxy(HTTPS ZEA|): %O ZO|
J} 255HFO[E QI URLYLICE. HTTPS TEA|E AFRSHA| &

interval(Z}Z SX|): 22}0|E}t 71 TCP/IP A|ZF A1H2 7|Cte T 90| A
AMEE gXg = AGLIChTimeout(A|Zh =1}): AHO| 2R L= AlZH ZhA(X)YLICH. 7| =gk 60X
g5 HFAL MQTT S20|AE fof AZ MAIX| 5 LWT HAX|o| FX|0f Ciot 7|=Zfaf MQTT &l
ol AAl =AM At EL|CHReconnect automatically(XtS2 2 HZ): AHZA 8jx = S2t0|AET}
ASS2 ChAl AZSOF St FE X SYLICLHAX] @AAZO| 282 I HAIXIE 2EX ofF

=2 o=

U

Ly
mju
in|
o
>
>
o
O
>
Q
Ir
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2
=

QIE{ H O] 2

X *E L|Ct.Send message(H[AX| HE): HAX|S EL2H ALE 2 YSHM R Use default(7] 2t At
7IE HAIXIE Y512 H Jl*'AIQ Topic(% H): 71= DIAIX|O] RS &2 LT Payload (T
= OAIX[2 &S YUZHElLICHRetain(FX]): O| Topic(FH|)0O|A S2t0|AE HEIES FX 5
=2t LIC}.QosS: 11H9I §%01I EHOJ QoS AE= HATLCH O[S} {H HA|X|OFX| 8 gollwWnE
s Safo|ET} 5 22 I X4 ST o RS MY 5 UAFLLL SEH0[HE

Of= A[HOM H

0..._1_

default(7| 23t A}
L|C}. Payload(uil O|l2E
EHE | Xl MESL|CLQoS: IjZl &

). KHAIS] 7|2 BAIXIS Y22 H DAl TOPIC(-’F-HI) 7] 2
) 7|2 HAIR|IS] &S &Y LICt.Retain(FX I) o Topic(F )0 A —Z‘EPO AE o
S0l et QoS ASS HEeLIC)

MQTT %3

7|12 FH HEAM A8 MQTT client(MQTT S2t0|AE) Lo SX| =4 HEMN F2AE 712 4 H
AE Argsteid MeigLchaN o|F g MQTT "HIOHM =g 235 FH| 2

=
=
ChEAl HYAHOIA E3: MQTT A0 ONVIF XA HYAHO[AS Eafstais HefgrLichad He

ﬂJ|ﬂJ
|:|0|'
Of
vl
re
21:
o
I
|
o
o
(o]
(]
>
=3
[=
o
2
v
]
I
N
b
r
njo

g MQTT HO|2E0| FX|Oo YA WD NSt L| CF

Fotste e 2y Er.Retain( JKI) 015 MQTT EHIAI7(I7F 2R2 M
« None(813): ZE OAIX|7} HIFX| SEi= .
« Property(£%d). 4B =X Jt5 OAIX|B 22E HEfE 2HL|CH
o Al(RE): AMEj =X 7}; O MEE E=XT} o

QoS: MQTT Z2of CHah °Jo+'- s MEigL

r
o
o
-
n
0+>
|r
Rl
o
10
ot
-
_'1

nd
Bl

MQTT 75

_I_ Add subscription(-‘,lE FE7hH: M MQTT =& F7ts5te{M ZE/EL|Ct.Subscription filter(7£ 5 &
E). F=35t8d= MQTT ”‘HIE Q&SI A| 2. Use device topic preflx (BHX] st2 MEA AIE): = ZH
£ MQTT FH 0| BFALE FIt8tL Ct.Subscription type(11S §4):
. Stateless(MEl XX E7t5) MQTT HAIXIS AE| £ 27}s HAX2 Bizisiz® MeistLc
« Stateful(MEf FH 715): MQTT HA|X|E ZHOE HSS2{H MEIGILICH HO|2E= HH
2 AFREL q

QoS: MQTT F-50f L3 Bldt= 2&S MEfStL|CH

MQTT 2H{ g o]

H|
MQTT @H2|0] =FXE F7tst7| Hof MQTT E2H0| HZASHUA L.

_I_ Add overlay modifier(2H{2|0] £=H-X}t F71): M 2HY 0| =™XE FItste{H 2 2stL|Ct.Topic
filter(FH| EE]): @u{2{0|0 EA|SI2{= H|O|E7} ZetEl MQTT X & 75} L|CtData field(H[O[E EE)
O A X| 7} JSON S4[0[2t 31 7Pt SHi2[0]0] EA[3f2{ BA|XK| Ho|2E0| 7|2 AIFeE L C,
Modifier(&8x). Q20|12 TS 1 Zaf £MXAE ALBE Lt

« #XMPZ ANl +=FPA= FHOM B2 % GIOIE S FA|IBLICE
. #XMDZ A|Z31E "*XFE HIOJH ZEo XFE Ho/HE EASLC

SIP
gy

SIP(Session Initiation Protocol)= AF2 X} 7HO| CHZtAl EAI MAMO| AFRELICEH MM 2Cjet gAag =t
cl- 2 OIA|_| |:|.
T
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o QEmol A

SIP 4% =20 2=50f SIPS HHAldz 273 8 FELChSIP &3k SIP S3H5 AR5t =4
% QEE 5l 0] NS MEfSL|ClAlNlow incoming calls($=241 & 3]8): CI2 SIP XM S
= =22 S &dtz{H 0 U MEgL )

2 NI

Calling timeout(Z A|ZH X£3}): OIR = ZEISIX| IS 2 &3 Ao (0| AZtS £
Incoming call duration(Z& =4 7|Zh): =4 315 K& = U ZOf A|ZHS d™-eHL
CHEICH 102).

+ End calls after(0]F & F&): =2 A& 5= U= Hf A ZtS BYLLCHET] 60=F). 2 Al
U2 HMetotA| @ed{= 42 Infinite call duration(2M[gh 83t AlZhHS HEHRLICE

— - 1 k-
ZE
EE HZLE 1024 ~ 655350{0F ghL|LC}.
« SIP port(SIP ZE): SIP EA0| AFRE|= HEYA ZEQLICE O] ZEE E3t Mz Egjme &
Dot X| RFELLCHL 7|2 ZE Hz = 5060QYL|C ERstt 22 OE ZE W E oL O
o TLS port(TLS EE): ASSIE SIP EAO AR E HEQA ZEQL|CL O ZEE E3 Al
T EH2 TIS(MS AT EeHE A8 Az tE L 7|2 ZE B3z & 5061 L0
Zast 49 CHE ZE B E ga{gLch
« RTP A|ZF ZE: SIP Z0|M X BiIm| RTP O|C|0f AEZOf TS AM8E|l= WERI ZEYL|L}. 7|
= A% ZE Ho = 4000 L0 28 HoHe 5 ZE WS O|M RTP EcfE S AtthetLCt
NAT E1} 7|5
X7 AEYLAN)O A2 ST HERI F0M FXE A = UAZE St H NATHESR S
Fa Heh) 81 7|52 A8 LUCH

NAT St 7|5 ME0t2{H 2t E0|Af X[ JooF ghL|Ct. ot 2t E7F UPnP*E X[ @3 OF SL|Ct.

« ICE: ICE(Interactive Connectivity Establishment) T2 EZS AI2sIH OO0 &X| 7t &St E4IQ|
O|RVXEE 7IY 22X HEE 7| 2|YHLLL STUN & TURNS =S
OlM 71 2280 428 &2 = UAs 7|27 Sy EL

o STUN: STUN(Session Traversal Utilities for NAT)2 X|=0| NAT L=
18 FQ 0ZYE B P Fa0t BE HMSE JINS 4 QX ofFE Seto|E-AH WESS
TZ2EZQLICL IP =4 242 STUN MY FAE .

« TURN: TURN(Traversal Using Relays around NAT)2 NAT 2t2H &= Hatd o = FX

=
T

o
55
o

-

o

— o I — o
7 TCP £ UDPE 8ol CHE2 SAENAM S0 HOHE A8 = JEE siFs Z2
EZYLCH TURN Muf FA 8 270 FYEE HL|CL
+ Audio codec priority(2C|2 T M £2|): SIP 20| s Yst= 2C|Q EALS 74X &Lt 0]
Mo @rje AHZ MEHTLCH 4 &9 &ME HEsaH E0M 5L LCH
H| 2
22 Y 0f 4K ZEO0| APYEEE MEisH AHO| RE AKX A AX|HOF BL|CH
+ Audio direction(2C|Q H3gk): s|2= SN OHLYE MEisHL|C}
7:7'.
=

+ UDP-to-TCP switching(UDPQ} TCP 7t X2t): UDP(AF2 X} HO|E{12 Z2E2)0|M TCP(HZ
E

— O - O
Mol Z2EZ)2 ME ZREZS FAHLR [otsls =55 o{ 8ot MEetLCh Het
St O|F= 200HFO|E O|Lf = 1300HIOIE Z1F MTU(ZICH ®& ChHe]) F0| A= 22

CHHSLE XS] f{SiAM & LT

« Allow via rewrite(C}IA| 2 7|8 Edl| 5|8) 2tREHQ 38 IP FA A 2HIP FTAE B
L2 MEfSEL|Ct

+ Allow contact rewrite(HZtX| CtA| 27| &) 2t2HS 3 IP A A ZEH IP FTAE &
L& MEfSEL|CE

* Register with server every(&4& MHO| §8) HXE 7|Z SIP AE0| O SIP MHO| S5
g s g8gLU o

+ DTMF payload type(DTMF HO|2ZE §¥): DIMFQ| 7|2 HO|ZE = .

+ Max retransmissions(Z|CH T E): X7t A|ZE SX|SH7| O SIP MO AZEZ A5}
= Z(0f S+ dEggLCh
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¥ QIE{H 0] &

-

+ Seconds until failback(Z0} SNtX| He %) Ex SIP MHZ FOj =Xt 3 FA|7} 7|& SIP
ME O CHAl FZ8S Al=g H7tX|e] AlZh=)E 288 H

e

= S7) SIP ARO| SIP accounts(SIP A|) Ofz{o| LIZELICE SEE AHo 49 Mao| 9 @
o= Hefs o 4 st

® Amol s Mo 8EZMoz SEeBLC

[ )

g0l EM7F ASLICE ASoH ZmstAL, AF XA SZO| HEREIJUALE SIP MEHOM AE
7 t

712 243) Ad2 Ahse= WYE AZYLL. o
4

otLt oj¢o| CHE AZE T
AFLICE =S AEE SIP A F S X[ F5HA|

s

LY AYS 7I2gez 40 82 O AFS MAE +
I VAPIX® API(Of Z2[# 0| =220y AHEO|2) 22 +dY 39 & 7I= AFOl Ar8ELCH

« Active(2/43}): AEZ At8¢t2{H™ MEHGL|LC.

+ Make default(7| 22} 22 X|%H). O] 3 |2 HAE2E X|7g5te{H MERGLICE 7|2 Aol U
oot st, 7|& AEE StLITt = U5 LI L.

« Answer automatically(XtS2 2 SE): A E30 Atz =2 SEISIE{H MEHSHL| T

+ Prioritize IPv6 over IPv4(IPv4H L} IPv6E RMSIEE MH) . IPv6 over IPv4 =49 2
M =28 XY™ MENBILICE Ol= IPv4 3 IPve T4 EEOA =QlE|= P2P A FO|L}
COQl o0 AAS mf FELLICH Pve FA0 OfEE =02l O[S0 CHSHA B IPv6 2|

r

4 =fE XNZE = USLICL

- 0|8: MBo| mBE 0|52 YABULICL 0|F S0f ¥ 0|5, AT =& XY + AL
Ct. 0|50 S=5A5 L L,

* User ID(AX} ID): A0 & URe WM E£= Tot Bz S YHetL(C

* Peer-to-peer(Z|0] & H|0f): 2Z L EIAOM C+E SIP X E XY =ot= o AHEELICHL

- Registered(SEE). SIP MHE S3f 22 {E93 9=ol SP MX= =3t o AFBELICH

- EHOL AR J53 Ze 28 E0jol 022 YBLUC =0l 0|52 2 ANS 23 &
M SIP A0 AEZ FA|EL|CH
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