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2 22X ¥ xY2 oMoz FFstes &Y IHES ML CH
Maintenance mode(SX| H4 B E)E 117| /8] Overview(2HE) >Maintenance(8§X| E4)Z 0| S 8L C}
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Z2OtYof cHsf dte Light(ZE) 3L Siren(Ao]3Hl) 2785 MEetL(C)
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Z Y1} Ato|# Priority(2M =%I)E H7H st Save(HE)E S=2eLCh

1. Profiles(Z21tY)2 0| =5}0] Import(7}X 7)) Z2/stL|c}.
2. I}YS MOtEIL JIHe mYe cajagct
3. Save(HE)E S|t
SiLp ojAto] ZRmUS EARSD CH2 RA|Of MESIH Y a1t 20| LEY & AgLch
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1. System(A|AEl) > SIP > SIP settings(SIP d)Z 0|53l Enable SIP(SIP Z/d3shE MEHSHLICE.
2. Kb A BE 2 Sl2{H Allow incoming calls($=4 2 8| &)2 MEiSIL|C}
3. Call handling(83F XM2|)0| M Sab AlZH Z=ab 8 X[ AlZhE 2FeL ot
4. ZE(Ports) OtZ{O| M ZE B E YHPLICE
- SIP port(SIP ZE) - SIP S410| MEE&[= HERI ZEQLICL. O ZES o 412 Egf
Lo otssiEx| el 7|2 mE MsE 5060QL|C LR AS CIE BE Wa
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= 2% CHHEHZE EX|5HT] fsiM Lt
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- llow contact rewrite(P2tX CIA| 27| §|8) - 2tREQ B2 IP A LA ZEH IP T4
£ 2 Meigct
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- DTMF payload type(DTMF HO|2E S#) - DTMFQ| 7|2 HO|2C S8 HASL|C

8. Save(XM¥F)E SEYLICL

MH (PBX)E Soll SIP 2%

o
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PBX SaXt0f }atM
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28 90 et XtMlst LHE2 SIP /0/A] 32 &S HISHHAIL.
1L PBX SEX0|7 Lt EE 2FeLCh

- AF2X DD

2. M ABE F7ts5t{H, System(A|AH]) > SIP > SIP accounts(SIP A&™)Z 0|53t + Account(+
AM)E SEgLC

=
Registered(S &
& BES Mgt

Save(ME)E SE L

N o vk W

=2 -
mof & mojef Z#2
oz 6 &

ojMES] & 4

AMS| Lot o/HE 7 A/5E7 IHO|=E EOIBIA K.

AM EC|A

1. System > Events(A|AE! > O|HIE)Z 0|53l E& FIIgLCL E2 ZXIF EH AN
MNZtE BogLLh fAS o gts E= 5 E2[HE 438 + sU

2. Name(0|E)E stL|C}.

4. =40 SFEUAS W X7t A3 0F St= Action(YM)S M EHSIL|CE

2d 85 Hasts 8% B3 AgS HE3E #AS ChAl 7{oF L|Ch

o] E2HEY T2OY A
of ool CIXIE Y MBI}
mEOf Cfs) Yt B wae Mo
1. System(A|AEl) > Accessories(Y M| AM2]) > I/O ports(l/O ZE)Z O|=THL|LC}.
2. Port 1(£E 1) > Normal position(d4 |X])2 2 0|55}11 Circuit closed(Z 2 H2)E

g 44
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System(A| AEl) > Events(O|HIE)Z O|Zsl1 E

fjo

aopetct
S0 et o|ge Yerct

=

2 20|A I/O > Digital input(C|X|& 24)2 MEHSHL|LC}.

oA W e
7g]
™

=
7. Save(ME)Z ZagtLC).
SIPE E8f =20ty A%
Ol ooiM= SIPE LS E2AHSts HHZ HYTL|CL

CHERA QIS (SIP) 2dsh

1. System(A|ARl) > SIP > SIP settings(SIP )2 Z 0| 5%fL|Ct.
2. Enable SIP(SIP £d3}) 4l Allow incoming calls(=4 % &/ 8)2 MEigL|LC}.
3. save(MzhHE =gt
g 44
1. System(A|AHl) > Events(O|HIE)Z O|F3stl E2 FItetL C}.
2. B0 Cfst 0|22 YELICh
3. 2 SE0M Call(ZF) > State(E{)E MEHTILICH
4. ME| 220l Active(BAHEHE HeEgC,
5. M ZZ0|A Run light and siren profile while the rule is active(£0| &3}k 0f
Y U AtojH Z=aiy MI)S MENGHL|CH
6. ARGt A2 Z2Oidg MEgtL|ct

1. System(A|AEl) > SIP > SIP settings(SIP )22 0|F&LLC}.
2. Enable SIP(SIP £/3%}) 49! Allow incoming calls(£4 & &/ 8)2 MeigtL|C}.
3. Save(MF)E SE/ Lt

ol
=
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mjo

AIZSE2] ffe & d4:

System(A| AEl) > Events(O|HIE)Z O|Z 5}

k1
i
mjo
4%
N
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-
il

E0f tist O|§2 YHL L

2 2E0|M Call(Z%) > State change(AE| HZA
I3

0|3 SE WA Accepted by device(ZX|0| A £=2HE

v A W N

Call direction(£3} 9eF)0| A Incoming($=41)S MEfSHL|C.
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6. Local SIP URI(ZZ SIP URIO| A [Ext]E iiufo'Oﬂ )KI--‘B-EIL 2IEXLE, [IP address]E 2

S5O sip:[Ext]@[IP address]E YLESIMA|2. O &

7. HM EE0|A Light and Siren(=H 9
oty dg)2 M

=0{, sip:1001@192.168.0.90.

9. o4 Start(A|ZHS MLITH
10. Save(XM{ &) 2 Z2|stL|Ct
meIYg HA| ol B 44:

1. System(A|AHl) > Events(O|HMIE)Z O|33stl &8 FItetL L.

2. E0| tiet 0|52 YHeL L

3. ZH BEE0A Call(Z&) > State change(XE| HA)E MEHSIL|CH

4. 0| EE0 A Terminated(ZRE)E MEHTIL|LCT

5. Call direction(E3} &) 0| A Incoming(4)S MEHSHL|CH

6. Local SIP URI(ZZ SIP URIO| A [Ext]E ZZO0| AR = =HE
St sip:[Ext]@[IP address]E YUESIMA|2. O E =0, sip:100

7. HM ZEE0|A Light and Siren(Z=H U Ato| &)

2oy dd)s ML

m9
02!

8. MA3tm N mEmAg MEsiL|Ct

9. HM Stop(YX|)
10. Save(MqZH &

SIPE &3 HMoist

I'|I'

U
=
0x

System(A| AEl) > Events(O|MIE)Z 0|l ES
0| oSt olg2 YL

=

22U =E0|AM I/0 > Digital input(C|X|E =)=

> W

ZES Megc

10

I ALO|&l) > Run light and siren profile(=

> Run light and siren profile(=

¥

FXIE, [IP address]|&
1@192.168.0.90.

¥

[=]
EL

o
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¥ FaE
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5. M ZZ0|A Run light and siren profile while the rule is active(S0] &/d3}k|0| Y= SOt
ZF A Mo Z2ot H¥)S dESLCH
6. M =9 H37 /1Y w2 Z2oteds dEgL Tt
7. Save(ME)E SHYLCL
8. Profiles(Z2otY)E 0|55t 7tE H2 24 ¢ H=2 Z2utdg AFL O
tHi2t7 2 S ZAX|SHHE 7HY UHE S5 2AEZB Ato|H 283}
O] ool M= ZtO2tof] AX| =l AXIS Motion Guard Of E2|AHO0|M0| 2 ME ZX|T UHOICE AEZE ALO|HIO 7}t
He2tE F8stn AEZE AMOJAHOM Z2ods Bdststs YHS 2L
AlZfst2| -
« AEZE MOIHOAM 22X} e ZeX dotez M A" S ddeLct
« AEZH MOHOAM Z2utUS ddeL Tt
« FIH 2t M AXIS Motion GuardE MAEst0 "Zi0gt =20t"0|gts =20t S MMt Ct
Ftoato] & ol +=uUXE dd
1. 7tO2tel &KXl QIE{H 0| A0f|Al System > Events > Recipients(A|A® > O|HIE > IZHE Ol
st MRS FIHELC
2 g ¥EE YEUc
- Ol&: 7ty ZE 243t
- Type(§4€). HTTP
- URL: http://<IPaddress>/axis-cgi/virtualinput/activate.cgi
<IPaddress>& AEZHE ALO|#HIO] FAZ HbEL|LC
- M2 e 2EZE AMOIH AFe AE X mfAJEYLICH
3. B2E HOIH7t RuetA| =I5t 2[3l Test(H|~E)E S LCt
4. Save(XMZEHE ZSalstL|Ct
5 ChE EEE A8l & BiM XS FIr L
- OlF: 7ty ZE HZY3
- Type(§4d): HTTP
- URL: http://<IPaddress>/axis-cgi/virtualinput/deactivate.cgi
<IPaddress>& AEZHE ALO|HIO A Z HHEL|LC
- Mz BE 2EZE AMOIH AFe AE W A=Y LCH
6. ZE OO|E7t X =2QIBET| IS Test(HIZE)E S =L
7. Save(MH)E SEELIC
7ho 2o = 44
1. Rules(B)E 0|x38t1 & =7}gtL|Ct.
2. Ctg HEE s
- O|E2: 714 101 M35t

11
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- Condition(Z=Z1): Applications(0f Z2|#|0]4) > Motion Guard: Camera profile(24 7}
E: Fig2t =2mtQ)

- Action(¥M): Notifications > Send notification through HTTP(Z 2 > HTTPE Sdf &
g HE)

4

_—_

- Recipient(=4IX}): 7}4 ZE 243
- Query string suffix({ 2] XY ®0O|JA}): schemaversion=18&port=1

3. Save(MZHE Z2lgL|LCt.

4. Ot §E27F =2 &

ct

rn

£S F7rgHrh

- OI

: 7ha 101 H| =™ 3t

- Condition(Z=Z1): Applications(0j Z2|#|0|4) > Motion Guard: Camera profile(2M 7}
E: FiH2} T2aY)

- Invert this condition(0] ZZH& HIHMG}7|)S MEHSHL|C}.

- Action(¥M): Notifications > Send notification through HTTP(Z 2 > HTTPE Sdj &
g ds)

- Recipient($= 41X} 7h4 EE B3}
- Query string suffix({ 2] EX}H FO|AL): schemaversion=1&port=1
5. Save(ME)E 23|t
AERE AO[HON B MA:
1L AEZE AMO|Hol & QEIO|20M A2 > O|HIER O|Sstn &8 F7tEtLICH
2 g HEE YABUL
- OlF: 7ty €8 10lM E2|A
- Condition(ZZd): I/O > Virtual input(7t4& =)
- Port(ZE): 1

- Action(¥M): Light and siren > Run Ilgh t and siren profile while the rule is active(Z=dH

2 AtojF > FO| B YEHQ SO =Y I Ao Z=2oie HE)

- Profile(ZT2OtY): M2 MMzl =20 M

>
il

3. Save(MH)E S TLICh

7t4|2t7F RS ZAX|SHH HTTP POST% %6‘“ AEZH Ato|3l g3}

22 Ato|Elo| Ff

A&tz
. AERB AN SYX EE B2AX AL A A ALBKIE YA
« AEZHE AMO|HO| “Strobe siren profile(AEZE AtOo|dl Z20p)'0Olgts ZT2oAUS Mo Ct

« FtOEtO| A AXIS Motion GuardE M3t "Camera profile(ZtH| 2t = 21}t l) 0| g
S MASHL|C}
= o od

rir
[kl
HU
1=
ne

« T 0ol ™ 10.8.0 O|A0| A AXIS Device AssistantE Ar&8lj0F &FL|Ct.

12
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1. 7to2tel &X| QIE{H O] A0 Al System > Events > Recipients(A|Af > O|HIE > £AMXDNE O|F

NXE Fobgch
25 YU

Type(£ ™). HTTP
URL: http://<IPaddress>/axis-cgi/siren_and_light.cgi
<IPaddress>& AEZHE ALO|#HIO] FAZ HiEL|LC}.

M2 488 2E2E AO[# ALEXtel ALAL O &1 IjARE=YL|CE

3. BEE HOIH7t RuetA| =I5t 2[3l Test(H|~E)E = LC

—

4. Save(ME)E Z=He LI

Condition(Z#): Applications(OH%EI?IlOlﬁ) > Motion Guard: Camera profile(2 ¥4 7}
E: FiHg =2

Action(§ ). Notifications > Send notification through HTTP(Z & > HTTPE Ssf &
= 7.‘1%)

Recipient(3=41X}): Strobe siren(2EZ EH A}0]HI).

YEE O[O Events > Recipients > Name(O|HIE > £AIX} > 0|&)0| AT At
2siof gLt

Method(0{| 2~ E): Post

- Body:
{ “apiVersion“: “1.0%, “method“: “start®™, “params“: {
“profile“ : “Strobe siren profile"“ b}

2EZ25 AO|HO|M Z2IAS ¥ g o Yot Aur Yot YEE “profile” : <>'0f| YHOF gFLCL O]
Z20|= "Strobe siren profile(A ez Aol Z2oh)' g s ).

3. Save(XM¥)E SEHYLICL

4.t ¥EJ ZEE OHE 22 F7bUUC
H

0|2: ZMOo=Z AER

Condition(Z4): Appllcatlons(OHEEI #Alo| M) > Motion Guard: Camera profile(24 7}
E:. g =2

Invert this condition(0] =& HIH™S}7|)S MEHTHL|CY.

4

Action(§M): Notifications > Send notification through HTTP(Z & > HTTPE Sdf
2l M)
[=] - O

Recipient($=A1X}): AEZH Ato|al

13
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X 7Y
HHE-E= O|M0| Events > Recipients > Name(O|HIE > £AIX} > O]|E)0| LS AN &
2sof o L.
- Method(H| A E): Post
- Body:
{ “apiVersion“: “1.0%, “method™“: “stop"“, “params™: {
“profile“ : “Strobe siren profile"“ } o}
AERE AOMOIN TROUS AT O Ut A SAN FEE “profile” : <>'0f YABHOF ELICE Of
ZAR0|= “Strobe siren profile(AEZH Ato|3 T 2IiY)'S astL|Ct

5. Save(XE)E S L|Ct

« AEZRH AOHOM Z2OAS AL C
P

>
ofo
Pl
ie)

ru
s}
='|==I
>
(%}
[n
mjn
N
Rl
mo
-
il

« MQTT E27HE MH™EStn E27H9| 1
« F}02t0f AXIS Motion GuardE M & gL LCt.
FtH2tof M MQTT S2I0|HEE HF:

1. ZtH2tel &KX QE{HO|A0A System > MQTT > MQTT client > Broker(A|2& > MQTT > MQTT
Z20|UE > HEH)Z 0|5t Ofg HEE YHIMUAR.

- BAE HR2H P A

- Client ID(22I0|HE ID): G|E &0 7t0z2t 1
-  Protocol(ZE2EZE) HE2ZHI} AHE Z2EE
- ZE: HEHI} AR TE HD

- B =237 Username(Al€X} 0| Z)1} Password(If AL E)

-

_

2. Save(X%) U Connect(@Z)g ST
MQTT AAIE Qs ZtH 2t &= 7HX] E2 44
1. System > Events > Rules(A|AH®l > O|HIE > E)Z 0|5t 88 F7rgL Ct.

YeBLc

2. I ¥4

i

- OI

A

SHYO| HAE

- Condition(Z=Z1): Applications > Motion alarm(0fZ2|#|0]M > oM L2

- Action(¥): MQTT > Send MQTT publish message(MQTT AlA| HA|X] HZE)
- Topic(FH): 24

- Payload(H|0|2E). 7{7|

- QoS:

0,1 E=2
3. Save(MEH)E S TLIC

LY

14
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4. Og dE7F ZotE OE B2 Forgu
- O 2ZH 8ls

- Condition(ZZ1): Applications > Motion alarm(0fZ2|#|0]MH > 2 M L2
- Invert this condition(0] =& BIHS}7|)S MEHTHL|CT.
- Action(¥): MQTT > Send MQTT publish message(MQTT AH|A| HA|X] HZE)
- Topic(FH|): 24
- Payload(H|O|2E): 17|
- QoS: 0 1 E=

5 Save(ME)E 2= U

AERB AO|HOA MQTT S2t0|9ES MH:

=
1. AEZH AtO|#H o ZX| QIE{ I O] A0f|Al System > MQTT > MQTT client > Broker(A|AEl > MQTT
> MQTT S20|UE > BHE2H)Z 0|55t1 L8 YEE YHIHUAIR.

- BAE: HEFH IP A
- Client ID(22}0|AE ID): AtO|&l 1
- Protocol(ZER2REZE) HEFHI} ™= Z2EE
- EE: HEZ2HJI A%l ZE HS
- Username(AI2 X} 0|E) 3! Password(Ij AL E)
2. Save(XM¥) 3 Connect(H@)S S LICH
3. MQTT subscriptions(MQTT 3 E)2 2 0|&%t1 =& FItetL .
Che §EE gyt

- Subscription filter(11 5 ®E): 2 M

0z
flus}
4
1
N
or

=
- Subscription type(1t S §¥):
- QoS: 0 1 E=
4. Save(MEH)E S=LICt
MQIT 2ES Qet AE2H AfO[HO|A 22 A

o
1. System > Events > Rules(A|AEl > O|HIE > B)Z 0|5t E2 F 7t Ch

2. Ctg 3EE Y8gHot
- OlF: XYool #x&

0]
- Condition(ZZd): MQTT > Stateful(&Ef =X 7}5)
- Subscription filter(15 Z=E). BM

- Payload(H|O|2E): 71{7|

- Action(¥§M): Light and siren > Run light and siren profile while the rule is active(Z=¥
U AbojH > 20| T4 AEfOl SO XH Y AO|H TEIY M)

- Profile(Zm2m}e): ZA355te
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3. Save(ME)E 2agct.
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SIP(Session Initiation Protocol)

SIP(Session Initiation Protocol)= VoIP &8 MM, 8%
ALEZF OO|ME 7t 22 =AY = % P
A Axis TZA S AHEY = ASUCH

#a
B
HU
_g_l-
rir
)
_?_
o
il
-
o
[ I TN

RTP(Real-Time Transport Protocol) S2| M& TZEZ S AFESI0 AKX QC|L} H|C|7t SIP AFE X} 0f O]
HE 7Hol| wgtE Lt

oo & oo €8S A8 2Z HERR0A £ PBXE ALE5I0l HER/R 20| 22 +dY 5+ ASLICH

Peer-to-peer SIP(L|0{ & um| 0 SIP)

2t 7128 e REol SIP 842 = 0|42 SIP ALEX} OO|HE ZHo| XF O|RO{ZLICt 0] S4l=
peer-to-peer SIP(U|O{ & 1[0 SIP)2t31 ofL|Ct 2 HEQIOM 0] §L10| O|R0{X|H AEXt 0f|0]HE Q]
SIP =40 Qo™ EL|CE O AL YHIXQI SIP A= sip:<local-ip>¢L|LCH

PBX(Private Branch Exchange)

27 IP HESA R M SIP 22 =3 [ PBX(Private Branch Exchange)7l 5 82 &g g
|

SLUCH PBXO| =0 1M QAL SIP Z2A| E& SEX21E of= SIP HULICH PBXE 7|=

ENE 23stH S2H0|HAEQ| viXf HEHE HEAISIL 2 S, 89 Y, 2CjdN 52 8L

PBX SIP M= 22 QEE| £ @I AO|EZ FYELICL AESUOA E= EfAL SFAHIE O AMH

2 sags X gSUl YESS 710 SP 22 29 O =28 SP x4 HXE Halste PEX Al
EE &9 0| tEE Lt

Zt SIP AL X} OO|HE = PBXE S&3t & 2HIE WM HZE [aE 20 CHE ALEX} Oo|HEQ HAY
2= QUSLCEH O] 2 YUBIA Q| SIP AL sip:<user>@<domain> EE= sip:<user>@<registrar-ip>¢ L
Ch SIP A& IP FAQ HIHO|H, PBX& PBXO| SEE|0f e oF X0 HMAE 5= UA sHELICH

Axis X7t ALEZLAN)O| A1 s HEAT F 0 X0 HMA5HEH NATHERT =4 H
g) st 7lss AFSEH

H| D
2t E 7} NAT £t 9 UPnP®E X|Isflof sfL|LC}.

2t NAT £} Z2E2S YO AL YEYS S0 et ©

o
[P
o
0
Hu
>
ofo
ot
+
20
i)
-
Ix}

—_

« ICE ICE(Interactive Connectivity Establishment) ZTZEZ 2 AI25tH 2
O|RUXEE 7IY 2880 d=25 27| #|TLICE. STUN 2 TURNS Zd3sie ICE Z2 &
S0M 7Y 28X dR2E &2 5 As 7197t SSEUDH

+ STUN - STUN(Session Traversal Utilities for NAT)2 Axis X|Z0| NAT LE&= g}
D0 ZL 9A sAE ZgoR SEE HE| 0T S8 IP FAQ ZE HS
diFE SEO|UE-MY HEYJT Z2ESYLCH IP F4A 22 STUN Mb FAE =atL|ct
« TURN - TURN(Traversal Using Relays around NAT)2 NAT 2t2H L= H3t o
L= UDPE S CtE ZAEONM S0|2= HOHE 4g = JAEF § =
TURN MfHf F4 % 279 ¥25 Yot
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« € Change account(A|® #Z): SX AN 20t M A™o| 2IAQISHL|CH

1
. Log out(210+R): X AH0|A ZI0pLBLICh

© d¥"o| %= MRol= TS0 &2

24 Go|Ef: 7jOI80| ot
Feedback(m = 4i): AKX} 4
Legal('8&): F7| 8 2t0|
About(™ E): AXIS OS HH x' A H

SEH

Hot

2hd Ao CHE HMA RPN AL 50 Y23l Z2EEF, MYLX| $2 ¥l & FE BEAIGLLCH
20| ot & AFg2 AXIS OS 23 7I0|EE 7|Htez gLt}

Hardening guide(2QF Z3} 7}0|E): Axis FX|2| AtO|H HOQH L At o CHol KM Lotz + U

= AXIS OS 2t8} 7t0/E 23 QL|C}.
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# QIE{m 02

o Add(E7}): A} ZEYS EIpSHLCt.

LEt. json LS LHEEHLICE [ ZZOMYS AESLC Z2oei sig 250 B S50 Lt

e
X
m
=
o
r
n

Lt ° Z=OYS Edit(HE) Copy(FAl), Export(Lf 2L 7|) EE= Delete(4fH])3}

) 32 2t
Lo S5 ME| ZEO|M AT & AL 1080 S OM =27t =2 M 7HX| 252 g% #
2](11), AMH@12) U AEef =HQI(13)0] ASLICt
| Import(Z}M 27(): AFN Ho|=l Moz L) o|Atol m2ntd e FItgtL|Ct

o Delete and add(AHH| G F=7}): O|d Z=Oeo| AN M| =208 g2ET & ASLCH
» Overwrite(ZAX 2 7]): O*IZ-||O|EE_ 2oL J|E 208 Ho gL CC
Z2OUES SASH0 CHE X0 MESHHTH St O|¢o| Z2hg MEIST Export(HEWZ])E 22

OH
=
| Add app(¥ =7h: M ¥= 2XIgL|CHFind more apps(F7} 4 7)) dX2 WS O HSLICL Axis
ol 72 I O|X|Z 0|5 & L|Ct.Allow unsigned apps(MEE|X] %2 A 5 8) @ MOHE| X e W MK
£ 5|83t H ZAL|ClAllow root-privileged apps(root #st0| A= W 5 &) @ : root HTHO| U= HO|
AKIOf oot ©A Eots S8t H FLoh ; AXIS OS %! ACAP o| Hot AULO|EE =HQISHYAl2.
H|
SAO o] e HASHH FHX O ds0 &S 0|E = UAFULCH
A Ol Fo| A= 2RAXE ALY U2 AASHAL SXSLCHE: Mol 8- HMaL o A
g 7tset 282 OfZ2|A 0| M0 et Haty L U8 0fF2|#H0]d0= 2780 gLt o
2ol %= HFoles thg 88 3 St 0|¢0| ZotE == JUELC
« Open-source license(2E LA ZfO[MIA): MHofx At%EI QE AA EZIO|MAO Ot ME
=2 =2}
= =
« App log(¥ 21). ¥ O|MIES] 205 FLCt 2 X[@ MH A0 Zo/g I RFE8L|LC}
« Activate license with a key(7|2 E}0|MIA Ml o 2to|MATE = _9_& 42 =Mztsfof ot
LiCh EX|7F QIE[H0] A 4 o= AL 0] SMS ARSI
2Ho| Ml A 7|7t QICHH axis.comy/products/analytics2 O|SgtL|Ct. 2lo|MlA 7|E MMdsie{H 2to|M
2 AEQL Axis HZ Y Bl eyt
+ Activate license automatically(Z}O|MAE XSO 2 E/43}): o Zfo|MAT st AL =
Stsfop etL|Ch EX|7F QU0 HAY = Y= HL O %ﬁ% A8 L 2tojAE
gdotste{ ™ atojdA AL ot
« Ziojdlx H|gdal oS 50 HI%“T*J 2tO[ A0 M FA 20| AR HMAS= F2, 20| dAE
Hl2d%tsto] ChE 2to|dAz2 wxX|gfL|Ct 2t0[HMAE HigHdotstH XMz HAEL o
+ Settings(dd): Oj7fH+=5 LTt
o AH FXOM WS SFHOE MHSYUALR. HA 2HOMAS HIZGSSHA|] o &Y
JEf2 /X EL
Al AHE

Az SAle @ Zate ol elo] MFO| Lt chELct,
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H| D
R It AZHE NTP Mt S7|3t5t= A0| F&LICH

Synchronization(S7|3}): X X|Q| X Gl AlZt 57|33 M8 MdeistL|C}.
« Automatic date and time (manual NTS KE servers)(X}5 24X 5
DHCP A-|I:|-|01| AALZ HOF NTP 7| ™ MY} =7|3}8tL]|LCt.

= NTS KE MB{: 3}L} L = 7§ NTP MBS IP =22 I2iBtLict & 72| NTP AjH
APR*P‘— 4% FXe 5 M0 YYE WEES 7|He = AtE S7(25tn =L L
- Max NTP poII time(|TH 'NTP =3 A|ZF): QEO|EE Aj7tS | 8}
g W7HX] FX|7F 7| Ch2{oF St EIEH AlZtS MERBHL|CY
- Min NTP poll time(X|A NTP E& A|Zl): YUHO|EE A|ZtS 7
S mbK| &A7F 7| Cha{of ohe A4 A|ZtS MEELICH
. Automatlc date and time (NTP server using DHCP)(X}& &X& % A|ZH(DHCPE AtE6l= NTP
A1H1)) DHCP MHOf| HZAE NTP MHQ} S7|3}etL|C}.
Fallback NTP servers(EHXﬂ NTP AH): SlL} EE= 5 749 CHM| MH{C| IP FTAE Q& ThL|CL
- Max NTP poll time(X|Cf NTP Z& A|Z}): YHO[EE A|ZtS A7 9r|6H NTP
st M7bK| &K 7} 7| ChE{OF BhS X|Cf A|Z+S MEtstL|Ch
- Min NTP poll time(%|2 NTP 2@ A|7}): YHO|EE A|ZtS
g m7HX| FX|7F 7| Ch2qof SPE ili AlZbg AdEigtL|ct
« Automatic date and time (manual NTP server)(X}S Y& 5! AlZHES NTP A{H)): MEHSH
NTP A1H19f & 7|2t L Ch

A2
=
s
P4
—
(%]
~
m
x
<

)
el
pd
—
©
_|_

8

ne

7| 9|8 NTP A
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S NTP MH: 5Lt EEE 5 70| NTP Mu{o| IP =AE ATIL|CE F JH9| NTP MHE
Arﬂ*r'— 4% FXes 5 MO 48E WES 7B 2 AZtE F7|25t0 et Ct
- Max NTP poII tlme(*||:|| NTP Z2 A|7Zh): YUGIOJE=E A|ZHE 27| 28l NTP AHE Z2
& W7FX| FX|7F 7|Ct2{oF Sh= X[ AlZtS MEHGEL|CH
- Mm NTP poll time(X|A NTP E& A|ZH): AUHO|EE A|ZHS 27| 2|8 NTP MHE Z&
& W7EX| FX|ZF 7|Cte{oF St= XA AlZtE MEHGEL|CH
« Custom date and time(AI2X} X|™H YR U A7) =502 YR LU A|ZtS A™HSL|ICH Get
from system(A|2RIO|M 7t 27))S S50 HAFH L= ZHY FX0M SR A2t 4
Mg oF k3 7FH S Ch
Al Zhey: ME"* A|ZHHS MERSIL|CH U3 RoF AlZH 9 EE A[ZHO| 94| A|Zt0] AHECE ZAEL|CH
« DHCP: DHCP MHO| AZICHE XHEHQIL|CE. O M2 MEMSIE{ ™ A TX|7F DHCP MH
off HZE0f °'010F gL ct.
- Manual($5): SECHe S20A AZHTHE MeigtL .
H|
AM2EOME 25 =2 23 8 A" dF-Ho| Ex 3 Al 20| AL8E LT
B 9|
RO Ae /X E YHFLCL S 22| A|2H-HO0M of WEE ALESHY X[ Zo|M FXE HELCH
- Latitude($|£): Y= S M 2ES LERHLCH
+ Llongitude(B ) L=+ 42 ==X %S LIEFRLIC
« Heading(e): FX|7t oot= Lty Sebg ALt 02 @53 LiEFRLICH
+ Label(2H'd): ZX|0f| TS HHO| ZotE OS2 YHFLICH
+ Save(M¥): X IXE MYtz ® LT
HEY3
IPv4
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OlEg|oe] IP =AE Q&AL Ct Fallback to static I s if
O™ IP FTAE EH): DHCPE A2 £ QD IP FTAE
H 1P zobste{B MefBrLict

Q
~ -+
O
I
A0
or.
o

ofn
|0

IPv6

Assign IPv6 automatically(IPv6 X} &) IPv62 HD HESQA 2t2H7t X0 IP FAE Xt
o2 LHSEE St MEiSL|C]

oln

SAE 0|2

SAE O|E2 XHEOE HEh U EQD BHPE I BA|) SAE O[22 P F42 HEO2 ALEE
B3 MEISILCLSAE O[S FXO| HMAshEs CHE LHOR ABs Y SAE 0|52 £502 YAy
LICH M EIM Y A|AEH 2= SAE O|2E2 AL 8= EAH= A~Z a~z 0~9, -QL|C}
57 DNS H0|EE &/dstptL|cH:  FX|Q IP ATt HAE Mot X7 =0 Ql 0| AH{(DNS)
J|Eg AHEo2 UHOES S B{RFLICLDNS 0|5 S5: EA|o| P =42 Jt27|& 1 20

Ol 0|28 UHTLICL 8= EX= A~Z, a~z, 0~9, -QL|CLETTL: TTL(Time to Live)2 DNS HZE

7t HHOIER|7| Mo faot 4E{E |X &= AlZtE AL
DNS AMH

Assign DNS automatically(DNA X} &%) DHCP ME{Z} AM =0iQl S DNS M FAE FX|0of Xt
SO SStA St MEistL|Ch CHER2| WESLAO0 Cisi X}S DNS(DHCP)E # & gL Ct.Search
domains(EH|Q ZHM): HASIE|X| U2 SAE 0|E2 AIRSt= A2 Add search domain(ZM ol
F7hE SUStD X7t MBSt TAE O|E2 AME =002 2T L|CLDNS servers(DNS AMH):
Add DNS server(DNS AMB| £7HZ 22|51 DNS MB{O| IP ZAZ Q2{stL|Ct. 0] MBL= YEQI0|A
SAE 0|22 P Z=AZ2 HSHSH0] FZBHL|C}.

HTTP % HTTPS
|Sste ZREZYLCE &=
I

S
X0 HTTPSE At3t2{H HTTPS QIEAME MX|s{of &L|Ct. ASME MM MX|5E{H System >
Security(A| 28 > HONZ 0| FTL|Ct.

Allow access through(8 M A | &): AFEX7F HTTP, HTTPS 2= HTTP and HTTPS(HTTP 3! HTTPS) =2
EE & OE S X0 AA5t=F S LX| MeigL|C}
H| D
HTTPSE &3l =2tz ¥ HO|X|E Ee= 8% £3| HOXIE N& 28 I 450 Mt
A& L L}
HTTP port(HTTP ZE). AT HTTP ZEE UESL|Ct MK X E 80 fE& 1024-65535 HRo 2
£ ZEZS §8BLICH HIARE RI0S F2 11023 ¥9o| ZES YT & YL 0] e
ZTEE ANESH Z107F BEA|ELCEHTTPS port(HTTPS ZE): At2% HTTPS ZEE QAT CH EX|
= EE 443 L= 1024-65535 HRo| D= ZEE 3 2TL|CE ZZXZEZ 2005 AL 1-1023 H|9|
ZEE 28y = QELCLH O ol ZEZS ALESIH Z 17t ®A|E L Ch.Certificate(QAF AM): FX|
Of HTTPSE Z-datste{™ ASME MEIGL|CE
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2 QlE{H oA

HERI dAM ==2EZF

Bonjour®: HEQIM XIS HMES 5 &%t 0] §ME ZLIChBonjour O|&: HEYIO| HEAZ O|ES
QSBILICL 7|2 0|22 A O|STh MAC FAQLICUPKPS: LEQI0N XIS ZMS slgsteint o] &
ME ZLICLUPRP O|F: YEQIO HAY OS2 YHLh 7|2 0lF2 TA O MAC FA YL
CLWS-HM: HEINM A5 HMS 5{E5tHH 0| 8= ZLCILLDP 3l CDP: HEJAIMAM s A
S 5|g3}2{3 0] SMS HLICL LLDP U CDPE 1101 Pof X& 40| XIZ0| 42 = AELICh PoE Mgl
Foar 2Hs Z2HE HASHE H SHER0] PoE M Y HEL= Pok 29X E FILLICH
=EE2H T\
Http proxy(Http TEA|): 8|25 HAo| M2} 229 TEA| SAE EE P FAS XML CHHttps
proxy(Https ZEA|): 5{&E HAOf| M2} 22E ZEA SAE T 1P FLE XU
HTTP 2 HTTPS ZEA|0| &&= A

 http(s)://host:port

 http(s)://user@host:port

« http(s)://user:pass@host:port
H

HXE ARSI 228 ZEA 42 HELC
No proxy(ZEA| 913): 22Y ZEAS 22|5l2{H No proxy(ZEA| §1Z)E ALEELICL S50 A= &
M F SILHE YESAL dErE FE50 o HE YHSL T

« HIYF7|

. P FA KW

. CIDR HAlo| IP =4 X|H

« EHO Ol XIH(O: www.<EHQl 0]Z>.com).

- EF =HQe] 2= 59 =0 X[F(Of: .<=HQl 0] &>.com).
One-Click Cloud Connection
One-click cloud connection(O3C)1dt O3C MH|A= O XA LE AAIZE B =31 A0 20 otMsH Ol Ul
HMHAE HI2EL Lt XM LHE L axis.com/end-to-end-solutions/hosted-servicesE EHRSHA A2

Allow 03C(03C & 2):
« 28 o|A0| 7|& HFEYULICE AEHUHUS S8 O3C MH|20| HZASIEH FX[Q MO HE
2 24 =84 Mo HES FE = 24A1ZH O|Ujof O3C MH|A0| FXE S=50fF L
Ch "X o™ FX|7F O3C MH|AMAM A M ELIC TXE SEZH Always(24)
7t 2ot FK| 7 O3C MH|A0f AZE X RFX|ELCH
o 24 FHXIF AHUE S8l O3C MH| A0 CHet HAS XEH =2 ALl T HXE S55IH
O3C MH| A0 HAZAE xf RX|ELLCH ZXQ MOl HEO TFX| Q= 42 0] FME AL LIC
« ofLR: 03C MH|AE H|ZdatetL|Ct
Proxy settings (ZEA| d%). oot 42 TEA dF2 YHSI0 TEA| MHO| HASLICLSAE: IF
Al Mol FAE UHGLICLEE: AMA0| MEE= ZE HSE AUHSGYAQ2Q & IjAQE: EHR
ot B ZEA MHO| Ciot AL8XL O|F 3 WAQYES Q2 ofL|ChAuthentication method(Q15 ).
« 7|2 O] Y2 HTTPO| CHo 7HY 2ehdo| Foje 215 MAYLICH L=otE|X| 42 AMEX} O
sS4 HAY/YEE Mz ©E5H7| [ 20| Digest(CIO|M|AE) 2 ECE QHHSHA| Gr&L|Ch
« CIO|F|AE: O] &H2 Ttet HERIE S L2otE HAYEE HESH/| 20| o HMetL|
« A& Ol FUE A8SHH X kl= Yo met FX|7F 95 WS MEY = YL M=
?l= CHO|HI2E &, 7|12 9 =M= 2Lt
27X AF 7|(0AK): £F7XF 21F 7|5 7IM 22 Get key(7] 7tH 27|)& S gLt o[Hd2 TA|
7b oL ZEAIG0] AHUO HAE R0 JtseL
SNMP

23



https://www.axis.com/end-to-end-solutions/hosted-services

AXIS D4100-E Network Strobe Siren

9 QlE{H o] A
SNMP: Al28% SNMP HHA S MENSHL|C}.
« vl 8! v2c
- Read community(2{7] HRLIE]): X|&E= ZE SNMP iAo CHs &7 ©& HBHO|
A HRLE O|FE 8L 7|22 3L
- Write communlty(M7| 9-|-.'E.'-L|E|): XRE= BE SNMP ZHKA| 0 CHal 47| EE= 27| &t
O] fl= HRLUE| 0|2 YHYLICHYZ| ©E& AN HMe|). 7|22 27| YL(Ct
- Activate traps(E3 2/d3}): ERMETE Zd3ste{H HYA R HX s EYS AESHY
Qs O|HME &= B HA0| Chot DIAIX|E 22| A|AE0 EYLCH A QIEm|o] A0
M SNMP v1 % v2coj CHot ERZ - = JASL|CE SNMP v3o 2 HZASHHLE SNMP
E 11H E-MO| X522 JHELICE SNMP v3E A28t 22 SNMP v3 22| ojE 2|
OjME 8¢l EHEZ HEY = USLICH
- Trap address(E3Y F4). 2| MHQ| IP FA EEs IAE O|EF YHGYAIR.
- Trap community(E3 F{JLE|): X7t 22| A|AH E- HAXE 29 If AL
AR LUEE Y¥aEgL
- Traps(E®):
- Cold start(2£ HEl). ZX|7} A|7£|FEEI M E HAIXE E'—,:','I_U:f
- Warm start(® AEIE): SNMP MM S HAEAY [ E QAKX S 2 WHL|C}.
- Link up(d3 €): 237} Ct20f | M Yoz HZAER 22 EH™ EI1|/\|7<| B
- Authentication failed(21Z AlGf): Q1= A|Z7} AI|SIH E HA|X|E EWHL|CH
H|
SNMP vl & v2c EMS 73 TE Axis H[C|Q MIB E20| ZMSIEL|CH XAS L
AXIS OS Pon‘a/> SNMPE EZSHM 2.
« v3: SNMP v3& =3} Ol HOt S E X|S6t= ECt etM ot ™ YLICE SNMP v3E A5t H
A7t HTTPSE Sl MS L E&E HTTPSE EMotst= 0| 5L CH D ATH0| Q= YAALIt
LS oE[X| 242 SNMP vl QU v2c EBM0| AN ASHE AS WX|BLCH SNMP v3E ALE35t= 4%
SNMP v3 #2| ofE2[AH oS Sl EHS H-E = JASLICH
Password for the account “initial’('ZX7|" || mjA L E): 0|£0| 'initial'@l A X 9|
SNMP IfAQQEE U= THL|CE HTTPSE ZM3I5HA| e MAQYEE MES 5= UX| T
HESHK| °**'—I'1f SNMP v3 THAQE = oF HOF Mot 4= Q1 HTTPST} g 4atE AR
oot MHS= 20| Z&LICH WAYCSE MHSH HAYE et of oA mAEK &
SLICH IfAQEE CHA| 4752 EH X E 3 7|2 4= MHH|oF gt
& of
Y
IEME= HERIYO HXE 21Fste O AFEELICE O] FX|= F 7HX] Yo QAZME X AL}
« Client/server certificates(22}0|AHE/AMH QS A|)
SE0|AHE/MH ASZ M= &KX 2 IDE 7*56PD=| XA MEE = Ao CARIS 7[00l &
2 = JASUHCE XA MY ASM= MotE EZE HIotH CA 2 ASME 7] A
R AHEE = ASLICH
« CA 9= N
CA 2ZME AMESHY I ASME QAFLLCE OE S0, X7} IEEE 802.1XE EZE|=
HEZo A= 42 2F MHo IDE ATTLCH ZXos o2 7Hel AFME HX|= CA
RIS M7t L& L
XNdE= YA 21 254
o OI= XM @Al: PEM, .CER, .PFX
« JJOl 7| HAl: PKCS#1 Q! PKCS#12
S8 At
BKRE ST £ Al 7|2UCE MWHPSH ZE QASM7L AXELCH AHE AX|E CA 2EAM
P CRA] AX| &L
—I_ Add certificate(QSAM F7}) : ASAME =75t SEIBHL| T
+ More(G| E7]) e St AL el =Tt HEE BA|RLCH

24
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o QUE{H oA

OF

« Secure keystore(HQt 7| K& A): 72 7|E CtMSHAH X ZASt2{H Secure element(HQF @A) I
+= Trusted Platform Module 2.0 MEHTHL|C}. MEHSH HOF 7| H&EAQ CHSH AEMSH LIS &
2 ¥ help.axis.com/en-us/axis-os#cryptographic-supports EZSIAMA| L.

« Key type(?| 98): QTME E25HH EEOE SE0M 7|2 =3 Y02 FO|Lt O
2 st ynaEg MY

o= [

a

oo

© Jgo %= Hwos ChE0| ZetE Lo

. Certlflcate information(QS A FH): AKX = QASAo £MHE FLLCt

» Delete certificate(ol"kl AFH|): QIS ME AX|SIAM A 2.

+ Create certificate signing request(QISAM MEH @XF MAM): C|X|E ID AIEME AMH
g 7080 EH 93 M 2F 2 gL

Secure keystore(sl?_i 7| MEA) O

« Secure element(29F 2 4)(CC EAL6+): EOt 7| K& A0 E?_P QAE AIRSIa{H MEistL|Ct

o Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 & 2): 29t 7| MZ
= ALE5te{H MEiStL )

by
Ot
N
o
OoF
==

In

TECER-ER TR

IEEE 802.1xIEEE 802.1x= M 9 BEM HEY A X EO =S HIst= ZE 7|8t HEKA £9Q K|
O E @It IEEE &= QI L|Ct. IEEE 802.1x= EAP(Extensible Authentication Protocol)& 7|—’.._‘—9§ ot L|C}HIEEE
8021XE H3kl= HERA0 °"*1|*0PE1”4 HEZ FX7t HHH2E ASE00F gLICH AF2 2T
MHOAN Sz, YEI™ o 2 RADIUS A H(0]: FreeRADIUS 3! Microsoft Internet Authentlcatlon Server) ¢!
L|CtIEEE 802.1AE MACsecIEEE 802.1AE MACsec2 0O|LC|0f OHHIﬁ S8 D2EZES Q3 HYZAH Oo|H 7|
9 DANS Ho|ste IEEES] MAC(D|L|Of HAA 7HE =) sof E-’.-_‘-%I L|CEQISMCA ._oM glol +4
MH IBM FaH AAZL HiZ etz X AZ4E HEYZ *71I°*0I XA 1E5E AlE=g L Ch
ME AT I Axis 7+ Al 717] & Q15 AH = EAP-TLS(ZE 7t5 Q15 Z2EF - 7.‘_*0 AHZE EOr)
2 AEME KNHEoZ QIFeL|ChEX 7} °"‘A1% S EzEl= HERZO ANaT

£ ZX|0] MX|8l|of g L|Ct.Authentication method(Q1= HiHH):
lient ertificate(—Z-E}0|°1§ ?_Iokl): IEEE 802.1xE Al2% Z2}0|
&= = OIZME AIR3I0] 22/0[0IEC] DS 2HolSHL|CHCA ASA:
H1°| IDE =olgtL|ct QIZEME MEISHK| Yo FAl= AAE HERZ
FL|C}.EAP |dent|ty(EAP ID): 22I0|YE Q1= AQ Y=l A

L |

b

rero->mure otpe
e
> Ul
0o
10|
il
'}
=)
Q
mJ
2
|>|
FT

|m ol
=2

] OH'AIE EAPOL versi on(EAPOL HH): 4 E ALK M At = EAPO M EH SF
IEEE 802.1x(IEEE 802.1x A}&): IEEE 802.1x #EEE‘E—% Al ™ MEHSHL|CLOI= it o 2 [EEE 802.1x
PEAP-MSCHAPV2E AF23I= ZAL0|0F 0|28 AMES 0|28 £ &L|C}
. TAQIE: oS AFSX} DO HASICE ol 2BiL|Ct
« Peap version(Peap H{H): | EQI A{X|0|N ALE /& Peap HH S MEHTIL|LCE
. Label(2}%): 22}0|QIE EAP ASBIZ ALRSI2{D 12 MENstyl, 2aj0|QIE PEAP OtS3t2 ALR3}
2{H 25 MENGIL|C} Peap HW 12 ME5t= 42 UWENZ A2X|7} AHESH= 2tHg MEigtL|Ct
IEEE 802.1ae MACsec(HX CAK/AIH 2 7))2 0I5 &yoz Arst= Z0|ok o[z3 4¥g 0|8
g &= AEL L
o 7| UX| AA A F| 0|F: HA A O|E(CKN)Z LHtLICH 2 ~ 64XI(2E 2 Jt5) 16
Tlg=0o{of E.”— Cf. CKN2 gZ M =522 #4350 stH, XS0 MACsecg Ed3}d}
HE 3ol AE E0M LX|s{oF L|Ct
o 7| YA AHF #AH 7. A4 /A F|(CAKNE YHTLICh 32X = 64XtQ| 167I=0{0F B L
C}. CAKE G Bai0|i 2502 A0} 810, A 20| MACsecS &43tstai® A0 o
Z 2ol LX|sloF gL Ct.

SXE oY 2 WX

Blocking(\tEt 5): 248 [f@l 322 XIEHSI2B AAAQ. 2Xd [jol 322 AY %S S3) 219
e EE oo 7|8 FRBLICLAT 7k A Y SAS AT MRS @ LICHAHE
z7: 220 AME| Mof 3{85lE 28 o 41 23E YHAPLUCL HOX +51 X +F 2
SOl BI8EE A 48 85T + Ay

I
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2 QlE{H oA

e

g %= ords Oe

0| |Ct.Update account(#|® HUGO|E): AHE £M8 HE
Ct.Delete account(#|™ ArH|): AN

=a= N S el
MHELIC root AlF2 MAEE + RlSLICH

ot

H_|

mjo Hl
o
n
-

oy

lo

olf M| &

Allow anonymous viewing(%/® 57| 3|8): AHO2 2IQIHK YNE Lt BAEXE FA 0| AN

— =
a4 Qe E M™TL C.Allow anonymous PTZ operating(2 2| PTZ 29Y 5| &) : Qo] AR
7} olojX|of CHsl ™, 2HE U HZ & = JLE stz{H ZL o

SSH A1H

_|_ Add SSH account(SSH A Z=7}): M SSH AEE =718ta{H S2igtL|C}
* Restrict root access(root YA A H[$H): root UN AT LT 7|52 HMetsie{™ AL|CH
« Enable SSH(SSH &/d3}): SSH MH|AE At2Sa{H ZL|C|
Account(A|Id): 133t A7 0|2 YU L|CtNew password(M] A E): A7
Ch TjAQEE 164X Z0[0{0F BILICL BX), £, 2EH, Y= J|S 5
&t

= L =x
C 32~126)0F | AQIE 0| AtEE 4= Q&L Ct.Repeat password(if A £

Al St MAI ME: dH2 AT LCHEN). °© o0 %= HRw0= CHS0
SSH account(SSH A AGIO|E). AHE £M&E HHE L Ct.Delete SSH account(SS
2 AAHTLLCH root AE2 AXME = gl&LICH
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N SAE

Add virtual host(7}% SAE FI7}): M 7t SAEE FItsle{H 2ET .
S ALE5ta{d MEiSiLCh M O] F: MHO| O|§2 YHYLICE =X} 0-9, At A-Z 8
LChZE: M7t HZE ZEZS LY L Type(RE): A8 AT &

n

REID SO0M MEASILICE X=
Update(YH|0|E): 7t SAEE YO O|ETLCH
AN Tty SAES AR

° =
HI g3k M7 B2 ot E ASLIC

OpenID T/
2 M

OpenlDS AFESHO] 2918t 4 gl= H OpenlDE TA3I0] 21918 If A3 CHO|HAE
Tt VR AH 532 AL

Client ID(Z2}0|HE ID): OpenlD A2 X} 0|22 A THL|C}.Outgoing Proxy('al T EA|): =
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mjo LI
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o QUE{H oA

- Username(At2X} 0|&): ZQI5I2{H ALEAL O|EE YUEHSIMAIR.

- E|AQE: 2Ioldte{M mMAQEE Q

- Proxy(ZFA|): HTTP MH0| AHZSL7| 9
783% 7;‘—| 0IE40I-|_||:|»

M https://192.168.254.10/cgi-bin/notify.cgi ¢! L| C}.

o OlZA S MEHStL|Ct
- Username(AF2X} 0|2): 2101812{ 3 AFRX} 0|28 QABIAAIQ.
- mAQIE: 2a0lg T HAYEE YHFHAIS.

¥EE D YEHPLC

- HES3 A2EZX|
NAS(Network-Attached Storage)?t Z2 HEQI AEZ|X|E F76t0] Ot g HEHSt= 4
A8 = UFLLCH o2 MKV(Matroska) I @Alo2 XMFE L L

- BSAE: HEQZA AEZKXQ IP FALI SAE O|E2 YHBHL|LC

- Share(38) TAEQM 37 0|E2 YHLICL

- Folder(80): m¥Ys M&EE C

- Username(AlX} 0|8). 219!
A

- ll!-I*°J'= EQI5e{ ™ Ij
. SFTP

X7} System > Network > IPv4 an
K™ 0 Y=X| SHOISHAAIL.
- XE: SFTP MHJI At%t= ZE Bio 5 et} J[24t2 22 LT
- Folder(EH): mYe Xze ClHEE| Q|
O ZIHSHA| o™, M Y=g I F HAIX|ZF HA|EL|CH
- Username(A}RI} 0|E) E20I5t8H Al O|ES UHSIAAIL.
- MAQJE: 2005t B HASICS YAGAAL.

gLIch SFTP 22tojoi= L RSA, DSA ECDSA ! ED25519 SAE 7| Q&09| SSH-2
251= SFTP A[HZ X|QBHL|C). BAF A| RSAJ} MBS &= 8'e0|0{ ECDSA, ED25519

BHL|CH Axis AHX|= MD5 2! SHA-256 3iA| 7|2 2= X|2&HK|OF MD5&CF 22

SO Chsh XHMISH LIRS AXS OS ZES MISIAAIR.
- SSH 3AE 37| 7| SE(SHA256). A2

QA OF BFLICE Axis & X|= MD5 % SHA-256 S{{A| 7| € 25 X|SIX|2F MD5ECH

t“Oﬂ Cigt AtMISE LH82 AXIS OS ZEZ HISHHAR.

- Use temporary file name(QA| ot 0|E AlR): Rz o=z MM
aAs ﬂgco}ﬂfﬂl MEHSHL|CE Y2E 2=z 5tH ot O|DO| d|
HUEETL SCHEl 242, £&4F ool Siﬁl—llif. JgjLt o ™35 A

e SIP or VMS(SIP EE= VMS) :
SIP: SIP X3t2 Za{® Metg Lot
VMS: VMS ®3E ZAa{®™ MEisHL|C}.
- From SIP account(%“.k_lx} SIP A|H): SEE20|A MEHTHL|LC}.
- To SIP address(**l X} SIP -.-_+_) SIP =AE Qs C}
- Test(HAE) &3t 480 &S5t=X HAESZHH 22
. O
- Send email to(O|H|Y MZ& C
o] 7| Y=stdd 252 oY
- Send email from(O|H{|Q ZAl): HLj= AHQ

29

- SSH Z2AE Z7) 7] RYMD5): 214 SAE S 7|(324t2| 16T+ ZAE) X2 &
=
=

24
24
S HOFS O[3l SHA-2562 AFR Sl 70| Z&LICH Axis HK|2 SFTP AHE LAsis ot

URL: HTTPS AH{0j| CHSt HERI "*S’-f Rx*o Melgd A3 EES YHYUCLL oE =

- Validate server certificate(MH QI=A| &Ql): O] AXIE MEHNSIO HTTPS MHZ} AM

- Proxy(ZEA[): HTTPS MEO| HZSLY| 2o ZFA| MHE Satol0F ot= B2 st

SAE: MHO|IP FaL SAE O|F d% %Iaé.”-llif =AE O|F2 Y™t 8% DNS
[=]

=]
d2E QUEHSIMA Q. CIHEZ|7} SFTP A HO0f| O]

At

al
x

DSAZ} 1 S|Z W2LICE SFTP ME{O|M AIR3tE SHIZ MD5 SAE 7|2 9l2isfof

=]

ot2 2|38 SHA-256& Afﬁ'—of'— A0 £ELLICE Axis X2 SFTP A\HE 7M=&

AH TAE ZI| 7|(43K}2| Base6d Q1AL EX}H)9|
X288 YHetL|Ct. SFTP E2I0|AEE 'RSA, DSA, ECDSA % ED25519 SAE 7| 89|
SSH-22 A23t= SFTP MHE X|QBHL|CH BAF A] RSAZ} MSE|= Hh0|0 ECDSA,
ED25519 S DSA7} 1 E|E mhEL|Ct. SFTP MHO|AM Al3%t= 2HIE MD5 SAE 7|2

A

o
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2 QlE{H oA

e

- Username(AlX} 0| E):
2otk = 22 0 EE% H| % E'—IEL

o mlo
>
0o
Of
2
(7]
<
—
v}
>
=S
10
He
rE
fot
i
o
J.."i

- iE 0 65535 2ol Zk
o 587OI[_||:|.

- Encryptlon(°*29_}) oSS E Af Stg{™, SSL IE= TLSE MEHSIAMA|.

x

gLk 712t

. TCP

K HE O Y=X| SolstAA L.
- Port(ZE): MH HM20| AEE]

rr
Hel
(m
rE
fot
i

o

i

9,1’
-
il

Test(E|2E): 23S HAES2EH S oL

2 AMHO| AEX 0|52 YHYLICE Ol MHOUAM 2SS

com

- mAQE: O A1H1°| A5 LT olH Y MHOAN 2SS QFSHA| &
= 4% o] 2EEE H[Q s L}

- Email server (SMTP)(0|IJ||°I MB(SMTP)): 0| & =0{ smtp.gmail.com, smtp.mail.yahoo.
of 22 SMTP MH O|E& YLt

- Validate server certificate(MH QIS A 2Ql): AUSTIE AIESt= AR AKX o IDE =Qls}
EE MERGEL|CE Of °|"A1" CA( °._% 71200 M KA MYSEALE Lae = &L T
- POP authentication(POP Q1Z): POP AMH O|E S UG H HMAI2(0: pop.gmail.com).
H|
AR oY SEAt= Of4E O|H Y O FALSE HERE FASHHM ALZXIZL 20| 2
HE o2 AL BE= A2 Nosty| @i 2ot EHE AtEgLCh olH Y MaYgHel &
ot FHME =Q15t0] oMY AHO| F7|IZLE o4 O|HYES sX= YOl YEF StHA .

BAE: MHol P Bl BAE 0|82 AW, SLE OES A F2, DNS
A H 7} System > Network > IPv4 and IPV6(A|AH > HELA > IPv4 5! IPv6) Ofzf 0

° o
22{H 22 gtL|Ct.Copy eC|p|ent(-¢-+_l Xl' EE

recipient( IX|- 517|) OE =MX MR HEE r

A2 AR 22sH Q. EAPQ I ME =AMXE HZAS 3 Q& L|ChDelete recipient(Z: III- Ab
H): F=AE %-TLE'EE AHSteE S

UH

=& EZ[HE MBS0 ES =328 Eg|AHY = JUSFLICHL OE E0 =5 E2[HE HE &4 & +4
St &2 NS ATE = USFLICH

MQTT

MQTT(Message Queuing Telemetry Transport)= AIE QU (oS st EF HAIN Z2EZQL|CH G
Stel IoT ESHE o ALY 22 AE FZZH(small code footprint)dt XA HEQA (HEZ0ZE 1A
A E AAGHY| ol CrYot Ao AFEELICH Axis X ~AZEQ|0{o] MQTT 22I0|HEE Fof A
OlM HdE GOl S OfHEE Ay 2| AZEQO{(VMS)7t OFHl A|ARI0)| ZHHSHA S8te = UASLICH
7|7IE MQTT EEPOI"*EE Ayt MQTT SH2 EEfOI"*ES’-f BE7ete F AHEIE 7|22 oy
Ct. 2E0|HEE= HAIXIE EUWd &S Ct BE27{s S20[HE 7to| HiA[X] 2t E S HIEE

|l L|
L|CHAXIS OS Portalo| A MQTTO| CH3H RFA| | topE £ 9J& LT},

ALPN

ALPNZ2 Z2t0|HE S MH 7t A9l AHENO|I ':+71I01IM OfEE|AHO|M Z2EEESS MEE = YA
St TLS/SSL SHEFQILICH O|= HTTPS} 20| C}2 ZEE=0| AREHLE =28t EE =38 MQTT £
S 2 Matst= o AFEELULCH Z20 ek MQTT E*' HMEoR JfHE ZEJ g8 =& AZY
Cf. a2t d2o| JAM2 ALPNS ALESiN H*S&PE”OHH 5 8El= EFE ZEOM MQTTE OfEZ|A
Ol —EEEE MEB8YUXE ZHst= AYLICH

30



https://help.axis.com/axis-os#mqtt

MQTT E2j0|HE

Connect(@d): MQTT ZEI0|HEE AL} T L|CLStatus(MER): MQTT S2t0|AEQ| HA MEHE HAITL
CLEHRHSAE: MQTT MHO| SAE 0|2 L IP TAE QAL Q. Protocol(TREE): AIRS Z2E
2 MHTLULLEE: ZE HS E L}

. 18832 MQTT over TCP(TCPE E3 MQTT)S| 7|27+l L|C}.

+ 88832 SSLE E3 MQTTSO 7|27+ L|LC}.

802 ¥l AZS ot MQTTS| 7|2t YL|C
o 4432 $-J| A7 HOIES ESI M 7|27t
ALPN protocol(ALPN Z2eZ) MQIT 527 Zox7F B2 ALPN Z2E2 0f
SSLE £t MQTT & &l A3l HEotS E3t MQTTO1|'3._P X 2 ElL|C}.Username(AL X}
ME{ O] UM AT -rIOH Af9°* ALEAL O|EE2 ?:!E*E.“—IEF H*°4': AHEXL Ol 229 llHi J
C}.Client ID(Z2}0|1E ID): S2t0|HE IDE YHSIMA|R. SEtO|YUE MHX= 20| 0f
g I MHEZE 7‘*"5' L|CtClean session(221 A[M): 912 % AZA 7 Al SAS 7(1|01E.“—|'1f A e
448 A4 HX1| A| ~Ef "HEZF AKX E LI CHHTTP proxy(HTTP EEA|): Z[CH Z 0|7} 255HI0|E QI URL,:,I
Ch. HTTP ZEA|E AIESIHA| Yo HEE HIY = UAELICLHTTPS proxy(HTTPS =& A[). Z([C§ ZO|
7F 255HIO|E QI URLRYL|CE. HTTPS mEA|E AIESIX| Yo{H HWCEE H|Q = 5= UEL|CHKeep alive
interval(ZtZd §X|): S2I0|HET}L 721 TCP/IP A|ZF ZHE 7|CHE ZQ Q0] MHE O Ol AtEE = Q=
ANEE ZXE = ASL ChTimeout(A|ZH X=1}): HZ0| AEE|E AlZE ZHA(EZ)Y¥ Lt 7|22k 60’“*I
g5 FA: MQTT S20|AE §o] AZ MAIX| S LWT GA[X[2| =X 0f CHSt 7|2 Zfat MQTT R
ROl AAl =HO|M AFEE L|CH.Reconnect automatically(XIS2 2 MHAZA). AZH SiK = +0|°1€7r
S22 CHA| HZAG|OF St=X 01—‘?'—% XI@C’“—IEF Ilillklxl dAAZ0l dEE W HAIXIE ELE“XI o2
£ X|deL|Ct.Send message(HA|X] ME): HA|X|E 2L H A2 HAHSIM 2.Use default(7| 27 At
) AtAol 7|2 HAIXE YHStHH Jl*'AIQ TOPIC(-’F-HI) 712 |31|/\|7<|°| FHE gL CtPayload(H|
O|2E): 7|2 OAIX|el W8S T L|CtRetain(FX|): O] Topic(FH|)0|A E2l0|HE HEYE FX|}
2 MERSHL|CEQoS: I{Zl S0 Cist QoS AE=S HATLCLOIX| 2 A HA|X|OHX|2 FALWDS
AfROP SEO|HET ER 10” ClZE M X4 St g [
Al
o

=
—|
|_o

59-|>

Pl
I'

ﬂJ

_J

1 O O

Moz AZA0| HOXH(HEAO| HOojF 7| WEY =+ ) B
2 Zzto|dE Ij1I/\I7<I% EEE“%* 2 AELCL O LWT HAIX|= 28t HAIX|Qt S8t YAloln 5L
ot Of| 7 I—I.:.E Sl 2t E E L|CHSend message(H|A|X| ME): HAIX|E ELH2{H ALE %’S&MIRUse
default(7] 23t AFR): X[AIO| 7|2 jA|X| S °'346+E1“| JltIAIE Topic(FH|): 7|2 O |25t

L|Ct.Payload(H|O|2E): 7|2 HA|X|Q| L&
| 58

EfE FAISte{ ™ MEfetL|Ct.Qos: T2l SE0 03t Qos 7= %

MQTT ual

712 FH HEAM A8 MQTT client(MQTT S2t0] 1) S0|M SX| =4 HEMNA|_F2 7=
AME AHEote{H EE#Z LICL.ZFH o] F =g MQTT XM =AS dF5t= F=HE
ChEH Hg2molx =g MQTT X0 ONVIF =X W JAHO|AE ZeidteH MEiSL|CLY™ HE

gk MQTT HO|ZE0| ZX|ol 2 HSE Zotsia{H MEdsHL|CT Add condition(Z=#H F7}): =HE
Fotste ELE'°”—|':fR tain(RX]): O{™ MQTT HA|X|7} ERE MEE[=X| HolgL|ct

>
s

. Property(34) Al X 75 GAIXIB HEE JHz BT
. Al(RE) ME| EH JbS ol NejS SN & g8 HAKE 2F 2EE A2 wUc
QoS: MQIT 2riof Chof st e MestLct

MQTT 75

crlptlon filter(+ 5 =

—I_ Add subscription(t5 F7}): M MQTT =52 F7I5t8{H Z &/t L|Ct.Sub
| 2 HEA AI): 715 L

E). 1 E35t2{= MQTT FHE Q&5 A 2.Use device topic prefix(ZHX
£ MQTT FH 0| EFALZ F7t2L| Ct.Subscription type(-'rL od):

- Stateless(E| 5 B7b5) MOTT BAXIS JE| =5 2ots oAx= dasielst deguict
. Stateful(ME £ J15) MQTT HAX|Z ZACZ Heisia{0l MeksL|Ch moj2Ci A

= ArgELL
QoS: MQIT T-=0f Chsf ste 2fwe Meqstu|ct

MQTT 2| o|
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2l
| — |

QIE{H O] £

H|

MQTT 2B 20| +FAE F7t5t7| Ho| MQTT E27{0f HZSIYAIR.

| Add overlay modifier(2H{2|0] £=™X} F7}): A 2H 0| =™EXE FItste{H 226t L|Ct.Topic
filter(FH| ZE]): 21|00 EAISIZ{ &= OO|E{7} EgtEl MQTT X E F7tgtL|Ch.Data field(H[0|E| ZE):
O A|X| 7t JSON @A0|2tn 745t @u{2f 0|0 ®AISHE= BIAIX] HO|Z2EQ| 7| X|FELICH
Modifier(ZXMX}): QH I O|Z OIS W A1} £XXIE AFRSHL T}

oz

—

=

=
« #XMPZ A|XNtE =FA= FHOM B2 2E HOHE HEAIGLIC
« #XMDZ A%t +=FA= HIOJE ZE0| X|FE HOHE HEAILICH

SIP

ay

SIP(Session Initiation Protocol)= A2 X} Zto| CHZIAl EAl M MO AFEEILICE MMO| QLo M8 =t

¥ = Azl )
SIP 4% £90] 223j0] SPE SAMs 93 I THALCLSIP HAS: SP SAS ANAD £
+ ol== sfeisi o) 24 HBILITI Allow incoming calls(+41 & $18): T2 SP HA0A S
oot E2 sgeted of M2 MULIT

2 A

« Calling timeout(Z A|Zt x1}): O}RE SESIX| YS AL E3} A|ZQ| X|Cf A|ZtS MNEHL|C}
+ Incoming call duration(Z& =4l 7|Zh): =4 S3E X & &= U= AHM) AZHE HF
CHEDf 10&).
« End calls after(0] % & Z&): 22 X&Y &= U= Zf A|ZHS P LICHED] 602). &2t Al
2t8 H|TtelX| EoF{E 42 Infinite call duration(FX| Ct

= L =
ZE
LE WS LE 1024 ~ 655350{0F BhL|C}.
+ SIP port(SIP ZE): SIP EAMO| AFREl= HEQI ZEQYL|CL 0] ZEE E% M3 Efjmie &
SBIE| K| USLCH 7|8 ZE HSE= 5060QL|CH QS AL CI2 TE HSE QaishL|C
+ TLS port(TLS ZE): 2A3tE SIP S0 A= HESRA LEQLICL O] ZEE Sot A
S Eme TIS(HE AZ HOHE AIR3I0] USSIEL|CH 7|2 ZTE HSE 50619 L|C}

A
Yot A9 Cf2 mE Wss gl
« RTP A|XF ZE: SI
k=3

NAT St 7|5 ME0t2{H 2t E 0| A X[ @oOF LTt ot 2t E 7t UPnP*E X[ @3 OF SL|Ct.

2 NAT STt Z2E22 MO ASSIAL HENT B0l mat L2 IPO= A8Y 4 UBULCH

» ICE: ICE(Interactive Connectivity Establishment) T2 EZ& AF3SIH m0f ZHXA| 7Ho| =t E4IQ|
O|ROXEE 71 28X Z25 #7| #(TLCE STUN 3! TURNE &d3tsie ICE Z2EF

OlM 71 228 d2E &3 = UAs 7|27 Sy L
« STUN: STUN(Session Traversal Utilities for NAT)2 XN Z0| NAT L& &
O 22 EE S8 P FAQ ZE HD B JIHZ = YA iF= 2
TREZQYLICE IP T4 Z2 STUN MH FAE st
« TURN: TURN(Traversal Using Relays around NAT)2 NAT 2t2H &= Hatd F o Y= EX
7b TCP = UDPE &dfi LHE 2L2ENM S0{2= HO|HE 4Y = UAEE siF= Z2
EZYLCLCL TURN MH FA 8 270 FEE LHF L

H=d
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2 QlE{H oA

e

2L
« Audio codec priority(2C|2 ZAH M =2|): SIP 20| Cisl| st 2L EEZ 7+% StLt 0|
2ol @rje [HZ MEKGLICH M =2 &=ME HE5HH B0 SSLICH
H| O
S YD O F4K A0 AHYEOR MY 0| BE MK B AX|eof BT
+ Audio direction(2C|2 W) SIEEH 34 AHWE MEIGL L
%7}
« UDP-to-TCP switching(UDP2} TCP Zt T =Zt): UDP(AIEX} HOJEHOM ZZ2ZEZ) A TCP(HE
Mol Z2ESE)E S Z2EES YANHCE HNedt=s 52 {852 MEigL|Ct gt
8} 0| 20080[E O|Lf £ 13008f0]E E3p MTUGE L] S EHel) 280 s Z<
CHHSLE 2X|SHT| @8 & LT
« Allow via rewrite(C}A] 2A7|E Edl 3|8): ZIREHO 22 IP FA A ZEZH IP FTAE H
LHe{® MEfSEL|Ct
o Allow contact rewrite(g2tX| C}A| 27| 5| 8): Z2}2ES B2 IP A AN ZHIP FTAE B
L MENSHL|CE
* Register with server every(2% MHO| &) X E 7|E SIP A0 CHst SIP MHO| S5
B g dggLct
« DTMF payload type(DTMF H|O|2E §d): DIMFQ| 7|2 HO|ZE FHS HFATL T}
+ Max retransmissions(X|Cf X HE): FX|7t A|\=E SX|57] HO SIP MO AAZS A=t
= Z0f +E dFgL oL
+ Seconds until failback(Z0f 837X Y42 X)) EX SIP MHZE Z0j =X|st = &X|7F 7|2 SIP
MHOf CHA] BIAZ A= 7K AlZHE)E EEEL
AH
= X SIP AEO| SIP accounts(SIP A7) otzfof LI ELICE SEE AFEL 22 Mol U= &
o=z HHE & F= UASFULCL

g0l EM7F AL ASoH ZmstAHL, AF XA SZO| HEREIJUAALE SIP MHOM AE
t

AL

e

peer to peer(mL|0{ £ |0,
g A"S 72U E =
VAPIX® API(OfZ2|AO|M =21 QIHL0|A) ES

7|2 M) e HSOR MHE AP Lt 0|40 CHE AHE B
T ] + osUth 22 X SP NS XFeH
1 28 22 44 712 AFo| AL

_I_ Add account(HE F7I): M SIP AdS dgstA™ S LI

« Active(2/43l): AEZ At8%t2{H™ MEHGL|LC.

+ Make default(Z| 22} 2 X|d): O] A™HEZ 7|2 AE2E X|Hsta{H MEITHLCE 7|2 AHFO| U
Ol{CF 5, 7|2 A™E otLtEt & = JUSL|CH

« Answer automatically(XtS22 SE): A E30 Atz =2 SEISIe{H MEHSHL| T

 Prioritize IPv6 over IPv4(IPv4ELC} IPVv6E Ml F M) @ . IPv6 over IPv4 =49 &
M =5 X|Este M MESL|CH Ol IPv4 8l IPv6 F4 DEO|A =H0lk|= P2P A HO|Lt
EOQl O|50 HAAY W FELLICH IPve =40 DHEE =0 Ql O] F 0| CHBHA 2t IPv62)

r

O A A_?_E XlI-I?‘:‘I- A OI¢|_||:|.

— = o= T Md .

« O|F: 290 =tz o[BS YHYLLL OE =0 g1t 0|8, 9 == /XY = A&H
Ch 0|20 &L

- User ID(ALRX} ID). ZHX|Of SRSl TQ8h LM e Mo MSE Qeygtct.

* Peer-to-peer(Z|0| & H|0f): 2Z L EQI0M L2 SIP X[E XY Z5t= O AHEE LICH

* Registered(SEE): SIP MHE S 2Z HES 2[F2o| SIP XS =dt= H AHEELICH

- O A TtsYe 42 38 L0 0|52 YHgY L Nl o|E2 LHE AdEE = ¥

M SIP A9 U=z EA|IELIC
[e]
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2 QlE{H oA

e

o
Registrar( EX}: %%Xl-gl IP =4
=
o

® = H-g

+ Transport mode(H% BE). AHo| SIP % @WEE MEf$L|CHUPD, TCP E& TLS)

o TLS version(TLS HH)(X &L ZE TLSO): A2 TLS HEES MEHSHL|CH B vl.2 8! v1.30| 7}
3 2 Qe bR obEe HES AegLch

A OHHBHLICH Automatic(RHE) S A~ &

+ Media encryption(O|C|0| *SShH(HE 2
Aol FHES MEGL L]

« Certificate(only with transport mode TLS)(QIZM(XE D E

 Verify server certificate(only with transport mode TLS)(A-II:H
OAIZME 2OIBt2{ B MEHSHL|CE

« Secondary SIP server(2 X SIP A H{): 7|2 SIP MO SE0| HIjst 4
of S22 A=SES 2% FLCH

« SIP secure(SIP K 0): SIPS(Secure Session Initiation Protocol)E At&3}cd
TS & ZEE AME%0 EgfE S Azttt

« HEE)]

0>|
Ras
N
T

P
%}
o
>
£

o
°
o MEHSHL|C} SIPSE=

=

- | Proxy(Z§A|): =
- Prioritize(2M =2| X|H™): £ 7} O|A9|
NE R =)

- Server address(AMH FA). SIP TEA| MHO IP TAE AHTHL L}
- Username(Al27%} 0| ) TR AL SIP Z=A| MH{O| ALK 0|22 aetL|ct
WAYE: Lo Z2 SIP ZEA] MM HASISE egiic

. H|E|2 ®
View area(2 7] EH): 34 S350 A 27| S METILICE None(gis)2 MH
L

DTMF

_|_

(o=}

rotmot-o;

Ad 7h: A DTMF(Dual-Tone Multifrequency) A|RAE Mdste{d S &ltL|Ct E1
MM s Events > Rules(O|HIE > £)2 0|5 gL|Ct Sequence(AIﬂ*)

Ct. {25 = EXt= 0-9, A-D, # *QL|C}.Description(dEH): A|RAZ EE|7-|°F
Ct.Accounts(A|H): DTMF A|-‘?_Jﬁ,§ Algst 74|7<‘|% MESEL|C}. peer-to-peer(qd]
2E 1ol & o AFE Y3t DIMF A|EAE SRELLCL

sequence(Al |
H 2otk =

(o]

JEEJE‘_ﬂI'
i I>
r”'°-|>+

oM [orrot

=0z
1 ot
4o

2 12mjo >
>
4m "= g rim
El
§=*
i M Hn
rx oE_?'_
17 jo nujn
Ior

ely
rir

| H of A|-_9.'c'>'l- TZ2EZES A-lEH'c‘SI-Ll[:l- DE OO0 B OO0 A™E st Z2EE MAME &
RTP (RFC2833)(RTP(RFC2833) AF&): RTP IjZl0j A DTMF(Dual-Tone Multifrequency) Als

o M3} o|MES 8]83|2 P ZL|CtUse SIP INFO (RFC2976)(SIP INFO(RFC2976) AtS):
[INFO DIAC2 merole{® ZLICE INFO AS= QErHoz AlMmf BHaiel MeiX of
|15 BEE F7tgUCEL

Hm
1]
N
“’_u

S

Tl ot ju
-
rm Il
Zcd
mH for

o
2

H L2250 K
ofu

rx

N

i}
2 H

HAE J

SIP account(SIP #|&). HAE X3lE 4 AHEES MEHNGL|CLSIP address(SIP F£4): SIP A& Q&30

3!
\e 2 zoeio] Hae HMelE 2o ANO| HEEX oS

AHHA =25
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e

2 QlE{H oA

Use access list(UMl2 22 ALR): EX0f M2 2 + Q= AFRS Hshstai® 2Lt

By
* Allow(318): AN S0 Qe ALRREQ 24 MolS 5| &5t2fB MEstLCt
* Block(XtEh): AN~ S50 A= AAZRE 40 IS AChst2f@ degiLc

+ Add source(AA Z7}): WHA ZE20f Af 2SS MAStE{H 2 2/EL|CLSIP source(SIP AA): AA
o YAIXt ID & SIP M FAE st

4 M| M 2]
/0 ZE

SRERL

2 ALE%H0 Y U m2f 32 AO[E Hete 4= U= AR FA(O: PR WM, =0 £= ¥ H
M, 97 ma ZX|7
o

(=N

CIXE &9 =220| L LED 59| 9 F Fx|ef HAATILICE. VAPIX® OfZ2[AH ol =iy 2IH
HolA £ @ QARIOIAE Sof HZE FXE 2d3te += AsHOL

ZEO|S: ZE 0|22 HT2{H HAEES MZSL|C}Direction(theh): )

o= [ | =
gerauct. O 2 mest gy meois yeraun. meg 242 4 Us 29 oojzg 2oy
o

of eI B 20 WHP 4 ULLICNormal state(BA Ml AE2el A2 S & FAD M
s2o| 22 J 2 SBLICLCurrent state(HX| AE): EEO| WX MEIS EAIBLICL Hx| e
ob A ME|QL 2R S I e mi Eeto] gStELID FXo ¥E AZ0] BO{XIAL 1V
VDC 0[Afol Hgto] IS 1 A sI27t FLitt
H|l

AR s SO S2 3|27} HWEHLICL A0l AREID S|2JL Y K2 S0z of If

olxlofM HFEE HFeI T2 sl2E w4 E2i7iof A0l Yl FKZ SorTLICE

Supervised(22| &) :
2lAHY = UZE S H HHAR.
C

EHEX(F, HE| AL HEEAE=R|
ERO{(EOL 2 X|AH)7F HashL T

HaM S 23

« View the device server report(&x] M HDA H7|). I Xo|AM KZE AMEHO| CHSH HEE
=L ML 20 S22 MY HEOMO| ZohEL(Ch
« Download the device server report(ZHX| MH HIA CI22E) SAX| MAIZE 27| O|O|X|9] A&
PHAFEE OfL|2} UTF-8 @Ao| A MH EA HAE ItAO0| ZoEl zip Tp20| MHELICE X|&
ME|AO 2ofgh mf stab M ETM zip DHUS ZESIAAIL.
=

=
+ Download the crash report(Z& E 1A C2EE): AMH AEHO| CHSt XtAMSH HE I Qe OFFHO0]
BE OIRELETLLCL 5= E0M0= XM C/HO HEQ} My EA0 e dE7F =3t
ELICL. O] EIMOlE HESA FHa Z2 DI 27 A2 = JYSLILCL BEIME S

dste o 2 & 8= 20F = JAEHCH

21
+ View the system log(A|28 21 &
HIEO CHot WEE HAISHH T Z2/gL(Ch
+ View the access log(¥MA 21 H7|): &
WMA AMEE ZF HASHHAEH SEL(Ct
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—I_ Server(MH): A AMHE F7}3}

B S2TLCLSAE: MHO TAE 0|2 £& IP F2AE Yot
Ct.Format(Z8H): At2% syslog HA|X| ZOHE MEiSHL|LCY.
« Axis
+ RFC 3164
« RFC 5424
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