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5. NAT traversal(NAT S1}) Of2{{ 0| A| NAT E1j0f| AR =2 EFS MEASHL|CH
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6. Audio(2LC|2) Of20f| A SIP Z0j| 3} Y3l= QC|Q EXS 17l &Lt 0| A0 20| T
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2. MAZE =715,
Account(+AHH)E =

System(A|AEl) > SIP > SIP accounts(SIP A|’d)Z 0|55} +
2Lk,

3. PBXAIZYMZEE 2o N8ERE Qs

4. Registered(SESE)E MEHSIL|CT

5. M& DES MEgLC

6. Save(XH)E S=gLCH

7. Hof £ Oojet Z2 o SIP AEE XE L Ch AtAo 82 & BRSIMAIR.
ojHES| £ M

AtMIS| ZOtE 2T OJHIE F A[Zf2}7] 7t0| =5 RIS Al 2.

HME E|A
1. System(A|ZR) > Events(O]HIE)2 0|55t 25 I1SLICH 22 SA|7F S AHZ
Wote AlZHS o LCEL B2 O EHE £ =5 ERHE AT = UASLICH
Name(0] &) Y L|C}
A AS E2| A2 H £F 5 0f 5t= Condition(E )2 MEISILICE E0f StLt O] &2 =AHS
R0| HMS E3| 73 = 2 S50 0F L},
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S| OF St= Action(W M) = MEHSHL|C.

O ol M= CIX|E U M7t HEE I YES E2|AHSt= YWH S 2L ok
ZEOf CHsl YHste]H weks dEetL .
1. System(A|AE) > Accessories(@ M|A{2]) > I/O ports(I/O ZE)Z 0|5 &tL|C}.
2. Port1(ZE 1) > Normal state(®d 4t AE}) 2 0| =5} Circuit closed (3| 2 H2))E S2lchL

Ct.
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1. System(A|AHD) > Events(O|MIE)Z 0|53t 1 25 F=7t+2fL|Ct
2. E0| Ciet ol 5 YL L
3. & 5E0|AMI/0O > Digital input is active(C| X| & Q= 2/dohE MEISHL|CH
4., Portl(ZE 1)Z MEHSHL|LCY.
5. M ZEZ0|AM Run light and siren profile while the rule is active(£0| &/d3}|0 Y= S
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o H
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1. System(A|AE) > SIP > SIP settings(SIP d7d)2 2 0| 52tL|Ct.
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2. Enable SIP(SIP 243} % Allow incoming calls($=4l S & 5| &) MEiSHL|C}.
3. Save(MZhHE =&t}
£ 44:
1. System(A|AED) > Events(O|HMIE)Z 0| S5t 28 F=7t2fL|Ct
2. B0 et 0|2 YHetLCh
3. U FF0|M Call(=2&) > State(YE{)E =S| CL
4. M| S| Active(RABHE MEBILIC
5. M ZE0A| Run light and siren profile while the rule is active(£0| Z/d3}k|0] Y= &
OF X Tl Ajo|3ll = 2 T} AlSH)S AMEASH |C}.
6. AlXStD A2 Z=htus MESL|CL
7. Save(MZEHE ZelstL|Ct
SIP &&2 ol & olde| Z=2utY H|of
CHEEA| Q15(SIP) 2Hd 3t
1. System(A|AE) > SIP > SIP settings(SIP %) £ 0|3 gtL|LC}.
2. Enable SIP(SIP 243} %! Allow incoming calls($=4l S & 5| &) MEiSHL|C}.
3. Save(MEE 2Lt
TS A5G| flo) & dd:
1. System(A|AE!) > Events(O|HIE)Z 0|55t £ =7f8HL| L}
2. B0 et 0|55 YHeLCH
3. ZU BE0 A Call(Z&) > State change(AE HZA)E MEiSHL|CT.
4. 0|] EE0|A Accepted by device(ZX|0| M =2HE)E MEHSHL|CT
5. Call direction(£3} ¥F) 0f| A| Incoming($=41)S MEHSHL|C}.
6. Local SIP URI(2Z SIP URI)0|| A{ [Ext]E Z 2020 AIE L= 2 &KL E, [IP address]| & & X|
Z A2 810 sip:[Ext]@[IP address] S 2|28} 4A| 2. 0| & £ 0], sip:1001@192.168.0.90.
7. MM 2 Z0j|A Light and Siren(Z=™ 9 Ato]3l) > Run light and siren profile(Z& % A}0|
il m2oig 4g)e Merglch
8. |’5.3H'_ H2 Z2udS MEL T
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ZH S E0|M Call(ZF) > State change(&Ef HZA)E MEHTHL|CL.
0|7 =E 0| A Terminated(ZRE)E ME{SHL|C}

Call direction(E3} #aF) 0| M Incoming(3=41)S MEISHL| T

Local SIP URI(E5"| SIP URI)O|| A [Ext] S =20 A2 &= §_,7§3er [IP address]& &+ K|
FAE 0}04 sip:[Ext] @[IP address]E 2354 A 2. 0| & £0, sip:1001@192.168.0. 90
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10. Save(HE)E 22g L]t
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1. System(A|AED) > Events(O|HMIE)Z 0| Fdt1 28 F=7t2fL|Ct
2. 20 Cygt 0|22 YaistLc
3. X7 Z2E0|M I/O > Digital input is active(C| X| & 12 E/d3HE MEHSHL|CL
4. ZEZ MEHSIL|CE
5. M ZE0)A| Run light and siren profile while the rule is active(£0| Z/d3}|0] Y= &
of =5 G Ato|3 Z2utYl MW)S MeBiLITH
6. @M = DI IY 2 TR0t S el o

Save(Xq{E)E S=lgL|Ct
Profiles(Z2OtA)E O|FI 1 7MY H2 M =@ HS 2 T2 AS A|ZSHL|C
A

Ftot7E 2 M S EX|oHEH 7Hd i =H S Sl

0| Oi|Of| M= 7} 20l A4 X| &l AXIS Motion Guard Of Z2|#| 0| M0 R MS ZHX|S MOIC AEZ2E
Ato|dlof 7t 2tE ﬁ?é&ﬂ AEZH AO[HOM =20 AU S 2H4ol5t= S-S dYerL(Ch
AIEES}7| H:

o AEZHE MO[HOIA 2EX} EE HE|X HSC 2 M AES detL

. AEZH AJO[UOA ZRTAS ML CE

. aﬂﬂﬂfoﬂﬁ AXIS Motion GuardE A7dst "ZtH2t T2 0t 0|2ts T2 oYU S g8t

7t 2tof & Fo ~4IXHE 4t

1. ZtH2te| &KX QI E H 0| A0 A System > Events > Recipients(A| A&l > O|HIE > £=4IXH 2
O| &5t =4IXHE F7tgtL

2. I JEE et
- Name(0|&): 714 ZE 25}

- Type(§€): HTTP

- URL: http://<IPaddress>/axis-cgi/virtualinput/activate.cgi
<IPaddress>& AEZH AtO|2O| =AZ HFEL|LC}.

- Mz ZhE 2EZE AMOJH AZ2 A7 S iA=L T
3. EE GOt otk 2HQI5t| 2[5l Test(HIAE)S S gfLCt
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6.

7.

Save(M#E)E S LT
Che S AFBSIO £ HY ARt
- Name(0|2): 74 ZE H|2HM
- Type(§4¥): HTTP

- URL: http://<IPaddress>/axis-cgi/virtualinput/deactivate.cgi
<IPaddress>& AEZE AlO|HIO| =AZ HfEL|LC}

- MR e AEZH A A AY L HAYS YLCE

2= HOlH 7 f=otA| =Qlst7| 2{5f| Test(HAE)S S HELIC

Save(XFhE 22etL|ct.

ﬂJlHJ
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f

POP

FtoEto = 25 4

1.
2.

5.

Rules(8)Z O|Est1 £S5 F7ghL|Ct
L= §2 5 28gU
- Name(0| &): 7}AH 01 & 5}

- Condition(ZZ1): Applications(0fZ2|#|0]|41) > Motion Guard: Camera profile(&.
M 7tE: 72t =2 mY)

- Action(2 M): Notifications > Send notification through HTTP(Z & > HTTPE &
of 2B HME)

- Recipient(=MX}): 7}Ar = E 2Hd 5}
- Query string suffix(H 2] 2XtE 0| Al): schemaversion=1&port=1
Save(M &) E S EL|Ct
Cts YE7t zetE o2 §2 7t o
— Name(0|£): 7}AHIO1 H|ZHAd 5}

- Condition(ZZ1): Applications(0j Z 2| #| 0] M) > Motion Guard: Camera profile(2
A JtE: 7tH2t =2 ntY)

- Invert this condition(0] X4 HIX5}7|)S MEHSHL| LY.

- Action(2|M): Notifications > Send notification through HTTP(Z &l > HTTPE &
of &2 ME)

- Recipient(=241X}): 74t Z E H| 23]
- Query string suffix(H 2| X} & 0| Al): schemaversion=1&port=1
Save(MZhE ZalstLC},

LEZE AMOIHOM & & d:

1.

AEZH AO[HQ[ ¥ QIEHO| A M A|AH > O|HIER 0|55t ES F7tgLICH
Che §2E YggL ot

- Name(0|&): 7}4 2= 10 M EE2|A

- Condition(ZZ4): I/0 > Virtual input(7}4 Q=)

- Port(2E): 1

- Action(iM): Light and siren(Z=H 2! Ato|3l) > Run light and siren profile while
the rule is active(20| €44 AE[Ql SO =™ Ol Alo|3l = 2 u}Ql Al3H)
- Profile(Z2u}Y): M{= Y&l =0t [1EH

Save(Xq{ &) E S=gL|Ct
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7iH|2}7 R4S Z4X|S5H HTTP POSTE S| AE 2 H Alo| &l 2Hd 3}

t
0| Of|Ofl A= 7} 2}0f| A4 X] =l AXIS Motion Guard Of Z2|#0|A0] R M Z
Ato|dlof 7t 2tE %73"3& AEZHE AO[HOM 20 AU S 2H4ol5t= S-S dYerL Tt
A ZSE7] A
« AEEZH AMOHOIN 2HX}; EE 22| Xt A2 7HE M AHEXHE d et CE

« AEZH AO|RHIG| "Strobe siren profile(AEZE AO|&Hl T Z20) 0|2t T 20tYS M
st ct.

o 7}02}0f| A AXIS Motion GuardE A8l “"Camera profile(ZtH| 2t =20t Q)"0|2t= =20}
QIS AMSHL|LC},

o  T2|0 B{™ 10.8.0 O| A0l A{ AXIS Device AssistantE AL 8jOF &fL|LC}.
FHH2EO M = MXHE -l d:

1. 7t02te| ZHX| CIE{H| 0| A 0f| M System > Events > Recipients(A| A&l > O|HIE > £=AMXP) 2
0|35t =4AIX |'E =7ttt

2. 2 HEE Yo
- Name(OI E) AEZH AO]
- Type(§€): HTTP

- URL: http://<IPaddress>/axis-cgi/siren_and_light.cgi
<IPaddress>E AE Z H AtO|#O| A Z HiEL|CE

- AHE MME| AEZH A|-O|E1| A|--9-X|-O| A|--9-X|- o| |.
3. BE E1|0|E17P1T§6JXI 201517 ?{5H Test(HIAE)E S22t I—| Ef-
4. Save(XEhHZ ZalstL|Ct.
tH 2o &= &8 ’%“8
1. Rules(8)Z 0|sdt1 E8 F=7tgfL|Ct
2. OIS HEE =gt ot
- Name(0|E): ENMOZ AEZH AlO|2 2t M5}
- Condition(ZZ1): Applications(0 Z 2| #| 0] M) > Motion Guard: Camera profile(2
A JtE: 7t02t =2 n}Y)
- Action(2M): Notifications > Send notification through HTTP(Z &l > HTTPE &
off 2E HME)
- Recipient($=2IX}): Strobe siren(AE 2 5 A}O| ).
H & = O|F0j| Events > Recipients > Name(O|HI E > £=4IX} > 0| &)0f =Tt Zd 1t
S Yl OF gLt

- Method(H{| A E): Post

ETH
-

- Body:
{ "apiVersion": "1.0", "method": "start", "params": {
"profile" : "Strobe sirenprofile” o}

225 NOHOIN S2TUS Y4 1) Y20t AT SAL LS “profile: <>'0f Y2AsHOF
StL|C}. O] ZAL0fl= “Strobe siren profile(AEZ = AfO|EiI TZ21
3. Save(MqEH= ZalstL|C},
4. CHe YwJt mEE CH2 22 Fo18LCH
- Name(0|8). E MO 2 AEZ H AO| & H| 245}
- Condition(ZZ1): Applications(0 £ 2| #| 0] M) > Motion Guard: Camera profile(2
M 7tE: 72t =2 htY)
- Invert this condition(0] ZZ 2 BIHS7|)S MESHL|CL.



- Action(2M): Notifications > Send notification through HTTP(Z &l > HTTPE &
o ¢a ML)

- Recipient(=41X}): AEZ H AjO|=l
H & = O|F0j Events > Recipients > Name(O|HI E > £=4IX} > 0| &)0f =3t Zd 1t
S Lo OF 2L Ct.

- Method(H| A E): Post

- Body:

{ "apiVersion": "1.0", "method": "stop", "params": { "profile" : "Strobe siren
profile" }}

AEZH Al-olE-IlO-”A-I EEH_I-OIO AHA‘l'c'SI- [[H Olzl

=
2
stL|Ct. O] ZL0f|= “Strobe siren proflle(AEEE Aol
5 Save(HZHZ Z2sfL|Ct

ETH

15 Z4 1} S USH M EH 2 “profile” : <>'0f 2 2{3|{0f
' et}

FtH 27t RS AX|SHH MQTTE S8l 2AE2H Ao|H S Ed2t

=
| o0l M= ZHH2fof| &X| &l AXIS Motion Guard Of 2|7 0|+10| X &l X[ MOtCt MQTT
| A

0 =
ol AEZE AO|HOf 7HHEHE HASt D AEZH AO[HO|M Z2MUS Bdotst= HEHE 4
L

A EFSET| A

« 2AEZH AMO[HOM Z2htel s Mgt Lot
« MQTTEHEZEHE MH™SID EE2H9|IP
« 7t 2t0f| AXIS Motion GuardE M7 gtL|C}.
7tH 2t M MQTT S210|QEE B7:
1. 7t 2te| & X| QI I 0| A0 A System > MQTT > MQTT client > Broker(A|AE! > MQTT
>MQTT 22}0|¢E > HEH)Z 0|55l L5 YE S YHSHIAL.
- Host(TAE). EE27 IP A
- Client ID(E2I0|HEID): 0| & 5O M2t 1
- Protocol(ZE2EZE) EEZHIII HANYE T E2ES
- Port(ZE). E2 {7} AFRSt= ZE Hg
- H 27 Username (A2 X} 0| )1} Password (T A 2| E)
2. Save(XM%) Y Connect(HZ)S S=ltL|LCT.
MQTT AAIE {5 ZHHI2H0 M &= 71X 28 dd:
1. System(A|AEl) > Events(O|$IE) > Rules(8)Z 0| ssl1 E2 F7tgtL L}
2. Ch2 WEE YIHBULCE
- Name(0|&): &%/ 0| ZX| &
- Condition(Z=Z1): Applications > Motion alarm(0f £2|#|0| M > @M 2h)
- Action(2i): MQTT > Send MQTT publish message(MQTT A|A| KA X| M &
- Topic(FH|): &4
- Payload(Zj|0| 2 £): On(7{7|)
- QoS:0,1, EEE=2
3. Save(ME)E 2Lt
4. o2 &7t 2otE COHE &2 FotgL
- Name(0|E): 2 M Qi
- Condition(Z=Z1): Applications > Motion alarm(0f £2|#|0| M > B/ )
- Invert this condition(0] ZZH & HIMS}7|)S MEASHL|CT.
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5.

- Action(®): MQTT > Send MQTT publish message(MQTT A|A| H|A|X| M &)
_ Topic(TH|): =M

- Payload(&| 0| 2 E): 74 &

- QoS:0,1,EE=2

Save(ME)E SELICL

AEZH AO|HO|A MQTT 22I0|HEE MH:

1.

4.
MQTT

1

2.

A
=
AEZH ALO|-IO] & X| QIE{ | O| A0f| A| System > MQTT > MQTT client > Broker(A| A&l
> MQTT > MQTT 22}0|91E > H2H)Z 0| S5} 1 LIS HEE UHSIAA2.
- Host(SAE). EHZ7{IP A
- Client ID(22}0| 91 E ID): At0|al 1
- Protocol(ZE2EE) EZHII HAYE T2 E
- Port(ZE). E2 77} AFRSt= ZE Hg
- Username (A2 X} 0| &) 3! Password (I AL E)
Save(X{ %) & Connect(HA)= S/ L|CL
MQTT subscriptions(MQTT 11 5)2 2 0|25} =S FIt3tL|Ct.
ohS ¥ 2S ejstc
- Subscription filter(71 = EE): 2 M
- Subscription type(TLE §9): &E| =& Jts
- QoS:0,1, k=2
Save(®EE 22etL|ct
TES st AERE AO[OA 22 A4
System(A|AEl) > Events(O|HI E) > Rules(&)Z 0|55t E5 =72 LI Lt
Che ME S et
- Name(0|&): =% 0| ZX| &
- Condition(ZZ4): MQTT > Stateful(M#Ej F=H 7}5)
- Subscription filter(7t 5 2E): 2 M
- Payload(Zj| 0| 2 £): On(7{7|)

Mk

- Action(2 M): Light and siren(Z=3 % A}0|&ll) > Run light and siren profile while
the rule is active(E0| /J HEiQ St =Y U Alo|zll =2 nj H3W)
- Profile(Z21}Y): 2-d3dt2{= Z20t Y2 MEigrL|CL

Save(M %) E S&/gL|Ct

15



SIP(Session Initiation Protocol)

SIP(Se55|on Initiation Protocol)._ VolP 2 &E2 A, X X TESH= O AR ELICE =0
=, SIP AFEXLOO|HE 210 25 A 4= ASLICLSIP 28 +ASt{ B SIP Hob)|, AZEE
2SI X & Axis BH] 52 A2 S 4 YL Ch

RTP(Real-Time Transport Protocol) S2| M& T2 EZ 2 AFRSI0] AN QLC|2L H|C| 27} SIP AR
Xt OO|ME Ztoj| mghel L T

ojof & mlof 282 AHE5I0 22 HER AN M E= PBXE AHESI0 HESRA 20 25 +dY
A 0|¢|_| Ct.

71 7| 2Xel ™ol SIP = tO| SIP ALE X} Of|O| M E 74Ol 2/ O| RO T L|CE O] 412
peer-to-peer SIP(E|O1 E 1| of SIP)21 gL C}. §5’4 HEA0A O] EAIO| O| 20| X|H AL X} Of
O|MEQ|SIP A0 QO EIL|ICH 0| AL LHIHO|ISIP A E sip:<local-ip>@ L|LC}.

PBX(Private Branch Exchange)

EZIPHER3A B0 A SIP 2= &gt I PBX(Private Branch Exchange)7t & ${E &2
e > ASLCLPBXO| F8 7N Q4L SIP LEA| £ SEXLIE SHE SIP A LIt PBX

S 7|Z0] AQXBENY SHES0] S2j0|AlE 0| A el EASID 2 FS, 24 Y, 2|0

M S2 5 8LICL

PBXSIP M= =24 HHE| = 2T AO|EZ A ELICH QIEZTHO| A EE= EFAF SFAL7L O] A
HE SAES 4 USLITE UEYT 20 SIP 22 28T i =2el SIP 4 9|42 F2| o PBX
MEE &3l =0| et & L L}

Zt SIP ALE A} O O] ME = PBXZE S50 2 ZHHE L M= = MatS 20 CHE ALEXL O | EOf
AAdsk = Q&L|CH O] 4 Ol SIP A= sip:<user>@<domain> EE& 51p

—|0
Lone
rE

—" |—| 140
e

ip:
<user>@<registrar-ip>¢iL| |- SIP =AE=IP A2 EHIH0|H, PBX= PBXOH ED|0 =5t
K| M AT 4= JqA SHELIC

NAT g1} 7|5

Axis ZEX| 7} APEEHLAN)OY Q1T S LI EQIT QR 0I A FHX|0f Yu| 2Bt B NAT(HEQ S =
H3h £t 7|52 AFg et c.
H| D

2t 2E7F NAT E14F & UPnP®E X|&l8}jOfF BFL|LC}.
2t NAT ST} TR ESZ HUHOR AL HEY T SH0| W2} C12 R3O 2 AISE £
Ech

« ICE ICE(Interactive Connectivity Establishment) T2 EZ2 2 AF238}H I 0] T K| 7o) etst
SAO| O|ROXEE 7M1 Xl 25 27| 2T LCH STUN ! TURNS 238l =
ICEZ2EZOMN 7Y 2880 BEE &2 = A= 7127t o E L

» STUN - STUN(Session Traversal Utilities for NAT)-£ Axis X|Z 0| NAT Lt
X 2ol 18 42 f4 2 AE AA8CR 6“:*5 O e[0T S& t
= 72 £ A iF= SE0[HE-MH HESRR EEEEL L|CHIP =2 22 STU
H.| =AE OIE=Io|-|_||:|-.

(o]

-4 o = AA

X|7}TCP iE= UDPE S THE S AEOM S0|2= HIO|HE e = AEF 3|+
2E2Q/L|CF. TURN AJH| =4 & 2391 §E 2 EtLc)
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gXo| W AHIO| A0 HEota{H B 22t X0 ZX|2 P F2S YHIYAL.

Sf2 HIOFE= Ol F2 HOS 28 &L

]
% - e
« < Change account(#| HZA): S A Fo|M 208D A A-o| 2 Q1%L C.

[P Log out(z0k2): 174 A Mol A 210123t LICE

P Aol 2E ool Chgol EaE U
ﬂ

24 Hlo|Ef: 7§21 80| Ot Hat2 X HO|E S B8
- Feedback(Z| SH): AL& X} A S JjMste o £

+  Legal(#8): 77| U 2to|MA0| Cf3t HE 2 2LC}
+ About(FH): AXIS OS H{F Ol U3 S S metsh &k HeE St
FEQ
Hot
B RPA|Of T3 N A ST AR B0 USE TZES, MBK| U2 HO| 3|2 OHE HAlS
|Ch A Rof Ch3t FE ALSHE AXIS OS 23 70| =2 7[tho 2 BtL|T}.

Hardening guide(& QF Zts} 710| E): Axis ZHX| Q| AFO|H E QOFub [ ¥ AL Of| CHSH XEM|S| ZOot=
== Qe AXIS OS &3 710/ = 2 3 I L|LC}.

Azt E7|=t SEY

X7t NTP A B2} & 7|2t 2| =K
2E BEAIZLL

2

=
e

NTP settings(NTP ™) NTP A= E0

Mo
= =
location(A|ZF X 2| X|) | O|X| 2 0| 5 &tL|C

TR

X BE

AXIS OS H7H 9! U MBS mekst k| HuE BAISHLICH


https://help.axis.com/axis-os-hardening-guide

C =
—=

Lict 20|

I

.
o
=]

=N

1L

0] X| 2 O] 5 &Lt

1
Ho|): dZz 220

, SEi L PID/

AL
T

|.

-
[=]
=
2TzE=

EEE,

IL

ade AXIS OS(AXIS OS 0| E): HX|o| AZELQINE ¥ 0|=
+ 9l gl

View details(M| 5 A}
| IP =2,

]

e

Kfo Tl <0
Fool O
S
zoM
KM=
Rz
KOOTRT

SH

FX|
Al
=

Eol

O IIT—- =2 O

!

Ao s

of M S A[Of Z|CH 1077
|7k 7t

A O
=TI

=
=
IAJ

of o7

KO ol /I

L|Ct.

LICE S|

3

o
=

Ato| o] A C

AH
18

X
Time(A|ZH: §X| E4 RETJHIHXK]

Continuous(

7|2 MEES +ASHH X7t 7 A 24+ REZ SOHULILY.

Maintenance mode(§-X

e
0| Feo= HHEL|Ct

7|12t

*X 2




—I_ Create(US7|): Z=0tUS HH5t{H S L CH
« Preview/Stop preview(0|2| H7|/0|2] B7| SX|): T 20tS &7 Mo =20t O]
2| ©7|2 AR} LH S|
H| T
20|82 71 FIlel =2mUS
O

Name(0 §): =212 o%% JE st

O
o
[7,]
0
=
o
[=3
[e]
=3
nx
E
IH
HU
r H
9
40 rul
ot 0F
o
(©)
o
o
-
o

E)H CO'OF(&."%*) S ’.‘JE”°”—| Ct.

«  Siren(ALO|3ll): EECHR O 70| M @ Sk= ALO|# 2| Pattern(if &) X! Intensity(Z=)E
EH 'c‘>'H__| |:|-'
14

. [> O Z O L= AtO|3ITH O 2] 7|2 A|RHSAHLE S X|BHL|CL
« Duration(7|Zh): &35 7|7tE A&t C}.
- Continuous(H=): o B A| 2| H H= 7L K| M E L|CE
~ Time(AZh: 80| X|2E| = A7+l CHs) XIHE A|ZHS MEEL|CH

- Repetitions(22): £50) HJ%EIfH OF St S8 BT,

108 q =0

—
=0| X |:'_
— e

E mt0+

+ Import(7I 27]): AFHl o|gl Mo 8jLto|Ate] ZROtYS hsLCh

- Add(E7h @: N Z2OeS &8t o

F

+ Delete and add(&tH| 5! =7} @: O|M =2 O}UO| AX|z|0 A =20 S P2 ET £
OI¢|_| |:|.'
M-

o Overwrite(@AMA7|): AHO|EE =202 7|E Z2 01U Z HO{FLICt
Z2MYUS FASHO] OHE S0l X Hote{® ofLt Oj¢f 2| Z=utE S =St Export(Lf =LY
71)E S2IstL|C} json IHYS LB HL|C},
[> Z2MUS AINPEHO 220U oS 2S0| JEf S0 LIEFELICE

| m2IYg Edit(EE), Copy(2 A, Export(Li LY 7]) & = Delete(AHR[)3} 242 Metstict,

19




—|_ Add app(¥ 71 Af &= XL

Find more apps(37} ¥ &7]): M X|g ¥ O 2H&L|CH Axis 0| 7§ 2 | 0| X| £ 0| = =l L|C}.

Allow unsigned apps(MZEIX| 22 ¥ 318) U Mugix| e o %2 s]8312{® ALt

Q AXIS OS 9! ACAP Q40| Ot Q{H[0|E2 SIOISIAIA| Q.

H|2
SA0f o2 €

OHS

H=

% OlE dofl e 2 I

Open(Z7|): ¥2| 2F0

F oj=S2/Aold0e 278

© JE0 H=EHwo=CHE &4 SOt 0|0 22 E
A

|
« Open-source license(2
25 Stk

QE A~ BlO|MAO TSt

—

« Applog(¥ 21) ¥ OHES 2O & FLICL 2= K| MH[ A0 2o/ I R8T L T
« Activate license with a key(7| 2 20| M A Z/do]): 40| 20| MA T st AL S5}

S OF g LT} 78*|7f IO HEe == Gl= B2 0| U= AT LIL

2FO|MIA 7|7} QICHH axis. com/products/analytlcsi O|sgtL|Ct. 2to| A 7| & A d35}5q
o 30 M A 3 C of Axis K| Z U HS 7} T Qs ot

+ Activate license automatlcally(EI-OMilﬁz 5o 2 2As)): Hoj 2lo| AT E Qs A
S 2datsiof gL Ch FX|7F QIF U0 AT &= = B2 0| S8 S ALE S LICE 2to] M
AE 2 M5I6E{H 20| M A B ET} “-'_9_ I_| C}.

« Deactivate the license(2}0]| I A H|&/d3}): 0| & S0 K= 20| M A0 A A 2tO| Ml A
2 HZ5l= 82, 2to|MIAE |23t CHE 20| MAE WA gL Ct. EPOMi'ﬁS H| 2
dotstH Ith|01|)\15 X7 € L Cf.

Settings(27): D7 A& I LIt

Delete(4H]): §X|HAM HS STH2Z MHSHUA|L. B 2t0| A S H| 2 =t5HA| &
oM gy JE= 7AlELCH

AZtEA 2 @ Bt X9l 210 270 et CHE L T
H| 2
X

20



https://www.axis.com/products/analytics

Synchronization(S7|3}): 2 X| 9| R U A2t 57|13 M S MESHL|CL.

« Automatic date and time (manual NTS KE servers)(X}-S 2
H)): DHCP A0l HZEl EOF NTP 7| A7 Mt 7|3t
- S

Manual NTS KE servers(35 NTS KE AH): SfL} EE= = 7HO| NTP MH{O| IP A
£ YEL|CE F 7O NTP MH E ALE5t= 82 Xl F MHo| 2HE WES
719t 2 A2t S7|%tstn =L )

- Max NTP poll time(X|C] NTP Z&! A|ZH: HHO|EXl A|ZHS ¥ 7| Q|8 NTP MHE

A

Y W7EX| X7t 7|CH2{OF Sh= X|Cf A|Zt2 A1 EHSE

- Min NTP poll time(Z|& NTP 3 A|ZhH: 2 H| 0| E =

E2Y W7LX] FX[7F 7| CHe{OF Sb= &[4 A|ZHS 41EY

« Automatic date and time (NTP server using DHCP)(X}-5 =& % A|ZHDHCPE AlE5}
£ NTP A H)): DHCP MH 0f 32 El NTP A H et & 7|2k L| Tt

- Fallback NTP servers(CH&| NTP AMH): SlLt EE= £ 72| CHK| MO IP FTAE ¢
3Lt

- Max NTP poll time(Z|CH NTP 23 A|ZhH: 2 H|0|EXl A|ZHS & 7| 8| NTP MHE
S MR FX|7F 7| Ch2{OF Sh= Z[CH A|ZHS MBS L|Ct.

- Min NTP poll time(X|2 NTP £3 A|ZhH: 2IH|0|E =l A|ZHS @ 7| I8 NTP MHE
S MR FX|7F 7| Ch2{OF Sh= %[ A[ZHS M EiSHL|CE.

« Automatic date and time (manual NTP server)(X}5 Y% 9 A|ZHES NTP A{H)): A EH

ot NTP MH 2} 7|2t L L}
- Manual NTP servers(=& NTP AMH): SlL} tLE= 5 7HO| NTP MO IP FTAE QI H
SLICE & ZHQ| NTP MH E AL8Sts B2 TXl= F MH 0|

2 AZtE S71=t5tn =g ettt

- Max NTP poll time(X|C}f NTP Z& A|Z}): QHO|EEl A|ZHS 27| 98 NTP MH 2
E W7HX| K| 7t 7|ct2{of Sh= 2o A|ZHS M B gL T
- Min NTP poll time(Z| 2 NTP Z& A|Zh: R EO|E & A|Z+S 27| Q|8 NTP AH 2
S W7EX| X[ 7F 7|CH2{ OF Sh= %[ A[ZhHS MEigL|CL
« Custom date and time(AF2 X} X| ™ Uxf S A|ZH: =502 SR 9 A|ZHS D™ CH
Get from system(AM 2RO M 7}X 27()S S &/5t0] ARE L= 28 FX[0|M 2X 8

AZH2EE oF X8| b Z L L
Time zone(A| ZHCH): AL S A|ZHIHE MEASHLICE L& HOF A2t 2 HFE A|ZH0] B A|2H0] Xt&
oz xFELLC

« DHCP: DHCP MH{O| A|ZFCHE XHEHSILICE O] S M-S MEASIZ{H HK

off HZE|0f AOJOF L{Ct.

«  Manual(8): EECH2 S E 0| A|ZHCHE MERSEL|CE
=[jin]

AMAEOME RE 53 20 XA 2| @R L A2t 20| AAEE L L

ox

tX| 7t DHCP A

A 1%
N

SR7L A= RIXE YHP L S 22| A=A O IES ALESHA X =0|A XIS HeUH

—_
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. Format(ZH): BX|0| 9= ot AT S QS [ ALRE HAIS MEBLICH
. Latitude($| ) ¥4 3t ME 222 LIEpHL|CH
. Longitude(ZE): ¥4 S BAKIQM SZS LIEFHL|CH
+ Heading((4r8): X7} S0t LA B WEFS Q2IBILICE 02 Y22 LiEPULICH
*  Label(2t3): ZX|0f LSt 20| 2z O|FS UHTLICE
. Save(R|E): BA| QX2 MES2 T ST}
HEY3
IPv4
Assign IPv4 automatically(IPv4 X}-5 & 2h): HEQ T 2t E 7 X IPFAE XSS 2 T
Stz = 31240 MEfStL|Ch (80| L E 920 Cf3) AHS IP(DHCP)E HEHSHL]Ct.
IP address(IP 4 ): HX[Q] D QSHIP FAE QUASIMUAIL. DHIPFAE 24 FATL AR AL
oHE

=]
20/ YEYD O|M 259 BTE £ LT SES SRSt Y D8P F4E 2|
Fofl HE9I3 zalxtol Al £9] 5

2F2E| (A0 E9I0o| P FA2 %‘ et C.

Fallback to static IP address if DHCP isn't available(DHCP
2 EW). DHCPE A £ QYT IPFAE XSO 2 SEtat
FAE *7}0}2101 M EHoH_| Ct.

H|
DHCPE At8% 4= QI FX|7F 078 FA KN E MBS 4% 18 FA = HMoHeE B2+
MEIL|C}
IPv6

Assign IPv6 automatically(IPv6 X} g%h): IPv62 7410 W EQ A 2t EH 7t &X| 0| IP A E X}
zoZ o|-|:|-o|.5§ Stg{H M EHo|-|_| Ct.

SAE0|E
Assign hostname automatically(SAE 0|8 XS0 2 &¢h): Y EQ I 2t2H7F X0 =4
EO[E2PFAE AHSOR SRS of2i MeptL|Th
Hostname(3 A E 0|8): TA|0] %HASHE CHE HHOR AR SAE 0|28 +502
S LICL M E0M S A[AR 2= DAE 0|52 AFBYLICE S EE|= At A~Z a~z,
0~9, -@IL|C}.
=% DNS HH|0| E 24d3}: [P AT A WO F X oA =02l Y MH 538 Ats2 2
OO EStE & 5{ gL Tt
DNS 0| & S&: TX|Q|IP FAE 7I2|7|&= A7t =02l 0|52 YHYLICEL S BE[= Xt
A~Z, a~z, 0~9, -Q/L|C}.
TTL: TTL(Time to Live)2 DNS 3|2 S 7} Q00| E &|O{Of & M7} K| S&Z&HA SK|E|e 7|7+S MK
gLt
DNS A{H{

22




Assign DNS automatically(DNA X3 &t2h): DHCP A H{ 7t AM =0 Q1 Bl DNS MH F=AE EHX|
O Xtz 2 e T5tA Stef™ dEeighL|Ct 222 HIE%E'.OH CHsH At& DNS(DHCP)E #E gL

Ct.

Search domains(Z=H|Ql ZAM): M35 X| U2 &
E

domain(ZM =02l *7|- g~
C}.

DNS servers(DNS A{H{): Add DNS server(DNS A{
HeLCE Ol M= HEY UM 2AE O|ES TP

HTTP % HTTPS

HTTPS= AFEAS| I 0| X| 278 I 3 ME A Shetzl 10| X|of Lot st S XS
LIch Qi slEl M mshS Abo| Aaly TTPS QIS M S At =

mjo
HL
0
Ot
rir
o I

XM HTTPSE At&oteqEH HTTPS IS A S EX|ofiOF gLIL. ASME Y-g5t1 2 X512 H
Z0

System(A| AE) > Security(H2H 2

Allow access through(Y N A 5{&): Af AtZ7F HTTP, HTTPS tE= HTTP and HTTPS(HTTP 5!
HTTPS) T2 £ 2 & OIS Soff &Ko HHSt=2 5{ 28 x| MefetL|ct

|2
HTTPSE Sof Qfm2tel 8 HO|XIS 2 F9 S5 HOIXE Mg 28 1f 450 Hote 4+
N
AN H

HTTP port(HTTP EE)AIES HTTP ZEE UHTHL|CE &KX E 4-65535 H 2
o E ZEZ SRULCL FEIXR 21018 49 1-1023 HFlo| mES A 4 ULith
ol Wélo| ZES A 853 Fnot mAlE LT
HTTPS port(HTTPS EE) AT HTTPSZTEE
#olo| DE FES S SBLICE B2Xt2 2 1013
it of #igjo] mE 2486w Bt EAlELICH
o

FX|Of| HTTPSE 2-d=toted

o>| rlJIrIJ

Certificate(QUS A{):

HE{I HAM =Z2E

]

Bonjour®: L EQA0AM A5 ZHMES 5| 238}2{H 0| M2 ZAL|C}

H —
Bonjour name(Bonjour 0| 8):  EQ| 30| EA|S 0|52 YHELICL 7|2 0|52 &X| o| &1}
MAC FAQIL|C}

UPnP®: | E9/301q XHE ZAS {83120 0] 842 ZHLICt
UPnP name(UPnP 0| 2): £/ 30| EA|& 0[S 2 Q2{3fL|Ct 7|2 0|22 &| O[S 1t MAC

FaQLich
WS-Discovery(WS ZAM): HEZAQAM X

ts AMS
LLDP 3! CDP: 4 E Q{3 0| Xt5 HMZ 5{835}2{H 0| 85 ZLICL CDPE 11™ PoE
M2 A0l X|H0| 2 5= UAELICH PoE M2 et 2HEst 2| E i 2t ™ SHE9) 0] PoE T
O BIAt M2 O 2 PoE AQX|E AL L}

SEE IFA
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Http proxy(Http Z5A|): 5{ S &l G40 2t S2H ZEASAE EEIPFAS L
Https proxy(Https ZEA]): 5{ 8 & SA0f W2} S 2H ZEA| SAE £ 1P F2E XFLHCH

HTTP S HTTPS T2 A|0f 32| = HAl:
s http(s)://host:port
¢ http(s)://user@host:port
e http(s)://user:pass@host:port

H|
BRI E MYAIZSIO 2 2H TEA| 42 ML
0 proxy(= ) =28 TEAE £2/52{™ No proxy(ZEA| g13)E A8 LICL =5

« CIDREAIQIIP T4 X|H
« 09 0|2 X|H(0f: www.< E0| @ O] 2 >.com).
- EZ 0o 2E ohe =Ml XFY(0f: .< =2l 0] F>.com).

One-Click Cloud Connection

One cIick cloud connection(OSC)I_'f 03C A—IHIA = 0= -‘?—IIIOiIH Lf *'AI HEl =39t OE'“OH e
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Allow O3C(03C 5| &):

« One-click(d&8!): 7|
E

LICt SE5IX oM FX[2] O3C HZO| B0 FL|Ct

«  Always(g): X7} AEIHS S8 O3C MB|A0]| Ciot HES X EHO 2 Aol
XS SEotH A2 Ei7F FXIELCE MO HE0| £0] X G 8% 0l 535 A3t
AN
=]

«  No(0jL 2): 03C MH

v
=
o
x
<
[7,]
()
=
=
Q
[7,]
[El
fu
>
nx
o T
Mkl
o
o T.
oy
o
Kl
Jhu
>
M
oA
mjo
o
1
ot
2
I=
Jhu
>
>
T
=2
e
Y
o
-
n

Port(EZE): Y M AQ| AP EL|= ZE HS

Login(29l) & Password(W A E): H R0t 32 ZEA| MHO|| Ciot ALEX O] R AR E
= Qlejarch.
Authentication method(21Z HitH):
« Basic(7|£): 0| &2 HTTPO| CHal 74
= AFEALO| EXF I A
SHX| t&L|Ct
« Digest(CIO|HAE): O| HEH2 St&f HEYIE Sl L23tE WAYEE HMESH| 2
of o et gLt
. Auto(xl_%): OI %ﬁ% Al_%-c'ﬂ_a xl%E E I:II-I:é-IO" [[|-E|- JC()I-X|7|. OI_|§ I:IH:QQ A EHSH
L|Ct £ M9 Digest(CtO|H| A E) w4 2y
Owner authentication key (OAK)(£ X} 215 7|(OAK)): &~ F At
0

t
(71 7td 27))E SELICE O| A2 ZX|[7F Yoo Lt ZEA[G0]
LBtL|C}
o d .

g 0] Lt 915 H|7|L|Cf. Q2| %] o
=S MH{Z X33}7| ({20 Digest(Co|HI A E) 4 = Cf obH

SNMP

SNMP(Simple Network Management Protocol)E& O| 2310 H ERA MK E {42 el
L L
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SNMP: A28 SNMP A S MEHSHL|C},

« vlandv2c(vl 8 v2c):

- Read community(2{ 7| #{L|E|):
o] A= AHRLIE| 0|55 §E

- Write community(227]| #
7| dto| Y= HRLIE| O
(227]) & LC}

-~ Activate traps(E 3 g3} EME 1 E 255t H 714l
2510 S0t O|HIE L= H |
Ol E{ T O] A O A{ SNMP v1 & v2c0f EANS M
Q5L SNMPE T1TH ERHO| Xt5 2 2 JHFLIC}.
SNMP v3 2t2| O Z 2|7 0] M =

- Trap address(Efl FA): 22| MHO|IP F=A

- Trap community(E& {7 L|E|[): & X| 7}
8 7 RLIEIE &L,

= -7
- Traps(E#):

= .5 SNMP 24K|0f ChoH 27| X8
2 | 2242 public(Z7) & LIcH

BLIE|): x| 2= BE SNMP 24K|0f ChoH 97| Ea m
S YBLICHE I B 24K Kl2l). 7|23t write

— HA'—

e
u
> I
| >
0z
=2
[m
= —=
=

- Cold start(Z2E F8): YX[7} A2t E [ E® HAIX|E 2Lt

- Linkup(23 &) 237t CHR0|M oz HEE 42 EH HAIXE E-L
Ct.

- Link down(2 3 Ct2): 237t PO Loz HEE 42 EJ HAIX|E
gL

- Authentication failed(21Z AMil): Q1= A| =7} AMI|SIH E AKX E & 'H
L|Ct.

H| T

SNMP vl & v2c EEHE 7™ B E Axis H|C| 2 MIB EZHO| A SIEIL|CL XFA|SH L8 2 AXIS
OS Portal> SNMPE £ XSHM Q.
H

e V3:SNMPV3= ¢33 8l HOtUS E K ZSt= ECFOHNSE HA QA L|ICEH SNMP v3E At
St 227 HTTPSE S3l| TEE| B2 HTTPSE &doldt= A0| E&LICH o MTHO|
= FAATL A2 oLE|X] 92 SNMP vl 3l v2c ERHO| UM ASH= S SR gL T
SNMP v3E At&%t= 42 SNMPv3 2| O E2(AH 0| M2 Sl ERS 248 &= ASLICH
- Password for the account “initial”’ (‘X 7|"' A 2| I AL E): 0| £ 0| 'initial @l A

O| SNMP I A E & QAUHTIL|CE HTTPSE 2H43l6X| R IjAQJEE ME5g
2= UX| B HESHX| QESLICE SNMP v3 I§ A QI E = oF HOF - g 5= L0 HTTPS
7t 2 otE 3202 A-st= A0 E5LCH AR ES S7YSH A9 E IE
7O O EA|E|X| QL CH IHAYEE CHA| 278512 X E 3T 7|2 83

O 2 XA ™ of oL LC}.

HL
re

re
ol
x
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SME HERIYS X E Sote Ol AFEE UL O] EX|= & 7HX| 2| ASME |-
Ct

« Client/server certificates(Z2}0|H E/A{H QI
a3

=210/¢1. E/HH'I ISM= X2 IDE 4 = A2 CAQF 7|20 M
Srael = S CE XA M B ASME AetEl RS2 K20l CA 23 JENE &7 A

MR AL S % QU LIL

. CAOZA

CASISHE ABHol Tof ASKHE ASHLITt 018 0|, X 7F EEE 802 1X2 g
S YEYT0| GZE 42 oI5 MH{o| DS ASELICH ZX|0fE 0f2] o] ALK HX|E
CA 0I£A‘|7|- §L|E|-

. QIZ M HAl: PEM, .CER, .PFX
e JHOI | WAl PKCS#1 I PKCS#12
S8 At
X E ST =t *I 7|22 MAESHH B E QIS M7 AN E L CH AR EX|El CA QIS A
7F Al EX| =L E

_I_ Add certificate(QIS A F7}1) : QIS M E F7}5{H S| CL EHA| Y 7}0| E7F D&l L

+ More(t{ 27|) ¥ : ZASI7{L} MEHS 227} 22 FA|BHL| O
15 X

=
« Secure keystore(E.Qt 7| X&) 7121 7| E @ FA X Z5E2{ ™ Trusted Execution
Environment (SoC TEE), Secure element(EQt @ 4) Tt = Trusted Platform Module 2.0
= MEfSFL|Ct M ERS B OoF 7| KME A Cist XtME =2 2 2™ help.axis.com/axis-
os#cryptographic-support% RS A 2.

=
Ol

+  Keytype(7| & OI"ME H35HH EE0L 220|A 7|2 Y53 Y| S0|Lt ot
2 ors st o, EI S MENSHL|CY.
¢ Alglof OHe O 0f = TS 0| ZBhEIL|C)

« Certificate information(@1Z A HH): dX| =l QIS A9 £H &= &L|LC}
« Delete certificate( S A AHA)): 2l

y Q
+ Create certlflcate signing request(QUSM A|H @ MMH): C|X|EH ID QIS ME AHSEHY|
o S5 7|20 22 SM ME ¥ S ddeL T}

Secure keystore(H QF 7| X{EA)®:

« Trusted Execution Environment (SoC TEE): 20t 7| & A2 SoCTEEE AI252{H MEH
L Cf

Secure element(E9QF 2 A)(CC EAL6+): HOF 7| MEAQ EOF QA E AIESIE{H M
L|Ct.

+ Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 2|8 2): 2 QF 7| X ZHA0f TPM 2.0
= ArE5te{ ™ dEighL|Ct.

-

e
o
=]

il

A=l M2 HOIH B2 S I3 F23tE ArE5te WS FalgLth.

27



https://help.axis.com/axis-os#cryptographic-support
https://help.axis.com/axis-os#cryptographic-support

Active(Z-g2l): ZA0| HEY Pzt YA S MEHSLCH
« Default — OpenSSL(7| 274} — OpenSSL): LEtX Ol A2 2 2ot 7 &ol 2
.l

— (=] OI_I-
«  FIPS — Policy to comply with FIPS 140-2(FIPS — FIPS 140-22 Z=48}= M) 75| Cf
A AFRIS Q|31 FIPS 140-22 T4t 25 3QILC

HESI E2 Mo A =3}
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IEEE 802.1x
IEEE 802. 1= R4 8 4 L E9IT Ix|0| £t 152 NSt ZE J|8t Y =93

Ef

Internet Authentication Server) 2! L| Ef.
IEEE 802.1AE MACsec

IEEE 802.1AE MACsece O|C|0f 2\ A
X o|&}= [EEEC| MAC(D|C|0f QA A 74

Authentication method (9= ). 0| =0 AR L=

S MHE ASME AE3HY EEH0[HUES| IDE 22

Ol
CA QS M:CA IS M E MEISHY] 2
GIZEl L =9 o] A glo| AHH| o

oF L|Ct
EAP identity(EAP ID): 22}0| Q1 E OIS A{Q} I THEl AFR K} IDE QI HBAIA| Q.
A ol

EAPOL version(EAPOL B{H): Li| E 2|3 A 2| X|0||A] AFR £|= EAPOL H{ &S MEHSHL|C}
Use IEEE 802.1x(IEEE 802.1x A}&): [EEE 802.1x TEE 22 AF2 3|2 MEHSH|C}.

OlZ HftH O = IEEE 802.1x PEAP-MSCHAPV2E AF23= Z20( 2t 0|23t MM S 0| R

o Password(Z AL E): St ALEX}IDO| AR EE Q&L C}

—= HTag
+ Peap version(Peap H{T): | EQ|3 A Q| X|0| M AL E|= Peap H{H S MEHSIL|CE
« Label(21'H): 22}0|HE EAP U S3IE AR SHE T 12 MEH
= ALR3lai Bl 22 MEfBtL|Th Peap B 12 AL 3= 22 Y EY)
2t S MENSHL T}

IEEE 802.1ae MACsec(®™ CAK/AIE ZS 7[)= Q1= o 2 AL St= H 200t 0|25
=2 0|8¢ = /A& LCh

ﬁO
o I_
2|sHIEEE & -’.f—%l L|C}. IEEE 802.1x= EAP(ExtenS|bIe Authentlcatlon Protocol)E 7|&=O 2 Tt

[EEE 802.1X2 E3 E|= HEQ A0 UM ASIHH HEQA EX| 7} AN RO 2 QIS E|0{Of &L
Ct 2152 QS MHOAM =L, Y™ © 2 RADIUS A1H-|(01| FreeRADIUS & Microsoft

QZ K

CA IS A 90| FHSHE M) 21BN R4 HAZ BB T HAlE AZE YEYT
A glol Al 91 F 2 A= gLict

QIS A S ABY 1) Axis 28 A| 717] 8 01 Aol EAP-TLS(HE 7hs 915 ZRES - & 2
S oNE ALESI0] CIX 2 OIS ME KM Ao 2 SEELIC

A7 A HE o) BBl HENTO| AN AT 4 UZE 2B HBE 2240/ 91E ASA
£ X/ 0fl (e} OF 2t ic.

EA

o

Client Certificate(22}0|H E 21Z A): [EEE 802.1xE ﬁtgg S2l0|9E QS ME MEiSEL|CT. QI
[s)
=

+ 7| X A £ 7| O] A Z HE O] S(CKN)S RIHBILICE 2 ~ 6AXI(2E 22 7Hs) 16
7150{0F SHLICE CKNS 917 B20| M 25 0 2 2 A8|0f 3, 420 MACsecS
ot P39 A B0 M L[S OF 2L Ct

© 71X A S 7 A F o 7I(CAKS BT 32X S = 64X19| 1681010
C}. CAKE Qi {0 =5 0 2 A 3]of 8[0, §-8 0| MACsecS EH4data} 2y o
S B0l A LK[SHOF L T
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IHo
i

=
10

Ho

ol

Blocking period(X}Tt 7| ZH: X} Cf

i

{0 X| ==t &

Blocking conditions
I

C}.
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Firewall(4r5h): %38 S 2 3tot2{ o LICk
Default Policy(7] & #): 3t={0) A 0| HBE|X| Q= A Q8 S Hasts WS Mzt
L ACCEPT(R: BN Y 22 (e HBYLICH o B2 72 HFE| YL

+ DROP(S): B X|0| gt RE HZS KEHetLCh
712 Mol 09 S Mot P EF Fa TRES U TEO|M FXO| L2 HAS S GSHALL
Aot B2 4N £ sl

+ New rule(M| & F7}): E2 d4d2{H S=2LCL
Rule type(£& §%):
« FILTER(EH): E0f Go|& 7|E1F LX|st= &KX HZE 2 5| 6tHLt AtLtste & MES
L|C},
- Policy (M) 2ot Z0f CisH Accept(+2}) == Drop(H &)= M EigrL|C}
- IP range(IP H9|): 5| & &= Xt =4 HR|E X|d5t2{H MERGHL
Eh) 5! End(E)0f IPv4/IPv6E AtESHL|CL.
- IP address(IP =24): | 28} L} Kjchst =AZ Ql24S}L|C}. IPv4/IPv6 tE= CIDR &
A2 AHERHLICH

[
__I_
(7]
~*
Q

-

(=
—~
Rl

A

—

rn
ot
s
[m
10
|
I=
HU
HM
[T
3
(@)
qv)
(e
O
)
=
rir
mn
in
mjo

= QL ZE T X|™8|0fF gFL|Ct
— MAC: 8| 8 £ = AJEHs ZHK| o] MAC F=EAE Qa3 stL|Ct.
- Port range(ZE H2|): 5| & == Xtthet L E HQIE X| G524 H HEIL|C}. Start

- Port(ZE). 6|8 L= X|Ciet T E HG E QESHL|Cl T E HS = 10| Al 65535 A}
0] 0fOf BfL| }:
- Traffictype(ET 93): 512517 Lt XTHe £ T S MestL|ct
~  UNICAST(SLIFHAE): EHY AR} Ch 44
C}.
- BROADCAST(EEEF|AE): CHY HHAIXIZF {{EQT 0| B E XX 2 HIj=
EajmefL]ct,
~ MULTICAST(HE|F|A E): S}Lt 0| Abo| WAIXE7} BFLE O 4h2| 2= MKFOf A &
e ezt
. LIMIT(HSH: 0| Ho|=l 7| Z0 Ax|3He BA|o HHS 8] 83E Ie
7| i8¢} Mishe = gstain MekelL|c
~ IPrange(IP H9]): 5|8 £ XPTHS F 4 OIS K| KD Mey
L]

ro

SR

Of

A

o

FL|C}. Start(A|

[

— 1P address(IP F2): 5|23} 7L} XFCHst A2 @ 2{SHL|C}. IPv4/IPv6 = CIDR &
A S AHEELCH

- Protocol(ZE2EE): 5|2 L= XICHY HEQ/JI ZZEZ(TCRUDP E= E Ch2 M
ettt Z2ESS MESHE 49 ZE X X8| 0f gL Lt

~ MAC: 3|8 T XHEH B[O MAC A2 aistLct

- Portrange(ZE H2|): 5 & &= XAt ZE HRE X|’g5t2{H et LT} Start
(MZE) S End(8)0f =71t Tt

- Port(ZE): 6|8 L= AT LE HS E QT CH T E Ho = 10| A 65535 At

OO Of gL Ct.
- Unit(fR): 51 85tH LT AtEHe 82 RS dEgL Ch
- Period(7]|ZhH: Amount() 2} 2H& &

7 =
- Amount(%): &g &l Period(7]ZF) LHO M ZX[Q] Z|f HZE 3 & 2U+E dFEH
Ct. X[CH ¥F2 65535 L|Ct.
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- Burst(HA E): 87 =l Period(7]|Zt) &2 @™ E Amount(¥)E oF H Z=1gh =
= g2 35 Yot CL Y Sl0 ZHSHH ™o 7|72 S H- o Lt S

EL|C}.
- Traffic type(E2| T §&): 5| 2| AL} XICta EE QS MEHSHL|CE
 UNICAST(SLIHAE). T WHAIRE} £ A RIO1 A 2L =o)L
Ct.
- BROADCAST(EREIHAE): Ct HAMXIHER T 2= HX[E EL&
EajmelLct

- MULTICAST(HEIFHAE): 5Lt O|A0| SAIXET} SLt O|4f0] AR &
= Efm LIt

Test rules(E H2E): Folot E2 HIAESIHH S L
« Test timein seconds(X TtQ| H|AE A|Zh: £ H|AE0]| CHSH A|2F H|SHS ™St C}
* Rollback(Z4): & HAEZS 2t25t7| HOf, Y2t S O SEZ St H S LI
. Apply rules(8 H8): HAESHK| 1 &5 2ot H S EELICE of HE 2 2K

BE LI

MEXt X MHE AXIS OS QIS5 M

O AxisO| HIAE AT EQ|0 E=
XIS os 0,_I’C§A-|7f u'RoH_l Ct. @l
| =

7| Et AP%XP A8 X EH0]S dX|ot2 B ALEA X *1
SM= 2T EQ| 07} YA &7 Atet Axis L 0| 2J3 &

e RGP e U
o5t 72 293} 11 0/0 0 2 Axisato| AL XF XA A B &l AXIS OS Ol

03Qri >t
g
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L

o> H oz oA

x
0x I_|_|P0
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+ 5
o+

5
7}
o
nx o
Rl
ro
ol
x
mjn
X
Pas
Ot
i
rg
mju
Ju
o
-
_l:
| t|

EAE 2X|ot7| ol S ME X80

A

A
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+Add account(AH8 F71): Mf A S 7ot S LT X0 100712 A& =7t =
OIA|_| |:|-

Account(H|H): 133t A 0|52 Y L|CL

New password(AH I|AQE): A XO THAQAEE Q2HSHL|CH T A QY E= 1~64KF Z0|0fOF L
Ch 22X}, =X}, L5H, L8 7|3 5 Q2 753 ASCI £XHZ E 32~126)CH THAQ EOf AFR S =

QLT
Repeat password(Ij A Q| E HHE): S AUSH DA EE CHA| LEGIAMA| L.
Privileges(#oh):

« Administrator(&2|X}): 2= 70| 25| MM AL O 2E[XH= CHE AEE =71 ©
HOIE S MAHLE = AS LT

« Operator(2FX}): CHE2 M 2let Z& &30 AN = A& LT
- D E System(A|AH) HH

© Yo 2= Hwolls TS0l ZehE L

Update account(A|’d YH|O|E): AE £d&5 HEUSLICL

Delete account(AH|’d AHH|): A7d2 AFK|gLICH root A2 AMA|E = & LICH

SLLCES

Allow anonymous viewing(2H 27| §{ &) AMCZ ZOQISIX| YN FALE ZHEXZ FA|
of AN AE S Q=2 MHBHICH

Allow anonymous PTZ operating (UHO| PTZ 2Y 5| 8) @: ol o| AF2X}7} O|O| X|Of CHH

Iy ElE QI =2 8t 4 Q- 2 &}a{H ZL|C}.

SSH A8

_l_ Add SSH account(SSH A|d Z=7}): Af SSH AE S F7tst2{H S 2lgtL|Ct
« Enable SSH(SSH &/d3}): SSH MH|AE AF25|2{H ZiL|Ct
Account(#Ad): 173t A7 0| ES YHLLIC,

New password(AH D|AQE): A MO I|AQEE Q&HSHL|CL I| AR E= 1~64K} Z0|0{OF L
Ct. &4}, =X, 158, €7 7|§ S Q2 7k ASCI ZXHZE E 32~126)2t I AL E0f| ALY =
RlLITE

Repeat password(Ij A Q| E HIE): S UDH INAQEE CHA| AEHBIMA| 2.
4% 23S YL NEN).

© g0 X= Hw0fl= ohZ0| ZetE Lt
Update SSH account(SSH 7#|d HO|0|E): A|H &84S g

L
Delete SSH account(SSH A’ AtH|): A2 AT M| g LICH root A2 g 4= gl LICH

7 sAE
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+ Add virtual host(7} A+

BAE FIN: M It 2AEE FItoE S L
282}k 0| 7ty = AES ALESHE H M ESELICE
=

MH 0| &: MH 2| 0| 5= Y= LT =X} 0-9, XA A-Z Bl 5102 ()2 ArE LI
Port(ZE): M7} HZE ZEZ YL CH
(0]

=
Type(7¥): AHEE QIS RES WERLICE 7| &, CIO|HAE, 2 Z ID S0i| A 1= RfL|CY.

——

0x

betoll St ol of = CHE 0l
 Update(HIO|E): 7t =
« Delete(2tH|): 714 S AEE AbX||ghL|Ct.
H| 2 gsh AH 7t I G2t RS L

S2H0|HE X4

ol
of

ol

-4
0x

Admin claim(Z2| X} @ &) TH2| K} Q&to| 7+ QlaiBHL|C}.

Verification URI(ZZ URI): APIAIE QI E OIS & Q|5 ¢l 213 & st
Operator claim(2 33X} 27): 2 A Aol LS YT LICL
Require claim(28 E ). E20] 20{0} 5= HIO|HE YHe LT}
Viewer claim(ZH& X} @ H): 2HEHX} sto| Zh2 Q12T

1=
Save(MF): ¢t= Mot H S LICL

OpenID T4
2 A

OpenIDE AL830] 219I%H & gli= Z2 OpenlDS 7A810] 21018 If ALS S CIO|H A E
EE |2 X 52
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otL|C}. https://[insert

t2{™ OpenID

.
o

=2

o
HO[HE YHE LI

At

—

—

=

=

1% AFE Xt

—

L|C}.

I

=]
e
O

-

URL]/.well-known/openid-configurati

Provider URL(Z& X} URL): API 2l

24
2
o

Require claim(2 2 Q). E20] Q/0{0f 5}

Viewer claim(2t& Xl 2
Client secret(22}0| 2 E H|2): OpenlD Ijf

Outgoing Proxy(& 4 ZEA|): ZEA| MH
Save(X{%&): OpenID

Client ID(£2}0| ¥ E ID): OpenID AL X} Of
Admin claim(&2| X} 2 H): 22| X}

Remote user(2Z A}

Operator claim(

J 30 T= . =T
i Ia g el .xrm _ﬂ% R0
a -~ u] o

o = T ) 21 >
ofu 1 =g o2 K&il g KT
Klo > gqou N XEOL g <
o %. i K j01 o Mloh =l Iy
h = w Tl=
K T 00 — T === -tn | o
< . mvro, jo H B <0l ot - =
= il Sof . Bk Fg g = O
= fol 1o RO w <k kjo o | mr o
D mﬁ_u _ﬂ@ﬂ% one S Kzl Ki i H_HH
B3 . gy 31 gom ) g O
M1 m_.e Mwoo_u &I K mmwum & - MH
Ho R ol =yl ESNCI m

_.An_ < =10 KO 10 =.__=._
M SRy RH o Mmz o o@m X g
o & wox B Rma 7o Ko
Eh RooT wge TTol QiEE Xy
il T T oy o o 2Rz o0 m W
& m ! 5 5 ..x._o_a B0 21 m_.fo_::__ = -
= = ot =1 =7 R K w90 o . X ~ 1
! = o om Ll wlly Mg = o« O
e = BRI Mol oz sRT B2 ¥
— =S 0 = o ~N o ~— - - T
o =} jolt 20 ol uq.lu.ml._lmvl ﬂu;u_ﬁe__: T _oFml Tl = Xl
0 Hio X0 ou o Ty o Q13 m._Jo.E____Lu = i oo
o 3 £ Mmoo X0 N Sy 22
ol = W Mg o0 S8 M ® O
=] B, | = o Syuy, =k sz g K Ky
g WW ____E o m_______o_ Hr B < nwo_.uouo =4 5 WW
OD. Ulﬂu ML i = £ IS _“_._ﬁ.n_u.n_V Mhy sz oAl gl .m = =_._ﬁm=_
g B o | T o SOl GilU Em®s 8 E g
' FH A 2 .~ oWzl oI Twuh g S =
(] — ~N © =\__I ELlo__._._ I\_/Lw OI_I|L| (V] e ._..-Aln_
=y O © - c THT w

o Ak K4 o o 2
o i & o gIW ST aykT £ S
5 w o oFuw = | < ¥ S@d SR EuE ¢ < §
E o T E 2o 2810 Sasml O 2
m ot E o___u._ M 1 |_| © am_ﬁ._o._ MLl.nr @i o w9 o
w S W uhm T Z SOolE OuUwpl oWk £ |_| &
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AXIS D4100-VE Mk II Network Strobe Siren

O EOf CHal =M AtO A 2| AL THEE EHES

=] i

o

ROzf
Bl
<o
fo] o%
g
<o
T 4o
< pal
O_umlr;
AR

FTP £ = SFTP

AL} HAHBHA|
SE0= g0 Chet Y22t

| @S S AIXp7L EAIE LIC

g

A HZol

2

H| 1

Z|CH 2074 2] $=AAHE E e = ASLICE
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—I_ Add a recipient(=4 X} £7}): = AMKXE F74Ste{H SalstL|Ct
Name(0| &): =4 At2] 0| & Y= ELIL.
Type(fd): S50|M H&:

. FTP(:>

Host(2AE): MH{O|IP FALI S AE 0|2 YHYLICL 2 AE 0|52 Y ES}
42, DNS M7} System(Al*EgI) > Network(4| E£/3) > IPv4 and IPv6(IPv4 5!
IPv6) OfEHOﬂ XN-EE O JeX| = .

r|r

m
Ot
IIZ
>a
to

£ YLt 7|22 21 Lok

~ Folder(Eti) TS M et 2lol 222 QEohAS. Clats 2t AT A
Of O|0| EXHSHX| o™, mMAUS HE2EY [ LF HA|X| 7} EA|E LT

- Username(A8X} 0| 8): 210I5}2{ B ALK 0|52 Y2{SHIAIR.

- Password(Ij AR E): 219215} 8{H I A EE QLHSGIAA| Q.

- Use temporary file name(%lM ol O|E AIE): Atso 2 MR QA Itel 0| ES
2 IUS PR CslE{® MESHL|CH Q2 C 2 eRsl0 I} 0|20| YsHE 0|20
2 uHELC Y2 BTl 49 24 E 0jQ0| Qi&L|ch ajLt o &3] YA I}
A2 LS = AUSLLCLO[HA StH RStz 0|2 717 2= THO0| SHEX| & £
UAELIC

- Use passive FTP(=& FTP AL): HA X 0l =0 M HZF2 T d| Ci o FTP M H
Of Cioje HAS S5 QP LICH EX|7t CHeh MHOf CHSE FTP H|of 81 0| H
AEE D5 HIHOZ A|ZSLICE Ol = YEHH O 2 FX|Qf T4 FTP M H AHO| 0|
0| s E20 2L CH

- URLHTTP AB{O Chot | =913 a0t 282 Ha|st ASREES YL
£ = http://192.168.254.10/cgi- bln/notlfycg| IL|C}

- Username(AI2X} 0| E): 212152{H AIE X 0| 2 QUESHAUAI 2.
- Password(Tj AL E): 2 Q1820 I AQEE QHSAA|L.

~ Proxy(ZEA|): HTTP 0| G Z5}7| {8l ZEA| NHE ETf5)0F 8= A TR
ggEEﬂjmadqq

« HTTPS
- URLHTTPS 0| Cfst HE9|3 X240 @S X2lgt A3 UEE YBLIChOf
£ =T https://192.168.254.10/cgi- b|n/not|fy cgi L.

- Validate server certificate(AMH Q1S A 2H0l): O] AXIE MEHSIO] HTTPS A{EH 7} A
M3 OIZ M2 MENSHL|C}.

- Username(A}2X} 0| 2): 210I512{ 0 AFR X} 0|22 QI2i3HAIA|Q.
- Password(T{ A Q). 2 1016 2{H T AQES Q2SI A

YEHSIHA|R
- Proxy(ZEA|): HTTPS At{0 Q12817 98} T2 A| MBS SafeH0} 8H= 22 B
RQQEEﬂjmaduq

« HE{3I AEEZ|X] @
NAS(Network-Attached Storage)2t Z 2 W EQ3 AEE|X| & F7t510 LY S MY st=
TR ALY ¢ QU2 LICh T2 MKV(Matroska) I 2 SA| o 2 RAE LT}
- Host(g HEQZ AEZ KO IPFALISAE O|ES
- Share(& gAEOHM Do 0|28 QaEstL|Ct.
~ Folder(BE]) TUE KEE Claselo] A2 E URSUALS.
- Username(AH8X%} 0| F): 20152 H ALE X} O| 52 Y EBHUAIR.
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SFTP

Password(Ij|A S E): Z015l2{H I AQEE QESHAA| Q.

®

Host(SAE): MHO|IP AL SAE 0|52 YEYLICE S AE O|F2 Y=

A2, DNS A H{ 7} System(A|AEl) > Network(H| E9|3) > IPv4 and IPv6(IPv4 5!
IPv6) Ot Off X|HE|Of U=X| ZQISHYA| 2.

Port(£E): SFTP MH{ 7t AtE3tE ZE Mo S YL CE 7|2 a2 22 LTk
|

Folder(BCi) I} 28 X8t |2 £2|0| 222 AGHIAI. [|2 = 2|7} SFTP A
B{0fl 0]0] ZRSA/ o 2B, T

=
Username(AI2X} 0| E): 219! |
Password(Ij AL E): 2015t 2{H I AQEE U=

SSH host public key type (MD5)(SSH S A E &7 7
78 71(32AtE| 16TI4= EXAtE) 2| X| 2= Y etL|Ct. SF
ECDSA 5! ED25519 S AE 7| Q& 90| SSH-2E AFE3}= SFTP M HE X|&lgtL|LC}.
S AF A| RSAT} M S | = g1 0|0 ECDSA, ED25519 3 DSAZ} 11 §|2 wHEL|C}.
SFTP M HHO| M AF2St= S2HIE MD5 S A E 7| £ Q&8 0F €L C}. Axis &2 K| =
MD5 2l SHA-256 8 A| 7|2 B= X| K| 0t MD5 & Cf ZH2i31 5 02 2|3 SHA-
2565 AHE5t= 0| 5 LICE Axis X2 SFTP MHE F1/d5t= 2 0f CHot XbA|
5t LIRS AXIS OS ZES X SHAAQ.

SSH host public key type (SHA256)(SSH S A E Z71 7| K8 (SHA256)): ¥4 =
AE ZIK 7|(43%}2] Baseb4 Q1AL 2XLE)O| X| 2 Y LICE SFTP 22I0|HE

b=
O

L

s M

=
= RSA, DSA, ECDSA 8! ED25519 T A E 7| 2| SSH-2& ALESt= SFTP A|HE
K| gL T} 24k A RSAZL M3 &| = HHEH 0|0 ECDSA, ED25519 5! DSAZH 1 &

9
[H= L|C}. SFTP ME{ 0| A AF23}H= 2HIE MD5 SAE 7|2 23} 0f &L L. Axis
SA|= MD5 & SHA-256 i A| 7| & 2% X[ &SHA| 2 MDSELCH Z 3ol 5ot 2{d|
SHA-2565 AtE83t= 0| TS L|CH Axis ZX| 2 SFTP MH &S 7 g5h= 2 &0)| ot
REM| S L8 2 AXIS OS ZES HIBIAAL.

- Use temporary file name(A| I} 0|5 AIR): XIS O 2 MME AA| It 0| ES
EoYUS A= CEStHH MEASIL|CH Y =EE et It el 0| 0| A5t= 0|82
EHELCL HEEJSEHE 49, &4 E Dol giE L Ch 2Lt o FS| Al ot
AdS ¥E = USLICL O|EA 5tH JSt= 0|2 718 2= mHO| SHEX| & =+
AL o

SIP or VMS(SIP EE= VMS) @ :

SIP: SIP T3t E ZAe{ ™ MEtgrL|C}

VMS: VMS M3}2 Z43{ 0 MEISH |},

- From SIP account('Z 41X} SIP A ™). S E 0| M MEHSHL|C}

- To SIP address(={X} SIP £4): SIP A& Q &3t}

- Test(E|AE). 33t 270| 2 S5t=A| HAESHH S22t T}

o|m

- Send email to(0|H|Y & Ci4): 0|0 Y2 MEL O|H| Y FAE YHSL|CH FA
= 02 7 Yot 5= O|H Y FAE FESHIAIR.

- Send email from(0| 0¥ Z4l): HUjl= M 2| O|H| Y F=AE LTt

- Username(At8X} O §): 0| 2 MH 2| ALE X} 0| 52 RIS TLICH OO & A H{0f| A
OIS S 75| gt= 8% 0| EEE H|% ELC}

- Password(Tj 2| E): 0| & MO fAQES AT CE O|H| Y MHOIM 2SS
QTSR e AR 0| HES HIY SLITH

- Email server (SMTP)(0|H{| ¥ A H(SMTP)): 0| 2 =0 smtp.gmail.com, smtp.mail.
yahoo.comd} Z+2 SMTP MH O|E& Y &etL|C}

- Port(Z E): 0-65535 H2|0| 7S AFR}0] SMTP A{H{O| ZE S Z Ql2istL|C}

J|2Z+2 587QIL L},

— HA '
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- Encryption(Z = 3}): &S 5tE A2 5|5 = 1=
- Validate server certificate(A{H QIZ A 2401): A SBIE AL S}
A(RIE M

= .
2 = 4% X9 IDE
OIS & MENBILICE O] IS5 A= CA(QIS 7| 2)0l M REX| M ESHALE alie o=
AL o
- POP authentication(POP Q1Z%): POP MH 0|52 AHSI2{H M A 2(0: pop.
gmail.com).
H| O
L5 O|H Y SEXAts O E O ap T1oF At HENE =4ISHHAM ALEX7L 20| 2 H
oS @AL 2= WS Hotoh| o) Eot HES ALE R LICE O|H & RS A2 2ot
M-S =0I5H0] O & AHO| F7| ALt Of & O|H RS =KX= 20| l=F SHdA|R
« TCP

- Host(SAE): MHO|IP =AU SAE 0|55 YHYLICL SAE 0|55 YHD}

Z 2, DNS A {7} System(A| A&l > Network({| E9{3) > IPv4 and IPv6(IPv4 ';':'
IPv6) Ol Off X|HE|Of U=X| ZQISHYA| 2.

Port(ZE): Mt MM 20| AL L= ZE S S YT LT
Test(H|2E): 23S HAES2H ST LICL

. Abstof| Ot oj|

oo =

ar
=2
rir
i
0jo
o
Hl
oot
il
r
i

View recipient(=4 X} H7|):

2
Copy recipient(5=M Xt SAP): =4IXHE SASHE H S &SI Q. SAFE I M2 =4XHE HEE

o=
+ slgLith
Delete recipient(: X} AT): MK 8 YT O 2 AF[Sh2 B S2BLICt
U
UHI WAS SO M ZUO2 ALBE S+ UFLICL SZ01E 20| Cfeh HRt 8 #5) X B
of T BE UM WA BAFLIC

| Add schedule(AH|E =7} YN L= WAS MAMSIE{ 0 2 2|5 C}

L5 E3|HS 80 22 502 E2|{3 4+ USLICEOIE S0 5 E2|H2 HE 4K
U TNoHe O NS B & ALt
MQTT

MQTT(Message Queuing Telemetry Transport)= AtE CIEUI(IoT) S ISt EZ HA|H Z2ES
QILIC ChaotEl IoT S8S 2lo) 24 = A2 &2 AE FZHsmall code footprint) it Z| & H E
A OY=ECc = Y4 YA E HESHY| s CHor A YoM AL ELICH Axis X 2Z E Q09
MQTT 22I0|HEE Sl XM EHE HO|H L O|HEE G 2| 2ZELQ|0{(VMS)7} Of
L A|ABIO| 2HESHA S = USLICH

71712 MQTT S2I0|HEE AHSL|CE MQTT S412 S2I0|AER EEFH 2=
Ho 2 L CE 220 EE= I

A2t ES BERLL

AXIS OS X[ 4] H O] £A0(| A MQTTO] 3l XtM|5| &OtE 4= AELIE
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AXIS D4100-VE Mk II Network Strobe Siren

ALPN

ALPN2 20| E 22| HENO|T EHA A O SE[HO|H ZRESS
UA| Bti= TLS/SSL 2HH U L|CE. O] = HTTPR Z0| Lt E T2 EE0f| AFEE|= S Yot I
MQTT E2iH S 2 d3tdt= H ALEELICE Z20f W2t MQTT S4 ME2 2 U E ZET} QlS
=L ASLICEL J2iot Z 20| S ZH 2 ALPNS ALEoi M Wt M HEE = EE ZEO|N
MQTTE oiZ2|7 0| MEHXIE 285t AYLICH

MQTT E2}0|AHE
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Connect(¥Z): MQTT 220|HEE H 7L}t BL|LCL
Status(AE): MQTT 22}0| X E0| S4XY ALEfS TA|SHL|C}.
22
Host(SAE): MQTT MH{Q| SAE 0|2 =P FAZ QBBIAAIL.
Protocol(Z2EZ): AI2E T2 EZ S AENSHL|CF
Port(ZE). ZE HS E QHtL|C}
« 18832 MQTTover TCP(TCPE &2t MQTT)2| 7| 24 L Lt
« 88832 SSLE E8HMQTT| 7|24 Y L|LC}
« 802 ¥l AZZ ETHMQTTL| 7| £ZL|CH
« 4432 9 A% HOLZ B MQTTO| 7|2 LTh

ALPN protocol(ALPN Z2 EZ): MQTT 227 g— Xt7F H28HALPN T2 EZ 0|22 QaistL|
Ct. Ol= SSL2 St MQTT & &l A2 Eoh3 S0t MQTTO|2F M 8 & L|C}.

Username (At X} 0| 8): S 20| A E O A ME{ O YN ABH7| 2[5 AHEE AL AL O] &2 2L
Ct.

Password(T| AL E): AF2 X} O| 20| I|AQEE Q&HSHL|LC}.

Client ID(22}0|Q1E ID): 22}0| M E IDZ QUSSIAIA| Q. 2210|AE AlMXI= 28101 ETF A
B0 73S Y AB{ 2 S E LT

Clean session(Z2 2 Ml 41): 171 U 1% SiX| Al2| SEH2 FOZFLICH MESIB 127 Y A YA

Al Abef s ot AR € L)

HTTP proxy(HTTP & A|): £|rf 20| 7} 2558t0| £ 0l URLRILITE HTTP ZEA|§ AFB3HA| 42
HH EEE HY & = UASLIChH

HTTPS proxy(HTTPS ZE A|): £|C§ Z00| 7} 255HF0| £ 91 URLQIL|C} HTTPS T2A|2 AM2 &HX| &

|I|

II:I

onp W2 1Y £+ As LI}
Keep alive interval(ZtZd X|): 22}0| X E 7} 71 TCP/IP A|Zt ®|3HE 7|CHY TQ Q0] MHE O
Ol At S = Q= AIE 2 EXI2

g = ASLICE
Timeout(A[Zh Z1}): HZ0| 22 E[= A[Zh ZHA (=) /ILILE 7] =2k 60

Al g5 H5AL MQTT client(MQTT S2t0|AE) RO 1A HA[X] B LWT HA|X|2] Z=H|0f CH
& 7| 2 2hat MQTT el €o] A A| Z 0] A AL ElLIt

Reconnect automatically(X} S22 T HZA): A4 siX| = 0| HETI AFS 2= CHA| HZAB| OF
St=X| O R & X|g L

HA|X| HA

AZo| A E W AKX E EEX| {2 E X|FLIC

Send message(H|A | X| HE): HA|X|E EL2{ T AL 7SN 2.

Use default(7| 22} AF8): At 7|2 HAIX|E YEHSIHH DHA|IL.
Topic(FH]): 7|2 HA|X| o] FHE = erL|Ct

Payload(H|0| 2 E): 7|2 HA|X|2] | &S L=HTtL|Ct.

Retain(f X|): O| Topic(FH|)0i| A %EPOI HENE FX|SteH MERSHL|CY.
QoS: I Z S EO Lt QoS A5S HAT L.

Ofx| 2 < HA|X]|

|IOI-
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OFX|9F R A(LWT)E AL SHH 20| EZI EE2H0| HAAE I Xj4 SHI ey RS M
o= ALt —E*EPOIO1 E7I S0 o= A|EHOM B|Z X o= HAO| BOX|HET RO ZF0{X7|
e = 2Us) 277t THE 20| HAEOf HAIX| S M =e = QL& LT Of LWT HA[X|= gt
HA|X| 2t & Yot FA0|0 st HAHLIZE Sl et 2 & UL

Send message(H|A|X] HE): HA|X|E ELfZ{H AR AHSIN Q.

Use default(7| 22} AF8): AHAI2| 7|2 HA|X|Z Rt T NHA| 2.

Topic(FH): 7| 2 HAIX| o] =X & Y2feiL|ct
Payload(B|0| 2 £): 7| 2 B A|X| o] L 8S @l2{3fL]ct
Retain(£.X|): 0| T0piC(-’F-I1I)01IA1 %am OlE AE|S Q|32 B MEigLIC

QoS: I 7l S E0f gt QoS AlE FL|CF.

[[OF

MQTT &t

7|2 FH| F5AL A8 MQTT client(MQTT Z2t0|HE) "0 A FX| =X BFAH0]| Zele 7| =
FH B FALE M-S0t E dER L CL

Include topic name(3%| 0| & Eh): MQTT ZH|0| M ZHS MBsl ZH S mets}2{ B Meyel
L|C}.

Include topic namespaces(=H| 4|2 AH 0|2 Z8H): MQTT ZH|0f ONVIF ZA| | 2 AT 0| A S
et B MENSHL|CE

Include serial number(2# HE E3H): MQTT H|O|2E0f RHX|Q| U HSE Tt H MEH
erL .
+ Add condition(ZZ F7): A2 FIste{H S L CL
Retain(S.X|): O{ T MQTT HA|X| 7} 22 MAT|=X| &O|stL|C}.
«  None(813): 2= HA|X|7} H[FX| “EHE &gt

«  Property(£7/d): &El| =X Jt5 HA|X|2F 2 2=l MEfZ EHL|CL
o

« Al(RS): g8 =8 7ts S HJEHE —1%’ T (S HAIX S 25 22 ez 2-LCt
f

QoS: MQTT 40| Tisf fIohe 2 8g MeyLILE

MQTT 75

_I_ Add subscription(1 5 F7}): Ml MQTT =& F7tst2{™ S 2gtL| Tt
Subscription filter(715 2E): 1 =5l2{= MQTT TH & YAHSIAMA| L.
Use device topic prefix(ZHX| &2 HEAL AIR): 15 ZEHE MQTT FXH|0f| ESFALZ F=7tgtL|Ct.

Subscription type(1 & §):
. Stateless(AE| =H £7H5): MQTT HA|X| 2 AR} 28 2715 HA|IX| 2 WEks)2{ B Me
S ct.
« Stateful(MEf =X 7}5): MQTT HA|X| 2 4O 2 Hotsl2{ ™M MENSHL|CL I|0|2EE = A
e 2 AMS B Lt
QoS: MQTT 1= 0f| CisH 2ot 2l S MEtgtL|Ct.

MQTT 22| 0]
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H| 2

MQTT 82| 0] ="FXtE F2t517| o MQTT E27{0f| A ZSHUA| 2.
_I_ Add overlay modifier(2 H{2{|0] =2 X} F7}): A} LB g)|0] ="HXtE F7tsle{™H S2lgtL|CL.
Topic filter(=H| ZE{): Qu{3|0|0f| EA|S2{= H|0|E{7} ZHE MQTT FH|S 2743 L|Ch

Data field (K| 0| E{ & £): B A|X| 7} JSON & A{0|2}m 7HEstn @ H2i|0|of EA|SH2l = HA|X| H
olz 0| 7|2 X|IH BT,
Modifier(+=8X}: Q20| S BS I A1} £MALS AR SHL|C}.

. #XMPZ A|RISIE £HAE FRO|M We D= Glo|E S mAIL|CH

. #XMDZ A|f3}= 2FAHs HlO|E Leof A E Hlo|E S EAIGLICH

on Initiation Protocol)= AF2 X} ZtO| CHSIAl EA M MO AP EL|CE MMOf| 2C|2et Y
o2 2y = ASLLCH
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SIP 47 £90] 228}0f SIPS CHf g2 43 U 2ASL| )

Enable SIP(SIP £A18]): SIP £312 AR5l 0 4418 4+ YT 2 3}2{7 0| 8MS MLt
Allow incoming calls(441 & 3/8): C}2 SIP &0 4 S0|Q 22 3|83}2{ P 0] @M M
ol-|_| |:|-

= Azl

Calling timeout(Z A|ZF X|$H): O} 2 = SES

L =2o0oH-d
L|CF.
« Incoming call duration(& 41 7|Zh): =41 M3LE X|&2 = U= () A|7HS dE L
CHEA|CH 105,
 Endcalls aftgr(0I§- 2 38) == A& = A= A A|ZhS @Y LI CHEIL 60=).
S} A|ZH2 H|SH3IX] 90 3= A2 Infinite call duration(ZH|F S8} A|ZH2 MestL|Ch

S = 1024 ~ 6553504 Of $tL|C}.

«  SIP port(SIP ZE): SIP EA0| Al E|= Y EQ T TEQIL|CH. | ZEEZ E3 AS Eaj
2 Y2t X| RS L CL 7|2 ZE Hz = 5060 L|C}. “'REF 4R LE ZE B E Y
SkL|C}.
=

o TLS port(TLS ZE): &2 3} =l
s Eafze TIS(HS A5 2
IOt AR CIE ZIE Hy

x|

. RTP start port(RTP A| %}
E ¢ ZEQLILE 7[Z A
RTP E2{ T g XHH3tLCt
NAT &1} 7|5
HRZFAEZLAN)O| AN i S HIERR R0 X E ALEL 5= UA=F 52 FH NAT(H|EL

2
374 B E1H715S ARSI

0P ¢

—

PS4l *f% IE HESI ZEQL|LE O] ZES S0t 4
=N
s

oo'=
ot
2
O
EE
C
_lTl_
N
rt
K
m
T
fot
2
(Oa]
(@]
()]
IO
C
_lTl_

=
=
= Ol
= -Hdag
T SIP 2014 3 WA RTP O||0f £ = 210j Chaf AR EI= 1
A EE HEE 40009 LI B B E EH BE HB oA

TN

H| D
NAT &1 7|52 ALE5t2{H 2t E 0| M X| 25OF g L|Ct. =5t 2t E{ 7} UPnP-E X| 5 OF &
L|C}.
ZANATET Z2ESS AN O 2 AFRSIALL Y EY T S0 2} CH2 X302 AIRE 4
ol |CF.
MM H
« ICE: ICE(Interactive Connectivity Establishment) OT2EZS AFRSHH Im|o &HK| ZHo| =
¢k £410| 0| LO|X| =2 715 22 X0l Z22 & 7| 4|9/ F/LICF STUN 5 TURNS 243}
= ICEZ2E 20N 71 28 X0l 22 & % = U= 7|27t e E Lt
« STUN: STUN(Session Traversal Utilities for NAT)2 X|Z= 0| NAT L= g5 L0 9 =X| =t
oI5ty OH AR I LE SEIPFAJEE HS E M Z 5= YA ST = SE0|AE-A
HUESRA “EEE‘-O"—I Ef IP =4 Z2 STUN MH A F YLt
«  TURN: TURN(Traversal Using Relays around NAT)2 NAT 2t E= BiglE S0 Q=&
X|7}TCP E= UDPE S CHE S AEO M S0{= HO|HE A = AL E HF= =
ZEZQLICE TURN M 4 9 2101 §=2 93ztct
rC|e
« Audio codec priority(2C|2 ZE M +=2|): SIP S0 L} |dl= 2Ll BE=2 7+%l 6
Lt O| 42| QL@ TREZ MENGHL|CE M =2 =ME HE52H B0 & LCH
H|
2 Y I =AX ZHO0| 2P| 22 MEist AH 0| 2.5 =AIAF I E 0F LX[SHOF 2FL|C.
« Audio direction(2C| 2 Btak): 5| 2= S Ot E MEHSHL| L}
=
«  UDP-to-TCP switching(UDPQ} TCP 7t M#H: UDP(AF2 A} H|O|E{ 12 = 2 EZ)0j A TCP
(MS MO ZRER)2 Ne T2 22 AA|HOR Hste SES o850 MEygL
Ct. ©etdt= Ol f &= ZOOHPOIE Ol E=1 OOHPOI_ DFMTUZ|C] & ) 28O0l
= A CHESIE HX|3H7| Qs QLI
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Allow via rewrite(C}A| 27| & E5)| 6| &) 2t REHO 32 P FA AN ZHIP FAE HLY
o B AEfetL|Ch

Allow contact rewrite(HZ2tA] CIA] 27| 6| &) 2} RE Q| S IPFA M ZHIP FAE
Hij2{H MEdStL|C}.

Register with server every(&4t AHO| S&): ZHX| £ 7|Z SIP A[H0f Cist SIP O S
23} H 2 MXSHL|C}

DTMF payload type(DTMF H|0| 2 E §&): DTMFQ| 7|2 [{|0|2E S S HAT!

Max retransmissions(ZX|CH X H&): ZEX| 71 A| =2 SX|5}7| ™Of| SIP A{HO| HZAES A=

ot= 2 -5 -

Seconds until failback(&0f 23 7X| & X): 22X SIP M H-IE EHOj =KX 8 = RHX| 7} 7|
2 SIP MHOf| CHA| A2 A= Oj7FX| Q] A|ZHX)S MRt

L
9'1-
I
aml

A%
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rr

2.E # x| SIP A% 0] SIP accounts(SIP A7) O} 20l LIQE L} S2 & H Ko 22 AALo| 9
Qo= AEJE 2 4 Ql&LCh

® HFo|SIP Mo AEXoR S25 UL L|CL

[ ]

71I"*01| ﬂ—X1I7f AG L L S0 HIHSEAHLE AE Xt4 SEHO| ZXE| AL, SIP AH O A A
M RS 2 97| [0 '

= T HA
peer to peer(I| O] & 1] 0f, 7|2 BH) A TS A5 = S & AYLULIC ofLt O] S| LHE AS
= USDHS AZYS 7| =422 40t 42 0| AP S HHY = ASLICE =S AIEE SIP A
HS X HBHA] 011 VAPIX API(OF S 2| A[0| M =2 13| QIHH|0|X) 2S 435t A< 3t 7| =

Ago| A LIt

_I_Add account(A|™ F=7}): M| SIP A H S Mdste{™H Sl C}.

. Active(ZHAISH): A|H S Atgsi2{l MetgtL|T
+ Make default(7| 23t 2 X|5): 0| AB 2 7|2 ABo2 XHsI2Y HAZLICE 7| 2
0| 2L0{0f 50, 7| 2 AHE BfLipt £ & UBLITF.

« Answer automatically(X}S2 2 &) =4 Moo X522 SESHE{ H MEHSHL|CT.

« Prioritize IPv6 over IPv4(IPv4ELC} IPv6E LMo & ) @ IPv6 over IPv4 =4 9|
M £=2E X|85le{H A,jE_,HOHH_| Ct. O] = IPv4 Sl IPv6 =4 B 50f| A 2Ol E| = P2P A ™ 0|
(=091 0| S0 91 ZE Tf S8 SILICTPV6 20 0fEE =012l 0[S 0j i AEt PV

-

EE T
o] oM 292 XHH = AsLch

- Name(0|8): 80| HtEl 0|22 QABIL|CE 02 S0 41} 0|2, AT i XY 4
QU LICE 0| 20| = &[G LITH

+ User ID(AFBXID): & X|0f SHEHEl D@ LM = Mot Ms 2 Qajsti|ct

- Peer-to-peer(I 0] & T 0{): 22 Y= 0|4 CHE SIP X2 XY SH3H= O ARE
LIt

. Registered(S2g): SIP MH{Z S8} 22 Y =93 Q20| SIP BX| 2 SE5H= O ARE
L|ct.

+ Domain(E09): AL THs3 A2 B8 £0101 0|22 YHULICL £02l 0|22 T2 A

B8 98 U0 5P Frol 02 BAFLC

L|Ct.

. AuthentlcatlonID(OI"I) 5}7
CF. 215 ID7H AL A IDot 2 EJCEEEE %87fﬂial—ltr
o

ol

«  Caller-ID(2H A X} ID): Axis | Of| A LY
e Registrar(SEX}): SSX2| IP A
« Transport mode(F& B E): 4|9

wn N

« TLSversion(TLS HH)(F & D E TLSTH: A2 TLS HA S MEHSHL|CH H{ ™ v1.2 8! v1.3
O| 7t& St StLICt Automatic(X}E)2 A|ARIOAM X2l = U= 7t eHHst A2 M

BT

*  Media encryption(0|C|0] ¥S2h) (TS 2= TLSE: SIP 20| A O|C| (L2 & )0
CHot = ot s MR LIC

» Certificate(only with transport mode TLS)(Q/ S M (& ZE TLSPH): QIS ME MEASHL|C
« Verify server certificate(only with transport mode TLS)(A—l H 91 A =tol
oh): MH QIS ME =teldta{ ™ MEigtL|Ct
« Secondary SIP server(E = SIP A{H{): 7| & SIP A 0| S5 0| Aot 4 X7} 2= SIP
MEO| S&2 A5t & ot AL T}
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«  SIP secure(SIP & 9F): SIPS(Secure Session Initiation Protocol)& At-23}2{H MEISHL|C}.
SIPS=TLS T& ZEE AE510] EgfE S A= otetL ot

-V
~ T rroxy@san m2AE Aopsein 22
- Prioritize(9 4 29| X|B): £ ) 0|0l TRAIE H710 B 20| ZRAI 4 &
& X gste{H 2 e o
- Server address(AMB FA4): SIP TEA| AHO|IP FTAE Q&HTHL|CH
- Username(M 8} 0l) Bt I SIP TR Aufol MBX} 082 BRARL
- Password(M{AE): LR AR SIP ZEA| M o| A =S 2L
« HCJ®
~ Viewarea(i7| Qo)): 3t S310) ALRE H7| FAS METLCh None(818)S
MEHSE A _IE E7| FAFE E LI}

- Resolution(8| &t £): 2t S210] ALE S Slef =& MENSIL|C Sl of e = TR I
AZEQ| gEkS =L|C}

- Frame rate(uE1|°| [
Ec et wm

- H.264 profile(H.264 =

OOI- ||'|'|
HJ|O
igh
-
imi

HH
@
09
0z
ofm
ot
=2
>
ol
mot
|l
HU
E
ne
mo
|->-
iz
o
-
|

DTMF
_|_ Add sequence(A|# A =7]): Al DTMF(Dual-Tone Multifrequency) A| #AE A /H5t2{H 2=
SHL|CL HX| £0f o|3} = gé}EIE £& MAM5I2{™H Events > Rules(O|HIE > £)Z 0| S 8tL|LC}.

Sequence(A|HA). E2
Description(83F): A|HAAE E2|AH AM0f CHot dY= Y=L O

=
Accounts(#|’d): DTMF A| RS ALE S A8 S H=BL L peer- to peer(uloi F Oo)E U=
ot= 89 2= 0|0 F I AE2 522

ZE2EE
AASHMES Z2EZS ML 2= OO R OO A2 SLY ER2EE 282 S+

oI-L_l |:|-

Use RTP (RFC2833)(RTP(RFC2833) AF&): RTP Tf| 71 0 A{ DTMF(Dual-Tone Multifrequency) A1 &
CHE & A= 3 Fol O|HEE 5 8ote{H ZLICH

Use SIP INFO (RFC2976)(SIP INFO(RFC2976) Al-): SIP T 2 E 20 INFO MM EE Zsts}e{ ™
HUICEINFO B A EE UBtH o2 HlMDL Biel Metx ofZa|7olH A% e s SreLch

HAE

Mk

SIP account(SIP #A|%): H| A

Im
ra
ot
i
!
=
2
o
g
2
ot
L
n

SIP address(SIP F=2): SIP FAEZ &30 \e2 S2310] H|AE MS}E Z0| HHO| HEete
x| SHoISHL|C}.

YA 5
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+ Add source(2A FE7}):

Use access list(A M A S5 ALE): X0 T2tE 2 5= U= AR S Nototei ™ Z L Ch

Policy(d*H):

Allow(3{£): A 220
Block(X}CH: M A 220

A2 BE0| M B2 M2 ST}
SIP source(SIP A A): AAO| BEAIX}ID EE= SIP MB| =AE Q&skL|Ct
21
HiaixgSl=z]
HM
« View the device server report(ZX] M H A H7|): £ &HO|A XS MEHO|| Cigt HE
£ ELICHL ANA ZOE RS2 Z A E0M0f| ZEE L|CH
« Download the device server report(ZX| A{tH H 1A C}2 2 E): 51| 'A|7P H7| 0|O|
X| O] ALHAFS OFL |2} UTF-8 & Alo| M| Al 2 1A BIAE MQ0| IEHE zip THYUO| A4
L Ef XI S AH|20) 0|3 [} SHAF ME B 1A zZip It & E S A L.
« Download the crash report(Z& E1A Ct22E): A AEJO| CHS XpA|SH HETH QU=
O7I0|EE LR EESIL|LE 55 EJ_H 01I ArM[et Ol 1 HEef M E0M0 =
E7fi%*5.=.' LICE O EXMOl= HEHA =X 22 Qs 27t S = JUSLCHL &
TNE S B 2 2 HE 298 + laLTh
23
« View the system log(A|AHE 21 H7|): ZX| A2, A0 8 ZSQ3FHA|X| 242 A|AH
O|HIEQ| CHOt HEE HA|SHH T SISt
+ Viewthe access log(¥M|A 2 H7|): 2= 20 I AQEE AIESH E L2 S Anfst
TR HMAAEE 25 BAISH2H ZESLCH
HAAANARHZ]

o
sHe ~ZEYO[Z 2o|F 4 &L 2
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Ct.

%_&NNNHrWHH%¥ﬂ&ﬁ o S2etLc
Host(2AE): M| D AE O|F EE=IP FAE YAHTHLICE
Format(®Z5l): At2% syslog HA|X| ZCHES MEHSHL|C}.
e Axis
- RFC3164
« RFC5424
Protocol(ZE2EE) AIES TZEZ MEH:
- UDP(UZ|2 Ad™H LE.514)
« TCP(Z7|E M ZLE:601)
o TLS(Z|2 HA™H ZE:6514)
Port(ZE): C}E ZES AI85}2{H ZE Ho S HYLITH
Severity(&Ztk): E2|AHE I M&Y HAIX|E MEbSLICH
Type(R¥): d5d 21 RS MEigL O
Test server setup(MH A7 HAE): 43S MAs17| Ho| RE MH{o] E|AE HAIX|S 2L

CA certificate set(CA QIS M MH): S0 AN S

SHOIBIA L IEME S7h8fL L

Yt 7144
Ut 22 Avis TA| T4 HHO| U N SRS 9I8H H2YLICE O HOIK| oA Ch o
0745 SFeta W 4 &L
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X2

X 2

Restart(F A|Eh): 4|2 TA|ZHEHLICH O] S7) MH 0| @ate FX| LaLch A 0

70|44 0| XtE 22 THA|ZHE L Ct.

Restore(E5 1) O£ 22| €2 3T S5 Al 7|24 22 KFE|HA L. LSO
T8t A EXE[X] 2 2= WS ChA| 2X[5t O|IE S m2| M5 CHA| 2H50{0
T8 At

=¥ 2 ML= fect €82 L& Z2& L0

. HE Z2EZ(DHCP £ 1)

. IFIPFEA

Y

. ME=

- 8021X MH

- 03CHH

. DNSMHIPZ
g-

=13

Factory default(&
Eag=1

S0f| ZX[of A4 M|
H|
2= Axis HX| 2AZE Q0| = C[X[E MHE[0] FX| 0| A5 E ~2ZEL|0
Cl. O| A S} Axis T X[ Q| THIE Ol X|A AO|H HOt =F2 HE =Y
L8 2 axis.comOj| A Bi A "AXIS Edge Vault"E &XSIAA| 2

a
e
=
A
T

-E—I>
130

CEE
e

>
o>><
H‘|

RS 9}7<1o| MEL 7|50| ZahEL|C| SHAF | Al AXIS OS 2l 2|
=2 L|CF A4l 2 22| =2 CHR2 2 E 32| M axis.com/supportz 0| = ¢tL|LCt.
0| =& I CF2 M| 7FK| M =0 A MEHSH &~ QI LT}
Standard upgrade(EZ ¢ 13|0|E): M "AXIS 05 HEe = g ol=grL|Cf
I.

o

I rrod
>
offl

HH

g

S LI

. Autorollback(X}= SHH): AR = A|ZH LYo @ 120| =3t 9 180|E2 &tolst

SOI}X| OO M A7} O| 7 AXIS OS H{F O 2 &| = opzL|Ch
AXIS OS rollback(AXIS OS EHH): 0| 0j| A X| =l AXIS OS H{M O 2 g|=2/L|C}.

Factory default(Z3% &=} A| 7| 22)): @A 0|ESl1 2= A™HE S E5HA| 7|
2 5|E2/4A2. 0 M2 MSHE @O0/ 0 OF AXIS OS HN O 2 &|E

A 7|20 2 | E2|AMA|2. O

o>

L

o
| o)
—

_—

f

>

Is os upgrade(AXIS OS Y 1#[0| =): A AXIS OS T O 2 @ Jajo|=etLich Af 2B| 20|t
=5 A8t
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Reset PTR(PTRI M )@ Pan(@H), Tilt(E! E) &£ = Roll(E) M 0| O AT 2 RHES}X| U= Z
45 I—IE

=2 o o
S PTRE X AIHBIL|C). PTR RE|= SFAL Af 710210 A| =& L|Ct 22]it 9PEHIEf9-I 0| K|
L BE|7} 202 2X0|= ZL0|E BHO| £AE 4 AUXLICH PTRS HAFSHT 5102i7 Cf

=o= =
Al BHE| D 2% 8 Al 7]2ZO 2 SopZiL T

HA @ : Calibrate(27d) S E&/ot0] H, EE Sl & 2HE 7|2 /X2 LA EF = LT

==
—’F—i% e Start(*l he —E‘E' 2L Ct

M EXMIPF=A 9 TCP/UDP LEZ 0|0{X|

= !
. — L=
OlE E=1PFAlt XE HS E Y34 Start(A| =) E S22 LT

mjo

fot
b
=
ot

HESZ = 0idol= A SM E= IfAYJE 22 DIASH BT ZehE 4= JASL[CH
HEZ =N OY2 HE/IA 2 7|50 EME HZst= O =22 & =+ USLHICH
Trace time(FH A|Zh): & 7| Z7HE £ 2)2 M E5 10 Download(CH2 2 E)E S 2oL Ct
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Ef
VECERET
PoE(Power over Ethernet)E X|&35l= RJ45 O|H 4l {4l K

1/0 7 4E]

A

CIX[E €8 - PR MM, =0/ =2 ZX|7], FE| T #X[7] S2| 71 2| ZoF Hi4f 2|2 A0
o

-p
= =
ghet = = TX|E AZ5t= 4 Ar8 L T

CIX|® &8 - 20| X LED 52| 2| F TX|2f HAZASH= O A :

Application Programming Interface 2 O|IEE E3|f L= ZX| Q| & CIEHH 0| A0 M 23t o~
ol L|Ct.

AN H

1

r
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7|5 B |HD Aret
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DCEH 2 & 12 VvDC
N |0 23} = 50mA
23 G0 Y2 3 0 AL] b Bt
0| B2 YHE FL0T A8E & ULt
THIHS(Q (34 | CIX|Z 92f - gastolein T 10| SIS HZ | 0~ /] 30 VDC
2 EE 53 Naistelol 25 Ae|(AAE R 2 8)E SLICh
CIX| 2 22 - 243} %2 T 10| AZE|D(DC X | 0 ~ 2{cf 30 VDC, 7}
x) HENEE A2 55 Sef(1 R X 2Ll | % =79, 100mA
Ct 2o} 2 R Eolot S A8 Fe H
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32—%‘;}%3} A 7|22 MHE2 Fo|s M AFESHOF SHLICE S& Zot Al 7| 2422 A5t
HIPFAE H RS ZE AHO| ST £t A| 7| 2422 1A ™ & LICH
HMES 3H ESHA| 7|2 Ao 2 A H OIS S HSIMA|IL
1. XMEe MES EELCL
2. MO HES F£E HE{0AM M S CHA| HZTL|CE 2 #XRSHAIL
3. MEfLED HEA|Z7|7} FgMo = Zer [Mi77kX| 15-30F &2 Mo HES +21 & LICH
4. MOl HES S5 LICH HE LED HA|S0| 520 = HH ™ 00| t= E LICE HEXI 0N
DHCP MH E 0| 8¢ == Ql= 4% HXQ IP FA= O3 T otLE 7|2 d™E L CL
- AXIS 05 12.0 0| 40| HA| & F: YA-2Z F4 MU (169.254.00/16)04 72
ESPN
- AXIS OS 11.11 0|8} 7} A X| =l XHX|: 192.168.0.90/24
5. MAX| Y A AZELO =4 E AMESIHH IP FAE S, AR EE -5, FX|0f

AN gL Tt
AKX & 22| AT EQ =& axis.com/support2| X| &l I{|O| X| 0| A X|-= &l L|C}.

=
ot KXo E QIO AE Sl I/ HF-E ST &5t Al 7|22 M- = A5 LT
Maintenance(§X| 2 4) >Factory default(Z% &3} A| 7|2 ™) Z 0| 5311 Default(Z|2)E 2

2tk

AXIS OS =M
Axis g 2 L TS| 2| ) E 20| ufat x| AZE90| #a|S KB 2 =
UCHE ZHS B E AN HE 7|50 XS E o2 HAASHHE ol0jom, TS E2le 2 {1 +H
WEQHAMIOIEN ZSEE F= F718 Eel=et e 1™ EHES NS
Z[ A 7150 HMASEe{ D SEALE Axis A E F A E A|AEI K FEZ ALESH= 89 & EMO| AXIS
OSE AHESt= A0| ZEELCE %[4 2 E=H0| Cisl X|SH o2 AT K| = EtAL S 2 ARG
= 87 LTS EAS A&ot= A0| F5LICE LTSS AL8olE HE0| 2t 7|5 HE Al S = ¢
StALE 7| E S0 geks FX| 0 AO|H HotS 7XA| 2e|d = JAS L CH Axis X A E Q0]
20| LBt XpM| B L§ 22 axis.com/support/device-softwareS T ZSHMA| L
S{X AXIS OS A =19l
AXIS OS= HALEX| Q| 7|52 AL LCE 22X E 2 = HXY AXIS OS B H 2 24Q1510] AlE
St= A0 ZEELICH 2[4 HEO| £ 8 E sl Adt= =78 A0 2|0 JE 5= US|}
S| AXIS OS H T2 240152 M Ct2 2 =l gL ot

1 ZXol ¥ QAIH M| O|A > Status(&Ef) = O| s gLt

2. Device info(ZHX| M &)0|| A AXIS OS B{A S =kolstL|Ct

AXIS OS ¢ 1zo| =

S8 At
« Axis Communications ABO|| A O| & EESIK| = QU X|THA AXIS OSO| A 7| s S AtEE 4= 9
= 42) X AZEQIVE O o|EL I AFH =10 AR X HE H7EO0| HEE L
Ct.
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24 E 20| 2|4 AXIS OS HHO 2 XS Y12 0| E818 M B0| AHS T153t 2|4 7|58 44
SHLICE ¥ 20| ESHY| Hof & &f Mf 22| A0ICH Sk = Eel= HEe Y0/ K& &
G AI . XA AXIS OS A1 2| = HE E & o 2 axis.com/support/device-softwareZ
OlsgLct
1. axis.com/support/device-softwareO| N 22 E N &&= AXISOS OIS AREHQ CIREE
SfL|ct.
=
2. KXo 22| X2 21T Ct

Maintenance > AXIS OS upgrade(§-X| 24 > AXIS OS 2112j|0| E)Z 0|=310| Upgrade
(daglolE)E S =L}

P 0| =7t b= | H M ZO0| Aks2 2 M A| A E LTt

A= LHE0| of7|0f Q= A0 = axis.com/supportO| M 2H| s 2 MME 2tolsl E AL,

AXISOS ¢1go|lE &X
AXIS 0S 2112 0|= A Q1 12/10] = Off AITYSHR AHX| 7} O| B H{ A S ChA|
3 |

AXISOS ¢1180|= = &X| g1zo

| | 24453 Maintenance(S-X| E.4)
H|O| X[ Of| A O] 0ff 2 %

O Z EHIGIMA|Q.
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SR7FCE MEH FX| 0| o ot IP Fab HX| MM A0 M E HAFEOIPFAIMLE
| lE L E Medo A= BRo=IPF2E 282 5 USLICHL HESRZ 22X
A 225t IP T2 5 H2HA|2

PEATCEE B WEAI0|M Axis BAIZ 22[BLICEPing BYS MWTLCHTY =2
oM A8 ZYLITL  EE/DOS HOIA ping U A P F BE).
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AMXIE #=4I5l= 8%, Ol 3l|T [P FAE UEYI MO CHE TA|
71 0|0| AbE5t S = UCh= A2 o|0[gLIC Y ER A 22Xt
Ol Al A IP = F 2HOF K| & CHA| XS A 2.

+ Request timed outO|2= HA|X|E £=AISH= B2, O|l= SHH IP
FEATFAxis K| 2O 2 A 7tsSICH= A

0% Bi S o131 XS ChA| HR[SHHAI 2.
Soust AEUO| CF  DHCP A{BIO| A CIO|LY S} T8 MHeL7| FOf Axis HX|2| IHIP T
ST B It ABEIYSLICE Ol SB[ DN P FAJLCIE HAOM = AL
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