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- Type(-.-.-°g) HTTP

- URL: http://<IPaddress>/axis-cgi/virtualinput/activate.cgi
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- Condition(Z1): Applications(0fZ2|#|0]|41) > Motion Guard: Camera profile(&.
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- Action(2M): Notifications > Send notification through HTTP(Z &l > HTTPE &
o ¢a ML)

- Recipient(=241X}): 7}4 ZE 2435}

- Query string suffix(# 2] 2Xt¥ & 0| AL: schemaversion=18&port=1
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- Condition(ZZ4): I/0 > Virtual input(7}4F Q=)

- Port(tE): 1

- Action(2 M): Light and siren > Run light and siren profile while the rule is active
(EF U Aol > S0| 4 AEHQ SO X U AfO|H T2TH M)

- Profile(Z2u}Y): MiZ M MHEl ZZ20tU M
Save(XME)E =L Ct.
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4.

7t 2kel & X| O1E{ H 0| A 0| A System > Events > Recipients(A| A& > O|HIE > £=AIXhH 2
O|Zotar =M AHE F=IHet L L.

Cte HEE Y=L C]
- O|E: AEZE AO| 2l
- Type(§€): HTTP

- URL: http://<IPaddress>/axis- cgi/siren and_light.cgi
<IPaddress>E& AEZH ALO|2Q| A Z HiEL|C}.

- M2 MME A2 S AO|H ALBXIS ALSX} OIS T A S YL L,
SE HOIEI} R RN SHOI87| 3 Test(EI A2)E FRARLIC
Save(XF)E SBILICt
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AEZH )\|.o|a1|o1|)\-| Egm-OI S MM Qs i SAUst HEE ™

RuleS(E)E Ol&3ste 22 =7ttt
CHS MBS YL
- 0|§: Moz AEZH ALO|H 25}
- Condition(ZZ1): Applications(0 Z 2| #| 0| M) > Motion Guard: Camera profile(2
M 7tE: 72t =2 ntY)
_ AHclgl_onI(‘-"_'.-*lﬁ): Notifications > Send notification through HTTP( 2! > HTTPE &
of & HE)

- Recipient($=4IX}): Strobe siren(AE 2 5 A}0| ).
M E = 0|M0f| Events > Recipients > Name(O|HIE > £=AX} > 0] 5)0f =
S YBHOF gLt

- Method(H{| A E): Post

-

L
%

21t

- Body:
{ "apiVersion": "1.0", "method": "start", "params": {
"profile" : "Strobe sirenprofile” o}

rofile” : <>'0f Ql245}0f

= pr
°H§|Ef 0| 420 &= “Strobe siren proflle( _.E_H AfO|E_I ZTZntY)' S Q& st}

4.

Save(x-Ptl-)E ZalstL|C}.
Cts =27t Z2etEl O E E& F7t U
- 0|2:m Moz AEZH ALO|2 H|ZHA S}

- Condition(Z=Zd): Applications(0j Z2|#|0|1) > Motion Guard: Camera profile(2
A JtE: 7tH2t =2 nlY)

- Invert this condition(0] =72 HIXS}7|)2 MENSHL|CT.

- Action(2§ M): Notifications > Send notification through HTTP(Z &l > HTTPE &
3 ¢zl ®MD)

- Recipient(=241X}): AE Z H A}O| =l
H &2 &= 0|™0j Events > Recipients > Name(O|HI E > =2IX} > 0| §)0f =t 7410t
S LS} OF 2L Ct.

- Method(| A~ E): Post

ETH
-
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- Body:

{ "apiVersion": "1.0", "method": "stop", "params": { "profile" : "Strobe siren
profile" o}

g
o =h
I
o

H =
StL|Ct. O] 20| = "Strobe siren profile(AEZ E AtO|Hl =20} e)'S &
5. Save(I-P‘l')E SalstL|C}

7tt|2t7t 22 AX|5tH MQTTE 8ol 2AEZH Alo|#H 2 243}

=
O| 0o M= 7|2+ | A KX| =l AXIS Motion Guard O E2|A|0|M0| &I & ZtX|& IjotCt MQTT
SO AEZH AtO[H 01I 7tH2tE HZ5tn AEZE ALO|HIO| A
HotL|C}.
AL 7| R
. AEZH AJOJHOA ZRTAS AL CE
. MQITEZ7E= ™Al HEFo
« 7l 2}0f| AXIS Motion GuardE A4 ¢!
7t 2t A MQTT 220[HEE &278:
1. 7t02te| K| CIE{ T 0| A 0f| A System > MQTT > MQTT client > Broker(A| A&l > MQTT
> MQIT Z2{0[iE > H2H)= 0|561 C}S HEE YHSHIAIR.
- SAE EHZHIPEA
- ClientID(Z2}0|AHE ID): 0| £ S0 7|2} 1
- Protocol(ZER2EEZE) EEZHII AN T2 EZ
- EE . HZFHIIAIESI=E ZE HS
- B 2 7{ Username(A}2 X} 0| £)1} Password (T AL E)
2. Save(M%E) & Connect(dZA)S ZelstL|C}
MQTT AAIZ 23l ZHH 20 M = 7HX] &5 d8:
>

O[fIE > §)Z 0|35t E5 F7teHCh

—

1. System > Events > Rules(A| AEl
2. Cte MEZ YasLct
- 0| &: =X 0| Z4X| &
- Condition(ZZ1): Applications > Motion alarm(0 £2|#|0| M > @M 2h)
- Action(24): MQTT > Send MQTT publish message(MQTT A|A| HA|X] F &)
- Topic(FH|): 24
- Payload(H|O| 2 £): On(7{7|)
- QoS: 0,1, EEE=2
3. Save(HE)E SUsLct
4. Ctg 7L Zotel 2 E2 F7hetL o
_ 0|2: M gle
- Condition(ZZ1): Applications > Motion alarm(0 £2|#|0| M > B/ 2h)
- Invert this condition(0] ZZ 2 9tHS}7|)S MELSL|CL.
- Action(2§M): MQTT > Send MQTT publish message(MQTT A|A| {|A|X] FE)
~  Topic(FEH): 2N
- Payload(H|O| 2E): 7H &
- QoS: 0,1, EE=2
5. Save(RZZE 22gLct
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1.

4.
MQTT

1.

2.

AERZE AO|HO| A MQTT 220|EE MH:
Of

AEZH ALO|-IO| & X| QIE{I|O| A0 A| System > MQTT > MQTT client > Broker(A| A&l

> MQTT > MQTT 22}0|91E > HEH)Z 0|55} 1 LIS HEE YHSIAA2.

- SAE HEHIPFEA

- Client ID(22}0|HE ID): AjO|2 1

- Protocol(ZE2EE). EZ2HII HAHE T2 EE

- EE HZHHIIAIESIE ZTE HS

- Username (A2 X} 0| £) U Password(TjA Q| E)

Save(X{ %) 5! Connect(AH )2 S 2/otLIC

MQTT subscriptions(MQTT 11 5)2 2 0|23} 1 =& FIt3tL|Ct.

Che §2E YggL ot

- Subscription filter(7t = EE): 2 M

- Subscription type(Tt 5 §9): &E| =X Jts

- QoS:0,1, =2

Save(XM@)E SLICL

TES QB AERE AN E2 44:

System > Events > Rules(A|AHl > O|HIE > B)2 0|55l E2 F7IL|Ct.

[t HEE Qasct

- oE:2xYo| LY

- Condition(ZZ4): MQTT > Stateful(M#Ej F=H 7}5)

- Subscription filter(115 EE|). 2 M

- Payload(H|O| 2 £): On(7#{7|)

- Action(2§ M): Light and siren > Run light and siren profile while the rule is active
(ZF U AO[3 > 20| 8 MEfQl SO X U Afo|H T2 Alg)

- Profile(Z20tY): gdotdtd{= T2 utd S MESL(C}

Save(MF)E S LIC,
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# QIE{m|0] &

AXIS OS7t B Al =l HX|2| @ QI I O] A0 M A 4= U= 2E 7| S 2730 ths Lot H

AXIS OS gl PIE{Ifj0[~ =Z 22 O|SgLICt.
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https://help.axis.com/axis-os-web-interface-help

SIP(Session Initiation Protocol)

SIP(Se55|on Initiation Protocol)._ VolP 2 &E2 A, X X TESH= O AR ELICE =0
=, SIP AFEXLOO|HE 210 25 A 4= ASLICLSIP 28 +ASt{ B SIP Hob)|, AZEE
2SI X & Axis BH] 52 A2 S 4 YL Ch

RTP(Real-Time Transport Protocol) S2| M& T2 EZ 2 AFRSI0] AN QLC|2L H|C| 27} SIP AR
Xt OO|ME Ztoj| mghel L T

ojof & mlof 282 AHE5I0 22 HER AN M E= PBXE AHESI0 HESRA 20 25 +dY
A 0|¢|_| Ct.

71 7| 2Xel ™ol SIP = tO| SIP ALE X} Of|O| M E 74Ol 2/ O| RO T L|CE O] 412
peer-to-peer SIP(E|O1 E 1| of SIP)21 gL C}. §5’4 HEA0A O] EAIO| O| 20| X|H AL X} Of
O|MEQ|SIP A0 QO EIL|ICH 0| AL LHIHO|ISIP A E sip:<local-ip>@ L|LC}.

PBX(Private Branch Exchange)

EZIPHER3A B0 A SIP 2= &gt I PBX(Private Branch Exchange)7t & ${E &2
e > ASLCLPBXO| F8 7N Q4L SIP LEA| £ SEXLIE SHE SIP A LIt PBX

S 7|Z0] AQXBENY SHES0] S2j0|AlE 0| A el EASID 2 FS, 24 Y, 2|0

M S2 5 8LICL

PBXSIP M= =24 HHE| = 2T AO|EZ A ELICH QIEZTHO| A EE= EFAF SFAL7L O] A
HE SAES 4 USLITE UEYT 20 SIP 22 28T i =2el SIP 4 9|42 F2| o PBX
MEE &3l =0| et & L L}

Zt SIP ALE A} O O] ME = PBXZE S50 2 ZHHE L M= = MatS 20 CHE ALEXL O | EOf
AAdsk = Q&L|CH O] 4 Ol SIP A= sip:<user>@<domain> EE& 51p

—|0
Lone
rE

—" |—| 140
e

ip:
<user>@<registrar-ip>¢iL| |- SIP =AE=IP A2 EHIH0|H, PBX= PBXOH ED|0 =5t
K| M AT 4= JqA SHELIC

NAT g1} 7|5

Axis ZEX| 7} APEEHLAN)OY Q1T S LI EQIT QR 0I A FHX|0f Yu| 2Bt B NAT(HEQ S =
H3h £t 7|52 AFg et c.
H| D

2t 2E7F NAT E14F & UPnP®E X|&l8}jOfF BFL|LC}.
2t NAT ST} TR ESZ HUHOR AL HEY T SH0| W2} C12 R3O 2 AISE £
Ech

« ICE ICE(Interactive Connectivity Establishment) T2 EZ2 2 AF238}H I 0] T K| 7o) etst
SAO| O|ROXEE 7M1 Xl 25 27| 2T LCH STUN ! TURNS 238l =
ICEZ2EZOMN 7Y 2880 BEE &2 = A= 7127t o E L

» STUN - STUN(Session Traversal Utilities for NAT)-£ Axis X|Z 0| NAT Lt
X 2ol 18 42 f4 2 AE AA8CR 6“:*5 O e[0T S& t
= 72 £ A iF= SE0[HE-MH HESRR EEEEL L|CHIP =2 22 STU
H.| =AE OIE=Io|-|_||:|-.

(o]

-4 o = AA

X|7}TCP iE= UDPE S THE S AEOM S0|2= HIO|HE e = AEF 3|+
2E2Q/L|CF. TURN AJH| =4 & 2391 §E 2 EtLc)
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https://whitepapers.axis.com/chemical-resistance-to-common-cleaning-agents
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32—%‘;}%3} A 7|22 MHE2 Fo|s M AFESHOF SHLICE S& Zot Al 7| 2422 A5t
HIPFAE H RS ZE AHO| ST £t A| 7| 2422 1A ™ & LICH
HMES 3H ESHA| 7|2 Ao 2 A H OIS S HSIMA|IL
1. XMEe MES EELCL
2. NOlHES 52 MEfO|M M AS CHA| HZSLICE X & 71 R, on page 188 H IS 2.
3. ME{LED EA|Z7|7| FgMo 2 2 77} X] 15-30=x ¢t X0l HEZ F2E1 US| L
4. MOl HHES S5 LICH 4E LED HEA|S0| 520 = HH ™ 00| t= E LICE HEXI 0N
DHCP MH E 0| 8¢ == Ql= 4% HXQ IP FA= O3 T otLE 7|2 d™E LT
- AXIS 05 12.0 0| 40| HA|E F: YA-2Z F2 M EU(169.25400/16)04 72
ESPN
- AXIS OS 11.11 0|8} 7} A X| =l XHX|: 192.168.0.90/24
5. MAX| Y HE AZELIO EFE AMESIHH IP FAE S, AR EE AFSHD, FX|0f

OH | ABHL .
AKX & 22| AT EQN =& axis.com/support2| X| &l I{|O| X| 0| A K=&l LIC}.
A N

=
Lot FXo| @ QAHIO|AS SOl 075 ST =0t Al 7| =42 =2 A 5+ ASLICH

o Ne]
Maintenance(§X| 2 4) >Factory default(Z% &3} A| 7|2 ™) Z 0| 5311 Default(Z|2)E 2
2|k C}.
|

AXIS OS =M

Axist= A E3 = TS(E 7| x| Q) E240f T K| 2ZEQ0f BalS HBEL|Ch B E2of
UCHE 242 2 54 HZ 7|50) (S o2 ANfASTHE o|njo[n, (TS EAHL =2 {1 273
WEQHAMIOIEN ZSEE F= F718 Eel=et e 1™ EHES NS

Z[ A 7150 HMASEe{ D SEALE Axis A E F A E A|AEI K FEZ ALESH= 89 & EMO| AXIS
OSE AHESt= A0| ZEELCE %[4 2 E=H0| Cisl X|SH o2 AT K| = EtAL S 2 ARG
= 4% LS EAME ABSH= A0| ESLICE LTSE ALE5tH N E0| 5% 7|sX HE Afed S =
SIALE 7| & S0 QS FX| 210 AO[H HOotZ FX| 22| = USLICH Axis HX| AZEQ0f
20| LB XbAM| B LI 2 axis.com/support/device-softwareE &S A| 2.

S{X AXIS OS A =19l

AXIS OS= HALEX| Q| 7|52 AL LCE 22X E 2 = HXY AXIS OS B H 2 24Q1510] AlE
St= A0 ZEELICH 2[4 HEO| £ 8 E sl Adt= =78 A0 2|0 JE 5= US|}
S| AXIS OS H T2 240152 M Ct2 2 =l gL ot

>

1. ZX|o] ¢l QIE I 0| A > Status(AHER) 2 )
2. Device info(ZHX| ™ H)0| A AXIS OS HAE =HQIskL|CF.

AXIS OS ¢ 1zo| =

2 At
o X AZEQIOE Y1 O|ESHH, AP L= M- AHEXL XY A-O| MFE LICH
Axis Communications ABi= Al AXIS OS B{F 0| A SISt 7| =2 AL S = QIE2tE AX 0| X

YECh BEE & QlaLth

. AXIS OS 12.65 E{= AHX|O| SIX| H{ M1} =
LICL O & =0 X AX[E HX| AZEQ

H HH AO[Of A= BE LTS TS EXS0f &
O] B{Z10| AXIS OS 11.201 A2, K| E
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https://www.axis.com/support
https://www.axis.com/support/device-software

AXIS 0S 1262 2 41#[0|E5}7| HO LTS B AXIS OS 11115 HX|#}Of $HLITh XpA 3
L8 S AXIS OS Lifecycle 7F0|E: 170/ H2E RESIAAIQ.
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1. axis.com/support/device-softwareO| N| 22 E NS k|= AXISOS 0= AFE CIREE
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RO 22Xtz 2R

Maintenance > AXIS OS upgrade(§-X| 2.4 > AXIS OS ¥ 18|0] £)Z 0| 53}0] Upgrade
(daglo|E)E S 2L
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20| E7 2RE[H X F0| A5 22 A ZE L
72H 28 R 75t s EY
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Z HIOAIA|Q
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« HFIPFAE OHE FX|7HALE 3F U = UGS L CH =l -

1. HELA0M Axis ZX|E (LTt

2. Command/DOS #O| A, pingS Y& = X Q| IP FAE Q&BtL|CH

3. Reply from <IP address>: bytes=32; time=10...0|2}l= EES =42,
O B EHIP A7} 0[0] HEYAO| 2 AX|fA AR 5 & 9122 o|OjgL]
Ch U EX A 22| XA A IP =25 2Ot X E CHA| EX|SHUA| 2.

4 Request timed out F£=ASI=E AR Ol Axis K| IP FAE A £ QA2 S
o|O|gtL|Ct 2= # 0| & M-S =St HX|E CHA| HX[SHY Al 2.
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YIPFAE COHE A0 ME AFESHE 42, sl e TX|0f BN ASH= O X7 2l &=
Ql&L|C}

AN H

K| A A B 2H

24


https://www.help.axis.com/axis-os#upgrade-path
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https://www.axis.com/support/device-software

oot 7Yl YAYCS SN B WX S BT £7|8 BYO2 XA OF BHLICE X HOf of
WA S& St Al 7] £

IP 324 7} DHCPO| ©| 3} tHZ =

DHCP M7} &It IP FA= RSP FA0|BE HAE = USL|CELIP FAT HAE ZL20|=
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. MH/EZFHOM T2 ZE 443902 X|HE|= WS/WSS(WebSocket/WebSocket Secure) =
EEZO| X HE|= B2 0| CHdl AHESHU Al 2. WS/WSSTt X| R E|=X[QF O] = L E T Hj
O|ATHAE AFEEX|= MH/EHZ2FH S SO A ZOISHMA| 2.
+ MB/22771ALPNS X| 23l B2 4430} 22 JHUE BES S8 MQIT A2 WY
gt = USLICE MB/E27 NS M0 22|35+ ALPNO| X| OJE| I‘7<| O ALPN T2 &

o
S0} TE S AFRSHX| OISt .

11T

&= LHEO| 07]0f Sl Z20l= axis.com/supportOf A ZHo X 2| MM Z =t ols] B A 2.

25


https://www.axis.com/support
https://www.axis.com/support
https://www.axis.com/vms
https://www.axis.com/support

AXIS D4100-VE Mk II Network Strobe Siren

1

ol
or

[
=X

ER

AT7 220

R

1

X7t SHIZA S

Xt
S

LTk 2%

e
o
=

O
[

b

k=]
=]

UK

Maintenance mode(§-X| E4= R E)0| M ZHX| 7t

2420 o™ L L

oro
LS o

YR A 2] 7F Lt

X|

oH
B0
Kd

I5HAIA| Q.
stgoll 2X|5tH =FO| At=

Jlo

MHAl 2.
26

-
(@]

7t E20| ©RBIH axis.com/supportZ 0| =

2{sHor = 7t

=
e


https://www.axis.com/support

<30 T <IxF t .
JLH_._.LH._LOI m__u_.o mg_._ Mlﬁ H_._._O H_.t
RI= 0 Xy ofol -
IS 4| =) or S 2r N
ol = oK S

T OBk =3 g i
MAE% - 0 OF 1| K% wm.__w.m_v s
95K S U= Z sy
<G4T o @ Hl — . ool
<k O T of <= D
Ao T S =3 == o
Sl R < N
< m. ~ o) o —_ - O__”_ —_
o D = o = MR
WISS S 2K o= L R
HER Y ol Kigo M
— 5K o o gt ol ol 1ol
K O i~ —u| Ok

o0 H SoF_=X T = B0 o]
mn v < —OI<] — iy -
ﬂnJA_l [H) nL_/Im._LOI o gy o_|._L0| ol
KFSs! o ok <y Doy Rz O
sat = £ (IR g M- &
FxE S oJR0 ST g

Lo #@ 2 e M EaE
% w ojn wk _l:“_:._o__._._ml ] 2 ._un.vH Kl o/
Ko - LIS Z4 SR
—, o mul F —0ojl © = B0od A
oI = Ok, D -3 ol
el K oLl 8 =50 ko >

o il Ll
H 83 o G HEE 3= Mo 5
0d9H oS L = o o

S T Tz o o —= oo
R g @ TR T
T 3 Wl =3 P 0.
o= {0 SolT ® €O < ol
mors ziF HOF 2 S e Wl

m ol 5 _, =— =00 XX0
aBT =B XEHE Sy w A% 5E
BORTE 2 .__A.um._o Q S Kk KF=< !
oFfoz gl ors g T g @  oox
0l <0K0 mE_ _ RFIR S., g 4 XX
ol ol Mooy ooy o 39 12 KM
HEel R M opesgor] OSSN OHD 3R o
F=H  2p X 8oy ol S0 W wiof
= H - e L_._ ml e L = - L_l_lr >
o<rEol ¢F of YERm ol ¢© o LN mik
XWX <3 K Z=2olof M &R M Z3IT B

_([D__I

FEEIFR

o
—

| H|7|5t2{ & X

7t

7] fl8ll 25 2 ZEL 0
[

IS

o

27


https://www.axis.com/about-axis/cybersecurity
https://trust.axis.com/
https://www.cve.org/PartnerInformation/ListofPartners/partner/Axis
https://www.cve.org/PartnerInformation/ListofPartners/partner/Axis
https://www.axis.com/support/cybersecurity/vulnerability-management
https://axis.com/support/cybersecurity/security-notification-service
https://help.axis.com/
https://www.axis.com/

710223803_ko
2026-07 (M6.2)

© 2025 - 2026 Axis Communications AB



