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of ¢ ML)

- Recipient($=21X}): Strobe speaker(AEZ H A1|#H).
H 2= 0| 0j Events > Recipients > Name(O|HIE > £=MX} > 0| E)0f =S A1t
S Y5l Of ghLLCt.

- Method(H| A E): Post

- Body:

{ "apiVersion":"1.0", "method": "start", "params": {

"profile" : "Strobe speaker profile" }}
SEES AN DEIAS WEE [ 226 2 SUsl BEE profie(ZRaie): <> &
20| BEFEA| Q&S| OF BFL|LC}. 01| ”Strobe speaker proflle( E ALl7{ T20O)".
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of B HE)

- Recipient($=MZXh): AEZ H AT1|H
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& Lol OfF 2L LCt.
- Method(H{| A E): Post
- Body:
{ "apiVersion": "1.0", "method": "stop", "params": { "profile" : "Strobe speaker
profile" o}
cE2s AT Z2TloIg e O S0 U SUY BRI E profile(T TR <> &
20| HEEA| Q23| 0fF SEL|LC}. Of: “Strobe speaker proflle( E AL Z20re)”.
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7FEH|EP | & K] 2l 1E1IO|A01|A-| System > Events > Recipients(A| A8 > O|HIE > £=MXp 2

NP
OISl FHIKE 7igch
=

- Type(§€): HTTP

- URL: http://<IPaddress>/axis-cgi/virtualinput/activate.cgi
<IPaddress>& AEZE AL|FHO| FAZ HHEL|CH
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M2 d8el AEZE AT[A AFe A8 S iA=L
OSB3R =

=]
g o] 2QI5t7| 2|0l Test(HIAZE)S S = LIC.

4. Save(MEH)E S=gLICL

Che S AFSSHO £ HTY S MRHE Z7t2LCE
Name(0|8): 7ty ZE b 242}

Type(§d): HTTP

URL: http://<IPaddress>/axis- cgi/virtuaIinput/deactivate.cgi
<IPaddress>& AEZH AL|FHO| =AZ HEL|LCH

Mz ddel 2E2H AT AF A8 L A=Y LT

6. 2E E1|0|517f FETHK| =2Ist7| 2|l Test(HIAE)E =L CL.
7. Save(XZEHE Z=2lstL|C}
tH 2t & E2 c'i

2.

L RU|eS(E) OiEs1a 22 Aok
I S

Name(0| =) 7w 101 2%}

Condition(ZZ1): Applications(0f Z2|#|0|4) > Motion Guard: Camera profile(2.
A Jte: 7tH2t =2 ntY)

Action(2M): Notifications > Send notification through HTTP(Z & > HTTPE &
o ¢a M)

Recipient(=AX}): 7}AF Z E 2Hd 5}
Query string suffix(# 2] 2Xt¥ & 0| AL: schemaversion=18&port=1

3. Save(MZhE =&l L}
4. oS EE7tZoE OHE §2 FtetLoh

Name (0| £): 7}A IO1 H|EHAd 3}

Condition(Z=Z1): Applications(0f = 2| #|0|41) > Motion Guard: Camera profile(&
M ItE: 7t02t =2 n}Y)

Invert this condition(0] ZZH & HtHS}7|)S MEHSHL|C}.

Action(2iM): Notifications > Send notification through HTTP(Z &l > HTTPE &
of &3 HME)

Recipient(=21X}): 714 Z E H|ZHd 3}
Query string suffix(H 2| 2XtE & 0O|A}): schemaversion=1&port=1

5. Save(X)E SELIC,

AEZ2H ANHOM E Hd:
1. AERH AT ¢ OIE{H 0| A0 A System(A] A& > Events(O|HIE)2 0| S3}0] 22 %=
ZbstL|ct.

2. O3 8EE YUk

Name(0| &): 714 &3 10| M EE|A
Condition(ZZ4): I/0 > Virtual input(7}4 Q=)
Port(2E): 1

Action(2 M): Light and siren(Z=3 % A}0|&ll) > Run light and siren profile while
the rule is active(S0| &4 AME[Ql SOt X Gl Alo|7l = 21}l AlsH)
Profile(Z2I}Q): |2 M=l =20 MEH

3. Save(MEE 2Lct



Ftot7t 2 M S AX|SHEH MQTTE Soll 2AE2H A7 E 45
I

Ol A M= MQTTE Soll 7tH2HES AEZ2E AL|F 0| HZASID F4H2t7F R8-S X[ MOt
AEZH AUAM 220 Y S Sdetols s LD

AlEFSE7|
o AEZRH ATZAHOAN =20 S AAMSHL| L}
« MQTTEEHE 475t EEHO|IP T4, AFEALO| & & ARIEE 7HH S L CE
. 2N CIEM o Z2|H 0| Mo| TAIE|0f QT 7o 2tof A Al Z0|ofof BT
?HHI 2tof| - MQTT S2I0|HEE 4A7:
7t 2to| |l 0IE11L|0|A01|A1 System()k|¢%l ) >
Broker(HEﬂ)E 0| =35t Lt "*EE U=HgtL|C}
- Host(SAE). 227 IP F

- Client ID(22}0| ¢ E ID): o1| =0 7t 2} 1
- Protocol(Z2EE). EZ2H/| AP TEZEES
- Port(ZE). EE27{7} At ESl= ZE HS
- B 27{ Username(A}2 X} 0| £)1} Password (I AL E)
2. Save(XZ%) % Connect(HZA)S S=lgtLCt.
MQTT A A E 2l5i ZIHZHAM = 7HX| &5 4
1. System(A|AED) > Events(O|$lE) > Rules(&)Z 0| St 22 F=7t2fL|Ct

2. O3 ZEE UYLCH
- Name(0|&): 2% 0| ZX|E
- Condition(Z=Zd): Applications > Motion alarm(0j Z2|#|0]/4 > B/ &)
- Action(2): MQTT > Send MQTT publish message(MQTT AH|A| HA| X] F &)
- Topic(FH): 2N
- Payload(Zj|0| 2 £): On(7{7|)
- QoS:0,1, EEE=2
3. Save(MZHE ZzlstL|CH
4, Che MEJLESE CH2 22 &1L
- Name(0|&): 2 M QIS
- Condition(ZZ1): Applications > Motion alarm(0 Z2|#|0|M > /M ezl
- Invert this condition(0| =4 HI™6}7|)S MEBHL|LCY.
- Action(2§M): MQTT > Send MQTT publish message(MQTT A|A| H{|A|X] FE)
- Topic(FH|): =2 M
- Payload(H|0| 2 E): 7HH
- QoS:0,1, EEE=2
5. Save(XZEhHZE Zg|stL|LC}.
ae22 2TH0A MOTT S20lIES 8.
1. AE2HE ALZ 2 OIEH 0| A0A System(A|AE!) > MQTT > MQTT client(MQTT £ 20|
E) > Broker(H 23))2 ol &3fof e et oeeo
- Host(SAE). HEZ7{IP A
- Client ID(22}0| Y E ID): Af0O|2il 1
- Protocol(E2EE). EZ2HII EAHE T2 ES
- Port(ZE). E2H 7} AFRS= ZE HD
- Username (A2 X} 0| £) 4! Password (I AL E)
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Save(X %) 5! Connect(HZ&)S EalgtL|Ct

MQTT subscriptions(MQTT +5)2 2 0| &35l =2 F7HefLICL
CIS ME 2 QlaistL|C},

- Subscription filter(7t =5 EE): 2 M
- Subscription type(Tt 5 §9): &E| =X Jt5
- QoS: 0,1, EE=2

4. Save(XZEhE Z=lgtL|Ct

MQIT 252 $lef ~E 25 2201 § M4

System(A|*E*|) > Events(O|HIE) > Eules(%)i O|=3t1 E8 F7fgtL|Ct.
2. L2 & YseL ot

- Name(0|&): =X &I0| ZX| &

- Condition(ZZ1): MQTT > Stateful(&Ef =X 7t5)

- Subscription filter(7t 5 2E). 2 M

- Payload(Zj|0| 2 £): On(7{7|)

- Action(2 M): Light and siren(Z=3 % A}0|&ll) > Run light and siren profile while
the rule is active(Z0| &/ AFE[Ql SOt = 8l Alo|3l = 2= mjel AlsH)

- Profile(Z 2ntY): 2Malsteis 20t MEBHL(C.
3. Save(MF)E SELIC|
20AHHAE Mg AR O|HY ME
Ol 0ol M= AT B AE7F HIfSHE ol &l =Xt 7f O|H U S 2L =S LI YK 7t T4 &
L|C} AL#H HAE LS 0fY 18:000f 0|$o1x|5 M= L|CH

1. ALDFHHAE Q™H MM
1.1. 7§|§Ir| QIE{H|O| A > System(A|AEl) >Events(O|HIE) > Schedules(2’d)2 2 0| 5%
L|Ct.
1.2. O 18:000] A|2tSED 18:010] SR L= L™ S ML CL 0| £ 'Daily at 6pm(0f
4 27 6A|)'= XL T}
2. O|n g a=AIK} A
21, HX| 2L 0|A > System(A| A&) >Events(0O|#ll E) > Recipients($=4IXp) £ 0| 53t

L|C}.
2.2.  Add Recipient(=41X} F£7}1)E St}
23.  Bb= ALZ O|E& 'Speaker test recipients(AL|7{ HAE BH= AtZh' S 2 X|7H

24, Type(R8)0| A Email(0]HY)S MestL]ct

25 Send email to(O| | HL{7|) OFZHOI A SAIKFO| O =AZ Ql2{HL|CH 2l 2
AHESHO] O FAE T ESHIAIL.

26. HUAEO| O|H Y AHOf CHet M & MEE Y=Lt

27. Test(HAE)E 225l H|AE O|HYS EHL|C}

H| D
UL 0|0 Y SSAt= O 2f =l O YLt 9t FAISHHENE F=MSHHM ALEX7F 2 HE DY S
L B = 243 MoHsH7| Qo 20 ZWEE AF2SLICH B R 24 & o|H| Y AE &S WX
Sio{® O|H|Y SRS 2Ot M-S SHOISHAM AL

28. Save(XME)E S&elgtLCt
3. K= AL HAE MA:

3.1 2 K| QIEH| 0| A > System(A|AE) >Events(O|HIE) > Rules(&)Z O|=&tL|LC}.

32. Addarule(8 F7hHE Z&lstL|Ct

17



33.  E0| it o|ES Y=gt Lt

34, Condltlon(*l'EH) O} 2Hj Of| A Schedule( 1) MEHSID EE|7H 22 0| A MEH

3.5.  Schedule(2%) Ot2{ | A LH('Daily at 6pm(Of L 2 F 6A|))S MEHBEL|CY.

3.6.  Action(2/1) Ot2l0f| A| Run automatic speaker test(X}5 A L|7{ HAE AMal)2 M

ENSHL|C}.
37. Save(XZhE ZzlgtL|LC}.
4. 2O HAEZAIY I O|H Y S BEUl= =HS 28T

41 ZX| QEHO|A > System(A|AE) >Events(O|#I E) > Rules(E)Z 0| = &L |LC}.

42. Addarule(& F7I)E &L Lt

43. 20| 3t 0|28 YTLICt

44.  Condition(%EH) Of2[0f| M Speaker test result(AL|7{ H|AE Zap)E MEHSHL|C

45. Speaker test status(A I| 7 H|AE AFE{) Of2lj0f| A| Didn't pass the test(E|2AEE &
SR RASLIEHE A EfRfL T

AL A H

46. Action(&iM) Ot2l0f| A Send notification to email (0| | 2 2! ML)S MEH
C}.

=

rx

Il

L

47.  Recipient($=21X}) OF2i 0| A =2l XH('(Speaker test recipients) A7 E|AE =AIX})
= MENSHL|C},

48. M= HAIX|E YEt1 Save(MF)E S LICL
LE0| EC|AHE o ArEXX|E 2 MY

Hf EH
o -

rr
mjo
X
o}]
o
-

o[ oilof M= CIX|E Y =7t HEE W] ALEA X' 2|2 TS E2| A5}
Ct.

QU oY Pz E

Media(0|C|0{) 2 0| =5} —l_ Add(F7})

L. £ =4t
2. 2E50 ARHOM 2L oS Aot MEfgtLCt.
3. Storage location(X % £|X|)S MESSHL| LY.
4. Save(MF)E 2L
Q| njgz T2 0t 4d:

Profiles(Z2I}Q) = 0| 535l _I_ Create(Mi)E ZelghL|Ct
Name(0|5)S Qs = 20}l o "

AFO[2 M MO M Q2 ESH QL]
Intensity(Z ) 3! Duration(7|Zt
Save(XMZ)E SgLCt

E 0| CHof Y5t ™ 2eks AL
1. System(A|AE) > Accessories(@ M| A{2]) > 1/0 ports(I/O EE)Z 0| s gtL|LC}.

2. Port1(:ZE 1) > Normal state(®d 4 &E}) £ 0| 55} Circuit closed(2]| 2 H|2})E =Tt

m.m.h.w_'\)!—‘

L|C}.
= d4d:
1. System(A|AED) > Events(O|HMIE)Z 0| S35t E8 F=7t2fL|Ct
2. E0| Ciet o] 2 YL CL
3. ZX71 5E0| M I/0> Digital input is active(C|X| & Q21 g/dshE MEHSHL|CT
4. Port1(ZE 1)2 MESIL|CE

18



o M 2 2 0] A| Run light and siren profile while the rule is active(£0| 2M3}E|0] Y= 5
oF Z % Gl ALO|3 T2 Ma)S MEHBtLICE
6. Q2L QC utgdo| Y==201ed S ﬁﬂ-ﬂ.l_ll:l_.

7. Save(MH)E S=gLICL
DTMFZ 2LC|2 FX|
O] M= LteS sdst= LS A LICH
«  TXOA DTMF 74
- DTMF B&0| |0 H&EH QL2 X6 =2 OHE MH
System(A|AEl) > SIP > SIP settings(SIP 2’d)2 £ O| &gt L|C}.
Enable SIP(SIP £33} 7} 7K Q/=X| SHoIStL|C}.

7{0f 5= B2, LSOl Save(XMFH)S 2 E5t= A2 AX| OHUA| 2.
3. SIPaccounts(SIP #|d)2 2 O| &g L|LCt.

SIP AR ¥ofl i, ¢ > Edit(HI)S SSLCE

DTMF O}2{{ 0| A| + DTMF sequence(+ DTMF A|&IA)E S =I5t

Sequence(A|#2) Of2}0]A{ '1'S 2 @{3tL|Ct
Description( &) Oz 0f| A 'stop audio(2LC| 2 FX|)'E & =HStL|Ct.
Save(HZE 22etL|ct

System(A|AEl) > Events(O|#l E) > Rules(£)Z 0|53t Add arule(& F7h S 2&/aHL
Ct.

10. Name(0]| &) Ot2}j0fl M 'DTMF stop audio(DTMF @C|2 FX|)'E =BtL|LC}.
11. Condition(2HEH) OF2H 0| Al DTMFS MEHSHL|C}.

© ® N ;s

12. DTMF Event ID(DTMF O|Hl E ID) O}zl 0f| A stop audio(2C|L2 SX|)E MEiSL|CY.

13. Action(2 /) Ot2[i 0| A| Stop playing audio clip(2C|2 & M FSX|)E MEiSHLIC}

14. Save(XZhE ZezlatL|C}.
41 SIP S3}0j T3 2C|2 43
SIPHSIE ¢S [ U2 S EE MUsts 22 28 = AsHH
QLR 2E0| Z2E =2 SIP S0 A}52 2 SHESt= F7H E2 28Y v AFLICE O|= Y&
uehO0| RC| 2 T ZHO| A= At O[5 2H[A|7]| 1 Sl 2|dS Fote = 420 78
e = USLICL O] = RC| R FX|0f| SIP 2 =52 610 +=HE|H QL2 FX|= L2 X 2K 0f )
= ALEO| A F5t7| flofl 2L S 8S MY L 202 S & A0 SX|EH 2L FX[0
M SIP S2t0f| AtsL 2 SESD S w2l QU FHX| M0 A= ALE Zte| S410] 0| F 0=
> et
SIP 418 248

17 2 HRIR 0| P F4AE R{oto] AT 0| Al QIEH|0|AR 0| SBHLICE

System(A| AEll) > SIP > SIP settings(SIP %) 2 0|53} 0{ Enable SIP(SIP E/d3a})&E MEH
gt
3. A7t =4 =2 A 62 H Allow incoming calls(=41 & 5| 8)E MEigL|Ct.
4. Save(MF)E SEL|CL
5. SIP accounts(SIP #|’d)Z 0| 52t L|LCt.
SIP A1 ofl 9, * > Edit(HE)S gLt

S A& LTt

A
Ol
0lo
L
njo
=t
1
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SIP &2} =41 A EEIQ KH e

o

2|2 20| E%§—51P olof| Ais2 2 SE:
ven

© o N o U oA

Settings(d %) > System(A|AEl) > Events(O|HI E) > Rules(8§)Z 0| 5310] £ F7t
Ct.

=0 et 0|82 'E—1 “—I'Zf

o .
°—”|*._’| =5 01I*1 Play aUle cdip(2C|2 S Md)= H=T L

2E FEOM YYo= 22 S ES e

2L S =g S5 dEgL D) 02 "ot H X 4"S 2|0| gL Ct

Settlngs M) > System()k| Ell) > Events(O|HIE) > Rules(&)Z 0| 5510 ES =7}

C}.

0| Cit 0|52 2L T

A7 2 E 0| M Audio clip playing(2C|2 2T Xj4l)S MEHSHL|CT.
Use this condition as a trigger(0]| ZZ 2 EC|HZ AI®)2
Invert this condition(0] =7 BIX)0|| EA|EHL|CF

+ 22 FI1E 2 &S0 O|HIEN| F BIW| =S F7tetL T
= séow State(AtEH) S MEh&tL|Ct
C

10. Save(I-l Q)% S 2lstL|C}
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AXIS D4200-VE Network Strobe Speaker

# QIE{H 0| A

H L=

gXo| W AHIO| A0 HEota{H B 22t X0 ZX|2 P F2S YHIYAL.

=

H| 2

>|-

O] Mo 2HSt= 7|5 A 2730 ot X| @2 &X[OtC} ChE L T Of OFO| 2 ®% ]
KoM 27| SolLt 28 AHEE & USS LIEELC

NH,
%
. € Change account(Z| #7): &% #| Mo 210+25} 1 A AR 21918k,

EI:—)Log out(210}2): S x| A ™0 A 20Tt L|LCt.

Ao 2 B0l Che o] EEHE L C

. £ H0|E: 721 20| O HEO K HlO|ES 288t M £2EAAIQ.

. Feedback(m| S4): AFR A} ZE S HMBE [ £20| Tl= T EWS ZQ3HUAIQ
. Legal(8): 27| % 2to|MA0f Ciet He 2 =L|c}

«  About(JE) AXISOSH{ Y U3 HS S Zolst K| YEE FL|Ct

Upgrade AXIS OS(AXIS OS ¢ 13|0| E): & X0 AZEQ|0{2 QI 0|=stL|C} ¥ 0|=EE
o ¢

M7t S 7|2t HEl

YX|7F NTP MH{ o} 7|2t LA =X| O F Sl &= 57
H2E HEAILIL.

LO_F
<
>
ot
ro
>
\I
o
Hl
oo
S
2
Z
_|
Y/
I
N
ot
%

NTP settings(NTP A7%): NTP 2 H =2
location(A|Z}F 8! Q|X]) | O| X| 2 0| =& Lt

Hot
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Hardening guide(& QF Zs} 710| £): Axis 2HX| 9| ALO|H = QFup [ AL O]l CHBH XtM|S| LOt=

4 Q= AXIS OS 2+3} 70/ = 21 A LTt

AlgH et

i

H

2 A
EE &%

b
FAA| 2.

o7

a

L|Ct.
E HA|): AF2E ALIO| 37} ZHX|

s

o
=]

-
[T

L|ct.

8

o
=]

LiCE 232 +30tn

I

e
o
=

23
22

=

=
28 210 YHolE

L O[X| 2 0|5
2N

|7
Ik

|7 HAE)

1L

A

Ho|): dZz 220
, ‘Bl X PID/

A

F

2
ZE

(=]
of EA|ISHAH HLIC}

1T

EEE,

1T

| #|0]d

A E

ey

== Q= Speaker test(
=

| -

#2738 1 o[X|

Show threshold and events in graph(Z12§

| Al ™S 2

Threshold(Q

Speaker test(2 1| 7{ E| A E): @:

e,

. X0 LEDZt Zet LT

Locate device(&HX| 37|):
View details(M| 5 A}

77t 285
| 1P 2,

oA |

I
Power settings(%
CHs 2|2 0

=
—

X

_I

[©)
=

AXIS Audio Analytics
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https://help.axis.com/axis-os-hardening-guide

Mgy orle Yy

Show events in graph(Z12}| = 0f O|HIE HA|): AtRE ALIO| A7} ZAX| =l A|E S J2f =0 EA|S}
243 ZLIC,

Threshold (@ A1t): £ 240/
ALO|AE X2 S23}

sEeL
Test alarms(H|AE 2. HAE SO 2 ZUX| O|HIEEZ E2| 5|2 H Test(E1|¢E 2 ZalstL
Ct.
L EF

Show events in graph(J12j=0j] O|HIE HA|): ET S| A2| 7} ZAX|E A|HE dAf= 2 HA|
Sk FL[C}

Classifications(£5): Ol Z2|AH 0| MO M ZX|& A2 WS MEISHL|C}
Testalarms(EH|AE Y&):. HAE EH0 2 E A2| Z4X| O|HEE E2|H52{™ Test(H|AE)E
S a|stL|C}

|

AXIS Audio Manager Edge

AXIS Audio Manager Edge: Of £ 2|#|0| M-S A|2t&tL|C}.

=

QC|Q AIO|E EOQF

CA Certificate(CA QIS A): QC|Q ALO|E0f BHA|2 278 [ AFRE QIS ME MENSHL| L.
AXIS Audio Manager EdgeOj|A| TLS Q15 & =/d3}of|of L C}.

o= 2

Save(X|XH: MEH S22 shM S8 K &S| C}

CRRoE

U2 or| @ Y2 AL BLCH U 9ES mAISL O

=

Input Type(Y3 &) 0| S0 O10|3 EE= 201 YOI A2 Q= RS MEiBtL|Ct
Power type(T & F&): Y0 Cist ©@ RS MEISLCH

Apply changes(H7Z At X 8): MEH AtetS X E8fLICH
Echo cancellation(0| 2 &| #{) @: oratsl EAM SO0f |2 E NS ™ AL L}

Separate gain controls(2 & #|Q! &|0]) @ CHE 4

2 RO Cis 7HEH o= A els 7ot
™ AL|C}
Automatic gain control(X}-5 #|Ql H|0{) @: A2l Hgto et AQlS sXo2 XMt H
ZAAMA Q.

Gain(#|Ql): S2t0|H & AFESHA A QIS B Z R L|CL Ot0|3 Of0| 28 E &0t 84H &
7 s Mg L Ct.
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[=]
Encoding(QIZR): 912 Ax AE2|D0| ALSE QIATS MEBILICE QC|Q Q20| HA i
Z20Br OIRES Nefdt 4 QIFLICE 20|19 U 0| 7 US 32 72 Bl Enable audio input
(2r|e ¥ gdah)= St
erje S8
+ Add clip(E8 F7I): M| 2Ll 28-S F7t2tL|Ct .au, .mp3, .opus, .vorbis, .wav I} &S AL
Sk Ol |}
T M-

« Create Iink(%,'-_‘-l Jé,) Alest I &K
212 s 2201 315 X HSHL|C

o
. Download(C}2&2 E) QEIE el 101| CtREZETL|CE

® 3l0|E Qr|Q AEZO| K| S31E ARSI =51E SX|6}2{ D CkA| 22U T} &3}
71T S0 42, MEE S X522 CHA| A|ZFE LT}
Hl
XA YOl HAX U0orPt 1 52 = JSL|CH Y=HEZ 7{2{H Audio > Device settings
(L2 > FX| H¥)E o|sgLCt

20 HAE

A7 HAES Ar%aoq AHom A7} OBt 2 RS SH=X| Zolst
Calibrate(E.&):
o|=.0f 2|sH 05
L|ICL LS00 A
X sjjof S|},

IZI

7 £ 2 Bsjof LIt 2L Sot A
jASHLICE Anj7] 2 2 e o) 23 /%o &%)
ol HH-y® AL

mjo |5
>

RS} MO S Zi B

Run the test(H|AE &¥l). 27 S0 A= LHO| HAE EZ K4S
WL
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Mna

< wry
H 1o <0
ooy o
Kl Z0®
o5 o
Q=
| o

1A=
o
<1 g
ol
ORLIE
|D|0ME._
ol<k=
_%.arauo
Fool
S
zo M
= KIM<d
el oy
KOOI KI

Y7t 7A B2+ RE2 SORUL|CL

Maintenance mode(§-X

SA|ote{H FLICE 7
O #8522 HHELICL

@C|Q LED AEl
QC|2 AH|H Aef
X2

L|Ct.

I

joll

=

E

xd

A

X2 QX B4 2CE2 QX5 H

Continuous(¥%): &X|E & Ui 7HX|

25

Time(A|ZH: X B4 @ E7}HX|




—I_ Create(US7|): Z=0tUS HH5t{H S L CH
« Preview/Stop preview(0|2| H7|/0|2] B7| SX|): T 20tS &7 Mo =20t O]
2| ©7|2 AR} LH S|
H| T
20|82 71 FIlel =2mUS
O

Name(0 §): =212 o%% JE st

O
o
[7,]
0
=
o
[=3
[e]
=3
nx
E
IH
HU
r H
9
40 rul
ot 0F
o
(©)
o
o
-
o

E)H CO'OF(&."%*) S ’.‘JE”°”—| Ct.

«  Siren(ALO|3ll): EECHR O 70| M @ Sk= ALO|# 2| Pattern(if &) X! Intensity(Z=)E
EH 'c‘>'H__| |:|-'
14

. [> O Z O L= AtO|3ITH O 2] 7|2 A|RHSAHLE S X|BHL|CL
« Duration(7|Zh): &35 7|7tE A&t C}.
- Continuous(H=): o B A| 2| H H= 7L K| M E L|CE
~ Time(AZh: 80| X|2E| = A7+l CHs) XIHE A|ZHS MEEL|CH

- Repetitions(22): £50) HJ%EIfH OF St S8 BT,

108 q =0

—
=0| X |:'_
— e

E mt0+

+ Import(7I 27]): AFHl o|gl Mo 8jLto|Ate] ZROtYS hsLCh

- Add(E7h @: N Z2OeS &8t o

F

+ Delete and add(&tH| 5! =7} @: O|M =2 O}UO| AX|z|0 A =20 S P2 ET £
OI¢|_| |:|.'
M-

o Overwrite(@AMA7|): AHO|EE =202 7|E Z2 01U Z HO{FLICt
Z2MYUS FASHO] OHE S0l X Hote{® ofLt Oj¢f 2| Z=utE S =St Export(Lf =LY
71)E S2IstL|C} json IHYS LB HL|C},
[> Z2MUS AINPEHO 220U oS 2S0| JEf S0 LIEFELICE

| m2IYg Edit(EE), Copy(2 A, Export(Li LY 7]) & = Delete(AHR[)3} 242 Metstict,
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Ongoing recordings(s3} ZIsl ). XA ZId SO B = =315 FA|RL|CL
° o o
RN S2HE AlZFRL T

O Ny 2E2X K& L

—

® Ex|o|M =32 SR/SHLICH
TSSO ZASHAHL HXE T riggered recordings(E2| A &3} 7} Z=2E L|C}|

FH Tr
Continuous recordings(¥ <% 53 = =32 2 SA[S WM7HX| A E LICH ZX[7FAM [N E T
X|E CHA| A|ZfSHH =32t 7F A & E L o

/\ - - — -
M =ot=0f tiet Y2 S8 S EAISHALE L LICH
X

Set export range(L{ 2L 7|

9| ] 24} °
oIX|ef ChE A|ZFCHOIM XHIBICIT, A|ZH B9 = &X|0| A|ZHHS 7|Z 0.2 LT
Encrypt(@38): L= =3l 20| e A9 =5 SEsta B MUBLICH L T2 TjAS
c gf0] & % glaLict

W =ot=S Mot E S LI
=

Export(LHELH7|): 5312 MN £ LEE LWL o

= J
Source(£2)®: AAE 7|HO R =318 HAIPL|CL AAE MM E LetLCt
Event(O|HIE): O|HIEE

E

Storage(2 E2|X|): &

27




ojcof

+ Add(FE7h): Af It LS 7152 EH S &Lt

Storage location(X & Q| X|): I} Y S L& HEE| E=
EH ol- |_| [:I-

rfo

BT AEZ|X|(SD 7HE)0f| MBI B M

© ¥ X= Hwol= ChE0| ZetE L Ck

« Information(HE): It 0| st HEE SL|LC}
«  Copylink(Z3 FAh: 235 ZKX| Q| Tt 9|X| 2 SAFRLICH
- Delete(AHH]): X & 9IX|0f M TS ARSI}

OH

=

+ ada app(% #7h): A 242 Mx|etL|Ch,

Find more apps(37} ¢ &7)): MX|2 %2 O A& LICh Axis %o| 7§ R H0|X| 2 0| SELC

Allow unsigned apps(MZEIX| 22 ¥ 318) U My gix| e o 4% 2 s]8312{® ALt

Q AXIS OS 3 ACAP Q40| KO O 0| EZ & QIBIAIA| 2.

B2
SAl0f o2 A

=2

H=

%0l Ho U= &
pS|

© HE0 &= Hwols Ctg 84 S otLt 0| 40| ZehE = UG Lt
« Open-source license(2E A A BlO|MIA): HO|M AR L= QE AA ZHO|MAO| TS ™

2E SHCh
* Applog(¥ 21): ¥ O|HES| 25 SLICh 2= K@ MH| 20| Z2/g I
« Activate license with a key(7| 2 E}OM_ﬁ g sh: o Ef0|¢1lﬁ7f oot 4
3l OF ShL|C}. &HX| 7} ©IE u|01| AZS & o S M2 ARSI L}

= 7410 |
A= O_I_ H L=
2fo| Ml A 7|7} QICHH aXIscom/productS/ analytics2 O| =g L|Ct. 2tO[ A 7| £ 45t

Ho :|o
r[&*
-
]

M Z}O|MIA T EQF Axis H|Z LA HS I} T QSkL|C}.

+ Activate license automatically(2}0| MIA E XIS 2 2 2Hd3}): Yo Zfo| AT EHesH A
S Ed oo O BfLICE ZX|7F QIH YO AAY &= = 4% 0| M S ALEEL(CE 2to Al
A5 2doldte ™ 2fo| A FEV Ha gL},

« Deactivate the license(2t0| Ml A H|Ed3}): O & S0 M &t 20| I A0 A A 2H0| I A
2 HFSl= 4%, 20|l A S H| 2 dolstof CHE 2fo| A2 XL T EPOI”.“l'i% H| =
got5tH 7“thOHME M A & Lt

. Settings(MH): O 7} B2 TLASLICE

+ Delete(AR): (0| A AZ BRHO 2 ARISHIAIQ. BIX] 2HO| MAS bl ZHABHSHR| B
oo gy 4B RAIFLIC
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At HM2 @ et ofof 2780 w2t S L

H| 3
TR o /et AlZtE NTP MH 2t &7|2t5l= 40| E& LT

Synchronization(S7|3}): & X|o| IR Y A2t 57|32 M S MEASHL|C
L

« Automatic date and time (manual NTS KE servers)(X}5 YR} S A|ZH==S NTS KE A{
H)): DHCP MHOf| HZAEl =2 NTP 7| A AHt 57
- <]

Manual NTS KE servers(3=5S NTS KE A{H): SfL} EE= = 7HQ| NTP MH{ Q| IP =4
£ Y LICEL F IS NTP MH E A83t= 22 HAl= F MB 0| YHE WES

ez AZhE S7|=totn = F R e

- Max NTP poll time(X|C}f NTP Z& A|Z}): QHO|EEl A|ZHS 27| 9|8} NTP MH 2
2 W7X] X[ 7} 7| CHe{OF Sk Z(T A2+ MERSELICE
- Min NTP poll time(Z| 2 NTP Z& A|ZH: QEO|E &l A|Z+S 27| Q|3 NTP AH 2
Z WX FX| 7t 7|CH2{OF Sh= &[4 A|ZHS A EHSHL T
« Automatic date and time (NTP server using DHCP)(X}- 5 &X& 9 A|ZHDHCPE At85}

ol
N
fot
9'1-
T
an

= NTP AMH)): DHCP M0 HZ =l NTP AH 2}

- Fallback NTP servers(CHA| NTP AM{H): 5}
HgfLct.

FE= & 70 CHM M2l IP =25 ¢

-

- Max NTP poll time(Z|CH NTP Z&! A|ZH: Q0| E Xl A|ZHS 27| QI8 NTP MHE
Z2e W7EK| K| 7F 7| CHe{ OF Sh= Z|Cf A[ZHS MEiSL|CL
- Min NTP poll time(X|2& NTP £ A|ZH: QIGIO|E =l A|ZHS 7| 28 NTP MHE
Z2e W7EX| FX|7F 7| CHe{ OF Sh= Z[ 4 A[ZHES MEiTHL|CL
« Automatic date and time (manual NTP server)(X}-& %} S A|ZH=S NTP A{H{)): M &4
b NTP AH{Qt £ 7| 8}3t LI}
- Manual NTP servers(=5 NTP A H): S}L} tLE= 5= 7HO| NTP AH{O|IP FTAE QU H
S LICE = 7HS| NTP MH & At83dt= 42 Xl= & MH0| HE LHES 7[Ht 2
2 Al7he S7[eistn RS LT
- Max NTP poll time(X|Ei NTP Z& A[Zh: QIH|0|E &l A2t &7] 2I5) NTP MHE
22 W7EX| X[ 7F 7| CHe{ OF Sh= Z|O A[ZHS MEigL|CL
- Min NTP poll time(Z| A NTP Z& A|ZH: YH|0|EEl A|ZHS 27| 9|8} NTP A{H{ 2
2 M7EX| X7t 7|Ct2OF St =& A|ZhS B R L(C.
« Custom date and time(AF2 X} X|™H Ux 5 A|ZH: =502 SR Gl A|2HS A™SHL|CH
Get from system(A| ARUO| M 7} 7)) S S 2510 AFH E= 28 X0 M ER &

A7t 4HS 3 kgl JPd gLk
Time zone(A|ZFCH): AL S A|ZHHS MEHSHLICE QB ROk AlZH 2 BE AZHO| 23 A|ZHO| XHS
oz zHE Lt
+ DHCP: DHCP A{H{2| A|ZICHS KE4BL|CE O] S 412 MEHSL2{ B BIX| K| 7} DHCP AjH
off %Z=/0f A0{OF BHL|Ct.
+ Manual($+5): S2CH 220N A|ZHHE Metst|ct
H| T
AAHOIME DE =3}, 20 U AJAH AR LR 2 A|ZHEHO| AHBEL|CE

0

R A
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A7t U= /XE YL Ch S 2| A|L-O|AM O] SEE ALESHY X[ =0 FXE HEU
C}.

. Format(Z%): BX|0| 9ot AT 2 Q23 )| AR S HAIS MEHSIL|CE
. Latitude(Q|E): ¥4 32 ME BES LIEpMLICH
. Longitude(ZE): ¥4 2t BAXQM SZS LIEHH LT}
+ Heading(48}): HX|7} Syshe LIARH 34 Q2BILICL 02 HES LiErLIC)
*  Label(2td): ZX|0f Cict 230 ZetEl O|F= YHYLICH
»  Save(XM): BX| #IX|E Mot S et
HESH3
IPv4
Assign IPv4 automatically(IPv4 X} 5 &2h): | EQ|T 2t H 7 EX|0f IP T2 E XIS 2 S
St=5 ot2{H WER LT 7 22 L1|E-?4301I & Xt IPDHCP)S HEHE LTt
IP address(IP F4): HX[Q] D QSHIP FAE QUASIMAIL. DHIPFAE 24 FATI IR AR
Zo|El L ET Lo N BRQ2 SIEHE & AL LICH S22 YXI5te B DY P T2 S|
Fofl W=9/3 eal koA £oletS 20| ZE LTt

: O ocC
FAE FOgL|CE LAN 2| 22| B = FA = 22 HE S1fetLCh

Router(2}2E). CtE HES A Sl HEYI MAHES HEE TXE AZESt= O A8 E= 7|2
2t H (A O[EHONL|IP FAE ‘P:. et o

Fallback to static IP address if DHCP isn't available(DHCP
2 ZH): DHCPE A2 4 QT IP T=AE K= 0 Z Stetst
F45 ot Mee o)

H|
DHCPE At8% 4= Qi X7t 078 A KN E MBSt 42 18 FA = HMot= B2 ¢
MEIL|C}
[eN=] .
IPv6

Assign IPv6 automatically(IPv6 X5 &2h): IPv62 7110 HE QA 2t EH 7t & X[ IP =AE Xt
S22 LEot=E ot M dE L Tt

Assign hostname automatically(SAE O|E& X2 2 &T): HER T 2tH7I ZX[0] =&
EOZSPFAS XSO HESIEE of2{ MeHBHLICE

Hostname(2 A E 0| &): YX[0f HM|A0t= CHE YRYOZ AL E0I{H S AE O|§2 328
UHEYLCE M 20N QAL 2OE SAE 0|55 MY LILE HE5 = At A~Z a~z,
0~9, -@IL|C}.

SX DNS HH|0| E ggs): IP =471 HZE MOtCE ZX[OA =HQ Y M 5215 As2e =2
YOO ESt= & 51 & LTt

DNS 0| & S&: X2 IP F2 S 7127 ARt =M QI 0| ES YHELILE 8= 2=
A~Z/ a~Z, O~9/ _<I)=I L’l El-

TTL: TTL(Time to Live)2 DNS 2| 2 =7} YT 0| EX|O{OF & Wi77HA| R 2ot FAI=l= 7|2t 23
gL Ct.
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DNS A H

Assign DNS automatically(DNA X3 &th): DHCP AMH{ 7} A M =0 Q1 5l DNS
Ct.

Search domains(= | Q! ZAl): H{3lL|X| U2 &
domain(Z A =02l *7|- g 3s

C}.

DNS servers(DNS A{H{): Add DNS server(DNS A{
HLCL Ol M= HERIAM 2AE O|ES 1P

Of XI5 0 2 SHetstA| o2 B A et . L= 29 1= Y 20] s} A-E DNS(DHCP

M

oF
-IH
rulru
o
2t

HTTP % HTTPS
HTTPS= AM2XtO| H|O

|X| 278 X & MH 0| A etz IO X[ of CHot Y= oS |
Lok e 3fE M mehe AJH{o| A2|4S BASLE HTTPS OIS A £ AR50
X0 HTTPSE ALE5te{ ™ HTTPS QIS ME AX|SHOoF & L|CE QIS M E 4 d35
System(A|AHl) > Security(2QH 2 0|52t L|C}.

DS T2 EZSQ
22| gL ot

HTTPS) Z2 £ 2 £ (2 S8 X0 A2l 2 {8 x| Meigti|ct

HTTP port(HTTP ZE): ALS HTTP ZES QI2{BtL|Ch HX| £ ZE
o/ ZE ZEES SYULICL MEXRE 21003 A 1-1023 Hjo| ZEE ¢
o Moo ZEES Ag3t@ A1t EAIELICT

H|
HTTPSE S3ll 242 otE & HO[X| & E= 2% S35 HO|X|E MZ 28 I 50| XstE =
Q& L|C}.
AN H

Allow access through( M| A & 2): Ar X}7} HTTP, HTTPS &= HTTP and HTTPS(HTTP &
of ¢

T

65535 H 2|

4-
S = AFUCH

HTTPS port(HTTPS T E) ARSHHTTPS T EE QAHSH|C} & X|= L E 443 &£ = 1024-65535
Qo] IS HES 5 ZBHLICE B2 XI2 21018 2 1-1023 HPlo| ZES YT & UL

it of #i9jo] mE 2486w Bt EAlELICH

Certificate(21 S M): ZX|0fl HTTPSS ZHstst2{ B QIS A S MeEgLICt

HESA ZM=Z2ES

Bonjour®: { EQ| 0| M XIS AMES 5|23l H 0] SMS ZL|C

MAC =4 L C}.

UPNP®: | EQ/F0) M AHE ZMS 8|88} 0 0] M2 AHLIC
UPnP name(UPnP 0| &): H ER 30| EAIZ 0|52 =Tt x|

FAYLICH
WS-Discovery(WS ZM): i EQI0|A Xt A
LLDP 5! CDP: EY IO Xt HME 5| 29|

o O 1=

: C
HE o X|F0o| 42 = ASLICH PoE T3l gl ofup &St | S s 2524 H
2 HA MO PoE AQ K|S LASLLCY.

H —
Bonjour name(Bonjour 0| &): H ES{A 0] EA|E 0|52 YHEL|CE 7|2 0| E2 & X[ O| 1t

DPE 11™ PoE
SFEQ| O PoE A

SEH oEA
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Http proxy(Http Z5A|): 5{ S &l G40 2t S2H ZEASAE EEIPFAS L
Https proxy(Https ZEA]): 5{ 8 & SA0f W2} S 2H ZEA| SAE £ 1P F2E XFLHCH

HTTP S HTTPS T2 A|0f 32| = HAl:
s http(s)://host:port
¢ http(s)://user@host:port
e http(s)://user:pass@host:port

H|
BRI E MYAIZSIO 2 2H TEA| 42 ML
0 proxy(= ) =28 TEAE £2/52{™ No proxy(ZEA| g13)E A8 LICL =5

« CIDREAIQIIP T4 X|H
« 09 0|2 X|H(0f: www.< E0| @ O] 2 >.com).
- EZ 0o 2E ohe =Ml XFY(0f: .< =2l 0] F>.com).

One-Click Cloud Connection

One cIick cloud connection(OSC)I_'f 03C A—IHIA = 0= -‘?—IIIOiIH Lf *'AI HEl =39t OE'“OH e
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Allow O3C(03C 5| &):

« One-click(d&8!): 7|
E

LICt SE5IX oM FX[2] O3C HZO| B0 FL|Ct

«  Always(g): X7} AEIHS S8 O3C MB|A0]| Ciot HES X EHO 2 Aol
XS SEotH A2 Ei7F FXIELCE MO HE0| £0] X G 8% 0l 535 A3t
AN
=]

«  No(0jL 2): 03C MH

v
=
o
x
<
[7,]
()
=
=
Q
[7,]
[El
fu
>
nx
o T
Mkl
o
o T.
oy
o
Kl
Jhu
>
M
oA
mjo
o
1
ot
2
I=
Jhu
>
>
T
=2
e
Y
o
-
n

Port(EZE): Y M AQ| AP EL|= ZE HS

Login(29l) & Password(W A E): H R0t 32 ZEA| MHO|| Ciot ALEX O] R AR E
= Qlejarch.
Authentication method(21Z HitH):
« Basic(7|£): 0| &2 HTTPO| CHal 74
= AFEALO| EXF I A
SHX| t&L|Ct
« Digest(CIO|HAE): O| HEH2 St&f HEYIE Sl L23tE WAYEE HMESH| 2
of o et gLt
. Auto(xl_%): OI %ﬁ% Al_%-c'ﬂ_a xl%E E I:II-I:é-IO" [[|-E|- JC()I-X|7|. OI_|§ I:IH:QQ A EHSH
L|Ct £ M9 Digest(CtO|H| A E) w4 2y
Owner authentication key (OAK)(£ X} 215 7|(OAK)): &~ F At
0

t
(71 7td 27))E SELICE O| A2 ZX|[7F Yoo Lt ZEA[G0]
LBtL|C}
o d .

g 0] Lt 915 H|7|L|Cf. Q2| %] o
=S MH{Z X33}7| ({20 Digest(Co|HI A E) 4 = Cf obH

SNMP

SNMP(Simple Network Management Protocol)E& O| 2310 H ERA MK E {42 el
L L
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SNMP: A28 SNMP A S MEHSHL|C},

« vlandv2c(vl 8 v2c):

- Read community(2{ 7| #{L|E|):
o] A= AHRLIE| 0|55 §E

- Write community(227]| #
7| dto| Y= HRLIE| O
(227]) & LC}

-~ Activate traps(E 3 g3} EME 1 E 255t H 714l
2510 S0t O|HIE L= H |
Ol E{ T O] A O A{ SNMP v1 & v2c0f EANS M
Q5L SNMPE T1TH ERHO| Xt5 2 2 JHFLIC}.
SNMP v3 2t2| O Z 2|7 0] M =

- Trap address(Efl FA): 22| MHO|IP F=A

- Trap community(E& {7 L|E|[): & X| 7}
8 7 RLIEIE &L,

= -7
- Traps(E#):

= .5 SNMP 24K|0f ChoH 27| X8
2 | 2242 public(Z7) & LIcH

BLIE|): x| 2= BE SNMP 24K|0f ChoH 97| Ea m
S YBLICHE I B 24K Kl2l). 7|23t write

— HA'—

e
u
> I
| >
0z
=2
[m
= —=
=

- Cold start(Z2E F8): YX[7} A2t E [ E® HAIX|E 2Lt

- Linkup(23 &) 237t CHR0|M oz HEE 42 EH HAIXE E-L
Ct.

- Link down(2 3 Ct2): 237t PO Loz HEE 42 EJ HAIX|E
gL

- Authentication failed(21Z AMil): Q1= A| =7} AMI|SIH E AKX E & 'H
L|Ct.

H| T

SNMP vl & v2c EEHE 7™ B E Axis H|C| 2 MIB EZHO| A SIEIL|CL XFA|SH L8 2 AXIS
OS Portal> SNMPE £ XSHM Q.
H

e V3:SNMPV3= ¢33 8l HOtUS E K ZSt= ECFOHNSE HA QA L|ICEH SNMP v3E At
St 227 HTTPSE S3l| TEE| B2 HTTPSE &doldt= A0| E&LICH o MTHO|
= FAATL A2 oLE|X] 92 SNMP vl 3l v2c ERHO| UM ASH= S SR gL T
SNMP v3E At&%t= 42 SNMPv3 2| O E2(AH 0| M2 Sl ERS 248 &= ASLICH
- Password for the account “initial”’ (‘X 7|"' A 2| I AL E): 0| £ 0| 'initial @l A

O| SNMP I A E & QAUHTIL|CE HTTPSE 2H43l6X| R IjAQJEE ME5g
2= UX| B HESHX| QESLICE SNMP v3 I§ A QI E = oF HOF - g 5= L0 HTTPS
7t 2 otE 3202 A-st= A0 E5LCH AR ES S7YSH A9 E IE
7O O EA|E|X| QL CH IHAYEE CHA| 278512 X E 3T 7|2 83

O 2 XA ™ of oL LC}.

HL
re

re
ol
x
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SME HERIYS X E Sote Ol AFEE UL O] EX|= & 7HX| 2| ASME |-
Ct

« Client/server certificates(Z2}0|H E/A{H QI
a3

=210/¢1. E/HH'I ISM= X2 IDE 4 = A2 CAQF 7|20 M
Srael = S CE XA M B ASME AetEl RS2 K20l CA 23 JENE &7 A

MR AL S % QU LIL

. CAOZA

CASISHE ABHol Tof ASKHE ASHLITt 018 0|, X 7F EEE 802 1X2 g
S YEYT0| GZE 42 oI5 MH{o| DS ASELICH ZX|0fE 0f2] o] ALK HX|E
CA 0I£A‘|7|- §L|E|-

. QIZ M HAl: PEM, .CER, .PFX
e JHOI | WAl PKCS#1 I PKCS#12
S8 At
X E ST =t *I 7|22 MAESHH B E QIS M7 AN E L CH AR EX|El CA QIS A
7F Al EX| =L E

_I_ Add certificate(QIS A F7}1) : QIS M E F7}5{H S| CL EHA| Y 7}0| E7F D&l L

+ More(t{ 27|) ¥ : ZASI7{L} MEHS 227} 22 FA|BHL| O
15 X

=
« Secure keystore(E.Qt 7| X&) 7121 7| E @ FA X Z5E2{ ™ Trusted Execution
Environment (SoC TEE), Secure element(EQt @ 4) Tt = Trusted Platform Module 2.0
= MEfSFL|Ct M ERS B OoF 7| KME A Cist XtME =2 2 2™ help.axis.com/axis-
os#cryptographic-support% RS A 2.

=
Ol

+  Keytype(7| & OI"ME H35HH EE0L 220|A 7|2 Y53 Y| S0|Lt ot
2 ors st o, EI S MENSHL|CY.
¢ Alglof OHe O 0f = TS 0| ZBhEIL|C)

« Certificate information(@1Z A HH): dX| =l QIS A9 £H &= &L|LC}
« Delete certificate( S A AHA)): 2l

y Q
+ Create certlflcate signing request(QUSM A|H @ MMH): C|X|EH ID QIS ME AHSEHY|
o S5 7|20 22 SM ME ¥ S ddeL T}

Secure keystore(H QF 7| X{EA)®:

« Trusted Execution Environment (SoC TEE): 20t 7| & A2 SoCTEEE AI252{H MEH
L Cf

Secure element(E9QF 2 A)(CC EAL6+): HOF 7| MEAQ EOF QA E AIESIE{H M
L|Ct.

+ Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 2|8 2): 2 QF 7| X ZHA0f TPM 2.0
= ArE5te{ ™ dEighL|Ct.

-

e
o
=]

il

A=l M2 HOIH B2 S I3 F23tE ArE5te WS FalgLth.
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Active(Z-g2l): ZA0| HEY Pzt YA S MEHSLCH
« Default — OpenSSL(7| 274} — OpenSSL): LEtX Ol A2 2 2ot 7 &ol 2
.l

— (=] OI_I-
«  FIPS — Policy to comply with FIPS 140-2(FIPS — FIPS 140-22 Z=48}= M) 75| Cf
A AFRIS Q|31 FIPS 140-22 T4t 25 3QILC

HESI E2 Mo A =3}
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IEEE 802.1x
IEEE 802. 1= R4 8 4 L E9IT Ix|0| £t 152 NSt ZE J|8t Y =93

Ef

Internet Authentication Server) 2! L| Ef.
IEEE 802.1AE MACsec

IEEE 802.1AE MACsece O|C|0f 2\ A
X o|&}= [EEEC| MAC(D|C|0f QA A 74

Authentication method (9= ). 0| =0 AR L=

S MHE ASME AE3HY EEH0[HUES| IDE 22

Ol
CA QS M:CA IS M E MEISHY] 2
GIZEl L =9 o] A glo| AHH| o

oF L|Ct
EAP identity(EAP ID): 22}0| Q1 E OIS A{Q} I THEl AFR K} IDE QI HBAIA| Q.
A ol

EAPOL version(EAPOL B{H): Li| E 2|3 A 2| X|0||A] AFR £|= EAPOL H{ &S MEHSHL|C}
Use IEEE 802.1x(IEEE 802.1x A}&): [EEE 802.1x TEE 22 AF2 3|2 MEHSH|C}.

OlZ HftH O = IEEE 802.1x PEAP-MSCHAPV2E AF23= Z20( 2t 0|23t MM S 0| R

o Password(Z AL E): St ALEX}IDO| AR EE Q&L C}

—= HTag
+ Peap version(Peap H{T): | EQ|3 A Q| X|0| M AL E|= Peap H{H S MEHSIL|CE
« Label(21'H): 22}0|HE EAP U S3IE AR SHE T 12 MEH
= ALR3lai Bl 22 MEfBtL|Th Peap B 12 AL 3= 22 Y EY)
2t S MENSHL T}

IEEE 802.1ae MACsec(®™ CAK/AIE ZS 7[)= Q1= o 2 AL St= H 200t 0|25
=2 0|8¢ = /A& LCh

ﬁO
o I_
2|sHIEEE & -’.f—%l L|C}. IEEE 802.1x= EAP(ExtenS|bIe Authentlcatlon Protocol)E 7|&=O 2 Tt

[EEE 802.1X2 E3 E|= HEQ A0 UM ASIHH HEQA EX| 7} AN RO 2 QIS E|0{Of &L
Ct 2152 QS MHOAM =L, Y™ © 2 RADIUS A1H-|(01| FreeRADIUS & Microsoft

QZ K

CA IS A 90| FHSHE M) 21BN R4 HAZ BB T HAlE AZE YEYT
A glol Al 91 F 2 A= gLict

QIS A S ABY 1) Axis 28 A| 717] 8 01 Aol EAP-TLS(HE 7hs 915 ZRES - & 2
S oNE ALESI0] CIX 2 OIS ME KM Ao 2 SEELIC

A7 A HE o) BBl HENTO| AN AT 4 UZE 2B HBE 2240/ 91E ASA
£ X/ 0fl (e} OF 2t ic.

EA

o

Client Certificate(22}0|H E 21Z A): [EEE 802.1xE ﬁtgg S2l0|9E QS ME MEiSEL|CT. QI
[s)
=

+ 7| X A £ 7| O] A Z HE O] S(CKN)S RIHBILICE 2 ~ 6AXI(2E 22 7Hs) 16
7150{0F SHLICE CKNS 917 B20| M 25 0 2 2 A8|0f 3, 420 MACsecS
ot P39 A B0 M L[S OF 2L Ct

© 71X A S 7 A F o 7I(CAKS BT 32X S = 64X19| 1681010
C}. CAKE Qi {0 =5 0 2 A 3]of 8[0, §-8 0| MACsecS EH4data} 2y o
S B0l A LK[SHOF L T
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IHo
i

=
10

Ho

e

Blocking(X
=328

.
o

ol

Blocking period(X}Tt 7| ZH: X} Cf

i

gX

O | ==zt

Blocking conditions(
I

Ct.
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Firewall(4r5h): %38 S 2 3tot2{ o LICk
Default Policy(7] & #): 3t={0) A 0| HBE|X| Q= A Q8 S Hasts WS Mzt
L ACCEPT(R: BN Y 22 (e HBYLICH o B2 72 HFE| YL

+ DROP(S): B X|0| gt RE HZS KEHetLCh
712 Mol 09 S Mot P EF Fa TRES U TEO|M FXO| L2 HAS S GSHALL
Aot B2 4N £ sl

+ New rule(M| & F7}): E2 d4d2{H S=2LCL
Rule type(£& §%):
« FILTER(EH): E0f Go|& 7|E1F LX|st= &KX HZE 2 5| 6tHLt AtLtste & MES
L|C},
- Policy (M) 2ot Z0f CisH Accept(+2}) == Drop(H &)= M EigrL|C}
- IP range(IP H9|): 5| & &= Xt =4 HR|E X|d5t2{H MERGHL
Eh) 5! End(E)0f IPv4/IPv6E AtESHL|CL.
- IP address(IP =24): | 28} L} Kjchst =AZ Ql24S}L|C}. IPv4/IPv6 tE= CIDR &
A2 AHERHLICH

[
__I_
(7]
~*
Q

-

(=
—~
Rl

A

—

rn
ot
s
[m
10
|
I=
HU
HM
[T
3
(@)
qv)
(e
O
)
=
rir
mn
in
mjo

= QL ZE T X|™8|0fF gFL|Ct
— MAC: 8| 8 £ = AJEHs ZHK| o] MAC F=EAE Qa3 stL|Ct.
- Port range(ZE H2|): 5| & == Xtthet L E HQIE X| G524 H HEIL|C}. Start

- Port(ZE). 6|8 L= X|Ciet T E HG E QESHL|Cl T E HS = 10| Al 65535 A}
0] 0fOf BfL| }:
- Traffictype(ET 93): 512517 Lt XTHe £ T S MestL|ct
~  UNICAST(SLIFHAE): EHY AR} Ch 44
C}.
- BROADCAST(EEEF|AE): CHY HHAIXIZF {{EQT 0| B E XX 2 HIj=
EajmefL]ct,
~ MULTICAST(HE|F|A E): S}Lt 0| Abo| WAIXE7} BFLE O 4h2| 2= MKFOf A &
e ezt
. LIMIT(HSH: 0| Ho|=l 7| Z0 Ax|3He BA|o HHS 8] 83E Ie
7| i8¢} Mishe = gstain MekelL|c
~ IPrange(IP H9]): 5|8 £ XPTHS F 4 OIS K| KD Mey
L]

ro

SR

Of

A

o

FL|C}. Start(A|

[

— 1P address(IP F2): 5|23} 7L} XFCHst A2 @ 2{SHL|C}. IPv4/IPv6 = CIDR &
A S AHEELCH

- Protocol(ZE2EE): 5|2 L= XICHY HEQ/JI ZZEZ(TCRUDP E= E Ch2 M
ettt Z2ESS MESHE 49 ZE X X8| 0f gL Lt

~ MAC: 3|8 T XHEH B[O MAC A2 aistLct

- Portrange(ZE H2|): 5 & &= XAt ZE HRE X|’g5t2{H et LT} Start
(MZE) S End(8)0f =71t Tt

- Port(ZE): 6|8 L= AT LE HS E QT CH T E Ho = 10| A 65535 At

OO Of gL Ct.
- Unit(fR): 51 85tH LT AtEHe 82 RS dEgL Ch
- Period(7]|ZhH: Amount() 2} 2H& &

7 =
- Amount(%): &g &l Period(7]ZF) LHO M ZX[Q] Z|f HZE 3 & 2U+E dFEH
Ct. X[CH ¥F2 65535 L|Ct.
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- Burst(HA E): 87 =l Period(7]|Zt) &2 @™ E Amount(¥)E oF H Z=1gh =
= g2 35 Yot CL Y Sl0 ZHSHH ™o 7|72 S H- o Lt S

EL|C}.
- Traffic type(E2| T §&): 5| 2| AL} XICta EE QS MEHSHL|CE
 UNICAST(SLIHAE). T WHAIRE} £ A RIO1 A 2L =o)L
Ct.
- BROADCAST(EREIHAE): Ct HAMXIHER T 2= HX[E EL&
EajmelLct

- MULTICAST(HEIFHAE): 5Lt O|A0| SAIXET} SLt O|4f0] AR &
= Efm LIt

Test rules(E H2E): Folot E2 HIAESIHH S L
« Test timein seconds(X TtQ| H|AE A|Zh: £ H|AE0]| CHSH A|2F H|SHS ™St C}
* Rollback(Z4): & HAEZS 2t25t7| HOf, Y2t S O SEZ St H S LI
. Apply rules(8 H8): HAESHK| 1 &5 2ot H S EELICE of HE 2 2K

BE LI

MEXt X MHE AXIS OS QIS5 M

O AxisO| HIAE AT EQ|0 E=
XIS os 0,_I’C§A-|7f u'RoH_l Ct. @l
| =

7| Et AP%XP A8 X EH0]S dX|ot2 B ALEA X *1
SM= 2T EQ| 07} YA &7 Atet Axis L 0| 2J3 &

e RGP e U
o5t 72 293} 11 0/0 0 2 Axisato| AL XF XA A B &l AXIS OS Ol

03Qri >t
g

30
MNm>Hr

L

o> H oz oA

x
0x I_|_|P0

m.?l'>
+ 5
o+

5
7}
o
nx o
Rl
ro
ol
x
mjn
X
Pas
Ot
i
rg
mju
Ju
o
-
_l:
| t|

EAE 2X|ot7| ol S ME X80

A

A
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+Add account(AH8 F71): Mf A S 7ot S LT X0 100712 A& =7t =
OIA|_| |:|.

Account(A|’d): 17t AE 0|5 YT LIC,

New password(AH IjAQIE): A MO I|AQAEE Q&stL|Ct DA QEL= 1~64X Z0|0{OF THL|
Ch 2t 2k, PEH, A 7|5 £ 0l 75 3F ASCI 2XHZE 32~126)8F T A Eoff AR &

A& Lt
Repeat password(Ij A Q| C HIE): S S I AQEE CHA| LESIMA| 2.
Privileges(#oh):

«  Administrator(22|X}): .= MX 0| 2HH S| WM ASHL|C} BHE|AHe 2 AR S =7}, 9
HIo|E S XMAHY &= ASLICH

= T M-d

 Operator(2FXh): LSS A Q3 & AF0f AMAT = ASLICH
- (=)= System(kl_ JREES
«  Viewer(H0{): Y3 AT = U&= AHsHO| i LICH

| Mg % ool Ch 0] EEHE L O

Update account(A|d QH0|E): AN &8 HAE

L
Delete account(AH|™ AMH|): A &S AMN|SHL|CE root A ™H 2 AMX|et 4= 9i& L CF

SEEIETTES

Allow anonymous viewing(2d E7| §5{&): A™CZ EAQISIX| U0 =1L 2HEXE ZHX|
of AMAZ S Y= MBI

Allow anonymous PTZ operating(21H2| PTZ 24 5| &) @: ol o| AF2X}7} O|O| X|Of CH3H
o EIE Q=SS & QL2 S 7 2L L|C}.

SSH A|’d

+Add SSH account(SSH | Z=7}): A SSH A/ M 2 =71t H 22/t Ct.
«  Enable SSH(SSH &/d3}): SSH AH|A S ALR38F2{ ™ ZL|C}
Account(AH|’g): 173t ﬁl’éﬁ O|5& YL

New password(A| {22 E): A7 2| | A E S o HRLIC} D29 == 1~64X} L 0| OOF Bl L
Ct. AL <AL #573, Oe'—‘?'— 7|% S Qlaf FH5SFASCI EAHE S 32~126)2 A E0f AFRS %
EN

Repeat password(If A Q| E HIR): S USH I|AQIE S CHA| YESIMA| 2.
A% 43S YL NS ).

© Ago| 2 R0l Cho| I Lt

Update SSH account(SSH A’ AHH|0|E): AH £ S ®ET

J

L
Delete SSH account(SSH A AN|): AE S AN SEL|C} root A H 2 AX|e &= & L|CH

I sAE
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+ Add virtual host(7} A+

BAE FIN: M It 2AEE FItoE S L
282}k 0| 7ty = AES ALESHE H M ESELICE
=

MH 0| &: MH 2| 0| 5= Y= LT =X} 0-9, XA A-Z Bl 5102 ()2 ArE LI
Port(ZE): M7} HZE ZEZ YL CH
(0]

=
Type(7¥): AHEE QIS RES WERLICE 7| &, CIO|HAE, 2 Z ID S0i| A 1= RfL|CY.

——

0x

betoll St ol of = CHE 0l
 Update(HIO|E): 7t =
« Delete(2tH|): 714 S AEE AbX||ghL|Ct.
H| 2 gsh AH 7t I G2t RS L

S2H0|HE X4

ol
of

ol

-4
0x

Admin claim(Z2| X} @ &) TH2| K} Q&to| 7+ QlaiBHL|C}.

Verification URI(ZZ URI): APIAIE QI E OIS & Q|5 ¢l 213 & st
Operator claim(2 33X} 27): 2 A Aol LS YT LICL
Require claim(28 E ). E20] 20{0} 5= HIO|HE YHe LT}
Viewer claim(ZH& X} @ H): 2HEHX} sto| Zh2 Q12T

1=
Save(MF): ¢t= Mot H S LICL

OpenID T4
2 A

OpenIDE AL830] 219I%H & gli= Z2 OpenlDS 7A810] 21018 If ALS S CIO|H A E
EE |2 X 52
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otL|C}. https://[insert

t2{™ OpenID

.
o

=2

o
HO[HE YHE LI

At

—

—

=

=

1% AFE Xt

—

L|C}.

I

=]
e
O

-

URL]/.well-known/openid-configurati

Provider URL(Z& X} URL): API 2l

24
2
o

Require claim(2 2 Q). E20] Q/0{0f 5}

Viewer claim(2t& Xl 2
Client secret(22}0| 2 E H|2): OpenlD Ijf

Outgoing Proxy(& 4 ZEA|): ZEA| MH
Save(X{%&): OpenID

Client ID(£2}0| ¥ E ID): OpenID AL X} Of
Admin claim(&2| X} 2 H): 22| X}

Remote user(2Z A}

Operator claim(

J 30 T= . =T
i Ia g el .xrm _ﬂ% R0
a -~ u] o

o = T ) 21 >
ofu 1 =g o2 K&il g KT
Klo > gqou N XEOL g <
o %. i K j01 o Mloh =l Iy
h = w Tl=
K T 00 — T === -tn | o
< . mvro, jo H B <0l ot - =
= il Sof . Bk Fg g = O
= fol 1o RO w <k kjo o | mr o
D mﬁ_u _ﬂ@ﬂ% one S Kzl Ki i H_HH
B3 . gy 31 gom ) g O
M1 m_.e Mwoo_u &I K mmwum & - MH
Ho R ol =yl ESNCI m

_.An_ < =10 KO 10 =.__=._
M SRy RH o Mmz o o@m X g
o & wox B Rma 7o Ko
Eh RooT wge TTol QiEE Xy
il T T oy o o 2Rz o0 m W
& m ! 5 5 ..x._o_a B0 21 m_.fo_::__ = -
= = ot =1 =7 R K w90 o . X ~ 1
! = o om Ll wlly Mg = o« O
e = BRI Mol oz sRT B2 ¥
— =S 0 = o ~N o ~— - - T
o =} jolt 20 ol uq.lu.ml._lmvl ﬂu;u_ﬁe__: T _oFml Tl = Xl
0 Hio X0 ou o Ty o Q13 m._Jo.E____Lu = i oo
o 3 £ Mmoo X0 N Sy 22
ol = W Mg o0 S8 M ® O
=] B, | = o Syuy, =k sz g K Ky
g WW ____E o m_______o_ Hr B < nwo_.uouo =4 5 WW
OD. Ulﬂu ML i = £ IS _“_._ﬁ.n_u.n_V Mhy sz oAl gl .m = =_._ﬁm=_
g B o | T o SOl GilU Em®s 8 E g
' FH A 2 .~ oWzl oI Twuh g S =
(] — ~N © =\__I ELlo__._._ I\_/Lw OI_I|L| (V] e ._..-Aln_
=y O © - c THT w

o Ak K4 o o 2
o i & o gIW ST aykT £ S
5 w o oFuw = | < ¥ S@d SR EuE ¢ < §
E o T E 2o 2810 Sasml O 2
m ot E o___u._ M 1 |_| © am_ﬁ._o._ MLl.nr @i o w9 o
w S W uhm T Z SOolE OuUwpl oWk £ |_| &
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https://help.axis.com/get-started-with-rules-for-events#conditions
https://help.axis.com/get-started-with-rules-for-events#actions

HE0= ot 22 A 48 & & €77t US = ASHL
L

Front-facing LED Activation: LiveStream(&H LED %t-5
8 AEEO0| #AEH 0| TX|of HEH LED7} 5440 2 HpR L L.

Front-facing LED Activation: Recording( ™ LED %£t-&: =2}): O0t0|37f 74 10 =30
FO0|M Q| HKX|o| MM LEDI| sM O = HHYL|CE

Front-facing LED Activation: SIP( ™ LED 2t3: SIP) : 00|37t 744 Q111 SIP E3}7
M LR FX|o M LEDIt =AM o = HHEL|CE L2 F X0 A SIPE &/d2ts0f 0
EB| A & Q& LC}.

=2 T Mmd

[l
0%

O [kt
rE0x
|m tot
un

Pre-announcement tone: Play tone on incoming call(QtL}] Bt& M MS2: M3 =4 A MS S
X ’d). 2|2 ZX[0f SIP 2 =0| O|F0{X|H X7t O|2| Ho|El @C|2 S &2 MlgL|Ch C|
@ IX|0of Cisl SIPE 2-datsljof gfL|Ch RO FX|0|M 2C|2 S EO| MM |= SoF SIP 2l
A7t AR E =2 ot X7t As L2 S2t0| SESHA| R =5 SIP AES F/dsiof & L|Ct
Pre-announcement tone: Answer call after incoming call-tone(QtLlf & M MS S =41 Mo}
MS 2 = Mt 8H): 2L S 20| ELIH =4 SIP =&0f| SEHEL|CH L[ FHX|0f CHsf SIP

[=]
g =tof| OF gL L.

ud ringer(AM|112{2 AWA2]): 2C| 2 FX|0f SIP o =0| 2Y5IH 0| 2gstk|of Y= S 0|
FolE 2|2 SEO0| LT 20| FX|of thsh SIPE 2d=talof & Lt

LS

H| D
FTP = SFTPS AL OLE S XS M3 Z2 T2 0|20) X718l 1.9 AMA BB S B
PLE R HR| DRI Q. 818t {LE HI Aok 8i O]l S5 SfLto] ofO[X|8t &3t 4+ ASLICE

|
=E0= gof chet § 22 eA X M F0i

H|
£|C 207 2] SAIRHE AW AE 4 LT,
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—I_ Add a recipient(=4 X} £7}): = AMKXE F74Ste{H SalstL|Ct
Name(0| &): =4 At2] 0| & Y= ELIL.
Type(fd): S50|M H&:

. FTP(:>

Host(2AE): MH{O|IP FALI S AE 0|2 YHYLICL 2 AE 0|52 Y ES}
42, DNS M7} System(Al*EgI) > Network(4| E£/3) > IPv4 and IPv6(IPv4 5!
IPv6) OfEHOﬂ XN-EE O JeX| = .

r|r

m
Ot
IIZ
>a
to

£ YLt 7|22 21 Lok

~ Folder(Eti) TS M et 2lol 222 QEohAS. Clats 2t AT A
Of O|0| EXHSHX| o™, mMAUS HE2EY [ LF HA|X| 7} EA|E LT

- Username(A8X} 0| 8): 210I5}2{ B ALK 0|52 Y2{SHIAIR.

- Password(Ij AR E): 219215} 8{H I A EE QLHSGIAA| Q.

- Use temporary file name(%lM ol O|E AIE): Atso 2 MR QA Itel 0| ES
2 IUS PR CslE{® MESHL|CH Q2 C 2 eRsl0 I} 0|20| YsHE 0|20
2 uHELC Y2 BTl 49 24 E 0jQ0| Qi&L|ch ajLt o &3] YA I}
A2 LS = AUSLLCLO[HA StH RStz 0|2 717 2= THO0| SHEX| & £
UAELIC

- Use passive FTP(=& FTP AL): HA X 0l =0 M HZF2 T d| Ci o FTP M H
Of Cioje HAS S5 QP LICH EX|7t CHeh MHOf CHSE FTP H|of 81 0| H
AEE D5 HIHOZ A|ZSLICE Ol = YEHH O 2 FX|Qf T4 FTP M H AHO| 0|
0| s E20 2L CH

- URLHTTP AB{O Chot | =913 a0t 282 Ha|st ASREES YL
£ = http://192.168.254.10/cgi- bln/notlfycg| IL|C}

- Username(AI2X} 0| E): 212152{H AIE X 0| 2 QUESHAUAI 2.
- Password(Tj AL E): 2 Q1820 I AQEE QHSAA|L.

~ Proxy(ZEA|): HTTP 0| G Z5}7| {8l ZEA| NHE ETf5)0F 8= A TR
ggEEﬂjmadqq

« HTTPS
- URLHTTPS 0| Cfst HE9|3 X240 @S X2lgt A3 UEE YBLIChOf
£ =T https://192.168.254.10/cgi- b|n/not|fy cgi L.

- Validate server certificate(AMH Q1S A 2H0l): O] AXIE MEHSIO] HTTPS A{EH 7} A
M3 OIZ M2 MENSHL|C}.

- Username(A}2X} 0| 2): 210I512{ 0 AFR X} 0|22 QI2i3HAIA|Q.
- Password(T{ A Q). 2 1016 2{H T AQES Q2SI A

YEHSIHA|R
- Proxy(ZEA|): HTTPS At{0 Q12817 98} T2 A| MBS SafeH0} 8H= 22 B
RQQEEﬂjmaduq

« HE{3I AEEZ|X] @
NAS(Network-Attached Storage)2t Z 2 W EQ3 AEE|X| & F7t510 LY S MY st=
TR ALY ¢ QU2 LICh T2 MKV(Matroska) I 2 SA| o 2 RAE LT}
- Host(g HEQZ AEZ KO IPFALISAE O|ES
- Share(& gAEOHM Do 0|28 QaEstL|Ct.
~ Folder(BE]) TUE KEE Claselo] A2 E URSUALS.
- Username(AH8X%} 0| F): 20152 H ALE X} O| 52 Y EBHUAIR.

45




SFTP

Password(Ij|A S E): Z015l2{H I AQEE QESHAA| Q.

®

Host(SAE): MHO|IP AL SAE 0|52 YEYLICE S AE O|F2 Y=

A2, DNS A H{ 7} System(A|AEl) > Network(H| E9|3) > IPv4 and IPv6(IPv4 5!
IPv6) Ot Off X|HE|Of U=X| ZQISHYA| 2.

Port(£E): SFTP MH{ 7t AtE3tE ZE Mo S YL CE 7|2 a2 22 LTk
|

Folder(BCi) I} 28 X8t |2 £2|0| 222 AGHIAI. [|2 = 2|7} SFTP A
B{0fl 0]0] ZRSA/ o 2B, T

=
Username(AI2X} 0| E): 219! |
Password(Ij AL E): 2015t 2{H I AQEE U=

SSH host public key type (MD5)(SSH S A E &7 7
78 71(32AtE| 16TI4= EXAtE) 2| X| 2= Y etL|Ct. SF
ECDSA 5! ED25519 S AE 7| Q& 90| SSH-2E AFE3}= SFTP M HE X|&lgtL|LC}.
S AF A| RSAT} M S | = g1 0|0 ECDSA, ED25519 3 DSAZ} 11 §|2 wHEL|C}.
SFTP M HHO| M AF2St= S2HIE MD5 S A E 7| £ Q&8 0F €L C}. Axis &2 K| =
MD5 2l SHA-256 8 A| 7|2 B= X| K| 0t MD5 & Cf ZH2i31 5 02 2|3 SHA-
2565 AHE5t= 0| 5 LICE Axis X2 SFTP MHE F1/d5t= 2 0f CHot XbA|
5t LIRS AXIS OS ZES X SHAAQ.

SSH host public key type (SHA256)(SSH S A E Z71 7| K8 (SHA256)): ¥4 =
AE ZIK 7|(43%}2] Baseb4 Q1AL 2XLE)O| X| 2 Y LICE SFTP 22I0|HE

b=
O

L

s M

=
= RSA, DSA, ECDSA 8! ED25519 T A E 7| 2| SSH-2& ALESt= SFTP A|HE
K| gL T} 24k A RSAZL M3 &| = HHEH 0|0 ECDSA, ED25519 5! DSAZH 1 &

9
[H= L|C}. SFTP ME{ 0| A AF23}H= 2HIE MD5 SAE 7|2 23} 0f &L L. Axis
SA|= MD5 & SHA-256 i A| 7| & 2% X[ &SHA| 2 MDSELCH Z 3ol 5ot 2{d|
SHA-2565 AtE83t= 0| TS L|CH Axis ZX| 2 SFTP MH &S 7 g5h= 2 &0)| ot
REM| S L8 2 AXIS OS ZES HIBIAAL.

- Use temporary file name(A| I} 0|5 AIR): XIS O 2 MME AA| It 0| ES
EoYUS A= CEStHH MEASIL|CH Y =EE et It el 0| 0| A5t= 0|82
EHELCL HEEJSEHE 49, &4 E Dol giE L Ch 2Lt o FS| Al ot
AdS ¥E = USLICL O|EA 5tH JSt= 0|2 718 2= mHO| SHEX| & =+
AL o

SIP or VMS(SIP EE= VMS) @ :

SIP: SIP T3t E ZAe{ ™ MEtgrL|C}

VMS: VMS M3}2 Z43{ 0 MEISH |},

- From SIP account('Z 41X} SIP A ™). S E 0| M MEHSHL|C}

- To SIP address(={X} SIP £4): SIP A& Q &3t}

- Test(E|AE). 33t 270| 2 S5t=A| HAESHH S22t T}

o|m

- Send email to(0|H|Y & Ci4): 0|0 Y2 MEL O|H| Y FAE YHSL|CH FA
= 02 7 Yot 5= O|H Y FAE FESHIAIR.

- Send email from(0| 0¥ Z4l): HUjl= M 2| O|H| Y F=AE LTt

- Username(At8X} O §): 0| 2 MH 2| ALE X} 0| 52 RIS TLICH OO & A H{0f| A
OIS S 75| gt= 8% 0| EEE H|% ELC}

- Password(Tj 2| E): 0| & MO fAQES AT CE O|H| Y MHOIM 2SS
QTSR e AR 0| HES HIY SLITH

- Email server (SMTP)(0|H{| ¥ A H(SMTP)): 0| 2 =0 smtp.gmail.com, smtp.mail.
yahoo.comd} Z+2 SMTP MH O|E& Y &etL|C}

- Port(Z E): 0-65535 H2|0| 7S AFR}0] SMTP A{H{O| ZE S Z Ql2istL|C}

J|2Z+2 587QIL L},

— HA '



https://help.axis.com/axis-os#ssh-file-transfer-protocol
https://help.axis.com/axis-os#ssh-file-transfer-protocol

- Encryption(Z = 3}): &S 5tE A2 5|5 = 1=
- Validate server certificate(A{H QIZ A 2401): A SBIE AL S}
A(RIE M

= .
2 = 4% X9 IDE
OIS & MENBILICE O] IS5 A= CA(QIS 7| 2)0l M REX| M ESHALE alie o=
AL o
- POP authentication(POP Q1Z%): POP MH 0|52 AHSI2{H M A 2(0: pop.
gmail.com).
H| O
L5 O|H Y SEXAts O E O ap T1oF At HENE =4ISHHAM ALEX7L 20| 2 H
oS @AL 2= WS Hotoh| o) Eot HES ALE R LICE O|H & RS A2 2ot
M-S =0I5H0] O & AHO| F7| ALt Of & O|H RS =KX= 20| l=F SHdA|R
« TCP

- Host(SAE): MHO|IP =AU SAE 0|55 YHYLICL SAE 0|55 YHD}

Z 2, DNS A {7} System(A| A&l > Network({| E9{3) > IPv4 and IPv6(IPv4 ';':'
IPv6) Ol Off X|HE|Of U=X| ZQISHYA| 2.

Port(ZE): Mt MM 20| AL L= ZE S S YT LT
Test(H|2E): 23S HAES2H ST LICL

. Abstof| Ot oj|

oo =

ar
=2
rir
i
0jo
o
Hl
oot
il
r
i

View recipient(=4 X} H7|):

2
Copy recipient(5=M Xt SAP): =4IXHE SASHE H S &SI Q. SAFE I M2 =4XHE HEE

o=
+ slgLith
Delete recipient(: X} AT): MK 8 YT O 2 AF[Sh2 B S2BLICt
U
UHI WAS SO M ZUO2 ALBE S+ UFLICL SZ01E 20| Cfeh HRt 8 #5) X B
of T BE UM WA BAFLIC

| Add schedule(AH|E =7} YN L= WAS MAMSIE{ 0 2 2|5 C}

L5 E3|HS 80 22 502 E2|{3 4+ USLICEOIE S0 5 E2|H2 HE 4K
U TNoHe O NS B & ALt
MQTT

MQTT(Message Queuing Telemetry Transport)= AtE CIEUI(IoT) S ISt EZ HA|H Z2ES
QILIC ChaotEl IoT S8S 2lo) 24 = A2 &2 AE FZHsmall code footprint) it Z| & H E
A OY=ECc = Y4 YA E HESHY| s CHor A YoM AL ELICH Axis X 2Z E Q09
MQTT 22I0|HEE Sl XM EHE HO|H L O|HEE G 2| 2ZELQ|0{(VMS)7} Of
L A|ABIO| 2HESHA S = USLICH

71712 MQTT S2I0|HEE AHSL|CE MQTT S412 S2I0|AER EEFH 2=
Ho 2 L CE 220 EE= I

A2t ES BERLL

AXIS OS X[ 4] H O] £A0(| A MQTTO] 3l XtM|5| &OtE 4= AELIE
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AXIS D4200-VE Network Strobe Speaker

ALPN

ALPN2 20| E 22| HENO|T EHA A O SE[HO|H ZRESS

UA| Bti= TLS/SSL 2HH U L|CE. O] = HTTPR Z0| Lt E T2 EE0f| AFEE|= S Yot I

MQTT E2iH S 2 d3tdt= H ALEELICE Z20f W2t MQTT S4 ME2 2 U E ZET} QlS
=L ASLICEL J2iot Z 20| S ZH 2 ALPNS ALEoi M Wt M HEE = EE ZEO|N
MQTTE oiZ2|7 0| MEHXIE 285t AYLICH

MQTT E2}0|AHE
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Connect(¥Z): MQTT 220|HEE H 7L}t BL|LCL
Status(AE): MQTT 22}0| X E0| S4XY ALEfS TA|SHL|C}.
22
Host(SAE): MQTT MH{Q| SAE 0|2 =P FAZ QBBIAAIL.
Protocol(Z2EZ): AI2E T2 EZ S AENSHL|CF
Port(ZE). ZE HS E QHtL|C}
« 18832 MQTTover TCP(TCPE &2t MQTT)2| 7| 24 L Lt
« 88832 SSLE E8HMQTT| 7|24 Y L|LC}
« 802 ¥l AZZ ETHMQTTL| 7| £ZL|CH
« 4432 9 A% HOLZ B MQTTO| 7|2 LTh

ALPN protocol(ALPN Z2 EZ): MQTT 227 g— Xt7F H28HALPN T2 EZ 0|22 QaistL|
Ct. Ol= SSL2 St MQTT & &l A2 Eoh3 S0t MQTTO|2F M 8 & L|C}.

Username (At X} 0| 8): S 20| A E O A ME{ O YN ABH7| 2[5 AHEE AL AL O] &2 2L
Ct.

Password(T| AL E): AF2 X} O| 20| I|AQEE Q&HSHL|LC}.

Client ID(22}0|Q1E ID): 22}0| M E IDZ QUSSIAIA| Q. 2210|AE AlMXI= 28101 ETF A
B0 73S Y AB{ 2 S E LT

Clean session(Z2 2 Ml 41): 171 U 1% SiX| Al2| SEH2 FOZFLICH MESIB 127 Y A YA

Al Abef s ot AR € L)

HTTP proxy(HTTP & A|): £|rf 20| 7} 2558t0| £ 0l URLRILITE HTTP ZEA|§ AFB3HA| 42
HH EEE HY & = UASLIChH

HTTPS proxy(HTTPS ZE A|): £|C§ Z00| 7} 255HF0| £ 91 URLQIL|C} HTTPS T2A|2 AM2 &HX| &

|I|

II:I

onp W2 1Y £+ As LI}
Keep alive interval(ZtZd X|): 22}0| X E 7} 71 TCP/IP A|Zt ®|3HE 7|CHY TQ Q0] MHE O
Ol At S = Q= AIE 2 EXI2

g = ASLICE
Timeout(A[Zh Z1}): HZ0| 22 E[= A[Zh ZHA (=) /ILILE 7] =2k 60

Al g5 H5AL MQTT client(MQTT S2t0|AE) RO 1A HA[X] B LWT HA|X|2] Z=H|0f CH
& 7| 2 2hat MQTT el €o] A A| Z 0] A AL ElLIt

Reconnect automatically(X} S22 T HZA): A4 siX| = 0| HETI AFS 2= CHA| HZAB| OF
St=X| O R & X|g L

HA|X| HA

AZo| A E W AKX E EEX| {2 E X|FLIC

Send message(H|A | X| HE): HA|X|E EL2{ T AL 7SN 2.

Use default(7| 22} AF8): At 7|2 HAIX|E YEHSIHH DHA|IL.
Topic(FH]): 7|2 HA|X| o] FHE = erL|Ct

Payload(H|0| 2 E): 7|2 HA|X|2] | &S L=HTtL|Ct.

Retain(f X|): O| Topic(FH|)0i| A %EPOI HENE FX|SteH MERSHL|CY.
QoS: I Z S EO Lt QoS A5S HAT L.

Ofx| 2 < HA|X]|

|IOI-
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OFX|9F R A(LWT)E AL SHH 20| EZI EE2H0| HAAE I Xj4 SHI ey RS M
o= ALt —E*EPOIO1 E7I S0 o= A|EHOM B|Z X o= HAO| BOX|HET RO ZF0{X7|
e = 2Us) 277t THE 20| HAEOf HAIX| S M =e = QL& LT Of LWT HA[X|= gt
HA|X| 2t & Yot FA0|0 st HAHLIZE Sl et 2 & UL

Send message(H|A|X] HE): HA|X|E ELfZ{H AR AHSIN Q.

Use default(7| 22} AF8): AHAI2| 7|2 HA|X|Z Rt T NHA| 2.

Topic(FH): 7| 2 HAIX| o] =X & Y2feiL|ct
Payload(B|0| 2 £): 7| 2 B A|X| o] L 8S @l2{3fL]ct

Retain(£.X|): 0| T0piC(-’F-I1I)01IA1 %am OlE AE|S Q|32 B MEigLIC
QoS: T 2! SE0] gt QoS A5 Lt

[[OF

MQTT &

7|2 FH| F5AL A8 MQTT client(MQTT Z2t0|HE) "0 A FX| =X BFAH0]| Zele 7| =
FH B FALE M-S0t E dER L CL

Include topic name(F | 0| & E#): MQTT R0 A ZHES HHsH= FH S Zetstel B Me
LIt

Include topic namespaces(F=| 4| 2 AH|0] A Z#): MQTT 2|0 ONVIF ZH| QAT 0| A2
mako}a B MEfBFLTY.

Include serial number(2# HE E3H): MQTT H|O|2E0f RHX|Q| U HSE Tt H MEH
erL .
+ Add condition(ZZ F7): A2 FIste{H S L CL
Retain(S.X|): O{ T MQTT HA|X| 7} 22 MAT|=X| &O|stL|C}.
«  None(813): 2= HA|X|7} H[FX| “EHE &gt

«  Property(£7/d): &El| =X Jt5 HA|X|2F 2 2=l MEfZ EHL|CL
« AlRTF): SH = 75 A HEIE —1%‘ T U HAIKIE 25 B2t ez 2L
QoS: MQTT & off CHs 2St= 2 eSS =gt C

MQTT 75

_I_ Add subscription(1 5 F7}): Ml MQTT =& F7tst2{™ S 2gtL| Tt
Subscription filter(715 2E): 1 =5l2{= MQTT TH & YAHSIAMA| L.

Use device topic prefix(ZHX| &2 HEAL AIR): 15 ZEHE MQTT FXH|0f| ESFALZ F=7tgtL|Ct.
Subscription type(1 & £ 4):

- Stateless(4Ei =X 27}5): MQTT HA|X| & &El =8 2715 HAIX| 2 HetSt2{ T &
Lk

« Stateful(HE} F=H 7}5): MQTT HA|X|E ZHC 2 HHetst2{H MEHSHL|CH HO|2E& &
Ef 2 AP ElL|CT

QoS: MQTT =0 CHSH Kst= 2| S MEdBHL|CY
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SIP
2%

SIP(Session Initiation Protocol)= A& X} Zt2| i 2tAl S 41 MM 0| AFE E L|CE MM 0| L2t A

o2 Z2gg = ASHL
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SIP 47 £90] 228}0f SIPS CHf g2 43 U 2ASL| )

Enable SIP(SIP £A18]): SIP £312 AR5l 0 4418 4+ YT 2 3}2{7 0| 8MS MLt
Allow incoming calls(441 & 3/8): C}2 SIP &0 4 S0|Q 22 3|83}2{ P 0] @M M
ol-|_| |:|-

= Azl

Calling timeout(Z A|ZF X|$H): O} 2 = SES

L =2o0oH-d
L|CF.
« Incoming call duration(& 41 7|Zh): =41 M3LE X|&2 = U= () A|7HS dE L
CHEA|CH 105,
 Endcalls aftgr(0I§- 2 38) == A& = A= A A|ZhS @Y LI CHEIL 60=).
S} A|ZH2 H|SH3IX] 90 3= A2 Infinite call duration(ZH|F S8} A|ZH2 MestL|Ch

S = 1024 ~ 6553504 Of $tL|C}.

«  SIP port(SIP ZE): SIP EA0| Al E|= Y EQ T TEQIL|CH. | ZEEZ E3 AS Eaj
2 Y2t X| RS L CL 7|2 ZE Hz = 5060 L|C}. “'REF 4R LE ZE B E Y
SkL|C}.
=

o TLS port(TLS ZE): &2 3} =l
s Eafze TIS(HS A5 2
IOt AR CIE ZIE Hy

x|

. RTP start port(RTP A| %}
E ¢ ZEQLILE 7[Z A
RTP E2{ T g XHH3tLCt
NAT &1} 7|5
HRZFAEZLAN)O| AN i S HIERR R0 X E ALEL 5= UA=F 52 FH NAT(H|EL

2
374 B E1H715S ARSI

0P ¢

—

PS4l *f% IE HESI ZEQL|LE O] ZES S0t 4
=N
s

oo'=
ot
2
O
EE
C
_lTl_
N
rt
K
m
T
fot
2
(Oa]
(@]
()]
IO
C
_lTl_

=
=
= Ol
= -Hdag
T SIP 2014 3 WA RTP O||0f £ = 210j Chaf AR EI= 1
A EE HEE 40009 LI B B E EH BE HB oA

TN

H| D
NAT &1 7|52 ALE5t2{H 2t E 0| M X| 25OF g L|Ct. =5t 2t E{ 7} UPnP-E X| 5 OF &
L|C}.
ZANATET Z2ESS AN O 2 AFRSIALL Y EY T S0 2} CH2 X302 AIRE 4
ol |CF.
MM H
« ICE: ICE(Interactive Connectivity Establishment) OT2EZS AFRSHH Im|o &HK| ZHo| =
¢k £410| 0| LO|X| =2 715 22 X0l Z22 & 7| 4|9/ F/LICF STUN 5 TURNS 243}
= ICEZ2E 20N 71 28 X0l 22 & % = U= 7|27t e E Lt
« STUN: STUN(Session Traversal Utilities for NAT)2 X|Z= 0| NAT L= g5 L0 9 =X| =t
oI5ty OH AR I LE SEIPFAJEE HS E M Z 5= YA ST = SE0|AE-A
HUESRA “EEE‘-O"—I Ef IP =4 Z2 STUN MH A F YLt
«  TURN: TURN(Traversal Using Relays around NAT)2 NAT 2t E= BiglE S0 Q=&
X|7}TCP E= UDPE S CHE S AEO M S0{= HO|HE A = AL E HF= =
ZEZQLICE TURN M 4 9 2101 §=2 93ztct
rC|e
« Audio codec priority(2C|2 ZE M +=2|): SIP S0 L} |dl= 2Ll BE=2 7+%l 6
Lt O| 42| QL@ TREZ MENGHL|CE M =2 =ME HE52H B0 & LCH
H|
2 Y I =AX ZHO0| 2P| 22 MEist AH 0| 2.5 =AIAF I E 0F LX[SHOF 2FL|C.
« Audio direction(2C| 2 Btak): 5| 2= S Ot E MEHSHL| L}
=
«  UDP-to-TCP switching(UDPQ} TCP 7t M#H: UDP(AF2 A} H|O|E{ 12 = 2 EZ)0j A TCP
(MS MO ZRER)2 Ne T2 22 AA|HOR Hste SES o850 MEygL
Ct. ©etdt= Ol f &= ZOOHPOIE Ol E=1 OOHPOI_ DFMTUZ|C] & ) 28O0l
= A CHESIE HX|3H7| Qs QLI
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Allow via rewrite(C}A| 27| & E5)| 6| &) 2t REHO 32 P FA AN ZHIP FAE HLY
o B AEfetL|Ch

Allow contact rewrite(HZ2tA] CIA] 27| 6| &) 2} RE Q| S IPFA M ZHIP FAE
Hij2{H MEdStL|C}.

Register with server every(&4t AHO| S&): ZHX| £ 7|Z SIP A[H0f Cist SIP O S
23} H 2 MXSHL|C}

DTMF payload type(DTMF H|0| 2 E §&): DTMFQ| 7|2 [{|0|2E S S HAT!

Max retransmissions(ZX|CH X H&): ZEX| 71 A| =2 SX|5}7| ™Of| SIP A{HO| HZAES A=

ot= 2 -5 -

Seconds until failback(&0f 23 7X| & X): 22X SIP M H-IE EHOj =KX 8 = RHX| 7} 7|
2 SIP MHOf| CHA| A2 A= Oj7FX| Q] A|ZHX)S MRt

L
9'1-
I
aml

A%
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rr

2.E # x| SIP A% 0] SIP accounts(SIP A7) O} 20l LIQE L} S2 & H Ko 22 AALo| 9
Qo= AEJE 2 4 Ql&LCh

® HFo|SIP Mo AEXoR S25 UL L|CL

[ ]

71I"*01| ﬂ—X1I7f AG L L S0 HIHSEAHLE AE Xt4 SEHO| ZXE| AL, SIP AH O A A
M RS 2 97| [0 '

= T HA
peer to peer(I| O] & 1] 0f, 7|2 BH) A TS A5 = S & AYLULIC ofLt O] S| LHE AS
= USDHS AZYS 7| =422 40t 42 0| AP S HHY = ASLICE =S AIEE SIP A
HS X HBHA] 011 VAPIX API(OF S 2| A[0| M =2 13| QIHH|0|X) 2S 435t A< 3t 7| =

Ago| A LIt

_I_Add account(A|™ F=7}): M| SIP A H S Mdste{™H Sl C}.

. Active(ZHAISH): A|H S Atgsi2{l MetgtL|T
+ Make default(7| 23t 2 X|5): 0| AB 2 7|2 ABo2 XHsI2Y HAZLICE 7| 2
0| 2L0{0f 50, 7| 2 AHE BfLipt £ & UBLITF.

« Answer automatically(X}S2 2 &) =4 Moo X522 SESHE{ H MEHSHL|CT.

« Prioritize IPv6 over IPv4(IPv4ELC} IPv6E LMo & ) @ IPv6 over IPv4 =4 9|
M £=2E X|85le{H A,jE_,HOHH_| Ct. O] = IPv4 Sl IPv6 =4 B 50f| A 2Ol E| = P2P A ™ 0|
(=091 0| S0 91 ZE Tf S8 SILICTPV6 20 0fEE =012l 0[S 0j i AEt PV

-

EE T
o] oM 292 XHH = AsLch

- Name(0|8): 80| HtEl 0|22 QABIL|CE 02 S0 41} 0|2, AT i XY 4
QU LICE 0| 20| = &[G LITH

+ User ID(AFBXID): & X|0f SHEHEl D@ LM = Mot Ms 2 Qajsti|ct

- Peer-to-peer(I 0] & T 0{): 22 Y= 0|4 CHE SIP X2 XY SH3H= O ARE
LIt

. Registered(S2g): SIP MH{Z S8} 22 Y =93 Q20| SIP BX| 2 SE5H= O ARE
L|ct.

+ Domain(E09): AL THs3 A2 B8 £0101 0|22 YHULICL £02l 0|22 T2 A

B8 98 U0 5P Frol 02 BAFLC

L|Ct.

. AuthentlcatlonID(OI"I) 5}7
CF. 215 ID7H AL A IDot 2 EJCEEEE %87fﬂial—ltr
o

ol

«  Caller-ID(2H A X} ID): Axis | Of| A LY
e Registrar(SEX}): SSX2| IP A
« Transport mode(F& B E): 4|9

wn N

« TLSversion(TLS HH)(F & D E TLSTH: A2 TLS HA S MEHSHL|CH H{ ™ v1.2 8! v1.3
O| 7t& St StLICt Automatic(X}E)2 A|ARIOAM X2l = U= 7t eHHst A2 M

BT

*  Media encryption(0|C|0] ¥S2h) (TS 2= TLSE: SIP 20| A O|C| (L2 & )0
CHot = ot s MR LIC

» Certificate(only with transport mode TLS)(Q/ S M (& ZE TLSPH): QIS ME MEASHL|C
« Verify server certificate(only with transport mode TLS)(A—l H 91 A =tol
oh): MH QIS ME =teldta{ ™ MEigtL|Ct
« Secondary SIP server(E = SIP A{H{): 7| & SIP A 0| S5 0| Aot 4 X7} 2= SIP
MEO| S&2 A5t & ot AL T}
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«  SIP secure(SIP & 9F): SIPS(Secure Session Initiation Protocol)& At-23}2{H MEISHL|C}.
SIPS=TLS T& ZEE AE510] EgfE S A= otetL ot

-V
~ T rroxy@san m2AE Aopsein 22
- Prioritize(9 4 29| X|B): £ ) 0|0l TRAIE H710 B 20| ZRAI 4 &
& X gste{H 2 e o
- Server address(AMB FA4): SIP TEA| AHO|IP FTAE Q&HTHL|CH
- Username(M 8} 0l) Bt I SIP TR Aufol MBX} 082 BRARL
- Password(M{AE): LR AR SIP ZEA| M o| A =S 2L
« HCJ®
~ Viewarea(i7| Qo)): 3t S310) ALRE H7| FAS METLCh None(818)S
MEHSE A _IE E7| FAFE E LI}

- Resolution(8| &t £): 2t S210] ALE S Slef =& MENSIL|C Sl of e = TR I
AZEQ| gEkS =L|C}

- Frame rate(uE1|°| [
Ec et wm

- H.264 profile(H.264 =

OOI- ||'|'|
HJ|O
igh
-
imi

HH
@
09
0z
ofm
ot
=2
>
ol
mot
|l
HU
E
ne
mo
|->-
iz
o
-
|

DTMF
_|_ Add sequence(A|# A =7]): Al DTMF(Dual-Tone Multifrequency) A| #AE A /H5t2{H 2=
SHL|CL HX| £0f o|3} = gé}EIE £& MAM5I2{™H Events > Rules(O|HIE > £)Z 0| S 8tL|LC}.

Sequence(A|HA). E2
Description(83F): A|HAAE E2|AH AM0f CHot dY= Y=L O

=
Accounts(#|’d): DTMF A| RS ALE S A8 S H=BL L peer- to peer(uloi F Oo)E U=
ot= 89 2= 0|0 F I AE2 522

ZE2EE
AASHMES Z2EZS ML 2= OO R OO A2 SLY ER2EE 282 S+

oI-L_l |:|-

Use RTP (RFC2833)(RTP(RFC2833) AF&): RTP Tf| 71 0 A{ DTMF(Dual-Tone Multifrequency) A1 &
CHE & A= 3 Fol O|HEE 5 8ote{H ZLICH

Use SIP INFO (RFC2976)(SIP INFO(RFC2976) Al-): SIP T 2 E 20 INFO MM EE Zsts}e{ ™
HUICEINFO B A EE UBtH o2 HlMDL Biel Metx ofZa|7olH A% e s SreLch

HAE

Mk

SIP account(SIP #A|%): H| A

Im
ra
ot
i
!
=
2
o
g
2
ot
L
n

SIP address(SIP F=2): SIP FAEZ &30 \e2 S2310] H|AE MS}E Z0| HHO| HEete
x| SHoISHL|C}.

YA 5
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Use access list(U 4|2 22 AR): KO HBIE 2 4 Qe A S HShsia{® 7Lt

Policy 8 *4):
«  Allow(5|8): UM A FF0
[e]]

. BlOCk(xI'I:LI') O—hlk"ﬁ %%O“ PN

+ Add source(AA F71): AN A 220 M SH2

SIP source(SIP &2 A): AAO| HFAIK}

HE|FHAE HEET

Ulserr multicast controller(A}2X} HE|F|AE HEER]): HE|F|AE HEEHE 2435161 8{H #
L|C}.

Audio codec(2C|@ IAH): 2C|@ A

jo
>
=
mot
r
n

_l_ Source(22A): M| HE|FHAE HEER AAE FIHSHL|LCE
+ Label(2H#): 2200 Af OFX| ALSSIX| Q42 20| 0|52 QBiLICH
« Source(2A): AAE AHTHL|CH
« Port(ZE). ZEE Q3gtL|Ct
+ Priority(24 £9]): @M 29|12 MeyBiL|Ct
. Profile(Z2O}Q): T2 0}AS MENS
. SRTP key(SRTP 7|): SRTP 7|2 Q| & tL|C}.

X%

HES3 A2AEE[X]|
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Ignore(RAl): HER A 2EZ|X| S FAIot2{H AL Lt

o{® S

« Address(FA). D AE MHO|IPFA
(Network Attached Storage) I L|C}. 07
He)E A8 E I AEE T4
CIFS O| &2 K| & & X| k& LTt

L M

= 098 ZEM7F ooz of 2| Axis BHK|7F S LBt

=
«  User(AI8X}): AH{Of 21210] 2Rt B2, AAEA
f

X2 SMB X| 0f CHal of 7/0f| M XtM|S| ZOtE =
« Add share without testing(E| 2 E 2i0| 3§ F7h):

=
Remove network storage({| E9|3 A E2|X| H

Ct.

«  Format(Z=5): 0| £ =
L|C}. CIFS&= A 7ts

o
I
=]

« Networkshare(HEQA 38): TAE MHY 28 2

o
O 21915}2{™H DOMAIN\usernameS & 2HatL|LC}.

o= EYI ZLE 271520 MesiCt oS £
S QEioiR| pok7| TR0 @57 R S YL

+ Test connection(@&d H|AE): HEQ3A 280 CHst

= [ =]
Use tool (7 AR): S21510f Mekst = 12 2HAshetLCt,

Add network storage(H{| EQ|3 AEE|X| F£7}): =31 HES

Retention time(E & A|ZH: =3} 22 7|7t Qe =l 5310| ¥ ot L=
S E5 UHYLICL HEAR AELX|7L 75 XHE M= 7[2H0] K|
M & Lo

T

[7): HEAI SO C
HEQIS SR S M5k H S & 2LICE O] A ot H W ERS 570 Che

=] e
|EQIT 3QE ARE 4 ABLICH
|22 YEsiLCL EF 20 Q1 AH

« Password(ZfAQ|E): MHO| 200C10| ZLot AL INAYEE UHSIMAIL

« SMB version(SMB H{7): NASO|| 1 Zdat SMBAEZ|X| Z2EZE XS MENSHL|C}. Auto
(AHE)S MERS| D Rk = 2Ot A SMB 5 3[LIS W AI[3{ 0 A|Z8L|C} 3.02,3.0, £
21 &% HE S X| |5HX| b= O[T NASO| HZ512{H 1 A 2. Axis

2HE AEEX]|
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T2
E1|0| B & 9:' —1‘—6*%' =ot 2le. X7t gl %'\E S0l = SD 7t=5 = 2|5HA| OH Al
ol Al

Unmount(EI}-.._-_ oHI1|): =

t0] SD 7tE & QtTSHA JHIHOP"/\IE
Write protect(22 7| 8tX|): SD 7}E0f| A 7|7} ZX|&| 1 =32 0| MHE = AS ESHE{EH 0| S
M-S GLUICHL 27| SX|E SD FtE= ZoE 5= QgL o
Autoformat(XHE ZO): A|2 AQISHSD FIEE AFE 02 TSI HAA| Q. IFY A|AHIS

ext42 LOHSHL|CY,

Ignore(ELA]): SD 7}E0f =8} HES S8} M HAA|Q. SDFH=E 2A|SH 7127} e &
|7 o oA} ol Al8l x| 2LICt 0] M Ba[XIEH ALRE % AL

Retention time( = A|ZH: Q2| 5l =310| &2 Hetsi7 Lt HO|E K& FHS F4317| 93] =
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+ View the device server report(ZX| A{t| HE 1AM H7|): £ E0oAM XS AEHO CHSt HE
E SLCL UMA 2O XE2 2 MH E 0 M0 23 Lt

+ Download the device server report(Z x| M E 1A EI--E—E
X| O] A 4L OfL|2} UTF-8 S| 0| MR M| 1A SAE Tt
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- RFC3164
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Protocol(ZE2EE) AIES TZEZ MEH:
- UDP(UZ|2 Ad™H LE.514)
« TCP(Z7|E M ZLE:601)
o TLS(Z|2 HA™H ZE:6514)
Port(ZE): C}E ZES AI85}2{H ZE Ho S HYLITH
Severity(&Ztk): E2|AHE I M&Y HAIX|E MEbSLICH
Type(R¥): d5d 21 RS MEigL O
Test server setup(MH A7 HAE): 43S MAs17| Ho| RE MH{o] E|AE HAIX|S 2L

CA certificate set(CA QIS M MH): S0 AN S

SHOIBIA L IEME S7h8fL L

Yt 7144
Ut 22 Avis TA| T4 HHO| U N SRS 9I8H H2YLICE O HOIK| oA Ch o
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X2

Restart(R A|Z1): X|2 T XIS LITH O] ST 0| F&S FX| LLICHL A S0l 0j= 2]
Aol Mol XHE = MAIELICE,
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« B8021XAH

« 0O3CHd™

« DNS MHIP
Factory default(&
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& Axis §A| AT EQ0 = CIX|E MO X HSE 2ZES

Ch. O| A 3} Axis &HX| O x—|upc—| Of X|A AFO|H| EHOF 2=

LH- 22 axis.com0j| A| B M "Axis Edge Vault"E & RS A|

Nzt Jy

ESLA| 7| 2O TS |AMAQ. O
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AXIS OS upgrade(AXIS OS Y 10| E): A AXISOS HF S 2 Y 2{|0|EBL|CE A ZZ2|A0=
SdE 7S HA 8 U 2| 2R 7|s0| ZetE L Ch o =4 AXIS OS 22| =& Arg5dt
Z 50| Z2L|C} 24l Ha|xe2 ChezC3i2m axis.com/support= 0| E8tL|C}.
Ygago|=g I = M 71X S SO M sl o~ QS LICH.
« Standard upgrade(;H-.—.-_— =|:lE1|0| E): AH AXIS OSHMo =z g o|EstL|C}.
+  Factory default(Z% £3} A| 7|23}): @ 20|E8l 1 BE MY ZH £3} A| 7|27t
2 K E2[HAR. 0] 8= MESHH 20| =0f O™ AXIS OS HEc=Z £|l23 &= ¢
LI

«  Autorollback(XHS ZHH): MHEl A|ZHLJO| Q10| =80 YA O|EE SQOISHAAIL.
SFOI5}X| 2O B 2| 7} O| 7 AXIS OS B{FH O 2 &= 0FZFL|T.

AXIS OS rollback(AXIS OS E4): 0| 0f| A% =l AXIS OS H{H O 2 | S&lL|C}.
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SIP(Session Initiation Protocol)

SIP(Session Initiation Protocol)= VoIP S =8 A 7™, §X| U S25I= 4| AFREL|CH & 0| 49| LiE|
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InformaCast®

InformaCastis Axis H| £/ AT|HE Z3ts10] ZHO|A 00| 153 HRL|H 0[N L2 Sof
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