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AR MHA

AXISa

COMMUNICATIONS



B N Tl ettt 4
............................................................................................................................................................ 4
= N OO S O S T O ST OUOUOO RO U USSP OO SO PSP U RTUTOURUPORPORTOPOO 5
ARG 7| ettt ettt ab et e ettt e be e tteenbeebeeeaaeenbeenreenns 6
............................................................................................................................................................ 6
LI E QIO AL TR BTttt 6
b R R B ettt n ettt ettt enes 6
TEXRIQ] El CTETH O 2% 7| ettt 6
R | T A et 6
Db T B Tl A @] oottt 7
OfF = X AZEQOE EESIR] YRRER] ZOl s 7
R ettt ettt 8
T T g A bttt ettt 8
AMEXFX|E A QC|Q THUZ LRI TR AIEE 7| i, 8
T2 TR 7] EEm LY LE 7] et 8
CEOI R E SIP(P2P) A T ettt ettt 8
AEH(PBX)E S0l SIP A T oottt 9
Rl AL HIAE B A Al e 10
O Bl B O B A T it h ettt ettt ettt n sttt n et et 10
Ol A B ] - ettt n ettt ettt nes 10
YO EC|HEEH T R I A R e 11
SIPE SO R IR A R ettt ettt 11
SIPRIEZ SO & Ol & IR KO e 11
OM 2OITFCFE = 00| T R IEQl Al Bt e, 12
FtH 27t EME UAX[SIHHTTP AAE S AEZE ALF{ 2SS 13
ZtH 27t 2N S AX[SHH 7t AE S S| AEZE AL A& e 14
ZtHE2I 7 22 ZX|SHH MQTTE Sl AEZH ATHE AE i 15
AL HAETFAIIE 742 O] L G e 17
LSO EC|HE I AFERE K- B RH A 18
DTMFE @2 B ittt ettt 18
A SIP S2H0Y| THTE @ L Q2 AT e 19

B QT IH| O A ettt ettt ettt h e s et n et n sttt 21
B ettt 21
T A O B ] I O A e ettt ettt ne e 22
AXIS AUAIO ANGIYEICS oot ettt e et e et e e sbe e et e e e nseeensaaeenes 22

L I I OO PO RSOSSN 23
AXIS AUIO MANAGEI EAGE ...ttt 23

B R B T ettt 23
A R ettt ettt te ettt e bt e tb e e e beeeteeeare s 24

D L B ettt bttt ettt 24

B O ettt 25
ATIFH E A E oo, 25

TH ettt 25
L TIE ottt te ettt e etb e et et e e etteeabeeabeeeaeeerbeeaseetaeenbeebeeeteeaneean 25
D ettt ettt L bt b bt E bbb bt e bt eh ekt h e st h et n st et n et e sttt et enee 27
0 OSSOSO USROS USUSRRRO 28
B ettt ettt e a et b e e bttt e R e bt at e et e e st e ae e e st e e et entes 28
A B ettt bttt ettt 29
A A ettt ettt 29

L R ettt ettt 30
O ettt ettt ettt ettt 33

A T ettt ettt ettt 39

O Bl ettt h et ettt ettt 42



AXIS D4200-VE Network Strobe Speaker

1Y, I PR RRRP PR 46

Sl P e 49

T R e s 55
OINVIF . e ettt e et e e 57
B oo 60

T B | TP RRRPURRRRRRTRR 60
oL S S PROORPRRU PR 60
=< TP PRRRPPRRRROPRRR 61
QL A e 62

S R g e 63
R | =T < TR RRRRRORRRR 64

A M T e 65
SIP(SeSSioN INIIatioN PrOtOCOI) .....u e e 65
Peer-to-peer SIP(I| O B II O SIP)...cuiiiiiiie ettt 65
PBX(Private Branch EXChange) .........ooiiiiiiiiieii et 65
N Y ==L | BT E PP RRPPRRR 66
0 = e KO e PO P RSP PR PPRRR 66
AXIS AUIO ANGIYTICS .ottt et ettt et saee st e e 66
INFOrMACAST® ... e ettt 67
AEO O e 67
AXIS HLOE QF Bl A H| A e 67

T A B | oo 67
AXIS BER O] Ol G R ettt 67
A e 68
I TH R oo 68
LED BE A | oo 69
D T T e 70
B e 70
D |10 = BT PRSP PRRRRORTRR 70
OFO T A R R oo 70
T Ed oottt 70
I E R A T L ] oo e 70

R e R L L PRSP PR 70

IO FH L ] s 71

TR T D B O B e 72
N Tl 1 O ] =TSP OUURURUPPPRO 72
E N I | .S TR RO 74
R =T = PR URRRRORPRR 75
S ESE A 7 A O A T e 75
AXIS O B e 75
LR Y Y O A = s = L RO RPPR 75
AXIS O8S B By O] B oo 75
ZIZE B, B B Sl B O e 76
A L A e 78
Ll M Ed B O] oottt 78



AXIS D4200-VE Network Strobe Speaker

k>
4n
R
-
=¢]

HOM RO BM AT = A=F H7Yot= LI AE T 0|20 A &
C

oxho e
n
to
2 0
-
Ral
I
[m
P I
I=
|m
40
2
|
Rl
oo
Ot
rir
o
o
jely
ol
B>
I=
[m
40

«  AXIS Audio Manager Edge — A 712 A|[AEIS QC|Q 22| AZEQ0]. |07} 10.0 O] At
Ol B E 2] FX|of A MX| 2l SE} 2 XS E LICt.

-~ AXIS Audio Manager Edge Af&X} & 3 A{
+ AXIS Audio Manager Pro — O F 27t A|AHE 15 QC|Q 22| AT EQ
- AXIS Audio Manager Pro A& X & HA{

« AXIS Camera Station Pro — [ 2 A|AEIS 2|5 15 AN 22| AZEQO.

—

- AXIS Camera Station Pro AF&Xf & E A
AtMeh 82 L2 #t2] 2+ ZEZOfE HESHIAIR.



https://help.axis.com/axis-audio-manager-edge
https://help.axis.com/axis-audio-manager-pro
https://help.axis.com/axis-camera-station-pro
https://www.axis.com/products/audio-management-software

AXIS D4200-VE Network Strobe Speaker

2

S8 Ak
M2 SL0AM 3m O[Ol 2AEZE AT|7 I HAE YXE 2XI5HA| DAL,
0| H|C| & AXIS D4200-VE Network Strobe SpeakerE A X|5l= &

= =

BIOfl CHeh Of| A 4 LT

O| HIE|E AlE3t2{ ™ O] 2A2 E T2 2 0[SOt AIR.




4 Z0 ]
HHO|{Lt ZHEH0= W2 DY ZHHO| U ALZHOIA 2EHS RUE 4 & LT

HEHIOM %] #7|

H E QA0 M Axis ZX| S &t 11 Windows®Of| A S & X|0f IP FAE & Edt2{ ™ AXIS IP Utility E&
£ AXIS Device Managerg A %L C} T O E2|#H 0] M2 axis. com/su pportd| M RFRZ CHR22E

g 4 &L
IPFAZ SEFSLT FA|Of YMASHE YHO R O|SBH0 OfZH IP FAS RO HHBHEX| KA

Hetex x|

CtE 22t Mo FXIE M8 = JASLILE

Chrome™ Edge™ Firefox® Safari®
Windows® v v * *
macOS® v v * *
Linux® v 4 % %
7|Ef 2 M| * * * *

1. HBISME U Axis KO IP FA Ee SAE 0|22 QtL|Ct
IPZAZ D2 A0S AXIS IP Utility &= AXIS Device ManagerE AFR 310 1 £ ${=10j
M EXE Z&L
2. AN-EXtO|EI HAES AHSILICE FHX|0 M S UM A0t B 2E[RHAEHS g
Of gfLICE & HXIIMAIR
OlM FXof &l AIHHO|ANM & = Ue BE HEEN SMO| Oist 2B S 4EHEMAR

el xh A8 48

ofy
Do v W e
o2 =

0%


https://www.axis.com/support
https://help.axis.com/access-your-device

!

=
o
o

=8

=
[

3 E SO T2
Al Q. HTTPS
Hz gL}

o
-
.
o

P

4]

A
E
A&

L|C}. DAL

b

=

-
o

AME

ENRs=Ee

Al
=
=

=

M| O] E

ol

|
on
N
3

| 2 AXIS OST} Q= X|

=

Xof &
Ct.

N
(=]

ol J)4

SY =0t Al 7|= 278
A = Secure Boot

1



1. Profiles(Z20}¥)Z 0| =55}¢§ _I_ Create(AHkl)% SalstL|c}
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K| 7F =4l 2 2H| 8t2{ M Allow incoming calls($=41 & 5| )2 MEiSHL|C}
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4. ZE(Ports) Of2Ofl A TE HSZ QladstL|C}.
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5. NAT traversal(NAT S1}) Of2l|Of| A| NAT E1f0f| At T2 E= S MEISHL|C}.
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6. Audio(2LC|2) Of2}0f| A SIP = 0j| CH3H
S MEBLITEL S 29 M2 KT
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Bl MEdgtL(C
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LEO| EB|AHE|H Z20tY A%
of ool M= CIXIE & E
ZEO| Cioh st ™ das AL
1. System(A|AEl) > Accessories( N A 2]) > I/O ports(I/O ZE)Z 0| 52FL|LC}.
2. Port1(ZE 1) > Normal state("d 4 4Elj) £ 0|55t Circuit closed(2| 2 H|2f)E S 2L

C}. e
44
1. System(A|AED) > Events(O|HMIE)Z 0| Fd5t1 E8 F=7t2fL|Ct
2. E0 st 0|5 YL L
3. = SE0|A I/O > Digital input is active(C| X| & &= 2/d5})E MESHLICE.
4. Port1(ZE 1)2 ME4StL|CY.
5.

oM = Z0f A Run light and siren profile while the rule is active(£0| 2/d3}k|0{ A= S
@ T3 L Holdl 22 A S ey

—

SIPE Soll Z=ujY A%
O] ol M= SIPE Y2hs E2|Ast= WH S gLt
CHEEA| ©15(SIP) 23t

1. System(A|AEl) > SIP > SIP settings(SIP )2 2 0|5 gL LC}.

2. Enable SIP(SIP ZHd3s}) B! Allow incoming calls(=4 S & 5| )& MEiSHL|Ct

3. Save(MEHE 2etLct
A
o-

System(A| A &) > Events(O|HIE)2 O| S5t 2 F7t8fL|C

S0 Cist 0|52 2L T

U FE0|M Call(=2F) > State(HEH)E HEiSHL|Ct.
FEf =2 0| A Active(Zd2h)E MERSHL|CE

oH M = £ .0f| A Run light and siren profile while the rule is active(§0| /430 Y= S
of X G AO| W TR MW)S MEBHLICH

AIZtotn Al Z2nte MeEC

=
=
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SIP 2t 2 Sl = o[ &2 Z=ntd H|of
CHEFA| Q1S (SIP) 2d =t
1. System(A|AEl) > SIP > SIP settings(SIP 4%)2 2 0|5 gtL|Ct.
2. Enable SIP(SIP Z/43}) 5! Allow incoming calls($=4l S & 5| 8)2 MEiSHL|C}
3. Save(MEH= ZalgtLC}.
Z2OtUs AASEH| ?/8l & 48:
1. System(A|AHD) > Events(O|MIE)Z O|53t1 E5 =72t L|Ct
2. S0 tiet 0|55 Y LICH
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U =E0|M Call(2%F) > State change(&Elf HZA)E MEASL|C}

0|8 S E 0| A Accepted by device(ZHX|O| M =2HEN)E MEHSHL| T}

Call direction(E2} ek 0| M Incoming(=41)S MESHL| T

Local SIP URI(E"'| SIP URI)O|| A [Ext]E Z 20} U0 AFR E|= SHEHRFZ, [IP address]S ZHK|

=

T2 610 sip:[Ext]@[IP address] £ 21254 A| 2. 0| & =0, sip:1001@192.168.0. 90

7. UM ZEO0f|A Light and Siren(Z=H % ALO|#l) > Run light and siren profile(ZH 5! A}O|
Moz u|.OI AlgH) S MESH|C},

8. AlZotn 4 mEorAg MEELch

9. %M Start(A|ZH)ES MEBLICE

10. Save(XqZhH= Z2IstL|C}
Z2OtEs FX[o5H] flof & 4d:

1. System(A|AEl) > Events(O|HIE)Z 0|55t ES F7tetL|CL

2. 0| Tj3 0|22 YTt

3. Z=UEE0AM Call(EF) > State change(&Ef HZA)E MEiSIL|C
4. Ol S=0|A Terminated(ZRE)E MEHSL|C}
5
6

o vk ow

Call direction(E3} B2k 0| M Incoming(3=41)S MESHL| T

Local SIP URI(E?'| SIP URI)Of| Al [Ext]E =2 L} U0 AR L= 275,7(}% [IP address]E & X|
FAE 0] sip:[Ext] @[IP address] £ 223N A| 2. 0| & &0, sip:1001@192.168.0.90.

7. UM EZ0| M Light and Siren(Z=F %! Ato|3ll) > Run light and siren profile(ZFH 5! A}O]
A Z2aiel Ag)S e,
8. MXStD AL TRUAS MefBiL|Ch
9. UM Stop(HX|)S MEASHL|CH
10. Save(MqZhHE S EletL|C}
SIPE S8l Mofstd= 2 Z2ubof Choh A% & HX| ES 2es THAE BE L

M #Qt (12 & D2NAS A Z2 M 29 MBI O 52 TRNYA0| S 4 29| Bz
2 o=t g SEHREL
H| D
40 24 &2 Slel Z2US UUHA Y 22 Z20Y0l 0N Z2TfYS HAY
L|C}.
Ol 0l = CIX|Z2 /O ZEO| oI5 EE|AHE I 24M =% 32 71X CHE Z2MYECH M =9 45 7F
20t s BASIEE A E 285t SRS 2L
Z2TY MYy
1. 4 &% 30 z=2mtedE ThELCh
2. M =f40 e 2ot S Ths L0t
4.
1. System(A|AED) > Events(O|HMIE)Z 0| F5t1 28 F=7t8fL|Ct
2. 2o st ol2e Qast|ch
3. =71 EE0|MI/0 > Digital input is active(C| X| & Q= ZdshHE MEISHL|CH
4. ZEZ WEFLCL
5. M ZZ0j A Run light and siren profile while the rule is active(§0| 2/d3}k|0{ A= S
of X Gl A0 T2 MBW)S MeiBtLICt
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T T IT
. Save(MF)E S=LICH
8. Profiles(Z2MY)Z 0|S}1 7HE 2 SM a9 S 2 TRMUS AR T}

ZHH 27 R M S ZX|SHH HTTP AHA| & Sofl AEZH An|7{ &=
O| oAM= ZHH|2H| A X| =l AXIS Motion Guard O = 2| 7| 0| M0 =
20|70 7t 2tE ﬁ’é‘ﬂl EE2E ATOHOM 220t S 2detots A S 2L L
=5} 7| F:
« AEEH AOAOM YA EEs 2E[X IS 71T M AL ALE d-d gL T
« AEZH An|Z{0 "Strobe speaker profile(AEZE ALl ZT20tY)"0|2t= T2 OIS M
ML L},
o d
o ZtO| 2t0f| Al AXIS Motion GuardE A7t “Camera profile(ZtH| 2t T 20t 0|2t Z 20}
U2 gLt
« H0f {7 10.8.0 O| AH0f| A AXIS Device AssistantES At 3} 0f Bt L|C}.

5’H31| 2tof| M =AM
70 2| & X| OIE{ | O] A 0f| A| System > Events > Recipients(A| A&l > O|HIE > £=MXHZ2
o581 $AXE ZE7berLct.

2. CH2 YRS YT

>
El

= dHd5d"
— 0|§ AEZH Au_|9.|

- Type(§&): HTTP

- URL: http://<IPaddress>/axis-cgi/siren_and_light.cgi
<IPaddress>& AEZH ALHO| FAZ HHEL|CH

- M2 e 2ERE A0[FH ALEAIS| AL AL O| & B If A E /LT

5. SE HOIED RSN SH0I8| H3) Test(H A2)E SRR
4. Save(KEHZ Z2IstL|C}

9HJ1|EPO1| = E2 %“8
RuIes(E)E O|s%t2 &S F7t¢tL Ct.

2. Cte MEE QladstL|C)
_ |E OMoz AEZH AT EHE
- Condition(ZZ1): Applications(0f = 2| #|0|41) > Motion Guard: Camera profile(%.
A JtE: 72t =2 ntY)
- Action(2|M): Notifications > Send notification through HTTP(Z &l > HTTPE &
of 2E HE)

- Recipient($=21X}): Strobe speaker(AEZ H Amn|#H).
H 2= 0| M0 Events > Recipients > Name(O|HIE > £=AMX} > 0| E)0f =St A1t
S Yol OfF ghLLCt.

- Method(H| A E): Post

- Body:
{ "apiVersion": "1.0", "method": "start", "params": {
"profile" : "Strobe speaker profile" }}
AEZE AT 0| T2OAS HHS 0) i3t A1} SAH Y B E “profile(TRIFA): <>' T

20| & BFEA| 28| 0f ShL|C}. 01| ”Strobe speaker proflle(_E EH AT |71 Z2hpel)”,
3. Save(MZhHE Z=lgtL|Ct.

4. T3 B EE CIE 22 2718

- O|E. 2 NMog2 AEZH AT|A

X M

.
s SA

J



- Condition(ZZ1): Applications(0f = 2| #|0|41) > Motion Guard: Camera profile(%.
M 7tE: 72t =2 ntY)

- Invert this condition(0] X4 HIX5}7|)S MEHSHL| LY.

- Action(2 M): Notifications > Send notification through HTTP(Z &l > HTTPE &
o 2 B)

- Recipient(=4lX}): AEZ H Am|7
HE = 0| 0j Events > Recipients > Name(O|HI E > =2IX} > 0| §)0f =t Zd 10t
& LB OF gL Ct.

- Method(H| A E): Post

- Body:

{ "apiVersion": "1.0", "method": "stop", "params": { "profile" : "Strobe speaker
profile" }}

ETH
-

2t I et 241t %%‘@ ’SE%' profile(Z2m}l)" : <>' %
: "Strobe speaker profile(AEZH A |5’-| Z2ate)”

>
|m
Hu
lix
>.
H
o
2
_>L
[El
Hu
_EI
]
rulo
—o;
oz
g_}

-EWEHHUJmawor |} of
5. Save(X{FHE 2 $+ L Ef

HHIEL RS AX[SHH 71 E S Soll 2ERH AL|H XS
0

O] OO0 M= 7t 210f| A K| =l AXIS Motion Guard O 22| 0| M0 2 M&S ZX|e IjOICt AEZE
20740 7t 2HE E’éﬁﬂ EZE ANFHOM 220t S 2d3}5l= eES St

MR b
« 2ERE ATAOIM 2SAE= 22| Hote 2 M A E S ddgL
« 2ERE ATFOM Z2Ote S dgeLCh
7t02t0f A AXIS Motion GuardS &d5t1 "7t T2 0t U 0l2ts 20t s H-getL

Ct.
9HJ1|Ef01| HO| =AM E M
7H31|Ef9-| ZHX| QIE{TH| O] A0 A| System > Events > Recipients(A| A&l > O|HIE > $AXHZ
OIEOP-T‘— F=ARE F7he o
2. 02 EEE YEgL
- OIE Tt ZE 2d 3t

- Type(§¥): HTTP

- URL: http://<IPaddress>/axis-cgi/virtualinput/activate.cgi
<IPaddress>& AEZH AL|7{9| FTAZ HEL|LCH

- MEMME AEZH ALDF HXO| AX 2 IjAL = QlL|C}
3. REOO|E7t =etX| 22I5t7| ?|of Test(H| 2 E)E S =L CH
4. Save(MEHE 2= 3,; L|C}.

- Type(§€): HTTP

- URL: http://<IPaddress>/axis-cgi/virtualinput/deactivate.cgi
<IPaddress>& AEZH AT|FHO| FAZ HiEL|CH
- Mz ddel 2E2H AT AF A8 L A =YL
6. ZE E1|0|E17f K oHX| 22I5L7| 2[5l Test(EH|I2E)E S =/etLCt

7. Save(MZhE Z=lgtL|Ct

Zto ko & E= ’é'i’é
1. Rules(&)Z O]
ol

2. 2 8EE Y

JEE 0H1
o
M
o
ol
N
oo
r
n
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- 0| E: 714101 =g 3}

- Condition(ZZd): Applications(0 Z2|#|0|1) > Motion Guard: Camera profile(2
A Jte: 72t =2 ntY)

- Action(2 M): Notifications > Send notification through HTTP(Z &l > HTTPE &
of ¢ HME)

- Recipient(=X}): 7}AF Z E 2Hd 51
- Query string suffix(# 2| X} H0O|Al): schemaversion=1&port=1
3. Save(HE)Z 2eict
4. O BE7t =eE OHE &8 oL o
- 0| &: 7401 H|2Hd 3}
- Condition(ZZ1): Applications(0 Z 2| #| 0] M) > Motion Guard: Camera profile(2
M 7tE: 72t =2 ntY)
- Invert this condition(0] ZZ4 & HIXs}7]|)S MENSHL|C}.

- Action(2M): Notifications > Send notification through HTTP(Z &l > HTTPE &
of &2 ME)

- Recipient(=21X}): 7} Z E H| €43}
- Query string suffix(H 2| X} H0O|AL: schemaversion=1&port=1
5. Save(XZHE ZalstL|Ct

AEZH ATFO|M 2 AAM:
1. AE2H Au|71 <l O B{ ] O] A Of A System(A| AEl) > Events(0|MIE)Z 0| S38}0] 2 =
7betL|Ch,

2. Ohg FEE YLt
- 0|5 7t & 101 M EE|A
- Condition(ZZ1): I/O > Virtual input(7}4 &1 3)
- Port(tE): 1

- Action(2 M): Light and siren(Z=&
the rule is active(S0] 2Hd AFE[ QI

- Profile(Z2I}): M2 MMHE =202 M
3. Save(MF)E SELIC|
HH2t7t RS ZX|5HH MQTTE Soll 2EZE Anu|HE XE
O] Ol M| 0| M= MQTTE S3lf 7H0i[ 2} AT A
AEEZHE ATOHOM Z20HY S 2 2iots AfS 2L O
AlEFS}|
« 2EEHE ATOAHOM Z20hd S dder L )
- M@TuiﬂaﬁﬂwﬂHéﬂwnqaz&%nm%%m&%zg7H%qq.
« DM COHEME EAHOIMO] FEE /A M A"
ZtH 2O M MQTT 22I0|HEE A H:
1. 7}o2+Ho] 21 Ol E T 0] 2 o A System(A|¢E' ) > MQTT > MQTT client(MQTT 22}0|H E) >
Broker(HEﬂ)E 0| =st0q I:|-° MHEE olgdstL|C}.
- SAE HZIHIPFA
- ClientID(22I0|HE ID): | & S0 702} 1
- Protocol(ZE2EE). EZH/I ANE ZZ2ES
- Port(ZE). E2 7} AFRS= ZE HD
- H 27 Username(AF2 X} 0| &)1} Password (I AL E)
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2. Save(X{#H) X Connect(@Z@)= Z2LIC
MQTT A A E 2l8 ZIHHEH M &= 7HX| E5 4

1. System > Events > Rules(A|AEl > O|HIE > E)Z 0|5t 23 FIt2fL|CH

2. O3 EEE UYLCH
- 0|&:SHYo| LY
- Condition(Z=Zd): Applications > Motion alarm(0j Z2|#|0]/4 > B/ &)
- Action(2§M): MQTT > Send MQTT publish message(MQTT AH|A| H{A|X] HE
- Topic(FH|): =2 M
- Payload(Zj|0| 2 £): On(747|)
- QoS:0,1, EE=2

3. Save(MZhEZ Z&lstL|LC}.

4. CtZ EE7t 2 E OHE 8 F7rg L
- 0|5 24 Q=
- Condition(Z=Zd): Applications > Motion alarm(0j Z2|#|0]/4 > B/ &)

- Invert this condition(0] X4 & HIH6}7|)S MEHSHL|C}

- Action(2§M): MQTT > Send MQTT publish message(MQTT A|A| | A|X] HE)
- Topic(FH|): =M
- Payload(Hj|O| 2 E): TH A
- QoS:0,1, EE=2

5. Save(MZEhHE Zg|stL|LC}.

AE2E A0|7{0 MM MQTT S210|AE S 2F:

1. AEZH An|7{ & 2B H 0| A0 A System(A|AE) > MQTT > MQTT client(MQTT £2}0|
91E) > Broker(H27)2 OI% Hod Ef% HEE YHeLCH
- BAEEHRIAPHE
- ClientID(22t0| A ID) Ao 1
- Protocol(ZE2EZ) EZHII AHANEE T2 ES
- Port(ZE). EE27{7} AfES= ZLE HD
- Username (A2 X} 0| £) 4! Password (I AL E)

2. Save(XM%) X Connect(HA)= S L|Ct

3. MQTT subscriptions(MQTT {1 5)2 £ 0|23} 1 =& F7tgtL|C}.
e §2 8 gggL ot
- Subscription filter(11= EE): 2 M
- Subscription type(7t 5 §9): &E| =& 7t5
- QoS:0,1, k=2

4. Save(XZEhHE ZzlgtL|LC}.

MQTT T=2 Flol 2EZE 2070 A
E

2.

= AH A{-
= oo N
>O0|HIE > B)Z 0|55t ES FItgLICH

System > Events > Rules(A| AEll

CHS HEE Y=gt CL

- 0|&:SHYo| AX|Y

- Condition(ZZ1): MQTT > Stateful(&Ef =X 7}5)

- Subscription filter(11= EE{). 2 M

- Payload(Zj| 0| 2 £): On(7{7|)

- Action(2iM): Light and siren(Z=H ! At0|&l) > Run light and siren profile while
the rule is active(20| 44 AE[Ql SOt = 9l Alo|3l = 2 m}Ql AlsH)
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- Profile(Z2I}Y): TS5l = T 20 S MENSHL|CE

3. Save(MEE 2Lct

20| HAEI LY AL o|HY S

O| o0 A= AL HAETF HIiotH Fo| =l = A0|7 O|H €S EW =S 0|2 FX|7t 8 E
L|ck. A7} BIAE £ 0f2 18000 O] £OjA| & = B EILICH

1 AL EHAE AW MH:

1.1. 2 K| QIE I 0| A > System(A|AE) >Events(O|HIE) > Schedules(2d)2 2 0|53
L|C}.

1.2. O 18:000] A|2tSED 18:010] SR L= L™= WML CL 0|2 'Daily at 6pm(0f
e 23 6A))'E X|7dgL
2. Olo|2 AR A4
21, ZEX OIHHO|A > System(A| A&l >Events(O|¥l E) > Recipients(3=2X})Z 0| &t
L|C}.

2.2.  Add Recipient(=2I1X} =7HE S =L}
2.3. Bt = At2E O| E 2 'Speaker test recipients(A |7 HAE Y= AtEH' O 2 X|7H
24, Type(F¥)0|A Email(0O| 0| )2 M EHSLICE.

25, Send email to(0|U| HLi7]) OF2}0 M 2= AIXte| O| | Y FAES Qeitct HEE
AR BHO] o3 FAE TEBIUA L.

26 EG ARO[ AHO TS MR HEE YTt

27, Test(HAE)Z 22st0 HlAE 0| LS ByLch

H| D
Ut o|n| Y BFAE 0|4E Ol AT 19 FAP HENS SABBM ASXLZL 2 X2 TS
S71Lp B ZiS HBIo}7| Qo Hot HEIS ARG BILICh U 2 % o|H Y AY H S &R
Sh2{ 1 O[] & SFAto| ok X HZ SOISHAIR.

28 Save(HE)E 2YBLICL
3. XHS AT HAE 47

31, K| QI 0|A > System(A|AE!) >Events(O|¥l E) > Rules(&)Z 0|5 &tL|Ct.
32. Addarule(8 F7hHE =gt

33. B0l oictol &S Y LICL

3.4. Condition(%tEH) Of2H 0| Al Schedule(¥H)S MEHSID EE|7H S =20 A{ MEH
3.5.  Schedule(2%) Ot2{ | A LH('Daily at 6pm(Of L 2 F 6A|))S MEHBEL|CY.

3.6.  Action(2iM) Otz 0 | Run automatic speaker test(X}5 A n|7{ HAE A3)=2 M
EH 'c'>'|-|__| |:|-

3.7. Save(XZHE Z=lstL|LC}.

4. AT HAEZHHIY I Ol 28 BEUl= =S 28 Lt
41.  FX| QI O0|A > System(A|AEd) >Events(O|#l E) > Rules(£)& 0|5 ¢tL|C}.
42. Addarule(8 F7I)E 2&lgtL L
43. 20|yt 0|22 YTt ch
44. Condition(%Elf) Ot2{0f| A Speaker test result(AL|# E|AE ZHOH)E MEH

St
4.5. Speaker test status(AI| 7 E|AE AHEH) O}2{0f| A| Didn't pass the test(H|AEE &
WX ZUSLCHE MEgL T

4.6. Action(®M) Ot2[j0f| A| Send notification to email(O|H Y 2 & ME)S
C}.

FL|C}.

EH
=1

rx
oo
-
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47. Recipient(=4IX}) Of2f 0| Al =4I XH('(Speaker test recipients) AL|7H HAE =AIX})
£ MEjgtLct.
48. M1t HAIX|E L5t Save(MF)E S LT
LEo| EB|AHE uf AFEXE X 2T XY
O ol = C|X|E ¥ M=ot HAE I ALK XY QLR U S EC| A= HHE S 2T

ch.
QL md H2E

Media(D|C]O))2 0| S3}0) | Add(E7HE S23fLict

1 g2y
2. 2E5I0 HAFHOM |2 uteS ot MBS LLY.
3. Storage location(X % 2| X|)= MEdSHL|CH

4. Save(XZEhHE Z:zlghL|LC}.

QL njglz T2 0t 4d:

qm ﬂl
(o3

Profiles(Z2I}Q) = 0| 55} —|_ Create(MAHE Z2IctL|LC}.
Name(0|§)S Yot Z20tUo| =W o HZ MEASLICE
ALO| MMO|M HE2EESH 2O WS MEiSHL|C}.
Intensity(Z =) 5! Duration(7|ZhHS MEHSHL|
Save(X®)E S B LI

EOf Cish st ™ Sats 2L o)

1. System(AI*E") > Accessories(2i | A 2]) > I/0 ports(I/O ZE)Z 0|52 L|LC}.

2. Port1(ZE 1) > Normal state(®d A AE) 2 0| =35} 11 Circuit closed(2| 2 H2) E S =it
L|C}.

M.

System(A|AEHl) > Events(O|HIE)Z O| 551 &2 F7+grL Lt

E0f CHet O] 2 Y=L L

A 50| M 1/0> Digital input is active(C|X| & &2 2Hd31) E MEHTHL LY.
Port 1((£E 1)= MEiSHL|C}

oM S Z 0 A Run light and siren proflle while the rule is active(E0| £431E|0{ Q=5
of Z Gl Afo|3 T2 akel AB)S MebstLCt.

Y=ot Qe Mol e 20t S MR LT

Save(MF)E S LICE

m.w,h.wr\’!—‘

M

ui B W N oz

DTMFZ 2LC|2 =X
O| O K|l = Cte2 =¥st= YRS AL O
« X0 DTMF 1Y
« DIMFHHO| X0 HEEH QL E SX[SI=F O|HIE 47
System(A|AEl) > SIP > SIP settings(SIP A%d)° 2 0|53t L|Ct.

Enable SIP(SIP /43 7 HAX QJ=X| 2QIstL|C}.

70 St= 82, '-stH Save(XM &)= S E5t= A2 94X O A 2.
3. SIP accounts(SIP A|&)2 2 O| = &tL|C}.
4. SIPAHHE Fof A=, * > Edit(EE)S St
5. DTMF Of2{0f| A + DTMF sequence(+ DTMF A| &2 A)ZE 22|38t C}.

18



6. Sequence(A|HZA) OtZfOAM '1'S LTI L.

7. Description(4d ™) 02| 0f| A 'stop audio(2C|2 FX|)'E & =etL|LCt.
8. Save(M¥)E SELIC|

9

System(A|AE) > Events(O|HMIE) > Rules(&)Z 0|55l Add arule(§ F7hS &L
Ct.

10. Name(0| &) Ot2{0f| A 'DTMF stop audio(DTMF 2 LC|2 &X|)'E YL Ct
11. Condition(%El) Ot2{{ 0| A{ DTMFE MEHSHL|C}.

12. DTMF Event ID(DTMF O|Hl E ID) O}zl 0f| A stop audio(2C|2 SX|)E MEfSHL|CL.
13. Action(2/d) Ot2{{0f| A Stop playing audio clip(2C|2 & ¥ FX|)E ME

EHSEL| T

14. Save(XZhE ZzlstL|C}.
41 SIP E2t0f st 2C|2 27
SIP MolE e I 2L S ES MYst= E2 288 == A5 U
e SEO0| Z&5E £ SIP 90| (522 = F7I E2 28Y & UASLICLOl= LE
w20 QLI TK| ZHO| A= AtEtel 2| & 2t7|A 7|1 &4l 2| S 2785t = 20 7&
2 AFLICEL O] = 2L X0 SIP =25 ot0] LM QLR FX| = L2 FX| 2K 0| AU
= MEO|A Z1517| 2l 2L S S MALLh 202 S8 Id0| SX|=|H 2L 2 X0
M SIP So0f| Atso 2 SN YE Wt QUL K| ZH0 A= AtE 7tel §410] 0| R0 &
20l |C
T AH-d

SIP AN 23
Y HBL MO IP FAES el AL|FHO| KX| QIEHO|AR o] SeL|Ct

System(A|AEl) > SIP > SIP settings(SIP ) £ 0|55} 0] Enable SIP(SIP 243} E MEH
Shi|C}

3. X7t =4 E2 27 6t T Allow incoming calls(=41 & 5| 8)E MEigL|Ct.
4. Save(M®EH)E Z=gLICL

5. SIP accounts(SIP A|™)Z 0| 5gtL|C}.

SIP A Qof e, ¢ > Edit(HE)S SsLct

XE 82 M3 AL

SIP E3} =4l A| QLC| 2 R AS:

ifttings(*a*%l) > System(A|AHl) > Events(O|HIE) > Rules(&)Z 0|55l &

ofl C3t 018 B BHLIC

a2 d0g

= N o

mo
ok
N
ot
C

—_

2. B :

3. 2= AL ek

4. JH =E0M Mz S”S dEfRLCL

5. M ZE0|AM Play audio clip(2C|2 S & X’ )2 MEdStL|CL.
6. 2 SF0AM MYote= 2L EEHS UH
7. 2C]Q YL HHEE 142 MYFLICHO2 "3 ¥ K2 olnjgLc
8

=
Cle 2
Save(MF)E S gLICL
LR 2E0| Z=E = SIP 5210 Ats2= H:
1. Settings(Ad’d) > System(A|AEl) > Events(O|HIE) > Rules(8)Z 0|35l E2 F7t2rL
Ct.

2. 0| et o] 5= YHE L

I
(%2]

3. = 50| Audio clip playing(2C|2 S8 M d)= HE=e LTt
4. Use this condition as a trigger(0| ZZ 2 E2|HZ AI)S S2i8L|C}
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AXIS D4200-VE Network Strobe Speaker

Invert this condition(0| Z4 gr®™)of| AL Tt

i % HW =US FIheLCh
_7.‘_7_ = 01|A-| State(*l'EH =EM
MEf B20IM NS BYES &

© ® N oW,

10. Save(XZhE ZzletL|LC}.
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AXIS D4200-VE Network Strobe Speaker

# QIE{H 0| A

H L=

gXo| W AHIO| A0 HEota{H B 22t X0 ZX|2 P F2S YHIYAL.

=

H| 2

>|-

O] Mo 2HSt= 7|5 A 2730 ot X| @2 &X[OtC} ChE L T Of OFO| 2 ®% ]
KoM 27| SolLt 28 AHEE & USS LIEELC

NH,
%
. € Change account(Z| #7): &% #| Mo 210+25} 1 A AR 21918k,

EI:—)Log out(210}2): S x| A ™0 A 20Tt L|LCt.

Ao 2 B0l Che o] EEHE L C

. £ H0|E: 721 20| O HEO K HlO|ES 288t M £2EAAIQ.

. Feedback(m| S4): AFR A} ZE S HMBE [ £20| Tl= T EWS ZQ3HUAIQ
. Legal(8): 27| % 2to|MA0f Ciet He 2 =L|c}

«  About(JE) AXISOSH{ Y U3 HS S Zolst K| YEE FL|Ct

Upgrade AXIS OS(AXIS OS ¢ 13|0| E): & X0 AZEQ|0{2 QI 0|=stL|C} ¥ 0|=EE
o ¢

M7t S 7|2t HEl

YX|7F NTP MH{ o} 7|2t LA =X| O F Sl &= 57
H2E HEAILIL.

LO_F
<
>
ot
ro
>
\I
o
Hl
oo
S
2
Z
_|
Y/
I
N
ot
%

NTP settings(NTP A7%): NTP 2 H =2
location(A|Z}F 8! Q|X]) | O| X| 2 0| =& Lt

Hot
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Hardening guide(& QF Zs} 710| £): Axis 2HX| 9| ALO|H = QFup [ AL O]l CHBH XtM|S| LOt=

4 Q= AXIS OS 2+3} 70/ = 21 A LTt

AlgH et

i

H

2 A
EE &%

b
FAA| 2.

o7

a

L|c}.

s

e
o
=]

L|ct.

8

o
=]

LiCE 232 +30tn

I

e
o
=

23
22

=

=
28 210 YHolE

L O[X| 2 0|5
2N

|7
Ik

|7 HAE)

1L

A

L|c}.

s

=

-

Ho|): dZz 220
o

, ‘Bl X PID/

A

F

s
e

ZE

of EA|

Iz

EEE,

1T

| #|0]d

A E

ey

== Q= Speaker test(
=

INEEPNESE= i
Threshold (Y

| -

#2738 1 o[X|

Show threshold and events in graph(Z12§

7t

Speaker test(2 1| 7{ E| A E): @:

e,

. X0 LEDZt Zet LT

Locate device(&HX| 37|):
View details(M| 5 A}

77t 285
| 1P 2,

oA |

I
Power settings(%
CHs 2|2 0

=
S

(]
[}

_I

]

AXIS Audio Analytics
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https://help.axis.com/axis-os-hardening-guide

AXIS D4200-VE Network Strobe Speaker

Mgy orle Yy

Show events in graph(J12{Z0j| O|HIE #A|): 74 S 40t A2| 7171 ZX| & Al EE 22 =0
HAGLC}

Threshold (¥ A| Z}): ’E*Ef0||:-|
ATHO|AE ZHX| 2 E28}

Ch x| JA 242 22| 2f oFZho|

o o
Test alarms(E|AE &) E|AE 2EXMO 2 ZtX| O|HIEE Eg|Hsl2{H Test(E|AE)E
C}.

QL) &R/

Show events in graph( 2] = 0j] O|HIE HA|) @ EM QGO A7 UK TS [ J2f=0f
HA|SH2{H HLICH

Classifications(&= )@ O =2|#o|MOo| ZX|E A2 SYS MEHSHL|CE.

Test alarms(E| A E &2h @ HAE EXMoz EX A2|9 ZX| O|HIEE
_)E aaloH_| |:|-

(m

2| 7524 ™ Test(H|

r|R
AXIS Audio Manager Edge

AXIS Audio Manager Edge: Of £ 2|#|0| M & A|Zt&tL|C}.

QLC|2 AIO|E B ot

CA Certificate(CA 215 A{): 2C|2 AfO|EQ| &
AXIS Audio Manager EdgeOf| A TLS Q152 %gﬁ}SHOF shL|C}.

Save(XM%E): MEH ot=2 225t XA &etL| Lt

A 2%

Q2 QC|Q S Lt TLICH Y2 9 BAIFLIC
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.l

— (=] OI_I-
«  FIPS — Policy to comply with FIPS 140-2(FIPS — FIPS 140-22 Z=48}= M) 75| Cf
A AFRIS Q|31 FIPS 140-22 T4t 25 3QILC

HESI E2 Mo A =3}
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IEEE 802.1x
IEEE 802. 1= R4 8 4 L E9IT Ix|0| £t 152 NSt ZE J|8t Y =93

Ef

Internet Authentication Server) 2! L| Ef.

IEEE 802.1AE MACsec

Authentication method (9= ). 0| =0 AR L=

S MHE ASME AE3HY EEH0[HUES| IDE 22

Ol
CA QS M:CA IS M E MEISHY] 2
GIZEl L =9 o] A glo| AHH| o

o L|C

EAP identity(EAP ID): 22[0|HE QFS X2} AEtEl ALZAHIDE R ESIHA|L.
EAPOL version(EAPOL HHZ): | E Q|3 AQ|X|0|AM A ol
Use IEEE 802.1x(IEEE 802.1x A}2): IEEE 802.1x T2 EZ S AIE25I2{ ™ MEHSHL|C}

OIZ ute O 2 IEEE 802.1x PEAP-MSCHAPV2E AL 3t Z-20) 0t 0|2{8t AN S 0|2

+ THAQIE: ST AL RHDO| THAYEE
+ Peap version(Peap HH): H EQ|3 A&
o Label(2}t): 22|0|HE EAP U312 Afﬂ6}E1 012 MEHSID, 2
£ A5t ™ 25 MEfSL|C} Peap H 7 °
TR E S
IEEE 802.1ae MACsec(®™ CAK/AIE ZS 7[)= Q1= o 2 AL SH= H 200t 0|23
= 0[28g = UAS LI

ﬁO
o I_
2|SHIEEE & -’.f—%l L|C}. IEEE 802.1x= EAP(ExtenS|bIe Authentlcatlon Protocol)& 7| =2 2 Tt

[EEE 802.1X2 E3 E|= HEQ A0 UM ASIHH HEQA EX| 7} AN RO 2 QIS E|0{Of &L
Ct 2152 QS MHOAM =L, Y™ © 2 RADIUS A1H-|(01| FreeRADIUS & Microsoft

IEEE 802.1AF MACsec2 D|C|0] MM A S8 T2 EZ2 QB H|AZAH Hlo|E| 7| LN A THNS
0| 5= IEEEQ| MAC(O|C|Of M A HEE) £ Ot EEQILICH

A A

CA OIS 81O - gotH M QSN F=2d AAL HIZGtED X = A= HESAo 2
A SLO| Rt 1SS Al =g LICY.

QIS A S ABY 1) Axis 28 A| 717] 8 01 Aol EAP-TLS(HE 7hs 915 ZRES - & 2
S 2ehE ME0t0 CIX| 8 AS M= A {22 QS eL LY.

X7t SN E Soll E=k|= HEAIO HMAT = AT ot H M BE SEH0|AE 2ASA
= KXo X5 OF gL Ct.

EA

o

Client Certificate(22}0|H E 21Z A): [EEE 802.1xE ﬁtgg S2l0|9E QS ME MEiSEL|CT. QI
[s)
=

» 7| EX AE £ 7| O] A Z HE O] S(CKN)S RIHBILICE 2 ~ 6AXI(2E £ 7Hs) 16
7150{0F SLITE CKNS 917 B210J M 25 0 2 2 A8|0F 3, 420 MACsecS
ot P9 A B0 M LKXIBHOF 2L Tt

- 71X A S 7L A E o 7(CAKS BRI CH 32X S = 64X19] 1681010
C}. CAKE GiZ gh2iof M =5 0 2 A 3]of 8[0, §-8 0| MACsecS EH4data} 2y o
S 20| A LK[SHOF L T
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Firewall(2ts}): iS5l S 2t 5}6le{ ™ ZL|C
o_l_

no
]
o
Q
c
-
)
S
a
=
N
re
o
2
M
=2
x
i}
u
A
51’
rir
e
Y
FO
ot
mjo
0L

SHHO| Of A M ex| dEigtY
Ct.

+ ACCEPT($:): TX|0f [t R E (A & 8ELICL 0] M 7|2 MHE|of YL LC
- DROP(H&): BX|0f (3t 2E ¢i2 st|C

=
OF

=
+ New rule(\] & F7}): £ 451248 S =T LICH

Rule type(£& §%): o
« FILTER(EHE): 20| Zol& 7|= 0t LX[St= FX| 2| AZ S 5{ESHHLE ALEStE & e et
L|c}.
- M eholH S0f L) Accept($=2) == Drop(H&)S MEfBL|C.

- IP range(IP M Q|): 5{ &5t HLE X EHet =4 HR|E X|HSI & MENSHLICE Start(A|
=H 2 End(&)0| M IPv4/IPv6E AFRSHL|C}

- IP =4 5|28} 7L} AEHStE{= =AZ QI 243HL|C}. IPv4/IPv6 I = CIDR HAIS A
.9.ol-|_| |:|-

- Protocol(Z2 E&): 5{ S} Lt Kpthed
El

MBSt Z2E 22 Mot 2

— o
- MAC: 5| 25| AL} XSt = X[ 9

HEQAIA Z2EZ(TCPUDP == E CHE
JmE & X|H80} LT,

S AC TS AL CH
- Port range(Z £ U 9]): o{ 3}7{Lf Attt L E HR S X GO E e gL ot

Start(A|Z}) 2 End(8)0] 7L Ct

- Port(ZE). 5| &5t AHLI A CHSte{= L E HS 5 Y L|CH ZE HS = 10 M
65535 AF0| 0fOF &FL|C}.

- Traffictype(E2T 93): 58317 Lt XTHlel s 2T S MegLIC
~  UNICAST(SLIFHAE): THY SHAIX{7} THY S AIXFOI A R L EjmielL|

C}.

- BROADCAST(EZEI|AE): Ct EhMXI7 HEQFo B E X2 ELf=
Egfj=eiL|Ct

- MULTICAST(HE|F| A E): StLt O] &f 2| = AIXE7} SfLt O] & 2] =4I KO A 2
L= EciE & LCh
«  LIMIT(Hgh: 20 Fol& 7| =1 LX|o= HX| 2 AZS +&HoX| 2 Mot EAfH S =

0|7 ?iell Mets MH-8oteH MEgtL|C.

- IPrange(IP 'H?|): 5| o[ HLf XTI =4 HRZ XYoL F MEGI LI Start(4]
) & End(8)0f| M IPv4/IPv6 E AHERFLCY.

- IPFA S ESIL e FAS Q2{3HLICE IPV4/IPV6 = CIDR HAIS A
23t C}.

_ Protocol(ZE2 E E): 5| 25} HL} X}
MEHSIL|CH T2 E22 MEY PE’

- MAC: 5| &3} 7{Lt At EHSEA = F K| 2

- Port range(EE H2): 1%6}7{ L} XpChst
Start(A| %) S End(8)0f Z=7tetL|Ct.

- Port(£E): 5{ 85| AL X}CHota{= ZE Ho E QHSIL|LEL ZE Mo = 101N
65535 A}O|Of OF ©+L|LC}.

Y EXQI Z2EZS(TCRUDP E&= E CHE
S 2E E X|d sl OfF tL|LCt.

~ Unit(EHS): 3183} LE AHEHS o] Rue ekt
~ Period(7]Zh): Amount(R1)2} B El A|ZH 7|7k MeEdgtL|ct
~ Amount(3l%): A4 5| Period(7|Z) L0 BX|7t QS 4 QU AT S4E M

2 LI 2|0 242 65535 L LY.




- Burst(tH{A E): 27 =l Period(7]|Zh) =0t of H A
A= AE slE =
HAEE A0S EELCH

- Traffic type(E2i T |): S 5L X HSH= E
- UNICAST(RFLZHAE): THY ZAUR7F B =LA A EU= EfEH Y
C}.

- BROADCAST(HEEIF|AE): CtQ EIAXI7 HER TS RE AKX 2 E&=
=3 ZQ Lt

~ MULTICAST(HE|FA E): 8} Lt O] Abo] SAIX}7} SHLE O ko] 2= A RLO A &
e ezl

Test rules(& E|AE): Ho|st EE HAESIZH SEIgHL|CH
« Test timein seconds(X EtQ| H|AE A|Z
* Rollback(E%H): E2 HI2ESI7| T2l O|F ME{Z Yot

o
= =]
. Apply rules(8 ®8): HlAE3X %0 22 TS M S2ALLICE 0|2 H e e
ol K| LTt

MEXt X MHE AXIS OS QIS5 M

0

ZX[0f AxisO| HIAE AT EQO| EE= J[EF AFEAL X|H 2T EQIO|E AX|S2{H ALEA X[ A
FE AXISOS Q1S M7t HaetL|Ch QIS = AT EQO| 7F THA| AF KRt Axis H 50| 2[sH 5¢I

LI A=X OIS CEL AZELI0j= 3ot A Ho o A IDE AlHL[= E7d TX|0f| A2 Alis
T ASLICH Axis7} MHES @[t 7| & ERotD AL B =2 AxisTHO| ALE A X|H A& AXIS OS 2l
= 4 2L|C}
o (=]

—

>
i
>

o
Install(4%]): QIS AIS AX|5t2f P S2YLICL AZEQI0{Z MX|5}7| Fof ASM S Ux|8Ho}

A

A
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+Add account(AH8 F71): Mf A S 7ot S LT X0 100712 A& =7t =
OIA|_| |:|.

Account(A|’d): 17t AE 0|5 YT LIC,

New password(AH IjAQIE): A MO I|AQAEE Q&stL|Ct DA QEL= 1~64X Z0|0{OF THL|
Ch 2t 2k, PEH, A 7|5 £ 0l 75 3F ASCI 2XHZE 32~126)8F T A Eoff AR &

A& Lt
Repeat password(Ij A Q| C HIE): S S I AQEE CHA| LESIMA| 2.
Privileges(#oh):

«  Administrator(22|X}): .= MX 0| 2HH S| WM ASHL|C} BHE|AHe 2 AR S =7}, 9
HIo|E S XMAHY &= ASLICH

= T M-d

 Operator(2FXh): LSS A Q3 & AF0f AMAT = ASLICH
- (=)= System(kl_ JREES
«  Viewer(H0{): Y3 AT = U&= AHsHO| i LICH

| Mg % ool Ch 0] EEHE L O

Update account(A|d QH0|E): AN &8 HAE

L
Delete account(AH|™ AMH|): A &S AMN|SHL|CE root A ™H 2 AMX|et 4= 9i& L CF

SEEIETTES

Allow anonymous viewing(2d E7| §5{&): A™CZ EAQISIX| U0 =1L 2HEXE ZHX|
of AMAZ S Y= MBI

Allow anonymous PTZ operating(21H2| PTZ 24 5| &) @: ol o| AF2X}7} O|O| X|Of CH3H
o EIE Q=SS & QL2 S 7 2L L|C}.

SSH A|’d

+Add SSH account(SSH | Z=7}): A SSH A/ M 2 =71t H 22/t Ct.
«  Enable SSH(SSH &/d3}): SSH AH|A S ALR38F2{ ™ ZL|C}
Account(AH|’g): 173t ﬁl’éﬁ O|5& YL

New password(A| {22 E): A7 2| | A E S o HRLIC} D29 == 1~64X} L 0| OOF Bl L
Ct. AL <AL #573, Oe'—‘?'— 7|% S Qlaf FH5SFASCI EAHE S 32~126)2 A E0f AFRS %
EN

Repeat password(If A Q| E HIR): S USH I|AQIE S CHA| YESIMA| 2.
A% 43S YL NS ).

© Ago| 2 R0l Cho| I Lt

Update SSH account(SSH A’ AHH|0|E): AH £ S ®ET

J

L
Delete SSH account(SSH A AN|): AE S AN SEL|C} root A H 2 AX|e &= & L|CH

I sAE
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+ Add virtual host(7} A+

23 O] 7HM S AEE A}

Type(f4): AHE

MH 0| &: MH 2| 0| 5= Y= LT =X} 0-9, XA A-Z Bl 5102 ()2 ArE LI

Port(ZE): M7} HZE ZEZ YL CH
(0]

BAE FIN: M It 2AEE FItoE S L
8ot H dEdtL|Ct
=

=
2 S rds UEELCL 7|2 TO|HAE, 2 E1ID SO0 A dEfghL(Ct.

(m
mu o
1(%

HOo|EgtLCt.

=
Operator claim(2FXl @H): 2 FAt FG&o| ZtS st Ct

Admin claim(22| X} R &): THa| X} Aol ZhS QlastL| ).

N
Verification URI(ZZ URI): APIAIE QI E OIS & Q|5 ¢l 213 & st

|
Require claim(28 ER): EZ0| 00t S5t= O|O|HE =TTt
Viewer claim(Zt& X} 2 H): =

Save(M%&): 4/ 2

i Fxl. 04'6|-<_3_| 7|-% OIE#'(':'I-L_l

—

1=
MNgote{EH L Ch

OpenID T4

T2
OpenlDE At

S510] 210I% 4 Q1= Z OpenlDE T4610] 21918 If AFS
EE |2 RE 5YS

11

St CIO|MAE




otL|C}. https://[insert

t2{™ OpenID

.
o

=2

o
HO[HE YHE LI

At

—

—

=

=

1% AFE Xt

—

L|C}.

I

=]
e
O

e
o

24
2
o

Require claim(2 2 Q). E20] Q/0{0f 5}

Viewer claim(2t& Xl 2
Client secret(22}0| 2 E H|2): OpenlD Ijf

Client ID(£2}0| ¥ E ID): OpenID AL X} Of
Outgoing Proxy(Z 4l TEA|): ZTEA| A H
Admin claim(&2| X} 2 H): 22| X}
URL]/.well-known/openid-configurati
Save(X{%&): OpenID

Provider URL(Z2& X} URL): API ¢l
Remote user(@Z A}

Operator claim(

) X0 H_lH " %0
RI - oumo  prl  KTKIKO i
& = aK &g olllis —
pv) 5l £ oll s o S
o0 = 5 g w9 N
Hio <ol ur - w=g X 1
10 = =40 kjo™. o < Kl
= N —_— ﬂﬂ@A._mD o —
oju 1 <o U od o <
Klo = gqou N XEOL g RT
od < —_— Kq 1ol o Mol =l Mk
K r ke B ok El |
s . = ™ w {0 o .
$ o R = TR &
= I SoF.. gk Blgx g = o
- ol BROL (0 Rl @ g 2
> mﬁ_u ﬂ_w_mﬂ% oo S Kzl Ki m =
- K Lo 107 sod _. ==0[T jol
K o |._.ogo e AR 1 8l
D l SN0 K Mms T g o
Mo ] Ml . X~ B
Kd <= S TRANEE ©
H 1 BT o |
U 4 oiol L &oml Hol & KF o
LH O=n o~ o= el ol K
o oS o gl U< yiis Y T <
R o T | - oA JRzn DX0oT g o
n - L Mk = =X ol = K "M
& L] {0 T oo PI=do LRI @ m
= = ot | = Ul U M o x4
= o o jol [ N ._l._E_ur _A._ = 7o)
0 <k 0 = Mo Tt =TT o
= = = z U iy vjum Sk K 2 7o
o1 S foll = T DEL T Toorkm om0 N O
o] J =0 _/L ~N e) H
2 = - i {0 w0 Ki° 35 gLI=.__=__/ 1 w3l
il R < Lo ol = e~ il 2
o © . ofn |_./\U ol mmea:.: WﬁoM p H_u.AroMo > K4 xﬂO
o WW @__ KF ol Siiuo) WrRr @ =r20%0 £ & Wo
S Nm 2 owm W oEEg WOTE cmame 2 E g
) 2= o | ¥ 2 SoW XU EmEic T2 g
= 1o = ol s P! Swupm OFl Byl o o ..
o oo O © —_ 3 7ol /ﬂ\_.A._ QOUHL © X
< it & B2 FIW T Ny £ Z T
v 2 — < M Sz ETH = ukET = S t
o) 11]] 3rujl ] .. t._4mH_|J| Ta = = = O
.| = o H® I_I o SEH ST epom $ 5
—r I — — —t— -
w S I o T S SolE gl SUTIKr & _ &
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HE0= ot 22 A 48 & & €77t US = ASHL
L

Front-facing LED Activation: LiveStream(&H LED %t-5
8 AEEO0| #AEH 0| TX|of HEH LED7} 5440 2 HpR L L.

Front-facing LED Activation: Recording( ™ LED %£t-&: =2}): O0t0|37f 74 10 =30
FO0|M Q| HKX|o| MM LEDI| sM O = HHYL|CE

Front-facing LED Activation: SIP( ™ LED 2t3: SIP) : 00|37t 744 Q111 SIP E3}7
M LR FX|o M LEDIt =AM o = HHEL|CE L2 F X0 A SIPE &/d2ts0f 0
EB| A & Q& LC}.

=2 T Mmd

[l
0%

O [kt
rE0x
|m tot
un

Pre-announcement tone: Play tone on incoming call(QtL}] Bt& M MS2: M3 =4 A MS S
X ’d). 2|2 ZX[0f SIP 2 =0| O|F0{X|H X7t O|2| Ho|El @C|2 S &2 MlgL|Ch C|
@ IX|0of Cisl SIPE 2-datsljof gfL|Ch RO FX|0|M 2C|2 S EO| MM |= SoF SIP 2l
A7t AR E =2 ot X7t As L2 S2t0| SESHA| R =5 SIP AES F/dsiof & L|Ct
Pre-announcement tone: Answer call after incoming call-tone(QtLlf & M MS S =41 Mo}
MS 2 = Mt 8H): 2L S 20| ELIH =4 SIP =&0f| SEHEL|CH L[ FHX|0f CHsf SIP

[=]
g =tof| OF gL L.

ud ringer(AM|112{2 AWA2]): 2C| 2 FX|0f SIP o =0| 2Y5IH 0| 2gstk|of Y= S 0|
FolE 2|2 SEO0| LT 20| FX|of thsh SIPE 2d=talof & Lt

LS

H| D
FTP = SFTPS AL OLE S XS M3 Z2 T2 0|20) X718l 1.9 AMA BB S B
PLE R HR| DRI Q. 818t {LE HI Aok 8i O]l S5 SfLto] ofO[X|8t &3t 4+ ASLICE

|
=E0= gof chet § 22 eA X M F0i

H|
£|C 207 2] SAIRHE AW AE 4 LT,
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_|_

Type(Rd): S0

Add a recipient(4-AIX} £ 7)): S AIXIE X718t @ S 2Bt Ct
4AIXto| 0|2 Btk
A

A EH-

— ~1-

FTP @

SAE MHO|IP FALI SAE 0|52 YHYLICL SAE 0|52 YHSH= 32,
DNS A|H{ 7} System > Network > IPv4 and IPv6(A| Al > HEL|3 > IPv4 Y

IPv6) Of2j{ Of 7<|7é*>5|01 US| 2RISR

~ Port(EmE):FIP HH{JL B EE WS E YT 722 218
- Folder(ZL): mOIO x xrcg Cl2E2|o) AZE QUASIAA|Q. CIAEZ| 7} FTP AH

S
|AIX|ZF Al E L CH

|2
of ojo] ZXSHA| 2 H, E
o H ALE AL O| & YHSAL.
|

iy
- Username(AIX} 0| E): 219018
- IjAQE: 20182 I

=

| >
i)
[
ujr
o
1
Of
>
>
fo

- Use temporary file name(QA| T} 0| B AI). A5 02 MM El AA| Ot 0|22
EOYS 2Lt MEiSL|CL F2EE tEstH O 0| 50| )Ist= 0|2
E HELCL H=E7I STHE 42 &4 F 0| gLt 2Lt O[S YA| o}
AdS P2 = USLICEL O|E A StH Rt= 0|2 717 2= mHO| SHEX| & =+
AS L

~ Use passive FTP(:5 FTP AL8): T AX O ASI0| M K| Z 2 Ehad| ThAF FTP A1
O HIOJE HZE S & QLT FX| 7} T4 MH O Ciot FTP X 0f & 4| O] H
HEE 25 XHF —19% A2t L|CE Ol = YRt o 2 K| QF T &f FTP A{H{ ALO|0f
53} {0] 9l F Lol Bagc

- URLHTTP AB{O) Chot | =913 a0t 282 Ha|st ASREE YL
£ = http://192.168.254.10/cgi- bln/notlfycg| IL|C}

- Username(AI2X} 0| E): 21252{H AIE X 0| 2 QUESHAUAI 2.
- IARIE: 20083 HAEE YL,

~ Proxy(ZEA|): HTTP NH{0| Q1Z3}7| QI8 T2 A| MH{S STfsl0} 51 A T
ECER I ENaY

HTTPS
- URL: HTTPS MHE{Of| CHSE U ES{E F=4% QHE I1EI3* A EHEE YgetL ot of
£ =T https://192.168.254.10/cgi- b|n/not|fy cgi L}

- Validate server certificate(AMH Q1S A 2H0l): O] AXIE MEHSIO] HTTPS A{EH 7} A
M3 OIZ M2 MENSHL|C}.

- Username(AI2X} 0| £): 2 Q15I2{H AR X 0|2 S QAUSIAA| Q.
- HAYE R0 HAYEE ¢

- Proxy(Z S A|): HTTPS ME{ 0 AZSH7| ol Z=A| MHE SIHH0F ot= 87 &
st JSEE 7110 QB C}

[0)

HEL3I A2EZX| @

NAS(Network-Attached Storage)2t Z 2 W EQ3 AEE|X| & F7t510 LY S MY st=
AR AL S 4 QU LICH 01 S MKV(Matroska) If 34|02 X &HE L|TH

- SAE: L1|E 9|3 AER|X|Q|IP AL SAE 0|22 Q&S| C}

— Share(28): SAEQAM 28 0|2EE st Ct.

- Folder(=é=|:-|): OIS MEsHC|HERZ|o) GEE QLESIAMAL.

-~ Username(AL&Xt O|2): 2 19152{ M ALR R} 0| 22 YUBBHIAI2.
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L=

TAQE: 2101502 H A

it
i

TEETNES

SFTP @

SAE MHOIIP FALIZAE 0|2 YHSL|CEL SAE 0|52 YEHSt= B2,
DNS M B{7} System > Network > IPv4 and IPv6(A|AHEl > Y EQ|3 > IPv4 YU

IPv6) OF2{ Of JQI’SEICH USR] QIS A 2.
Port(£E): SFTP MH{ 7t AtE3tE ZE Mo S Y e = A2
| &

Folder(ZC): I U2 M & C|AER|0 FES UBIAA|IR. C|HE2|7} SFTP A
{0 0|0 ZX}SHX| $O B, MAUS A= ot ] Q= MA|X| 7} EA|ELICH

Username(AF8X} 0| 8): 21015121 H ALEX} 0| §& YHIMUAIR.
AQE: 20052 H LAY ES YHSMAL.

SSH SAE Z7] 7| QE(MD5): Y7 SAE Y 7|(32Xt2| 16714 X L)0| X2
S ol2{tL|Ct SFTP 22401 E = RSA, DSA, ECDSA 3 ED25519 SAE 7| 9]
SSH-28 AI-&3}= SFTP MH & X| e L|CE & Al RSA7H12EI'.: Y o|H
ECDSA, ED25519 81 DSAZ} 11 18 THE L] C}. SFTP A{E{Of| A] AFR 3}~ 2 HFE MDS
SAE 7|2 9|2 s]0F BT} Axis A= MD5 B SHA-256 SA] 7| = B = x| o}
X|OF MDS5ICF Z+2ist 510k ©|3) SHA 2562 AFR 812 240] Z&LILE Axis K| 2
SFTP AMHZ 1 A3IS 5 0f Tt REM|SF LIRS AXIS 05 ZES A n5HAIA[S.
I

ot= 2
SSHSAE 27| 7| 88 (SHA256): 14 SAE Z7 7|(43K}2| Baseb4 Q12 E &
AH)o| X| 28 l=srL|C}. SFTP '—_'"E_|-O|O._'|E',: RSA, DSA, ECDSA 5! ED25519 S A
E 7| SEO| SSH-2& AI25}= SFTP MHHE X| LTt AN A| RSA7|' Mg '.:
HHEHO| O ECDSA, ED25519 8l DSAZ} 1 & £ W& L C}. SFTP A‘ll:HOﬂA‘l INE=Xe R
H}2 MD5 SAE 7|2 928 0f 31LIC. Axis X1 MDS 9 SHA-256 544|715 =
C

e

|} 72 ghe 229iLct

T X| @St 2 MDS 2 L} ZEoh HOotS {3l SHA-2565 fﬂ*r“ S
Axis KHK| 2 SFTP A H{ 2 JLAISHS SO CHSH XFM|SH LI2 S AXIS OS ZES &k

SHAIA| 2.

SIP or VMS(SIP &£ = VMS) @:
SIP: SIP M3l=2 &4 am MEHSHL|C}.
VMS: VMS x'|2|'E Ze{™ MEistL|Ct.

O] | &

From SIP account(2 A X} SIP A|H): S Z0f| A MEHSHL|C
To SIP address(5=£4IX} SIP 4 ): SIP =A & &5t C}
Test(E|AE): S3} 4740| &5=X| HAESIZH S=/gL|CL

Send email to(O| | R CY4): 0|0 U S MES O|B|Y FAE YABLICH 54
S0 7 YT AHE O|H Y FAE FESIUAL.

Send email from(0| | E4l): ELfj= MH 2| O] Y FAE &L CL
Username(*fﬂﬂ OIE ): Y ME{ O] AtEX} O| 52 YUHTL T O] A H{0]| A
0I5S Q7oA @i 4% 0| ZEE H|® ELC}

oj A -r-I'= O Y M| HIAYEES Y TLICE O|H Y MO QIS ES 275HX| 8
=49 0| BES g BUICH

Email server (SMTP)(O|H| & MH(S smtp.gmail.com, smtp.mail.
yahoo.comi} Z2 SMTP A|H| O|E2 g2 3,=,H_| C}

Port(Z E): 0-65535 H12|9| ZfS A}
7| 27h2 587QL|C}.

T HA T

<
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mn
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o M
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2 m=
wn
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)
x

ol mE #BE YeLc
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- Encryption(Z = 3}): &S 5tE A2 5|5 = 1=
- Validate server certificate(A{H QIZ A 2401): A SBIE AL S}
A(RIE M

OlF 7| 2hH0f| A XHA| 2ot =
AU LICE
- POP authentication(POP 91Z): POP A{H{ 0| £ Q& st2{H H A A|2(0]: pop.
gmail.com).
i)
UL O|H| Y SSA= o=l oo Lt 19 FASH HENE +ASHHAM AMEXI7F 20 2 M
SOt s BL 2= A S Motolr| o) 2oF LB S AFS R L|C O|H 2 M X el 2ot 7Y
MZ =OI5HN] OO Y AHHO| &7|AHLH O &f O|H Y2 &X|= 20| Y= S A 2.
. TCP

- SAE AHO|IP FALISAE 0|28 QETHL|ICH SAE O]
DNS M B{7} System > Network > IPv4 and IPv6(A| AEl > I
IPv6) Of2fjOff X|HE|Of U=X| ZQISHYA| 2.

Port(ZE): Mt MM 20| AL L= ZE S S YT LT
Test(H|2E): 23S HAES2H ST LICL

. Abstof| Ot oj|

oo =

ar
=2
rir
i
0jo
o
Hl
oot
il
r
i

View recipient(=4 X} H7|):

2
Copy recipient(=4I X} SAN): =4IXE SASHY T S E[5HH . SAFE [l M2 =AXE HEY
A OlAL|C}
T Mg

Delete recipient(4=AIX} AHH): &-AIKHS @R 0 2 AbK|8}2{ @ S2jetL|Ct

=

U
UHI BAS S0|M FHOE ABE 4+ USLICL S20|= 0| fet HEot $ $T) M2
of FHE BE UY T BATL EAIELIC

| Add schedule(AFA|S £7}): YN E HAZS A M0 S 23| Cf

L5 E3|HS 80 22 502 E2|{3 4+ USLICEOIE S0 5 E2|H2 HE 4K
U TNoHe O NS B & ALt
MQTT

MQTT(Message Queuing Telemetry Transport)= AtE CIEUI(IoT) S ISt EZ HA|H Z2ES
QILIC ChaotEl IoT S8S 2lo) 24 = A2 &2 AE FZHsmall code footprint) it Z| & H E
A OY=ECc = Y4 YA E HESHY| s CHor A YoM AL ELICH Axis X 2Z E Q09
MQTT 220|HEZ S8 FX|0M 4G E HO|H X O|HEE B4 2| AZEQ|0{(VMS)Z} Of
L A|ABIO| 2HESHA S = USLICH

71712 MQTT S2I0|HEE AHSL|CE MQTT S412 S2I0|AER EEFH 2=
Ho 2 L CE 220 EE= I

A2t ES BERLL

AXIS OS X[ 4] H]0] 201 M MQTTO|l T3 XbA|3| 2Lob2 4 &L ch
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AXIS D4200-VE Network Strobe Speaker

ALPN

ALPN2 20| E 22| HENO|T EHA A O SE[HO|H ZRESS

UA| Bti= TLS/SSL 2HH U L|CE. O] = HTTPR Z0| Lt E T2 EE0f| AFEE|= S Yot I

MQTT E2iH S 2 d3tdt= H ALEELICE Z20f W2t MQTT S4 ME2 2 U E ZET} QlS
=L ASLICEL J2iot Z 20| S ZH 2 ALPNS ALEoi M Wt M HEE = EE ZEO|N
MQTTE oiZ2|7 0| MEHXIE 285t AYLICH

MQTT E2}0|AHE
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Connect(¥Z): MQTT 220|HEE H 7L}t BL|LCL
Status(AFEH): MQTT 22101 E 0| S AFEfS FA|SFLIC.
22
SAEMQTT MO SAE O|E L= IP FTAE QASIMA|L.
Protocol(ZE2EZ): A2t T2 EZ S MENSHL|LC}.
Port(ZE). T E H E QAT C}
« 18832 MQTTover TCP(TCPE &2t MQTT)2| 7| 24 L Lt
« 88832 SSLE E%tMQTTS| 7|27/ AL|Ct.
« 802 ¥l AFZ ETHMQTTL| 7| £ZL|CH
+ 4432 f A% HOLE S3 MQTTO| 7|2ZtALITH

ALPN protocol(ALPN Z2 E&): MQTT E27] g— XL HESSHALPN Z2EE 0|22 2istL
Ct. Ol= SSL2 S¢t MQTT & &l 421 Eoh3 ot MQTTO|2F & 8 & L|C}.

Username(AL-&X} 0| §): S 2t0| A E 0| M M Of AN ASHY| QIS AL S ALEAL 0|2 LBL
Ct.

AR ALEXL OB AR EE YT

Client ID(22}0|Q1E ID): 22}0| M E IDZ Q28| A|Q. 2210 E AlHXt= Z2210|AE T} A

o G ZE o M2 M&EL Ot

Clean session(2 2 M|M): 32 & AZE SiH| A2 S22 MO{ghL(Ct HESHH HZ B AZE S|
Al SEN ZE7F AH E LIC.

HTTP proxy(HTTP ZEA|): £|C{f Z10|7} 255H}0| £ 0l URLQIL|C} HTTP T2 A|Z AR SHX| O
HH HEE H|Y & = USLICH

HTTPS proxy(HTTPS ZEA|): £|C§ Z00| 7} 255H}0| £ @I URLQIL|C} HTTPS T2A|2 AL &1X| &

S

o TES HY = & ASLICH
Z
—

II|>

Keep alive interval(Zt

of AFEE =+ Bl= AlE

o
AN
#X1): S2t0[AET} ZI TCP/IP A2 H|otE 7|t E 28 810l MHE O
S 2R 4 AS LTt

Timeout(A|Zh H|gh): HZO| 2tz E|= A|ZH ZHA(2=) /LI EL 7| =4k 60

A FH| H5EAL MQTT ctO|AE §RHo| AHZA MA[X] B LWT HAIX[2] Z=H|of Chet 7|2 gt
MQTT %4l €| AAl =701 A AL E L|Ch.

Reconnect automatically(X}S 2 2 T HZA): A2 oljx| = S2I0|AHE 7} At5 2 2 CHA| HZAGHOE
Ste=Xl R E X dgL L.

HAX| A&

AZ0| 2 E W HAIXIE ELX| O & E X|F&LICE

Send message(H|A|X] ME): HA|X|E EL 2D A2 AHEIM Q.

Use default(Z| 2ZF AFR): XA 7| &2 HA|X|E Esia{H NNAA| 2.
Topic(FH)): 7|2 HAIX|2] FHE Y=L T

Payload(H[0| ZE): 7|2 MA|X|2| &S YHSLIC

Retain(fX|): O| Topic(FH|) 0i| A %EPOI HENE RIS HEIL| Ot
QoS: izl SEOf et QoS A S-S HALICH

OpX| 2t S A HIA|X]

I'

|IOI-
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ObX|9h 721 (LWT)S AFEStH SEI0[UEZF E270f HZAE [ XA SF e RS M
7 UG LIL E‘Efolo1 E7t LSO o= AIFoM B S X2 HAZO| BO{A| B AO| F0{ 57|
e = 2Us) 277t THE 20| HAEOf HAIX| S M =e = QL& LT Of LWT HA[X|= gt
HiAIX| 2t & 2ot YA0|H St HFHLIS F =

Send message(H|A| X] HE): HA|X|E EL{2{H A}
Use default(7| 272} AI): X1A19] 7| &2 HA| X E Q& sle
Topic(FA): 7|2 B AIX|Q| =H S eist|ct,
Payload(H[O| 2E): 7|2 HA|X|2| &S YHTLIC
Retain(X]): 0| T0piC(-’F-I1I)01IA1 S210|QIE AEIE SX|SHE B MESLICE

S|
=
= -
S E3| 2t EIE|L|C},
2
o
=]

2°EoHM 2.
1

QoS: 2! SE0] Cf3t QoS ABS BTt
MQTT e
7|2 FH HEAL AL: MQTT client(MQTT 22t0| 91E) S0 M &HX| ZH| S ALof Ho|=l 7|2

=H & 3 FAHE Aot H dEEL
FHl o] F =& MQTT =X oA =S 2F5t=
FH d Y Am 0] A =g MQTT =X 0f ONVIF =X U AT 0| A5 =etote] M =S LT

0
a—
Y HS 23 MQITHO|ZE0| FX|o| 23 H=E Zatote{H ML},

= =

)
|u
u
9'1-
I
=]

=+ Add condition(=Z1 F7}): THES £7}15)e
Retain(SX|): O{ T MQTT HA|X|7} B9 2 M=
« None(8l3): & & HA|X|7} HFX| &Ef= ASTLICL

+ Property(£): MEH 2% 7h5 B AIX| B 2 HE ME2 2 EL|Ct
CANRE): ME| T JHs 3 NS EHT 4+ 942 HAIXIS 25 HRE ME2 2 YL
QoS: MQIT #of Ciieh st 2We Meyguch

MQTT 75

+ Add subscription(1= F7}): A MQTT =2 F7t6t8{™H S 2L L}
Subscription filter(71 S EE): 1 =5l2{= MQTT X & YLSIMA|L.
Use device topic prefix(ZX| FH| HE AL AI): 15 ZEHE MQTT FH | B FALZ FI7tgtL|Ct

Subscription type(7+ 5 §39):
« Stateless(MEf| =X £715): MQTT HA|X| 2 ME| =X 2715 HA|X| 2 B35t MEH
2LICh
. Stateful()},"EH $I‘| 7|‘°) MQTT D‘llAle% X -|O_'E_ Eg_-c‘)-l_a:itﬂ A|_E_I-||'6';|l-|_| EI'- H-'”ol_IE_EE Aol'
Ef 2 AMEE LI EH
QoS: MQTT 7=0f Ciisl Jote 2 &S =L L.
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SIP(Session Initiation Protocol)= AF2 X} Zt0| LAl S A MM AL EIL|ICH MM 2C|22t Y

g Zge + AS LI
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= H = [ M |
Allow incoming calls(=4l & 5] &): LI & SIP FX|0| A S0{2= =2 o{8ot2{H 0| = HUH
St |_| |:|-
St CF.
= M&l

Calling timeout(Z A|Zt H3H): O} = SESIX| 242 29 S2t A=l 2/0) Al2tS B
L|c}.

« Incoming call duration(Z £l 7|Zh: =4 M3LE K& = Q= X[ Cf A|Z2HS A-HTHL
CHE|CH 108).

« Endcalls after(0| 2 & E&8): 2 X| CH )
o} AlZH2 H|BHSHA] 2o 2= 42 Infinite call duration(F2H| gt 3} A|ZH S MEISHL|CT.

S = 1024 ~ 6553504 Of $tL|C}.

. SIP port(SIP ZE): SIP EAIO| AFRE|= HEQT ZEQL|CL 0| ZEZ E3F AlS EFj| T
o oo sle|x| LIt /R EE WSS 5060LITh LRt Z9 C1E ZE Mo E 92
gt

+ TLS port(TLS ZE): Y 3}El SIP MO ALBE|E HEYT ZEQYL|CL 0| EES E31 4l
S ETe TIS(R % 7|5 HohE AF8otol S steE LTt 7|2 == HaE S0e1@lLict.
s A9 2 EE Mo AL

+ RTP A|ZH ZE:SIP 20| A & WA} RTP O|C|0f AE 20| el AFBE|E HEYT ZE QL
Ch 7|2 A5 EE WSk 40002 L Ch 25 rete S S EE WO oA RTP S84 2 &t
chatLITH

ZNAT STt Z2E 22 N OR AFSSILL Y EST B0 (2} (2 £3o = S
Ol L|CF.
AMH

« ICE: ICE(Interactive Connectivity Establishment) T2 EZ22 AIESIH I|Of &X| Zt0] 2=t
ot A0 O|ROX=E VI 2880 25 7| |/ T L|CH STUN 8! TURNE &g %t
SHEICEZ2EZ0AM 7 288 d2E 3= + Ue 7|27t S E UL

« STUN: STUN(Session Traversal Utilities for NAT)2 X|Z 0| NAT L= g5 L0 Q! =X| =t
olotn 12 42 U8l SEIP T4 ZE Mo S 7Kg 5 U 8lF= S20[UE-&
HUHESI Z2EZYULICEIP 34 22 STUN M 25 =L

«  TURN: TURN(Traversal Using Relays around NAT)2 NAT 2t E EE= 8ol S0 Q=&
K7t TCP .= UDPE S8 LHE S AE0M SHRE= HIO|HE #4e = AEEHF= =
EEZYLICE TURN M F4 Sl 200 HEE Y=gt

o ul =)
« Audio codec priority(2LC|2 IAH 2M =2|): SIP 0| Cisl |dSt= L S& 2 7HE of
Lt O] &to| @C|@ FHZ MEATIL|CE M &2 =AM E HE5I2{H B0/ S5 LT
=1}
22 Y I =X 20| ZYE 22 MElo AHO0| 2 & A A I = X[ Of Lt
« Audio direction(2C| 2 Wak): 5| 2= M QL E MEATEL| T}

+  UDP-to-TCP switching(UDP2} TCP 7t M%H): UDP(AFR X} H|O|E{ 12 =2 £ 2)0j| M TC

—

EZERNEZHMS ZZEZS LANEHOZE MaSle =S

E —
= 8% HHE=E LXIoH| oM Y LIL.
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Allow via rewrite(C}A| 27| & E5)| 6| &) 2t REHO 32 P FA AN ZHIP FAE HLY
o B AEfetL|Ch

Allow contact rewrite(HZ2tA] CIA] 27| 6| &) 2} RE Q| S IPFA M ZHIP FAE
Hij2{H MEdStL|C}.

Register with server every(&4t AHO| S&): ZHX| £ 7|Z SIP A[H0f Cist SIP O S
23} H 2 MXSHL|C}

DTMF payload type(DTMF H|0| 2 E §&): DTMFQ| 7|2 [{|0|2E S S HAT!

Max retransmissions(ZX|CH X H&): ZEX| 71 A| =2 SX|5}7| ™Of| SIP A{HO| HZAES A=

ot= 2 -5 -

Seconds until failback(&0f 23 7X| & X): 22X SIP M H-IE EHOj =KX 8 = RHX| 7} 7|
2 SIP MHOf| CHA| A2 A= Oj7FX| Q] A|ZHX)S MRt

L
9'1-
I
aml

A%
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rr

2.E # x| SIP A% 0] SIP accounts(SIP A7) O} 20l LIQE L} S2 & H Ko 22 AALo| 9
Qo= AEJE 2 4 Ql&LCh

® HFo|SIP Mo AEXoR S25 UL L|CL

[ ]

71I"*01| ﬂ—X1I7f AG L L S0 HIHSEAHLE AE Xt4 SEHO| ZXE| AL, SIP AH O A A
M RS 2 97| [0 '

= T HA
peer to peer(I| O] & 1] 0f, 7|2 BH) A TS A5 = S & AYLULIC ofLt O] S| LHE AS
= USDHS AZYS 7| =422 40t 42 0| AP S HHY = ASLICE =S AIEE SIP A
HS X HBHA] 011 VAPIX API(OF S 2| A[0| M =2 13| QIHH|0|X) 2S 435t A< 3t 7| =

Ago| A LIt

_I_Add account(A|™ F=7}): M| SIP A H S Mdste{™H Sl C}.

. Active(ZHAISH): A|H S Atgsi2{l MetgtL|T
+ Make default(7| 23t 2 X|5): 0| AB 2 7|2 ABo2 XHsI2Y HAZLICE 7| 2
0| 2L0{0f 50, 7| 2 AHE BfLipt £ & UBLITF.

« Answer automatically(X}S2 2 &) =4 Moo X522 SESHE{ H MEHSHL|CT.

« Prioritize IPv6 over IPv4(IPv4ELC} IPv6E LMo & ) @ IPv6 over IPv4 =4 9|
M =2E X|-ole{H MEISHL|CE O|=IPv4 S IPv6 =4 2 =0 A =@l E|= P2P A& 0|

200l 0|20 AT I S8 BtL|CH IPv6 A0 YT E =09l 0|2 0f T3 A IPV6
ol oM 292 XNFS F Ax T
. 0|2 43O ZeE 0|22 YALICL OIS SOf I} 0|2, At T XY 2 UL
c}. o|20] Z= g A Lct
+  User ID(AFSX} ID): 4|0 S 2tEl DQeh LI i Hat HS 2 laishi|ct
= =Y 23 o AFREL

« Peer-to-peer(m|{ £ u|0]): 2Z HE XA A CtE SIP HX|
C}.

+ Registered(SS): SIP MH{Z Sof 22 L E9/3 9|2 0| SIP XS Bt O AL EY
C}.

- ENQLAE VST E? 58 = 0|52 YHYUCL EHO 0|2 HHE AZE =5
S} SIP =40 QE

« TARIE:SIP A0 Cheh 2155H7| U3 SIP AHI HAE YAYCSE YBILICE
= ID
o

+ QIS ID:SIP A0 CY3 2155}7] 7t ARt
D%} 22 3% A3 D2 YE Wart gL

« Caller-ID('& X} ID): Axis & X|Of| A £ LK
+ Registrar(SEX}): SEXIQIPFAE

b

oo OF % o
b C
In 11

« Transport mode(M& B E): AHOl SIPH £ MEHSHL|CHUPD, TCP EE&= TLS).
« TLSversion(TLS HH)(H& D E TLSOH): AFES TLS M S MEHSHL|CH H{ M v1.2 2 vl.3
O] 7t Ot gL T Automatic(X}&)2 A|AR0M K EI%F = Ues 7t st HE S M

LI

* Media encryption(D|C|0] ¥S2h(TE 2 TLSEH: SIP S0 A O|C|0f(2L2 & S&)o
CHot Yoot mds MEfgtLIC.

« Certificate(only with transport mode TLS)(Q/ZM (M & 2= TLSPH): QIS ME MEISHL|C

« Verify server certificate(only with transport mode TLS)(M B C1Z A 2tol(M& 2 E TLS
oh): M QS M E =Qlste{ ™ MEdSEL| T}

« Secondary SIP server(E2 Zx SIP AH{): 7| & SIP A|H 0| 5E0| At 4 &X| 7} 2= SIP
MH 0| 52 A|=5tE= St2{ ™ F L Ct

« SIP secure(SIP K 9F): SIPS(Secure Session Initiation Protocol) & A58 ™ MEHSHL|C}.
SIPSE TLS & REE AHESI0 EfE 2 Y= otetL Lt
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SAIE Fototi® 228t
: Mmmm@ﬁ%ﬂ B): ) Oluel ZRAIE F718 20| ZRAS 4 &

oIS lNsta{n 228

):SIP ZEA| MHO|IP FTA
- Username (Al X} 0| &): %ROP HRSIP ZEA| MHO| AFEX
- TAYE LR FQ SIP TEA MU HAYEE UL

=
« H|C|2®

- View area(H 7| H9H): o4t 210 AHES E7| LS MEATHLICE None(Bl2)2
MENSE ZL /& E7|7F AL &L C}

- M E: oHA S0 At2S SHA = E MEISLICE S == ZRd HEE0 eSS
ELICt.

- ZH Y YO|E: otAt SO 2T = 8 METL|CL =8 0| EE EHast
Q=0 g2 FLCH

- H.264 profile(H.264 =2 h}Y): PA E3}0j| AtRE T2 QS MESHL|C}

DTMF

_|_ Add sequence(A| 3 A ;
SHLCH HX| E0f ofsl 2dotkl= ES

Sequence(A|E2A). ES
D%mmbmgﬂkﬁ_E_ﬂﬂaﬁﬁwtﬁﬂ%%ﬂﬁﬂuq

=
Accounts(H|H): DTMF A|HAE ALB S AHEH S M EHSIL|C}. peer-to-peer(L| 0] £ I|0)E 14
Ste 29 ZE OO0 £ OO AE2 SLst DTMF A|AAE 3 RELICH

i
0x
m kot
mot
Ho
>
ujn
zo
1
E&*
to
m
rir
Hn
r|r
T
L
>
o
) *
o
-
il

Z2EEE

AAYA ANES Z2EES WESLCL 2= 0|0 R OO AE2 SL Z2E
S| CF.,

~
o

M
mx
mjo
OH

=0

Use RTP (RFC2833)(RTP(RFC2833) AF&): RTP Tf| 71 0 A{ DTMF(Dual-Tone Multifrequency) A1 &
CHE & A= 3 Fol O|HEE 5 &ota{H ZLICH

Use SIP INFO (RFC2976)(SIP INFO(RFC2976) Al-): SIP T2 £ 20 INFO MM EZE ZstHs}e{ ™
HUICEINFO B A S YutH o2 HlMIL Bisl Metx ofZal7olH A% B s SreLch

HAE S
SIP account(SIP A| ). H|AE NM3E 4 ANHS MEHSHL|C}
SIP address(SIP Z=A): SIP =AE olaist 1 a2 Z2I510] HAE M3IE ZHO| A HO| ZHESH=

x| SHOISHL|C}.

YN~ 5
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Use access list(H M2 55 ALE): ZX[0| HM2tE 2 &= U= AR S HoHsta{ ™ HL(Ch
i XH-
o
*  Allow(3{8): HM 2 S =01 R
«  Block(X}Th: dM A ZZE0 QU

+ Add source(AA F71): AN A 220 M SH2

SIP source(SIP &2 A): AAO| HFAIK}

HE|FHAE HEET

User multicast controller(A}2 X} HE|FHAE HEER]): HE|F|AE HEEHE 243516 8{H #A
L|C}.

Audio codec(2C|@ IAH): 2C|@ A

jo
>
=
mot
r
n

_l_ Source(22A): M| HE|FHAE HEER AAE FIHSHL|LCE
 Label(2H'd): A0 A OFX] AFESHX| GE2 EHEO| O| 52 YL T
« Source(AA) AAE QEBHL|LCY
« Port(ZE). ZEE Q=3tL|Ct
+ Priority(24 £9]): @M 29|12 MeyBiL|Ct
. Profile(Z2O}Q): T2 0}AS MENS
. SRTP key(SRTP 7|): SRTP 7|2 Q| & tL|C}.

X%

HES3 A2AEE[X]|
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Ignore(RAl): HER A 2EZ|X| S FAIot2{H AL Lt

Add network storage(4| E9|3 2E2|X| F7}): 52t M8 = U= HESI SRE F7I5t
243 2L ch
« Address(FA). D AE MHO|IPFA
(Network Attached Storage) I L|C}. 07
He)E A8 E I AEE T4
CIFS 0|22 x| g|x| &Lt

* Network share(HES|3 & ]): 22 E MHO| 557 /X2 O|F S YetL|CL ZF FX[0f

L M

S DQU BC D2 oo Ads BX7H ST HEHUR SHE MSY + UBLICE
|22 QadstL|Ct EXN 00 MH

«  User(AM&Xh): A0 21010 HRdt 3%, AF&X} O
O 21915}24™ DOMAIN\usernames QU SHL|C}.

o DARE:MHO| 21010] B2 B2 IARES YA
=

-

o]
A
« Add share without testing(E| AE 10| 38 F7I): ¥4 HAE S0 2FI7I HHE ZBLR
O HERA SFE F7Iot{ T HENSIL|CE O| & S0, MO If A E7F H QK| T O
C

=
N
il

-

Unbind(H}Q1S SiA]): LI EXS
Bind(H[QIQ): HEQA S/RE

Unmount(OI2E Sl|H|): HEQA 38E O
Mount(O}2 E): L|E 3 57 & Or2 Edt
[=He)

Retention time(HE A|ZhH: =35 22t 7|2t Qe =l =3}19| F St tt= O|O| B A&t Df 2t&H =

H EE ML CL HEYI AEE|X|7t 7H5 AHH MERSE 7| ZHO] X|Lt7| F0Of| O™ =317t 4
M|E LT

=

+ Test connection(®Z HAE): HEQA 370 st HES HAE

+ Format(Z%): 02 SO| 2E T 0|E{S w2 7| X| Y0} sh= A2, U
L|C}. CIFSE AFR 7H5 3 IFe Al A8 ML Ch
=

=
Use tool(E 7 AFR): 22I610] MEHSE = 12 2 51t Ct.

—

2EE AEE[X]|
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T2
E1|0| B & 9:' —1‘—6*%' =ot 2le. X7t gl %'\E S0l = SD 7t=5 = 2|5HA| OH Al
ol Al

Unmount(EI}-.._-_ oHI1|): =

t0] SD 7tE & QtTSHA JHIHOP"/\IE
Write protect(22 7| 8tX|): SD 7}E0f| A 7|7} ZX|&| 1 =32 0| MHE = AS ESHE{EH 0| S
M-S GLUICHL 27| SX|E SD FtE= ZoE 5= QgL o
Autoformat(XHE ZO): A|2 AQISHSD FIEE AFE 02 TSI HAA| Q. IFY A|AHIS

ext42 LOHSHL|CY,

Ignore(ELA]): SD 7}E0f =8} HES S8} M HAA|Q. SDFH=E 2A|SH 7127} e &
|7 o oA} ol Al8l x| 2LICt 0] M Ba[XIEH ALRE % AL
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—I_ Add accounts(A|d F7}): Af ONVIF A™ S F7t6t8{H S 2IgHL| L.

Account(#): 198 7 H 0|22 Y LIC
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« View the device server report(ZX] M B A H7|): £ &HO|A XS MEHO| Cigt HE
E UL AMA BEO= NS E M EOMO|| ZehE L

+ Download the device server report(Z x| M E 1A EI--E—E
x| Of AEHARE OFL|2} UTF-8 Ao M A} HiA SAE 1t
SEIOCE 1% MeI0l Bol% U 54 M 2N zip TS E8rol 2.
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« Download the crash report(g HIAMLCI2E2E): AH AEJO| C S|
OF7IO|EE LR 2 ESLICEL 55 0 M0f|= XtAoh CH O FEF M H M| U=
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+ View the system log(A| A8 21 H7|): X
O|HIEC] Ciet MEE TA|Ste{ ™ S 2IsH|C}.
« View the access log(WMA 2 H7|): 2= 200 ALY EE ARSI 42 5 AOlish
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TEUEESS
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Format(Z): At2% syslog H|A|X| ZCHS MEHSHL|CT

o Axis
« RFC3164
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Protocol(ZE2EE) AIES TZEZ MEH:

« UDP(7|2 MX ZE:514)
- TCP(7|2 M% EE:601)
o TLS(Z|E H7% ZE:6514)
Port(ZE): LtE ZE S AE0I2{E ZE He 5 HAUTLIC

Severity(MZtE): E2|AHE [ &S HAIX| S e L C
Type(RQ): V&SI = 21 RS UEELIC,
E) £ ISES,

Test server setup(A{H{ A7 EH|A
Ct.

CA certificate set(CA QIS A MH™H): six|o| M™HE QS AHLE ASME FT}eHL|CH

or7| ol 2= MH O HAE HAX| S 2"

At 7y
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o f 4 E MEetn Hile 4 &L
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Restart(X A|Zh): EHX| 2 KA ZFEILICE O] = S7) AR Qake FX| ¢&LICH A3 F0l of 23]
70| 40| XHE O 2 TYA|ZHE L|CF.

Restore(27): ({250 4HS B S5} A| 7|22tO 2 £ S2|4A| 2. LIE 0 EX|2 942 ChA
TS A MX| (X S BE RS CRAl MA[3[1 O E 9 3| M ChA| BHS0{OF BfL|C}

- AMEH O3

« B8021XAH

« 0O3CHd™

« DNS MHIP
Factory default(&
=2 0ff ZXI0f A M2
H|Z

& Axis §A| AT EQ0 = CIX|E MO X HSE 2ZES

Ch. O| A 3} Axis &HX| O x—|upc—| Of X|A AFO|H| EHOF 2=

LH- 22 axis.com0j| A| B M "Axis Edge Vault"E & RS A|

Nzt Jy

ESLA| 7| 2O TS |AMAQ. O
Ct

AXIS OS upgrade(AXIS OS Y 10| E): A AXISOS HF S 2 Y 2{|0|EBL|CE A ZZ2|A0=
S E 7l B =8 A 25| M2R 7| 50| ZetE LT 24 Z| 41 AXIS OS EE|= & AHE35}
= A0l E& L iltl %‘EIEE CHR2ESHHH axis.com/SUpportE Ol gL Ct.
P 0|EE I Tt M 7HX| S SO HEiSl == QS LT}
« Standard upgrade(;H-.—.-_— =|:lE1|0| E): AH AXIS OSHMo =z g o|EstL|C}.
« Factory default(3%& &5} A| 7|&2)): 80| = o|-_|_ DE MME 2R =8 A| 7|22
2 E[F2[HAL. 0| FM S MEISHH ¢ 120| = =0f O AXIS OS HECZ E|ZE + ¢l
S L

« Automatic rollback(X}-5 StH): M™M= A|ZH LHO|| Y1 0| E8ID Y1 0|EE QIS4
A2 2QI5HX| ™ FX|7F O[T AXIS OS H{ 2 2 &[F0tZ L Lt

AXIS OS rollback(AXIS OS E4): 0| 0f| A% =l AXIS OS H{H O 2 | S&lL|C}.
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SIP(Session Initiation Protocol)

SIP(Session Initiation Protocol)= VoIP S =8 A 7™, §X| U S25I= 4| AFREL|CH & 0| 49| LiE|
=, SIP AFEXLOO|HE 210 25 A 4= ASLICLSIP 28 +ASt{ B SIP Hob)|, AZEE
= SIP X € Axis K] 58 ALZ R 4 ULCh
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sip:office@company.com
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22 E7F NAT E11 8 UPnP®E X| I8} Of etL|Ct.
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LIC}. O Z2|H O] 82 HX[O| A EX|StAL R 2 L2 2 ESHAHL 2t0| A HIES X2 = /U

=L
Axis O Z 2| 7| 0| M 0f| ChSt AFE At @ FME HOLE 2 FH help.axis.com2 2 O| S gL LY.

AXIS Audio Analytics

to
i
ot
\S
n
to
2
>__|_
SE
=
0=
hL
e

[a——

1
Zto EI—I OodOlAEle 7|-X|'<'5l-|_|[:|- |E'I-6|;|' %I-Xl% |:|||:
ge soltjss seljels s 7ad oot
nE

66


https://help.axis.com
https://help.axis.com/axis-audio-analytics

InformaCast®

InformaCastis Axis H| £/ AT|HE Z3ts10] ZHO|A 00| 153 HRL|H 0[N L2 Sof
g AKX E HEotD 288 5= JEE St S Y LICE InformaCast CHEF 23 A|AHI2 A4
Ao 2N L] LS MLt O Z2|AH O] Mo CHEt XtM| St LH- 2 Singlewire InformaCast
 AXIS ALl7] 7| 58 XS Q.

ALO|H{ KOt
NEE AO|H HOot HE = axis.comOi| A ST M Z2| IO|HA|EE EXRSHMAIR.
AXIS OSO| AFO|H K OHO|| CHSH RFM|SH L{R-S AXIS OS & OF 2} 7H0| E2 AR BIAIA| Q.

Axisi= Axis ZKX|2| F|ofd & 7|Ef HOF 2t ZH|0f Ciet Y2 S NSoth= L& MH[AE HSEY
Ct. &2l = 2to 2™ axis.com/security-notification-serviceOj M| 7=} H &l L|C}.

Axise IO 35 9|32 2| A31617] 9/of CVE(ZE |oH U %) CNAGHS X|H 7|22 A ¢
A BES T X, AZEQI0 A MH|AOM HAE FAHS C .

Axis [9F4 Eha| H A, 3OS 2 st 4, 0|0| BIHE 3 oFA I ol 2 oF Hnof That A
ot LI 82 axis.com/vulnerability-managementS &S A| 2.
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AXIS D4200-VE Network Strobe Speaker
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