AXIS D6310 Air Quality Sensor
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AXIS D6310 Air Quality Sensor
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AXIS D6310 Air Quality Sensor
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AXIS D6310 Air Quality Sensor

\J
. CHAIZEO|A CO|EZ 27|20 & Edit(®E) >

271" MM 4
K| ¢l I O] X| 0| A Air quality sensor(Z7| & M A{) > Settings(d )= 0| 5Tt L|LCt.

e 2L, &5E, CO2 NOx PM1.0, PM2.5, PM4.0, PM10.0, VOC 5! AQIC| A Zt= ALt Xt
M ge g sxstiAle.
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1. &KX & o o] X|0| A Air quality monitor(&7|& RL|E|) > Statistics(E4|) > Sensor Data
Statistics(MA{ O|O|E| E4|) 2 O|=¢rL|LC}.
2. oMW S M,
- Custom range(A2 X} X| ™ BH2|): From(AE) LU To(EB) SE2EM AR U FSE Y
RHE|CH 365Y)E A EHGHL| T

- Predefined range(Al7 42| El HH2|): Predefined date range(A}H Ho| =l Hat
) =F0M A ZHset 7| 2HE MdEigt L Ch

ik

H| D
AFERE R 910k AP HOlEl M7t R MEE B, ABAXIY W7t T LITH
H| D
ﬂmqgicwﬂ off A 2 7|7t0f ofeh M SHE LI Ch
3. Source(A2) 2204 Yste AAS MEBLCL BE £20| HO|EE LY=Lz
EEENE

Download aII data(E'_'= HIO|E| CI22E)E
4. Download data(H|O|E{ C}RERE)E 22
H| D
Download all data(2 E H|O|E| C}2 R E)E S2/5t0f MEHSH 7|7t Lol = E A A0 Cist GO
HE LHEHLICt

[

EHA| o] K B MBS 2|5 B A

H| T
. EXE NS MW 0 CO2 5=t M| HEtslX| 7| 7K 220] AR LT
. AQUE7ZIE X$)E K| Z XS MM 1 124|7H0] X|LOF EAISHE L|CE AQLE S E3H
O|E{7} &% & W7} ] Calculating(Al & £)2 2 BA|E LIh Z X7} (S EE Gofch 2 A
zto| RBfL|ct.
. EX|7}IAIZH SOHAIESH S S VOC HEEES 92 4 AL BX( 7 AR ot
C} &8 AlZFo| ZaetLict
. EX|7}6A|Z SO EHET & RS NOX HEEE 92 4 ASLICE &7t AL njop

-

Ch 278 AlZH0] 2Rttt

2ot 488 8 RS YLCL M =22t I H0| CHE Z20tYS 30747HX| 7HE & _AS L

Profiles(Z2I}Q) = 0| 535l (4 _I_ Create(MA)E ZaIstL|Cl.

1.

2. Name(0| &)1} Description(dH)S =L Ct.

3. ZRO0MU0| Cfol Yste Light(EF) X Siren(AO|#) 472 MestL|Ct

4. ZFut ALO| &l Priority($4 =) E HE5t 1 Save(MH)E S gLICH
TROYS BYSE ¢ 2 2D Edit(EE)S AT
AFEX X8 AtO|Hl L] utU =z T2 It F44517|
AEAAE QL Iz Z2ns e = AS L CH FX|0f £/ 100Mb 37| ol 2C|2 ot
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1. Media(0]E|0f)2 0| 5 5}0] Ta Add(Z7hHE 228 ct
2. ZBEO|M IHYS KO} MESHL|
3. Storage location(M % 2|X])= M lﬂ*, SHL| C}.
4. Save(M)E =L
Z2OtU0M L WUS AFESHE E Chas AL
1. Profiles(Z2MY)E 0| S50] TRIAL AABHLICH XIAIS LY
2 o

& ERSHYAIR.
Siren(Afo|3l) 2 T [ YZEE 2| LY 2 Pattern(Tf £)

o o
— = O
2 MEfSHL|C}

g

Z20tY 71N 7| Ee L ELY 7|

A ZolE #80l Us Z2OUS A

[

&otels 87 7t = + ASH L

1. Profiles(Z2I})Z 0| =5} —I_ Import(7} 4 27])E S22fL|Ct
2. OtUS HOLEALL 7V IS e gL )
3. Save(MZHE Z=lstL|C|

StLt O el Z2utUS S ARG CHE FX([Of ME ot gt 20| 2 E - AS LT
1 ZR0iUg MegLC)
2. Export(L{EL{7|)E S=stL|Ct.
3. json It Rt&L|CH

Cto|2 £ SIP(P2P) M X

ot IPHERIRO A= =4
9| 7|50l 22 glo @ o & H|0| 5 ALE3IM A L.

nx  Jjogoom
mjor|r e

off Cheh ZtM|eh LH &2 52 oA

System(A|AEl) > SIP > SIP settings(SIP %) Z 0| 53} 11 Enable SIP(SIP g/d3}) £ M EH
Sk CF.

X7t =41 22 LA St21H Allow incoming calls(=4 & 5| 8)E MEiSrL|C}
Call handling(Z3} X 2|)0| M &2t AlZt &1} X X| &5 AlZtE - gL Ch
X E(Ports) Of2{0i| M ZE W 5 & TLICE
- SIP port(SIP Z E) - SIP %A._ o AFRElE HEQA ZEQIL]
EfiL2 Aoote|X| L CL 7| ZE
HSZ QladstL| o},
- TLS port(TLS 2 E) - &5 5}&l SIP S410|
ESl AlS EEHJ.LI o TLS(K‘IA 7:” E

O - L

S061QILICH Hest AQ Cf2 ZE Ha2 923t}

= 0

- RTP start port(RTP A|XF EE) - SIP 20| A A1 H17j RTP O|C|0] AE 20| AFRE|= I
EE YEgtL I3|E|01 E%Sl 7|2 AEF ZE= 4000 L|Ct L2 HolH2 E7 &
= SO0 RTP SIS Afotet & Q& L|CH E HS = 1024 ~ 6553501 0F L

5. NAT traversal(NAT E1}) Of2Z{{ 0| A]| NAT E1}0f| AR =2 EFS MEASHL|C
B2

ZHX| 7} NAT 2H2Ef &=
A XtMet &2 & EESHY
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6. Audio(2LC|2) Otz 0f| A SIP =0 EHOH Hots @O EEZ 71T St Ol 4ol @ A
= MESLCH M =2 =M E HE5H M B0 S5 L CL
7. Additional(Z=7H0|A M X712 MERSHL|CY,
- UDP-to-TCP SW|tch|ng(UDP2|- TCP 7t M3} - UDP(AFE X} G|O|EH 18 =2
MTCP(HES MO Z2EES)E WS T2EES YA NOE HeSl=2ES
o M EHOHH_|E|- M3I}= 0|2 200H[0| £ O[LY tE= 1300HF0| £ X1} M
& THo) 2K0| A= A THEBIE YX|517| QIS LT
- Allow via rewrite(CIA| 2A7| & Eol| 6| 8) - 2} REHO 22 IPFTA YA 2ZHIP FTAE
S MEigL(Ct
- Allow contact rewrite(E 2K CIA] 27| 6| 8) - 2| REHO| s IPFA A ZAHIP
FAE HL{H MEGHL T}

- Register with server every(gt4 M 0| S &) - ZHX|ZE 7| & SIP A -0 CHSt SIP A H
o] &5 U= E dFetLCt

o =2 =

- DTMF payload type(DTMF H|0| 2E §&) - DTMFQ| 7|2 I{|0| Z2E SF S BHATL|
ch

8. Save(M#)E &gt Ct

ME{(PBX)E S5} SIP M7

AFSZH OO HETHIP L E 913 HTHOIA S48 U= PBX AB{S ALSSHAI A2, PBX 3-FXt0] Ttet
N B0l 71500 o F7He + ASLICH PP A5 FA S O 2 0lshSta B § 82 AToHIAlL

-~

278 S0 Ciot AtMot L1 &2 et =2 E st A
PBX SEXH0|7| Ct& HEE @8 LT
- AR X} ID

- ol

=

C

g 1

D

o> o |>
>

on n o &
J
Ral

- RTP A|Xt ZE

2. M AEE F7t5t2{ ™, System(A| AEl) > SIP > SIP accounts(SIP A| )£ 0|53t +
Account(+A|H)E 334 shL|C}.

PBXMSUMZRE £2 METYEE YHetLCh

Registered(SEE)E MEHSIL|CT.

M& BEE MYy
Save(X®)E S B LI

mjof & mlojet 22 Yo = SIP 272 X EeLICH XM 82 & TRSHYAIR.

—_

N o vk W

.'E

QI Hl E OI = A'lI-I

AtMIS| ZOtE 2 OJHIE Z A[23]7] 7}0| =& 2HRISHA K.

M EZ|A
1. System > Events(A|AH] > O|HIE)E O| S50 ES F7IgLICE E2 EX|7F EF AME
Esh= A ZHS JHO|°“—| Ch &2 02 Hte £ = 8 EQAZ 4e 5= JASLICH

2. Name(0|2)E Q &HatL|LC}.
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https://help.axis.com/get-started-with-rules-for-events

3. Ze12 £2|7/5}2 3 S50} sH Condition(EZ)S MEYBILICL B0 ofLf O|40] 7S
x| Fot2 B BE 20| 4N S EB|HSES S 0F BLITH
4. ZHO| STEAS W) T 7} £ %0} h Action(4)2 MEiBHL| T
H| T
2 B2 HYOHE B HY AYS X013 742 THA| 2{0f LIt

CHS oAl = 37| - MAMZE MALEE S92 2R I HES S AEL[X|0 HICRQE =35t S
A75t= A2 4L CL
1. 37|& M X9l &l I O|X|0f| M Settings(Ad’d) > System(A|AHl) > Storage(AE2|X|)Z 0|F
Sto] HIEQIR A2 |X|7F M & QI =X] &HOISHL| O,
2. Settings(7%) > System(A|AHl) > Events(O|HIE)Z O| 5311 E2 F7tL|CH Ot HE
E gt

Name(0|5): 20| Cict 0| F= YT LI

Condition(ZXZ): Air quallty onitor(&7|& B L|E) > Vaping or smoking
detected(T X} SHHlj S £ = AU FAH ZHX)).

- Action(2 M) : Recordings(=3}) > Record video(H|C| 2 =3}).

- X & EX|: Network storage({| E9|3 AEE|X]|). HERI AELZ|X|7F KO Q
=X| el ot

- Camera(7tH[2}): 7t 2t 27| FHES MEASEL|C}

=) =
- Streamprofile(AE T2I[R) AE2 T20}U S HEYS}2{L} Create a stream
profile(AEZ T2 0}Y MAM)S MEHS}

- Prebuffer(Z 2| 1{) 5! Postbuffer(ZAEHI): /ISt= 4= A L|CT.
3. Save(MEE St

CO2 sl =2 @C|R 22 x|

O Al CO2 57t 4R 55 [ L2 S E S Mdsts Sos YL

E s

1. € I O|X|0| A Events(O|HIE) > Rules(£) > Add arule(8 F7HZE 0| 5510 ES MHTHL|
Ct.

2. EI_% JgEE 0|E4'c‘>'l-|__||:|-
- 0|E: 20| [§3t 0|22 YL
- Condltlons(_7E7.j): Air quality onltor(-*— | & BL|E) > Air quality outside

acceptable range(5{ € 7}s¢t 37| & H| 0|E)

- Sensor(4lA{): CO2
- Action(8M): 2C|2 2! xjAd

- Clip(28): 2C|2 28 MEfstL|Ct.
3. Save(MqZHE ZalgtL|C}

CO2 LT HP HHs}o|
« 2l 1| 0| X| Of| M Air quality monitor(37| &
o

. MIN(Z|4) % MAX(AITH) GIO|E{ 2 ¢35}

L|E{) > Settings(M &) > CO2Z 0| S &tL|C}.
CO2 #He|E d¥LCh

2 o

PIR MM S Soi X Y Afo|H T2k st

O| OjjAl= PIR MM S Soll =2F 2 At
LED) S AFO|#I S| 9|X|= & EZoHY



g

N o~ OF

S ALO|3 T2 O A
ZHX| 2 I O| X|of| A Profiles(Z21}Y) > Create ( MA)Z 0| S &tL|C}.
Ch2 28 YEgU ot
- OI% ZEol
- Description(28): Z=ut2 232 F7tgtLCt
- Light(X=H): Pattern(I| £1), Speed (% £), Intensity(Z ), Color(A4 4h)
(XI5 AMZhHS HERL .

—

8! Duration

- Siren(ALO|l): Pattern(Ijj £), Intensity(Z &) 3! Duration(X| % A[ZH S MERGHL|C

H|
M7t 22 T2 Q0| O 2 M=% & AL
- Priority(2 £2|): Light priority(ZH M &2]) 4! Siren priority(AI0]|2l 2 M&=2
£ Mefsrict
O E M-
1. System(A|AE) > Events(O|H¥I E) > Rules(8)Z O|5st1 E2 F7tgtL| Lt
2. COtg EEE YLt
- OlZ: S LED Y AP0 Bt
- Condition(ZZ): PIR sensor(PIR Ml A{)
- Action(¥4): =TF A AMO[H 22T I
- Profile(Z2mo}). =20t 1
- Action(M): Start(A|Zh)
3. Save(XF)E Z=gL|Ct
o] E2|HEIH TETHY AIZt
O ol M= CIX| & YUY M7t HEE [ YES EE|AH5t= YWHS 2L O
ZEOf CHolf Yste{H waks ddetL o
1. System(A|AED) > Accessories( N A 2]) > I/O ports(I/O ZE)Z 0|52 L|LC}.
2. Elc_)rt 1(ZE 1) > Normal state(®d A AEJ) 2 0| =3} 11 Circuit closed(Z| 2 H ) E Szt
44
1. System(A|AE) > Events(O|HMIE)Z 0| S5t E8 F=7tfL|Ct
2. EOCictolES LyLCL
3. =74 EE0|AMI/O > Digital input is active(C| X| & Q= ZdshHE MESHL|CH
4. Port1(ZE 1)S MESHL|C}.
5. = E 0| A Run light and siren profile while the rule is active(£0| g/d3}x|0{ Q=

_|I__|
of £ G Ao|3l T2 MH)S MEBHLICH

SIPE Edff =20} Al %L
Of 01|01I*1 = SIPZ &= EC[A5= WS 28t
CHEHA 215(SIP) 29 3):
1. System(A|AH) > SIP > SIP settings(SIP )2 2 0|5 gtL|LC}.

13



2. Enable SIP(SIP 243} % Allow incoming calls($=4l S & 5| &) MEiSHL|C}.
3. Save(MZhHE =&t}
£ 44:
1. System(A|AED) > Events(O|HMIE)Z 0| S5t 28 F=7t2fL|Ct
2. B0 et 0|2 YHetLCh
3. U FF0|M Call(=2&) > State(YE{)E =S| CL
4. M| S| Active(RABHE MEBILIC
5. M ZE0A| Run light and siren profile while the rule is active(£0| Z/d3}k|0] Y= &
OF X Tl Ajo|3ll = 2 T} AlSH)S AMEASH |C}.
6. AlXStD A2 Z=htus MESL|CL
7. Save(MZEHE ZelstL|Ct
SIP &&2 ol & olde| Z=2utY H|of
CHEEA| Q15(SIP) 2Hd 3t
1. System(A|AE) > SIP > SIP settings(SIP %) £ 0|3 gtL|LC}.
2. Enable SIP(SIP 243} %! Allow incoming calls($=4l S & 5| &) MEiSHL|C}.
3. Save(MEE 2Lt
TS A5G| flo) & dd:
1. System(A|AE!) > Events(O|HIE)Z 0|55t £ =7f8HL| L}
2. B0 et 0|55 YHeLCH
3. ZU BE0 A Call(Z&) > State change(AE HZA)E MEiSHL|CT.
4. 0|] EE0|A Accepted by device(ZX|0| M =2HE)E MEHSHL|CT
5. Call direction(£3} ¥F) 0f| A| Incoming($=41)S MEHSHL|C}.
6. Local SIP URI(2Z SIP URI)0|| A{ [Ext]E Z 2020 AIE L= 2 &KL E, [IP address]| & & X|
Z A2 810 sip:[Ext]@[IP address] S 2|28} 4A| 2. 0| & £ 0], sip:1001@192.168.0.90.
7. MM 2 Z0j|A Light and Siren(Z=™ 9 Ato]3l) > Run light and siren profile(Z& % A}0|
il m2oig 4g)e Merglch
8. |’5.3H'_ H2 Z2udS MEL T
9. OHM Start(A| = £l 5|

Y2 MeiztLct
=

LU

10. Save(X&)E S gLIC,

Z2OtES FX[5H7] flof & 4d:

©

System(A|AE) > Events(O|HIE)Z O|536t10 E2 F7t8tL| L
E0f CHet O] 55 Y=L L

ZH S E0|M Call(ZF) > State change(&Ef HZA)E MEHTHL|CL.
0|7 =E 0| A Terminated(ZRE)E ME{SHL|C}

Call direction(E3} #aF) 0| M Incoming(3=41)S MEISHL| T

Local SIP URI(E5"| SIP URI)O|| A [Ext] S =20 A2 &= §_,7§3er [IP address]& &+ K|
FAE 0}04 sip:[Ext] @[IP address]E 2354 A 2. 0| & £0, sip:1001@192.168.0. 90

£ 0| A Light and Siren(Z=H 5! At0|7il) > Run light and siren profile(Z& 3! A}O]
|.oE 3H)2 MEHSHL|C},
A

AlSH

=20

o mEmYUg MeBtLICt
A

A Stop("dX|)S =Lt

Jio
Jhu
o0
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10. Save(XZ)E &L}

4
SIPE Soff Mo{otel= 2t Z2Ohof oieh A% 8L ZX| 25 He= THAE Bt

0.

oM 2QJ 12 & Z2MUS AWSHE Z2 SN 29 WSO 52 T2TA| 24 29 ¥
7t R2 Z=oeS STt
H| 2
EY S ofI2 £ /o S2NUS AU H /1L 22 TR0l O/Y Z2HLUE H2Y
L|C}.
Ol 0= CIX|E /O ZEO Q|5 E2|HE If M =2 32 717 CHE Z2mdHCt M =2 48 7t
N Z20rU S BASIEE A E 285t SRS 2L
Z2T A
L 242930l Z2IAS BHELCE
2. 24 29/49I C}2 Z2TAS BHELIT
4.
1. System(A|AED) > Events(O|HMIE)Z 0| St 22 F=7t2fL|CH
2. E0| CH Ol &S YL
3. = £Z0|XM I/O > Digital input is active(C| X| & Q& =451 E MELSHL|C}
4. mEZ ML
5. M ZE0)A| Run light and siren profile while the rule is active(£0| Z/d3}|0] Y= &
of T3 U Afo|H ZE o MR)S MeBL]Ch
6. M =R HIIIY 52 ZENIYS MEIBLICH

7. Save(MH)E S=gLICL

=
8. Profiles(Z2ut)E O[5t 7MY H2 24 &fl o2 T2MAUS AXRL L
A

FIH 27} EME ZUX|EH I HTTP ZAEE E8 =& 4l

O OilAl= ZIHEHS S7[ 2 MAMO| HZSt= Y@L, 740 2t0] EX| & AXIS Motion Guard Of Z 2| 7|
O|MO| 2 M5 X[ MOtCt 7| = Mo =8 A A0 20t S gdeiots dls 28

I

AlEFSE7| :

o S7E MMM 2EXEs 2E|A G2 LT A AFEXIE dd LTt
o 37|& MXMO|A “Light and siren profile”0|2t= =20t Y-S MM SHL|Ct

e ZtO| 2t0f| Al AXIS Motion GuardE A7t “Camera profile(ZtH| 2t T 20t 0|2t Z 20}

2S YL C

o HQ|O{ A 10.8.0 O|AH0f| A AXIS Device AssistantE AF2 8| Of B L|LC}.
7t 2t M =AAHE A4 4d:

1 E{I{| O| A 0f| | System > Events > Recipients(A|AE > O|HIE > £MXP) 2
MALE =7t L

(¢}

- Name(0|&): air quality sensor(& 7| & MA)
- Type(§d): HTTP

- URL: http://<IPaddress>/axis-cgi/siren_and_light.cgi
<IPaddress>2 Z7|& MA{O| =A 2 HFEL[CF.

- M=z dge S712 AN ALHEXte] AHE A} O] F1h T A E LT
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3. 2= HO|H7t fF=otX| 2t0l5t7| 2|5 Test(HI2E)E S22 LT
4. Save(MEH)E S=gLICL
9H31|EP01ITEE%* =k N
Rules(2)Z 0|58t 1 22 Z7b8tL|Ch
2. Ot dEE gL ch
_ O|2: TN ZIX| Al Z7|& MM R
- Condition(Z=Z1): Applications(0f = 2| #|0|41) > Motion Guard: Camera profile(&
A Jte: 72t =2 ntY)
- Action(2§ M): Notifications > Send notification through HTTP(Z &l > HTTPE &
of B HME)

- Recipient($=4IX}): air quality sensor(&7| & M A).
H & = O|F0f| Events > Recipients > Name(O|HI E > £=4{IX} > 0| &)0f =T Zd 1t
S LS OF 2L Ct.

- Method(H| A~ E): Post

- Body:
{ "apiVersion": "1.0", "method": "start", "params": {
"profile" : "Light and siren profile" }}

Prfolfil)e; 0<|;01||1g;+|+§| *IMMIH ZEMES IS et 5Lt FE(0] 2 "Lightand siren
profile” off OF 2fL|C
3. Save(HEE 2etct
4. Che 8E7t ZetE O E &5 F7HHLICH
- O|2: 2 M ZIX| A| 27|ZF MM EE MK|

10O O

- Condition(ZZ1): Applications(0j £ 2| #| 0] M) > Motion Guard: Camera profile(2
M 7tE: 70| 2f == o)

- Invert this condition(0] =& HIMS}7|)S MEHSHL|CT.

- Action(2|M): Notifications > Send notification through HTTP(Z &l > HTTPE &
o ¢a ML)

- Recipient($=4IX}): air quality sensor(& 7| & M A{)

H & = O|F0j Events > Recipients > Name(O|HI E > £=4IX} > 0| &)0f =3t Zd 0t
& USHOF L Ct.
- Method(H| 2 E): Post
- Body:
{ MapiVersion":"1.0", "method": "stop", "params": { "profile" : "Light and siren
profile" }}
“profile” : <>'0| T7| 2 WMo Z20tUS YU S et 5L = (0] 42 “Light and siren
profile”)& & =5} Of TtL|LC}.
5. Save(XE)E S L|CH

FiHEZE 2 S AR o 7Hy LS Sol = U Mo|H = 2ntY 2y}
7
[m]

O OilAl= ZtH LS S22 MO HZASH= Ao, 740 2H0f d X| & AXIS Motion Guard Of 22| 7|
O| 0| RS AX[E MOtCt S7[= WMo = S A0l 22T S 2dstols SEs 249

SrLCt.
NES L I
« S7E MMM 2B EE
« S7E MMM =20 S et L )
« 7t 2}0j M AXIS Motion GuardE 478 st "7t 2t Z2 oY "0|ets Z2 oS A dey
Ct.



9HJ1| 2hoj| & Yol =AXE M d:
7H3H|Ef9 ZHK| ©IE{ 1| 0| A0 A System > Events > Recipients(A| AE! > O]
O| &5t =AIXHE FItetL|Ct
2. O3 dEE =gt

Type(§€): HTTP

URL: http://<IPaddress>/axis cgi/virtualinput/activate.cgi
<IPaddress>& & 7| & MAMO| =AZ Hi&L|CL.

MZ e 712 AN Aol AL A =Y LT

3. EEHOIH7 RaoHX| 2Qlstr| f/3 Test(HIAE)E S22 LICH
4. Save(MEH)E S=gLICL
5. O3 BEE ALY F ¥ =4 XHE FotetL o

O|8: 7t& LE H|Z M=
Type(§¥): HTTP

URL: http://<IPaddress>/axis-cgi/virtualinput/deactivate.cgi
<IPaddress>Z2 27| & MA | F=AE HFEL|CH

_—

- M2 S 31T UN B AT HAHE YL
6. DS GlO|E|7 REBHX| 2HQI5t7| I8 Test(HAE)S S gL
7. Save(NE)E 22 LCt
ZH2iol = 22
Rules(8)Z 0|56t 1 28 278t ch.
2. CHe MEES YFLLCL

0| 2: 7}AH 01 23}

E>xixh=z

Condition(ZZ1): Applications(0 £ 2| #|0] M) > Motion Guard: Camera profile(2

M 7tE: Fimet =2 0ted)

Action(2|M): Notifications > Send notification through HTTP(Z &l > HTTPE &

of B HE)
Recipient(=AX}): 7} Z E 2Hd 51
Query string suffix(# 2| X2 & 0O|A}): schemaversion=1&port=1

3. Save(M¥)E SEL|C|

OH
XN w»
ﬁ

Chg Y27t ZetEl e &2 F7re Ut

0| F: 7t& 101 H|gtg =t

Condition(ZZ1): Applications(0f = 2] #|0|4) > Motion Guard: Camera profile(Z

M 7tE: 7|2t == at )
Invert this condition(0] ZZH & HIX5}7|)S MEHSHL|C}.

Action(2 M): Notifications > Send notification through HTTP(Z & > HTTPE &

off &2l M)
Recipient(s=1X}): 714t X E H|2/d 3}
Query string suffix(H 2] 2Xt¥ 0| Al): schemaversion=1&port=1

Save(KZHZ Z 2IstL|C}

S| A-I|A-|0"A—| = AHA‘l
27| *1I)\-|0| 2l 0| E{T 0| A0 A{ System(A|AEH) > Events(O]HIE) 2 0| S50

S YL
O15: 7H4 42 1014 E2|7]
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- Condition(ZZ4): I/O > Virtual input is active(74 20| 2Hd3}E!)
- Port(ZE): 1

- Action(2 M): Light and siren(Z=&
the rule is active(S0| ZH/d ME{Q

- Profile(Z2n}): |2 M M=l T =0}l MEH
3. Save(MEE 2Lt

O] O Al 7HB|2HS B7|T MA{of HIZSH WL S0 27t BMS 2RI GOrTH 37| HAof
NEY YA Z20rYS Y WEe Ay

AlIF |.7| -
:'-7I"I MMOIAM 20t Y-S Mot Ct.
. MQITEZ7E MX3I B
« M CEHME o Z2[AH0[4H0] L dE0f R ZHH 2H0f A
A

9HJ1| et A MQTT S 20| HES 2 F:
Ftof2te| ¥ QIE{IH O] A Of| A System(A| AEH) >
Broker(2 25))2 053510/ [}S M2 E Y| Ct.
- SAE EZIHIPFA

- Client ID(Z2}0|HE ID): 0| £ =0 702t 1

'J

U HAYES FHE L CE
A% 50|0{O FLCt.

=
- Protocol(ZE2EE) EEZHI HANPE T2 ES
- Port(Z2E). HZ27{ 7} A}2S}= ZE BT

- = 27 Username(AI2 X} 0| &)1} Password(Ij AL E)
2. Save(X%) % Connect(HZ)S S=lgtLCt.

MQTT AAE I8l ZHH 2L M = 7HX| S5 d-d:
System > Events > Rules(A| A&l >

2. e HEE YL
- 0|5: 2% 0| HX[&
- Condition(ZZ1): Applications > Motion alarm(0j Z2|#|0| M > 2 M ezl
_ Action(2M): MQTT > Send MQTT publish message(MQTT A|A| H|A|X] HZ)
- Topic(FEH|): =M
- Payload (5| O] 2 E): On(77|)
-~ Q0S:0,1,EE?2
3. Save(I'II")E e,

_ 0| =. E)q or =

- Condition(Z=Z1): Applications > Motion alarm(0 £2|#|0| M > B/ 2
- Invert this condition(0]| =4 HIM6}7|)S MESHL| LY.
- Action(2): MQTT > Send MQTT publish message(MQTT AH|A| HA| X| H &)
- Topic(FH|): 24
- Payload(H|0|2E): /A
- QoS: 0,1, EE=2
5. Save(XZhHZE Zg|stL|C}
Z7|E MMM MQTT 22t0|QIE HH:
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4.

7| & M| @l OIE{H O] A0 A System(A]AE]) > MQTT > MQTT client(MQTT 220 ¢
) > Broker(H 27) 2 0|50P04 Cfe HEE 9l 4@'—| Ct.
SAE HEHIPFEA
Client ID(22}0| Q1 E ID): AjO|3 1
- Protocol(ZE2EE). EZ2HII AN Z2ES
- Port(ZE) H27{7} AFR3I= ZE K
- Username (A2 X} 0| &) 3! Password (I AL E)
Save(X{ &) 5! Connect(A &)= = 2/tL|Ct

MQTT subscriptions(MQTT 11 £)2 2 0|25t 1 =& F=7tgtL|Ct.
Chs 2 S Y=gt

- Subscription filter(71 = EE): 2 M

- Subscription type(T+5 §8): MEf =& 75
- QoS:0,1,EE=2

Save(XZHE Z 2/t C}.

! ImOH

MOQTT 252 912} 2712 A0l & 4.
4]

2.

3.

System > Events > Rules(A|AEl > O|HIE > B)Z 0|F5t1 &2 =72t L|Ct
e §2E gggL ot

- 0|5: 2% 0| HX[&

- Condition(ZZ1): MQTT > Stateful(#Ef =X 7}5)

- Subscription filter(7t 5 E2E): 2 M

- Payload(H|O| 2 £): On(7{7|)

- Action(2§ M): Light and siren(Z=&d % A
the rule is active(S0| /4 AFE[Ql SOt = Sl Alo|&l = 2 H}el AldH)
E

~  Profile(Z2O}Y): A= Z2nAS MENstL ),
Save(ME)E 22/3fLict

2O H HAEY HEfE 72 ol HS

Of Oloff M= AT HAETE HUfSHH ZO|El =X A O|H S EWES U2 X7t &
L|Ch AT Bl A E £ 0j2 18000 O] £01A & = 2= LC

1.

AL HAE L 47!

1.1. 75|Fxr| OIE{H|O| A > System(A|AEl) >Events(O|HIE) > Schedules(27d)2 2 0| 5%
L|C}.

12.  OjQ 18:000 A|EtstD 18:010) Z2E|= UK S MMEHL|CE 0|22 'Daily at 6pm(Dj
U 2F 6A|)'E XL C

Ol & =4IK} A -

21, HX| QI 0|A > System(A| A&) >Events(O| ¥l E) > Recipients($=4Xp £ 0| 5Tt

L|C}.
2.2.  Add Recipient(3=4IX} 7} E S/t CL
2.3. 8= At2F O| E 2 'Speaker test recipients(A L7 HAE Hh= At2H' O 2 X|7H

24.  Type(+4¥)0i|A Email(0|H[ &)= 1= 2fLCt.

2.5. Send email to(O|H|Y EL{7|) OF2HO| M =AIK}Q| O|H Y FT=AES QUBHTHL|CL 2 HE
AHEOHO] 02 FAE FESHIAL.

26. 2 AEO ofH & A Fol| Chet MR §ES LT LI
27.  Test(H|AE)E oI HAE O|H S E-LIC.
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H|
Ut 0|0 Y BFAHE 0 2FE O\ AT} T9f FAS HEIS +AIB}0L ALSXIT} 2 K e TS
B71Lp B 22 HBio}7| Qo Hot HEIS ARG BILICh Ui 2 % o|H Y AY H S &R
st2{ 3 0|t & B2t Bot HAZ SOIsHAlL.

28 Save(HE)E 2YBLICL

?.'.

w

A& AOAHHAE 2%
31, K| QI 0| A > System(A|AEl) >Events(O|¥l E) > Rules(&)Z 0|5 &tL|Ct.
32. Addarule(& F7hHE et}

33.  E0tisto|E& YLt

34. Condition(&EH) OF20f| M| Schedule(¥H)S MEISID ER2|H SE0f|A] AEY
3.5.  Schedule(2’) Otzf 0| A LH('Daily at 6pm(Of L 25 6A|))S MEHBHL|CY.

3.6.  Action(2/1) Ot2l0f| A| Run automatic speaker test(X}5 A L|7{ H|AE Aal)2 M
ENSHL|C},

3.7. Save(XZEHE Z=lstL|LC}.
4., AIFHEHAEZFAIDS I} O|HYS L= =HES AN C
41  ZEX| QEH0|A > System(A|AE) >Events(O|HIE) > Rules(&)Z O|=&tL|LC}.
42. Addarule(8 F7HE SEItL|CL
43. B0 CHH Ol &2 YeL(Ct
44.  Condition(%EH) Of2[0f| M Speaker test result(AL|7{ H|AE Zap)E MEHSHL|C}

4.5. Speaker test status(A n|7{ E|A E AEl) Of2{{0j| A{ Didn't pass the test(E| AEE &
}5EX| ZMESLICHE MERSIL|CE

46. Action(M) Ot} 0f| A| Send notification to email (0| H|Y 2 LTl HME)S MEISHL|
Ct.
4.7. Recipient(=4IX}) Of2f 0| Al =4I XH('(Speaker test recipients) AL|7H H A E =AIX})
2 MENSHL| LT,
48. M1t HAIX|E L5t Save(MF)E S LT
eto| E2|HE U AFSXE XY 2 MY
O| ool M= CIXE 23 M=ot HEE I AFEXX|E O S EE2|AH5= HEs 28
C}.
erje o H=E

Q

Media(O|C|0{) £ 0| S8} —l_ Add(Z7}h

g 23U
22510 ZEEOIN 2|2 THAS op MerBtLITH

ot

bL|Ct.

1)

1
2 2=
3. Storage location(X %} 9| X])S M &4
4. Save(NE)Z 2Lch

CQ TtYE T2t A

Profiles(Z20}) £ 0| 55}0 _I_ Create(A M)

1 dd)E SalgLt
2. Name(0|8)2 Ql=idln T2l £ Y IS MestL|ct
3. AOJH MMM FRESH QUL mHS AEMBILICY.

4. Intensity(Zk) % Duration(7|Zh= ME4SHL|CY.

5. Save(XZhE ZezlstL|LC}

ZEOf Chish Yot H ders 2Lt

1. System(Alﬁlﬂ) > Accessories(2 | A 2]) > I/0 ports(I/O ZE)Z 0| 52FL|LC}.

20



2. I’lor; 1(ZE 1) > Normal state(®d A AE}) 2 0| =35} 11 Circuit closed(2| 2 H|2]) E STt
L|C}.
.
System(A|AE) > Events(O|MIE)Z O|536t0 E2 F7t8tL| L
E0f et 0| 2 L LICL
A7 S50 M I/O> Digital input is active(C| X| & &2 2Hd3H)E MEHTHL LY.
Port 1(ZE 1)= MEAGIL|C}.

ol M 2 20j| A Run light and siren profile while the rule is active(£0| Z/43}£|0{ U
OF Zm gl ALO|2ll = 2 I}Q! AlSH)S MENSHL|C}.

—
Y=Eot U MU0l e Z20tAS MR L[C.

Save(XE)E = etL|LCt.

=
=

ui B~ w N oz

rir
Ol

DTMFZ 2LC|2 =X|
Ol O|Xl= Cte2 sdste S dYSLICH
« X0 M DTMF 1td
« DIMFHHO| ZX[0f &M QL RE SX[SH=F O|HE
System(A|AEl) > SIP > SIP settings(SIP A%)2 2 0|53t L|Ct.

Enable SIP(SIP &3} 7} 7{ X Ql=X| EtolstL|c}.
710t St= B2, LIS 0 Save(X{ &) S S Edt= AS LX| Ot A 2.

=
3. SIP accounts(SIP A|™)2 2 0|5 &L L}
SIP A1 G0l Y=, ¢ > Edit(HE)S SBLICH
DTMF Of2{{ 0 A{ + DTMF sequence(+ DTMF A|R&A)E S =letL|C}.
Sequence(A|HA) Of2{O| M '1'S R StL|Ct.
Description(A%) Of2§ 0 Af 'stop audio(2 L2 FX|)'E @l &#tLct.
Save(ME)E S2/3fL|ct

System(A|AEl) > Events(O|$Il E) > Rules(£)Z 0|55} Add arule(§ F7h2 2&TL
c}.

10. Name(0] &) Ot20j A 'DTMF stop audio(DTMF 2 LC|2 FX|)'E Y= L|C}
11. Condition(%tEH) Ot2i{ 0| A{ DTMFE MEHSHL| LY.

12. DTMF Event ID(DTMF O| il E ID) Ofz2} 0| A{ stop audio(RC|L2 FX|)E ME4SHL|C.
13. Action(2) Of2li 0 A| Stop playing audio clip(2C|2 & M SX|)E ME

© 0o N o ok

45t .

14. Save(XZhE ZzlstL|LC}.

41 SIP S2}0f Clie 2E|e 47

SIP HotE #E [ L2 SEHE Mdst= E2 28g &= ASUT

e 20| Z=2E 2 SIP S50 A5z SEHSt= F/ E5 289 = UASLILCLOl= LE
20| 2L X ZH0| A= AHEel oS 2t7|A 7|2 Sl glids 278otd = 220 78
T ASLILE Ol = 2L HX|0f SIP =S 510 Al 0 | XK= QL FX| X0 )

= MALLCE 2L 28 M H0| SK|EH 2L X[
2 SEOtD UE netA Q0 X ZXMO| A= AtE 2He 410 O| R E

1- o EateHo| P FAS Q2{s0] AL Q| BX| QEH0|AR O|SEL|Ch

21



SIP &
1

PO oo N o wN

© o N o vk W

10.

System(A| AEll) > SIP > SIP settings(SIP 4%) 2 0|53} 0] Enable SIP(SIP E/d3alh)&E MEH
s ch.
=

X7t =41 28 A St2{ T Allow incoming calls(=41 & 5| 8)5 MEiSHL|CL.
Save(MF)E S LIC,

SIP accounts(SIP A| )£ O|s&tL|LC}.

SIP A1 g0 A=, ¢ > Edit(HE)S SYBLICH

S SES M= M e LI

of =4 Al Q|2 XY 24:
Settings(A%) > System(A|AH!) > Events(O|HIE) > Rules(8)Z 0|538l0] £ =718t

Ct

S0 TSt 0|52 gL ot

A ZE0| M State(ME})E MEASLICE

MEY SEOAM MZ S-S MEISHL|CEL

MM =Z0{AM Play audio clip(2C|2 S Z{4¥)S MEighL|Ct.

=28 S50 st 2L SES MEfL| Tt

QL SES e AF-E MEASL|CL 02 "of H T 4" S o|0| LTt
Save(MF)E S gLICL

© 220/ 28 3 SIP S340| XIS O2 SE:
>

(%]

Settings(& %)
C}.

E0f et 0|2 Y EHLICH

Z SE0| A Audio clip playing(2E|2 S8 Md)S HEigLC.
Use this condition as a trigger(0]| ZZ42 E2|AHZ

Invert this condition(0] Z=Z HHH) 0| EA| g L|Ct.

+ 22 FI1E 2 &S0 O|HIEQ| F BIM| =AS =7tetL T

A Z=0| M State(HLEH)S A=

JEf S EOAM M2 ST S ME

A-H S 20| A Answer call(E2} 8&)= HEigL T

Save(RE)E S22Lict.

ystem(A|AEl) > Events(O|#I E) > Rules(E)Z 0|S510 E8 =7t L

22



gXo| W AHIO| A0 HEota{H B 22t X0 ZX|2 P F2S YHIYAL.

Mt S|} HEl

X7 NTP A2t & 7| S| =R
2E HEAILIL

el
el
pas)
n
ojo
o
N
fot
A
ot
rlo
>
[~}
mjo
Hl
oot
Ot
el
Z
_|
v}
o
N
fot
oz

NTP settings(NTP &7): NTP @ H =2
location(A] ZF 5! 9| X]) I|O| X| 2 O] =&+L|LC}.

-—

ot

Hardening guide(& QF Zts} 710] E): Axis ZHX| Q| AFO|H E OFuf [ AL Ol CHSH XEM|S| ZOot=
2|

-
%= Q= AXIS OS Zt3f 710/ = 2 A Lt
B &7
2T S QlIPFAS Eoich YA X7 SEE HBAIRLH G

Locate device(&HX| &t7(): AL|FHE Al
2, K| 0f A LE

nE

ot Ol 80| &= 22| WYL U 27 HE2 &

Q
N
0y
L
0
-
Inl

Jr
fot
o
a]
0
ofd
o
=
ME
m
o
rn
Jr
ot
Mo
=
ot
on
>
[>
i
i
-
|
Pal
=
r
=
ol
rlo
ujn
ozt
P!
ey
>
>
to

View details(M| 5 A}gt
olIPF4A, BREZ, ZE, AEl 9 PID/ZZ M AT} BA[E LCE

Ho|ESLICH 220)& 2t G

g
N
re
N
il
iy
hif]
o
rQ
[m
o
Jfu
o
HT
kl
rQ



https://help.axis.com/axis-os-hardening-guide

ne
rE
>
Rl
o2

SHAYE: ZhA| R DIO| RS O|0|X| SIA TS MEHBAA Q. SIA LT 242 AUED RHE 3

Zho] Sof Tk

T Q 0| E: HEYT0|N [HOIE BH S I3 Lt AER|X| 27| 2 F0|7| 3l T3 Y £52
DR o2 ke 2 USL|ch Zejl B0|ES 002 S0 #Xf TN Jtset An a2
=g B0t SX LT Zaj g o[E7t £ 842 O BE (=D H& 820 |

Ct.

P-frames(P-Z 2| ): P-Z 2 22 0| Zaj Q0 A 0|0|X|2| #2585 0fF= 0 o|0| x| @ L]Lt.
UBH= P-I QY $2 S L|T 2ATF ES42 O M ({UZ0| WRFL|TH 1aiLt £

3ot EHEE Z2HIT e EX0| £of =3 Hate & A&t

Compression(2%): £ 20| | AH25}0{ O|0|X| 252 AHSL|Ch A4S E0| L0 0 1| = 30|
£ 7} L0} 1 0|0|X| EAO| ORI L|Ch 2% 70| F OB 00| x| XS SHAE|X| 2t S35t

0f O Bre CHOIZM M 27FS ALRELITH

Signed video@: HIC| Q0| MEE HIC|Q 7|52 27182 HAA| Q. AT H|C| QL H|C|Q
of d22t MBS F715t0 HIC| 7t HAE|X| (=& 228 T}

H|E 20| £ X|of

« Average(¥dd) O 2% 7|7t ZQH XIS 2 H
S 7|Ho 2 |49l 0 =

- AME 7tsot AEZ|X|, & A|ZH L HIE 20| E Hots 7|2e 2 T H|E g
O|EE Aot S =Lt

- Maximum bitrate(X|C}{ H| E 2{|0| E): H E 2{|0|E H

|
- Bitrate limit(H| E &§|0| E H|3}): H E 20| E HN|$tS A H|E YO|EELCHH =
REL RS

«  Maximum(Z|CH): HEQA HUES 7|Z02 AE2I0| A|[f QAEE HE HO|EE M

oteio MehsiLch

Maximum(Z|CH): £|CH H|E 2|0|EZ QlaistL|C}.
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AXIS D6310 Air Quality Sensor
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AXIS D6310 Air Quality Sensor
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- Max NTP poll time(X|C}f NTP Z& A|Z}): QHO|E &l A|ZHS 27| 9|8} NTP MH 2
Z M7HX] F X7 7| Che2{OF Sh= Z[CH A|ZtS M EfBL|Ct.

- Min NTP poll time(Z| 2 NTP Z& A|Zh: R EO|E &l A|Z+S 27| Q|8 NTP AHZ
Z W7HX] FX|7F 7| Ch2{OF Sh= X[ A|ZHS M EfTHL|CE
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SAEO|E

SAE 0|88 XEOE ¥E HEYD BISET BA|0| SAE 0BS P FAE AEOE 2L
EEEEERE

BAE OB SHH0] UYATHS [} SO AIBS2{E SAE 0SS 2502 Y2
ME EOM SIAA- 20 S AE O|FS MEYLILE 585 = EXAt= A~Z a~z, 0~9, - L
=

&% DNS H|0| E gds} IP A7+ BZE MOICE ZX[OM =0l U Y MH 5355 As2e2
YOO ESt == 5| & LTt

DNS 0| & S§5: ZXQ| 1P F2E 7t2[7|= A/ =02l 0| §S Y LILL A8 &= EXAts
ANZI a~z, 0~ / _Cél Ll l:l-
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Assign DNS automatically(DNA X3 &t2h): DHCP A H{ 7t AM =0 Q1 Bl DNS MH F=AE EHX|
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LICH &= otE E g2 M2
EHK|Of| M| HTTPSZ AFRS}E
System > Security(A| A&

M 0f| A ghehzl I O X Of Cioh 2o otS
= TTPS QIS ME AtES

FefLC S ME ot X[t H

x

ot mjo
HL

al

Of

rr

o I

Allow access through(2 A|

2 xm HTTP, HTTPS &= HTTP and HTTPS(HTTP &
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Http proxy(Http ZEA|): 5| &= FAlOf| 2t 2 EH ZEA|SAE TEIPFAE C
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Authentication method(21Z HitH):
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SNMP(Simple Network Management Protocol)E O| 23510 H ERA HX|E /42 =
s

rk

1|

e
N
$0

SNMP: A28 SNMP A S MEHSHL|C}.

« vl%v2c
- Read community(2{7]
oto] 9= HELE| 0|2

o= -+d A

- Write community(227| Z{FL|E|): X| &&= 2 &
7| Moo A= HRLE| O]
L|C}.

- Activate traps(E®H 2/d3}): EFE N E S35 H HAMA|
£5}0] S0t O[HIE L=
Ol E{ | O] A O A SNMP v1 2l
$2 5174 Lt SNMPE 1181 E210]
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- Traps(E#):

- Cold start(EE ELEl): R X| 7} A|ZHE [ EY HA|X|E 2HL|C}

- Linkup(33 ¢): 237 CtRO|M P2 HEE FR E
Ct

- Link down(d3 C}2): @37 HO|M 22 HAE 42 EY HAIXIE
HHML|CH

- Authentication failed(Q1Z AlLf): 01 A|Z 7} ATI|SIH E2H QAKX 2 E'H
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A= A7 42 ot X| Q52 SNMP v1 8l v2c EROf| M| ASH= A4S WHX| L C
SNMPV3E ALl A2 SNMP V3 22| 0 Z2/A[0| M2 S8 EY2 MEE = Y& LT
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« Client/server certificates(Z2}0|H E/A{H QI
a3

=210/¢1. E/HH'I ISM= X2 IDE 4 = A2 CAQF 7|20 M
Srael = S CE XA M B ASME AetEl RS2 K20l CA 23 JENE &7 A

TR AR E & QI LIC
. CAOZA

CA SIS AE A8101 T|0] SUSNE IS 018 SOf TH 7} ECE 8021X2 =5
S YEYT0| GZE 42 oI5 MH{o| DS ASELICH ZX|0fE 0f2] o] ALK HX|E
CA 0I£A‘|7|- §L| C}.

. QIZ A HAl: PEM, .CER, .PFX
749l 7| Al PKCS#1 I PKCS#12
S8 A

ZHE BT SG A |22 HUBH RE AFNZH AHELICL AL X CA 1B A
Jh CEA MR LT

_I_ Add certificate(QIS A F7}1) : QIS M E F7}5{H S| CL EHA| Y 7}0| E7F D&l L

+ More(t| 27|) 7 ZtASIALL MEiE 27} WES BA|LCH

« Secure keystore(E.Qt 7| K& LA): 7|9l 7| E 9t SHA X ZESHE{ H Trusted Execution
Environment (SoC TEE), Secure element(EQt @ 4) Tt = Trusted Platform Module 2.0
= MERGILICEH el H ot 7] XMZA0f CHSE XtAM 2 =2 2 2™ help.axis.com/axis-
os#cryptographic-support% RS A 2.

=
Ol

+  Keytype(7| & OI"ME H35HH EE0L 220|A 7|2 Y53 Y| S0|Lt ot
2 ors st o, EI S MENSHL|CY.
¢ Alglof OHe O 0f = TS 0| ZBhEIL|C)

« Certificate information(@1Z A HH): dX| =l QIS A9 £H &= &L|LC}
« Delete certificate( S A AHA)): 2l

y .
+ Create certlflcate signing request(QUSM A|H @ MMH): C|X|EH ID QIS ME AHSEHY|
o S5 7|20 22 SM ME ¥ S ddeL T}

Secure keystore(H QF 7| X{EA)®:
» Trusted Execution Environment (SoC TEE): £ ¢} 7| & A2 SoC TEEE A2 3t2{ ™ MEH

st ct. o
« Secure element(EQt @ A)(CCEAL6+): EOF 7| A& A0 EQF @AE AL25I2{H MEHT!
L|C.

+ Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 2|8 2): 2 QF 7| X ZHA0f TPM 2.0
= ArE5te{ ™ dEighL|Ct.

HEHI 2 Hol X =3}
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IEEE 802.1x
IEEE 802. 1= R4 8 4 L E9IT Ix|0| £t 152 NSt ZE J|8t Y =93

Ef

Internet Authentication Server) 2! L| Ef.

IEEE 802.1AE MACsec

Authentication method (9= ). 0| =0 AR L=

S MHE ASME AE3HY EEH0[HUES| IDE 22

Ol
CA QS M:CA IS M E MEISHY] 2
GIZEl L =9 o] A glo| AHH| o

o L|C

EAP identity(EAP ID): 22[0|HE QFS X2} AEtEl ALZAHIDE R ESIHA|L.
EAPOL version(EAPOL HHZ): | E Q|3 AQ|X|0|AM A ol
Use IEEE 802.1x(IEEE 802.1x A}2): IEEE 802.1x T2 EZ S AIE25I2{ ™ MEHSHL|C}

OIZ ute O 2 IEEE 802.1x PEAP-MSCHAPV2E AL 3t Z-20) 0t 0|2{8t AN S 0|2

+ THAQIE: ST AL RHDO| THAYEE
+ Peap version(Peap HH): H EQ|3 A&
o Label(2}t): 22|0|HE EAP U312 Afﬂ6}E1 012 MEHSID, 2
£ A5t ™ 25 MEfSL|C} Peap H 7 °
TR E S
IEEE 802.1ae MACsec(®™ CAK/AIE ZS 7[)= Q1= o 2 AL SH= H 200t 0|23
= 0[28g = UAS LI

ﬁO
o I_
2|SHIEEE & -’.f—%l L|C}. IEEE 802.1x= EAP(ExtenS|bIe Authentlcatlon Protocol)& 7| =2 2 Tt

[EEE 802.1X2 E3 E|= HEQ A0 UM ASIHH HEQA EX| 7} AN RO 2 QIS E|0{Of &L
Ct 2152 QS MHOAM =L, Y™ © 2 RADIUS A1H-|(01| FreeRADIUS & Microsoft

IEEE 802.1AF MACsec2 D|C|0] MM A S8 T2 EZ2 QB H|AZAH Hlo|E| 7| LN A THNS
0| 5= IEEEQ| MAC(O|C|Of M A HEE) £ Ot EEQILICH

A A

CA OIS 81O - gotH M QSN F=2d AAL HIZGtED X = A= HESAo 2
A SLO| Rt 1SS Al =g LICY.

QIS A S ABY 1) Axis 28 A| 717] 8 01 Aol EAP-TLS(HE 7hs 915 ZRES - & 2
S 2ehE ME0t0 CIX| 8 AS M= A {22 QS eL LY.

X7t SN E Soll E=k|= HEAIO HMAT = AT ot H M BE SEH0|AE 2ASA
= KXo X5 OF gL Ct.
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o

Client Certificate(22}0|H E 21Z A): [EEE 802.1xE ﬁtgg S2l0|9E QS ME MEiSEL|CT. QI
[s)
=

» 7| EX AE £ 7| O] A Z HE O] S(CKN)S RIHBILICE 2 ~ 6AXI(2E £ 7Hs) 16
7150{0F SLITE CKNS 917 B210J M 25 0 2 2 A8|0F 3, 420 MACsecS
ot P9 A B0 M LKXIBHOF 2L Tt

- 71X A S 7L A E o 7(CAKS BRI CH 32X S = 64X19] 1681010
C}. CAKE GiZ gh2iof M =5 0 2 A 3]of 8[0, §-8 0| MACsecS EH4data} 2y o
S 20| A LK[SHOF L T

43




IHo
i

=
10

Ho

e

Blocking(X
fz3a¢el 3

.
o

44



Firewall(2ts}): iS5l S 2t 5}6le{ ™ ZL|C
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SHHO| Of A M ex| dEigtY
Ct.

+ ACCEPT($:): TX|0f [t R E (A & 8ELICL 0] M 7|2 MHE|of YL LC
- DROP(H&): BX|0f (3t 2E ¢i2 st|C

=
OF

=
+ New rule(\] & F7}): £ 451248 S =T LICH

Rule type(£& §%): o
« FILTER(EHE): 20| Zol& 7|= 0t LX[St= FX| 2| AZ S 5{ESHHLE ALEStE & e et
L|c}.
- M eholH S0f L) Accept($=2) == Drop(H&)S MEfBL|C.

- IP range(IP M Q|): 5{ &5t HLE X EHet =4 HR|E X|HSI & MENSHLICE Start(A|
=H 2 End(&)0| M IPv4/IPv6E AFRSHL|C}

- IP =4 5|28} 7L} AEHStE{= =AZ QI 243HL|C}. IPv4/IPv6 I = CIDR HAIS A
.9.ol-|_| |:|-

- Protocol(Z2 E&): 5{ S} Lt Kpthed
El

MBSt Z2E 22 Mot 2

— o
- MAC: 5| 25| AL} XSt = X[ 9

HEQAIA Z2EZ(TCPUDP == E CHE
JmE & X|H80} LT,

S AC TS AL CH
- Port range(Z £ U 9]): o{ 3}7{Lf Attt L E HR S X GO E e gL ot

Start(A|Z}) 2 End(8)0] 7L Ct

- Port(ZE). 5| &5t AHLI A CHSte{= L E HS 5 Y L|CH ZE HS = 10 M
65535 AF0| 0fOF &FL|C}.

- Traffictype(E2T 93): 58317 Lt XTHlel s 2T S MegLIC
~  UNICAST(SLIFHAE): THY SHAIX{7} THY S AIXFOI A R L EjmielL|

C}.

- BROADCAST(EZEI|AE): Ct EhMXI7 HEQFo B E X2 ELf=
Egfj=eiL|Ct

- MULTICAST(HE|F| A E): StLt O] &f 2| = AIXE7} SfLt O] & 2] =4I KO A 2
L= EciE & LCh
«  LIMIT(Hgh: 20 Fol& 7| =1 LX|o= HX| 2 AZS +&HoX| 2 Mot EAfH S =

0|7 ?iell Mets MH-8oteH MEgtL|C.

- IPrange(IP 'H?|): 5| o[ HLf XTI =4 HRZ XYoL F MEGI LI Start(4]
) & End(8)0f| M IPv4/IPv6 E AHERFLCY.

- IPFA S ESIL e FAS Q2{3HLICE IPV4/IPV6 = CIDR HAIS A
23t C}.

_ Protocol(ZE2 E E): 5| 25} HL} X}
MEHSIL|CH T2 E22 MEY PE’

- MAC: 5| &3} 7{Lt At EHSEA = F K| 2

- Port range(EE H2): 1%6}7{ L} XpChst
Start(A| %) S End(8)0f Z=7tetL|Ct.

- Port(£E): 5{ 85| AL X}CHota{= ZE Ho E QHSIL|LEL ZE Mo = 101N
65535 A}O|Of OF ©+L|LC}.

Y EXQI Z2EZS(TCRUDP E&= E CHE
S 2E E X|d sl OfF tL|LCt.

~ Unit(EHS): 3183} LE AHEHS o] Rue ekt
~ Period(7]Zh): Amount(R1)2} B El A|ZH 7|7k MeEdgtL|ct
~ Amount(3l%): A4 5| Period(7|Z) L0 BX|7t QS 4 QU AT S4E M

2 LI 2|0 242 65535 L LY.




- Burst(tH{A E): 27 =l Period(7]|Zh) =0t of H A
A= AE slE =
HAEE A0S EELCH

- Traffic type(E2i T |): S 5L X HSH= E
- UNICAST(RFLZHAE): THY ZAUR7F B =LA A EU= EfEH Y
C}.

- BROADCAST(HEEIF|AE): CtQ EIAXI7 HER TS RE AKX 2 E&=
=3 ZQ Lt

~ MULTICAST(HE|FA E): 8} Lt O] Abo] SAIX}7} SHLE O ko] 2= A RLO A &
e ezl

Test rules(& E|AE): Ho|st EE HAESIZH SEIgHL|CH
« Test timein seconds(X EtQ| H|AE A|Z
* Rollback(E%H): E2 HI2ESI7| T2l O|F ME{Z Yot

o
= =]
. Apply rules(8 ®8): HlAE3X %0 22 TS M S2ALLICE 0|2 H e e
ol K| LTt

MEXt X MHE AXIS OS QIS5 M

0

ZX[0f AxisO| HIAE AT EQO| EE= J[EF AFEAL X|H 2T EQIO|E AX|S2{H ALEA X[ A
FE AXISOS Q1S M7t HaetL|Ch QIS = AT EQO| 7F THA| AF KRt Axis H 50| 2[sH 5¢I

LI A=X OIS CEL AZELI0j= 3ot A Ho o A IDE AlHL[= E7d TX|0f| A2 Alis
T ASLICH Axis7} MHES @[t 7| & ERotD AL B =2 AxisTHO| ALE A X|H A& AXIS OS 2l
= 4 2L|C}
o (=]

—

>
i
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o
Install(4%]): QIS AIS AX|5t2f P S2YLICL AZEQI0{Z MX|5}7| Fof ASM S Ux|8Ho}

A

A
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+Add account(AH8 F71): Mf A S 7ot S LT X0 100712 A& =7t =
OIA|_| |:|.

Account(A|’d): 17t AE 0|5 YT LIC,

New password(AH IjAQIE): A MO I|AQAEE Q&stL|Ct DA QEL= 1~64X Z0|0{OF THL|
Ch 2t 2k, PEH, A 7|5 £ 0l 75 3F ASCI 2XHZE 32~126)8F T A Eoff AR &

A& Lt
Repeat password(Ij A Q| C HIE): S S I AQEE CHA| LESIMA| 2.
Privileges(#oh):

«  Administrator(22|X}): .= MX 0| 2HH S| WM ASHL|C} BHE|AHe 2 AR S =7}, 9
HIo|E S XMAHY &= ASLICH

= T M-d

 Operator(2FXh): LSS A Q3 & AF0f AMAT = ASLICH
- (=)= System(kl_ JREES
«  Viewer(H0{): Y3 AT = U&= AHsHO| i LICH

| Mg % ool Ch 0] EEHE L O

Update account(A|d QH0|E): AN &8 HAE

L
Delete account(AH|™ AMH|): A &S AMN|SHL|CE root A ™H 2 AMX|et 4= 9i& L CF

SEEIETTES

Allow anonymous viewing(2d E7| §5{&): A™CZ EAQISIX| U0 =1L 2HEXE ZHX|
of AMAZ S Y= MBI

Allow anonymous PTZ operating(21H2| PTZ 24 5| &) @: ol o| AF2X}7} O|O| X|Of CH3H
o EIE Q=SS & QL2 S 7 2L L|C}.

SSH A|’d

+Add SSH account(SSH | Z=7}): A SSH A/ M 2 =71t H 22/t Ct.
«  Enable SSH(SSH &/d3}): SSH AH|A S ALR38F2{ ™ ZL|C}
Account(AH|’g): 173t ﬁl’éﬁ O|5& YL

New password(A| {22 E): A7 2| | A E S o HRLIC} D29 == 1~64X} L 0| OOF Bl L
Ct. AL <AL #573, Oe'—‘?'— 7|% S Qlaf FH5SFASCI EAHE S 32~126)2 A E0f AFRS %
EN

Repeat password(If A Q| E HIR): S USH I|AQIE S CHA| YESIMA| 2.
A% 43S YL NS ).

© Ago| 2 R0l Cho| I Lt

Update SSH account(SSH A’ AHH|0|E): AH £ S ®ET

J

L
Delete SSH account(SSH A AN|): AE S AN SEL|C} root A H 2 AX|e &= & L|CH

I sAE
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+ Add virtual host(7} A+

23 O] 7HM S AEE A}

Type(f4): AHE

MH 0| &: MH 2| 0| 5= Y= LT =X} 0-9, XA A-Z Bl 5102 ()2 ArE LI

Port(ZE): M7} HZE ZEZ YL CH
(0]

BAE FIN: M It 2AEE FItoE S L
8ot H dEdtL|Ct
=

=
2 S rds UEELCL 7|2 TO|HAE, 2 E1ID SO0 A dEfghL(Ct.

(m
mu o
1(%

HOo|EgtLCt.

=
Operator claim(2FXl @H): 2 FAt FG&o| ZtS st Ct

Admin claim(22| X} R &): THa| X} Aol ZhS QlastL| ).

N
Verification URI(ZZ URI): APIAIE QI E OIS & Q|5 ¢l 213 & st

|
Require claim(28 ER): EZ0| 00t S5t= O|O|HE =TTt
Viewer claim(Zt& X} 2 H): =

Save(M%&): 4/ 2

i Fxl. 04'6|-<_3_| 7|-% OIE#'(':'I-L_l

—

1=
MNgote{EH L Ch

OpenID T4

T2
OpenlDE At

S510] 210I% 4 Q1= Z OpenlDE T4610] 21918 If AFS
EE |2 RE 5YS
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otL|C}. https://[insert

t2{™ OpenID

.
o

=2

o
HO[HE YHE LI

At

—

—

=

=

1% AFE Xt

—

L|C}.

I

=]
e
O

e
o

24
2
o

Require claim(2 2 Q). E20] Q/0{0f 5}

Viewer claim(2t& Xl 2
Client secret(22}0| 2 E H|2): OpenlD Ijf

Client ID(£2}0| ¥ E ID): OpenID AL X} Of
Outgoing Proxy(Z 4l TEA|): ZTEA| A H
Admin claim(&2| X} 2 H): 22| X}
URL]/.well-known/openid-configurati
Save(X{%&): OpenID

Provider URL(Z2& X} URL): API ¢l
Remote user(@Z A}

Operator claim(

) X0 H_lH " %0
RI - oumo  prl  KTKIKO i
& = aK &g olllis —
pv) 5l £ oll s o S
o0 = 5 g w9 N
Hio <ol ur - w=g X 1
10 = =40 kjo™. o < Kl
= N —_— ﬂﬂ@A._mD o —
oju 1 <o U od o <
Klo = gqou N XEOL g RT
od < —_— Kq 1ol o Mol =l Mk
K r ke B ok El |
s . = ™ w {0 o .
$ o R = TR &
= I SoF.. gk Blgx g = o
- ol BROL (0 Rl @ g 2
> mﬁ_u ﬂ_w_mﬂ% oo S Kzl Ki m =
- K Lo 107 sod _. ==0[T jol
K o |._.ogo e AR 1 8l
D l SN0 K Mms T g o
Mo ] Ml . X~ B
Kd <= S TRANEE ©
H 1 BT o |
U 4 oiol L &oml Hol & KF o
LH O=n o~ o= el ol K
o oS o gl U< yiis Y T <
R o T | - oA JRzn DX0oT g o
n - L Mk = =X ol = K "M
& L] {0 T oo PI=do LRI @ m
= = ot | = Ul U M o x4
= o o jol [ N ._l._E_ur _A._ = 7o)
0 <k 0 = Mo Tt =TT o
= = = z U iy vjum Sk K 2 7o
o1 S foll = T DEL T Toorkm om0 N O
o] J =0 _/L ~N e) H
2 = - i {0 w0 Ki° 35 gLI=.__=__/ 1 w3l
il R < Lo ol = e~ il 2
o © . ofn |_./\U ol mmea:.: WﬁoM p H_u.AroMo > K4 xﬂO
o WW @__ KF ol Siiuo) WrRr @ =r20%0 £ & Wo
S Nm 2 owm W oEEg WOTE cmame 2 E g
) 2= o | ¥ 2 SoW XU EmEic T2 g
= 1o = ol s P! Swupm OFl Byl o o ..
o oo O © —_ 3 7ol /ﬂ\_.A._ QOUHL © X
< it & B2 FIW T Ny £ Z T
v 2 — < M Sz ETH = ukET = S t
o) 11]] 3rujl ] .. t._4mH_|J| Ta = = = O
.| = o H® I_I o SEH ST epom $ 5
—r I — — —t— -
w S I o T S SolE gl SUTIKr & _ &
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AXIS D6310 Air Quality Sensor

O|HMEOf Csll =& XHOf A LE|AL TS EHES

=] i

o

ROzf
Bl
<o
fo] o%
g
<o
T 4o
< pal
O_umlr;
AR

=]

FTP £ = SFTP

AL} HAHBHA|
=50= +30

H| 1

| @S S AIXp7L EAIE LIC

g

H A ®Z0f +

!

(=]
=

SR

F

o
o
—

Z|CH 2074 2] $=AAHE E e = ASLICE
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_|_

Type(Rd): S0

Add a recipient(4-AIX} £ 7)): S AIXIE X718t @ S 2Bt Ct
4AIXto| 0|2 Btk
A

A EH-

— ~1-

FTP @

SAE MHO|IP FALI SAE 0|52 YHYLICL SAE 0|52 YHSH= 32,
DNS A|H{ 7} System > Network > IPv4 and IPv6(A| Al > HEL|3 > IPv4 Y

IPv6) Of2j{ Of 7<|7é*>5|01 US| 2RISR

~ Port(EmE):FIP HH{JL B EE WS E YT 722 218
- Folder(ZL): mOIO x xrcg Cl2E2|o) AZE QUASIAA|Q. CIAEZ| 7} FTP AH

S
|AIX|ZF Al E L CH

|2
of ojo] ZXSHA| 2 H, E
o H ALE AL O| & YHSAL.
|

iy
- Username(AIX} 0| E): 219018
- IjAQE: 20182 I

=

| >
i)
[
ujr
o
1
Of
>
>
fo

- Use temporary file name(QA| T} 0| B AI). A5 02 MM El AA| Ot 0|22
EOYS 2Lt MEiSL|CL F2EE tEstH O 0| 50| )Ist= 0|2
E HELCL H=E7I STHE 42 &4 F 0| gLt 2Lt O[S YA| o}
AdS P2 = USLICEL O|E A StH Rt= 0|2 717 2= mHO| SHEX| & =+
AS L

~ Use passive FTP(:5 FTP AL8): T AX O ASI0| M K| Z 2 Ehad| ThAF FTP A1
O HIOJE HZE S & QLT FX| 7} T4 MH O Ciot FTP X 0f & 4| O] H
HEE 25 XHF —19% A2t L|CE Ol = YRt o 2 K| QF T &f FTP A{H{ ALO|0f
53} {0] 9l F Lol Bagc

- URLHTTP AB{O) Chot | =913 a0t 282 Ha|st ASREE YL
£ = http://192.168.254.10/cgi- bln/notlfycg| IL|C}

- Username(AI2X} 0| E): 21252{H AIE X 0| 2 QUESHAUAI 2.
- IARIE: 20083 HAEE YL,

~ Proxy(ZEA|): HTTP NH{0| Q1Z3}7| QI8 T2 A| MH{S STfsl0} 51 A T
ECER I ENaY

HTTPS
- URL: HTTPS MHE{Of| CHSE U ES{E F=4% QHE I1EI3* A EHEE YgetL ot of
£ =T https://192.168.254.10/cgi- b|n/not|fy cgi L}

- Validate server certificate(AMH Q1S A 2H0l): O] AXIE MEHSIO] HTTPS A{EH 7} A
M3 OIZ M2 MENSHL|C}.

- Username(AI2X} 0| £): 2 Q15I2{H AR X 0|2 S QAUSIAA| Q.
- HAYE R0 HAYEE ¢

- Proxy(Z S A|): HTTPS ME{ 0 AZSH7| ol Z=A| MHE SIHH0F ot= 87 &
st JSEE 7110 QB C}

[0)

HEL3I A2EZX| @

NAS(Network-Attached Storage)2t Z 2 W EQ3 AEE|X| & F7t510 LY S MY st=
AR AL S 4 QU LICH 01 S MKV(Matroska) If 34|02 X &HE L|TH

- SAE: L1|E 9|3 AER|X|Q|IP AL SAE 0|22 Q&S| C}

— Share(28): SAEQAM 28 0|2EE st Ct.

- Folder(=é=|:-|): OIS MEsHC|HERZ|o) GEE QLESIAMAL.

-~ Username(AL&Xt O|2): 2 19152{ M ALR R} 0| 22 YUBBHIAI2.
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L=

TAQE: 2101502 H A

it
i

TEETNES

SFTP @

SAE MHOIIP FALIZAE 0|2 YHSL|CEL SAE 0|52 YEHSt= B2,
DNS M B{7} System > Network > IPv4 and IPv6(A|AHEl > Y EQ|3 > IPv4 YU

IPv6) OF2{ Of JQI’SEICH USR] QIS A 2.
Port(£E): SFTP MH{ 7t AtE3tE ZE Mo S Y e = A2
| &

Folder(ZC): I U2 M & C|AER|0 FES UBIAA|IR. C|HE2|7} SFTP A
{0 0|0 ZX}SHX| $O B, MAUS A= ot ] Q= MA|X| 7} EA|ELICH

Username(AF8X} 0| 8): 21015121 H ALEX} 0| §& YHIMUAIR.
AQE: 20052 H LAY ES YHSMAL.

SSH SAE 27| 7| SE(MD5): Y2 SAE 27| 7|(32X}2| 16%I4 2XFY)o| K| 2
2 QI24StL|C}. SFTP 22}0| 91 E= RSA, DSA, ECDSA 3! ED25519 SAE 7| & 9]
SSH-2E AH85H= SFTP AH E K| 2L CF & &F Al RSA7H19_EI B 0|
ECDSA, ED25519 81 DSAZ} -1 £ S [ & LIC}. SFTP A{H{ O A] AFR 3} = S HF-2 MDS
SAE 7|2 OlZH|0F BHLICT Axis ZHX| = MD5 I SHA-256 3jA] 7| = B= x| o}
X|OF MD5SIC] Z+2i3H 510k O[3 SHA 2562 AFRSH= 740] Z& LI L. Axis &Hk| 2
SFTP MHE +4 ==y EHOF REM| S Lj 22 AXIS OS5 Z ES & n8HAIAIQ.
(o]

Sl o

SSHSAE 27 7| S8 (SHA256): QZ1 S AE 27| 7|(43X}2| Base64 Q1A E 2
Xtg)e| K| 2e gaq L|C}. SFTPEEfolo.jE'.: RSA, DSA, ECDSA 3! ED25519 & A
E 7| S8 0| SSH-2E A238}= SFTP B2 X|KITHL|CE HAF A RSA7f Mz :
HEEH 0| ECDSA, ED25519 2 DSAZ} 1 5| £ &L C}. SFTP A-|I:|-|O1|A-| ARSI 2
Hr% MD5 S AE 7| & C;:Eqanor SHL|CH. Axis & X|= MD5 9 SHA-256 oHA| HEE
T K| 2SHA[ 2t MDSECH 435t HOotS 2|5 SHA-256E fﬂﬂ“ 20| E5LLCL
Axis AHK| 2 SFTP AH{Z A1 at ol TS XHM|3H LI2-S AXIS OS ZES &1
SHAUA|Q.

e

|} 72 ghe 229iLct

S 120 rir

fll|ﬂJ

SIP or VMS(SIP &£ = VMS) @:
SIP: SIP M3l=2 &4 am MEHSHL|C}.
VMS: VMS x'|2|'E Ze{™ MEistL|Ct.

O] | &

From SIP account(2 A X} SIP A|H): S Z0f| A MEHSHL|C
To SIP address(5=£4IX} SIP 4 ): SIP =A & &5t C}
Test(E|AE): S3} 4740| &5=X| HAESIZH S=/gL|CL

Send email to(0| |2 H& CH4): 0|0 28 HEE Ol L F4E QB F2
E 02 7 Lo F 2R O|H Y FAE FESHUAIL.

Send email from(0| | Al): B L= AH{o| O|H|Y ZAS QgL
Username(*fﬂﬂ OIE ): O 2 MEH 2| AtEXt O] S5 I eL|Ct O[O & A H{Of| A
25 Q70X = 4% 0| 2EE H|H SLICH

WASIE: 02 Aiol HASICE AL LIC O|H 2 Mol AFE 27K ¥
@S0 TESH|Y S

Email server (SMTP)(O|H| ¥ MB{(SMTP)): 0 & =0 smtp.gmail.com, smtp.mail.
yahoo.comi} Z2 SMTP A|H 0| E&2 ¢ _|3,=,H_| C}

Port(Z E): 0-65535 B2 0| 7S AF2310] SMTP A{H{O| ILE BB = ol24atL|C},

7|2 at2 587 YLICt

T HA T
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- Encryption(Z = 3}): &S 5tE A2 5|5 = 1=
- Validate server certificate(A{H QIZ A 2401): A SBIE AL S}
A(RIE M

OlF 7| 2hH0f| A XHA| 2ot =
AU LICE
- POP authentication(POP 91Z): POP A{H{ 0| £ Q& st2{H H A A|2(0]: pop.
gmail.com).
i)
UL O|H| Y SSA= o=l oo Lt 19 FASH HENE +ASHHAM AMEXI7F 20 2 M
SOt s BL 2= A S Motolr| o) 2oF LB S AFS R L|C O|H 2 M X el 2ot 7Y
MZ =OI5HN] OO Y AHHO| &7|AHLH O &f O|H Y2 &X|= 20| Y= S A 2.
. TCP

- SAE AHO|IP FALISAE 0|28 QETHL|ICH SAE O]
DNS M B{7} System > Network > IPv4 and IPv6(A| AEl > I
IPv6) Of2fjOff X|HE|Of U=X| ZQISHYA| 2.

Port(ZE): Mt MM 20| AL L= ZE S S YT LT
Test(H|2E): 23S HAES2H ST LICL

. Abstof| Ot oj|

oo =

ar
=2
rir
i
0jo
o
Hl
oot
il
r
i

View recipient(=4 X} H7|):

2
Copy recipient(=4I X} SAN): =4IXE SASHY T S E[5HH . SAFE [l M2 =AXE HEY
A OlAL|C}
T Mg

Delete recipient(4=AIX} AHH): &-AIKHS @R 0 2 AbK|8}2{ @ S2jetL|Ct

=

U
UHI BAS S0|M FHOE ABE 4+ USLICL S20|= 0| fet HEot $ $T) M2
of FHE BE UY T BATL EAIELIC

| Add schedule(AFA|S £7}): YN E HAZS A M0 S 23| Cf

L5 E3|HS 80 22 502 E2|{3 4+ USLICEOIE S0 5 E2|H2 HE 4K
U TNoHe O NS B & ALt
MQTT

MQTT(Message Queuing Telemetry Transport)= AtE CIEUI(IoT) S ISt EZ HA|H Z2ES
QILIC ChaotEl IoT S8S 2lo) 24 = A2 &2 AE FZHsmall code footprint) it Z| & H E
A OY=ECc = Y4 YA E HESHY| s CHor A YoM AL ELICH Axis X 2Z E Q09
MQTT 220|HEZ S8 FX|0M 4G E HO|H X O|HEE B4 2| AZEQ|0{(VMS)Z} Of
L A|ABIO| 2HESHA S = USLICH

71712 MQTT S2I0|HEE AHSL|CE MQTT S412 S2I0|AER EEFH 2=
Ho 2 L CE 220 EE= I

A2t ES BERLL

AXIS OS X[ 4] H]0] 201 M MQTTO|l T3 XbA|3| 2Lob2 4 &L ch
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AXIS D6310 Air Quality Sensor

ALPN

ALPN2 20| E 22| HENO|T EHA A O SE[HO|H ZRESS

UA| Bti= TLS/SSL 2HH U L|CE. O] = HTTPR Z0| Lt E T2 EE0f| AFEE|= S Yot I

MQTT E2iH S 2 d3tdt= H ALEELICE Z20f W2t MQTT S4 ME2 2 U E ZET} QlS
=L ASLICEL J2iot Z 20| S ZH 2 ALPNS ALEoi M Wt M HEE = EE ZEO|N
MQTTE oiZ2|7 0| MEHXIE 285t AYLICH

MQTT E2}0|AHE
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Connect(@Z): MQTT 22}0|HEE HAHL} HFL|C}.
Status(AFEH): MQTT 22101 E 0| S AFEfS FA|SFLIC.
2027

SAE MQIT MHO SAE O|E E=IP FAE QSR
Protocol(ZE2EZ): A2t T2 EZ S MENSHL|LC}.

Port(ZE). T E H$ 5 Q&gtL|Ct

« 18832 MQTTover TCP(TCPE £t MQTT)°| 7|24t L|LC}.

- 88832 SSLE E3HMQTTO| 7|=Z+QL|C}

« 802 ¥ 23S STHMQTTL| 7|22 U LIC

o 4432 ¥l A HOkZ B3 MQTTO| 7|2t L|Ct
ALPN protocol(ALPN Z2 E&): MQTT £ 2 1 g-axm HSctALPN T2 EE 0|22 st
Ct. O]= SSL2 &% MQTT & & A7 Hotg S5t MQTTO| 2t &8 & L Ct.
Username(A}-8X} 0| &): 2 20| AE 0| M A0 BMASHY| s AHE S A X} 0|52 LT
Ct.
AR ALEXL OB AR EE YT
Client ID(22}0|Q1E ID): 22}0| M E IDZ Q28| A|Q. 2210 E AlHXt= Z2210|AE T} A

Ho| HZ I NE{2 MEELCH

Clean session(2 2 M|M): 32 & AZE SiH| A2 S22 MO{ghL(Ct HESHH HZ B AZE S|
Al SEN ZE7F AH E LIC.

HTTP proxy(HTTP ZEA|): £|C{f Z10|7} 255H}0| £ 0l URLQIL|C} HTTP T2 A|Z AR SHX| O
HH ZEEHY = 5+ JASLICH

HTTPS proxy(HTTPS ZEA|):

II:I

N~

Z|CH Z 0|7t 255H0[ E @I URLYLIL. HTTPS ZEA|E AFESHA| B

=
osm W2 H|Y & %+ AsL|CH

Keep alive interval(Zt2 SX]): S2/0|9 =7} 71 TCP/IP A|ZH [SHE 7|0t T e 910| MHE
O|AF AL % 9l A S ZA|2 & S L

O

Timeout(A|ZH X|shH: A4

A = HEAL MQTT ctO|AE §RHo| AHZA MA[X] B LWT HAIX[2] Z=H|of Chet 7|2 gt
MQTT %4l € 0| Al ZZI01 A ALS S L|CF.

Reconnect automatically(X}S 2 2 T HZA): A2 oljx| = S2I0|AHE 7} At5 2 2 CHA| HZAGHOE
Ste=Xl R E X dgL L.

HIA|X] HZ

AZ0| 2 E M HAIXIE 2EX| HFE XZHLIC.

Send message(H|A| X| HE): HA[X|E 22 A& 2F5HM L.

Use default(7| 27} AF2): X}AIQ| 7| £ HA|X|E Y HSI2{H IIMA| L.
Topic(FH): 7|= HAIX[2] =X E YH LT

Payload(H[0| 2E): 7|2 A|X|2| &S YHTLIC,

Retain(fX): 0| Topic(FH) | M S2t0|AE HEHE X[t T =L LIC
QoS: izl S F0f Liet QoS A5 S HBE LI

Opx| 9t 5 A HA[X]

| 2t2 = AlZE ZhA (=) LB 7] 2 2L 60
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ObX|9h 721 (LWT)S AFEStH SEI0[UEZF E270f HZAE [ XA SF e RS M
7 UG LIL E‘Efolo1 E7t LSO o= AIFoM B S X2 HAZO| BO{A| B AO| F0{ 57|
e = 2Us) 277t THE 20| HAEOf HAIX| S M =e = QL& LT Of LWT HA[X|= gt
HiAIX| 2t & 2ot YA0|H St HFHLIS F =

Send message(H|A| X] HE): HA|X|E EL{2{H A}
Use default(7| 272} AI): X1A19] 7| &2 HA| X E Q& sle
Topic(FA): 7|2 B AIX|Q| =H S eist|ct,
Payload(H[O| 2E): 7|2 HA|X|2| &S YHTLIC
Retain(X]): 0| T0piC(-’F-I1I)01IA1 S210|QIE AEIE SX|SHE B MESLICE

S|
=
= -
S E3| 2t EIE|L|C},
2
o
=]

2°EoHM 2.
1

QoS: 2! SE0] Cf3t QoS ABS BTt
MQTT e
7|2 FH HEAL AL: MQTT client(MQTT 22t0| 91E) S0 M &HX| ZH| S ALof Ho|=l 7|2

=H & 3 FAHE Aot H dEEL
FHl o] F =& MQTT =X oA =S 2F5t=
FH d Y Am 0] A =g MQTT =X 0f ONVIF =X U AT 0| A5 =etote] M =S LT

0
a—
Y HS 23 MQITHO|ZE0| FX|o| 23 H=E Zatote{H ML},

= =

)
|u
u
9'1-
I
=]

=+ Add condition(=Z1 F7}): THES £7}15)e
Retain(SX|): O{ T MQTT HA|X|7} B9 2 M=
« None(8l3): & & HA|X|7} HFX| &Ef= ASTLICL

+ Property(£): MEH 2% 7h5 B AIX| B 2 HE ME2 2 EL|Ct
CANRE): ME| T JHs 3 NS EHT 4+ 942 HAIXIS 25 HRE ME2 2 YL
QoS: MQIT #of Ciieh st 2We Meyguch

MQTT 75

+ Add subscription(1= F7}): A MQTT =2 F7t6t8{™H S 2L L}
Subscription filter(71 S EE): 1 =5l2{= MQTT X & YLSIMA|L.
Use device topic prefix(ZX| &5 HE AL AI): 15 ZEHE MQTT FH | B FALZ F7ttL| Ct.

Subscription type(7+ 5 §39):
« Stateless(MEf| =X £715): MQTT HA|X| 2 ME| =X 2715 HA|X| 2 B35t MEH
2LICh
. Stateful()},"EH $I‘| 7|‘°) MQTT D‘llAle% X -|O_'E_ Eg_-c‘)-l_a:itﬂ A|_E_I-||'6';|l-|_| EI'- H-'”ol_IE_EE Aol'
Ef 2 AMEE LI EH
QoS: MQTT 7=0f Ciisl Jote 2 &S =L L.

56




AXIS D6310 Air Quality Sensor

SIP(Session Initiation Protocol)= AF2 X} Zt0| LAl S A MM AL EIL|ICH MM 2C|22t Y

Mg mEe S s
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— H - — 1
Allow incoming calls(=4l & & &): C|2 SIP X[ A S0 E2 5|&5I2{H 0| FM S M EH
S| Ct
of .
= N

Calling timeout(Z A|Zt H|$h): Ot = SEOHX| %S AP St A|Z O A[h A|ZHS HET
L|C}.
« Incoming call duration(Z =41 7|Zh): =41 M3 E X8 2= Ql= X|Of A|ZHS MRS
CHE| T 10:2).
« End calls after(0| £ & ZS8). 22 X| CH )
3} A|ZHS M| BHSHX| 2o 2= R Infinite call duration(R |3t £3} A|ZhHS MEdstL|Ct

M5 = 1024 ~ 6553501 Of BFL|Ch.

« SIP port(SIP ZE): SIP EAI0)| A2 &= HEYA ZEQL|CL O] &L
2 UoolE|X| YELCL 7|2 ZE M5 = 5060 L|CHL st AL Ot o 24
2 Ct.

+ TLS port(TLS EE): Q5 3t&l SIP E M0 AL &l HEYI TEQLICLO| ZES E3t A
o E2fT2 TIS(RS A5 20h2 AL5t0l A telL|Tt 7|2 ZE W= 5061 LIt
Lo 49 (12 EE Yo s Y

+ RTP AEt ZE:SIP 0|4 A WA RTP O|C|0f AE 20 Thof AR E|= HEYI EEQL
C}. 7|2 A2t ZE Mo 40009 L|Ch UK QefHe S ZE Moo| M RTP TS
chgtLiT

ZINATEN ZZEZZ HEHCZ AESIAHLL U EX R 20| et ChE et 2 AL d
ol |CF,
AMH

« ICE: ICE(Interactive Connectivity Establishment) T2 EZ22 AIESIH I|Of &X| Zt0] 2=t
ot A0 O|ROX=E VI 2880 25 7| |/ T L|CH STUN 8! TURNE &g %t
SH= ICEZ2EZ0M 71 2880 BR2E &2 5 Us 7197t Y E LT

« STUN: STUN(Session Traversal Utilities for NAT)2 X|Z 0| NAT L= g5 L0 Q! =X| =t
OI5tn 03 AR O EE SEIPFA XE S S JINE 5= YA diF= SE0|HE-X
HUEI Z2EZYL|CLIP T4 22 STUN M =48 YEeL D

«  TURN: TURN(Traversal Using Relays around NAT)2 NAT 2t E EE= 8ol S0 Q=&
X|7} TCP EE= UDPE &9l LHE @ AEO0|M S0{ 2= HO|EHE s4led = U F ST = =
ZEZQIL[CE TURN M| 54 9 210l B s elefsiL|ch

« Audio codec priority(2C|2 ZAE 2M £=2|): SIP 20| Cisl sl= QLI EE S 7HE o}
Lt O| &2l 2C|e THZ MEMTILICEL @M &2 =M E HESI2H E0{ M s5LICH

S22 g i AKX DYO0| AHEBE MEISHAHO| B E =LK} FE0f AX|SHoF gL Ct.
« Audio direction(2C|2 tah): 5| 2= S8 oY E

2 1 P
(% MO| ZRER)E N5 T2 22 ANNOE HESHs SES o Gofaf B ML
CF. F3H6}E 0|85 2008f0| £ O|LY &= 1300810| £ X1k MTUZ(TH 1% EH9l) 230] 3
= P2 cHEstE UX|5}7| oA LT

«  UDP-to-TCP switching(UDP2} TCP 7t M#H: UDP(AFR X} G|O|E{ 12 T2 £2)0| M TC
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Allow via rewrite(C}A| 27| & E5)| 6| &) 2t REHO 32 P FA AN ZHIP FAE HLY
o B AEfetL|Ch

Allow contact rewrite(HZ2tA] CIA] 27| 6| &) 2} RE Q| S IPFA M ZHIP FAE
Hij2{H MEdStL|C}.

Register with server every(&4t AHO| S&): ZHX| £ 7|Z SIP A[H0f Cist SIP O S
23} H 2 MXSHL|C}

DTMF payload type(DTMF H|0| 2 E §&): DTMFQ| 7|2 [{|0|2E S S HAT!

Max retransmissions(ZX|CH X H&): ZEX| 71 A| =2 SX|5}7| ™Of| SIP A{HO| HZAES A=

ot= 2 -5 -

Seconds until failback(&0f 23 7X| & X): 22X SIP M H-IE EHOj =KX 8 = RHX| 7} 7|
2 SIP MHOf| CHA| A2 A= Oj7FX| Q] A|ZHX)S MRt

L
9'1-
I
aml

A%

59




rr

2.E # x| SIP A% 0] SIP accounts(SIP A7) O} 20l LIQE L} S2 & H Ko 22 AALo| 9
Qo= AEJE 2 4 Ql&LCh

® HFo|SIP Mo AEXoR S25 UL L|CL

[ ]

71I"*01| ﬂ—X1I7f AG L L S0 HIHSEAHLE AE Xt4 SEHO| ZXE| AL, SIP AH O A A
M RS 2 97| [0 '

= T HA
peer to peer(I| O] & 1] 0f, 7|2 BH) A TS A5 = S & AYLULIC ofLt O] S| LHE AS
= USDHS AZYS 7| =422 40t 42 0| AP S HHY = ASLICE =S AIEE SIP A
HS X HBHA] 011 VAPIX API(OF S 2| A[0| M =2 13| QIHH|0|X) 2S 435t A< 3t 7| =

Ago| A LIt

_I_Add account(A|™ F=7}): M| SIP A H S Mdste{™H Sl C}.

. Active(ZHAISH): A|H S Atgsi2{l MetgtL|T
+ Make default(7| 23t 2 X|5): 0| AB 2 7|2 ABo2 XHsI2Y HAZLICE 7| 2
0| 2L0{0f 50, 7| 2 AHE BfLipt £ & UBLITF.

« Answer automatically(X}S2 2 &) =4 Moo X522 SESHE{ H MEHSHL|CT.

« Prioritize IPv6 over IPv4(IPv4ELC} IPv6E LMo & ) @ IPv6 over IPv4 =4 9|
M =2E X|-ole{H MEISHL|CE O|=IPv4 S IPv6 =4 2 =0 A =@l E|= P2P A& 0|

200l 0|20 AT I S8 BtL|CH IPv6 A0 YT E =09l 0|2 0f T3 A IPV6
ol oM 292 XNFS F Ax T
. 0|2 43O ZeE 0|22 YALICL OIS SOf I} 0|2, At T XY 2 UL
c}. o|20] Z= g A Lct
+  User ID(AFSX} ID): 4|0 S 2tEl DQeh LI i Hat HS 2 laishi|ct
= =Y 23 o AFREL

« Peer-to-peer(m|{ £ u|0]): 2Z HE XA A CtE SIP HX|
C}.

+ Registered(SS): SIP MH{Z Sof 22 L E9/3 9|2 0| SIP XS Bt O AL EY
C}.

- ENQLAE VST E? 58 = 0|52 YHYUCL EHO 0|2 HHE AZE =5
S} SIP =40 QE

« TARIE:SIP A0 Cheh 2155H7| U3 SIP AHI HAE YAYCSE YBILICE
= ID
o

+ QIS ID:SIP A0 CY3 2155}7] 7t ARt
D%} 22 3% A3 D2 YE Wart gL

« Caller-ID('& X} ID): Axis & X|Of| A £ LK
+ Registrar(SEX}): SEXIQIPFAE

b

oo OF % o
b C
In 11

« Transport mode(M& B E): AHOl SIPH £ MEHSHL|CHUPD, TCP EE&= TLS).
« TLSversion(TLS HH)(H& D E TLSOH): AFES TLS M S MEHSHL|CH H{ M v1.2 2 vl.3
O] 7t Ot gL T Automatic(X}&)2 A|AR0M K EI%F = Ues 7t st HE S M

LI

* Media encryption(D|C|0] ¥S2h(TE 2 TLSEH: SIP S0 A O|C|0f(2L2 & S&)o
CHot Yoot mds MEfgtLIC.

« Certificate(only with transport mode TLS)(Q/ZM (M & 2= TLSPH): QIS ME MEISHL|C

« Verify server certificate(only with transport mode TLS)(M B C1Z A 2tol(M& 2 E TLS
oh): M QS M E =Qlste{ ™ MEdSEL| T}

« Secondary SIP server(E2 Zx SIP AH{): 7| & SIP A|H 0| 5E0| At 4 &X| 7} 2= SIP
MH 0| 52 A|=5tE= St2{ ™ F L Ct

« SIP secure(SIP K 9F): SIPS(Secure Session Initiation Protocol) & A58 ™ MEHSHL|C}.
SIPSE TLS & REE AHESI0 EfE 2 Y= otetL Lt
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SAIE Fototi® 228t
: Mmmm@ﬁ%ﬂ B): ) Oluel ZRAIE F718 20| ZRAS 4 &

oIS lNsta{n 228

):SIP ZEA| MHO|IP FTA
- Username (Al X} 0| &): %ROP HRSIP ZEA| MHO| AFEX
- TAYE LR FQ SIP TEA MU HAYEE UL

=
« H|C|2®

- View area(H 7| H9H): o4t 210 AHES E7| LS MEATHLICE None(Bl2)2
MENSE ZL /& E7|7F AL &L C}

- M E: oHA S0 At2S SHA = E MEISLICE S == ZRd HEE0 eSS
ELICt.

- ZH Y YO|E: otAt SO 2T = 8 METL|CL =8 0| EE EHast
Q=0 g2 FLCH

- H.264 profile(H.264 =2 h}Y): PA E3}0j| AtRE T2 QS MESHL|C}

DTMF

_|_ Add sequence(A| 3 A ;
SHLCH HX| E0f ofsl 2dotkl= ES

Sequence(A|E2A). ES
D%mmbmgﬂkﬁ_E_ﬂﬂaﬁﬁwtﬁﬂ%%ﬂﬁﬂuq

=
Accounts(H|H): DTMF A|HAE ALB S AHEH S M EHSIL|C}. peer-to-peer(L| 0] £ I|0)E 14
Ste 29 ZE OO0 £ OO AE2 SLst DTMF A|AAE 3 RELICH

i
0x
m kot
mot
Ho
>
ujn
zo
1
E&*
to
m
rir
Hn
r|r
T
L
>
o
) *
o
-
il

Z2EEE

AAYA ANES Z2EES WESLCL 2= 0|0 R OO AE2 SL Z2E
S| CF.,

~
o

M
mx
mjo
OH

=0

Use RTP (RFC2833)(RTP(RFC2833) AF&): RTP Tf| 71 0 A{ DTMF(Dual-Tone Multifrequency) A1 &
CHE & A= 3 Fol O|HEE 5 &ota{H ZLICH

Use SIP INFO (RFC2976)(SIP INFO(RFC2976) Al-): SIP T2 £ 20 INFO MM EZE ZstHs}e{ ™
HUICEINFO B A S YutH o2 HlMIL Bisl Metx ofZal7olH A% B s SreLch

HAE S
SIP account(SIP A| ). H|AE NM3E 4 ANHS MEHSHL|C}
SIP address(SIP Z=A): SIP =AE olaist 1 a2 Z2I510] HAE M3IE ZHO| A HO| ZHESH=

x| SHOISHL|C}.

YN~ 5
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Use access list(H M2 55 ALE): ZX[0| HM2tE 2 &= U= AR S HoHsta{ ™ HL(Ch
i XH-
o
*  Allow(3{8): HM 2 S =01 R
«  Block(X}Th: dM A ZZE0 QU

+ Add source(AA F71): AN A 220 M SH2

SIP source(SIP &2 A): AAO| HFAIK}

HE|IF|I2E HEET

User multicast controller(A X} HE|FHAE HEEE]): HE[F|AE HEEYHE S4sI5t2{H &
L|C}.

Audio codec(2C|2 AH): QC|Q FH S MEASHL|C}.

_l_ Source(AA): M| HE|FNAE HEER AAE F7tetL|CL
+ Label(2H#): 2200 Af OFX| ALSSIX| Q42 20| 0|52 QBiLICH
« Source(&A): AAE USTHL|LCE
« Port(ZE). ZEE Q3gtL|Ct
+ Priority(@d &¢)): 24 29|12 MeisiL|Ch
«  Profile(Z2n}jY): T2t S MEISHL|C}.
. SRTP key(SRTP 7|): SRTP 7|2 Q| & tL|C}.

N3

HESYA AE|X|
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Ignore(RAl): HER A 2EZ|X| S FAIot2{H AL Lt

o{® S

« Address(FA). D AE MHO|IPFA
(Network Attached Storage) I L|C}. 07
He)E A8 E I AEE T4
CIFS O| &2 K| & & X| k& LTt

L M

Retention time(HE A|ZH: =3} 22 7|7t @} =
H &5 METLCL HEYI 2AEZX|7L7HS
M|E LT

Add network storage(| EQ3 AE2|X| F7}): =312 K

« Networkshare(HEQA 38): TAE MHY 28 2

= HOlE X
Of X|Lt7] o

H g -1 O
S 09t EC7t Yooz o2 Ads BA|7H 5U3 HEYT 20 E AFBE 4 UL
«  User(AF&X}): MB{0]| 2010| ZRot A2, AHEAL 0|2 YL LICEL 57 =02l AH
O 21915}2{™H DOMAIN\usernameS & 2HatL|LC}.
o H2QE MHO| 20010 Heot 4R IIARIES YEHMA|2.
« SMB version(SMB H{F): NASO|| A4t SMBAEZ|X| Z2EZE NS MEISIL|C}. Auto
(Xt&S)E MEISHH K| = 20t {7 SMB & StLHE R &fste{ 0 A|=gfL|C} 3.02, 3.0, E=
2.1. &% HHEZ X| 2SHX] @f= O] NASO| HZASt2{ ™ 1.0 = 2.02 M ESIHH A 2. Axis
ZHX| 2 SMB X| A 0i| CH3H of7[0f| M AEM|S| Ot == USLICE
+ Add share without testing(E| A E Q10| 3§ F7}): 9 Z HAE F0| L5/ LHHE HL
Ol HEHI SFE F75te{ ™ MEitL|C} O E S0, MHO| Il AL =7 HQSHX| T Of
£ YHSHA| YU I E0| 2F 7 Ll = ASLICH
HELI 2EZX| H7H: HESI IR0 Ciot HAS O E SiA|, BRI A & XASt2{H 2
2IgtL|Ct O| A ot HEHA 370 Chet 2= AFHO0| A& LT
Unbind(HFQIE! 8iH)): E2 TS bHoIS! siX3tn (A2 Boaim S| ct
Bind(HIQIH): HEY A 3/FE HIQIYSt 0 HZ52{H S 2Lt
Unmount(Ot2 E 8liH|). H E®3 57 E O E S H|5ta{H S =g LT}
Mount(OI2E): HEQIS SR E O ESHHE ST L T}
Write protect(247| ®X|). H EQ|3 570 AV E STt =oE50| MALX| =5 52 &

EF
« Test connection(§ZA E|AE): HEQI /0| izt A& 2 HAESLICL
« Format(Z%): 0| E 50| 2 E [|O|H E WEA X| 0t 5t= B2 HEHI SFE =g
LICt CIFS&= AHE 7t T A|AHE S MY LT
Use tool(= 7 At8): 22510 MENSH = A E 2Hd 3L}
AER ZEOjY
A2EE T2MAR2 H|C| 2 AER S 0|X= - A5 YLICL O|HEE M dstn E3 AHESH
Of =3lsts 42 20| CHYot Mo AER T20tAZ ALE S = JASLCH
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2I5I0 M| AE 2| T20AUS AMAISHL| O}

od

£ L|ct. 10|
A< ojo/x|2)

Video codec(H|E|2 ).
Si&e: O] 47F0f Ciot HH=2 ¢

o
=YY 20| E: o] ¥ CHot A

el A
Compression(%): 0| 2730 Ot 2H2 252 H SR
Zipstream @ Ol 2780f Cict 2= =2 H5HHA| 2.
Optimize for storage(A E 2| X| & %| X3} (O] ™o ot EH2 ot g2 EASHAIL.
Dynamic FPS(EX FPS) ®I O] 270i Ciot 22 E XA,
Dynamic GOP(SX GOP) @ O] d7dof Cist 42 E &R AIL.
Mirror(D|2{) @: O] 270j Ciot dH2 oS HOSHHAL.

GOP length(GOP 7'O|)® Ol ddof st M2 &
Bitrate control(H| E 2{|0| E H|0{): 0| 270 Ciot 2

Include overlays(9_l:l-|21|0| =1y @ ESHS Q0] S8 S MEHSHL|CH QBB 0|2 X=7}5t=
Q.

YOl Chet A LIE2 55 TSt Al

include audio(ecie 22 D). o w0 oot yz2 w=2 yasUAL.

ONVIF

ONVIF A H

ONVIF(Open Network Video Interface Forum)= %|& AFE X}, EStAL AMEEHE G M| ZAHEHE
= HI Ce 7les 82 7tsd S HA 28 = UA siF= =22 Y QHHO|A HFE Y LICE ONVIF

=
Sof N2 CI2HE NS 2ol 452 8%, QA4 84, 88 B2 Y A2 | 07} 3RS &

ONVIF 7| 52 45t H ONVIF S410| X522 2ot LIt ZHX| 90| @& ONVIF SA10f AL Xt
A 0| ST HAY S S MBI AN S LB 2 axis.come| Axis WLt 7 B LIE|S AZSHIA
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—I_ Add accounts(A|d F7}): Af ONVIF A™ S F7t6t8{H S 2IgHL| L.

Account(#): 198 7 H 0|22 Y LIC
.l

New password(| TIASIE): 7|52l THAYIES 2/2SL|C. A E L 1~64% 20]0{0f 1|
Ch 92X}, 24}, T8, UH 7|3 £ Olaf 7453F ASCI 2XHAE 32~126)0F T| AL E0f AL S &
ALt
Repeat password (I 29| E BIE): 5 Qo I AQ|E S CHA| YHIIYA| .
Role(¥gh):
+ Administrator(#2|Xp): RS MH 0| 2R S| WM ASHLICH BE|XHe CH2 AR E 7, ¢
HOE X HAL = A& I—I 53
« Operator(2gGXh): Ct22 M 2ot ZE A0 B2 5= JASLICH
- BE System(*lﬁ"%!) 4%
— OH ;tjl_

*  Media account(D|C| O] #|%): H|C| 2 AEZOf| T YAk = JUSLC.
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ONVIF O|C|0] =2 m}e

ONVIF O|C|0f Z2hj A2 I3'|E|01 ~EG s HEots H M8 + U 7+ 3 LY Z 0|R0
M AL Aol Y MEZ M Z2MAS d-Jot7 L iE 282 ?Iol AP 8 =20t

LS MY =+ JAFLICH
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—I_ Add media profile(O|C|0{ Z2n}Y 3=71): A ONVIF O|C|0] =20t S F7t5l2{H 2
L|C}.

Ju

-
o
=}

=
=
« Select configuration(1td MEl): S E 0| A AFR X} X|H 74
of +d2 HE| 7 BV Y A 7t k€8 =atot X[l H

o
Video encoder(H|C| @ A E): /40| = H|C|Q QI FE HAS MEHSHL|

« Select configuration(t/d 41&H): N AAS MEHSID QIFAE ANS X
SYHCL ES02 S50 72 H|E| R AIAH 79| YEX/O0|F A& S YLCH ALE
bS58 2 A0 s AP o=l &

H| D

oH2 24 U 902 AAH THE HESHE BHE VoM BAN 20128 SHIL
AlL.

Audio source(2C|2 A A) @: TH0| StE QC|Q 3 AAE MEH

oh= MEADHL|CH
« Select configuration(td MEH): 220 A AFRAL X|H 1S MEHISID QO MHE X
FeLCL EECRR 252l 42 TXQ 2|2 Y0 s FetL|Ch & X[0f 5tLte| 202
20| U= A2 userOYL|CE EX|0f 012] 7§ 2L Q20| U= HLR 220 £ AR

X7 EA| =L L}

—
g2 YL EEOR S8 782 QU AAH 7o HEX/O0|§ des YL
C}.

Audio decoder(2LC|2 C|AGH) @: TN 2= @0 I

|
« Select configuration(2/d MEH): S E 0| M AFEX}L X H
Ch EECH2 220| B4 2|2 70| AlEX/0|S A FLCH

Audio output(2C| 2 E&) @: TN Qe QO =3 Al S MEHSHL| LY.

+ Select configuration(qt/d MEH): S 20| M AR AL X|H LS MEHSI D MY E ZHSHL
Ch SECHe S20 B2 OC|9 X0 AR5 HBHS FLC
Metadata(H|EFE] 0| Ef): A 0fl Z 38 B EFG|0|E{ S MEdgtL|Ch
+ Select configuration(qL/d MEH): S 20| A AR AL X|H /S MEHSI D B EFG| O] H A
=
—

[ |
= ZFYUCL EELR 582 #92 202 HEIHOIH 42| A EX}/0[5 dgs &
L|Ct.

prz@  2y01 21 P17 e Hee o,

- 14

- Select configuration(7+4g M=) SE0| M ALEX X S MDA PTZ 4H S =F
SLICH EELH2 552 42 PTZE X|/St= FX(Q H|C| 2 x{'Eof s Ch
Create(MM): A NS NAstD T2OUS MM S H S 2/5HL|C}
Cancel(F4): 742 FAstn 25 F 2 X2 S 2LCL

profile x(Z2TY x): T2 0SS SO AN THE TEMUS I0 HEE
C}.
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« View the device server report(&X| Mt H A H7|): T &0 M H = AEJO CH
£ 2L AN A 2T SO MM 2 Mo ZelELIT

=

« Download the device server report(&X| | E M CF22E): X A A|ZH 27| 0|0O]
Ko AHAFEE OfL|2f UTF-8 YAIO| M| MH E0A BEIAE WAO| LSHE zip IFUO| A
HE UL X3 M| A0 22olg I et M BN zip IHY S XT

« Download the crash report(Z& E1AM CI2EE): A
O7tO0|EE LR ZEEBIL|CE 55 E 0 MO0 = AtA| Bt =
Bt 2ot ELCL O EAMO|= HERA =X 22 Rdst 27 UAS 5= AS L
THE AN 22 HE 298 + ABLCH

— X T o

ok

FAEH

r

21

+ View the system log(A| A8l 27 H7|): &
O|HMIEQ| Clist HEE HAISI2EH S 2L

KX HMAAEZE 5 EAISHHEH SESLICH
«  View the audit log(ZA} 211 B7|): 22/3}0 M T £ ATISHQIS U TADF 22 AL

= "1
A AL 2SO0 Ciet E7F #A|E L CL

Syslog= MAIX| 2 Z9| & YLIL. SyslogW| M = HA[X| S H-d5H= 2ZEL N, HA[X|E MY}
= AL HAXS B1 Sl 25 AZEQ 0 S 2|8 = ASLCHL Z4 HAIXEZ O HAX| S
5= 2T EQI0 FHE LIEH= A2 ZET HA|E| D M2 +=F0| 2 E LT

—l_ Server(MH]): j M E 7152 H S LI

SAE MHOSAE 0|5 E=1

P 2 ¢

Format(Z24): AL8 syslog M| A|X| B8 M EHSFLIC}

« Axis

« RFC3164

« RFC5424
Protocol(ZE2ZEE) AIEY T2 EZ MEH:

- UDP(7|& 478 ZE:514)

- TCP(7|2 278 ZE:601)

« TLS(7|& 278 EE:6514)
Port(ZE) C}2 TEEZ AI2S|2{H ZLE HSEZ HESH|C}
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U g ALEALE flet S LI O] HO[X[oA T F22

Restart(X} A|Z}H): ZHX| = XY A|RFSHL|CF O] = 34X AR 0 WSS K| LSL|CH A S0l of =g
AO|MO| Xts 2 2 XY A|ZHE LI CE.

Restore(£7): L £ 22| 28 S ST oL Al 7| 222 L ZE[HA| L. LSO YX| HS CHA|
TS AR %IIEIXI U2 RE WS CHA| EX|Stn o|HIE Bl 2| M2 CHA| BHS0{OF BL|C}
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29 3 XHEL 9UN AL ST ZELC
Cl

. HE| T
T o —

. DHIPZA

- 7| 2R

. MEYOAZ

. 8021X MY

. O3CHH

e DNSMHIPFA
Factory default(SE =3} A 7| 2): 2= 8PS ST S Al 7|22 HS2[H Al O3
20| X0 HM AT = JEFIP TS X2 F3HOF S LTt

H|

BE Axis X AZEQo{& CIX[E M0 ZX|0 AT E AZESQ

C}. 0|E+71| Sl Axis AbX|O| FEFA O] | A AFO|H{ EOF 2

Li-&-2 axis.comOf| A B A "Axis Edge Vault"ZS & x8FAA|
O

AXIS OS upgrade(AXIS OS 4 3|0|E): M AXISOS {2 A8 0| ETL|CE A EE2|A0=
SAE Vs O =" R 2WOI M2 7|s0| ZgtE Lt %“é* Z[ 41 AXIS OS & EI"% A5t
= 740| E&LCH *l*l A 20| = E CHR2ZE812{ ™ axis.com/supportZ 0|52t L|Ct.

A1 0| =S ) CHe M| 7HX| BN B0 MEke & Q& L|Ch

Standard upgrade(;u-.-.-_— =.:l.EiIOI E): AH AXIS OSH Moz g o|EstL|C}.

Factory default(Z % &3} A| 7|22} €1 0|Estn RE MFYS 2 =l
2 ES2HAL. 0l 58S dESH A2 0|E 20 O] AXISOSHT 22 &[5 + &
= LI

¢ Automatic roIIback(I|-E El): M= A|ZFLHO| Y 0| E8tD YA 0| EE QIS4
Al Q. SHOISIX| o ™ EHX| 7} O|7§_‘I AXIS OS Moz z|=otztL .

AXIS OS rollback(AXIS OS =1): 0| X 0f| A1 %| = AXIS OS X 0 2 5| S lL|C}.
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AXIS D6310 Air Quality Sensor
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AXIS D6310 Air Quality Sensor
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AXIS D6310 Air Quality Sensor
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IP 47} DHCPO| ©f  DHCPAH{O A 2| S3HIP ZAt SHo|o] WA 4 AFLCHIP Fa7)
of HEE HZA =l 420]|= AXIS IP Utility &5 = AXIS Device ManagerE A 51'6}01 E
EQA0M X[ E HSLICEL Y ZHO|Lt 28 B E=DNSO|E
0|83l A E MESLLHO|E0| & E2)
ot R NP IPFLE S22 2EY = USLICHL X[ HOf CHEH X}
Mot LHE& ax scom/supporti 0| 53510 SHQISHAIA| 2.
IEEE 802.1X2 A3} QIZ0| MCHE RHE 3} ™ Axis HX|©| LR 9 A|ZHO| NTP MH 9} = 7|3}
= SOt MSt= ol [0{of gtL|Ct System > Date and time(A| AR > & S A|ZHO 2 0|5
508 gt

X0 222 HN AT = AKX T R0 AN 2 = Q1S

QI 0l A ZX|0ff M| At H Windows®& CHg Ol E2|7H 0|8 & SHLHE AH83H= 40| E5U
Ct.

« AXIS Camera Station Edge: £ 20|, 7|2 ZA|7t 23t A2 A|AHIO| HatatL|Cf.

« AXIS Camera Station 5: 30 £ & H7}L0|0, S 2 A|AHIOf HotstL| L.

«  AXIS Camera Station Pro: 902 22 HWIIILO|H, T2 A|AEH O MtstL|Ct.
X| %l 9 CH 2 E = axis.com/vmsE 0|58t C}.

MQTT SSL EQF x E 8883& &9

ZLE 88835 M8t & 227 MQTT §410| ast £ ZES X J5HX| ¥
= EZjE 2 otN st 2 3L YESL|CL 2= HTTP/HTTPS ECfZiof YEIHO 2 AR L= X
x| QCtn 7iREo]  EZ £3) MQITE AFBE £ A& LT

Ht &S| AXEI-ElL
E|-,2+ Oﬂ‘l tetE L o MH/EEHOM T2 ZE 44302 X|™HE| =

WS/WSS(WebSocket/WebSocket Secure) T2 EZ20| X| &= 4
2 0|2 Al AFRSIAIA| 2. WS/WSSZ} X| | =X He xE 8!
H1|0|ﬁllHﬁE AELR|= MH/EEF SEXH0|AH 2 QI5HY Al 2.
o MH/EEZHIIALPNE X| o= 4R, 44310 22 7t TEE
S MQTT ALE 2 & = AUSLICE MH/EE2H XS Mo 2
O[5} ALPNO| X|IE|=X|, O{H ALPN Z2EZ Tt ZTES AT

x| zelgfLct.

CHE HIZ0l QZS T 2 AE YX|7} A FEX| &
N

X K| 7t CH2 H S0 IUE 49 PoE Saj2 4 MY B2 HA7HAHBEIE
| goiztLct.

M B O|E{ 7} HEHSlX| 242

AM HOIHZEREY  AQUEZ|E X|5), CO2, VOC & NOx& 7|50| 2d=tE= O AlZHo] ZE
ghet LICt & EZHAIR.
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AXIS D6310 Air Quality Sensor
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