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ofe{d FL(Ch ; AXIS OS S ACAP Yo Hot HHO|EE ZRlstHAL.

AL B A

g 7ttt M2 OfE2 A oMo wat SFatELct L ofEZ|AHo|Mol= H™o| lELIch < &
2o &&= O70= Ot &8 & St o|&0] ZatE = USLC
« Open-source license(2E A A 2lO|MA): HOf| A At%EI QT AA ZIO|MAO CHE HE
£ &L
« App log(¥ 21). ¥ o|HIES| 210 F FLICt 21& X MH[A0 Zoig I FE8L|CH
« Activate license W|th a key(Z7|2 2fo|MlA EMd3]): dof 2to|dAZ Hest AL =d3ls|or o
LICE &X|7F A ulo] dAdg = gle 42 0 242 AFERLICH
2ol MlA Z|7F QiCtH aX/scom/products/ana/yt/ cs2 O|ZSIL|Cl. 2lo|MA 7|2 MMSte{™ 2to| Al
A FEQ Axis N 93 Hs 7 ZoshLC)
« Activate license automatlcally(EPOIJ}ilﬁZ Asoz Msl): Ao 2ojMAT Tost 42 =M
oo oFL|Ct Z X7t QI '-*'01I dZdg = e 42 of ME A 8ZLICEH ztojdAE
2t Matsta{™ 2ol M A =":7f ZeotLCt
o ElO|MIA H[ZESL: o E e 2ol AN HA 2lo|dAR HMASHE 22, 2O|HAE
HlZ2-d=st0l CHE EPOI“ E WXL 2to|dAE HiZdotstH A0 E & AHE L
« Settings(dH): Oj/fH=+=F FdgL|Ct.
o MH: FXOM WS %“-T”S*.EE MFHSIHHUAIR. HA Zio|HMAE HZHSIX| R H 2
HEE FX &L
Al AE

Az gAle g setexiol oo MHo| wat CHELIC

— o T =H —
H| o
X2l Mt AlZFS NTP MH QL 7|3t5t= 20| &L
Synchronization(S7|3}): X9 XK Gl AlZt 57|33 S Mg MEistL|C}
» Automatic date and time (manual NTS KE servers)(XIS Y% S A|ZHES NTS KE AMH)):
DHCP A1H-|01| HAALZ HOF NTP 7| ™ MHQF S7|35t8L| L.
&S NTS KE MH: StLt = —'.Z— 7HO| NTP ME{ O IP F=AE AZSILICE F JHO| NTP AMH
AFQOPL 4% e &+ A1H101| LYHE LHES 7|te g AZte S7|atstn PR
- Max NTP P0|| tlme(*IEH NTP 2 =3 AlZh): YHO|EE AZtS 27| fI8H NTP MHE ZEE
2 GIER| X7 7|ChEOF She ch Az MeERLic
- Mln NTP poll time(X|2& NTP E3 A|Zh): QOO|EE A|ZHS 7| s NTP MHE ZE
& W7ER| FX|[ZF 7|CH{oF St I* AlZtS MEighL T}
. Automatic date and time (NTP server using DHCP)(I}% 2R 9 A|ZHDHCPE At23%t= NTP
AMH)): DHCP M0 HZAZ NTP AMH et %7I§P§.“—|Ef
- Fallback NTP servers(CHA| NTP AMH): StLt L= = J§9| CHH| MO IP FTAE YT CH
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gs et At L(C)

H| 2

- Max NTP poll time(X|Cf NTP Z& A|ZH: YHO|EE A|ZHS 27| Q8 NTP MHE Z2
o W7HX] FX|7F 7|Ch2{OF Sh= ZXCH A[ZtS MEdSEL|CE
- Min NTP poll time(ZX|& NTP 3 A|ZhH: AOO|EE A|ZHE 7| Q8 NTP MHE Z8
o W7HX] FX|7F 7|CH2{0F Sh= XA A[ZHS MEdSEL|CE
« Automatic date and time (manual NTP server)(X}- S & 5! AlZHES NTP A{H)): MELSH
NTP Mt & 7|2tet L Ct.
- £=Z NTP MH: &tL} = = 749 NTP AHQo| IP TAE A&THLICE S 742 NTP AMHE
A8StE 42 FXle & AMH0| YHE WES 7oz AZtE 57|25t =L L
- Max NTP poll time(Z[C NTP E& A[Zh): YOO|EE AlZtE ¥7| 23 NTP MHE EE
o W7HX] FX|7F 7|C2{OoF St= E|Cf A|ZHS MEHSEL|CE.
- Min NTP poll time(%|2 NTP Z& A|Zh): QHO|EE A|ZS 27| Q8 NTP MHE Z2
o W7HX] FX|7F 7|CH2{0F St= XA A|7HS JEHSEL|CE
« Custom date and time(AI2XF X|™H Y& U A|Zh): =502 YR 9 AZHS Y™HBIL|C Get
from system(AM2RJ0|M 7t 27|)2 28510 HAFEH £= ZHY XM R S A2t &

A AR

A7 A= /AKE YHYUCH S B2 A2BOM o] YEE ME0I0 X[ =0M FXE HSLICH

Latitude(9| &) ¥ 42 M S5ZZ LIEFHLCH
Longitude(ZA k). &= 2 2K}
5tS x

o - O =

Heading('4¥): TX|7p oot LIl gerg YgLCh 02 52 LIEFHLICH

Label(2}4):; & X0f Ci3F Mo metel 0|22 L|ct

save(RE): EA| 9IXI8 MIstaie FsiLit
HEHZA
IPv4
Assign IPv4 automatically(IPv4 XIS &%) HEQA 2t22E7 X0 IP FTAE K502 SHSIZE 82
O MEfStL|CH CHE 2| WERIZO Cfs{ Ats IP(DHCP)E #ESLICLIP FA: FX|o| NJGHIP FAE ¢
HAMUAQ. TIH IP 4L 2t F4A7F nQst A4 2|8 HEYD oo 259z sed & aLct
5SS YXSAY 1Y P FAS ES| MOl HEYI BARA_2osts 40| SELICHAEL 012
3: M4 OpA3E 2510] LAN(Local Area Network) LHE0| A= FAE HolgtL|Ct LAN 2|59 2 &
Zat 219 E STTLCHRouter(BHRE): CH2 LESIT U YEST MIMEY AZE IS Aot
O Ar2Es 7|2 2t2E(HOIER0))e IP TAE 3Tt Ct.Fallback to static IP address if DHCP isn't
available(DHCPE Al8% £ gl= AL IH IP FAR EH)): DHCPE AI2E £ QI IP FAE X502
sote 4+ gt A2 HINE ASY 0¥ P XA Fbete B ML
Hl o

DHCPS ASE 4 QLT BAI7t 1Y F4A HHE ABsts 39, 1Y FAL HBE ¥z 7
MEL|C}

IPv6
Assign IPv6 automatically(IPv6 X}-3 ). IPv6Z AL HEQZA 2t2H7F &Ko IP FAE Xts
o2 UGt E St MEdSL|CL

SAE 0]
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SAE 0|22 REOR Bk YEST 24 SEJ} BA 0| SAE 0|22 P FAE NHEO2 VYGES 3
2101 MEASILICLSAE O[S A0 ANASE CIZ SOz ALZS[E SAE 0|22 4502 g
LICE A HIM S A|AH 2O SAE 0|28 AESLLCE 38K = EXt= A~Z a~z, 0~9, -QL|LC}.
S DNS QU0|EE SABBLICE =0 P =47 HZAD GO &X7F =09 0|2 MH(DNS)
S22 RECR YHOESE=S 5|2ELICIDNS O|& SE: XA|o| IP ZAE 7i27|= 193 o
ol 0|28 QastL|Cl. 3RE L= EA= A~Z a~z 0~9, - L|CLTTL: TTL(Time to Live)2 DNS & 3L
7} YEOIER | Mol 9@t AEj2 SX &L AlZbS AESLICH

DNS AH

Assign DNS automatically(DNA X}-3 &2): DHCP MH 7} AM =09 S DNS MY FAE ZX|O Xt
oz setsiA sfaid MHSL|C [joEol L E9A0) ffjsf XS DNS(DHCP)E A EL|CtSearch
domains(=H|Ql ZHAM): HATIL|X| A2 TAE 0|ES ARSI 22 Add search domain(ZA4 = H QI
A7he Zastn &X| 7} Af%é}é SAE 0|52 HMY EEHI&I% 'Eéé.“-l CH.DNS servers(DNS AMH):
Add DNS server(DNS MH F
SAE 0|22 IP ZAz HESI0] HEeL|Ct

—

_\.‘.
i
muju
1
Of
=
o
=1
(V2]
=y
o
£
Sk
k>
mlm

UHYLCL O] MH= HESQIMAN

HTTP % HTTPS

HTTPS= AtEXtel HO|X| 2F U @ AMB{ oM BrotE @
ot B8 uet2 MHo| MEZ|EE EFS= HTTPS

KO A HTTPSE ARSI H HTTPS QS ME MX|S{of stLICt ASME
Security(A|AEl > HQHZE 0| 5L LCt.

EZ & UE S X0 HZSI=F s{&LA| HEiSL(CH
H| 2

HTTPSE Sl d=stel B HOoXIE E& 8% 53] HO|XE X3 28 Il 450 NstE +
OIA|_||:|-

HTTP port(HTTP ZE). A% HTTP ZEE UsigL|Ct MK EZE 80 tt= 1024-65535 HR|ol &
S EEE o|BuLl meke 208 49 11023 Helo BEE U 2 USLITL 0 Hol
HEE ARSHE Z117} EAIELICLHTTPS port(HTTPS EE). Al2% HTTPS EEE Qaistlch &K
= X E 443 £ = 1024-65535 l=H°|‘3‘| DE ZEE 2L CH AAZXER 201 A2 1-1023 H[9|
HES Q2% S YLt 0| #9o| TES ASSHE Z 17} HAIE L|Ch Certificate( S M): |
of HTTPSE By3tsteiel ASME Mefgch

Allow access through(HM|A &{&): At X7} HTTP, HTTPS == HTTP and HTTPS(HTTP 3! HTTPS) = =2

Bonjour®: L|EQI0|A X5 HMS 5{85t2% 0| 242 ZHL|CtBonjour O|: LESIT0| EAZ 0|
QZBILICL 7|2 0|22 &K 0|21 MAC ZAULCLUPKPY: UEST0|N X5 HM2S s{8stefoi O]
52 HLICLUPNP O/E: WE9I30| EAIZ 0122 3Lt 7|2 0|52 &X| 0|21 MAC FxeL
CHWS-Z4): LESISOM A5 AMS o/geteis o] S48 HLITHLLDP & CDP: HEAION S
g 525128 o] S4E HLICL 1D o COPE et Pot Tl waol XT0| 4 > Y Lich Pot H
By eid 2xE SZstei® St=glo] Pof Mg WA HEOZ PoE ARXE FILLH

=X
=

<2
=]

o
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Http proxy(Http ZEA|): 2= HAQ 2 F2YE ZEA SAE L= IP FTAE XYL CHHttps
proxy(Https ZEA]): 5|85 HAlof mpat 229 ZEA SAE T& P =42 X HLCH
HTTP 9 HTTPS T2 A|0] &&= HAl:

« http(s)://host:port

 http(s)://user@host:port

« http(s)://user:pass@host:port
Hl D

X E TAIESo 22Y ZEA 4E 2 HEYLCL
No proxy(Z2A| g18) S22 T2AIS 23|512{B No proxy(ZEA| 812)2 AgLICH 220 Yt
M FSHUHE YHHSAL HHE FE59 o JHE L™ Lo

- HYET]

. IP A XH

. CIDR &Alo| IP =& XN

« Z0el OlF XH(0: www.<ZDQl 0] F>.com).

« EF ZOQlel 2E 5t =02 X0 <=0l 0] &>.com).
One-Click Cloud Connection

Ao €1 oHHTH QIE Y

One-click cloud connection(O3C)1t O3C )\-|I:I|A'— L QX[O|AMLF AAZE Y =51 F
HMAE HSBLCH RMTE LH8L axis.com/end-to-end-solutions/hosted- 56f|//C€5§

Allow 03C(03C &{&):
. %J—Z-%l: O|A0| 7|2 AF¥YULCt AHUES S O3C MH|A0| AZASHH FX| Q| MO HE
€ ZA £5U4rCt MO HES $2 3 247 O|Lf0f O3C MH|AO HXE SE2{0f gL
ct. ZLE*XI Ho M TX|7L O3C MH|A0M HZA SHHELC FXE SEZH Always(24a)
7t 2date| 0 FX|JF O3C MH|Aof AAE x| FX|ELCH
o e XTI AHU S S3lf O3C MH|A0| CHet HAS XEH 2 AL HXE SE5IH
03C MH| 20 AZE X FAIELLCE FXQ Mof HEO ZHX| gfe 42 0 SHS AL LCH
« oY O3C MH|AE H|2d3tetL Tt
Proxy settings (Z2A| M) Hat 49 Z=A| 4% QEclo] TR MB0| AZBLCISAE: n=
A Mo FAg ofeist|chEE: YAA0 ABEE ZE WSS foiiAe 20 U HAYE: Tg
o 42 m= Al MH0| TfoF ALSAt 0| % HAYEE 2{F L ChAuthentication method(2I5 HH):
« 7|&: of &2 HTTPO| CHsl 7t ==tdo| F Ot 215 A YLICH L23telX| A2 ALEXL O
S WAYEE MHE HES7| 20| Digest(CIO|HAE) S HCH QHNSHK| Qf5L|CH
« CIO|HIAE: O &H2 Ttet HEQIE S d2oteE AYEE MESH/| 20| o ot Ch
« X5 O] SME AIESIH X JE|= 2o mat X7 o5 WS MElsh &= QJELCH M=
?l= CIO|HMIAE B, 7|2 & =M= d™eLCt
AKX 2IF 7[(0AK): 23X 215 7|5 7t H Get key(7| 7t 27)E S LCt O|HE FX
7t WotHo|L ZEAIQIO] QIEUl0 AAE ZAL0E It
SNMP
SNMP(Simple Network Management Protocol)£ 0|23l0 HEQA TXE Aoz 2T = ASL|CH
SNMP: AL83 SNMP XS MetgtL|ct,
« vl B v2c
- Read community({7| HRFLIE|): X|El= ZE SNMP 24K 0 CHef &f7] ©& HBHol
o= FHRLIE| 0S8 QEBtLICh 7|2zt B
- Write community(&7] |SL|E|) X|2E|= D= SNMP ZHX|0f CHal 97| £ M| Mot
Of e HRLIE| O|E2 AHTLICHYY I _% 7“?HI He). 7|2ae 271t
- Actlvate traps(EH i“é‘,'ii). EENE SMH3I5IHEH HAMAQ. FX= ETES AIREG
= 2

9%t O|ME = HEf
A SNMP vl & v2c01| CH
£ 1o 30| AjEo=
O|MS E3 EaS M

28 AS L L}
- Trap address(E -’F-_+_): 2| MEO| IP A L= TAE 0|E2 YUEHSIMAQ.

36

40| cist EIE1I)\I7<I§ 2he| A|AEO| 2L ot @ QIR O] A0
Mt & Q&LIC SNMP v3o 2 B ZSt7{L} SNMP

[T} SNMP v32 AL3f= AS SNMP v3 22| of=2|7
L
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HRLES e,
- Traps(E®):
- Cold start(E2E BEl): X7} A|ZE [0 EZ HAIXE BEHL|C
- Warm start(g AEE). SNMP A X A
- Link up(Z3 ¢): 37 T20A
- Authentication failed(21Z Al1Ij): OIF A|Z7
H| O
SNMP vl @ v2c EHES M TE Axs HC|Q MIB E240| MBS L|C). KpA|EH L
AXIS OS Portal> SNMPE & Z&HN K.

- Trap community(E HFLE|): ZX|7t o] A|AH-H E- HAIXE 29 I AHES

=

« v3: SNMP V3= Q&3 Ol HOF Ot5 2 FZste HCh OFM3E A QIL|C SNMP v32 A3} T
A7t HTTPSE ¢l MSEBEE HTTPSE 2Most= 20| SELCH D #0| = ARt
Lot X| @2 SNMP vl 3 v2c EB0| WM ASH= AS HX[BLICE. SNMP v3E At83t= 42
SNMP v3 #2| ofEz|Ao|NE &l EF= 48 = USLICH

- Password for the account “initial"(‘'X7|" A™o| TALE): 0|20 'initial'@l A ™|
SNMP IfAQQEE A= BHL|CE HTTPSE ZM3lstA| fnr MAJYEE MES 5= UAX| Tt
TSR] QA LITH SNMP V3 THAEL oF ol M3 & 9T HTTPSIF HAsE 32
o2t 47835t A0| ZE5LICE THARIEE HdFEHSIH IHAQE LEJL O O|4 HA|E|X @
SLCH THAYEES CHA| HF5EH X E 3T 7|2 ™2 oEEsof gLt

HL
re

re
ol¥
x

Client/server certificates(22}0|HE/MH Q1= A)
Eo0|HE/MH BN E EXO IDE HBSIH AHA AHHE 5= o0 CAQS
Zg = JASULCHL XM MY ABSM=E Hote E5E H3stH C 2l

| Add certificate(QIZ M F7}) : AASME FIt5t{H Z =L

. More(| 27)) 7 : XMsiAL MEE X7} WES BABILICH
» Secure keystore(&H Ot 7| X ZEA): 740l F|E ¢t [
= Trusted Platform Module 2.0S AEHBHL|C}. AMEH
2 ¥ help.axis.com/en-us/axis-os#cryptographic-supports EZSIM A L.
+ Key type(7| Rd). ASME E5H EFOR 7|
£ Y=s gi2ES UYL

© d"0 %= HRo= LS00 ZehE L
« Certificate information(QUS M ™MH): X = QAFSAo| £M4HE FLC}
o Delete certificate(QUS M AMH|): S ME AMX|SIAA 2.
» Create certificate signing request(21Z A
E 7180 24 A5 ME 2¥S ddg )
Secure keystore(® 9t 7| MZ&A) @

37

ASME UEAIYS XS ASots O ALSEHLICE O IX= + 7t &2l 2ASME XU
H

HKE Y = ?I JlZ2ate 2 MEEotH RE ASM7F AMELC A 2X[E CA 2ASA
K

+ Secure element(HOF @ A)(CC EAL6+): HOF 7| XMZA0 EOt QAE A2t MEiSHL|C}

MA A8 5= AFLICH

+ CA 2SN
CA ASME ALE3I0] mof ASME QASLLICE oS S0, X|[7} IEEE 8021X2 Eok|:=
HEI AZE F2 AT MEHO| IDE HIELICH FX0= o2 4ol AP EX|E CA
ASM7L ASLICH

A= g42 L 25U
« OIZ M HAl: PEM, .CER, PFX
o JfQI 7| HAl: PKCS#1 Sl PKCS#12
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-

« Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 gj|®#l 2): 20t 7| HZE A0 TPM 2.0
= At8%ta{® MEfStL

HEHYD M2 Ho| X AB

IEEE 802.1xIEEE 802.1x= M Gl 2M | EQ3 EX|9 HO =S XISt E

sS= E 7|8t HESR &2 |
£ 2|t IEEE &= Q| L|C}. IEEE 802.1x= EAP(Extensible Authentication Protocol)E 7|&9 2 ¥tL|LC}HIEEE
802.1XE2 H3 &&= HELIA0 HHASHH HERI X7t AMHHZ QSE 00 FLCH AF5E2 24F

MHO|A E|H, YEIH o2 RADIUS ME{(0: FreeRADIUS 3! Microsoft Internet Authentication Server)g

(=]

L|CHIEEE 802.1AE MACseclEEE 802.1AFE MACsecS O|C|0f MM A 2 T2EZS 9ot H|UZHY G§O|E 7]
= 99|5l= IEEEQ| MAC(O|C|0] HMA HEE) Hot BEL|ICLABSMCA 215 gio] 7

FEY AAL Higtdoteln K= AZE HEIAo A0l XN 152 A= LCH

o

o

SME AEE I} Axis 8 Al 7|7 Y 915 NH £ EAP-TIS(ZH 7t5 Q5 ZZ2EE - M5 AS 29
A

o

X
%z

>
T
ron
oMo
Rl
0%

o — o
SYULCLEX| 7L AIBSME Sl E2 k= HERIO Hh2E
£ X0 MX|80F B L|Ct.Authentication method(Q1Z HHH
Client Certificate(22}0|HE Q1= A): IEEE 802.1xE A2 22}
" oI5 MHE QISANE ALZo}0l S2H0[9IE0] DS SOIBHLICHCA ASA:
01 MHlo| IDS EOlstiict AISAE MEiSHR| %ow YA oAE
2l A| =8t L|CLEAP identity(EAP ID): 2210|HE OIS A
254 A| 2 .EAPOL version(EAPOL HHH): HEQA AQX|O|M AL = EAPO
IEEE 802.1x(IEEE 802.1x A}&): IEEE 802.1x T2 EZ S Al2Ste{H MEISHL
PEAP-MSCHAPv2E AL83= AR0C o|2{st 4™ &S 0| 8¢ =+
o IjALQIE: SHE AIEX} IDO| IjAL b
« Peap version(Peap H{F): L EQI A
o Label(2}¥): S2}0|HE EAP US3E
M 25 MEHGIL|CE Peap H{F 12 A
IEEE 802.1ae MACsec(®MX CAK/AI® 28§ 7])E
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QBtLict 327} E& 64X12| 16715
S0, S0 MACsec2 24 ststal
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ok
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T

M
e

XY oY 23 X

Blocking(\tEt 5): A+ CfQl 322 XICISI2i® AMAQ. X [fol 3242 Y %S S5 219
B EL U3 7|8 RZBILICHAT Z|Zk SAE Y BAS AT AZCRS AHSLCLAE
Z: 220 A%ey| Moj S185ls 2T 03 A 235 dHPUCL HOX +EM FA +F 2
SolM SBEE AN £8 2FT 3 A&

Activate(Z/d3}): B3t S ZHL|C}
Default Policy(7| & ). qigtEio| 7|2 MENE MEHSL|C}.

| o o |
« Allow(3]8): gX29 2= HZAS HLICE. 0] FH2 7|2 HFEO ASUC
« Deny(H¥%): XX|2o BE AHZAZS HEBHL|CH
712 HHo| o|QE HEsHH EY T4, I2EE 9 ZEOA X0 st AHS 8L AR
= ES d4g = YL

(e = .
HI2 o8 =& ARd ZE WSS YHBLICL 1-65535 Afo|9] ZE MBS F7}
Sk A OIﬁL_lEI.
= T Mg o .
- FM: 2o M2 MugU
e gg wasee 2apyn
Add rules(E F7h): Folst 22 Fvtotele 2L
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+ Time in seconds(X Ek9I9| A|ZH: 2 E|AE0| CfSt AlZH HSHS MHBLICL J|E A2 Feke
300x2 MHelof ASLTL £2 SA| BHs}EB A2 0X2 AFS LT
+ Confirm rules(2 gfol): S0t AlZF A3hS SrolstL|Ch 1X O|o] AIZF HetS Mye A o
7 S0 20| HHSELICL AZFS 00 AH3I0 So| = HAE LY,
Pending rules(2 5 9 8): Ofx =Holex %2 #4l HAE 20| ffot QH{FelL|Tt
H| O
Azt Hete £ S HAIE EO[B7} BLEZ{LE ALBXIYL oISt mibx| A 7A ofao| EAIE L
Cf. SHolstx| Gro ™ Eto|O{7} Bt 3 B8 F9I 8 ofzfo HA|ED], Wi oMo Mol MFe
2 g/ SOotZLITH O|2 BQIstE in A MEfol 22 thH LIt

Confirm rules(g &Ql): 2F& S £ 243st{B S LI ChActive rules(§ &/83}): A TX[0f
N 28 S0 E0f et 2B F AL ¥y 22 MW 2. O B8R 5
ol E1t 29 E2 2F AHMoE SEeLC

ZHK|Of| AxisO| HIAE AZE
OS QA= M7t HaghL|ct. 9l

|'|I'|_
k- rir
=N
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N
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R
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Ral
ae]
>
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[7,]
H
4n
=2
|0
els
[
-00)
mn
3Q
=L
A

= &f
=] o o - = - d
o} AZEQIOIE nR% AP Bimol { D2 MHElS SH IXOIM AU F QISLCE Adsy
N2 93t 7|8 HRST YOD2 ANsEol AZA I NYE AXIS 05 SISHE MM & aaL
CHinstall(2%)): QIZAE Xjelaie 22BLICt 2TEQIOIS HAlel7| Mo ISME Ao LTt

° d=o S oFoles CHEO0| ZghE LCh
+ Delete certificate(21S A AtH|): 9l

Ad
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_I_ Add SSH account(SSH A Z=7}): M SSH HHEE F=7}8te{d SISt C}
« Restrict root access(root UM A H|SH): root WHAIF RSt 7|58 Hstsie{™H ZL|CH
« Enable SSH(SSH #td3}). SSH MH|AE AlE8l2{™H ZL|C}.
Account(A|Id): 17t A7 0|2 YHSYLICL.New password(M| {ALIE): AHHO| 0 2
Ct. IjAQEL 1~64XF Z0|0OF EHL|CL. EX}, =X}, F5H, 45 7|5 5 Qlif 7}t ASCI 2XH(A
St C H

= (L
S 32~126)8 A0 AF8E # U L|CtRepeat password(AYE M) SUAst HAYCES of
Al YRBAUAI ME: HES Y| LICHEN). A0 9 BR0lE ChE0| EetE L|Tt.Update
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_I
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Q1248 L| Ct.Provider URL(Z2XI URL): API AIEXQIE OI=g Qs+ ¢l 235 T C
URL]/.well-known/openid-configuration &4l 0|0{0F &tOpe
otL|Ct.Require claim(2%F EQ) EZ20| U0{0f &}
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¥ QIE{H 0] &

-

. SFTP

URL: HTTPS A0 TS LSS 20 RS Malg ~3YES LB S

M https://192.168.254.10/cgi- bln/notlfycgl JL|Ct.

Validate server certificate(MtH QIS A =Ql): O MAXE MEHSIO] HTTPS MH 7t MM
oh QIZAE MeEtstLct.

Username(A}Q-X} 0|E) ZIQI5l2{H Ar2X}t 0|ES YUHBIMAIL.

MAYE: 2005120 HAQICS Y2oiAAlL.

Proxy(ZZA|): HTTPS A0 GIZ37] Qo) T2 A AMHE Sitefof ot 2L T
¥EE AD YL

+ HEQ3 2EZX|
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Pl
Hu

gAE |_-||EO_|3_ Aialxlol IP =ALt
Share(3R) SXE0M 37 oS8 gl

Username(A|--9-I|- 0|E) E:L?_'é‘}ﬁﬁ
u!-|A°.|'= ZO005te{H IjAQQEE AHZIMAIL.

nlru
rulo

2o
J
el;
rir
oy
Ho
O
pd
wn

SAE: A—||:|-|o| 1P iLl' SAE o| % OAE#&H_“:L SAE o| ol

X H 7} System > Network > IPv4 and IPv6(A|AHl > HEQ|T > IPv4 9 IPv6) OfZfof
X HE O YK SOIsIAA L.

ZEE: SFTP MH{ 7} AIE35I= ZTE HSE Q&L Ct 7|22 229 L C}

Folder(ZL): mYS XS ClaEZ|0 73;% QG AMA|Q. ClHEZ| 7} SFTP A 0| O]
O EXstX| o™, oAS %EE 2 O A|X|7} EA|E L|CH

Username(A}RI} oIE) EIOQIstH OlE2 YHIIMYAIR.

DjAQE: =0l M I 4 = 29

SSH SAE Z7 7| SH(MD5). 92 SAE 27 7|(32412| 16T4 X %)o| X2 ¢
S| CE SFTP 22}0|HE = RSA, DSA, ECDSA 9l ED25519 SAE 9| 20| SSH- 2% A}
238l= SFTP MH{Z X|sL|Ct. A A| RSAZ} A'igEI'.: HHEH 0| ECDSA, ED25519 &
DSAZ} 1 % & MELICt. SFTP A1H101IA1 Ar&3t= ZHE MD5 S AE 7|5 8 HOF
LiCh Axis ZX[= MD5 9 SHA-256 SjA| 7| 2% X|8}X|2F MD5ECH 7*143 =]
o2 Q& SHA-2562 AI23l= Z{0| =& L|C}. Axis X2 SFTP MHEZ JMst= bt
Holl Ciot Mo L& AXS OS ﬁfE*° HUSHHA 2.

SSH SAE 37 7| R8(SHA256): Y2 SAE ZJ| 7|(43Xt2| Base64 Q1A T 22X F)9
X 22 Q2stL|Ct. SFTP 22l0|H E= RSA, DSA, ECDSA U ED25519 SAE 7| S49
SSH-2E AL83t= SFTP MHE X[ 2IgtL|Ct. &4 A| RSAZF Mz k|= 2HO0|D{ ECDSA,
ED25519 2 DSAZt 1 2 MEL|Ct SFTP MHO|A A= SHI2 MD5 SAE 7|2
S| 0F SrL|CE Axis EX|= MD5 3 SHA-256 sijA| 7|2 25 X|SIX|0F MDSECH 243
3l HOotS Q8 SHA-2562 ALRSt= 74o| Z5L|CH Axis &X|2 SFTP AHE —TLHo|-E Ht
SO et REAISH 182 AXIS OS ZES HuslAAIQ.

- Use temporary file name(YA| Tt 0|5 AlR): Atzo=Z MME Al Ot o222 1}
2S gECoteE MEStLCh gRES 2Aaotd It 0|S0] Adl= 0|5 22 HHELICH
Q2 oot BehEl 2o, AaE 0ol gELTh dafLf o{Hs| AA TUS A2 & Ay
L ct. 0I%é71l ol #ot= O|F2 71 2E LtEo| SHEX € & USLLCh
« SIP or VMS(SIP EE= VMS) :
SIP: SIP HM3tE Ze{™ MEigtL|Ct.
VMS: VMS M3}= Zaf@ MEtgLch.
- From SIP account(‘é’ﬂX} SIP AE): SE0A MEfBL|CE
- To SIP address(**l Xt SIP FA): SIP 2E °.=IE_4.§,FLI Ct.
- Test(|AE): S8} SHO| HES[LR HASsHE S2stLic)
- oM
- Send email to(O|HY HE CHY): O|H LS HEH Ol Y F2E YHLILE FLE
oz 7§ sl H 2AEE O|HY FTAS LESMAIL.
- Send email from(0O|H| & &) ELj= MHO| O|HY FAE AHGLC
- Username(AtEXL O|F): HE MHC| AMEX O|FS YHYLICE O|HE MHOA 2SS
a7oiX| = B2 0f EES H|9 YL
- TAYE: Y MNbo| HAEE AHELich oHY MMM U5 RTHK %

= 8% o 2= H9 st
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- Email server (SMTP)(O|H| ¥ A H{
E=3 =]
o= H-d7 .
- XE: 0-65535 HQ|o| IS AL83t0] SMTP MHO| ZE HZ & YLt 7|27
2 587 L|LC}.
- Encryption(¥&3}): U53= AIR3IEH, SSL = TLSE MEHSIAAR.
3 x

. TCP

SAE: MHOIIP FalU SAE 0|55 YL

XNHE O REX 2OASHHAL.
- Port(ZE). MH HMAO AE2E]

rr
H
m
rE
fot
i
o

i

9'1
-
il

Test(H|2E) 282 HAESHE S L
recipient(F=41Xt H7|): ZE AKX A

RS SASHE B SR, BA I
H): =MAE FHoz AFSiE{H S L

g0 X= Hw7ols 80| ZeE L T View

_,_
o

- Validate server certificate(MH QIS A 2Ql): USTIE AIESt= AR AKX o IDE =HQls}
EE MENSIL|CE O] 21ZMeE CA(RIS 7|2h0ilM XpM| MESHALE walsh = Q&L T}
- POP authentication(POP Q1Z): POP AMH{ O|E S UG H HMAI2(0: pop.gmail.com).
H| o
AR O|H Y SEAt= OfE O|H Y O FASH HERE FASHHM ALZXIZL 20| 2
HE otdgs 2AL BE= AS Hotsty| Qs 2ot DHE AFERLCE O|H Y MMl &2
ot HHMES =QI5t0] oY AHO| F7|ZLE o4 O|lnYES sX= YOl YEF StHA .

Ct.
A H 7t System > Network > IPv4 and IPv6(A| AR > Y EQA > IPv4 3 IPv6) Of2[of

° o
£ 220 22/#L{C}Copy recipient($AXF AP 24l
MZ $=AMXE HATY = UESL|Ct.Delete recipient(4=41 X} At

SE UFI A BEAFUC | Add schedule(AAIZ 7h: YF £t BAES WysteE Y

=& EZ[HE MBS0 ES =328 Eg|AHY = JUFLICEL O E0 =5 E2[HE HE &4 & +4
Ste St Mg AEE 4 JSUL

MQTT

MQTT(Message Queuing Telemetry Transport)= AFE QEUl(oT S {Iet EF A T2 EEQL|C tha
SlEl IoT E3t2 Q8 dA g en X2 FE JZ7ZHsmall code footprint) i} %A HEQA CHYZo=z YA
X E AAGHY| ol CrYot M0 AFEELICH Axis X ~AZEQ0{o] MQTT 22I0|HEE Fof A
Ol M M E GOl S OfHEES Ay | AZEQO{(VMS)7t OFHl A|ARI0| ZHHSHA Sate = ASLICH
7172 MQTT S2to|HE=E HdHESL|CE. MQTT 412 2E20|QUELQ} BEE7Et= F AHEIE 7|22 oL
Ct. 22I0|HEE HAXIE ELn 23 = JUFLICH BEEHE= S2I0|UE 7o HAIX| 28 S g
LICHAXIS OS Portalol M MQTTO|| CHei XtM|S| Zot=E == UASLICH

ALPN

ALPN2 Z20|E 8 Mb| 7t HZo| HEM O[T THA M OHEE|AHONM ZEESS MET = U
Sl TLS/SSL =& L|C O]= HTTPR} 0| CHE ZZEZ0| A= 823 ZEE S| MQTT E
gE S 2435t= O AFEELCH ZL0 o2 MQTT 84 M2 = JfWE ZEJ gl £ ASL|

Cf. Jd2{ot 429 sfZM2 ALPNZS ALESHA HalHo|M S8 = HE ZEON A MQTTE OfEE
Ol ZREEE MNBEXE ZAHste AYLICH

MQTT Zato|ele
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Connect(¥Z): MQTT 20|
CLEHEHSAE: MQTT AHZQ|
2 MHMTLCLEE: mE H 2!
« 18832 MQTT over TCP(TCP
+ 88832 SSLE Eot M o
- 802 ¥l AUEZ EB 7|2
. 4432 W L3 Hob2 E3 MQITY 7|27t
ALPN protocol(ALPN T2 E=2): MQTT 527 ZZXf7 M2 ALPN Z2EZ 0|28 923t
SSLe 3t MQTT G 2] A%l HotS =8 MQTTO|RF & 25 1| Username(A 2% 0| =) =22}
M B O] UM ASET| -r|°H *fgj* AL AL O &2 Otlaé.”-l':f 1_lll’“ $E: ALEX O|E2| THAYEE
Ct.Client ID(22I0|HE ID): 22}0|HE IDE QUESIAUAI2. S2I0|YE AMEHXI= ZE0|HETI A
g M MHE X*AE' LIErCIean session(S 2 MM): AZA U AHZ A Al &S HojgtL|Ch ME
48 o HHI AI AEf HEIt AX ELICLHTTP proxy(HTTP ZEA|): jtIEH 7'0|7f 255Hf0|EOI URL
Ct. HTTP ZEAIE AFESHX| Yod{H ZEE HIY & = U
7} 255H10]E 01 URLQIL|CE HTTPS TEA|S AFR3fX Yos® TLEES HY = & 9A§LIEF~KeeP a'
interval(ZtZ | X|): S2I0|AET} 71 TCP/IP A|Zt 355'—}% 7Icte 2o glo| )\1H'|§ o old ALE™ = Qe
AI HE #Xe %l’.:."—l':lemeout(*I’* xmh): AZo| eEEl+= AI’* ZHA(XZ)YLCH 7|24k 60%K]
’é.*-'f—*f MQTT Z2|0|¢E &9 A I3"||)\|7(| ' LWT EI1|)\|7(|°| ZFHof EH?J 7|22t MQTT &3
ﬂgl HA =HOAM AFEE|L|Cl.Reconnect automatlcally(I|- o=z IH0'17=') oz SN = ZS2to|HET}
OS2 CHA| AZBYOF St=X| 04—'?'-2 XYoL ChHAIX] AAAZO| MEE [[H HAIXIE EHX| &
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) X9l 7|2 HAIXE L™ H Jl*'AIQ Topic(FH[): 7|2 HAIX|S] =HE %IEJ.%“-IEf Payload (|
O|2E): 7|2 HAIX|S &S YSL|CH Retam(%xl) 0| Topic(FH[)0|AM S2t0|HE MEHE F X5}
2™ MEISHL|CEQoS: THZl S &0 Cigt QoS AES HAeL Chopx|et g IJ1I)\I7<IDH<I'1.* SAHLWD S
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£ ZE20|HE HAIXE MEE = JASLICE O LWT I31)\I7<IE Lt HAIX| 2t SYsH FAlol &L
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s %aa.“—lq Retai (-.‘-?-II)I o Topic(FEH) 0| A Sato[AlE A
= oL e
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ES SA|5te{ P MENSILCHQoS: Tzl SE0| Thet QoS AZS WAL

MQTT %3

712 FH HSFA AL MQTT client(MQTT ZEL0|HE) R0 A HX| =X HEA0 Fol& 7|2 FX
ME ArEste{® MEiStLICEER O|F Zgh MQTT =X oM =5 dFSt= FX|
ChEH H2mol2 Zg: MQTT FH|0f ONVIF =X U JAHOAE =

g MQTT HO|ZE0| &X|9 dH HS f2{ ™ MEHSHL|CE. Add condition(Z=
Fotote® 2=t o Retaln(%xl) Off HAIXZ7t BER2 dEE=X ZofgL ot
+ None(218): Z= HAIX[7} HI%XI é!EHE &gt
. Property(-’-‘-*") MEH =X 7}0

rx
4
1
P
!
mjo

o = .
BE HAIXE 25 E2tE JE=Z 2YLCh

MQTT 75
_I_ Add subscription(t= F7}): M MQTT =58 F7t5t2{H Z2lgtL|Ct. Subscription filter(F = “E
E): TES}2= MQIT ZHE Y2{otA|2 Use device topic prefix(RA| &2 FEA AH): 7=

£ MQTT FHo| HFAZ F=7+2L|Ct.Subscription type(t S £ 3):
o Stateless(ME] =X £715): MQTT HA|X|E ME| =X E7t5 MA|XZE BHsste{dH M
. Stateful(MEi =X 7H5): MQTT HA|X|E ZACRZ HEsl2{H MHFLICL HOZE
2 AF2E Lo},
QoS: MQTT F+=0i CHs{ st= 2iHS MEfgL|Ct.

MQTT 2H{zjo|
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MQTT 2B 20| +FAE F7t5t7| Ho| MQTT E27{0f HZSIYAIR.

| Add overlay modifier(2H{2|0] £=™X} F7}): A 2H 0| =™EXE FItste{H 226t L|Ct.Topic
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