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COMMUNICATIONS

AXIS Q17 Series
AXIS Q1785-LE Network Camera
AXIS Q1786-LE Network Camera
ExCam XF Q1785 Explosion-protected Camera
F101-A XF Q1785 Explosion-protected Camera
XP40-Q1785 Explosion-protected Camera
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AXIS Q17 Series
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AXIS Q17 Series
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AXIS Q17 Series
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- N8R 1B2 oM 297 Nt &2 =AML LHELC AHER 18 SN w98 Byt

a

H = 2 Zgtn A8X 1S 92 =& o2 Sejagct
Zt ALEA DFOf CHBH:
- Timeout duration(A|ZF X3} 7|Zh): A|ZF R30KE|7] MK CH7|= A|ZHS A™ESLCE 7|2
U2 120|1 5 72 1% ~ 60 Y LIt

- AZE =3 -?r*é

- Timespan(A|Zt R 2l): 2= AZHO| =ESH A[ZHO] b LICH

- Activity(X Q) OtX|Y} 25 O|F EFE A|ZH| =E5HEH A[ZHo] Z=abE L.

- Infinity(R8ti): 28 =27t O &2 ALEAZE MOjZ W7HX| AlZHO] Z=1tE[X] g& LT
MA
=2 o

« Limit number of users in queue(CH{7| €| AIEXt = H|Sh): CH7| €0 S{L|= || AFEA =
AL 712 =X 200[2 S 2 1 ~ 100QYL| L.

+ Control queue poll time(H[0] CH7|"E & E}Y): EH7I°E‘01I UAe AFEAF EE= AFEA O E2| fIA|
£ YHO|ESH| sl FIHEtE E&ot= ¢ A IEF 712ae 20$0|-T‘- 518 @

2 5% ~ 602 L|Ct.

rr
rc
|.|-|
mlm
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o QEmol A

|

QL
gx 4%
o

ion(AE2|% X£% 38) @ | AEE =2 582 W YLICHnput Type(A 2
ol & El

[=] T
d): o5 S0f Or0|3 £ 2ol 4ol F2 U PSS MENSL|CHPower type(HE |d): L it
He S HESL T Apply changes(fH13 At X&) ME} AtetE2 X 8¢l ChEcho cancellation(0f| 2 |
H) g 4 0| o ZE X5t ZL|C}.Separate gain controls(E X A QI H|0{)
CHE 23 R0 Oish 7HEHZ Aelg =5 ® L T Automatic gain control(XtE #[Ql X[ 0f)

Jdote M AU 2.Gain(AQl): £2t0|HE AEdt0] A 2lE

AEY

Encoding(QITT) @3 Ax AEF Y| AR TS MeLICh o0/ A0 AN A= FS
oor 91392 Meyst & QlmLth orje Yol MM US FP 2B Enable audio input(2C|
o= mayshe e

Sl WiE 03T or|Q O|Uat0|M: QC|Q AS LjojAf CHE ROt Cfojo] 2l¥e xEs U HAAQ.

0] 7152 2r|Q T4 AHS Hest 1T ABXE 93 A YL ChTalkback range(E314 HS)) )
o 2HXE +UE o5 HYUE HYTLCL U5 7t SI15HE SA L2 54 7|50 g2
Voice enhancement(2/d 7HM) @ CtE A2|QF 250 28 EHXE SAA|7|8{H AL Ct

=] =
=3=
H H S S = 3H = = SIE T AlIS L4 =
Ongoing recordings(53} ZI® &) TA0fA Y FO DE =312 BA|GL|CH A0 M =32 Al

=S| C}. X KFSH
=

+E02 FX|E MK

1= = <
Lt ZX|E ZZEoIH Triggered recordings(EE|H 53h7F &2
I

. [
AE2|x| HA|E M#SLC x

| ASELCL X7 HY A0E FXE CHAl A|HSHEH =ot7F A& ELIC

X0 =35HE SRSLLCLFS22 %7_(_[3%
ElL|Ct.Continuous recordings(H & =3} =

22 R
S}7{Lt 21LIChSet ex
x|o| 2|%] A

—_—=2 -ddg

=0 et HAQEE SF5r2E MEfetL|ch ES o2 ojA9e 8ol € £+ gl

— HA T HAHE

gL ChExport(LH LY 7]): =3tE AN = RS WEHLCH

S 2f LI Ct =920 CHer §E SMS EA
Hel 2F): 5520 20 WEHUZE 7|2t YHYLCL 2
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H QIE{Ho|A

T =312 HEYSE SAVLCFrom(AIT): SF AIE 020 UHE =52 EABLCIToE): S
MNEIX| =212 H AL CHSource(A2) A2AE JHOE =58 BAIZLLCHL a2rs MME oL
ChEvent(O|MIE): O[HIES 7|¢toZ =312 BAISLICLME BA: AE2(X S| Wal Sot2 BAISL|CH
OH
=

| Add app(¥ FE7h): M ¥ MX|EL|CLFind more apps(F7F ¥ &7|): dX|g WS O HEL|CH Axis
ol 7§ m|0|X|Z O|= E L|Ct.Allow unsigned apps(AHE|X|] 22 A 5 E) DN YHE|X] U2 M M|
£ 5|85t H ZL|CtAllow root-privileged apps(root #eH0| U= A 5 &) root 30| /U= YO|
X0 Ciot ®HM HotE s E5t{H L L ; AXIS OS & ACAP 9| Eot ALO|EE OISt AI2.
H| 1

SA0 o WS HASHH TX|Q ds0 S OH = AFHC

A Ol o U A/AKXE MBSO WS A|ZSHAL SXSLCLET]: ¥l o A LICH AL
& Jtset A2 ofE2|AOo| Mo et HetE L Y8 ofE2|AHojM0= HFO| = ]
g0 %= HFrol=s Cfe S8 5 StLt O|40| ZohE £ UASL(CH

« Open-source license(2LE LA BIO[MA): HOA AIEE= LE A4 2io|MAQ Cist HE
£ =L

. App log(¥ 21) ¢ O|#iEo| 212 ELct 21 XY ME|A 2og i §8L|Ct

+ Activate license with a key(7| 2 ZtO|MA Zd35}): 40| 2Oo|MAT st AL EM3leof &
LiCh EX|7F QIEUO] HEY 4 gle FP 0] SMS ASBLICE
2to| Ml A F|7F QICHH axis.com/products/analytics2 O|sgtL|CE 2O|MA 7|& MMdsie{™ 2to| M
A AEQ Axis ME €3 H I sk O}

» Activate license automatically(2l0|MIAE XtSo 2 EMSl): Mo 2lo|MAT ZQst AL 24
otefoF ofL|Ch ZX|7t °._|E151'01I Adg = Aes 82 0 SHES M8 UL Zo[HAE
gdotste{ M 2o|dMA FETF oLt

« 2to|dA H|EE3L o E S0 HI@‘T‘J 2to[ A0 M FA 2lO|MAR HASE FP, 2O[MAE
H2gdztsto] CHE 2lo|MAZ WXLt 2to|MAE H|ZMdetstH X oME XN AHE LT

. Settings(4 &) Oj7j#S FHSLICE.

o AMH XM WS %‘-_r”‘ o= AXNSHAIR. HA ZiO|MAE HZ/EIISHA| G W =y
SEf2 |XlELCH

Al A
Al Zktat FAa
SR A
Azt gAalg A 22teXol oo 4o et CHE LT}
H| 3
TXQl EMet AIZHS NTP MH 2t |2t5t= Z0| F&LULCH
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Synchronization(S7|3}): X X|Q IR 8l A|ZF S7|3 §MS MEiSHL T}
« Automatic date and time (manual NTS KE servers)(X}-5 2& S9! A|Zt
DHCP A1H-|01| OZE HO NTP 7| ™ MU Z7|3betL|Ct.

& NTS KE MH: SjLt £ EE'— = 740 NTP MB{O| IP =AE Q&L
AR AL AL £ Mujo] s 8S J[¥oR AlZg Su|da =
k=3 o
= T

- Max NTP poII tlme(*IEH NTP Z3a A7ZhH: YHo|EEl A|Zt
sk Of77FX| &K 7F 7|Che{0F 8l= %|CH A|ZtS MEHSHL| L}

|r|

— 1 -
- Min NTP poll time(£|4 NTP Z& A|ZH: QHO[EE A|ZkS 27| s NTP MHE E2
_1

=]
o W7ER| FX[7F Z7|Che{OF St= | AlZhS MEHSIL|CE

EH
. Automatic date and time (NTP server using DHCP)(X}& =X % A|ZH(DHCPE AtE36l= NTP

*1H'I)) DHCP AME{O| HZE NTP MH et &7|tghL|Ct.

Fallback NTP servers(CHA| NTP A{H{): SfL} == & 49| CHA| AEHQ| IP A

- Max NTP poll time(Z|Cf NTP £ A|Zh): YHOIEE A|ZHE &
gt W7kX| FKX| 7t 7| Cf2of 3PE EIEH A7t MEHBEL|CE
- Min NTP poll time(|2 NTP Z2& A|ZH): YCO|EE A|ZtS o
c}.

b MEK| AKX 7} 7[CH2{Of j= A4 A|ZtS MEHE
« Automatic date and time (manual NTP server)(X}S &
NTP MEHSBt = 7| stetL .

r
In
# -

MZH(+S

o

n

N
]
lo
zZ
I_—|
0
>
Sy

S NTP MH: StLt tE= S 742 NTP MH Q| IP =AE YHTL|CE £ 74| NTP MHE
tﬁ*t‘— 42 FX= & MHo| Y3HE LHES YU E A7tE 7|25t RFEL Lt
- Max NTP poll tlme(*||2|| NTP £ A|?_|'): AHAHO|E=l AZEE 7] &3] NTP AHE Z&
gt W77kX| K| 7¢ 7|Ch2{OoF St= X O AlZtS MEHBHL|CH
- Mln NTP poll time(X|A NTP Z& A|ZH): YO O|EEl A|ZHE 7| Q8 NTP AHE =&
gt W7X| FKX|7h 7| CpE{of OPE E AN A7HE MEHTEL|CE
+ Custom date and time(A2XF X|™ 2% U A|ZH): =502 YR YU A|ZHES HA™HTIL L Get
from system(A| AEI0f A 7H127I)% SE5l0 AFH L& ZHY XM ER S A M
g o X JtM S Lt
AMZECH: AR A[ZICHE MEfSHL|CE AE ’SQF A2t N HEE A0 S A|Zto] XAt 2 ZFELICH
« DHCP: DHCP A-|H-|0| A ZICHE KHEHSHLICE O] SME MEHSH T WA ZHX|7F DHCP MH
of ALK R 010F et
. Manual(+E) EE2CF2 220|M AlZHHE MeystLich
H| O
AMA"OME ZE 53, 20 W A|A"” MFo| S/ L AlZE ™o AZE L
IR
X7t e fIXNE LHSLCH o 22| A|IA-ON O HEE A8 XM FXE RELICH
+ latitude(9| k). & 442 Bz =FS LEFHLCH
- Longitude(ZE) ¥4 IS HAXQM SZZ LEPHL|CH
- Heading(8). ZX|7} St LEAEE 93iS Q2BtLiCh 02 HES LiEpYLIT
« Label(2}'): X0 CHot AFO| ZotE O|E2 YHTLCH
« Save(X¥E): X {IXE MEstzH SEFLC
HEL3A
IPv4
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Assign IPv4 automatically(IPv4 XIS &2): L EQA 2t2EH7F X0 IP FTAE K522 HHSIEE ol
o MEtSFLCh 2=l WYEIAO CH{ Xts IP(DHCP)E AT YLLICLIP FA: FX|of IRSHIP FAE Y
HOUAIR. DF IP FAE 24 FAT AR A2 AelE HEYI YoM 25912 2EE + ASL L
S=S Yot g P FAE 27| ol WEJI 2| X|A =2l5t= A0 ESLICLMEUW OpA
3: MEY OpA3E Y510 LAN(Local Area Network) LH20f| e FAE FogtL|CL LAN QIf29| B E
FaE 2tRHES SatELICLRouter(2t2E): CHE HEQS A HE/JI MIAHEO AZE IX S AHS=
O AF2E= 7|2 2tREHAHOIEY0])S IP =AE =Tt C.Fallback to static IP address if DHCP isn't
available(DHCPE Al2%H £ gl= A2 1M IP FAZ ZH) DHCPE A2 4= Q1 IP FAE XtEo2
st 4 gie 49 M ASE F P R85 Fo1st B A9 c
H|

DHCPE AF8T 4 @1 BX7 1F F4 [IXE A8 3L, 18 FoL NoE ¥z 3

MEIL|C}

=

IPv6

Assign IPv6 automatically(IPv6 X} &) IPv62 HD HESQA 2t2H7t X0 IP FAE Xt
o= HHStEE stafB MUl

oln

SAE 0|2

SAE O|E2 XHEOE HEh U EQD BHPE I BA|) SAE O[22 P F42 HEO2 ALEE
B3 MEISILCLSAE O[S FXO| HMAshEs CHE LHOR ABs Y SAE 0|52 £502 YAy
LICH M EIM Y A|AEH 2= SAE O|2E2 AL 8= EAH= A~Z a~z 0~9, -QL|C}
57 DNS H0|EE &/dstptL|cH:  FX|Q IP ATt HAE Mot X7 =0 Ql 0| AH{(DNS)
J|Eg AHEo2 UHOES S B{RFLICLDNS 0|5 S5: EA|o| P =42 Jt27|& 1 20

Ol 0|28 UHTLICL 8= EX= A~Z, a~z, 0~9, -QL|CLETTL: TTL(Time to Live)2 DNS HZE

7t HHOIER|7| Mo faot 4E{E |X &= AlZtE AL
DNS AMH

Assign DNS automatically(DNA X} &%) DHCP ME{Z} AM =0iQl S DNS M FAE FX|0of Xt
SOE St St MEHSIL|CE CHRE2| WEA0| CHeh Ats DNS(DHCP)E # & gL Ct.Search
domains(EH|Q ZHM): HASIE|X| U2 SAE 0|E2 AIRSt= A2 Add search domain(ZM ol
F7HNE 2D X7t AH&St= ZTAE 0|§2 AMY =S AT L|CI.DNS servers(DNS A{H{):
Add DNS server(DNS A Z£7HE Z 23l DNS MB{O| IP =AEZ Q2{stL|Cl 0] AL L ESI0|A
SAE 0|22 P Z=AZ2 HSHSH0] FZBHL|C}.

HTTP % HTTPS
|Sste ZREZYLCE &=
I

S
X0 HTTPSE At3t2{H HTTPS QIEAME MX|s{of &L|Ct. ASME MM MX|5E{H System >
Security(A| 28 > HONZ 0| FTL|Ct.

Allow access through(8 M A | &): AFEX7F HTTP, HTTPS 2= HTTP and HTTPS(HTTP 3! HTTPS) =2
EE & OE S X0 AA5t=F S LX| MeigL|C}
H| D

HTTPSE 3 siE @ HOXE 2E AL S3] HOXE N @¥Y 1 50| g 4+
ol L|Ct.

HTTP port(HTTP ZE): A% HTTP LEE Q2igL|ct HA|= ZE 80 Fi 1024-65535 # Qo @
= ZEZ 5|8l A2 200 22 1-1023 P9l LES YHY = ASLICL O] HP9
LEZS AMBSEH A7t HA|ELCLHTTPS port(HTTPS ZE): AL83t HTTPS ZEE Q&{giL|Ct. FX|
£ EE 443 T 1024-65535 #9|o| RE HEZS SSYLCt HE(AE 2IQIS A 1-1023 # P9
ZES 98 =& gLt O #Helo ZES ALE5tH Z1n7t HA[E Lt Certificate(AFM): X
Of HTTPSE g gstote{® ASME ML L
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o QEmol A

|

HERI dAM ==2EZF

Bonjour®: WESIION XS AMS o{gstaiB o S

QEf3tLict 7|2 0|E2 &K 0|57 MAC FAQLIC

S HUCLUPRP O[S LE9I30) EAIY O[22 ¢

CEWS-ZM: WEATON Its AMS |
|

2 ZL|CtBonjour O|&: YERI0 EAIY 0|
PnP® HEQA0M XtE AME 3 Et2{H O

= stLCh 7|2 0|52 ZX| 0|21 MAC =L
5l2q M2 ZLICLLLDP Sl CDP: HEQ[I0|A XtE ZHAM
DPE 11 PoE Ml A0 X|&HO| ¥Z = AEL|CE PoE M
PoE o HEOE PoE AQXE FgetL|Ct

Http proxy(Http TEA|): 8|25 HAo| M2} 229 TEA| SAE EE P FAS XML CHHttps
proxy(Https ZEA|): & MO M2} I 2 TEA S2E £ P FAE XFeLCL
HTTP Sl HTTPS mEA|Q 5= YA
 http(s)://host:port
 http(s)://user@host:port
« http(s)://user:pass@host:port
H
HXE MAIESI 222 ZEA 482 H8gU O
No proxy(ZEA| 18) 22E ZEAE 23(5t2{H No proxy(ZFA| gIF)E AMESLICE S50 A= &

A &
M T StUHE YHotAL dEZ FEot0 o2 HE YHE LI

« HIYF7|

o IP FA XH

« CIDR HAlO| IP =4 X|H

« EHO Ol XIH(O: www.<EHQl 0]Z>.com).

« EF ZOlel 2E 5% =02 X|FH(0: <=Ml 0] &>.com).

One-Click Cloud Connection

One-click cloud connection(O3C)1} O3C AMH|AE= = QXA LE MAIZE S =31 A
HMNAE HMBELICL XMSH LHE 2 axis.com/end-to-end-solutions/hosted-servicesE

Allow 03C(03C & 2):
« 28 o|A0| 7|& HFEYULICE AEHUHUS S8 O3C MH|20| HZASIEH FX[Q MO HE
2 24 =84 Mo HES FE = 24A1ZH O|Ujof O3C MH|A0| FXE S=50fF L
Ch "X o™ FX|7F O3C MH|AMAM A M ELIC TXE SEZH Always(24)
7t 2detEla FK| 7 O3C MH| A0 AZAE X FX|ELCH
o 24 FHXIF AHUE S8l O3C MH| A0 CHet HAS XEH =2 ALl T HXE S55IH
O3C MH| A0 HAZAE xf RX|ELLCH ZXQ MOl HEO TFX| Q= 42 0] FME AL LIC
« ofLR: 03C MH|AE H|ZdatetL|Ct
Proxy settings (ZEA| d%). oot 42 TEA dF2 YHSI0 TEA| MHO| HASLICLSAE: IF
Al Mol FAE UHGLICLEE: AMA0| MEE= ZE HSE AUHSGYAQ2Q & IjAQE: EHR
ot B ZEA MHO| Ciot AL8XL O|F 3 WAQYES Q2 ofL|ChAuthentication method(Q15 ).
« 7|2 O] Y2 HTTPO| CHo 7HY 2ehdo| Foje 215 MAYLICH L=otE|X| 42 AMEX} O
sS4 HAY/YEE Mz ©E5H7| [ 20| Digest(CIO|M|AE) 2 ECE QHHSHA| Gr&L|Ch
« CIO|F|AE: O HH2 Ttet HERIE Sl Hd2otE AYEE TESH7| 20| o HFerL Tt
« A& Ol FUE A8SHH X kl= Yo met FX|7F 95 WS MEY = YL M=
?l= CHO|HI2E &, 7|12 9 =M= 2Lt
27X AF 7|(0AK): £F7XF 21F 7|5 7IM 22 Get key(7] 7tH 27|)& S gLt o[Hd2 TA|
7b ot o|LE ZEAIR0] AEUO HAE F20T JtseL T
SNMP
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|

SNMP: At23% SNMP HH S MEfTHL|C}.
« vl 89 v2c
- Read community(8}7| #

LIE|): X|2&l= 2= SNMP Ko Chs &7 ©& #eHol
A= HRLIEl 0|55

ULk 7242 SIHYLC

=

JE:‘E

- Write community(2A7| HRFL|E|): X[ k= 2E SNMP K0 CHsll Q47| = M 7| Aot
Of A= HRFLIE| O] 52 AUHSLICHS 7| ME AH H Q). 7|22 27|YL|C}

- Activate traps(E &/43l): EHME NS Y352 HYUAQ. X = EWS ALY
Z2%t O|HIE == MEj HZAO Chst BIAIX|E 22| AAHO EL“'—I Ch g QIE{m O] A0
A SNMP vl B! v2cOf H?_F EaH2 MXSH &~ Q&L CH SNMP v30 2 HZAS AL SNMP
E 11H E-MO| X522 JHELICE SNMP v3E A28t 22 SNMP v3 22| ojE 2|
Oldg &dl EHE E”S'%* = ASLLCL

- Trap address(E® FA): 22| MHO| IP T4 = SAE 0|28 UHGMA|R.

- Trap community(E3 FHJLIE|): ZX|7} 22| A[2H0| EB HAXE B2 0f AHE

(
7R LUES YBrLch
- Traps(E®):

- Cold start(E_ F.’-Eo'): X7 AZHE I ER™ OA|XIE EWLC
- Warm start(g AELE). SNMP dF S BZY I E& HAIX|E EHL|CH
- Link up(3 @) 237 L20|M goz HBZE Z2 E- HAXE EHLCL
- Authentication failed(21Z A1l): OI= AT 7} AMIjstH Eg A|X|S EWHL|C}
H| T
SNMP vl & v2c ER2 3 BE Adis H|C|Q MIB E0| g4t XA 8L
AXIS OS Portal> SNMPE =314 Q.
- v3: SNMP v3E o3 9 HOF 9SS FEdHs EOH OFH3E HHQLICE SNMP v3E AFR3I2{
A7t HTTPSE Soff MS B2 HTTPSE &dotdts A0| SHLICH EoF #oH0| @l SARALZ}
Aoseln o2 SNVP Vi O v ERo] A Aois (g UXIYLICL SNUP S ABelE B2
SNMP v3 B2 0fZ2/#0| 48 Sof EMS HHT & YsLCh
Password for the account “initial” ("X 7|" AHdo| AL E): 0|E0] 'initial'Ql A H9|
SNMP WAQIES geiSiLic HTTPSS HABISIA Qs HACE s = oxal
x| °+*L|:r SNMP v3 TjAQIEL "3 Wk M3t & 9Im HTTPSTE Bt Z2
o5t SHSHE 20| LI HASICES HHSHR HASIC HCo} of o4 EAER @
S ﬂH*TEE CHAl 275t FRE S 7|2 2822 MadsioF gttt
Hot
e

Client/server certificates(Z22}0|AE/MH QI ZA{)
Seo|olE/ME OIS A &Ko IDE AZSD XK A
S = yUrh XN MEB OIEME NSE B2 A

ASME HEAILS XS 2AFsts o ALEELUCLL O X F 7HX RY2 ASME XY HCL
H

o_HO

X
CA JISME A82I0 WO JISME ASULICL OS SOf, ZX|J} [EEE 8021X2 H gl
o = &

— = = E
HEIo| AZE Z 25 Muo| IDE HBeLICH TXol= oAz /4ol AP HX|E CA
AZ M7t UG L L
Xaele gAle o3t 25U Ch
. OIZA HAl: PEM, .CER, .PFX
« JHQl 7| HAl: PKCS#1 I PKCS#12
T8 Atg
X2 ZE =3} A| J2USE MHEYSH ZE AS M AN ELICE A HXE CA BN

| Add certificate(QIZS M F7}) : S ME F7tstz{H Z=ltL|C}
. More(t| ®7)) 7 : HMsiAL ME X7} WES BABILICH

38



https://help.axis.com/en-us/axis-os#simple-network-management-protocol-snmp

AXIS Q17 Series

2
=

QIE{ T o] &

OF

« Secure keystore(HQt 7| K& A): 72 7|E CtMSHAH X ZASt2{H Secure element(HQF @A) I
+= Trusted Platform Module 2.0 MEHTHL|C}. MEHSH HOF 7| H&EAQ CHSH AEMSH LIS &
2 ¥ help.axis.com/en-us/axis-os#cryptographic-supports EZSIAMA| L.

« Key type(?| 98): QTME E25HH EEOE SE0M 7|2 =3 Y02 FO|Lt O
2 st ynaEg MY

o= [

a

oo

© Jgo %= Hwos ChE0| ZetE Lo

. Certlflcate information(QS A FH): AKX = QASAo £MHE FLLCt

» Delete certificate(ol"kl AFH|): QIS ME AX|SIAM A 2.

+ Create certificate signing request(QISAM MEH @XF MAM): C|X|E ID AIEME AMH
g 7080 EH 93 M 2F 2 gL

Secure keystore(sl?_i 7| MEA) O

« Secure element(29F 2 4)(CC EAL6+): EOt 7| K& A0 E?_P QAE AIRSIa{H MEistL|Ct

o Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 & 2): 29t 7| MZ
= ALE5te{H MEiStL )

by
Ot
N
o
OoF
==

In

TECER-ER TR

IEEE 802.1xIEEE 802.1x= M 9 BEM HEY A X EO =S HIst= ZE 7|8t HEKA £9Q K|
O E @It IEEE &= QI L|Ct. IEEE 802.1x= EAP(Extensible Authentication Protocol)& 7|—’.._‘—9§ ot L|C}HIEEE
8021XE H3kl= HERA0 °"*1|*0PE1”4 HEZ FX7t HHH2E ASE00F gLICH AF2 2T
MHOAN Sz, YEI™ o 2 RADIUS A H(0]: FreeRADIUS 3! Microsoft Internet Authentlcatlon Server) ¢!
L|CtIEEE 802.1AE MACsecIEEE 802.1AE MACsec2 0O|LC|0f OHHIﬁ S8 D2EZES Q3 HYZAH Oo|H 7|
9 DANS Ho|ste IEEES] MAC(D|L|Of HAA 7HE =) sof E-’.-_‘-%I L|CEQISMCA ._oM glol +4
MH IBM FaH AAZL HiZ etz X AZ4E HEYZ *71I°*0I XA 1E5E AlE=g L Ch
ME AT I Axis 7+ Al 717] & Q15 AH = EAP-TLS(ZE 7t5 Q15 Z2EF - 7.‘_*0 AHZE EOr)
2 AEME KNHEoZ QIFeL|ChEX 7} °"‘A1% S EzEl= HERZO ANaT

£ ZX|0] MX|8l|of g L|Ct.Authentication method(Q1= HiHH):
lient ertificate(—Z-E}0|°1§ ?_Iokl): IEEE 802.1xE Al2% Z2}0|
&= = OIZME AIR3I0] 22/0[0IEC] DS 2HolSHL|CHCA ASA:
H1°| IDE =olgtL|ct QIZEME MEISHK| Yo FAl= AAE HERZ
FL|C}.EAP |dent|ty(EAP ID): 22I0|YE Q1= AQ Y=l A
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Account(A|™): 183t HH 0|22 =TI C}.New password(AH IJALQE): AXE
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- MAYE: 20080 AL
S A|): HTTP MHof AZA
783% 7;‘—| 0IE10I-|_||:|-

- Proxy(=

- Proxy(=
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23 AEZ|XQ IP F
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- EJAQIE: ZI0lE
. SFTP d)

SAE: MHO IP
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X HE O UEX SQASHAMA L.
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- Username(AlX} 0| E):
2otk = 22 0 EE% B9 E'—IEL

o 587OI[_| |:|.
- Encryptlon(°*29_}) oSS E Af Stg{™, SSL IE= TLSE MEHSIAMA|.
x

. TCP

K HE O Y=X| SolstAA L.
- Port(ZE): MH HM20| AEE]

rr
Hel
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rE
fot
i

o
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-
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Test(E|2E): 23S HAES2EH S oL

2 AMHO| AEX 0|52 YHYLICE Ol MHOUAM 2SS

com

- mAQE: O A1H1°| A5 LT olH Y MHOAN 2SS QFSHA| &
= 4% o] 2EEE H[Q s L}

- Email server (SMTP)(0|IJ||°I MB(SMTP)): 0| & =0{ smtp.gmail.com, smtp.mail.yahoo.
of 22 SMTP MH O|E& YLt

. EE: 0-65535 HeIo| S ALE3t0f SMTP MHQO| ZE Mz 5 AL 7|23

- Validate server certificate(MH QIS A 2Ql): AUSTIE AIESt= AR AKX o IDE =Qls}
L& MEigL|CE O C>|7‘)\1" CARIZ 7|EHo| M AtA| MHSEAHLE Hlet = &S L|CH
- POP authentication(POP 91Z): POP AH| 0|28 Qaista{® HA A 2(0f: pop.gmail.com).
H| o
U2 Ol Y SSAt= o= o|H Yt O FAIS HEHE F£AMUSHHA ALEXIZL 0| 2
HE mYg gL 2= A4S Kotsr| fis) 2ot ZEHE AtETtLch olH Y HMaYHel &
ot FME =Qlsto] oY AFO| &AL o4 O|HYE sX & O] YT E StUAL.

BAE: MHol P Bl BAE 0|82 AW, SLE OES A F2, DNS
A H 7} System > Network > IPv4 and IPV6(A|AH > HELA > IPv4 5! IPv6) Ofzf 0

° o
22{H 22 gtL|Ct.Copy eC|p|ent(-¢-ﬂ Xl' EE

recipient( Ix|- 517|) OE =AX ME HEE r

A2 AR 22sH Q. EAPQ I ME =AMXE HZAS 3 Q& L|ChDelete recipient(Z: III- Ab
H): F=AE %-TLE'EE AHSteE S
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=& EZ[HE MBS0 ES =328 Eg|AHY = JUSFLICHL OE E0 =5 E2[HE HE &4 & +4
St &2 NS ATE = USFLICH

MQTT

MQTT(Message Queuing Telemetry Transport)= AIE QU (oS st EF HAIN Z2EZQL|CH G
Stel IoT ESHE o ALY 22 AE FZZH(small code footprint)dt XA HEQA (HEZ0ZE 1A
A E AAGHY| ol CrYot Ao AFEELICH Axis X ~AZEQ|0{o] MQTT 22I0|HEE Fof A
OlM HdE GOl S OfHEE Ay 2| AZEQO{(VMS)7t OFHl A|ARI0)| ZHHSHA S8te = UASLICH
7|7IE MQTT E"EPOIO“EE Ayt MQTT SH2 EEfOI"*ES’-f BE7ete F AHEIE 7|22 oy
Ct. 2E0|HEE= HAIXIE EUWd &S Ct BE27{s S20[HE 7to| HiA[X] 2t E S HIEE

|l L|
L|CHAXIS OS Portalo| A MQTTO| CH3H RFA| | topE £ 9J& LT},
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ALPNZ2 Z2t0|HE S MH 7t A9l AHENO|I ':+71I01IM OfEE|AHO|M Z2EEESS MEE = YA
St TLS/SSL SHEFQILICH O|= HTTPS} 20| C}2 ZEE=0| AREHLE =28t EE =38 MQTT £
S 2 Matst= o AFEELULCH Z20 ek MQTT E*' HMEoR JfHE ZEJ g8 =& AZY
Cf. a2t d2o| JAM2 ALPNS ALESiN H*S&PE”OHH 5 8El= EFE ZEOM MQTTE OfEZ|A
Ol —EEEE MEB8YUXE ZHst= AYLICH
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MQTT E2j0|HE

Connect(@d): MQTT ZEI0|HEE AL} T L|CLStatus(MER): MQTT S2t0|AEQ| HA MEHE HAITL
CLEHRHSAE: MQTT MHO| SAE 0|2 L IP TAE QAL Q. Protocol(TREE): AIRS Z2E
2 MHTLULLEE: ZE HS E L}

. 18832 MQTT over TCP(TCPE E3 MQTT)S| 7|27+l L|C}.

+ 88832 SSLE E3 MQTTSO 7|27+ L|LC}.

802 ¥l AZS ot MQTTS| 7|2t YL|C
o 4432 $-J| A7 HOIES ESI M 7|27t
ALPN protocol(ALPN Z2eZ) MQIT 527 Zox7F B2 ALPN Z2E2 0f
SSLE £t MQTT & &l A3l HEotS E3t MQTTO1|'3._P X 2 ElL|C}.Username(AL X}
ME{ O] UM AT -rIOH Af9°* ALEAL O|EE2 ?:!E*E.“—IEF H*°4': AHEXL Ol 229 llHi J
C}.Client ID(Z2}0|1E ID): S2t0|HE IDE YHSIMA|R. SEtO|YUE MHX= 20| 0f
g I MHEZE 7‘*"5' L|CtClean session(221 A[M): 912 % AZA 7 Al SAS 7(1|01E.“—|'1f A e
448 A4 HX1| A| ~Ef "HEZF AKX E LI CHHTTP proxy(HTTP EEA|): Z[CH Z 0|7} 255HI0|E QI URL,:,I
Ch. HTTP ZEA|E AIESIHA| Yo HEE HIY = UAELICLHTTPS proxy(HTTPS =& A[). Z([C§ ZO|
7F 255HIO|E QI URLRYL|CE. HTTPS mEA|E AIESIX| Yo{H HWCEE H|Q = 5= UEL|CHKeep alive
interval(ZtZd §X|): S2I0|HET}L 721 TCP/IP A|ZF ZHE 7|CHE ZQ Q0] MHE O Ol AtEE = Q=
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ROl AAl =HO|M AFEE L|CH.Reconnect automatically(XIS2 2 MHAZA). AZH SiK = +0|°1€7r
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ChEH Hg2molx =g MQTT X0 ONVIF =X W JAHO|AE ZeidteH MEiSL|CLY™ HE

gk MQTT HO|ZE0| ZX|ol 2 HSE Zotsia{H MEdsHL|CT Add condition(Z=#H F7}): =HE
Fotste ELE'°”—|':fR tain(RX]): O{™ MQTT HA|X|7} ERE MEE[=X| HolgL|ct

>
s

. Property(34) Al X 75 GAIXIB HEE JHz BT
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X=X ¥&LCh
* Network share(HE®|3 &]). 2AE MHO| 57 X9 0§ ¢
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Jleg 8% VtedE g 28Y = U dF= =22Y AHHO|A EEYL|CE ONVIFE S8 M=Z CHE H
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« View the device server report(&X| M E1DA E7|): EHY oA ME MNEO st HEE
SLLCHL A EOs X222 AH EM0| zZahg Lt
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