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AXIS Q60 Series
AXIS Q6074 PTZ Network Camera
AXIS Q6075 PTZ Network Camera
ExCam XPT Q6075 Explosion-protected Camera
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o

of Ch

+

SEE MLt Fto

Create OSDI

v
. 2e zaw mxs pasae OB s 3amu,

o FdH Hst
14 ol I el o Zas o = 3 LIOIEE MXDS
- s--- o RSt ZXMOZ 0| S5t OF0|Z22 S8t FH9| x5 ot ZAEE HF%
LICh Xt= Sttt ZQIEE A7 ofjAsta{® CiA| S8t
- . foteE ZX|MOE 0| st Of0|22 E8st Fao| F MEt ZEE MY
LIC 2% Mt ZQIES M7 ofXst2{ ™ ChA| S2letLCt
- Go to(0|F): FHO| ZIt= STt ZOE E&= F HE ZQEE 0|Fsta{H FETLCt
[ ]
[ ]
¢ M=o ¥Ee Hwol= CHS0| =atE L ct
+ Create multiple zones(0{2] A M/d): ojg] A2 Mdsta{™ S2gL|ct o 0|E2 ¢
St @Yol xH&F Stttar & AMEHO| it ZuE X|ERLCH
- Add zone coordinates(8< Zt&E F7t): CtE FHof Chet D78 X HYstei™ 2
2k ot
=i .
+ Delete all zones(2ZE FH 4H|): ZE S ANSt2H SELCt
ug XY BE
Orientation aid(a X|3): 2HIE S0 AEX Ho| A Foo| @b ot zt242 =atst 7th 2t &
X0 Z7|3t=l 2D LtAEHLS = ststa{ ™ 7L Crubgk
« Set north(5% M%) 7tH2tE SF 0| H{ XISt Set north(§% MHY)E S LICH
Preset positions(Z2|Al ZX|M): W&k X0 AEE= Z2|4 ZXMES MEISHL| T}
o 8 ZE|Ml EXME MESIHE Z2|M ZX|HE e
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o QEmol A

|

HolE7|H

ACIEZ|He Y+ 2if 22 F9S 2L EHI L 2UEIE = FHOM 2H0| HX|EH HO[EF|
Hop MEE Z2| M ZX Mo 2 Fi2tE =FGLICH =OfE Z2|M ZXNS ALESH0 MSEE YA
Lb MBS MEotE SO HY0| 7hsgLth 2M0| O oY X=X B FHH 27t ol & AlZh Of

Hof th71&

ArEXH Mo T
« PTZ control queue(PTZ H|0f CH7|¥): PTZ X0 @M C{7|Yof BiX|St2{H ZHL|Ct O]= Cf7|
oMol AFAL MENQF ZX|ME HA|TLICE AXIS Camera StationOj|A| PTZ H|O]|E Al
ste{ o] 488 &L
- Enter queue(Ci7|¥ ). PTZ MO ¥ S f7|Eo| F7i5t{H S/ LCL
- Release control(X|0f s§H|): PTZ MO{E sliXste{H S5 Ct.
« AMEAF OE2 R4 /17t 7t =2 &MUz LHEE L AKX 359 M =% Hasty

H T 2 2g5la AMNEA A58 2 E& OfgZ =g ct
Zt AFEXF 350 CHE
- Timeout duration(A|ZF X3} 7|ZF): A|Zt Z=0HE| 7| MK CH2|g AlZH2 AETLCt 7|2
W2 120|1 8 g2 1% ~ 602 QL|C}

- Az E0 8H
- Timespan(A|Zt HQ|): HHE A Zto| Z=1pE L Ch
F 0

Al
= [
S5l A[ZHO| ESHSlE A|7HO| XabEILICE

I
- Activity(S 2 Q): OHX|% 235 0|2 H
- Infinity(28HT): 24 297 O £ ALK HojE mItx| AlZto| Eutbg|x| euct
A
=20
+ Limit number of users in queue(CH7|Ho| ALEX} = H|B): Cf7| Q0| S{EEl= Z[Ch AHEX =B
EELL 7l2 =Xt 200(2 58 g2 1 ~ 1009 L L.
+ Control queue poll time(X| 0] CH7|¥ £ E}Q): CH7|E0| U= AFEX EE= AFEX OE9 QX
£ YOolESHY| fIsh 7tHatE Edtes HEE dFLL 7|242 20=0|2 38
2 5& ~ 602 YLt
QL
A 2%

1]

QU ¥AS AU BUCL ¥ R¥ES EAMLLL

Allow stream extraction(AEZ2|YU F== 5| 8) @  AEE EEZ 5 2512{H ZL Clinput type(Ys §

) L OIS SOf, L% Ofoj3 wi el Aol P U RS MUTLChPower type(HY S¥)
© 20l Cf3t MY RES MEUBILICHApply changes(HZ Mg X 8) LM Age N8

L|Ct.Echo cancellation(0f|2 X #) @ YT A F0f| 0|2 E M AHStH T ZL|CHSeparate gain
controls(‘(H = #|¢l X 0]) @ : CHE 28 930 s HENo=2 Aolg =Fsta{® Z L Ch.Automatic

Hoz x=gote{H A2 .Gain(A 2):

S|
g2 e S22 SN

gain control(XtE #|9! Hof) @ . 28|of Welo| mal Aol
Zeto|H 2 AFRSIG) QIS WHL|Ct 0fo|2 ofoj2e 23

=

g3 =3 R¥e EAPLIC

[>
El
Al
o
ie)
rh
mjo
mju
Ju
Ot
k=)
mjo
B>
_\IJ_
A
rir
ojo
B>
_\rl_

Gain(#Ql): £2t0|HE A83IH A Qs HBT LI
Sif & gt L Ct.
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Encoding(Q RE): 912 A4 AE2(U0| ABY OIAY
S MEst » gl 2o o] AH

MeistLch oCie 90| AN Us 7

A

o
= 5
AS A2 2™ Enable audio input(2C|2

erje 2
+ Add clip(E3 F7I): M 202 SEE FIHYLCL .au, .mp3, .opus, vorbis, wav I} LS A
L]
[ ]
8g = U&LCHL > ere &S MLt e 28 MHs ISXUCEL 4
of %&£ oj&®ole CHa0| ZEghE Lt
+ Rename(0| & HIH7|): @C|Q =& 0|2 HASL LT}
+ Create link(Z3 d4). AL8E I} FX|0|M 2002 S ES MYst= URLE ddetLct 2 8E
Heg =g S+E XYL
« Download(CI22E). 2C|2 STEZ AFHO CHRE=gLCH
o MH: FXOM 2Cj S AHMTLCH
2rje 74
U

do
mju
rx
Jm

ot
-
_IT|_

A

S

f WE OefE K| o|FE0|N: b M= oM CHE o e 2AS =8sta{H HAMAL.

Qi L|C}.Talkback range(E34 tH2|) <
FItstH SA| L S 7|50 AL T

=2t=

o=
r

Xt

=

L} ZX|E Z=EIH Triggered recordings(EE2|H =3}
TR FAY WX ASZEUCH X7 HY A

Ongoing recordings(=2t Z18 F): HX[0A 2 2 2

L EL 6 Mye AEZ[X YXE HEeLH T

= 535 BEAIYLCH

=

RN =HE Al

2
2

M =3t SRSLILL+S22 SX|5HA

o
& & & L|Ct.Continuous recordings(@ % 3=
HXE CHAl AZSHHE =317F A& g Lo

gt
export range(Lij EL{7
| ZFCHO A ZFAotCHEH, AlZH &

El

=0 et WAAES 2F5tH U

=tz a5 S
I

. =otES AHSH® 28 e L ChExport(LH LY 7]): =32}

v A o —
=920 Oiet YEot S4S HA
of LR LHELHAEH 7|2tS YHSLICH T
o NZHE 7|Z=22 gL CEncrypt(2=3}):
L= o2 Ae glo] € = flautt

Mo
>
>t
kA
rir
1o
Sl
i
=
HT
=
I~
n

=32 ZEYsZH ST L CLFrom(A&): £F
AR =32 EA|SL|CtSource(AA) @ : 2AZ 7|
ChEvent(O|HIE): O|HIEE 7|HIO 2 =3JE HA|TLICt
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+ Add app(¥ F=7h): M ¥E EX|EL|CHFind more apps(F7} ¥ #7]): dX|g ¥E O HELICL Axis

@Ol 7ig HOo|X|2 O|sE L{CtAllow unsigned apps(MBE[X| E2 U 518) D MEER B2 Y 22X

£ 5|85t H ZL|CtAllow root-privileged apps(root #eH0| U= A 5 &) @ : root HTHO| Q= MOl
AXIOf CHot ©A #otg 585t2{H ALCH 7= AXIS OS I ACAP 49| Hot AL0|EE QIS AR,
H|

SA0 ol Y2 HHSH ¥Xo ds50 F¥S O0/E = JASLCH

% Ol Aol U= 2RAKE AMEDHO US AHSAHL SXLLICLE|: Hel 270 HMAgLICE At

g 7ttt ME2 OfE2 A oMo wat SFatELct L ofEZ|AHo|Mol= H-o| lELIch ¢ &
2o &&= O70= Ot &8 & St o|&0] ZatE = USLC
+ Open-source license(RLE AA ZfO|MA): A0 Af AF%EI._ QE AA Zto|MAQ CHTH HE
£ S0
. APP log(¥ 21): o o|HES 208 ULt 2Ed+&= X AMH A0 2o/ Wf FESHLICH
« Activate license W|th a key(Z7|2 2fo|MlA EMd3]): dof 2to|dAZ Hest AL =d3ls|or o
LICE &X|7F g uliof] dAg = gle 49 0 M3 AETLLC
2fo|dA 7|7} QiCHH aX/scom/products/ana/yt/cE O|zEtL|C}. Z}o|MA 7|2 AMAEIz{ ™ oAl
A FEQ Axis N 93 Hs 7 ZoshLC)
« Activate license automatically(EfOIJﬂlﬁZ Asoz Msl): Ao 2ojMAT Tost 42 =M
oo oFL|Ct Z X7t QI '-*'01I dZdg = e 42 of ME A 8ZLICEH ztojdAE
2t Matsta{™ 2ol M A ='E7f ZeotLCt
o EBIO|MIA H[ZESE O|E S0 MT 2o dA0N FA 2lo|dAR HASHE 42, 2t0|HAE
HlZ2-d25t0] CHE 2to|MAZE WmAerL|Ct 2o|MAE H|ZMatstH X0 ME XAHE L CH
+ Settings(27): D7 HF=E -_r“éi"’;“—llif
« MF: FXOoM WS FFLECE MHSHAIR. HE ZO[MAE HIZ/HottX| Rl =i
HEE FX &L
Al AE

Az gAle g setexiol oo MHo| wat CHELIC

— o T =
H|D
X2l Mt AlZFS NTP MH QL 7|3t5t= 20| &L
Synchronization(S7|3}): ZX|Q| Y& U AlZF 57|35 SMES MEASHL|C}
» Automatic date and time (manual NTS KE servers )(Il-% S S A ZH( NTS KE A{H))

ofn
NG
ot
OI-
I
I=l

DHCP A-|H-|01| HZAE HOF NTP 7| 4% AMHQ} &

= NTS KE MB: 3}L} = = 7§0| NTP MH{O] IP ZAZ QaetL|ch = 7§o NTP A
AFROP'— 4% HX= & M0 YE LHES 7|Btoz At F7|3tsta =YL
- Max NTP P0" tlme("I':H NTP Z3 AZh: YOOoIEE AlZhS 7] RIS NTP MHE EE
o W7FX] FX|ZF Z7|Ch2{OF Sh= Z|Cf AlZtS MEHSEL| T
- Mln NTP poll time(X|2& NTP E3 A|Zh): QOO|EE A|ZHS 7| s NTP MHE ZE
& W7PX| EAJE J|C2{oF st A4 AlZtE MEELICH
. Automatic date and time (NTP server using DHCP)(X}& &X& % A|ZH(DHCPE AtE6l= NTP

MHE{)): DHCP MH{O| AZE NTP MHel F7|3tetL|Ct
- Fallback NTP servers(CHA| NTP AMH): StLt L= = J§9| CHH| MO IP FTAE YT CH
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- Max NTP poll time(X|Cf NTP Z& A|Z}): GO|EE A|ZHS 27| Q3] NTP M2 =2
St bR KK 7t 7|CHe{OF BHS A A[Z2+S MENSTL|CH
- Min NTP poll time(X|2 NTP Z& A|Z}): GO|EE A|ZtS 7| Q3 NTP MHE Z2
o W7HX] FX|7F 7|CH2{0F Sh= XA A[ZHS MEdSEL|CE
. mj_;onqatlt_:c I-daEte lar;d}tilm? (manual NTP server)(XI5 Y& S A|ZHES NTP AlH)): MEHSH
MHQ} =7|8}8kL|C}.
- =5 NTP AMH: S} = = 749 NTP MH Q| IP FTAE UHETIL|CE. = 742 NTP MHE
A8StE 42 FXle & MBI YUHE HES 7|8z AZtE 57|25t mFES LT
- Max NTP poll time(X|C] NTP Z2& A|Z}H): YHO|EE A|Z+S 27| Q3 NTP MHE Z2
o W7HX] FX|7F 7|C2{OoF St= E|Cf A|ZHS MEHSEL|CE.
- Min NTP poll time(%|2 NTP Z& A|Zh): QHO|EE A|ZS 27| Q8 NTP MHE Z2
o W7HX] FX|7F 7|CH2{0F St= XA A|7HS JEHSEL|CE
« Custom date and time(AI2XF X|™H Y& U A|Zh): =502 YR 9 AZHS Y™HBIL|C Get
i:oy S%'S;Tn;l(klﬁ%;oﬂﬁﬂﬁ27I)% 22510 AFEH £ ZHY XM IR L AIZH E
NS s Aba 7bAH =L
A ZHCH: A8 A[ZICHE MERSEL|CE & FoF AlZH A H#FE A|ZH| & AZt0] At o2 ZYEL
. ar%P;iD?&PO)IW? )tljldtfH% AEfSFLICH O S8S MEHSHH X X7t DHCP My
— EE AN O _6:_! L‘ E .
. Manual(£5). SECHS 22014 AIZHE MestL|ct
H| D
AM2EME ZE =3, 21 2 A" 270 R & Az @80| AR E LT
A /1%
X7t A= /IXE YHYULE S 2| A|LH-HNM o] YEE ALY X 20N FXE HSLCH
+ Latitude(flE): Y=+ U2 B SF= LIEFHLICH
- Longitude(ZE). U4 e EAXQM EZ2 LLEpHLICH
+ Heading($¥): TX|7F ¥5t= LiFEt Wwakg gL Ct 02 8& LIEtH LT
+ Label(2}'d): TX[0f Cigt HO| ZotE O|F2 YHL T
« Save(M¥): FHX| /XE MFstzH SFELC
HEHZA
IPv4
Assign IPv4 automatically(IPv4 XIS &%) HEQA 2t22E7 X0 IP FTAE K502 SHSIZE 82
O MEfStL|CH CHE 2| WERIZO Cfs{ Ats IP(DHCP)E #ESLICLIP FA: FX|o| NJGHIP FAE ¢
HSMAlQ. DM P Fak 2 4 ngst AL HoH YEYD Ljojq Ratg2 setE £ Q&L
SES YXotHH 0™ IP FAE LS| Ho| HEQ]I 22| X0A £2/5t= A0| ZHLICLMEU OpA
3: M4 OpA3E 2510] LAN(Local Area Network) LHE0| A= FAE HolgtL|Ct LAN 2|59 2 &
Fas 2tRHE S0 LCLRouter(2}2E): CHE HERYI L HERJI MIOAHEO AZAE HXE HZASI=
O Ar2Es 7|2 2t2E(HOIER0))e IP TAE 3Tt Ct.Fallback to static IP address if DHCP isn't
available(DHCPE AtS% 4 gl= ZAQ 1™ IP FAZ ZH) DHCPE AI2E £ 91 IP T4 2 Xt50=2
ZEE S G 3P GNR 8T DY P Fag Foletaet depLc:
Hl
DHCPE M8 % G WA7H D F4 GAE NBSE 39 1Y Tk MEE ¥R 7
MElIL|C
IPv6

Assign IPv6 automatically(IPv6 X}-Z &) IPv62 A1 HEQZ Et2EH7F X0 IP FTAE Xt

S LG ot MEfSL

ol

SAE 0]
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o Emolx
SAE 0|22 REOE B YEID 2A2ET} KO SAE 0SS P FAE XHEOR VHGEE 3
HH MEISHL|CLSAE O|F: TX O HNASH= CHE WHOZ ALBSIE{H SAE 0§82 =322 Y3t
LCh MH 810 % AAE 21 SAE 0|28 ASHLLL 585 E BAE A~Z a~z, 0~9, -L|Ch
DNS AMH
Assign DNS automatically(DNA Xt-3 &2): DHCP MH 7} AM =09 S DNS MY FAE ZX|O Xt
ZOoZ BHotstA she{® MetstL|ch fe 2o HEY I hs) Xt= DNS(DHCP)E HAHSHL|CtSearch
domains(= Q@ ZHM): HASIEX| A2 SAE 0|ES AE3= A2 Add search domain(ZM ToQl
F7h= SEStD TRVt ArROP'— SAE 028 AN TOoIg 'ﬁi.“—l'if DNS servers(DNS AjH{):
Add DNS server(DNS M| 37hS S2/5t1 DNS MH{O| IP F25 UfBLICL 0O At WEYIOIA
SAE O[EE2 IP a2 '*‘%Pﬁf Xﬂ%é.“—lﬁf.
HTTP %! HTTPS
HTTPS= AtEZXte| HO|X| F Sl & MHO|AM etz TOo|X|of thet Y2 otE HISote ZZEZYLICEH A=
otel §E w2 Mol M2[dE EESts HTTPS QEME AMESto el gL Lt
XM HTTPSE AtE3%l2{H HTTPS QIS M E AX|S|0F BtLICH S ME Mot HX[St2{™ System >
Security(A|A® > HONZ 0| 5gL|C}.
Allow access through(@ N A & &): AtEXt7F HTTP, HTTPS == HTTP and HTTPS(HTTP % HTTPS) = £
E= & UE Sof &Xl0 AZSG=E i8R MEfL L
H| D
HTTPSS Sof A= 3tel 8 HOIXE 2t Z2 S9 HOXE M3 288 0 450 Mg %
A& LTt
HTTP port(HTTP ZE). A% HTTP EEZ QaigfL|c. AX|= ZE 80 L= 1024-65535 #Qo| o
= EE% S8ttt X2 2103._ d% 1-1023 Helo| ZEE g L ﬁl-lﬁf O] #2|9
ZES AfH 217} HAIELICLHTTPS port(HTTPS ZE) A% HTTPS EEE QaBtich &X
L ZE 443 = 1024-65535 tHo|o| QS ZEZ 523tL[CH AR 21005 A 1-1023 # 90|
ZES Y L ASLCH o #Helol ZRES MESHH ZAT7t HA|EL ChCertificate(A S A): T X|
of HTTPSE Al3fs(afm oIZME Mefsti|ct.
HEH3 dAM =2EZF
Bonjour®: HEQI0M XS HAME 3|85t2{H 0| MS ZL|CLBonjour O|F: HEIO0 BAY 0|2
QELICL J|= 0|22 FK| O£t MAC FAYLICLUPRPS: L=IS01M AHs ZMS s8steln Of &
MS ZLICLUPNP O|&: YESI0 EAY 0|F2 YUHYLICL 7|= 0|2 TA O|F3 MAC Fo L
CLWS-ZHM: HEJAIM XS HMS 5{8ot2{H 0] FMS ZLICILLDP 3 CDP: LI EQI 0N AtES ZHAM
S 523127 0] SM2 ZLIC, LLDP % CDPE 1B PoE X¥ ®AI0| AIF0| MY = AZLICH PoE Mgl
dd s 2HE 25T SHEO Pok TR Y HE2Z PoE AQX|E FIL L
=ZE2YH ZE
Http proxy(Http ZE2A|): 3| 2= HAlQ M2t 2 E2Y TEA SAE &= IP FTAE X|HEL|CtHttps
proxy(Https TEX|): 3|25 HAlof e} 229 Z2A SAE T P EAS XFILICH
HTTP 9 HTTPS T2 A|0] &&= HAl
 http(s)://host:port
 http(s)://user@host:port
 http(s)://user:pass@host:port
H| 2
HXE MAIESI 222 ZEA 482 H8gUO
No proxy(ZEA| g18) =2% ZEAE 23|52 No proxy(ZEA| F)E ALEELICE S50 A= &
M T SHHE YESAY HEZ FE50 oY JHE YHeL o
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o QEmol A

|

B &7

IP =4 XA

CIDR @Alo| IP =A X ¥

ol ol XH™E(G: www.<EHQl 0]&>.com).

8 =Moo 2= 5t =0l X[F(Of: .<=HQl 0] &>.com).

One-Click Cloud Connection

One-click cloud connection(O3C)1t O3C MH|A= O XA LE AAIZE B =31 GA0| 20 oS Ol Ul
=
=

HMAE HMBELICH XAMSE LHE 2 axis.com/end-to-end-solutions/hosted-services

Allow 03C(03C & £):

AE8: Oo[A0| 7|= AFYULCL AHUS Sof O3C M| A0 HASHHE FX| 2| X HE
2 4 FELICL Aol HES T2 = 24A|7t O|Lfof O3C MH|AO HX|E SSoloF 2L
Ch "X o™ FX|7F O3C MH|A0M A SiMELIC TXE SEZH Always(24)
7t 2d3tE| 2 FX| 7 O3C MH|20| HAZAE X 75X E L Lt
o g HXE HUE S 03C MH|A0f CHot AZS XFHo=z ALt HXE SE5H
O3C MH|A0f AZAE K RX|ELICE FX2f Mol HEO HA| = BL 0 SHS MELLIL
« OtL|8: 03C MHB|AES H|Z-dstetL Ct.
Proxy settings (EEA| A7) Qo 2 ZEA PSS Y0 TEA MHO| HEYLICLZAE: IE
Al Mo FAE USGLICLEE: AMA0| MEE= ZE BT E AUHSGYAQ2Q & IjALE: R
St A T EA MHO| CHet AFEXF 0|2 Sl IjAQEE @ 2HBtL| Ch Authentication method(Q1S ).
« 7|2: O] W2 HTTPO| CH3{ 71 22-d0| FHO{Eh 215 MA UL RDSE[X] G2 AR} Of
£ WAYEE MHZ TE57| 20 Digest(CIO|HIAE) U ELCH OFHSHA| Br& L L
« CIOIHAE: O A2 oY HEJIS SO Yootel ffAJYEES HESHI| W0 o FeLCt.
« X&: O] SHS ALBSHH Xl = Yo mel FX|7F 215 WS dud = ASHL 2HE
?l= CiO|FI2E &g, 7|12 &Y =M=z dFeL L)
A2/X A5 7|(0AK): £ 7% 21F 7|5 7122 Get key(7] 7tH 27|)E S gLt 0o[H2 FX|
7t Yot Oo[L ZEAIGIO0] QU0 HAE B0 s LICH
SNMP
SNMP(Simple Network Management Protocol)& 0|23%l0] HEQA MK|E Aoz Ha|g £ USL|C

SNMP: AtEZ SNMP H TS MESHL|C
« vl 8! v2c

A= HFLIE 055 YHeLICh 7| =gt2 SIHYLICH

1R LIEIE gLt
- Traps(E®):
- Cold start(2E EEl): AX|7} A|ZHE [} E3 HA|X|E EHL|CH
- Warm start(82d AEIE). SNMP MM & BZAS [ E- HA|IXE EYL|C}
- Link up(3d3 ¥): 37} Ch2OAM & 4
- Authentication failed(21Z Al1f): Q1= A|Z7
Hl o

AXIS OS Portal> SNMPE X E3[N 2.

oQ
fot
N
T
_|
_‘
vl
wn
i "
ofm O
2
(Rl
o
m

37

- Read community(8{7| #HFLIE|): X|@E= 2= SNMP Ao CHof 87| ©& o]

- Write community(27] H{L|E|): X|&L= 2= SNMP Z4H|0f CHSH 917| E= 7| #o

Of A= HRFLIE| 0|52 AUHALICHYZ| ME AH H Q). 7|22 27|}

- Activate traps(E® ZMds}): ERETE M35 8{H HAMAL. XK= EHE A
9% O|ME = B HA0 CHot DIAX|E 22| A[AE0| EHLCh & CIEm o] A0
X SNMP vl 9 v2cof Cist EME M™Y 5= QESLICH SNMP v3eE HZAGIZ{ L SNMP
£ I E#O| X522 HELCL. SNMP v3E AtE%t= 4% SNMP v3 2| ofEe[7
Mg Sof EUS HEY > YLch

- Trap address(E® FA): 22| MHO| IP FTA E= SAE 0|28 UEESIAMAIL

- Trap community(E3 F{RLE|). ZX|7} 22| A|AHO E- HAXE EY 0f AL

SNMP vl 9 v2c EZS 7{H R E Axis H|C|Q MIB E=240| SAMSIEL|ICE XFMSH LIRS
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|

ASSIE|X| %S SNMP vl U v2c EO| WM ASHE S WX|SHL|CE. SNMP v3E ALl Z
SNMP v3 2| ofSz|A0|Me E3) =S NS & USLCT
- Password for the account “initial”('xX7|" Ao IJA L E): O|E0| 'initial'?l AHH9|
SNMP IjAQEE QBtL|CE HTTPSE Zd3lsiX| Yl E IjAQES &S = /UX|
HESHA| REL|CE SNMP v3 IHAQIEE= oF B0 At o= QI HTTPSY =M otE 4
Ot 2835t A0l E5LICH IjAQEE HFSIM IjAQIE HEJL O Oy HEA|LX|
SLUCHL HAYJEES OfA| 45t H FXE 3% 7|2 d8ez MHAFEsoF gLt

HL
e

re
of4
R

Client/server certificates(22}0|HE/MHB QAZS M)
SCZIO|UE/MH S M= &X| 2| IDE ASstH XA

ASME LUIEAIY XS ASote O AZELCEL O YX= F 7HX| Rl ASME RAGLHC
e °
22 & ASUL. XM MY ASMe HotE 228 MS

x

MR AR 4 UL LICH
- CA ZM
CA 9IS M2 AL83t0] mof 9l

£ QSYUCh olE S0, IX[7} IEEE 8021X2 HI g =
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X @kl = '%4"&!%1 Ej‘%ﬂf ngc
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o JHO1 7| HAl: PKCS#1 Sl PKCS#12

SXE S Fot Al 7[2U22 MEESE = AS M7 AN ELICE AP 2X|E CA 2SN

o

Add certificate(QIS M F7}) : ASME F7t8l{H Sl C}.

v

« More(H H7]|) o AEMSEALE MEHSE =71 ZIEE g A|THL C}
« Secure keystore(HQ 7| X&) 72 7|E ¢Q
L Trusted Platform Module 2.02 MEHSHL|CI. MEHSH HOF 7| HAAO CHSH XHAMISH LHES

=
« Key type(7| S§8): QAZSME EZ6l2{H SELCIR 2E0A
2 Qost gng|ES MEEL o
[ ]

[ ]
¢ d¥0 %= oFol= Ct30| ZetELCH
» Certificate information(QAZ A ™H). HX| = QIFS Ao &M5 FL|LC}
« Delete certificate(21S M AHA|): 2SS ME AXSIAA 2.
« Create certificate signing request(2!1Z&
E 7080 24 93 MB 2F 2 gL CH
Secure keystore(29 7| XA A) ©
+ Secure element(EQF 9 A)(CC EAL6+): HOF 7| HE A0 EHO QAE AL2SI2{H MEHSHL|C},
« Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 g% 2): | MZ&
= ALE5te{ M MENStL )
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Azt Mgte & B2 HAIE EIO|07F ELALE AFEXIIL =holgh Wi7tX| &/ % ofejol| HAIE L
Ch. =IQISIX| o™ Eto|m7t 2t & HJ Fol B of2fo] EA|Z|0|, &atH2 oj™of| Folst 4F2
2 | SotYLICH Ol HolstH A 2 HEfel ES M SLICH

Confirm rules(§ &¢Ql). 27 3¢ E2 Mofst{H S 2L CH Active rules(B E43}): AX{ & X0

M H¥ Fol E0f thist @B FAL|C u gy E2 MASHE 2L x| CBHRE S

ol Eut & E2 25 AHsieH S

HAOf AxisO| H|AE ATEQO Ex J|EF ALEAL XY AZEQOE AX|St2{H ALEXL XY MBE AXIS
OS AISM7F HagtCt ASMe AZEQIOIF X ARAQ Axis 50 23] S0l A=A =eletL
Ch AZEQols 1IR3 U Hzot & IDE AUHL|= £ MX[O|AMT A3 = QASLICH Axis?
MBS flet 7|8 ERdtD Y28 =Z AxisTHO] ALEXF X|F MBE AXIS OS QISME ddd = A5
Chinstall(GX]): QISME HX|st2{H STLCE AZEQOE HX|st7| Mo ASME HX[sHOF FL|Ct

[ ]

[ ]

* 420 3= Hwol= Ch50| ZohE L o

+ Delete certificate(2IS A AMH|): QIS ME AMHSHAUAL

Ad
HE

+ Add account(AH F7I): M AES FItste{™ S gLt z[Of 10074 AES =7ty = A&
ChAccount(Ad): 1Rt AF O|F§S LHSLICHNew password(A|l AL E): A Fo MAQEE 8
gLt AQE= 1~64XF ZO[OJOF StL|CE XA, =X, 5, €5 7|2 & 2 7ks% ASCI 2
AR E 32~126)0F fAQJE0 AEE 4 RUAEL|CHRepeat password(I{ AR E HHE): S LS IjAUE

Z CtA| YA A| 2 Privileges(A $H):
« Administrator(Z2|X}): D= MEO| QFS| M ASIL|CE DE|X= CH2 A™ES =71 2GH 0|
E S HASE = AGLICH
« Operator(2gXxh): CH3S HMelst RE ™ ANAT = JUHLCH

- HL2 AEzo =
- =32 AHS D YEUL
- W, g9 9 F PIZ AW AL mY

[ ]
*Numo 2 oLos Chgol
Ct.Delete account(#|d AtH|): AH

mlo
&

A
%
i

Z ot E LICh.Update account(AI’d C|0IE): AF &£
2 AHELCH root AF2 AMYE = &4 CH

ool N2

Allow anonymous viewing(2{3 27| 5 &) AF2z 25K §ik L 2EXZ X0 HM2

ot L|Ct.Allow anonymous PTZ operating(21E2| PTZ 24 3 8) : QIHO| AL
E7L ool X|of| CHs{ ™, 2HE A S & 5 UAZF o™ FHLCL

SSH #d
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+ Add SSH account(SSH A Z=7}): M SSH HHEE F=7}8te{d SISt C}
» Restrict root access(root M| A H|SH: root WAMATF HQTH V|5

 Enable SSH(SSH B3l SSH MBIXE Af83ieiet 2Lict
Account(Hd): 033 AH Olga Q2 st CNew password(AH D|AQE): AHE
Ch. DjAQELE 1~ 647(} Zlo|ofoF BtL|C} 2x}, £XL L=, UE 7|2

E 32~126)2F | AU EQ AtEE -’,*H- U&L|Ct. Repeat password(Zff A

[

[
Al UEHSHHAIR 2 4FS YHSLICHEN). * o880 Y& Hrols Ch50| 2o E L ChUpdate
SSH account(SSH Z|& QIHI0|E): A& £ AMS Mz S| C}Delete SSH account(SSH AK AHH|): A&
S MHELCE root AML MHE 5 A&LLCH

7
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Add virtual host(7}4 =
= BB HHSLIC M
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o AMF: TN SAEE A ELCH
- N

Hl g3k MH7F 2 gstE e
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Ee 7|2 AtF S A8
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21 25t L|Ct.Outgoing Proxy(&4l ZEA

A+83te{ ™ OpenlD Eée 2|t EEAI FAE gL CHLAdmin claim(&2| X} 2
Q1248 L| Ct.Provider URL(Z2XI URL): API AIEXZQIE Ol Qs @l 2HAE °'E13H-I Ct
URL]/.WeII-known/openid-configuration oMIO|O-|OF atOpe
otL|Ct.Require claim(2F EQ) EZ20 QU0{0F &
A Ao gf2 YL CHRemote user(2Z ALEX): A Af
I 2 SIHm oA HXf AHEAE EASHE O R8% Sco

& Q| |°,=II_|I:fCI|ent secret(EE}0|°1E H|&): OpenID 1A
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condition(0] =7 HtH): MEHSE 741} HILHE|= ZAHS QUSIH MEHSIAA|L. Add a condition(ZZ
S .

ST dition(Z
Qg Hestn Wh HEE AL

Bl
FIP = SFTPS AIOLE2 BAS SUS ZS I 0|30 X718 MR AL BsS BZSAL X
PR DHAIS. BFSIALE HASHR OMET sifol OnIXIB Ma + ULt

S50= 7o ot 2ok 2A WA MEFA FHE 2RE U BAIELCH

[n s

i
Zo 20700 +AKE 8 & UASLCh

+ Add a recipient(=2X} FI}1): =MXE FIiste{H FEELCL 0|F: #=4Xol 0|§2 ¢
HE L CHType(Rd): S E0A el
. FTP
- ZBAE: MHOIP FAL ZAE 0|52 YHTYLICL TAE 0|E2 LSt 42, DNS
X H 7l System > Network > IPv4 and IPv6(A|AHEl > HEQ|3 > IPv4 U IPv6) OfZfof
XHE O U=K] QIS YA 2.
- ZEE: FTP MHJ} M8Sl= ZE WS E YetL|Ch 7|&27H2 21 L L}
- Folder(Er): MYS X CIHERQ FEE YHSHUAQ. CIHEZ[Tt FTP MO O]
O EXsHA| gtoH, mtdE YR If LF HA|X|7F EA|ELCH
- Username(AI2X} O|E): 203 H AIEXF O|EE YUHSIAA L.
- DjAQE: 205 MM IfAEE YSHIGHAR
- Use temporary file name(YA| Tt 0|2 AI2): X522 MMHE AA| Ot O|ESZ I}
U2 YEESIHH MEdSLICE YEEE AESIH OtY 0| F0| fstE O0|ES = HHEL|LCH
HELIt SEHE 29 &=4E Dol RSLCEL 8Lt o5 AA| DS ¥e = UAsY
Ct. O oM RASt= O|EE 717 2E mtO| ZHEX] & £+ AUSZ L
- Use passive FTP(=& FTP Al8): HHE Ol M=0|M HEF2 TthEd| e FTP A B O
ol A2 E= & FTLCH X 7L o4& Mo Chst FTP Aof % GOjojE AHZA
= BF HIHOE AZEPLICH Ol YEEOE FX|QF CHe FTP MH AtO|Of g
ItHO| U= F20| EagL
« HTTP
- URL: HTTP MHO| Cist HEQT FAe QXZ Nl AFZYUEE YHIALICL O E Y
http://192.168.254.10/cgi-bin/notify.cgi 2} L| Ct.
- Username(Al2X} O|E): 2101320 AFRX} 0|22 QastAAlLQ.
- DjAQIE: 20158 H IAEE YBHIMAIL.
- Proxy(ZEEA|): HTTP MHO| AZSH7| Qs ZEA| MHE S1tcliof 5t 4% East
BEE AL gL}
« HTTPS
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- URL HTTPS AMH{Of CHS HEQ A FAet 8*40 Mg A3 EE HBLLCL o E
M https://192.168.254.10/cgi- bln/notlfycgl JL|Ct.

- Validate server certificate(MH QUZSA| =tol): 0] MALE MEHSIO HTTPS A7 MM
oh QIZAE MeEtstLct.

- Username(A}Q-X} 0|E) ZIQI5l2{H Ar2X}t 0|ES YUHBIMAIL.

- EAYE: 2080 WAYC S AL

- Proxy(ZZA|): HTTPS AB{of o1Z3t7| Qo) Z2A MHE SDHeof ot B Tas
Hes An gl
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- 9_*5 L1IE°Jﬂ AEE|X|O| IP =ALL SAE 0|28 o‘:;aqaur_“:r_
-  Share(Z8) TAEQAM 35 0|52 et

- Folder(E0): TS M&s ClHERZ|Q ZEE AUHSIAMAIL.

- Username(Al2X} 0|8): 21Q1512{H
: u?*°1= 230182 WAES YAASUAIL]

. SFTP

nlru
rulo

2o
J
el;
rir
oy
Ho
O
pd
wn

SAE: MHO|IP FALL SAE 0§ YHTYLICH ZAE 0 2

X H 7} System > Network > IPv4 and IPv6(A|AHl > HEQ|T > IPv4 9 IPv6) OfZfof

X HE O YK SOIsIAA L.

- XE: SFTP MHJI AL8%te ZE Bl g Lot J7[27H2 229 L}

- Folder(Z0): mYe XA ClUEZ|Q 704;% QUBBIAA|Q. C|HMER|7} SFTP AH{ 0| O]
O EXstX| o™, oAS %EE 2 O A|X|7} EA|E L|CH

- Username(A}Rx} 0|E) 292513 H 0|22 AUHSIAMAIL.

- EAQIE: 2I00% D HAYES 2

- SSH SAE ZJf 7| SE(MD5): &Z SAE T 7|(32Kt2| 1674 2XA)o| X|2L 9
2{8kL|Ct. SFTP 20| E = RSA, DSA, ECDSA 9 ED25519 A E 9| 93 0| SSH-22 A}
235 SFTP AMHE X|BHL|CE &HA Al RSAZ} Mga: 4t 0| ECDSA, ED25519 3
DSAZ} 1 % & MELICt. SFTP A1H101IA1 Ar&3t= ZHE MD5 S AE 7|5 50 F
ST Axis ZA|= MDS 9l SHA-256 SfA| 71§ B& X|2IS}X|2F MDSECH 2%} &
o2 Q|8 SHA-2562 Af-g-'é'ff 40| &L CE Axis X2 SFTP MHE FMst= gt
HO CHSt XM SE LJS 2 AXS OS ZES HISHIAIS.

- SSH SAE 2| 7| 8H(SHA256): A7 SAE ZJ| 7|(43Xt2| Base64 QAL ZXtY)9|

X2 U2gtL|Ct. SFTP 22t0|Q1E= RSA, DSA, ECDSA 9 ED25519 BAE 7| 939

SSH-22 At238}= SFTP MHE X|YSHLICt 3AF A| RSA7} MSE|= dii0|0{ ECDSA,

ED25519 4l DSA7Z} 1 S E WMEL|C. SFTP ME{OAM AI23l= 2HIE MD5 SAE 7|2

QlEsfiot s+|_|q Axis ZtX|= MD5 9 SHA-256 3{A| 7|2 RS X|stX| Ot MD5ECH 23

3l HOMS Q|8 SHA-256E At83t= 74o| ZAUIC Axis B2 SFTP MBE TLAsle ot

ol chet 7MIOP W& AXIS OS ZEE HIASIHAR.

- Use temporary file name(YA| Tt 0|2 AI2): XSO 2 MME QAA| Ot O|ESZ I}
AS YECEGHH MEdSL L PREE 2zstH MY 0|50| ASte= 0|52 2 HHELICL
Q2= Bohel HO, #AEl I AUo| ALICL 2Lt ojF| OAl IUS P2 &
LICE OlgA St |dt= O|ES 7T BE L0l SHEX & = UASLCH
« SIP or VMS(SIP E&= VMS) :
SIP: SIP M3lE Ze{™H MEHSHL|C}
VMS: VMS F3stE Zde{H MEishL|C}
- From SIP account(%’ﬂl} SIP A7) SE=20|A MEHTHL|LCT.
- To SIP address(**l Xt SIP F2A): SIP g ‘;}Ej,ﬂLl Ct.
- Test(H2E): &3 2730| X &55t=X%| E1I¢E5FE1E ZEL
- ol
- Send email to(O|HY ME CHY): O|HYS MEL O|HY FAE YL L FAE
o 7 YSH AER O|HY FTAZ JLESIAAIL.
- Send email from(0|HY L4l): Elf= MHQ O Y FAE LT
- Username(AL&ZX} 0| 8): O MHo| ALEXL 0|52 YT LICHL O|HY MHOAM 2SS
QF5HA| = 4% 0 EEE H[f sLCt
- IAQE: IJ1|°' A1H1°| HAQES YL Ch oMY MHUNM 252 275K &

= 8% o 2= H9 st
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- Email server (SMTP)(0|H|! A{H{(S
22 SMTP AH 0|2 Yzt
- EE. 065535 #9o| 2t A& SMTP MEol ZE #is S YHYLICL 7|28k
2 587 Lt
- Encryption(¥=3}): 2=3tE ALESte{H, SSL E= TISE MEESIHA|R.
X

IIQ

. TCP
X &G0 Y=X| SOISHAAIL.
- Port(ZE) A AN AFSEE ZE MBE2 YU

Test(E|2EB). 2 H2Eofaid S =eLICh &80 St= H70= 50| ZoE L View

- Validate server certificate(A|t| QIS M EQl): USTIE AIRSH= 42 EX|Q IDE =0Is}
EE MENSIL|CE O] 21ZMeE CA(RIS 7|2h0ilM XpM| MESHALE walsh = Q&L T}
- POP authentication(POP QIZ): POP MH O|E& Q=H3e{™H HMAI2(0]: pop.gmail.com).
H| o
AR O|H Y SEAt= OfE O|H Y O FASH HERE FASHHM ALZXIZL 20| 2
HE otdgs 2AL BE= AS Hotsty| Qs 2ot DHE AFERLCE O|H Y MMl &2
ot HHMES =QI5t0] oY AHO| F7|ZLE o4 O|lnYES sX= YOl YEF StHA .

recipient( A%t 517|) = TUX MFE YEES recipient($ A X 2Ap): A1
N Arohﬂ SESINR. EAE If ME $AUXE HAY 5= UASL[CDelete recipient(3=4IX} A
m)y FAXE YRAMoR A st® 2

Ud

2L EAE EOM U222 A8 5 JUFLILE FF0= 780 tist S=2ef oA X MEo 74

e

SE UFI A BEAFUC Add schedule(AAIZ 7h: YF £t BAES WysteE Y

LICHAXIS OS Portalo M MQTTO|l TS| XbM|3| 2obE & Q& L|Ch

& EZ|HE MBS0 E2 2R EZAHY &= /UASLLCH oE 9 =8 ELZHE HME 4% H +4
St SQ WM HABEY = JYH L

MQTT

MQTT(Message Queuing Telemetry Transport)= AtE CIEHUl(IoT)E st BEE HA|N Z2EZAL|CH Che
StEl IoT E3HE I8 **71|E|°*OD1 e A= FZZHsmall code footprint) i} X4 HEQA [(H=Z20Z AA
HXE 017*0P7I fof CHsk Ak 01IA1 AEELICH Axis X AZEQ|0{o] MQTT 2Z2I0|HEE S| &X|
oM WME O X O|HEE & 2| AT EQO(VMS)Zt Ot A|ARI0 ZHESHA S2ts = AUSLICH
7|7IE MQTT E"F—POIO“EE *E*XJE. LICf. MQTT &412 —Z‘EfOI“EEP B2 2= F AEHEE 7|82 ot
Ct. S20|HEE= HAIXIE LD B2 &= UGLICH BEE27H= S20|UHE 7t HAIX] 2t E S HEs

ALPN

ALPNZ SEtO|IE 2 M| 7 AZO| SHEM O[S THAGAM OfSEIAOM ZR2EZS =S = 2l
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