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OlM 71 2280 428 &2 = UAs 7|27 Sy EL

o STUN: STUN(Session Traversal Utilities for NAT)2 X|=0| NAT L=
Jg 22 0jEE B2 P x40 EE MBS NS £ A ofFE 2
TZ2EZQLICL IP =4 242 STUN MY F=AE et Ct

« TURN: TURN(Traversal Using Relays around NAT)2 NAT 2t2H &= Hatd o = FX
7} TCP k= UDPE &¢f Ct2 ZAENA £0{2+& O O|H F
EZQILICH TURN Mb 72 % 219 HEE Qs

rje g Hfe

B

« Audio codec priority(2C|2 AH M #=2[): SIP 20| Chsf Ast= 2C| EXEZ J4El 8tLt 0]
0| Qrje IHZ MEHTLICH 24 &2 =ME HEs 2™ B0/ sS5LCH
H| D
E2 YT I 4% Zdo| 2P 22 MESH [0 BE F=MA I AKX o oL L.
- Audio direction(2C|@ ). 8|85 24 oHjs Meerct
+ H.264 packetization mode(H.264 fjZlg} R E). At2Y 1jZlst REE MEHSHL|CY.
- XS (M)A E A IfAle REE ZAF-eL O
- None(8l3): mizlst RET} dEE|X| EUASLICE Ol EE= FF 0 ZE=E SME L
- 0: H|OIHZE RE.
- 1. &Y NAL 84 2E,
+ Video direction(H|C|2 Wg¥). 5{&E H|IC| ZA7|E MEdGL|CH
7:7'.
ES

« UDP-to-TCP switching(UDP2} TCP 7} M%H): UDP(AIRX
Mo Z2ES)E ME TEEZZ YAECE HNMatstes 252 51858 H ¢
St= O|f+& 200HIO|E O|Lf EE&= 1300HIO[E c
CHHDLE 2X|5H7] s A QL CF.

fin]
o)
m
L
o
1=
Hu
Hn
]
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Yl OlE{mjo|A

e

i

i
rot
(%)
o
R
T
=2
on
J
mot

« Allow via rewrite(C}A| 2A7|E Bl ${8): 2tREHS a2 IP A A ZH IP FTAE H
LH2{™ MEHSHL|C}.
SIP A 8o
ges dggLch
= Ao =5 ¥

2™ MeighL ot
« Allow contact rewrite(H2ZtX] CtA| 27| §|{ &) 2tREHO 38 IP A A 2ZEZH IP FAE E
- "1 -
+ Register with server every(gt& MHO| S2) XX E 7|
« DTMF payload type(DTMF HO|2ZE §%): DIMFQ| 7|2 HO|ZE {K&& HZATL|CT
+ Max retransmissions(Z|CH T E): X7t A|=E SX|SH7| O SIP MO AZAZ A5}
+ Seconds until failback(®0f SF7X| H X). Ex SIP MHE FOj =X =
MO CtA| AAZS Al=E W7HX[Q] AlZHX)S HE Lt

oA
Pas
N
N
rt
j%2]
o

AH

=
=
oA

o

i S | SIP accounts(SIP A|g) ofafio LHEEHLL. SE&E AZe 3% Myol A
o2 HHE € + USLICh

rr
[Ho

o "
AZo =7t A& AS0 HstAHL, AE XHH SHO| BREUAL, SIP MHOM A
2 K A O47| [[HEIOI A OIQL||:|.
=2 XZ T BHA —=2 T Mg .
peer to peer(H|0| & HOf, 7|2 HH) AH2 As2=2 HGE AYYLICH StLt O|¢o| CHE AFS =
LY AYS 7|2aez 20 32 Ol AYS MHT = ASLICL 2= AES SIP A-S X ZoHA| @
1 VAPIX® API(OfE2|70]d Z2a2fY AHIO0|A) 25 +dY 42 < 7I= AEOl AEELLHL

* Active(292}): AFS A5t H HEASHL T

* Make default(Z|2Z2 2 X|F): O] AYE 7|= AZ2=z XFsota{H MEgtLCh 7|2 Aol A
OfOF 3oy, 7|= A¥2 stLitt = = UASLIC

+ Answer automatically(X\}32 2 SE): 4 E310| Xtso=2 SESIH MEHSHL|C].

» Prioritize IPv6 over IPv4(IPv4HLC} IPv6E L MSIEE MH) @ : IPv6 over IPv4 FA0| 2
M #°|2 X|Hoj{P MestL|Ct O 1Pv4 &
Sofol O|gof GAT W) LEBLICh 1Pv6 F20 BHE Z0IQl O[S of ChaA Tt Pv6o)

2% 0 98

M =9 E XNZg = AFLIC

« O|F: 230 matE O[5S YHYULL OE =0 g1t 0|8, 9 E£= /XY = A&U
Ch. 0| &0 S=&| A& L L

+ User ID(AX} ID): EA|0f 2P E 1Rt M E= [l HSE A SfLCH

+ Peer-to-peer(L|0| & H|0]): 2Z L EQI0|M L2 SIP X E XY S5t= o ALEELICH

* Registered(S£E): SIP MHE S 22 HESRA 2F2| SIP YXE =5t= O AHEELILH

« EHQ AR TVt 4% 38 LhQ 0|2 YL =0 o822 THE AZE =& ¢
M SIP =40 Y22 HA[EL|CE

o D|AQIE: SIP MHO| CHel QB st7| et SIP AFnt AZE jAJEE L Ch

« QS ID: SIP MH{Of s 2F5t7| ?I3 At&E= 215 IDE LHELCH 25 ID7} ALEX} IDe}
ZS A9 o5 DS YU art gLt

+ Caller-ID(2 A%} ID): Axis ZX|O|AM EL= 32| #+MXOAH HAE = O] S YLICEH

. Registrar(SEx}): SExto] IP FAE 2L}

+ Transport mode(H & BE): AHZFO SIP M4 BEE MEHSHL|CHUPD, TCP &= TLS).

o TLS version(TLS H{A)(F £ ZE TLSEH: Al2% TLS A2 MEdSHL|CF B{A v1.2 Y v1.30] 7}
Z etHetL Tt Automatic(X}&)2 AIAEOAM MElg = A= 7MY Ao S MESHL O}

+ Media encryption(O|C|0] &S 3})(HE Z= TLSTH: SIP 20 OjCjof(C| U F4hof cist
ozt RS MENSLLL

« Certificate(only with transport mode TLS)(2IZA(H& ZE TLSDhH): S AME MEiTHL|Ct

(o)

QISME =5t d MEfgtL|Ct.
« Secondary SIP server(2 = SIP AH{): 7|2 SIP MHO| &
ol S5 MEst=S ota{d ZHLU o

Zh): s dH :
« Verify server certificate(only with transport mode TLS)(MH{ QZAM =ZQI(ME ZE TLSEH): AMH
=

O Mujst AL ZX|7F EX SIP MH
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o QUE{H oA

SIP secure(SIP HQI): SIPS(Secure Session Initiation Protocol)&
TLS M& BEE ARSI Effme oASslstL|C}.

. 1= [}
iEM

+ Proxy(ZEA): TS 73} 2]
Prioritize(2M =2| X|H):
X &ste{ ™ E'~Elo+|_||:}
Server address(AH F
Username(A}Q-I} (o] E)

AHESh2 B MEfBILICE SIPSE

Add sequence(A|3#H

7h: M DTMF(Dual-Tone Multifrequency) A|&
of °|0H LM S|

oH

Accounts(71|7"') DTMF A|-?_Jﬁ§

= oo & oo A8 s

I-D

%}z Events > Rules(O|HIE > E)Z 0
3| 8El= ZXH= 0-9, A-D, #, *Q|L|Cl.Descripti

A2 AXS
15} DTMF A|HAZ

A M S

Lct.
R

A2

— =
=5t
O =
ion
M

—

a0
o TT

te s 2Lt E1
Sequence(A|H A):
M) A|RAER EE|7-|oI-
EWSHL|Ct. peer-to-peer(x]
st

71I7“01| M8 ZREZS MESLIC EE Ojof £ mo AF

riuzet Hu

X Mo O[HMIES

=

v}

o

—

AL

mH 2 1150 |H

X-IO EOIO} J_LEEE!_ MK 3%

ey
o

RTP (RFC2833)(RTP(RFC2833) Al€): RTP If 3l 0f| A DTMF(DuaI Tone Multlfrequency)
S5{85t8{H ZL|Ct.Use SIP INFO (RFC2976)(SIP INFO(RFC2976) A}Q—)
INFO III-||A-|': = olu}x-lg; A-")Gljl_l- _._|-E4E| A-l EHK-I oH

3

SIP account(SIP A|H): EHAE M3IE Z 4
. = 22510 HAE ®3E 40l AHO|

S Mesict,

3!
HSotEX

SIP address(SIP

FA). SIP

o M| A

A2 BE

Use access list(2 M| A
X KH -
o -

« Allow(s]|£):
Block(X}EH):

o i &
. M| A
—I_ Add source(AA F7
o AR ID EE= SIP M

b):
H =
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H QoA
User multicast controller(A}2 X} HE|FJHAE HEE2) HE|IIAE ZHEEYHE 55t AL
Ct.Audio codec(2C|@ IH). QC|2 IS MEISHL|C} Source(2A):. M ZEEFIAE HAEE
Bl 422 =JELCH
. Label(EP’“) **OHM OFZ| AMESHA| f2 2tHo| 0|2 YHT LT
+ Source(£ AAE B C)
| e EE2 dagycr
« Priority(2M &=9]): M8 =& MEiSLIC}
+ Profile(Z2atY) Z=Z2ntA 3 MEHSHL|LC}
« SRTP key(SRTP 7|): SRTP 7|2 Q& &fL|C}.
: a0 e HF0ls S0 ZE LCHEdit(EE): ZEJFHIAE HEED AAE HYTLC
AH: HEIFHAE HEEZ AAE AKX T L LCH
=2
=
S35t HE
Enable call button(E3} HE EM3l): E3| HEZ A3t H ZL|Cl.Standby light(CH7| EA|S): E3} H
£ FHO WY HEASO Oist SMS MEighLch
+ Auto(X}&) C O] Xz FH =go| et WY BEAlSS AL SLCH
« On(#H7(): X7t U7 ZEO| AS W LT HASO| S HM UFLICH
« Off(M7]): EX7t Cf7] 220 AS M WE HASO| & HN JSL|CH
Recipients(5=MZ}): £727t7F 82t HHES £E I MatE Z2 GUAXE StLt 0|4 MEASALL Mgt
Ch & © 0|49 NS XJketdl SX0] BE SMXIOH MBIt AYLICL SP 52} MR
EH 6‘:”0I'31 VMS &3t =AMXH= 2|2 L CHFallback(EiX[): =4IXt7t 2| MSHX| Q= A< E CHH|SHO
S0M A ANE FIteL
kA
rCle
H| T
- MEP orie BYe M Hag O MAHLUL
o ¥ =0l F3 B0 2L SEOIL AQS HESHH, Ot S| HEE|X| f&LLCH
Ringtone(# 28]): =27} TX|0f MelE Z I MME QC|Q 27S MefL|Ct 2210|HE ALR3I0] 7
218 ZZFgL|CtRingback tone(%?z} E?ai%): STt X oM ME A [f oY QL) S Mg
LICt. Z=2t0|HE ALEStY A Qle =FEeL o)
VMS E3}
VMS E3}
Allow calls in the video management software (VMS)(H|C|2 OjL|X|HE A= EQO{(VMS)HAM E3} 3
8) XM VMSE S5t & 5{8ste{ T MEISL|CE SIP7} T A QLo = VMS SE & = UASULCLE

AMZb x3): OFR = SESHA S Z2 &3t MRS A0 AlZtS 28Ut
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Yl OlE{mjo|A

e

2|
o1z

ol 2IE(Y3)

Status(AHER):

Use external OSDP reader(2|5. OSDP E|C At2): 25 2|Het & EXE Ar2sts{H ALYCH 2|4
£ 2/ HEH AaFdL o)

+ Connected(FZE): X7} g4 & 2|0 AZHEOf AELIC
. Connecting(al’é 3): THL ol alvo] HA2 A= Qg ch
+ Not connected(HZAEK|X| &) OSDP7} 7HH QUELILCt.

2l ZRES

=
+ VAPIX reader(VAPIX El E-|) AXls EO‘I Al EiE{ off 2t A
E

. Wlegand

Protocol(ZE2E&): HTTPS = HTTPE MEighL|CY.
Door controller address(Eoi 9'|EEE-I -’.‘-_t) £0 HAEEDYO IP T2 E YHTL|CH
|> [e]

User name(At&Xt O|2). =0f ZIEZ2{o ALEXt 0|22 YABtLrt
AR E: 501 HEEeiof A= el
Connect(dZ): 0 HEEZHY A o ZalshL

Z5t C}.
Select reader(E||:-| MEH): otore oo CHSH 9 2|C 2 MEfsL|C).
* OSDP address(OSDP FA): OSDP 2|H

OIRF JHa UBHE{Ql F4 QLT

Beeper(°*'E*°) Mg g gdstste{® ALt
Input for beeper(2= 7| Q).

MBS0l AFREE O mES Metsict,
Input used for LED control(LED X|0{0f A}E K] ): AX|0|AM LED mEUE X o8t
= O A8 /O ZE =5 HEiSL|C}
lnput for LED1/LED2(LED1/LED2-8- 1 =): £ MEHSHL|C}
Idle color(2% MAH): LEDZ HO{3t= G

7| AEZIO|ZO| HEA|S HH AHOI-E ME4S
Color for state Iow/hlgh(**EH Se/=20| M
A ME| LS O AME =22 27

ldle coIor/LEDl coIor/LEDZ color/LED
/LED1+LED2 MAbN): = 7H0| /O ZE7
LED1 + LED20f 22zt EA| gg% A1I;$FL| E|-
Keypress format(7| 4+
St Higs )\-|EH0I-|_||:|»
FourBlt PIN 1234 0x1 Ox
X QHER O] = XFOIL|CE,
EightBitZeroPadded: PIN 1234 QI3 Y L0 0x01 0x02 0x03 0x04=2 T EIL|CE
EightBitInvertPadded: PIN 1234= QI3 Y L]0 OxEl 0xD2 0xC3 O0xB4= T & E L|CT
Wiegand26: PIN2 8H|E A|d REQ 16HE IDE AE3lQ Wiegand26 %MEE oA
oI =L o},

(o= |

Wiegand34: PIN2 16H|E A|d T EQt 16H|E IDE AIE30] Wiegand34 Aoz
ol A ClElL|C}.

Wiegand37: PIN2 35H|E IDE AtE23}0] Wiegand37 & AI(H10302)2 2 Q1A G E L|C}.
Wlegand37FaC|I|tyCode PIN2 16H|E A|d ZEQ 19H|E IDE Afﬂo}01 Wiegand37
@M(H10304)2§ olma Gl EL|C}.

Facility code(A|d RE) EHY A|d FCE ASIAMAR. 0 SN2 YE 7| £27
HAO M AFBY % YUsLiC

S @
o J>
rkE
or
M
2
oA
>t
Hu
r
of>
T
rH
ok
1=
mjo
A
oA

24
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2l

<r
160

Kl

|

o
pod

x|
o
=

et ct.
5}0| Wiegand37
E9]

L|C}.
Ct. 7t

|25

o
i}

)o=
A&

=

}Q| Wiegand34
=

.

FO| Wiegand26
[e)

23
AHE
5 A (H10302

.
o

A

=

=

=

9o} 16H|E ID
Fo| Wiegand37

W 3 0o OF

9} 16H|E ID
L|C}.

.
o

=3

I

=

2
=)

.
o

|y

3

pS|
=
16H|E A|d REQ 19H|E ID

=

=

=

ID

E

16H|E Al
q
ot LX|sfof

354
L| C}.
L

d

=
=
=

=

(]

o
=

tAL 7

R
=

o

A
o

4

o
o

A

2
=

o

23 Ol 0| E of
st

7IE HO|H

L|C}.
7tE OlOo|H

» Wiegand37FacilityCode: 7}= [|O|H

g

EE A
=)
2AD:

LI,
e

2
(H10304) o2 ol=aH

Custom(AF2 X} X|H): XfAlQ|

Facility code override mode(A|d I E

A& Ald ZES FASHA] §F

Raw(& A]): ZtE G
« Wiegand26: 7|t {
goAlg 2
« Optional(gM):

Override(

I(:3|
- Wiegand34

=

- Wiegand37
Al
Al

Select data format(Cl|O|E{ &
482 g2 Mo gAof

PIN

i

L|Ct.Timeout (seconds, 3-50)(x1} A|ZH(ZX, 3-50)): PIN

|

o

=

LTRSS
U=
_— )
i} -
L ol
N Rl
K ] ol
oo
g
[H] =
TuN
p1 €<

=
(=

P

.
¢

(]

<]
=

02 A3

Z20|S
2EZ F0t7t7| Mo Zats|of

o 7l
-
o
aT

74

Length (0-32)(Z0](0-32)): PINQ| Xj2l&Z2 Q2
x| 7}

| -
[

ooggu<im
< goo%
oV 14
<k
O Wo Bl
m_. KY %1
300 IHr &

M &OK|o
H
Sl

1 e 1T
W83
o o
360 /T oju &0

SE 7IMRI)E 2E5t0 ot

-

Lt Get latest(%| Al

=
H
[l
=3

Rl o oo
ki Somoom |

ul X%
o
R <
o XK &l

LICk Xt

I

S
=

INIAES!

L|C}.

F

=

o
o

Al
25

x)

o

X 4
747 BT Y
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o QUE{H oA

Noise cancellation('20|= H|#H): HiZd LO|=E X A3l Ll EZXE A A|7|2{H Z L|CtInput type(Y
E )] D OE S0, W& otoj3 = 2ol e 42 28 fYS UEE L Ch.Power type(H ¥
+9) © YEo| oot M fYs MEYLIChApply changes(t1d AtE X &) DAE AN S A
83%tL|C}.Echo cancellation(0f] 2 M| A) @ Fet Sl Fol |2 E Mot EH ZHL Ct.Separate gain
controls(B T #|Ql H|0f) C CHE 28 Y0 o8 7HEXcz AQlS =7F5te{® Z L Tt Automatic

gain control(Xt3 #|Ql x| 0f) o a2l gistof wep A 2lS

Moz ZHSIHH FHAA LR Gain(HQl):
SEf0IHE ALESH A ¢ &

A sfEer ct.

g3 =3 f¥e EAPLIL

Gain(#Ql): £2t0|HE AM83tH A Qs HBELICE 2m7 Oto|2E 25}
Sif & gt L| Ct.

k=)
ojo
>
N
kA
rr
ojo
b
N

rE2
Encoding(Q R E): 92 Ax AE2|Y0| ASY RYS MY 2CjQ A HY U YL
oot QAT Mes & olmlch oo g MM Y2 AL 72D Enable audio input(2r]e
C
T .

erCle 2
| Add cip(88 F7I): M 2L 282 F7teL L} .au, .mp3, .opus, .vorbis, .wav O} At
g = UA&L L |> e ZES ALt e 28 MHS SXgLct - o
of &&= Mwol= CH30| =gt &Lt
« Rename(0| & HIR7|): 2C|@ & 0|E2 HATLLC}
- Create link(3 M4): AL I HX|0IN 2C|Q SYS WHste URLS 44BLICL YL
e 28 s+=E XFggL Lt
« Download(C}2EE). L2 S22 AFEHO CLRECSHL L
o AF: FXOM 2Ll S-S MXTLLCH
=] £
=2
: H S S = 3 = = SIE2E T AlS ® =
Ongoing recordings(=32} 21 ). XM A T2 2= =35 HA[GLICH XM S2E Al
o o ® N o o
ArghL|ct. @ Mg AE2[X| X E MESLCH XM =315 SAYLLLFS22 SX|otA
Lt ZX|E Z=Z6IH Triggered recordings(EE|7 =317 &2 & L|Ct.Continuous recordings(@d % 3=
TSR FXY WA ALZEUCH X7 AN U0 E X E CHA| A|ZSHE S32t7F A% & L Ct

D == o1 D 3= o =73 Vv AN sL= ol o T
=otas AdetL o == MES SA L =ot=0f| Lot Y2 SMS HA|
St7{Lt & A L|CtSet export range(L{ 2 LY7| Y| 2H): =oi=20 AL WWELHE 7|2t AHYLICH &
Ko P{X|Qf CHE A|ZFCHOIA X HSHCHE, AlZH BPl= FX[Q| AMZULHE 7|&22 SL|CHEncrypt(&=3}):
EH =ot=0f oot AYEE S8t MeLCH WEWH o2 HA9e glo] & = glaLt
@ =ot=2S MASE B S L CHExport(LHELY]): =38t ©H £ 78 HEYLCH
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¥ QIE oA

T =3E ZHASHE S EL L From(*l") E8 AT o|F0f HdAHE =2E BEA|ZL|CLTo(E): EF
MNEIX| =212 H AL CHSource(A2) A2AE JHOE =58 BAIZLLCHL a2rs MME oL
ChEvent(O|MIE): O[HIES 7|¢toZ =312 BAISLICLME BA: AE2(X S| Wal Sot2 BAISL|CH
OH
=

| Add app(¥ FE7h): M ¥ MX|EL|CLFind more apps(F7F ¥ &7|): dX|g WS O HEL|CH Axis
ol 7§ m|0|X|Z O|= E L|Ct.Allow unsigned apps(AHE|X|] 22 A 5 E) DN YHE|X] U2 M M|
£ 5|85t H ZL|CtAllow root-privileged apps(root #eH0| U= A 5 &) root HeH0| U WO|
xKlOf Tt DA AP SZStAB FLCH A AXIS OS X ACAP 0| Hot IHI0|ES SQIBHIAIL.
H| 1

SA0 o WS HASHH TX|Q ds0 S OH = AFHC

A Ol o U A/AKXE MBSO WS A|ZSHAL SXSLCLET]: ¥l o A LICH AL
& Jtset A2 ofE2|AOo| Mo et HetE L Y8 ofE2|AHojM0= HFO| = o
g0 %= HFrol=s Cfe S8 5 StLt O|40| ZohE £ UASL(CH

« Open-source license(2LE LA BIO[MA): HOA AIEE= LE A4 2io|MAQ Cist HE
= &|C},

« App log(¥ 21): ¥ O/HESl 205 FLCt 21+ X MH[200| ol If R8¢L(Ct

+ Activate license with a key(7| 2 ZtO|MA Zd35}): 40| 2Oo|MAT st AL EM3leof &
LICE EX|7 U0 dZ8e = gle 2% 0 M2 AH8EL Lt
2to| Ml A F|7F QICHH axis.com/products/analytics2 O|sgtL|CE 2O|MA 7|& MMdsie{™ 2to| M
A AEQ Axis ME €3 H I sk O}

» Activate license automatically(2l0|MIAE XtSo 2 EMSl): Mo 2lo|MAT ZQst AL 24
otefoF ofL|Ch ZX|7t °._|E151'01I Adg = e 82 0 %t% Ar&gtLCt 2to|MAE
gdotste{ M 2o|dMA FETF oLt

« 2to|dA H|EE3L o E S0 HI@T‘J 2to[ A0 M FA 2lO|MAR HASE FP, 2O[MAE
H2gdztsto] CHE 2lo|MAZ WXLt 2to|MAE H|ZMdetstH X oME XN AHE LT

. Settings(8A): Dj7j+5 RS}

o AMH XM WS %‘-_r”‘ o= AXNSHAIR. HA ZiO|MAE HZ/EIISHA| G W =y
SEf2 |XlELCH

WES-!
INELETIE 2
S L A2
Azt gAalg A 22teXol oo 4o et CHE LT}
H| 3
TXQl EMet AIZHS NTP MH 2t |2t5t= Z0| F&LULCH
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Yl OlE{mjo|A

e

Synchronization(S7|3}): X X|Q IR 8l A|ZF S7|3 §MS MEiSHL T}

DHCP AMHOf SHZAE =t NTP 7| A7 MH et S7|3tgtL

NTP MH 2} =7|stgtL|LCt.

« Automatic date and time (manual NTS KE servers)(X}S 2& U AJZHES NTS KE A{H)):

AZ NTS KE MB{: 3L} TE= = J40| NTP MB{O| IP =AEZ QaSHL|CE & J42| NTP A{H
£ ME3te 4% FAls F MHO| LE WES 7|2 AZtE 57|95t mFHSLCH
- Max NTP poll time(X|Cf NTP Z& A[ZH: YUHO|EE A|ZtS AJ| 3| NTP MHE Z2
o W7FX] FX|7F Z7|Ch2{oF Sh= Z|Cf AlZtS MEHQEL|C
- Min NTP poll time(X|4& NTP Za A|Z}): HO|EE A|ZtS 27| Q) NTP MHE Z2
o W7FR| FX|ZF 7|Ch2{OF Sh= X4 AlZtES MEHGEL|CH
« Automatic date and time (NTP server using DHCP)(X}- & &% % A|ZH(DHCPE Al23%l= NTP
MH)): DHCP MH{O0| HZAE NTP MH el F7|otetLCt.
- Fallback NTP servers(CHH| NTP A{H): SlL} EE= S JHo] CHA| ME{Q IP F=AE QB CH
- Max NTP poll time(X|Cf NTP Z2 A|ZH: AGO|EE A[ZtS 27| Q8 NTP MHE Z2
& W7FX| FX| 7t 7|Ch2{oF Sh= X[ AlZtS MEHGEL|CH
- Min NTP poll time(X|4& NTP Z& A|Z}): HO/EE A7t 27| Q) NTP MHE Z2
& W7EX| FX|ZF 7|Ch2{oF Sh= XA AlZtS MERGEL|CH
« Automatic date and time (manual NTP server)(X}S Y X S A|ZHES NTP A{H)): MEiT

A5 NTP MB: &L} L= = J4O| NTP AMB{Q| IP =AEZ QaistL|Cl. = 49| NTP AMH{Z
ANESte 4% FAle= & MHO| AZE WES 7|2 AZtS 7|25t n =FgL|C}
- Max NTP poll time(X|C| NTP Z2& A|ZH: YHO|EE A|Z+S 7| Q3 NTP MHE Z2
g W7HX] FX|7b 7|Ch2{oF St= X|COf Al7hS MERBEL|CE
- Min NTP poll time(X|2 NTP Z& A|Z}): GO|EE A|ZtS AJ| Q8 NTP MHE Z2
g W7HX] FX|7F 7|Ch2{0F St= XA A|7hS MERBHL|CE
+ Custom date and time(AI2X} X|™ Ym U A|Zh): =502 YR LU A|ZHS M™HSHL|CH Get
from system(A| 2RO 7t 27])2 S50 ARYH L= ZHY FX|0M ER X A2 4
g o X JtM S Lt
AZHCH: A A|ZICHE MEHSHLICE U HOF AlZt Bl &FE AlZHO| SHF A|ZH0| XAiso 2 AFE L L}
« DHCP: DHCP MH{o| A|ZICHE XHEHGILICt. O] SMES MEHSI2E HX ZX|7F DHCP MH
O] HZZO AO{OF grL|Ch
. Manual(#5) CECHR S20|M A|ZHHE Metery|ch,
H| 3
AMAEIOME B8 =3, 2 W A" AF0 R/ & AlZH 2F0| ASE LT
A 2|
XL As XE LHTLCH o el AIA->oM of HEE AMESHY X =0|M HXE RELLCHL
+ latitude(9| k). & 442 Bz =FS LEFHLCH
+ Longitude(Z ) L=+ 42 2xXM %S LIEFRLIC
+ Heading(8). ZX|7} Sot LpAEl 9siS @2BiLich 02 Y22 LIEpgL L
+ Label(2}'d): ZX|0f CHot HHO| ZoE O|F S FHSLLCH
« Save(XM%): TA X E NS ST
T4 ol
Chstd &A| o|OjX|: o|OjX|el HES 2E5IY HH 7| =58 AlS2o|detL Tt Ol &3l &X| o S2[F
o2 WNASK $nE 1MS A[ESiALL SIEY 0 2XE SHZT & s LIChLatest credentials(2]2 Xt
4 59) D OIXEe 2 SEE X Yo i EE mAIZL T Z4M X4 Y Hlof
§E mAgUC @ Ago] S ojRojs Chgo| EerE LC
« Reverse UID(UID HtF): UIDO| byte :=AlE HtMA|ZL|C}.
« Revert UID(UID £|Eal): UIDQ| byte A2 | M2 E =g L|Ct
+ Copy to clipboard(2& EHE0| ZA}): UIDE EAtstL|Ct
Check credentials(XtZ S% 2tol) L UD T T2 YEn HZS0] AH S ol
ANAEe DROM At SHE A8 21t SUs WAooz SEFLL UDe o] 55 Hadh &
2 UDE Yeste 2oz AlFect
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2 QlE{H oA

e

HES$3
IPv4

Assign IPv4 automatically(IPv4 X} &2): HEQ3 2t2EIF X
MEfSHLICH CHEE2| HES A0 Cisf Ats IP(DHCP)E HZE e L|CHIP
MAQ. DY P FAL 2 FaJL 19 AL H2lE HESI oA Pa
s ot
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2

S
Q
Q.
Q.
=
(]
wn
|'ﬂ.| -+ |'||- rII'I

ZF=AE QE Tt CtFallback to stati s if
A2 NP IP FAR EM). DHCPE ABE = gl IP FAE
kSR ES

Q
I
23,
omn _
|05

IPv6

Assign IPv6 automatically(IPv6 X} &) IPv62 HD HESQA 2t2H7t X0 IP FAE Xt
o= Uz E fafp MegL|C),

oln

E 0|52 X322 g HEQI 2teEI YK SAE O[S 1
HEYYLICLSAE O] F: YX| O HMASHE CHE YHOR Ao 2
A ANLE 205 SAE O|ES MEBYLUCLL HE8KE EAE A~Z a~z 0~9, -YLIC}

DNS AMH

Assign DNS automatically(DNA XI5 &¢}): DHCP ME{ 7} ZAAM 0ol Sl DNS M FAE XX Xt
So2 U o2 MHSLCh [jE2o| YEI0| Cfs AHS DNS(DHCP)E M 3tL|CtSearch
domains(= 0| Q! HM). MAIILX| U2 TAE O

=
LS T ==
FIHS SESHD X7t A8l SAE 0|52 AMY CHQIS YU SL|CLDNS servers(DNS AMH):

= =
Add DNS server(DNS AMH| =7hHZ =231 DNS MHO| IP Z=AEZ Q2StL|CL 0] M= HE 0N
SAE O|ES IP FAE WSl HITL T

HTTP 5! HTTPS

HTTPS= AtEAe| HO|X| F Sl & MHOo|AM HretE TOo|X|of thet Y2otE MISots Z2EZYLICH 2=
ofEl YE w2 MH ol M2lds 2ot HTTPS ASME AH&0t0] 2| Lt

N
x
i
nx
ﬁ (V2]
[e]3
=t
o
ot
-
n
0

XM HTTPSE AtE3t2{™ HTTPS ¢l

OIS ME MMt MAX|St2{H System >
Security(A| 28 > HONZ 0| FTL|LCt.

=)

Allow access through(d M A | &): AFEX7F HTTP, HTTPS 2= HTTP and HTTPS(HTTP S HTTPS) =2
EE & OE Sof &X0| AAst=F S ELX| MeigL|C}
H| D
HTTPSE &3l =2tz ¥ HO|X|E Ee= 2% £3| HOXIE Ng 28 I 450| Mt
AS L L
HTTP port(HTTP ZE). AT HTTP ZEE UESIL|C XX EZE 80 fE& 1024-65535 HRo 2
£ ZEZS §BBLICH HRARE RI0S F2 11023 ¥9o| ZES YT & YsLCh 0] Helol
TEE AMNESH A7t BA|ELCHHTTPS port(HTTPS EE). A% HTTPS ZmEE QoL Ct ZHK]|
= I E 443 b= 1024-65535 HR|o mE ZEE 2% L L ZUZAE 2AQIsH 42 1-1023 H 29|
ZEE 28y = QSLCLH O ol ZEZS ALESIH Z 17t ®A|E L Ch.Certificate(QUF AM): FX|
Of HTTPSE Z-datste{™ ASME MEHGL|CE
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e

2 QlE{H oA

HEHI M4 =Z2EZE
Bonjour®: HEQI0M A& HAME 3|85t2{H 0| FMS ZL|CL.Bonjour O|F: HEIO0 BAY 0|2
UHYLCEL 7|2 0|52 TA| O|§1 MAC FALICLUPNP®: L EQIS0M XIS HAMES 31852 H 0] &
MS ZLCLUPNP O|&: YESZ0 EAY 0|F2 YHLLICL 7|& 0|2 TA O|F3 MAC Fo L
CLWS-HM: WEIM A5 AMS o{8ot2iH 0| 545 FLICILLDP 5 CDP: LI EAJ 0 Xt5 A4
2 o|25t2{H o] FME ZLCt LLDP 3l CDPE II™H PoE M@ A0 X|A0| M4 5= JAESL|CE PokE M
g s 2HE SH2SI2H SHE/O Pok MR Y ME2Z PoE 29X E P
=EE2H T\
Hitp proxy(Http ZZA|): |88 HA0| [t 32 T2A| SAE E& P FAS XYBLICHHtps
proxy(Https TEX)): 6|25 HAof T2t 22 T2A| SAE E& P 548 AFHLICH
HTTP 9 HTTPS T2 A|0f &&= HAl
 http(s)://host:port
 http(s)://user@host:port
« http(s)://user:pass@host:port
H| O
HXE MAIZSO 228 ZEA 4¥2 H8U
No proxy(ZEA| §18) 22 T2A|S 235120 No proxy(ZEA| 812)2 ALBYLICL 220 AU 2
M E SILIE QAL dE2 PE0 o2 HE YLt
- HF7
. P FA KW
. CIDR HAlo| IP =4 X|H
o OO o2 X|H(0: www.<EHQl 0|2 >.com).
- E8 Mo 2ZE ot =0l XF(O: .<=mQl 0] F>.com).
One-Click Cloud Connection
One-click cloud connection(O3C)1dt O3C MH|A= O XA LE AAIZE B =31 A0 20 otMsH Ol Ul
HMAE MBS LCH XM LHE 2 axis.com/end-to-end-solutions/hosted-servicess ERSIMA| L.
Allow 03C(03C & 8):
« 28 0|A0| 7|2 AFYLILt. AHUS S O3C MH| A0 HZASIHE FKX| O MO HE
= ZH FELUL Mol HES F£E = 24A1ZF O[LJ0| O3C MH| 20| HXE SE3HOF oL
Ch. O™X| o™ FX[7F O3C MH|A0A HA SN ELICL ZXE SEET Always(2 )
7t 2gete|n FX|[7) 03C MH|A~0f HZE M FXA|EL L
o g A ABUHS SO O3C MH|A0 ol HAAS X[EHo2 AzgtL . X5 SE5HH
O3C MH|20f AZE X FXE YO X2 HO HEO FX s 82 0 4845 MEHLCH
« OfL{Q: O3C MH|AE HjZdatetL L.
Proxy settings (ZEA| H7): ZQot Z2 ZEA 2FS Y50 TEA MBO| HEYLCLSAE: TF
Al MEO| FAE UHYLICLEE: HMA0 AMEE= ZE HS S YHYAIL 2R Sl IjAE: L@
o 39 ZEA MHOf Ciot AEX 0|5 8l A EE Q2oL ChAuthentication method(215 UH):
« 7|2 O] W2 HTTPO| CHel 7t 22bd0| FOojH Q15 MAYLICH Y2SHEX| gF2 AREXA} O
S0t AES MHZ HE57| [HZ 0] Digest(EIO|HIAE) A ECH OFHSEX| RS LICH
« CIO|HAE: O A2 oY HEJIS SO Yootel AJYEE HESHI| WE0f o FFSLCt.
« AE: O] FHS AMESHH X /A= SY W2t X7t A Yy M = ASLICL 2
?l= CIO|H2E 2, 7|2 &Y &M=z dFL(Ch N
2/A AF 7|(0AK): 27X 21F 7|5 7IM22{H Get key(7] 7t 27|)& S=HELL 0[A2 FX
7t YetHOoILE ZEAIQIO] QU0 HAE B0 s LICH
SNMP
SNMP(Simple Network Management Protocol)& O|238l0 HEQI ZEXE 2oz g £ JASL|CH
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9 QlE{H o] A
SNMP: Al28% SNMP HHA S MENSHL|C}.
« vl 8! v2c
- Read community(2{7] HRLIE]): X|&E= ZE SNMP iAo CHs &7 ©& HBHO|
A HRLE O|FE 8L 7|22 3L
- Write communlty(M7| 9-|-.'E.'-L|E|): XRE= BE SNMP ZHKA| 0 CHal 47| EE= 27| &t
O] fl= HRLUE| 0|2 YHYLICHYZ| ©E& AN HMe|). 7|22 27| YL(Ct
- Activate traps(E3 2/d3}): ERMETE Zd3ste{H HYA R HX s EYS AESHY
Qs O|HME &= B HA0| Chot DIAIX|E 22| A|AE0 EYLCH A QIEm|o] A0
M SNMP v1 % v2coj CHot ERZ - = JASL|CE SNMP v3o 2 HZASHHLE SNMP
E 11H E-MO| X522 JHELICE SNMP v3E A28t 22 SNMP v3 22| ojE 2|
OjME 8¢l EHEZ HEY = USLICH
- Trap address(E3Y F4). 2| MHQ| IP FA EEs IAE O|EF YHGYAIR.
- Trap community(E3 F{JLE|): X7t 22| A|AH E- HAXE 29 If AL
AR LUEE Y¥aEgL
- Traps(E®):
- Cold start(2£ HEl). ZX|7} A|7£|FEEI M E HAIXE E'—,:','I_U:f
- Warm start(® AEIE): SNMP MM S HAEAY [ E QAKX S 2 WHL|C}.
- Link up(d3 €): 237} Ct20f | M Yoz HZAER 22 EH™ EI1|/\|7<| B
- Authentication failed(21Z AlGf): Q1= A|Z7} AI|SIH E HA|X|E EWHL|CH
H|
SNMP vl & v2c EMS 73 TE Axis H[C|Q MIB E20| ZMSIEL|CH XAS L
AXIS OS Pon‘a/> SNMPE EZSHM 2.
« v3: SNMP v3& =3} Ol HOt S E X|S6t= ECt etM ot ™ YLICE SNMP v3E A5t H
A7t HTTPSE Sl MS L E&E HTTPSE EMotst= 0| 5L CH D ATH0| Q= YAALIt
LS oE[X| 242 SNMP vl QU v2c EBM0| AN ASHE AS WX|BLCH SNMP v3E ALE35t= 4%
SNMP v3 #2| ofE2[AH oS Sl EHS H-E = JASLICH
Password for the account “initial’('ZX7|" || mjA L E): 0|£0| 'initial'@l A X 9|
SNMP IfAQQEE U= THL|CE HTTPSE ZM3I5HA| e MAQYEE MES 5= UX| T
HESHK| °**'—I'1f SNMP v3 THAQE = oF HOF Mot 4= Q1 HTTPST} g 4atE AR
oot MHS= 20| Z&LICH WAYCSE MHSH HAYE et of oA mAEK &
SLICH IfAQEE CHA| 4752 EH X E 3 7|2 4= MHH|oF gt
& of
Y
IEME= HERIYO HXE 21Fste O AFEELICE O] FX|= F 7HX] Yo QAZME X AL}
« Client/server certificates(22}0|AHE/AMH QS A|)
SE0|AHE/MH ASZ M= &KX 2 IDE 7*56PD=| XA MEE = Ao CARIS 7[00l &
2 = JASUHCE XA MY ASM= MotE EZE HIotH CA 2 ASME 7] A
R AHEE = ASLICH
« CA 9= N
CA 2ZME AMESHY I ASME QAFLLCE OE S0, X7} IEEE 802.1XE EZE|=
HEZo A= 42 2F MHo IDE ATTLCH ZXos o2 7Hel AFME HX|= CA
RIS M7t L& L
XNdE= YA 21 254
o OI= XM @Al: PEM, .CER, .PFX
« JJOl 7| HAl: PKCS#1 Q! PKCS#12
S8 At
BKRE ST £ Al 7|2UCE MWHPSH ZE QASM7L AXELCH AHE AX|E CA 2EAM
P CRA] AX| &L
—I_ Add certificate(QSAM F7}) : ASAME =75t SEIBHL| T
+ More(G| E7]) e St AL el =Tt HEE BA|RLCH

31



https://help.axis.com/en-us/axis-os#simple-network-management-protocol-snmp

AXIS 17010-VE Network Intercom

o QUE{H oA

« Secure keystore(H 9t 7| X ZEA): 740l 7|

2 oset guelEe MBI

o= [

oo

© JE0 %= HFo= oS0 ZeE Lo

* Delete certificate(AS M AA): ASME
Secure keystore(sl?_f 7| MEa) ©

= Ar8ote{® MEgL

=3
=

= Trusted Platform Module 2.0 MEHSHL|
2 ¥ help.axis.com/en-us/axis-os#cryptographic-supports & =5}
« Key type(7| &) QIEME EZ5IHH EECHR F50A 7|

=]
=
. Certlflcate information(QISAM HE): HX|=

« Secure element(HQ 2 £)(CC EAL6+): HOt 7| X%
» Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 gt 2):

OF

or

Ct. dEe 2ot 7]

a

o =] .
« Create certificate signing request(21S A MH X M) CIX|E ID 2IZME AMH
g 7120 EY QSM MY ¥ ddgL

Al M&SH2{ ™ Secure element(EQF 2 &

CC

) &
Mol st AMS LHES £

MAIR.
= Y3 FN2[FO0[Lt Of

by
Ot
N
o
OoF
==

In

2 0f E‘P_F 245 ALt H MEgLIT
| Xt

TECER-ER TR

2 514 A| 2. EAPOL version(EAPOL H{H): L E

A K[0| M ALE &=

IEEE 802.1xIEEE 802.1x= M 9 BEM HEY A X EO =S HIst= ZE 7|8t HEKA £9Q K|
O E @It IEEE &= QI L|Ct. IEEE 802.1x= EAP(Extensible Authentication Protocol)& 7|—’.._‘—9§ ot L|C}HIEEE

8021X2 HSE = LEYA0| HMASIAM LEYT MK AHHOZ OIXE|ofof ST SIZL oIF
MHOA I, LdH™H o2 RADIUS A H{(0]|: FreeRADIUS 3! Microsoft Internet Authentlcatlon Server) 2!
L|CtIEEE 802.1AE MACsecIEEE 802.1AE MACsec2 O|C|O °"A1|ﬁ EH ZZEEE o HHZAH GO|H 7|

2900 A 938 Mgl
05 T2EZ - M AS Boh
Bogs fEYIo) HNAS

b

ntication method(21Z ).

lient ertificate(—Z-E}0|°1§ ?_Iokl): IEEE 802.1xE Al2% Z2}0|
ASME ALY ZE0|EQ| IDE QI LCHCA AFN:
2l

Uy 9 DANS Holss EEEQ] MAC(DIL|O] A A HEE) Rol BagL|CtolSHCA ._oM glo] +4
St MH QSN f2d AAZE B2 EetE SX= HAZE HELIO

ASME MY M Axis 7131 Al 7|7] Bl 21T MB = EAP-TLS(Z2HE 7ts €

S 48010 CIXE JEME MM MO OSSLICIRX|7} AENE Sof

T A== 5t H MYE SEH0[AE ASME X0 EX|of0F gt L|C.Authe

150 MEE= EAP RES MEfstLICHC

AE ASME MESLILL 2T MHE

CA QISME MEISI0o] 215 AMHQ| IDE 2oLt ASME MEISHX|

of ZtA Q0| XtH| ©1F5E A|EZgtL|CtEAP ldentlty(EAP ID): E2i0|9E

EAPO M EHS!
IEEE 802.1x(IEEE 802.1x A}-&): IEEE 802.1x #EEE‘E—% AtE2dte{H MEHSHL|CH OIS dHhH o 2 JEEE 802.1x
PEAP-MSCHAPV2E Al23t= 42208t O]8st M™ME o|8¢ &= /JSL|C
« HAQE: T Af%ﬂ IDo| IfAQES YHPLIC
* Peap version(Peap H{H): HEI AQX|0M AL &= Peap H{HS ME4BILICE
« Label(Z}l): 22}0|HE EAP USIE AIRSIE{H 12 MEISD, 2210|HE PEAP U 3HE AHE]
2{® 25 MESIL|C} Peap '2*17‘1 12 A83tE d% WER/I A9KI7) AE5tE 2 AS MEdgtL|Ct
IEEE 802.1ae MACsec(8X CAK/AIH 7 7|)E 2T YEH= A8st= 4202 o2t 288 0|8
g = AFHLH
« 7| ¥X| HZE R J| 0|F: AZ TE O|E(CKN)S YL 2 ~ 64XQ22 & 7t5) 16
Fl40{0f SfLICH CKN2 @i pialofM <= o= As|of 310, X 20| MACsecS & Asi3f
o 230 FZ oM LX|SHOF o LICE
o 7| €X| AFE B F| AZ A J|(CANE YHLLICE. 32X} E= 64Xt2| 16%I=0{0f gL
C}. CAKE QI B0 =502 7Afof 310f, XS0 MACsece EAIsl2{® 229 &
5 BO0A LX|BHOF LT

SXE oY 2 WX

Blocking(xt'th B): A2 el SA4 S XEot2{H AYUA L, FAE e
FE E= g=23 7|5 FEYLCLAE 7|2 2XE Y SHS AE
zd: SS0I AIHE7] WO 585l = £ 25 dijf A+E YHTUC
FOM 8= O 8 Y 5+ ASLICH

I
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- W, ZE Y F PTZ AW AN mE

* M0 Se HFO0l= CH=20| EZEE L|CHUpdate account(#d AHO|E): AFE S48 HAETHY
=}
=

(=] o To= [ — =]
C}Delete account(A® AtH): AHES AHSLCE root AHES AXY % gLt

SEE

LTES

Allow anonymous viewing(2/® H7| &) A™MC=E ZIQISIK| YNE FRLF BHAXIE ZHX|0| HAMA

g £ A E ML CtAllow anonymous PTZ operating(2EO| PTZ 29 3 8) : QHO| ALE
Xt7} ofof x| of EH sf M, 2HE 8l 52 & = ULE St HLCh
SSH A8

_I_ Add SSH account(SSH A Z=7}): A SSH AH™EES =7tslz{d S2lstL|Ct.
« Restrict root access(root M| A X|oh): root WH AL RSt 7|52 Hotsie{®H ZL|CH
« Enable SSH(SSH 2tM3}): SSH MH|AZ A28} ® ZL|C}
Account(A|™): 183t HH 0|22 =TI C}.New password(AH IJALQE): AXE
HAQYEE 1~ 64XP ZO|ofof BtL|Ct. ZXA, =X, 5, €& 72 5 ¢ =
E 32~126)2t AR E0| AT £ Q& LICHRepeat password(I{ A E gHE): ZUSH HAQYEE C}

-

Al QEstAlR A 488 YL CHEM). © H0 X= 0R0l= Ch20| Z3HE L ChUpdate
SSH account(SSH Z|® SIH[0|E) A& £AMS M|} Delete SSH account(SSH A& AMH|): #&
= MHMEUCL root AZ2 A = glELIth

7

_—

N BAE

_|_

Add virtual host(7}4 SAE 7). M 7tA SAEE FI6i8{H 2oL CLEMEEE 0] 714 SAE
E M85t MENSILICEMB O|F: MH{Q| O|F 2 Y= StLICE =Xt 0-9, At A-Z 8 SIO|E(-)TH AtEE
LICLEE: MHIt AZE ZEE AHYLICLType(RE): ALY Q15 RS MEGLCE 7|2, CHO|HAE,
RE ID SO|AM MEHBILICE  ©  d"0o| X OF0= CHS0| ZoHE Lt

- Update(YH[0|E): 7ta SAEES H0]ErL|Ct.
. MH: JHA SAEZ AR

Hlgd3h MBIt HZ2date A& Lo
OpenID 7
2 A

OpenlDE A8t 200g = gle 2% OpenlDE TSt 200g If AFESH CHO|HAE

e 712 A8 Y2 A8 LHLCL
Client ID(Z2}0| 2 E ID): OpenlD At2X} O|ES U =THL|CH.Outgoing Proxy('dl ZEA|): TEA| AHE
ALESt2{H OpenlD GAZS ot TEA| FAE U TIL|CLAdmin claim(22]| X} 9.’21) 22| X Aol S
Q1 24stL| Ct.Provider URL(Z23XI URL): API JIEZQIE OI=& -.-|0P Y 23 E YHSHL|Ct. https:;//[insert
URL]/.weII—known/openid—conflguratlon S Alo|0foF Eop rator m(-?- A 2H): 2gX dEo| S oA
&tL|Ct.Require claim(2% =Q): E20| AO0{0f st= HO|HE °,=,E40H_| Ct.Viewer claim(&H& Xt 2 4): =&
X Aol gf2 gL CHRemote user(} A AL X}): %7—1 AF%XFE AldStE gf2 Y™ ol FX
of & CIEHO| 0] H} NEXIE HASE O S8 UTtScopes(#Sl): 29 A=} & = 9= MH
He |°.:II_| Ct.Client secret(aE}O|°1E H|2): OpenlD IjAQE A= Save(X-le') OpenID Ue MESteH ZE
StL|C}.Enable OpenID(OpenID EA3}): &iXf HZS =1 ZIXF URLOJA x| QIEL 3|23t M ZAL|C}

0f

r=
lul

M
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o QUE{H oA

- TASIE; 20l B A

QE% 7;‘—| ol Edol-|_||:|»

R ERE R
HEE AL g
- YEQI A2

- BAE HEQA AEZXQ IP F

- ll!-I*°J'= EQI5e{ ™ Ij
. SFTP

K™ 0 Y=X| SHOISHAAIL.

SOl CH3H XFMBF LIRS AXIS OS
- SSH BAE ZJ| 7| SL&(SHA256):

l=HO1| CHst REMSE LHE 2 AXIS OS

AZEJ} ZCHE 4L, &AtE 101 el

« SIP or VMS(SIP L= VMS) :
SIP: SIP M3lZ2 Zo{m MENStL|C}
VMS: VMS M3tE Za{™ MEeistL|Ct

. O
- Send email to(0|HY M& C
oz 7f Y=stzH HEE O|HY
- Send email from(O|H{|Q ZAl): =

|-
- Proxy(ZEA|): HTTP A HO| HZAS7

- Username(AI2X} O|E): 219016} H
(o]

URL: HTTPS AH 0| CH3t HEQT =29 8*40 Mg A3
M https://192.168.254.10/cgi-bin/notify.cgi ¢!
- Validate server certificate(MH Q1= A{ =t0l): O| AXE

- Username(AI2X} O|E): 2105t H A
- DAQE: 205 H AQEE
- Proxy(ZEA|): HTTPS MHOQ| AHZAGI7|

NAS(Network-Attached Storage)?} Z2 U ER3 AEE[XE
g = JASLCH o2 MKV(Matroska) Efo' 34*'°§

- Share(Z28): TAEQAN 28 0|%% 2

- Folder(BLf): mMAS NI C|HE

- Username(AIX} 0|E): =21QsteH
AQEE @

SAE: MHO| P FALL SAE 0|2
X7} System > Network > IPv4 an

- =EE: SFTP M7} A3 ZE HSE
- Folder(EO): miYe XN&EE ClHEZ|C
0] EXf5A #OB, TYS PRE I
- Username(A}RI} 0|E) 29354 H
- EjAYE: 20080 [AgCcE
- SSH S AE ZJ 7] S€(MD5): &4 s AE &2
E1OH_IIZr SFTP 22}0|YH E = RSA, DSA, ECDSA 8! ED25519 SAE 7| Q49| SSH-2
856t= SFTP AHE X| L Ct. A A RSAT} MQEI'— HFEH 0| ECDSA, ED25519 B!
DSA7|- I 52 WS SFTP A-|H101|A-| Atg2st=
otL|Ct. Axis ZtX|= MD5 % SHA-256 SA| 7| &
oS 2|dl SHA-256& Afﬁ'—o}'— 40| —-;—g L|Ct. Axis X2 SFTP MHE FMst= &
A NSHAIAIRQ.
124 SAE FZI| 7|(43Xt2| Basebd QAT EXtE)9|
RSA, DSA, ECDSA 3l ED25519 SAE 7| Q39
Sl Ak Al RSAZ} Mg

e
9|7

A22 elgL(ct. SFTP Satoleles
SSH-22 At23l= SFTP MH{Z X[ AfL|Ct.
ED25519 Q! DSAZ} 1 5|2 MZL|Ct SFTP MHO|A ALR3I=
Ql2dsoF SHL|CE Axis ZAJ= MD5 9 SHA-256 3jA| 7|2 25 X|ASHA|PH MD5ECH 242
3t HOLS 9|3 SHA-2562 AlR3t:= 740| ’Ml_m Axis ZHX|2 SFTP AB|2 JASI= &t

Ex

- Use temporary file name(QA| ot 0|E A}B-) XfEOE
%; EEEO}‘E:ID:' A—1EHoI-|_||:|. O-IE
Al

- From SIP account(%“.k_lx} SIP A|H™E): SE0A
- To SIP address(**l X} SIP -.-_+_) SIP =45
- Test(HAE) &3t 480| &35t=X HAESZHHEH
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2 QlE{H oA

e

- Username(AlX} 0| E):
2otk = 22 0 EE% H| % E'—IEL

o mlo
>
0o
Of
2
(7]
<
—
v}
>
=S
10
He
rE
fot
i
o
J.."i

- iE 0 65535 2ol Zk
o 587OI[_||:|.

- Encryptlon(°*29_}) oSS E Af Stg{™, SSL IE= TLSE MEHSIAMA|.

x

gLk 712t

. TCP

K HE O Y=X| SolstAA L.
- Port(ZE): MH HM20| AEE]

rr
Hel
(m
rE
fot
i

o

i

9,1’
-
il

Test(E|2E): 23S HAES2EH S oL

2 AMHO| AEX 0|52 YHYLICE Ol MHOUAM 2SS

com

- mAQE: O A1H1°| A5 LT olH Y MHOAN 2SS QFSHA| &
= 4% o] 2EEE H[Q s L}

- Email server (SMTP)(0|IJ||°I MB(SMTP)): 0| & =0{ smtp.gmail.com, smtp.mail.yahoo.
of 22 SMTP MH O|E& YLt

- Validate server certificate(MH QIS A 2Ql): AUSTIE AIESt= AR AKX o IDE =Qls}
EE MERGEL|CE Of °|"A1" CA( °._% 71200 M KA MYSEALE Lae = &L T
- POP authentication(POP Q1Z): POP AMH O|E S UG H HMAI2(0: pop.gmail.com).
H|
AR oY SEAt= Of4E O|H Y O FALSE HERE FASHHM ALZXIZL 20| 2
HE o2 AL BE= A2 Nosty| @i 2ot EHE AtEgLCh olH Y MaYgHel &
ot FHME =Q15t0] oMY AHO| F7|IZLE o4 O|HYES sX= YOl YEF StHA .

BAE: MHol P Bl BAE 0|82 AW, SLE OES A F2, DNS
A H 7} System > Network > IPv4 and IPV6(A|AH > HELA > IPv4 5! IPv6) Ofzf 0

° o
22{H 22 gtL|Ct.Copy eC|p|ent(-¢-+_l Xl' EE

recipient( IX|- 517|) OE =MX MR HEE r

A2 AR 22sH Q. EAPQ I ME =AMXE HZAS 3 Q& L|ChDelete recipient(Z: III- Ab
H): F=AE %-TLE'EE AHSteE S

UH

=& EZ[HE MBS0 ES =328 Eg|AHY = JUSFLICHL OE E0 =5 E2[HE HE &4 & +4
St &2 NS ATE = USFLICH

MQTT

MQTT(Message Queuing Telemetry Transport)= AIE QU (oS st EF HAIN Z2EZQL|CH G
Stel IoT ESHE o ALY 22 AE FZZH(small code footprint)dt XA HEQA (HEZ0ZE 1A
A E AAGHY| ol CrYot Ao AFEELICH Axis X ~AZEQ|0{o] MQTT 22I0|HEE Fof A
OlM HdE GOl S OfHEE Ay 2| AZEQO{(VMS)7t OFHl A|ARI0)| ZHHSHA S8te = UASLICH
7|7IE MQTT EEPOI"*EE Ayt MQTT SH2 EEfOI"*ES’-f BE7ete F AHEIE 7|22 oy
Ct. 2E0|HEE= HAIXIE EUWd &S Ct BE27{s S20[HE 7to| HiA[X] 2t E S HIEE

|l L|
L|CHAXIS OS Portalo| A MQTTO| CH3H RFA| | topE £ 9J& LT},

ALPN

ALPNZ2 Z2t0|HE S MH 7t A9l AHENO|I ':+71I01IM OfEE|AHO|M Z2EEESS MEE = YA
St TLS/SSL SHEFQILICH O|= HTTPS} 20| C}2 ZEE=0| AREHLE =28t EE =38 MQTT £
S 2 Matst= o AFEELULCH Z20 ek MQTT E*' HMEoR JfHE ZEJ g8 =& AZY
Cf. a2t d2o| JAM2 ALPNS ALESiN H*S&PE”OHH 5 8El= EFE ZEOM MQTTE OfEZ|A
Ol —EEEE MEB8YUXE ZHst= AYLICH
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MQTT E2j0|HE

Connect(@d): MQTT ZEI0|HEE AL} T L|CLStatus(MER): MQTT S2t0|AEQ| HA MEHE HAITL
CLEHRHSAE: MQTT MHO| SAE 0|2 L IP TAE QAL Q. Protocol(TREE): AIRS Z2E
2 MHTLULLEE: ZE HS E L}

. 18832 MQTT over TCP(TCPE E3 MQTT)S| 7|27+l L|C}.

+ 88832 SSLE E3 MQTTSO 7|27+ L|LC}.

802 ¥l AZS ot MQTTS| 7|2t YL|C
o 4432 $-J| A7 HOIES ESI M 7|27t
ALPN protocol(ALPN Z2eZ) MQIT 527 Zox7F B2 ALPN Z2E2 0f
SSLE £t MQTT & &l A3l HEotS E3t MQTTO1|'3._P X 2 ElL|C}.Username(AL X}
ME{ O] UM AT -rIOH Af9°* ALEAL O|EE2 ?:!E*E.“—IEF H*°4': AHEXL Ol 229 llHi J
C}.Client ID(Z2}0|1E ID): S2t0|HE IDE YHSIMA|R. SEtO|YUE MHX= 20| 0f
g I MHEZE 7‘*"5' L|CtClean session(221 A[M): 912 % AZA 7 Al SAS 7(1|01E.“—|'1f A e
448 A4 HX1| A| ~Ef "HEZF AKX E LI CHHTTP proxy(HTTP EEA|): Z[CH Z 0|7} 255HI0|E QI URL,:,I
Ch. HTTP ZEA|E AIESIHA| Yo HEE HIY = UAELICLHTTPS proxy(HTTPS =& A[). Z([C§ ZO|
7F 255HIO|E QI URLRYL|CE. HTTPS mEA|E AIESIX| Yo{H HWCEE H|Q = 5= UEL|CHKeep alive
interval(ZtZd §X|): S2I0|HET}L 721 TCP/IP A|ZF ZHE 7|CHE ZQ Q0] MHE O Ol AtEE = Q=
ANEE ZXE = ASL ChTimeout(A|ZH X=1}): HZ0| AEE|E AlZE ZHA(EZ)Y¥ Lt 7|22k 60’“*I
g5 FA: MQTT S20|AE §o] AZ MAIX| S LWT GA[X[2| =X 0f CHSt 7|2 Zfat MQTT R
ROl AAl =HO|M AFEE L|CH.Reconnect automatically(XIS2 2 MHAZA). AZH SiK = +0|°1€7r
S22 CHA| HZAG|OF St=X 01—‘?'—% XI@C’“—IEF Ilillklxl dAAZ0l dEE W HAIXIE ELE“XI o2
£ X|deL|Ct.Send message(HA|X] ME): HA|X|E 2L H A2 HAHSIM 2.Use default(7| 27 At
) AtAol 7|2 HAIXE YHStHH Jl*'AIQ TOPIC(-’F-HI) 712 |31|/\|7<|°| FHE gL CtPayload(H|
O|2E): 7|2 OAIX|el W8S T L|CtRetain(FX|): O] Topic(FH|)0|A E2l0|HE HEYE FX|}
2 MERSHL|CEQoS: I{Zl S0 Cist QoS AE=S HATLCLOIX| 2 A HA|X|OHX|2 FALWDS
AfROP SEO|HET ER 10” ClZE M X4 St g [
Al
o

=
—|
|_o

59-|>

Pl
I'

ﬂJ

_J

1 O O

Moz AZA0| HOXH(HEAO| HOojF 7| WEY =+ ) B
2 Zzto|dE Ij1I/\I7<I% EEE“%* 2 AELCL O LWT HAIX|= 28t HAIX|Qt S8t YAloln 5L
ot Of| 7 I—I.:.E Sl 2t E E L|CHSend message(H|A|X| ME): HAIX|E ELH2{H ALE %’S&MIRUse
default(7] 23t AFR): X[AIO| 7|2 jA|X| S °'346+E1“| JltIAIE Topic(FH|): 7|2 O |25t

L|Ct.Payload(H|O|2E): 7|2 HA|X|Q| L&
| 58

EfE FAISte{ ™ MEfetL|Ct.Qos: T2l SE0 03t Qos 7= %

MQTT ual

712 FH HEAM A8 MQTT client(MQTT S2t0] 1) S0|M SX| =4 HEMNA|_F2 7=
AME AHEote{H EE#Z LICL.ZFH o] F =g MQTT XM =AS dF5t= F=HE
ChEH Hg2molx =g MQTT X0 ONVIF =X W JAHO|AE ZeidteH MEiSL|CLY™ HE

gk MQTT HO|ZE0| ZX|ol 2 HSE Zotsia{H MEdsHL|CT Add condition(Z=#H F7}): =HE
Fotste ELE'°”—|':fR tain(RX]): O{™ MQTT HA|X|7} ERE MEE[=X| HolgL|ct

>
s

. Property(34) Al X 75 GAIXIB HEE JHz BT
. Al(RE) ME| EH JbS ol NejS SN & g8 HAKE 2F 2EE A2 wUc
QoS: MQIT 2riof Chof st e MestLct

MQTT 75

crlptlon filter(+ 5 =

—I_ Add subscription(t5 F7}): M MQTT =52 F7I5t8{H Z &/t L|Ct.Sub
| 2 HEA AI): 715 L

E). 1 E35t2{= MQTT FHE Q&5 A 2.Use device topic prefix(ZHX
£ MQTT FH 0| EFALZ F7t2L| Ct.Subscription type(-'rL od):

- Stateless(E| 5 B7b5) MOTT BAXIS JE| =5 2ots oAx= dasielst deguict
. Stateful(ME £ J15) MQTT HAX|Z ZACZ Heisia{0l MeksL|Ch moj2Ci A

= ArgELL
QoS: MQIT T-=0f Chsf ste 2fwe Meqstu|ct

MQTT 2| o|
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Yl OlE{mjo|A

e

H|

MQTT 2B 20| +FAE F7t5t7| Ho| MQTT E27{0f HZSIYAIR.

| Add overlay modifier(2H{2|0] £=™X} F7}): A 2H 0| =™EXE FItste{H 226t L|Ct.Topic
filter(FH| ZE]): 21|00 EAISIZ{ &= OO|E{7} EgtEl MQTT X E F7tgtL|Ch.Data field(H[0|E| ZE):
O A|X| 7t JSON @A0|2tn 745t @u{2f 0|0 ®AISHE= BIAIX] HO|Z2EQ| 7| X|FELICH
Modifier(=dx}): @H 20| CtE W} At +=FYXE ALSS L L

oz

=

=
« #XMPZ A|XNtE =FA= FHOM B2 2E HOHE HEAIGLIC
« #XMDZ A%t +=FA= HIOJE ZE0| X|FE HOHE HEAILICH

Mg

HE{3 A2EZX|

Ignore(2A]): HEQA AEZ|XE EAISt2H ZL|CH.Add network storage({|E Q{3 AEE|X| F7}): =3}
£ M¥Y = Ue HEYR 3]E F75t3{H S8t
o Address(FA): SAE MHO|IP =4 L= SAE 0|28 Qs YHtX o 2 NAS(Network
Attached Storage)QIL|Ct. D™ IP ZA(SHX IP AL HAE 2 QUOD2 DHCP He))2 At
8o E 2AEE FH5IAHLE DNSE At&3t= 0| &L LCH Windows SMB/CIFS 0| &2
X=X ¥&LCh
* Network share(HE®|3 &]). 2AE MHO| 57 X9 0§ ¢
o EC7t QloD=2 of2f Axis HA|7t SUS YEYS 2R A8
+ User(AF&X}): MO 23010 EQot F2 2

b2 gXo= 2/

of Meo| 21

olste{H THICNASA 0l§S YUHBIAUAIR.
« H2ARIE: MHO| 23010 HRot 22 MAQEE UHGIYAR
« SMB version(SMB HZ): NASO| Azt

MB AEZ|X| Z2ZEZE HHS MESIL|CL Auto(XHS)
£ MESH YK = 2ot MM SMB F 3lL A . 3.02, 30, EE 21 A9
M7 S X @ISIX| 9= 0|7 NASO| ZASI2{H 1.0 = 202 MEISIAAQ. Axis ZX|O| SMB X|
Ol CHel of7/0l A XbM5| ZotE = QUELICE

« Add share without testing(H|AE gi0] 3§ F7I): ¢ HAE 0| @77} LA A0 = 4
E9|3 B9E F7lote{B MESILICL O[S S0f, A0 HAEIF WRSIXD 0|F YHotx|

le'
+
20
>
I
o

7| =20 2FIF TR

=2 o= .
HES3 AESX| HAH: HER/I 330 Cist AAS O E SN, QY oA U MAHste{™ S=gtL
O|EA otH HERZ S/0 izt 2= E780| MAELCHUnbind(HFQIY 8iH|): HERI SFE H2Y
SiMstn HEE Hoed®d L L
Bind(HIQIT): HERZI Z3FE HQYstn AASIHEH 2T L|CLUnmount(OI2E 8iH): HEYI S/E
O E siAste{® SeLCt
Mount(OI2E): HEQ3 S3RFE OI2ESI2{H 22 2L|CHWrite protect(#7] WX|): HEZI S {0 2
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