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- Update interval(@HO|E 7+7) GIO|E| QICI0|E 7tHS MeysiL|c
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- Points(AE): HO[H7I HOHOEE W O2f= Mo HS F7tst{™ ZHLICH

S

- Label(28): Y50 C§3 HAE 22 AL
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= 8% €4 H5g = UA siELC

Z2to[H Al OrA3

+

C M S QO LAl AEHZAH0|HA| DFAD)S MASt2{ B S2BHLICkPrivacy masks(SF Y ZA
AEHZ 2ol A| OfA): 2E S @S Al ATH(Zato|H Al OfAT) o NS WYLt BE S o
o ZtAl XEHZRHO|BA| DtAD)E YPHo2 Mxsteie 22grucr. ML Mask x(0kA3 x): Aol
022 BHEALL HENSSHAL, FTMoz Mxletad S
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S0 AHgs SIP A H2 MLt Availability(7F84): SIZ{A{o| A8 Jb5 AW MeEBtLch o12pA 7}
s o S3f2 M=ol D ChMl YIEtNt gl o S8 3 AL LT Fallback(THH) HZots FP S=ofA
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[
ChM QIZFNE Metstict ¢ Ao S ojhols CH30| EBELICHEdit contact(EN B): @3
N 242 HEELICDelete contact( @A AMEl): iztHE AmBiLiC
SIP
gy

SIP(Session Initiation Protocol)= AF2 A} ZHO| CHZIAl EAI MMO| AFREL|CH NMO 2Lt EAS =3t
g = A& LCH
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SIP 4% =20 2=50f SIPS HHAldz 273 8 FELChSIP &3k SIP S3H5 AR5t =4
% QEE 5l 0] NS MEfSL|ClAlNlow incoming calls($=241 & 3]8): CI2 SIP XM S
= =22 S &dtz{H 0 U MEgL )

2 NI

Calling timeout(Z A|Zt x1}): Ol SEHGHK| Gts B2 3 Aol A0 AZts d7Fg L.
Incoming call duration(Z =4 7|Z): =4 S35 XEE = U= 20 AE 28
CHE|CH 108).

. End calls after(0]Z 8 ZB): 22 X&T 4= QY= X0 AZHS A™SILCHELY 608). £E3} A
S MetStA| fegf= Z2 Infinite call duration(H|et 3} AlZh) = MdEfgtLCt
ZE
ZE H#H35E= 1024 ~ 655350{0F &hL|Ct.
+ SIP port(SIP ZE): SIP EA0| AFE= HEQZ ZEQLICH O] ZEE &3 M Egjme ¢
ST K| USLCH 7|2 ZE HSE 5060QL|CH TS AL CHE ZE BISE QadsHL|C
+ TLS port(TLS ZE): 2&AS53lEl SIP EAMO| ALK& HEYA ZEQL|CL O ZEE E3t Al
= EfEe TIS(HE AZS 2ehHE AMEstH A=3tELCH 7|2 ZE M= 5061LIC}
Qs A 2 TE Hs 2 QgL ct
« RTP A|IZ} ZE: SIP Z0|A X R RTP O|C|0f AE 20| Cfol AFEElE HWESI ZEQLCE 7|
= A& ZE Hio= 4000 L C 25 A2 £ ZE HSO|M RTP Efos ACherLict
NAT 51} 7|5
HRZ7F A ZLAN)O| D ST HEYA QRN HAE AFRY £ YZE st H NATHESRS
Fa Heh) St 7[sS ML

NAT St 7|5 ME0t2{H 2t E0|Af X[ JooF ghL|Ct. ot 2t E7F UPnP*E X[ @3 OF SL|Ct.

—

« ICE: ICE(Interactive Connectivity Establishment) T2 EZSS A23SIH L0 K| 7to| st EAIQ|
O|ROXE & 71 28X 428 &7| 2[YTLCE STUN 3! TURNES gdateiz ICE Z2EF

OlM 71 2280 428 &2 = UAs 7|27 Sy EL

o STUN: STUN(Session Traversal Utilities for NAT)2 X|=0| NAT L=
Jg 22 0jEE B2 P x40 EE MBS NS £ A ofFE 2
TZ2EZQLICL IP =4 242 STUN MY F=AE et Ct

« TURN: TURN(Traversal Using Relays around NAT)2 NAT 2t2H &= Hatd o = FX
7} TCP k= UDPE &¢f Ct2 ZAENA £0{2+& O O|H F
EZQILICH TURN Mb 72 % 219 HEE Qs

rje g Hfe
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« Audio codec priority(2C|2 AH M #=2[): SIP 20| Chsf Ast= 2C| EXEZ J4El 8tLt 0]
0| Qrje IHZ MEHTLICH 24 &2 =ME HEs 2™ B0/ sS5LCH
H| D
E2 YT I 4% Zdo| 2P 22 MESH [0 BE F=MA I AKX o oL L.
- Audio direction(2C|@ ). 8|85 24 oHjs Meerct
+ H.264 packetization mode(H.264 fjZlg} R E). At2Y 1jZlst REE MEHSHL|CY.
- XS (M)A E A IfAle REE ZAF-eL O
- None(8l3): mizlst RET} dEE|X| EUASLICE Ol EE= FF 0 ZE=E SME L
- 0: H|OIHZE RE.
- 1. &Y NAL 84 2E,
+ Video direction(H|C|2 Wg¥). 5{&E H|IC| ZA7|E MEdGL|CH
7:7'.
ES

« UDP-to-TCP switching(UDP2} TCP 7} M%H): UDP(AIRX
Mo Z2ES)E ME TEEZZ YAECE HNMatstes 252 51858 H ¢
St= O|f+& 200HIO|E O|Lf EE&= 1300HIO[E c
CHHDLE 2X|5H7] s A QL CF.

fin]
o)
m
L
o
1=
Hu
Hn
]
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o QUE{H oA

Allow via rewrite(C}A] M2 7|8 E6l o|8): 2IREHQ 32 IP FTA A ZHIP FTAE 2

L2 ® MEfghL Cf.

Allow contact rewrite(H2tX CIA] 27| 5| 8): 2IRHO 32 IP A Al ZEH IP FAE H

L2 & MEfShLCf.

Register with server every(Zt4 MHO| S&) &KX E 7|
=g 238gyC)

i

SIP AFOof

i
rot
%)
o
R
T
=2
on
J
mot

DTMF payload type(DTMF HO|2ZE §%): DIMFQ| 7|2 HO|ZE {K&= HZATL|CT
Max retransmissions(Z|C| XHHZ): ZX|7F A|\EE X577 MO SIP AHO| HEES A Z5}

= X0 +E ™YL

Seconds until failback(Z0] 227X 42 X): EX SIP A2 RO =

Ra
o
o

oA

Pas

N

N

rt

j%2]
o

MEO| CHAl S AlEg W7hX| o] AlZh=)E 28U

+

Do NS v|=gtoz M NS AR 4 By
T VAPIX APIOfZ 2704 Z212)% olEHoA) 28 8% 2

Add account(A|™ Z=7}): A SIP AAES MAMSIa{H Z 2/t

Active(2/d2}): 7HF= AtEot2{T MEfSELICE

Make default(Z7|2Zt22 X|H): O] AHE 7|
O{0F 3t04, 7|2 AF2 Sttt & 5= AS UL

A%
£ #7| SIP AHo| SIP accounts(SIP ) Ofzfo| LIZELIC S2E AFo FL Mao| s ¢
o= MEfg2 ¥ 4+ UsLich
Aol SP AHol ¥3Moz SEEABLL
[
Of HREYALE, SIP ME{OM A

d8) A82 MHs2=2 Y gE AZYLICE StLt oj¢ol tHE AFE Th=

=2 =2
22 Alstg SP ANS A o
4 712 AFo| Aggud

= A8z XgstH dEgtLct 7|2 Aol A

Answer automatically(XtS2 2 2¢): A E30| Ats522 SEste{H MEHSHL|C}.

Prioritize IPv6 over IPv4(IPv4ELC} IPv6E 2 MSIEE M) @ : IPv6 over IPv4 FA0| 2

d =95 Kot H HEdSIL| T Of= IPv4

a
=x
=0l OlF0 ABY W FELLICH IPve A0 OfZE =0Q O] S0 ChsiA R IPv6o

aTr o
oM w9E XFEE & AsU|h
0|2 Muo| maE 0|58 @y
C}. 0|20 ZEEUASLICE )
User ID(AFB X} ID): AA|0] ST 193 LM E& X
o

Peer-to-peer(1|0] & I|0]): EZ Y E M CtE SIP F 2™ 5= o A= L
Registered(S £ ). SIP MHE S 2Z HEQI £ SIP HX[E E5t= O AL&ELICH
EQol AE JIsY 4% 38 =02 0|2 YHLICH =0 o|F2 CHE AdE =28 &
mj SIP FA0| ARE HAELLCH

gjAQE: SIP MHOf CHal Q1Est7| st SIP A ™M AAE MAQEES AHABHL|C

QIE ID: SIP MH o CHel 21FSt7| sl At &= QIF IDE LHTL|CL QIF IDJt AFEX} D}
S 79 oz DE Y "Rt &L

Caller-ID('Z M X} ID): Axis HX|0|AM ELfE= S22 =AX0|AH HEA|E= O|FYLICH
Registrar(S2X}): SEX0| IP A2 QefStL|C}

Transport mode(M& R E): O SIP M& REE MEHSHL|CHUPD, TCP & TLS).

TLS version(TLS HE) (& T E TLSDH): AT TLS HHEES MEHSHL|CH HA v1.2 ¥ v1.30] 7}
ot BtL|CE. Automatic(XtE)2 A|AHEION He2lg = Qs 74 otEst A S MERBHL|C
Media encryption(0|C|0| &S 3})(ME ZE TLSE): SIP 2 <

oss uS et

Certificate(only with transport mode TLS)(2IZAM(ME 2 E

Verify server certificate(only with transport mode TLS)(A{
QISME =5t d MEfgtL|Ct.

Secondary SIP server(2 = SIP AH{): 7|2 SIP MHO| &
ol S5 MEst=S ota{d ZHLU o

21

SEh): 2ISAME MEe LT
2ISA =HQ(HE ZE TLSEY): MH

O Mujst AL ZX|7F EX SIP MH
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Yl OlE{mjo|A

e

» SIP secure(SIP H9QF): SIPS(Secure Session Initiation Protocol)&

Aot ® MBS L|Ct SIPS=

TS M% BES Aol TS YSsBtLICh
- mEN
Proxy(ZEAl): T2AE Z71312( 223Lic).
- Prioritize(S4 &9 XH) £ Jf 0|40 ZEAIS 7t Z20| ZEAS| M £9|5
AR Bteio S LT
- Server address(AMH FA): SIP TEA| MHO IP FTAE AYHTHL|LCH
- Username(AtE X}t O|E) ZIQst A2 SIP TEA| MHO| ALK} 0|28 AHTL|CH
- DAQIE: TQot FR SIP TEA M HAQYES YHY L
. Hre ®
- View area(®7| YO): 3}A E3j0| AFRY H7| ¥ MESLC None(glg)e M

Y =0 dets FLICH
oY 2olEE East

DTMF

+

Add sequence(A|3#H 7h: M DTMF(Dual-Tone Multifrequency) A|&
of oo Zdstkls

=
Accounts(71|7"') DTMF A|-?_Jﬁ§
£ oo & oo AFY2 ¢

>
S nitrim

2 12nmjo >
m

o*“H 5l2{™ Events > Rules(O|HIE > E)2 0|53
3 8El= ZXt= 0-9, A-D, #, *QL|C}.Description
RS AHS &

|5t DTMF A|RAZ S

A=
E
=5t

o

Mdste{® Selg L) E1
L|C}. Sequence(A| HA):
(-I ) A|_=,1_|A§ EE|7-|oI-
MEHSHL|Ct. peer-to-peer(I]
syt

a0

riuzet Hu

X Mot OHMEZS

v}

morste B 7L,

e £ 150 |k

71I’“01| Arge T2EZSS MEGLCHL 2= Hof £ Oo AE2 3¢ Z2ES **3%
RTP (RFC2833)(RTP(RFC2833) Al&): RTP 13l 0| A DTMF(Dual- Tone Multn‘requency)

51 85l2{™ ZL|Ct.Use SIP INFO (RFC2976)(SIP INFO(RFC2976) A}Q-)
INFO JMELE dHtM o=z MM 2= MENX of

ey
o

SIP

FA):

AY2 2E

Use access list(2 M| A
X KH -
o -

« Allow(s| &):
o Block(X}EH):
+ Add source(AA FI7}): A
o ARt ID EE= SIP MY F

O i &
of i &

22
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¥ QIE oA
User multicast controller(A}2X} HE|FHAE HEED]): HE|I|AE HAEEZE &d3lstz{H AL
Ct.Audio codec(2C|2 AH) <QC|Q FHZ MEHGHL|C} + Source(22): M ZE|7Y HAEE
& AAE FT)ehL C}
. Label(E}““) **OHM OFZ| AMESHA| 2 2tHo| 0|8 YHLLCH
« Source(2 AAE AEAHBHL|C}
i i
+ Priority(2 M &2)): 9N =98 MeistL|Ct
+ Profile(Z2atY) Z=Z2ntA 3 MEHSHL|LC}
« SRTP key(SRTP 7|): SRTP 7|2 @QlaistL|C}.
[ ]
: 420 %= 0w0l= CH30| E%E'—Iﬁf Edit(Hy): EFHAE HEEZ 225 HYSLLCL
AN HEIFHAE HEEZ 225 A ELC
=2
=
3 HE
Enable call button(£3} HE &M3}): £33 HEZS A2t 1L|Ct.Standby light(CH7| EA|S): £33 H
£ FHO WE BEAIS0 et S8 MEighL
+ Auto(X}E) C O] Xz FH =G0 et WY BEAlsS AL HLICH
. On: ZA7}Of7] =0 AS 0 LE BAIS0| S AN U LICH
« Off(M7]): EX7t Cf7] 220 AS M WE HASO| & HN JSL|CH
Recipients(F=4IX}): £ 77t 8% HES £ M ME 4 AHUSNE StLt O MEASIALE Mot
Ct & & O|4o #=4IXE FIIS5IH SA0| ZE FMXO|A Mot AEL|CE SIP 3t 4% X
EH 6':”0I'1| VMS &3} =4Xt= 2oL ChFallback(CHA]): ==4XH7F 2| MSHX| @t= HRE OfH|5HY
S0M A AZNE F7tgtLch
LN
ClQ
H| o
o MEISH 2O FE2 M7t A2 I8 Ml o
o ¥ =0l F3 B0 2L SEOIL AQS HESHH, Ot S| HEE|X| f&LLCH
Ringtone(f42]). =7 X0 MoE 2 I Mo O] FES MEISL|CH S2l0|HE ARG A
218 ZZFgL|CtRingback tone(%ii E?ai%): Fo7t RN HSE 2 I EY 0 SEE MEY
LICt. Z=2t0|HE ALEStY A Qle =FEeL o)
VMS S35}
VMS E3}
H|C| IJH'—IXI E AT EQO{(VMS)0NM = 5|8 ZX[0fAM VMSE 22 5|85t MENBIL|C} SIP7L A
Q0= VMS 20| JHSELICLE AlZH 23 OlFE SEEIX| %S A2 £3} AlZof AT A|7He HFEL|Ct

23
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Yl OlE{mjo|A

e

2|
o1z

ol 2IE(Y3)

Status(&HER):

Use external OSDP reader(2|5. OSDP E|C At2): 25 2|Het & EXE Ar2sts{H ALYCH 2|4
£ 2/ HEH AaFdL o)

+ Connected(FZE): X7} g4 & 2|0 AZHEOf AELIC
. Connecting(al’é 3): THL ol alvo] HA2 A= Qg ch
+ Not connected(HZAEK|X| &) OSDP7} 7HH QUELILCt.

2l ZRES

=
+ VAPIX reader(VAPIX El E-|) AXls EO‘I Al EiE{ off 2t A
E

. Wlegand

Protocol(ZE2E&): HTTPS = HTTPE MEighL|CY.
Door controller address(Eoi 9'|EEE-I -’.‘-_t) £0 HAEEDYO IP T2 E YHTL|CH
|> [e]

User name(At&Xt O|2). =0f ZIEZ2{o ALEXt 0|22 YABtLrt
AR E: 501 HEEeiof A= el
Connect(dZ): 0 HEEZHY A o ZalshL

Z¢t Cf.

=

Select reader(E||:-| MEH): otore oo CHSH 9 2|C 2 MEfsL|C).
_I

OSDP address(OSDP F4): OSDP g|
OIRF JHa UBHE{Ql F4 QLT

ru|o
:m.*&*
for 0
N }or

_—-—

ore{H ’E'-IEf
off

&
Input for beeper(*lg?l 12). Al ANEE=1/0 ZEE MEishL|C}

Input used for LED controI(LED Hojo] Atk U3): XX|0A LED L EEES X O3}
= O A8% /O ZE =5 HESL|CL

LEDI/LED2E QI2f: LED Ol210f AF23 /O TEZ MEeistL|C}

Idle color(SE MAN: LEDE H| OIS} O AIRE= VO ZEJF Qe ZO FIE 20 EA|
7| AERI0|Z0| EAS X MAS M & Qs

Color for state low/high(&Ef RS/ MA): SILIC| /O X ETJL LED H OO AL =
A ME| WS Ol ME| =22 ZIZF AT MAS )Ik_-|EH'<‘5H_|[f

,_
5
Pl
+

ldle coIor/LEDl coIor/LEDZ color/| L
/LED1+LED2 MAh): = 79| [/O ZEJ} LED K O{0f A}
LED1 + LED201| 7F7F E)k|6E MALS MENSHL| L},

0

Keypress format(7| 27| ®A)): 0| M2 Hof X2 Had O T HA2 x|
SE e MejstLict

FourBit: PIN 12347} AMFEE|0] Ox1 Ox2 0x3 Ox42 M&LEL|ICL. Ol Z[E2X0|1 7}
3 Aursiol ExrelL|C.

EightBitZeroPadded: PIN 12347} QI3 T &[0 0x01 0x02 0x03 O0x04Z ™&E L|C}.
EightBitInvertPadded: PIN 12347} Q@13 L]0 OxEl 0xD2 0xC3 OxB4= T & E L|CTH
Wiegand26: PINO| Wiegand26 & Al0| 8H|E A|d ZEQl 16H|E IDE O_li'gEb,l L|C}.
Wiegand34: PINO| Wiegand34 & 4|0| 16H|E A|M ZEQ} 16H|E IDE QAT EL|CT
Wiegand37: PINO| Wiegand37 ¥ 4l(H10302)°| 35H|E IDZ QI3 Y & L|LC}.
Wiegand37FacilityCode:PINO| Wiegand37 ¥ 4l9| 16H|E A|d ZEQ 19HE IDZ Q132
A==

Facility code(A|d ZE) EYE A|d ZEE YHESIMAIL. O FHNE 482 7| £27|
Ao ME AFBT 4 9

o =

24
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QIE{H O] £

2l
| — |

<r
160
mar

Kl

C}.

H Mof ZXOf 7tE HO|HE Et
atfz @&y
Wiegand26

=
=

Raw(&lA]): 7tE 0| O|H
+ Wiegand26: 7|= 0G| 0| g

Select data format(Cl|O|E{ & Al JMEH):

n—

Cof 16HE
o| 16HE A|

| 8HIE Al ZEQ 16H|E I
i

& Al O
Wiegand37 & 4!(H10304)

Wiegand37 & 4|(H10302)2| 35H|E IDZ Q9IZAH
=
=

=
=
Wiegand34 @ Al9| 16H|E A|

=2
=

=
=

» Wiegand37FacilityCode: 7= 0| O|E

+ Wiegand34: 7t [|O|E
+ Wiegand37: 7}E [|O|K

L| C}.

(]

S
=]

IDZ Q=g

Custom(AF2 X} X|H): Xt

Facility code override mode(A| A

co| g

gL Ch
W=
St
=

3
FX

FA Lt

83
23 O ol &
o XY E

[=13
IS

KS: AA FEE DLlS
EE A
=)
2 A:

gl Ald 3
« Optional(gM):

Override(

PIN

L|C}.

k<13
=1

b & XI5} OF

S
gd& 24381

g2 "2 Hof gxof 7

pS|
=

=N

LCh AR AL 2|

I.
L|C}.Timeout(A]ZF £1}) (3~50X):
[

<)

=1
=S|
=

mr 5ol
ol

o~ gy
un.E o3
A0
KE N
Ko <
__jol
oTroH
Z Tuio
g
..M o
¥{ 0l
RS
Y
[= g
vaam
o VKl
ok~
FSYEAS
c o
3 ssuu

mr
or

w|

Foy

ooggu<im
K003
oV 1Y
<k
I
m_.x 1l
300 T =

MU O K|o
L3
M|_|_I__|H

=

=

=

A

L ct

ol
g
x
L
o
ar
&
g5 7tMLI))E 285t Ot

b
#
|C

b

—_

Lt Get latest(X| Al

M=,
W30
oz o
360 T Oju 0

oo
.. <
i ol
)
KM o 4o
T Ko
= TK -
RUn b
R =
wm < oo
=70z T J
10118 Ml - =1
o 57 ol o
T
Iy X0 R
+ 0] P K=
A|.1._ - Ol
S Noju [ S
__Kigmo o
Wllr._x_o mM ._Ior
v T L TT o
ollmr H<EE
ol o - T, T
eI Tl
LKE R
oI LE.}.AW R < HE
—T 4ol - =
sesh Tnow
ﬂuae_.ﬂ oI N1E=<mr
L7|E_M =l %MU__LHEAL_N
=< o Of zn S0
S WE<ol
TR = ol o, &r
=<5 ﬁ_:mou_uﬂ
gk N ko ou
<X N5 oTRrS
E a0 X =R
R0 ol K — =
Uo® mogr. O K
™ 3l _A_ol.__Mx_EW
olmwl L wrE i O =y
O o 170 MH nafo
OE - K< Klomo
TS © oo - k|0 01 5T
.nr_;m_w A MEE o_nwmd_.:_ i
—_— - 7 =
< =q H_ Mu |_.Al_u__._._H_._

R <00y =
20 g g 4
o O K{o Ko iof¢ som K

w

il
__A._ Jﬂ.DI.mO m_._._ e o o ..AIn_
) 35 K0T N
Flgorr~ gl
CRUPg:N il

QLR

AlghLch.

H

x)

160
OF

mr
ol

o

HAALL TLC}
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2l
| — |

QIE{H O] £

]

+9)

ol

Noise cancellation('O|= H|7{): H{Z LO0|=Z HN A5l QL] ZEXZ TAA|7|HH ZL|ChInput type(Y

0!
0

C O S0, WF oto|3 =& 2t Yol 32 Y48 s ML Ch.Power type(HH

0| 43 MY RES MEUTLICLApply changes(HZ A H8) . M Atste A
) @ st M F0| O|RE KAl ¥ 7L CtSeparate gain

s
23%tL|C}.Echo cancellation(0f| 2 H| A
controls(‘'Hx Q! X 0f)

gain control(X}5 #|2l X
S2t0|HE ALE5H0] A 2l

o) o a2l Hietof mef A RS SHo2 P E HAYAL.Gain(A2l):
= WZeLICE 0r0|3 Of0|2& &S0 g7 & 47 ofMeLICh

=

E .= o

x|

dE EAIZLCL

Gain(#Ql): £2t0|HE AM83tH A Qs HBELICE 2m7 Oto|2E 25}
Sif & gt L| Ct.

k=)
ojo
>
N
kA
rr
ojo
b
N

=

L2E

om

ofgh el=a &

AYZ MEigL|C @r2 AHo| AN Ues 82
MY Q& 22 7A2{H Enable audio input(2LC|2

g = UAS L 2rL|e S Mgt ere 8 M4 SXEHCC o
O] X¥= olw0l= Ct20| =gt L|LC}.
* Rename(0| & HIF7|). 2C|2 =& 0|52 HZYLICH
« Create link(@3 ‘d4d). A8 I FX0M 2002 22 Mdst= URLE ddetyct SEES
et =50 -5 XFgL ot
« Download(CIRZ2E): 2L SE2 AFHO CtREE=THLCH
« AF: ZXOM 2L FTES AAELCH
=] =3
=2
H = s = 3H = = SLE 1T S o SLE
Ongoing recordings(3t ZI8 Z): AAOfA Z 5O DE =315 HAIPLC KA O 5312 Al
o o o N o N
ZherL| Ct E Mg AE2[X| XS HEE L AN =53tE SKSLILLFS22 SX|51A
Lt ZX|E Z=Z6IH Triggered recordings(EE|7 =317 &2 & L|Ct.Continuous recordings(@d % 3=
TS2E TR WX ASEHLCH X HNY JOE FXE CHA| A|ZSHH =217t A E L L

= = .
export range(LH 2L} 7| HQ| M) 53129 X
ZHCHOIAM ZEFRASICERH, AlZH Hel= HX[Q AZHE 7|F2& 2L CtEncrypt(ZZ3}):
ot HAES S| MEigL|ct e o2 jAE glo] E &= i&Lch

=ol=0| CHSE YEof SHS HA
oHLIEWSE 712hs YHSLICE 2

-

- O
HA

= 82 L|Ch.Export(LH 2L 7]): =3}

Mo
r
=t
FR
rr
ne
4
T

L 2 & L T
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o QUE{H oA

=ots dH S E SESLICLFrom(AE): £EF AE 0|20 HAE 5315 HAIPLICLTo(E): §3
ANEMK| =3l2 HEAIBLCESource(22) @ : AAZ 7|02 =515 HAGL|CL AAE MME Lot
ChEvent(O[#IE): O|YIES 7|00 =312 HAIYLCLNE BX: 252X 0| ozl =215 EAIRL )

OH
=
Add app(¥ FE7h): M ¥ MX|EL|CLFind more apps(F7F ¥ &7|): dX|g WS O HEL|CH Axis
ol 7§ m|0|X|Z O|= E L|Ct.Allow unsigned apps(AHE|X|] 22 A 5 E) DN YHE|X] U2 M M|
£ 5|85t H ZL|CtAllow root-privileged apps(root #eH0| U= A 5 &) . root O] U= WOl
X0 Ciot ®HM HotE s E5t{H L L Q AXIS OS & ACAP 9| Hot ALO|EE RISt AIR
H| 1
SAO o] HS HASHH X2l 450 F&S 0/E = UFLICH
A Ol o U A/AKXE MBSO WS A|ZSHAL SXSLCLET]: ¥l o A LICH AL
[ ]
[ ]
& Jtset A2 ofE2|AOo| Mo et HetE L Y8 ofE2|AHojM0= HFO| L
g0 %= HFrol=s Cfe S8 5 StLt O|40| ZohE £ UASL(CH

« Open-source license(2LE LA BIO[MA): HOA AIEE= LE A4 2io|MAQ Cist HE
= 21|}

« App log(¥ 21): ¥ O/HESl 205 FLCt 21+ X MH[200| ol If R8¢L(Ct

+ Activate license with a key(7| 2 ZtO|MA Zd35}): 40| 2Oo|MAT st AL EM3leof &
LICE EX|7 U0 dZ8e = gle 2% 0 M2 AH8EL Lt
2to| Ml A F|7F QICHH axis.com/products/analytics2 O|sgtL|CE 2O|MA 7|& MMdsie{™ 2to| M
A AEQ Axis ME €3 H I sk O}

» Activate license automatically(2l0|MIAE XtSo 2 EMSl): Mo 2lo|MAT ZQst AL 24
otefoF ofL|Ch ZX|7t °._|E1';1'01I Adg = e 82 0 %*._% Ar&gtLCt 2to|MAE
gdotste{ M 2o|dMA FETF oLt

« 2to|dA H|EE3L o E S0 HI@‘T‘J 2to[ A0 M FA 2lO|MAR HASE FP, 2O[MAE
H2gdztsto] CHE 2lo|MAZ WXLt 2to|MAE H|ZMdetstH X oME XN AHE LT

. Settings(4 &) Oj7j#S FHSLICE.

o AMH XM WS %‘-_r”‘ o= AXNSHAIR. HA ZiO|MAE HZ/EIISHA| G W =y
SEf2 |XlELCH

Al A

ELREUEL
Azt e @ Hete ol elof MFo w2t ChgL ot
H| 3
Yo GRS ATt NTP MH{9L S7|3fete %0l ST

27
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Yl OlE{mjo|A

e

Synchronization(S7|3}): X X|Q IR 8l A|ZF S7|3 §MS MEiSHL T}

DHCP AMHOf SHZAE =t NTP 7| A7 MH et S7|3tgtL

NTP MH 2} =7|stgtL|LCt.

« Automatic date and time (manual NTS KE servers)(X}S 2& U AJZHES NTS KE A{H)):

+& NTS KE MHB: StLt L= 5 49| NTP MHE{O| IP F=AE AZSILICE F JHO| NTP AMH
£ ME3te 4% FAls F MHO| LE WES 7|2 AZtE 57|95t mFHSLCH
- Max NTP poll time(X|Cf NTP Z& A[ZH: YUHO|EE A|ZtS AJ| 3| NTP MHE Z2
o W7FX] FX|7F Z7|Ch2{oF Sh= Z|Cf AlZtS MEHQEL|C
- Min NTP poll time(X|4& NTP Za A|Z}): HO|EE A|ZtS 27| Q) NTP MHE Z2
o W7FR| FX|ZF 7|Ch2{OF Sh= X4 AlZtES MEHGEL|CH
« Automatic date and time (NTP server using DHCP)(X}- & &% % A|ZH(DHCPE Al23%l= NTP
MH)): DHCP MH{O0| HZAE NTP MH el F7|otetLCt.
- Fallback NTP servers(CHH| NTP A{H): SlL} EE= S JHo] CHA| ME{Q IP F=AE QB CH
- Max NTP poll time(X|Cf NTP Z2 A|ZH: AGO|EE A[ZtS 27| Q8 NTP MHE Z2
& W7FX| FX| 7t 7|Ch2{oF Sh= X[ AlZtS MEHGEL|CH
- Min NTP poll time(X|4& NTP Z& A|Z}): HO/EE A7t 27| Q) NTP MHE Z2
& W7EX| FX|ZF 7|Ch2{oF Sh= XA AlZtS MERGEL|CH
« Automatic date and time (manual NTP server)(X}S Y X S A|ZHES NTP A{H)): MEiT

A5 NTP MB: &L} L= = J4O| NTP AMB{Q| IP =AEZ QaistL|Cl. = 49| NTP AMH{Z
ANESte 4% FAle= & MHO| AZE WES 7|2 AZtS 7|25t n =FgL|C}
- Max NTP poll time(X|C| NTP Z2& A|ZH: YHO|EE A|Z+S 7| Q3 NTP MHE Z2
g W7HX] FX|7b 7|Ch2{oF St= X|COf Al7hS MERBEL|CE
- Min NTP poll time(X|2 NTP Z& A|Z}): GO|EE A|ZtS AJ| Q8 NTP MHE Z2
g W7HX] FX|7F 7|Ch2{0F St= XA A|7hS MERBHL|CE
+ Custom date and time(AI2X} X|™ Ym U A|Zh): =502 YR LU A|ZHS M™HSHL|CH Get
from system(A| 2RO 7t 27])2 S50 ARYH L= ZHY FX|0M ER X A2 4
d2 ot X8| 7t =L
AZHCH: A A|ZICHE MEHSHLICE U HOF AlZt Bl &FE AlZHO| SHF A|ZH0| XAiso 2 AFE L L}
» DHCP: DHCP MBIO| AJZFTHS XSS LICE O SM2 MEs2{™ BIX EX7F DHCP AjH]
O] HZZO AO{OF grL|Ch
- Manual(£5). SECH2 S20|A A|ZHHE Metgtct.
H| D
MA2HROME 2 52 213 S A|AH dF-Ho| Ex R AlZH 70| AL8E LT
B 9IK
XL As XE LHTLCH o el AIA->oM of HEE AMESHY X =0|M HXE RELLCHL
+ Llatitude({| ) ¥ 42 M S5FZ LIEFYLCH
+ Longitude(Z ) L=+ 42 2xXM %S LIEFRLIC
« Heading(¥): FX|7t ot LA Sakg gLt 02 @S5S LiEH-LICH
+ Label(2}'d): ZX|0f CHot HHO| ZoE O|F S FHSLLCH
« Save(M%): TA| XE NS S
7y ol
izt &A| o|O|X|: o|OjX|el HES 2E5IY HH 7| =58 AlS2o|deL Tt Ol &3l &X| o S2[F
OF HMASHK YnE RS A[ESt7{Lt SHEQI0 BAIE HZE 5 UL ChLatest credentials(A/ 4l t
4 59%) COIXEe R SEE X Yo o HEE mAIZL L Z4M X4 Y Hlof
[ ]
L[]
HE EAgLC ° @ Ao = of7ole Ch30| ZaHEL )
« Reverse(gtF) UID: UIDQ| byte &=AE HtMA|ZL|CH
« Revert UID(UID £|Ea): UIDO| byte &AM Z g M2 E =g L|Ct
+ Copy to clipboard(2& EHE0]| ZA}): UIDE EAtstL| Lt
Check credentials(XtZ S% 2tol) UD T T2 @z{stn HZ3i0] X124 S92 oIt
AMA”R2 ZXOM XtH SHE AL At 2ot Aoz SEELCH UDe EHo| 25 st F
2 UDE Yzste oz AL
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e

HES$3
IPv4

Assign IPv4 automatically(IPv4 X} &2): HEQ3 2t2EIF X
MEfSHLICH CHEE2| HES A0 Cisf Ats IP(DHCP)E HZE e L|CHIP
gAS. NH P FAL 2 Fa0t AR A2 H2lE YEAS oM 2
s ot

=4

=)
Ho
10
Ot
rr
ot o
Al
Y L2 off ot
—Obon
=l
ST
oy 1
I e)
10 g
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[>-
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re
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e
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X

3 O

Q

I
ki ls
0
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S
Q
Q.
Q.
=
(]
wn
|'ﬂ.| -+ |'||- rII'I

Z=AE Q3T Cl Fallback to stati s if
AL 1P IP A2 EY): DHCPE MEY = QD IP FAE
™ IP =

IPv6

Assign IPv6 automatically(IPv6 X} &) IPv62 HD HESQA 2t2H7t X0 IP FAE Xt
oz gtz e sfa{m Mgt

oln

E 0|§2 XEez &Y YEHYI 2f2EI} X0 SAE O[S 1
MEfSLICLSAE O[5 ZX0f AN ASE C[2 WHOR AL st
o A H
— O

[= |
& 32E 022 AU 8L EXHE A~Z a~z 0-9, -YLth

DNS AMH

Assign DNS automatically(DNA X} &ct): DHCP A{H{7} ZM = 0ol 9 DNS MB ZAEZ ZX|of A}
SOE HSHA ste{H MEiSLCH iR Rol YEYIO tisi XS DNS(DHCP)E #HZ gL Ct.Search
domains(= 0| Q! ZM): M3l P2 ZAE 0|E2

F7he 2t YX[7t AHBStE ZAE 0|E2 AMT ZHQ2 L HBL|CI.DNS servers(DNS A{H):

FLICE O] ME= HES/Z0A
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o
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wn
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o
4
wn
x
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i
iy
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Ot
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O
Zn
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<
=+
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i
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L

HTTP 5! HTTPS

HTTPS= AtEAe| HO|X| F Sl & MHOo|AM HretE TOo|X|of thet Y2otE MISots Z2EZYLICH 2=
ofEl YE w2 MH ol M2lds 2ot HTTPS ASME AH&0t0] 2| Lt

N
x
i
nx
> wn
[e]3
=t
o
ot
-
n
0

XM HTTPSE AtE3t2{™ HTTPS ¢l

OIS ME MMt MAX|St2{H System >
Security(A| 28 > HONZ 0| FTL|LCt.

=)

Allow access through(d M A | &): AFEX7F HTTP, HTTPS 2= HTTP and HTTPS(HTTP S HTTPS) =2
EE & OE Sof &X0| AAst=F S ELX| MeigL|C}

Hl
HTTPSES E3f Yoslel @ HO[X|E B B9 S35 HOXE HS N8 0 450 Halg +
AS L L

HTTP port(HTTP ZE). AJ23t HTTP TEZ QastL|C} K|

EE 80 & 1024-65535 B9 =
2 2E LT of Bglel
Yaiec Ix

=
- O

EE A8otH Z1Jt HA|ELICLHTTPS

ZEE gL @2z 2a0ls F

EE
—= d

= g LL ¢ B9 1-1023 H2| 9|
ES Y48 = USLICL. O Helo| ZES AESHH Z7t BA|E L ChCertificate(A S M): K|

—_= =
HTTPSE 2dstste{® S ME MEeL(C)

2 i Hirin
Hl
|m
D
&
R
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e

2 QlE{H oA

HERI dAM ==2EZF

Bonjour®: WESIION XS AMS o{gstaiB o S
Qf3tLict 7|2 0|E2 &K 0 £QiLC

S HUCLUPRP O[S LE9I30) EAIY O[22 ¢
CEWS-ZM: WEATON Its AMS |

=X

PO L EQI0IM AtS HMES 518324 H O

a2
Eill
<
>
o M
oM

5 gote{® o] S FHLICH LLDP 2l

= O
o pEe 2HE 2 H stE o Z PokE AR[XE T UL

O
|0

Z{L|Cl.Bonjour O|2: Y EQ A0 EAIE 0|2
|

F=3
=

Pn

= gLk 7|2 Oo|E2 ZA|l 0|1 MAC FAQL
St MZ ZALCLLLDP 2 CDP: Y ESI 0N X5 A
DPE 1™ PoE M Fo0| X|&0| dd = UASZL|CL PoE ™
PoE A A

One-Click Cloud Connection

One-click cloud connection(03C)1t O3C AMH|AE= L QX[OA L} AA|ZE S S35 H
HMAE HMBELICE XM3H LI axis.com/end-to-end-solutions/hosted-servicesS

Allow O3C(03C 35{&):

- 28 0|A0| 7|2 AFYL|Ct
= 2H FELL A
Ch. JEX @eH &

7t 2detE a1 FX|7F O3C MH
o Y HA I AHUS SO O3C AMH[A0| Lot
O3C MH|20f AZE & FXIELHC X

=

- OfL®: 03C NHAZ Hlzsisiict
Proxy settings (Z2A| %) Ladi 49 Z=A| 4NS Y2sto] TEA| B ABLICISAE: 22
Al ABfo] FAES QBtLICtEE: UNAO NBELE EE Hos YA 2T U YAYE: g
8 Z@ TEA| MH{O| Cfet AF8X 0|5 U HAQSE 923 LICt Authentication method(9IZ HH):
+ 7| O] WS HTTPY| Cfof 713 S2o| Hojer oI5 AAQLICH YBejelx| &S AHEA O
E3 AQEE MBI 2 M5t7| [f20| Digest(CIO|HIAE) S¥BC OPNBHR| orLch
- COIMAE o wHe o4 YESIIS Sof Ysstel HASICES HMEoy| o of sttt
- XS 0| SMZ ALZOHD XIYES S0 WEt HAV A5 WHS M £ el Mg
S|E CIOIRAE W, J|g ¥ =X=2 Syt
AQ%} Q15 F|(0AK): A2 915 7|5 JHQei0l Get key(7| 71H 27))8 SYSLICL 0| B
JFwspEolLt =2 Alglo] Qo] AAE FLojar s
SNMP

SNMP(Simple Network Management Protocol)& O|23%l0] HEQYA FHKE o=z Hg £ JSL|CH

30

SNMP: Al2% SNMP HHA S MENSHL|C}.
« vl 8! v2c
- Read community(8{7| HRJLE|): X|&E= ZE SNMP Z4Hof CHsi &f7] & ATt0
U= HARLUEl 0|2 LHSLLCHL 7242 S YLCH
- Write community(#7] HRJL|E[): X|J = Z= SNMP A0 CHo &7| = M7 Aot
O A= HFUEl O|l§2 LHYLICHH?| M ZH ). 7|22 27| YL
- Activate traps(E® /sl EHEIE M358 H HAMAL. XK= EYFE ARSI
8%t O|ME = MEf| HMZA0 CHot HAIXIE 22| A2 EHLCH & QIEEH 0]A0Q
A SNMP vl & v2cO Cist EZHS MA™e = ASL|CE. SNMP v3e 2 HZASHLE SNMP
£ NH EMO| A2 2 HELICE SNMP v3E AFBStE 2% SNMP v3 22| of E2|#
OjME S¢ll EHEZ HEY = USLICH
- Trap address(Efl FA): 22| MHO| IP A L= SAE 0|52 YUHIIMAIL
- Trap community(E3 F{JL|E|): ZX|7t 22| A|AH E- HAXE 29 If AL
AHRUES QgL
- Traps(E®):
- Cold start(2E HEl): EX|J7} A|RE [ E3 D|A|X|S &WLC}
- Warm start(gl AEIE): SNMP AN &S HAT [ EY HA|X|E EWL|C}
- Link up(d3 ¢): 237 CtRO|NM Po=E HAE F2 EY HAIXE EHLCH
- Authentication failed(21Z AlGf): Q1= A|Z7} AI|SIH E HA|XE EWHL|C}
H|
SNMP vl & v2c EZ 7{H B E Axis HC|2 MIB E310| ZHdztg L|Ct. XtAst LHE2
AXIS OS Portal> SNMPE E XM Q.
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o QUE{H oA

- v3: SNMP v3& Qo3 U HOt 9SS FIots 2O} oFHst HELYLITE SNMP V32 ARSI H
o5t HTTPSS o) MSE D2 HTIPSS S stels 20| E&LICH Eg ¥et0| gl DA}
LDt X| @2 SNMP vl 3 v2c ER0| WM ASH= AS HX[BLICE. SNMP v3E At83t= 42
SNMP v3 **EI 0HEEI5’1I0IA1o Sl EAZ AL = YJLLCL

Password for the account “initial"('xX7|" A|™dQ| A ). 0| F0| 'initial'®l A 9|
SNMP A QEE QBtL|Ct HTTPSE Z/Y3l5HA| Yne IfAQEE MES 5= UK
HESHA| O*ALIEf SNMP v3 THAQE = oF #HOt -G 5= QU0 HTTPSU 2HdatEl 42
oot MMS[E 20| ZELICH HAYCE MHLM HAYES oot o ofA EAEA
Lo HHATEE CHA| dE5tE ZXE 3% 7|2 2Fe= HH-sof gLt
H ot
ASNM
AEME HEIL HXE QAS5ste O AHEEHLULCL O HX|= & 7HX REl ASME X AL T
« Client/server certlflcates(—=-2|-0|°1E/k|H-| 21=A)
S20|AE/MH QIEM= FX|Ql IDE ASSIH XN M = A2l CARIS 7|2hHoilM &
2 = JASHCE XM MY ASM= MotE HZE HIotH CA 2 ASME 7] A
TER| At = JASFLCH
« CA 9= N
CA QIS ME AESIOl mof AIZSME QS OE %01 ZX| 7t IEEE 802. IXE BHoE|=
HEQ IO AdE 2 25 MHL IDE A3 X0 o 7He AP HX[E CA
IS MIF A&
XNdE= YA O30 Z&5LcC
o OI= M @Al: PEM, .CER, .PFX
o« JiQl 7| HAlL PKCS#1 3! PKCS#12
2 A
HAE ST B Al 7|2U2E MAFSHH ZE AS M7 AHELCH AP HX|E CA SN
7b ChAl gx|E YL
+ Add certificate(QIS M F7}) : ASME F7t8t{H Sl C}.
+ More(s] 87]) ' masii Mee xof oS mAEUC,
. Secure keystore(H O 7| K& A): 740 7|E QUNMSIAH XMZEsI2{H Secure element(E Qt .9._+_) =
+ Trusted Platform Module 2.0S ME{SHL|C}. A._‘IE_'.*ZF HOob 7| MZA CHt XM g2 &
E1 ™ help.axis.com/en-us/axis-os#cryptographic- suppo = XS AL.
+ Key type(7| Rd):. QSAME ES5H EFHR SEOAM 7|2 Y23t ¢a2|F0|L T
g Uz Yng[EFS MEgL
[ ]
[ ]
*yEol e oiROE Chgol BEEUCH
. Certlflcate information(Q1 = A{ = 51) MXI=l QIS Mol £M84E8 FL L.
+ Delete certlflcate(°l"k| AFA)): 0,_I§A1§ AMHIBEA A 2.
+ Create certificate signing request(Q/SA A|H @8 MAM): CIX|E ID ASME MHSY| Q8 S
2 7)o B2 oJX %:n QXS MASHL[T}
Secure keystore(51°F 7| ™=
« Secure element(51°i _9.*)(CC EAL6+): EOt 7| M0 EQF @AE AI25I2{H MEHSHL|CH
o Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 &l 2): E9F 7| HEAQH TPM 2.0
= At8%ta{H MEfStL|CH

HEHI M2 Ao ¥ Y3t
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Pending rules(E &

Add rule
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o QUE{H oA

H| D
AlZt Mgte & B2 HAIE EIO|07} ELALE AFEXIItL =holet Wi7tX| &/ 1% ofzfo| HA|E Y
Ch. =IQISIX| o™ Eto|m7t 2t & HJ Fol B of2fo] EA|Z|0|, &atH2 oj™of| Folst 4F2
2 | SotYLICH Ol HolstH A 2 HEfel ES M SLICH

Confirm rules(§ &¢Ql). 27 3¢ E2 Mofst{H S 2L CH Active rules(B E43}): AX{ & X0

M H¥ Fol E0f thist @B FAL|C u gy E2 MASHE 2L x| CBHRE S

ol Eut & E2 25 AHsieH S

HAOf AxisO| H|AE ATEQO Ex J|EF ALEAL XY AZEQOE AX|St2{H ALEXL XY MBE AXIS
OS AISM7F HagtCt ASMe AZEQIOIF X ARAQ Axis 50 23] S0l A=A =eletL
Ch AZEQols 1IR3 U Hzot & IDE AUHL|= £ MX[O|AMT A3 = QASLICH Axis?
MBS flet 7|8 ERdtD Y28 =Z AxisTHO] ALEXF X|F MBE AXIS OS QISME ddd = A5
Chinstall(GX]): QISME HX|st2{H STLCE AZEQOE HX|st7| Mo ASME HX[sHOF FL|Ct

[ ]

[ ]

* 420 3= Hwol= Ch50| ZohE L o

+ Delete certificate(2IS A AMH|): QIS ME AMHSHAUAL

Ad
A

+ Add account(AH F7I): M AES FItste{™ S gLt z[Of 10074 AES =7ty = A&
ChAccount(Ad): 1Rt AF O|F§S LHSLICHNew password(A|l AL E): A Fo MAQEE 8
gLt AQE= 1~64XF ZO[OJOF StL|CE XA, =X, 5, €5 7|2 & 2 7ks% ASCI 2
AR E 32~126)0F fAQJE0 AEE 4 RUAEL|CHRepeat password(I{ AR E HHE): S LS IjAUE

Z CtA| YA A| 2 Privileges(A $H):
« Administrator(Z2|X}): D= MEO| QFS| M ASIL|CE DE|X= CH2 A™ES =71 2GH 0|
E S HASE = AGLICH
« Operator(2gXxh): CH3S HMelst RE ™ ANAT = JUHLCH

- HL2 AEzo =
- =32 AHS D YEUL
- W, g9 9 F PIZ AW AL mY

[ ]
*Numo 2 oLos Chgol
Ct.Delete account(#|d AtH|): AH

mlo
&

A
i
i

Z ol & L|C.Update account(#d YHO|E): AE £
2 AHELCH root AF2 AMYE = &4 CH

ool N2

Allow anonymous viewing(2d B 7| §|&): AHozZ ZAQISIX| YD FLE ZHEXZE AKX o HHA

ot L|Ct.Allow anonymous PTZ operating(21E2| PTZ 24 3 8) : QIHO| AL
E7L ool X|of| CHs{ ™, 2HE A S & 5 UAZF o™ FHLCL

SSH #d
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o QEHo| &
+ Add SSH account(SSH | 27}): Af SSH A& =J}sta{® Z2IstL|C}.
+ Restrict root access(root M A HSH: root WAV RS 7|52 MetSte{ ™ AL CH
« Enable SSH(SSH st M3}): SSH MH|AZ A3l ZL|C}
Account(AI®): 193 HH 0|28 2Bt CtNew password(AH IjAQIE): AHEO IHAQJEE YL
Ch. AQEE 1~ 647(} ZO|0jOF BtL|Ct. ZAL A, #5H, €5 7|2 S QM JhsTh ASCI 2XH(ZR
C32~126)0F TjAQ T o AFR% = 9 L|C}Repeat password({ASE HHE) Zst IjAC2 Cf
[ ]
[ ]
Al UBBIAAI MW MY QATLCHSM). * AT TE 00 C4S0| L EL|CtUpdate
SSH account(SSH A AUGIO|E): AN £42 HZASHL|Cl.Delete SSH account(SSH A AHX|): AH
= MHEUYLE root AF2 AMY = S
It ZSAE

+

Add virtual host(7}4 =
= BB HHSLIC M
LIChZE: MH7} QIdE ZE

eee Il o |>
IIQ
|IOI-
-
_|T'_
I
©
o
P
09‘!
ol

QE ID 0N MEHSFLICE Al U=
« Update(HHO|E). 7I4 SAEEZE QM O|EtL|CE

o

-

c AN VY ZAEZS AR ELCH
HI g3k MH 7 H2getE AL

OpenID T/

T2 M

OpenlDE AI23t0] 2008 & 9= AL OpenlDE A ZI0IE [ AFESH CIO|HAE
Ee 7|2 AtF S A8

=

2l 82 L|C}.Outgoing Proxy(&4l ZEA|). ZTEA MHE
A+83te{ ™ OpenlD Eée 2|t E%AI FAE YL CLAdmIn claim(2|X} 2 H). #2|Xt 9| ¢S
Q25| C}t.Provider URL(Z3&X} URL): APl ICZOIE QZS 2ot & 23 E UAHSIL|Ct https://[insert
URL]/.WeII-known/openid-configuration oMIO|O-|O|: atOperator clalm(%mx} X)) QX dEto| 7S o
gtL|Ct.Require claim(2% ER): EZ0| U0{0F = HO|EE = TL|CtViewer claim(BEX 2H): &
A dgtol gf2 YT L|Ch.Remote user(}Z ALEX}): 24 Af%ﬂ% AESHE 2 YLD Ol &K
I 2 IEHI oA HIf AHEAE BAISHE O RFE%L|CLScopes(Hel): EE9 AL & = Ys MEHH
He |°,=II_| C}.Client secret(EE}o|°1E H|&): OpenlD IjAQE = Save(XZ): OpenID e MEsieid &l
gtL|Ct.Enable OpenID(OpenID &/d3}): A HZ2 Bn ZZX} URLOIA EX| 2152 &85t2{H ZLCH

ol E

=

=

E2 AMZ =57 Q5 HBol thisi E2|AR= =HE FogdUDh =F0= MEN Adx &
2= 0| BAEYCH

H| D
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2 MEfE RSS9

condition(0] =7 HtH): MEHSE 741} HILHE|= ZAHS QUSIH MEHSIAA|L. Add a condition(ZZ
S .

ST dition(Z
Qg Hestn Wh HEE AL

Bl
FIP = SFTPS AIOLE2 BAS SUS ZS I 0|30 X718 MR AL BsS BZSAL X
PR DHAIS. BFSIALE HASHR OMET sifol OnIXIB Ma + ULt

S50= 7o ot 2ok 2A WA MEFA FHE 2RE U BAIELCH

[n s

i
Zo 20700 +AKE 8 & UASLCh

+ Add a recipient(=2X} FI}1): =MXE FIiste{H FEELCL 0|F: #=4Xol 0|§2 ¢
HE L CHType(Rd): S E0A el
. FTP
- ZBAE: MHOIP FAL ZAE 0|52 YHTYLICL TAE 0|E2 LSt 42, DNS
X H 7l System > Network > IPv4 and IPv6(A|AHEl > HEQ|3 > IPv4 U IPv6) OfZfof
XHE O U=K] QIS YA 2.
- ZEE: FTP MHJ} M8Sl= ZE WS E YetL|Ch 7|&27H2 21 L L}
- Folder(Er): MYS X CIHERQ FEE YHSHUAQ. CIHEZ[Tt FTP MO O]
O EXsHA| gtoH, mtdE YR If LF HA|X|7F EA|ELCH
- Username(AI2X} O|E): 203 H AIEXF O|EE YUHSIAA L.
- DjAQE: 205 MM IfAEE YSHIGHAR
- Use temporary file name(YA| Tt 0|2 AI2): X522 MMHE AA| Ot O|ESZ I}
U2 YEESIHH MEdSLICE YEEE AESIH OtY 0| F0| fstE O0|ES = HHEL|LCH
HELIt SEHE 29 &=4E Dol RSLCEL 8Lt o5 AA| DS ¥e = UAsY
Ct. O oM RASt= O|EE 717 2E mtO| ZHEX] & £+ AUSZ L
- Use passive FTP(=& FTP Al8): HHE Ol M=0|M HEF2 TthEd| e FTP A B O
ol A2 E= & FTLCH X 7L o4& Mo Chst FTP Aof % GOjojE AHZA
= BF HIHOE AZEPLICH Ol YEEOE FX|QF CHe FTP MH AtO|Of g
ItHO| U= F20| EagL
« HTTP
- URL: HTTP MHO| Cist HEQT FAe QXZ Nl AFZYUEE YHIALICL O E Y
http://192.168.254.10/cgi-bin/notify.cgi 2} L| Ct.
- Username(Al2X} O|E): 2101320 AFRX} 0|22 QastAAlLQ.
- DjAQIE: 20158 H IAEE YBHIMAIL.
- Proxy(ZEEA|): HTTP MHO| AZSH7| Qs ZEA| MHE S1tcliof 5t 4% East
BEE AL gL}
« HTTPS
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Yl OlE{mjo|A

e

URL: HTTPS A0 TS LSS 20 RS Malg ~3YES LB S

M https://192.168.254.10/cgi- bln/notlfycgl JL|Ct.

Validate server certificate(MtH QIS A =Ql): O MAXE MEHSIO] HTTPS MH 7t MM
oh QIZAE MeEtstLct.

Username(A}Q-X} 0|E) ZIQI5l2{H Ar2X}t 0|ES YUHBIMAIL.

MAYE: 2005120 HAQICS Y2oiAAlL.

Proxy(ZZA|): HTTPS AB{O] Q1Z3t7| Qo T2 A MHE SDHeof ot B Tas
¥EE AD YL

+ HEQ3 2EZX|
NAS(Network-Attached Storage)?t Z2 HEQZ AED|X|E FIt510 MYS XESt=E AR
tEgt = AFLCH oY 2 MKV(Matroska) Ity dAlo2 XHELIC

oS b
SAE: YEYI AEZX|Q IP FALL SAE 0|28 BLIC
Share(Z£) SASH N 39 088 AL

Username(A|--9-I|- 0|E) E:L?_'é‘}ﬁﬁ
u!-|A°.|'= ZO005te{H IjAQQEE AHZIMAIL.

. SFTP

- ZBAE: MHOIP FAL ZAE O0|E2 YHTLICL TAE OI%% YHS= Z2, DNS
X H 7} System > Network > IPv4 and IPv6(A|AHl > HEQ|T > IPv4 9 IPv6) OfZfof
X HE| 0 Y=X| SHOISHAAIQ.

- EE: SFTP MH7} At%tE ZE HSE UHTL|CH 7|22 22Q L0}

- Folder(ZQ): oS M&g ClHEZ 9 @E% OlHGIAMA|Q. CIEEZ|7F SFTP M| O]
o] EX5HA| gto ™, oS %EE%* I @F HA|X|ZF EA|ELCH

- Username(A}Rx} 0|E) 20182 H AI2XF O|ES A AIL.

- HjAQlE: 2058 H A 4 = YHoIHAIL.

- SSH SAE 37 7| SE(MD5): /A SAE Z7 7|(32Xt2| 16T EXE)o| X2 ¢
SSHL|C}. SFTP Z22}0|H E = RSA, DSA, ECDSA & ED25519 S AE 9| 93 0| SSH-2E A}
25t= SFTP AHE K|t Ct. &4 A| RSAZ} A‘igEl',: HHHO| O ECDSA, ED25519 3!
DSAZt 1 £[E mEL|Ct. SFTP A1H101IA1 At&3t= ZHHE MD5 2 AE F|E Egj0 F
SHL|C}. Axis ZX|= MD5 3 SHA-256 oHA| 7|1 E 25 X|&sHX| 0 MDSELCH ZEst &
ot= 2|5 SHA-256E M%ﬁff 20| EFSLLCH Axis ZX|2 SFTP MHE Fd5t= &
#Hojl CHSt XtMSE 82 AXIS OS ifE*° NS HAL.

- SSH SAE 27 7] S (SHA256): A SAE ZJ| 7|(43X2| Base6d4 Q1AL EX}E)9|
X2 YL CE SFTP 22}0| M E = RSA, DSA, ECDSA B! ED25519 S AE 7| 9§09
SSH-2E At23l= SFTP MHE X|TL|CH §A Al RSA7I M= HHH 0| ECDSA,
ED25519 & DSAZ} 11 HE WEL|CE SFTP MHOM AI25= SHIE MDS S AE F|E
21243} o '<'>'H-|Ef Axis 2X|= MD5 8! SHA-256 SjA| 7|& 25 X|&SHX|2F MD5ECH 2
St HotS 2|8 SHA-256E AtE25t= 7‘|O| ZELLCH Axis &K 2 SFTP AMHE —?LHo|-E gk
2ol cist 7WﬂoF W82 AXS OS ZEZ TISIHAL.

- Use temporary file name(YA| Tt 0|5 AlR): Atzo=Z MME Al Ot o222 1}
AS %EEOM MERDHLICH YPEEE etastH ot 0|E0| |dt= 0|52 HHEL|Ct
HEE7 SCHE 704% S E ool glELICH dgL; ojMs| UA oS 22 = US
L] Cf. 0I%é71| St St= O|ES2 7t0 2E& mYo| SHEX & £+ AFLICH

« SIP or VMS(SIP EE= VMS) :
SIP: SIP M3lE 2™ MEHSHL|C}.
VMS: VMS T3S Zd2{H™ MEiSHL| T,

- From SIP account(‘é’ﬂX} SIP A|H™): E0AM MEdSHL| LT

-  To SIP address(**l X} SIP FA): SIP e °.=IE_4.§,FLI C}.

- Test(HAE): 3t 70| &S5t=X| E1Iﬁ53FE=IE sagLct

. oY

- Send email to(O|H HE CH4): O|HYS MEL O|HY FAE YHFLICH FAE
ofg] 7 Eisiat 252 O|HY FTAZ LEBIAAL.

- Send email from(O|{|Y¥ i) = MHO O|HY FAE YHTLIC

- Username(Al8X} 0| 8): MY MH Q| AKX O|F2 YHeLCHL oMY MHOM 2AFS
275X = 4% o] EEE H|f st

- WAQE: EHIO' A1H1°| WAQAEE AHeL o olHY MHOM 152 Q75X &

= 8% o 2= H9 st
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2 QlE{H oA

e

- Email server (SMTP)(0|H|! A{H{(S
22 SMTP AH 0|2 Yzt
- EE. 065535 #9o| 2t A& SMTP MEol ZE #is S YHYLICL 7|28k
2 587 Lt
- Encryption(¥=3}): 2=3tE ALESte{H, SSL E= TISE MEESIHA|R.
X

IIQ

. TCP
X &G0 Y=X| SOISHAAIL.
- Port(ZE) A AN AFSEE ZE MBE2 YU

Test(E|2EB). 2 H2Eofaid S =eLICh &80 St= H70= 50| ZoE L View

- Validate server certificate(A|t| QIS M EQl): USTIE AIRSH= 42 EX|Q IDE =0Is}
EE MENSIL|CE O] 21ZMeE CA(RIS 7|2h0ilM XpM| MESHALE walsh = Q&L T}
- POP authentication(POP QIZ): POP MH O|E& Q=H3e{™H HMAI2(0]: pop.gmail.com).
H| o
AR O|H Y SEAt= OfE O|H Y O FASH HERE FASHHM ALZXIZL 20| 2
HE otdgs 2AL BE= AS Hotsty| Qs 2ot DHE AFERLCE O|H Y MMl &2
ot HHMES =QI5t0] oY AHO| F7|ZLE o4 O|lnYES sX= YOl YEF StHA .

recipient( A%t 517|) = TUX MFE YEES recipient($ A X 2Ap): A1
N Arohﬂ SESINR. EAE If ME $AUXE HAY 5= UASL[CDelete recipient(3=4IX} A
m)y FAXE YRAMoR A st® 2

Ud

2L EAE EOM U222 A8 5 JUFLILE FF0= 780 tist S=2ef oA X MEo 74

e

SE UFI A BEAFUC Add schedule(AAIZ 7h: YF £t BAES WysteE Y

LICHAXIS OS Portalo M MQTTO|l TS| XbM|3| 2obE & Q& L|Ch

& EZ|HE MBS0 E2 2R EZAHY &= /UASLLCH oE 9 =8 ELZHE HME 4% H +4
St SQ WM HABEY = JYH L

MQTT

MQTT(Message Queuing Telemetry Transport)= AtE CIEHUl(IoT)E st BEE HA|N Z2EZAL|CH Che
StEl IoT E3HE I8 **71|E|°*OD1 e A= FZZHsmall code footprint) i} X4 HEQA [(H=Z20Z AA
HXE 017*0P7I fof CHsk Ak 01IA1 AEELICH Axis X AZEQ|0{o] MQTT 2Z2I0|HEE S| &X|
oM WME O X O|HEE & 2| AT EQO(VMS)Zt Ot A|ARI0 ZHESHA S2ts = AUSLICH
7|7IE MQTT E"F—POIO“EE *E*XJE. LICf. MQTT &412 —Z‘EfOI“EEP B2 2= F AEHEE 7|82 ot
Ct. S20|HEE= HAIXIE LD B2 &= UGLICH BEE27H= S20|UHE 7t HAIX] 2t E S HEs

ALPN

ALPNZ SEtO|IE 2 M| 7 AZO| SHEM O[S THAGAM OfSEIAOM ZR2EZS =S = 2l
St TLS/SSL SR QLI O[S HTTPS} 20| [}2 B2 E20| ABEE EUAS FEE B8 MQIT £
BlEe TAssis O ARELICL ZR0) M2l MQIT 54 M80=2 JjHE ZEJ 818 & UL
Ch. d2fol B2 siZM2 ALPNS AMESHA HHO M 3{EE = BEFE ZEOA MQITE Of=2|A
Ol Z2EZZ MBUXE Z2¥st= AU

MQTT Zato|ele
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Connect(¥Z): MQTT 20|
CLEHEHSAE: MQTT AHZQ|
2 MHMTLCLEE: mE H 2!
« 18832 MQTT over TCP(TCP
+ 88832 SSLE Eot M o
- 802 ¥l AUEZ EB 7|2
. 4432 W L3 Hob2 E3 MQITY 7|27t
ALPN protocol(ALPN T2 E=2): MQTT 527 ZZXf7 M2 ALPN Z2EZ 0|28 923t
SSLe 3t MQTT G 2] A%l HotS =8 MQTTO|RF & 25 1| Username(A 2% 0| =) =22}
M B O] UM ASET| -r|°H *fgj* AL AL O &2 Otlaé.”-l':f 1_lll’“ $E: ALEX O|E2| THAYEE
Ct.Client ID(22I0|HE ID): 22}0|HE IDE QUESIAUAI2. S2I0|YE AMEHXI= ZE0|HETI A
g M MHE X*AE' LIErCIean session(S 2 MM): AZA U AHZ A Al &S HojgtL|Ch ME
48 o HHI AI AEf HEIt AX ELICLHTTP proxy(HTTP ZEA|): jtIEH 7'0|7f 255Hf0|EOI URL
Ct. HTTP ZEAIE AFESHX| Yod{H ZEE HIY & = U
7} 255H10]E 01 URLQIL|CE HTTPS TEA|S AFR3fX Yos® TLEES HY = & 9A§LIEF~KeeP a'
interval(ZtZ | X|): S2I0|AET} 71 TCP/IP A|Zt 355'—}% 7Icte 2o glo| )\1H'|§ o old ALE™ = Qe
AI HE #Xe %l’.:."—l':lemeout(*I’* xmh): AZo| eEEl+= AI’* ZHA(XZ)YLCH 7|24k 60%K]
’é.*-'f—*f MQTT Z2|0|¢E &9 A I3"||)\|7(| ' LWT EI1|)\|7(|°| ZFHof EH?J 7|22t MQTT &3
ﬂgl HA =HOAM AFEE|L|Cl.Reconnect automatlcally(I|- o=z IH0'17=') oz SN = ZS2to|HET}
OS2 CHA| AZBYOF St=X| 04—'?'-2 XYoL ChHAIX] AAAZO| MEE [[H HAIXIE EHX| &

FAHLL S L|ChStatus(&Ef): MQTT S2I0|HEQ| HiX| HEHE HA|THL
2 L [P FAE UHEAA| L Protocol(ZEEEE): AI2S T2E
5

| >
oM w
o

E
=
=}

=
£3 MQTT)2| 7|2ZteLct.
= Y LICE

25
-

—>.'-0-.-

o
£ X|™GgL|Ct.Send message(HIAX| HE): HAIX|E ELf2{EH AE *E”SOWIR Use default(7| 23t A}
) X9l 7|2 HAIXE L™ H Jl*'AIQ Topic(FH[): 7|2 HAIX|S] =HE %IEJ.%“-IEf Payload (|
O|2E): 7|2 HAIX|S &S YSL|CH Retam(%xl) 0| Topic(FH[)0|AM S2t0|HE MEHE F X5}
2™ MEISHL|CEQoS: THZl S &0 Cigt QoS AES HAeL Chopx|et g IJ1I)\I7<IDH<I'1.* SAHLWD S
ArE3tH Z20|HEV HE270| AZAE Of X} %%‘ﬂr S RUS M3 = ASLLCHL EE0|AHE
7t LSO o= AEOIA HIFEANMOZ HAZO| BOX|HTAO0| BOFMT| HEY = AZ) BE27It .t
£ ZE20|HE HAIXE MEE = JASLICE O LWT I31)\I7<IE Lt HAIX| 2t SYsH FAlol &L
ot jAHLIZES Sl 2t E LICkSend message(ﬂilklxl HE): Ij1I)\I7<|% ELH M AL HE5HM 2.Use
=

default(7| 22} AL8): XHIQl 7

I__
lo >
A
i
o
qn
m O
I
re
I::
i
z
510
)
'9
-I)I
—_>-"-
N
HI
E
>
A
1o
44
pa

=
I:I = d
s %aa.“—lq Retai (-.‘-?-II)I o Topic(FEH) 0| A Sato[AlE A
= oL e

9l =
ES SA|5te{ P MENSILCHQoS: Tzl SE0| Thet QoS AZS WAL

MQTT %3

712 ZFH MEA AL MQTT client(MQTT 220|Q1E) o4 Zx| =X HFA0] Holgl 7= =7
AS ArEsie{® MEPLCHEX 0| meh MQTT ZHOIM X72 HHste =4S
chEH HIYATO[A Egh MQTT ZHOf ONVIF FX| HYATOIAE Eafoteist HegLChYUR HS

& MQIT Ho|Z 0| Ko U HB " +  Add condition(x
B oDl L% LIt Retain(B Rl O AXF 2o M =X HolgL|C
. None(®2) B= BIAIX|7 HISX AEjz HastL|Ct

ri
4
1
P
!
mjo

* Property(£4): HEi FH 7ts MAIX 2 22E gEl2 2L CHL
. A"(E-r) “EH =X 7PS E‘»:' HEHE FHY & glg HAXE 25 E#E JE= 2P
I

MQTT 75

+ Add subscription(T+% F7}): M MQTT #52 F7t5t2{ ™ = &gt L|Ct.Subscription filter(7 5 EE
E): FE3tz{s MQIT FHE 284 A|2.Use device topic prefix(Zx| &2 HEA AHR): 5 ZH
£ MQTT FHo| HFAZ F=7+2L|Ct.Subscription type(t S £ 3):
o Stateless(ME] =X £715): MQTT HA|X|E ME| =X E7t5 MA|XZE BHsste{dH M
. Stateful(MEi =X 7H5): MQTT HA|X|E ZACRZ HEsl2{H MHFLICL HOZE
2 AbgE L ct.
QoS: MQTT -50f L3 Bldt= 2|&S ME{StL|CH

MQTT 2H{zjo|
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Yl OlE{mjo|A

e

H|

MQTT 2B 20| +FAE F7t5t7| Ho| MQTT E27{0f HZSIYAIR.

+ Add overlay modifier(2H{2|0] £=™X} F7}): A 2H 0| =™EXE FItste{H 226t L|Ct.Topic
filter(FH| ZE]): 21|00 EAISIZ{ &= OO|E{7} EgtEl MQTT X E F7tgtL|Ch.Data field(H[0|E| ZE):
O A|X| 7t JSON @A0|2tn 745t @u{2f 0|0 ®AISHE= BIAIX] HO|Z2EQ| 7| X|FELICH
Modifier(=dx}): @H 20| CtE W} At +=FYXE ALSS L L

oz

=

=
« #XMPZ A|XNtE =FA= FHOM B2 2E HOHE HEAIGLIC
« #XMDZ A%t +=FA= HIOJE ZE0| X|FE HOHE HEAILICH

Mg

HE{3 A2EZX|

Ignore(2A]): HEQA AEZ|XE EAISt2H ZL|CH.Add network storage({|E Q{3 AEE|X| F7}): =3}
£ M¥Y = Ue HEYR 3]E F75t3{H S8t
o Address(FA): SAE MHO|IP =4 L= SAE 0|28 Qs YHtX o 2 NAS(Network
Attached Storage)QIL|Ct. D™ IP ZA(SHX IP AL HAE 2 QUOD2 DHCP He))2 At
8o E 2AEE FH5IAHLE DNSE At&3t= 0| &L LCH Windows SMB/CIFS 0| &2
X=X ¥&LCh
* Network share(HE®|3 &]). 2AE MHO| 57 X9 0§ ¢
o EC7t QloD=2 of2f Axis HA|7t SUS YEYS 2R A8
+ User(AF&X}): MO 23010 EQot F2 2

b2 gXo= 2/

of Meo| 21

olste{H THICNASA 0l§S YUHBIAUAIR.
« H2ARIE: MHO| 23010 HRot 22 MAQEE UHGIYAR
« SMB version(SMB HZ): NASO| Azt

MB AEZ|X| Z2ZEZE HHS MESIL|CL Auto(XHS)
£ MESH YK = 2ot MM SMB F 3lL A . 3.02, 30, EE 21 A9
M7 S X @ISIX| 9= 0|7 NASO| ZASI2{H 1.0 = 202 MEISIAAQ. Axis ZX|O| SMB X|
Ol CHel of7/0l A XbM5| ZotE = QUELICE

« Add share without testing(H|AE gi0] 3§ F7I): ¢ HAE 0| @77} LA A0 = 4
E9|3 B9E F7lote{B MESILICL O[S S0f, A0 HAEIF WRSIXD 0|F YHotx|

le'
+
20
>
I
o

7| =20 2FIF TR

=2 o= .
HES3 AESX| HAH: HER/I 330 Cist AAS O E SN, QY oA U MAHste{™ S=gtL
O|EA otH HERZ S/0 izt 2= E780| MAELCHUnbind(HFQIY 8iH|): HERI SFE H2Y
SiMstn HEE Hoed®d L L
Bind(HIQIT): HERZI Z3FE HQYstn AASIHEH 2T L|CLUnmount(OI2E 8iH): HEYI S/E
O E siAste{® SeLCt
Mount(OI2E): HEQ3 S3RFE OI2ESI2{H 22 2L|CHWrite protect(#7] WX|): HEZI S {0 2
7|18 BCetn =3tE0| MALKX REE sta{H HLUCH M7 BHX] HEY/T S/ ZUE = Q5L
C}.Retention time(EE A|Zh): =3 22 7|7t QeEl =39 & 3t E& HO|H A&t HHE AH E
£ MEigtL|Ch HEXI AE2X|7t 7t5 X MEISE 7|7H0] X|Lp7| MO O|™ =37t AN EL|CH =
« Test connection(dZ EHAE) HERZI 370 Cist AZZ HAESHLCE
« Format(Z9): O|E =0 ZE HO|HE WEH X|0f st= AL, HERKNT 332 =Lt
CIFS= A8 7t obY A& SMALCt
Use tool(E4 At8): eI MEISH S5 dztetLC}

2HCE AEE|X|

39



https://help.axis.com/axis-os#about-cifssmb-support

AXIS 17020 Network Intercom

o QUE{H oA

O Al 2s)oF & 249 c

2h= SD FtEO| MYE ZE G O|E

i
>

« Encrypt(d=3}): 0] =5 ALE3510] SD 7FEE ZUWSID A 3lE 2datstaA
FHISLICE Encrypt(¥23HE AFESHH SD 7tEO| M

= [=13

3-9- A|'o
MOl &4 8l &4& =3 9{g. X7t D Y= 520= SD FtEE F2[5HX| OHdA|L. SD
7tES MASH?| o OI2EE SHAStuAlL.

Unmount(OI2E sjiA]): 22/l SD FIEE OtMSIAH M A5t A| 2. Write protect(227] ®X|). SD F}E0
MI|7F BXE D 5280 MAL= AS Ex52{H 0| FME ZLICH MY| BX|El SD 7tE= =SS
9l & L|CHAutoformat(XIS ZO): ME AQst SD FIEE X502 ZOSIHEH HAUAQ. I A|AHE
ext42 HLOSHL|CtIgnore(RA]): SD 7IE0| =3t M S FX|Ie{H HMAL. SD 7IEE 2A|SIH FETL
ASS X7t O o] QABIX| ZotL|Ct o] M2 22Xt AMRE %= UL L|CtRetention time(EE A
7h: =3t 23 7|2t QefE =30 & otk L& Oo|H NEN HE Y E4E MEFLCH SD FtETt
75 K MEISE 7|ZH0] X|LE7| MO O™ =3p7t AN ELCH =
« Check(2Ql): SD 7= @ FE ZQISIMA|R. ext4 It A|AEO|AMTH 2 ELICH
« Repair(57): ext4 LY A|AHRO S+ @RI AMSL|CE VFAT It A|ARIO| MEE SD 7t=
€ E7ste{™ SD FIEE ML ZFHO &Y O, Cla3 SE4E HAgL(Ch
« Format(ZS): O|E =0 o} A2HZ HAGOF StAHLE ZE HO|HE Al&3| X0 & E2,
SD 7}EE IOHGIL|CH VFATQ} extd= & 742 0| 8% = e LY A|AH”H FMYLLCL =
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+ View the device server report(&X| M E1A H7|) T
SLCH YA B0 AAS2E2 MY E0A0| =& L CH

+ Download the device server report(ErX| A{H E_l_kl Clez2C
i AEE OfL 2t UTF-8 Ao TH Mu HINM E
MHI*OH =0\ I & MH EnM zip e

 Download the crash report(% HIOAM CI2E2
BE ORELETLLCL S EDN0= XM

gLUch o EnMos HERT FHI &2
dot= o 2 2 & A0F8 = AELHCH
21
+ View the system log(A|A8 21 H7|): &
HMEO Ciot HEE mBAISZEH S CH
« View the access log(dMA 21 H7|): 2
WMA AEE BF HAISIHEH SE/gL O

HEYI 53

T2 A

HESA =X DjUL HET
H AlZh): xx—i 7|ZHE EL 2)S MEistn

ot
ofn
ﬂ.||0
N
i
of
)

HEYA %5 TAos UM £ T2

=HE 3
wnload(CI22E)E

2H A28 23

Sysloge HA|X] 222
HAIXIE 20 9 24
of fg Letfs A

of EEYLICH SysI0901|A1E 0
6+E ATDEQIOE 22 +
|4 RETL BAED MZE

Protocol(Z2EEZ). AIRY ZZEZ MEH:
« UDP(7|2 M43 ZE: 514)
o TCP(Z|1E MX =ZE: 601)
o TLS(Z7|2 M7 ZE: 6514)

4

Server(MH): Af MHE F7I5t2{H S /¢
Ct.Format(Z8l): At2% syslog HA|X| ZUHE M

o Axis

« RFC 3164

« RFC 5424

HE: [[2 ZEE A%3H ZTE HSE HETIL| L} Seve
ot L|C}.CA certificate set(CA QIS M MHA): & x|o

Yt 7y

At BYL Axis A T4 HHO

W4 S¥etn myy £+ A&

44

101, HAIXIE XMFot= A
3 HARIE

[m
Hu—io

erity(U2e). 2748 0] HS oAl
5015 7L ABME &7}

|'0|'ﬂ

SYLICE O] HOX[oA T+




AXIS 17020 Network Intercom

2 QlE{H oA

e

X &
Restart(X{ Al &}): EX|S HAIE L CL Ol 2xf 0| Febs FX| FELICh 2 S O4E2|#H0[M0] Xt
S22 FA|ZE L|CLRestore(S ). /720 82 S £t Al 7222 ESE|MUAR. LSO Xt
HS CHAlL g5t AP AX|E[X] @2 2E HS CHA| 2X5110 O|HE 8l Za|4lg ChA| 2HS0{0F L Ch
Ta A

=8 = M3¥Es et 282 o3 ZsU

. 72 22
« MEY OA3

e 8021X MM

« 03C AH

« DNS MH IP =&

Factory default(2% §ot Al 7|23) Z£ 4H2 3% &6t Al 7|2Y2E S2YA. 1 30| FX
of ANAE + U=S P F2S XA OF SLICF

H|
BE Ads X AT EQIO = CIXE ML & a
Al St Axis HX[Q HEtHQl X AO|H Hot =F5 HE € &+ Ug
axis.comOj| Xl B8 A "Axis Edge Vault"E& HZTSIAMA|L.

AXIS OS upgrade(AXIS OS 1| 0]E): Af AXIS OS H{F O
s HI #8 8 25 M22 7|50 ZHELICE g &4

o
Ct. %Al 22|=E CIRECSHT axiscom/supportE 0| S gL L},
YA OEY W ChE M 7HX S8 oM dEg = ASLICH
« Standard upgrade(EZ €Y 0|E): A AXIS OS HM o= gy o|=gtL|LCt.
+ Factory default(S% =3 Al 7|23 YA O|EStD R= HHS 3T & Al 7|24ULE =&
2lHAIR. O] SHS MEHSIEH A O|E S0 O|F AXIS OS H{THoz E|E3 £+ QgL

= —
HOoH FX| 7t O|F AXIS HHo=2 &S0t L(Ct

3 1S .
. Autorollback(X}S =tH): ME= A|Z+ Lo Y00S5t AIHO|E= QISIAIA|Q. £OI&}HK]|
oS
AXIS OS rollback(AXIS OS ZHH): o|M0j| AX|= AXIS OS H{H o2 £|=2L|ct,

45


https://www.axis.com/learning/white-papers
https://www.axis.com/support/firmware

AXIS 17020 Network Intercom

M EE

gM BE

VoIP(Voice over IP)

VoIP(Voice over P)&= 1P LIE9|2(0f: OIE{U 24 SN U HE[O|L|O| MMS BYBIS}E 7]
LICt. Et™Ool M3t E310|A = PSTN(3S wz ™3, Public Switched Telephone Network)OAl 3|2 M

£o ofd2 T Mo} MLYLCL VolP SN 22 P HEYIL AHAS Sof HOE HUSR B
L

]
otm
rot

=1
2 %

=

=

S
=)

¥y more

Axis N Z0 A VoIP= SIP(Session Initiation Protocol) %! DTMF(Dual-Tone Multi-Frequency) M S & £79
MetElLct

ol

i

W R

Axis Q1B S0 A Szt H =
k=3

® 0T EBTF AIRHELCE AR SE
so &7t ELTh g

SIP(Session Initiation Protocol)= Vol
AFEAL OJO|ME ZHO| 28 Fust
2 Axis AKXl S8 At8T £ Q&L|LC}

| &2l mE| =, SIP

o|Ato| T
EZE £ SIP X|

=
B
HU
Ot
rir
fin]
>
oo
I
-
_IT|_
=R

RTP(Real-Time Transport Protocol) 52| M& ZEZEZ S AL25I(
TE Zto] wehE Lo

nz
=
to
n]
to
-
o
n
to
N
%)
mv)
>
o
Ral
=2
o

of & oo 2E2 M85 22 HEIOM = PBXE ALE3I0] HESRA 20| 22 +8E + AFUCH

Peer-to-peer SIP(L|0{ & |0 SIP)

7t 71252 RAo SIP SM2 = 0|42 SIP AEX OO|HME ZHof| XY O|RO{HL|Lt. 0] SIS
peer-to-peer SIP(Z|O0f & ;O SIP)2td otL|Ct. 2Z W EQI0A 0] SL0| O|FOX|H ALEX} 0f 0] H E L
(e]

SIP ZADh Qoo gLch o] 22 UBFHOl SIP FAL sip:<local-ip>QL|Ch

46



AXIS 17020 Network Intercom

M BH

ol

% °

SIP

A

1 MEA OOIFE A - QIHZ. SIP FA: sip:1921681.101
2 A2At OJO|FHE B - SIP A2 M7 SIP A sip1921681100

o & mo SIP 482 ALE%ts SLY HERIL SIP X[J MotV S 2EGHET Axis 2EFS 28

o
g+ AsHoh

PBX(Private Branch Exchange)

ZHIP HEYZA LM SIP 28 £=dZ [f PBX(Private Branch Exchange)7l £¢ s|E &S —’,‘—%IEEF %= 9l
SUCh PBXO| Fo 74 QAL SP T2\ B SExRenE os SIP A QLT PBXE J|Zo| A9 E
EXE TSoln 2etooEo HA JHS EAGD B H%, 4 oY, 2l0Ha 52 s8gli

PBX SIP Au{= 22 OIE(E| £& QI AOEZ MNELICL QAESUON EE EFA BIXT} O] M
R HESA zto] SIP 22 +88 0f e SIP =4 S|X|S H2|she PBX Al
ElE|L|C}.

od

om
ok
1
bae)
|
I
n|

v
>
ofo
Ral
2
o
Jorx oL

o 3 SHE LM HB2 M2 2ol L2 AR Of0|MEl AT
sip:<user>@<domain> E£ sip: <user>@<reglstrar 1p>° L

pIg= . 0 = |
SIP R4t IP 749 H7j0[0, PBXE PBXO| SEE0f Qe o MAof AMAS = UK SFLICt

0
2 Q

SIP

SIP

SIP

Q@ N

te

1 sip:mydoor@company.com
2 sip:myspeaker@company.com
3 PBX sjp.company.com

47



AXIS 17020 Network Intercom

M BH

4 sip.office@company.com

Axis QI Z2| &3t HHES F2B oLt 0|¢2| PBXE &3l 2Z IP WEQIL} AHUMO[ SIP F22 F0|
HEgEuo

NAT 81} 7|5

Axis ZX|7F AFEY(LAN)O| A1 sHE HIERR 2FR0AM FX0| HMAste{EH NATHERR = H
gh s 7|52 AL
H| 1

B E{7} NAT £3} 9 UPnP®E X| Y30} StL|Ch.

2t NAT St

[=

REES MNEHCZ AMEoIAL HEHR 2td0 et CtHE =gtz A" 5 JUSLICH
« ICE ICE(Interactive Connectivity Establishment) ZTZ2EZS AI25tH Hm| 0| &KX 7t /=3t ELIQ|
O|ROXEE 7IY 2880 =25 27| 2|TLICE. STUN 3 TURNZS 933 ICE Z2 &

Z20M 7t 28X BR2E X2 & Us 7|20t SSE L
« STUN - STUN(Session Traversal Utilities for NAT)2 Axis X|Z0| NAT £= g}
118 42 244 sAE gZgo= ¢otE HHE T S8 IP FAQ ® =g 7t
siFE Seto|OE-ME HEYI TRESYLL. P T2 22 STUN Mb F25 gL o
+ TURN - TURN(Traversal Using Relays around NAT)2 NAT 2} E L= st o
EL UDPS Sof 2 SAEOAN S0I2L HOHE +4E & JES ojFE =
TURN A 2 % 219 =5 Yt

Ato|H ot
MELE AOIH HOob JE = axiscomOA siE MZFS| HO[HAIES HZIUAIL.
AXIS OSo| AtolH{ Eotof tiet XiMiet &2 AXIS OS 22 22} 7/0/E8 HESHUAIR.

Axis HQF 22l AMH|A

Axise Axis THX|Q #{OFM U J|E} HOL B SO Cf3t HEE A
Bto 8{ ¥ axis.com/security-notification-service| | T+ =St H E L|LC}.

oh
O
rir
ne
I}
=
=
[>
i
=
OH
gt
r
n
ne
I}
mjo

Hopy mel

Aise D20l = 9IHS XA 2| CVEBE HAY U =) CNAMS XY 7|22 A 244 B
E2 Tt X, AZEQO W MHAOM HAZ FAFS 2|5t 0|0 CHSeLCh Axis F o
g e M, FHUdS Hadste &Y, o0 ZUNE F Y S sy 2ot Ao et AtMT W82
axis.com/vulnerability-managements & ZSIMA| 2.

3% Zoh Al 7|2700] MHE Ads FAE Bot 7|2 B3 HHUSOR AH BAEOf ASUCE
S o B2 Bob R4S Agets A0l BSLICH Axs 23t ZH0[E 9 J[EF AFO|b EOF 23 ZA0] Cfof

QL . IS a Application Platform(ACAP)2
o e 7Y SSELCH ofE2A o2 &X[of
o (o]}
= AN


https://help.axis.com/axis-os-hardening-guide
https://axis.com/support/cybersecurity/security-notification-service
https://www.axis.com/support/cybersecurity/vulnerability-management
https://www.axis.com/support/cybersecurity/resources

AXIS 17020 Network Intercom

M EE

Axis O Z 2|7 0] F0f Lot AtEXF HHME HNOLEHH help.axiscom2 2 0|5 gL Ct.

49


https://help.axis.com

AXIS 17020 Network Intercom

AL

AL

HE e

=

T
o

) Y

§

Vs

1
2 53 HE
3 AmF
4 FHX LA
5
6
7 AEf LED
8
9
10 (microSD/microSDHC/microSDXC)
11 ofo/=27Y)
HH ofd gAl7] & HEE
HEZ2S oo AZdstH MM e BEA7|7F R = S AP
HA|7| ofo| &
ofo| & HA|
LA Moot AL H FHMOZ AL AN JSY
o

@

h

7

50




AXIS 17020 Network Intercom

A
LED HA|
AHE} LED HA|
=4 MY HE Al SM0| A% EAPYCH

+ SD 7tE &4 20| ASHCE SD 7IES Mo ZE|g i 2722 =7, 85 4N & o=
ot S JIoHA| OHYAIR. £7HEE AREot] 7HEE MYt 2|5t AlR.

« OolE =4 81 &4z =3t 2[d. FXE 22l5p7| Mo X2 @ 2IHIOo|A0M SD 7tE O2EE
SHASHUAIR. MEO 24 5 W= SD 7tEE 22|6HA] O A L.

0| & X|= microSD/microSDHC/microSDXC 7tEE X| & ghL| L}
SD ZIE JHE A& axiscomS EXSIAA L.
me  mge

ME2 =™ X€ microSD, microSDHC 2! microSDXC 2 1= SD-3C

LLCO|
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