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+ Registrar(SEX}): SEXIQIPFAE

b

oo OF % o
b C
In 11

« Transport mode(M& B E): AHOl SIPH £ MEHSHL|CHUPD, TCP EE&= TLS).
« TLSversion(TLS HH)(H& D E TLSOH): AFES TLS M S MEHSHL|CH H{ M v1.2 2 vl.3
O] 7t Ot gL T Automatic(X}&)2 A|AR0M K EI%F = Ues 7t st HE S M

LI

* Media encryption(D|C|0] ¥S2h(TE 2 TLSEH: SIP S0 A O|C|0f(2L2 & S&)o
CHot Yoot mds MEfgtLIC.

« Certificate(only with transport mode TLS)(Q/ZM (M & 2= TLSPH): QIS ME MEISHL|C

« Verify server certificate(only with transport mode TLS)(M B C1Z A 2tol(M& 2 E TLS
oh): M QS M E =Qlste{ ™ MEdSEL| T}

« Secondary SIP server(E2 Zx SIP AH{): 7| & SIP A|H 0| 5E0| At 4 &X| 7} 2= SIP
MH 0| 52 A|=5tE= St2{ ™ F L Ct

« SIP secure(SIP K 9F): SIPS(Secure Session Initiation Protocol) & A58 ™ MEHSHL|C}.
SIPSE TLS & REE AHESI0 EfE 2 Y= otetL Lt
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SAIE Fototi® 228t
: Mmmm@ﬁ%ﬂ B): ) Oluel ZRAIE F718 20| ZRAS 4 &

oIS lNsta{n 228

):SIP ZEA| MHO|IP FTA
- Username (Al X} 0| &): %ROP HRSIP ZEA| MHO| AFEX
- TAYE LR FQ SIP TEA MU HAYEE UL

=
« H|C|2®

- View area(H 7| H9H): o4t 210 AHES E7| LS MEATHLICE None(Bl2)2
MENSE ZL /& E7|7F AL &L C}

- M E: oHA S0 At2S SHA = E MEISLICE S == ZRd HEE0 eSS
ELICt.

- ZH Y YO|E: otAt SO 2T = 8 METL|CL =8 0| EE EHast
Q=0 g2 FLCH

- H.264 profile(H.264 =2 h}Y): PA E3}0j| AtRE T2 QS MESHL|C}

DTMF

_|_ Add sequence(A| 3 A ;
SHLCH HX| E0f ofsl 2dotkl= ES

Sequence(A|E2A). ES
D%mmbmgﬂkﬁ_E_ﬂﬂaﬁﬁwtﬁﬂ%%ﬂﬁﬂuq

=
Accounts(H|H): DTMF A|HAE ALB S AHEH S M EHSIL|C}. peer-to-peer(L| 0] £ I|0)E 14
Ste 29 ZE OO0 £ OO AE2 SLst DTMF A|AAE 3 RELICH

i
0x
m kot
mot
Ho
>
ujn
zo
1
E&*
to
m
rir
Hn
r|r
T
L
>
o
) *
o
-
il

Z2EEE

AAYA ANES Z2EES WESLCL 2= 0|0 R OO AE2 SL Z2E
S| CF.,

~
o

M
mx
mjo
OH

=0

Use RTP (RFC2833)(RTP(RFC2833) AF&): RTP Tf| 71 0 A{ DTMF(Dual-Tone Multifrequency) A1 &
CHE & A= 3 Fol O|HEE 5 &ota{H ZLICH

Use SIP INFO (RFC2976)(SIP INFO(RFC2976) Al-): SIP T2 £ 20 INFO MM EZE ZstHs}e{ ™
HUICEINFO B A S YutH o2 HlMIL Bisl Metx ofZal7olH A% B s SreLch

HAE S
SIP account(SIP A| ). H|AE NM3E 4 ANHS MEHSHL|C}
SIP address(SIP Z=A): SIP =AE olaist 1 a2 Z2I510] HAE M3IE ZHO| A HO| ZHESH=

x| SHOISHL|C}.

YN~ 5
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Use access list(U 4|2 22 AR): KO HBIE 2 4 Qe A S HShsia{® 7Lt
ZAXH-
S
. Allow(3|8): A~ 220 Y= 24
ol A

. BlOCk(xI'I:LI') O—hlk"ﬁ %%O“ PN

T Add source(2A $7h: M~ 2 20| A B2 MySRIE 22
SIP source(SIP &2 A): A AO| HFAMXLID EE £ SIP A A E QI =HTHL|C}

om i

3t £

Use call button(S3} HE AI2): 53} H

ESo

— =
Button functionality during a call(E2} & HE
S= dEgL o

« Endthecall(E3 E&) YA 52 50| St HES FE0 S/t S ELLCL
LEAIL QM EX 828 TS = JUACE 5t2{H 0| U2 AL LTt

« No functionality until the call has ended(£3}7| Z2E W7X| 7|5 S 3): Y =At7F &
A S S0 St HES F2H OLF 2 YOLEX| EELCH HEX7t 28 S=SHA
RO & 5t ™ O] M2 Ar8 &Lt

« Delay before you can end the call(E3} Z& ™ X|H): 2 EZX} 7} E31E A|&HSH = Delay
(seconds)(X|H(X))0f A= A|ZFHLHO| St HES +EH OfF S AO{LIX| Qi LTt
K| AlZHO| XLt St HES FE8 S217t SR ELICL O FHE ALESHH LEX7}
T s drE 828 TS A2 WA = A5 HLCH
- Delay (seconds)(X|¥(X)): St HHES F HMZ 58 828 S=5H7|7HX| E2

st AlZt2 QaietL|cy
Standby light(C}i7| ZAIS): S8 HE F 80| LT EAISO Cfgt S48 Heygriich

. AutO(xP%)CDi Of gXl= = =F0f W g A
« On(#H7]): X7t L7 220 RS O

> o|n

=
b7

o
Hl
>
oln
i)
o >

L o o :| =]
- Off(@7D): FXZHU7| 20| US I Y HEAISO| S WM ASH T
Recipients(=4X}): £+ 717t S=t HES +5 [ HotS 2 AN S ofLt 0| MEISIALE g
L CL & F ol ¢l =4 XS FI1oLH SA|Of 2= A A H=tot ZEILICE SIP S22 =4

YA

rC|e
H| D

. ME3tQrC|Q SE2 Myt 2 Wt A E LiC

. A0 53 50| QC|Q SYO|LF A OIS MASHY, S SSIIK| X2 EX| Y&Lict
Ringtone(# 2 2]): =27} ZX|0f M2 2 I (M @C|Q S MefstL|ct 22}0|H S A
2310] A 9IS TELIC
Ringback tone(£3} @2 2): =27} A0 M HelE 2 I MY oC|e S8 MefsiLct &
210 2 ALRSI0] A 12 Z Bt}
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VMS &3}

VMS &3}

Allow calls in the video management software (VMS)(H|C| 2 OjL|X| HE A = E9J|0{(VMS)0|

*‘I =2} 5| 8): X0 VMSE S35t F 51852 H MENSILICE SIP7} 7K 0= VMS &3t
Sk OIA LT}

E = T AAHd

Call timeout(Z AlZH £1}): O} R = SEOHX| f2 F2 83 Al=2l Z[0f AlZts 2F LT

=4 ofSz2|A o] M

HIEFC| O] B -8

RTSP H|E}H[ O] E{ 4G x}

HEIHIOH E AE2|Yd5t= HIOIH X2t AL SO A2 S 210 Z2[RfL L.
B2

0| 24792 ONVIF XML AL8 3t RTSP BEFT 0|6} A= 210 chat B FRLITE Of7IA Bt Ly

—

2 MEtEI Ol & AlZt=t T O] X|of Hets FX| & LT
Producer(‘84tx}): A2t AE 2| T2 EZ(RTSP)S AHESH HELH Ol & T &5t= HIO|E x|
2 Y LICH
X A LRI HEHIOIE & &0t O AA&dt= M2 Y LICH HEHO|E ~AEE S 2%}t
C|

=l

|
o 7L} Sk

—

MQTT

MQTT(Message Queuing Telemetry Transport)E Sof| K EtH| 0| & M Hd5t0 AE 2| USH= M ALKt
= s C),
s 713¢

. %_awwm%mWMmWMmg oS 2Bt
- Key@l): EECH2 S50|A 0|2| ‘82l E 4 XS H=SH0] HEHHO|H AEJ 9|
AAE K| ™S CF

- MQTT topic(MQTT FH|): MQTT FX|2| 0|2& stL|Ct
)): AR HE 2T 22(0-2)2 28

- QOS (Quality of Service)(QoS(AMH|A ZX!)
Ct.

=
Retain messages(H|A| X| §X|): MQTT F=H| Q| OrX| 2 HA|X| & SX|&X| £ E MEASHL|CE.

= -1 d

Use MQTT client device topic prefix(MQTT EE|-0|?_15 ZX| F=H MEAFAIR): A4 K| E A

o= O =20 = =5 MQTT FH|of| §FALE =712 X| 25 MEiSL T}

© MEo| 9 o0l Ch20| ZEHE L

+ Update(JB|0|£): MEfst MAtRto| HX S +F et

o AMH|: MEfSH M AKEE APH gL CF
Object snapshot(Z4X| 254 4F): ZHX| =l 2 2K o Zet O|0|X| & =Zetdte]{® HL L
Addltlona' crop margin(7} X} 27| of4): ZtX| El x| 2| Zeth O|0[X| F=|0f =7 ofHZ

ol 5} B Z3L|Ch
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AXIS 17020 Network Intercom

2|
HE

915 2| (Y )

Use external OSDP reader(2|5 OSDP 2| Al2): 2|5 2|H et A &K E A5t AL}
2| & 2|6 HH4H(I01, 102, 12V 2 GND)of| HZg LTt

Status(2HEH):
+ Connected(HZE): X7} &9 2[&F 2|H0| HZEO ASLICH
« Connecting(gZ 3): X7} 2| & 2|H0| HZE A5t JESL|LCH
« Not connected(HZAE|X| 2&2): OSDP7} A Q& L|CE
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30 Z2RES

Reader protocol type(E2|H ZT2EE §): 2|4 7| S0 A2

St
=
VAPIX reader(VAPIX 2|C): Axis £0{ AEZ2{0] 2t AFRSH 4= UL L|CH

OSDP:

Protocol(Z2 EZ=): HTTPS tE= HTTPE MEHSL|CY.

Door controller address(=0 ZHEE2| FTA). 0 HAEEZ Q| IP FAE QT
Ct.

User name(A2X} 0|8): =0 AEE
IAYE =0 HEER S AR EE YL T

Connect( ) =Of ZHEE2{0f HASI2H S LCh

Select reader (2| AEH): 202 £ 0{0f CHot 7 2|HE MEASEL|CE

9
|

OSDP address(OSDP F4): OSDP 2| FAE Y&t 02 tHY 2|2l 7| &
Z=AO| K} 7FA LBEE O] = A QIL|LC}.

Wlegand @

Beeper(2&2): M2 UHS EMs)sta{® ZHL|Ct
Input for beeper(A& 7| Y&): MS S0 AFRE|=1/0O ZEE MEHSHL|C}

Input used for LED control(LED H|0{0f| AI2E|= =) ZHX|0| A LED | =82 K|
O{StE O AHBEH /O ZE =5 MEASHL| T}

Input for LED1/LED2(LED1/LED22 Q! 2): LED Q! 2 0j| AFRSH /O TEZ MEHSHL|
Ct.

Idle color(§5 MAh:
HA[Z7| 2E2t0[=0f

% S ==
Color for state low/high(&Eff 2S/=39| MAh): L
A

SEIC A0 NH e B eSS G o EA MA S MeAsiLC
Idle color/LED1 color/LED2 co I r/LED1 + LED2 color(§& *_."é,*/LEDl A AL/
LED2 A4AH/LED1+LED2 M Ah): = J}0| /O ZE 7} LED H|O{0| AR E|= HQ 93,
LED1, LED2 §! LED1 + LED20{| ZtZ} TA|St A ALS MEHSHL|C}

Keypress format(7] 27| ®Al): To| M2 Mo HA|2 Mad 0 T HAIS X|H
St= g e A‘|EHOH_||:|-

- FourBit: PIN 1234= 0x1 0x2 0x3 Ox42 QAL Z|0f ML EL|CL 0]& 7|2

0|7 7t AekE{Ql ExtelL|CH

- EightBitZeroPadded: PIN 1234+ 0x01 0x02 0x03 Ox042 A AT L M &
2Lk

- EightBitInvertPadded: PIN 1234+ OxE1 0xD2 O0xC3 OxB4Z AN A |0 ™
SE L Lt

- Wiegand26: PIN2 8H|E A|"d F E2} 16H|E IDE AF23I0 Wiegand26 &
NEERTE =N

- Wiegand34: PIN2 16H|E A|M R EQ} 16H|E IDE AF23L0] Wiegand34
gAo2 elaggLct

- Wiegand37: PIN2 35H|E IDE Al 3510 Wiegand37 @ 4A/(H10302)2 £ QI
ACIEL|C}

- Wiegand37FacilityCode: PIN2 16H|E A|&d ZEQ} 19H|E IDE AtESI]
Wiegand37 @ Al(H10304)2 £ Q13 Y &L

Facility code(A|d ZE). EH A|M IEE Q

A0 AR & QLT

o= T M
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Al
2

ogt

£9

Select data format(Ef|O|Ef 241 MEH): 2 &[0 & X|0f 7= CO|E{S &Y HAIS MESH|C}.
- Raw(SIA]): 7} H|O|E2 ach2 MasH| o

«  Wiegand26: 7| = [|O|E{ £ 8H|E A|A R EQ} 16H|E IDE AFR3}0] Wiegand26 &4l 2
OlAEBHL|C}.

« Wiegand34: 7} = O|O|E{ £ 16H|E A|A FEQ} 16H|E IDE A23}0] Wiegand34 HAI©
2 elaggL

+ Wiegand37: 7} = [|O|E{ & 35H| E IDE A2 35}0{ Wiegand37 @ 4!(H10302)2 £ QA gt
L|ct.

« Wiegand37FacilityCode: 7t = [|O|E{ & 16H|E A|d Z =2} 19H|E IDE ALE5I0
Wiegand37 @ 4!/(H10304)2 2 QI3 Y BtL|LC}.

o Custom(AFEX} X|H): AFAIO] MAIS HO|SIAA| L.
Facility code override mode(A|d I E Y- RE) A|E AEE X HO|Sl= SME MEASHL

= o — — -1 d
Ct.
« XS AH ZEE FASHK| @0 43 G|O|H At=s HX|0M A|d REE ML T 7tE
EE AME3I7{Lt 7tE H5 0| A1t H| E0f A °|Xo+|_|q

ol Hef A2 2

- Optional(&4): 22 GIO|E{Q| Al TES AF3I7{LE TAHE &M o2 T Ho|FLTt.
« Override(FA]): &4 X|™HE A|H I EZ XY™ O|BHL|CF.

s

HA™E2 G2 Mol X0 78E AEat LX[SHOF gL Cf.

Length (0-32)(Z10](0-32)): PINS| A} 2+ BLICE ALBAI7} 2L A Y 1) PINS A8 Y
27 gle 8% 20|82 022 AELC
7

=
Timeout (seconds 3-50)(ZX 1} A|

7| F0| Zatsor 5t= AlZHE)S Y IEh
NEZ ZF
oE E52 ALESH XA S HFAL7LE, PIN EE= QR Code®E AHESHO =0 E7| S2| T}
Aot AHUS A E XS 27 = UASLIL I*IIOH EHE XE THE HYELLCE Ol 7|&
R EO| HEEYE A =& JSLCH
QR Codes= Y& 4l 7|El =710{| M Denso Wave Incorporated?| &5 2 # Q) L|Ct
X7 5% &
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Moo & = o Aoons  pmoogw KA
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<A o oo Ao i O o=
N___._M AT AR o m._m._. rr & il AL
= E IR N O Ko N Ko Ko oK<
53 Ko © m._e Klo wrO Koo
=0 ;T omWg R e . - w}W O Agoom - - o
Bl K © X0 K oo IR od

OF
=

2MBO|[, O| =

—

—

L|Ct.

I

=

e
o

Of EA[ELCh 21 np o %[ 37|
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282 EA

I Save(X|
2

-
(@]

M
b}

AAL EU L Y

-

k=3

o
Folgts

=1
=

-
q
H=a=

Download QR Code when saving(X{ %
ol &

Export all(2 5 L £ LY} 7|):
Qe O ES MEl

Egt 2, 0f
Filter(Z E£):

Zx 23
U 202

r|R




=

=

-
o

[

o
aT

o
=

2|

.l

Power type(%&

Noise cancellation(!c 0| = H|7A): H| 4 L O|=E K| A3l Q|2 =X S aFatA|7|2{H ZAL|CT.

Input type(2 3 §3) ®3 o

Apply changes(

S 50| 0| 2S MAH5kAH HLCh

100

10

ofd
oo

Echo cancellation(0f| 2 H|#) @ :

oz Aels =85t

.l

Off CHal 7

q

o

o
[s}

o
T

q

=
=

=]

= o0
c|
FL|C}. OF0| 3 ofo|&

4%

o
2 H

(]
=

Hod Al

.
o

=2
=)

Af

=

=

zto|

A

=

L|C}.

I

=

—_

Separate gain controls('2 & #| 2l X|0{) @: Ct

™ ZLC
Automatic gain control(X}-5 #| Q! H|0{) @:

FAN| Q.
Gain(#| 2!):

7 Sl A

<1
om

4

CC
—_

7

1

oto S

207 ofo|2& 28

= HEY

ol
—

20| & AHEt0] A

)
=

Gain(#|2!l):

L|C}.

b

e
o
=

L|C}.

i

=

—_

o
Automatic volume control(X

sHoz Aols =F

ZEn
s ELich

md
w|
<

|Ch 20| L0l AN U=
2 7{2{™ Enable audio input

35




erje S

_l_ Add clip(E2 F7): M| 2C|2 2 &S F7tgtL|Ct. .au, .mp3, .opus, .vorbis, .wav I} &S AL

2+ AL

C
0|2 HEY Lt
oM 2Ll S ES Y St= URLE ddetLicth 2

2 SEHS ARHO H22ES O
o
=

Ongoing recordings(52} T J): FX|0| M T S 2= =ot5 HAISLC

° n -,
SR ==tE AL T

o=

@ At AEE|X| &K E MESHL|CF

® HX| 0| 532 SR/TLICH

$Z 02 ZX|StALE ZK|E Z26H Triggered recordings(E2|H 537t T2 & L|C}

Continuous recordings —’,*—EOE =X|& U4 7HX] AL =L CH &K 7 TH A QU0 2 &

K& CHAl A S =3}

8% =
I
|-r

VN g0 ot HEeo &M

o
- =
Set export range(LH 2L 7| HQ| MH): =329
(o]
°

M Qot L L3 B 7|7hS QafstL|ch B o]
oI X|of CHE A|ZHCHOA] SHRIBICIR, Al7F Bo]= FX|S| A|ZHTHE 7| F 02 it
Encrypt(AS3h: L2 uh =312 0] O3t THASISE SBsH2A o MR LICE Ul THLL 1A
c 9f0] & & gl LTt

W =size amisiaio 2eeyc

Export(L{ B LY7): 532 RK| e U2E Lm Lot
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Event(O|#IE); O ES 7|0 2 =3l2 HA|ELIC}
ME &K AE2|X S| M3} =312 BA[SL O}
OH

=

_l_ Add app(¥ =7h: M| &= EX[LIC}

Find more apps(%7} ¥ &7): 88 942 O &&L|C Axis 90| 7§ H|0|X| 2 0| EEL|C}

Allow unsigned apps(MBE|x| 22 % 818) U Moicix| e of MX2 88

Q AXIS OS 9 ACAP 49| 0 H|0|E2 HOI5HAIA| Q.

Hlo

7] 212 5730]
2|70l Mo HHo

MO W B0l CHS 84 5 Lt 0|40] E&HE 4 YeLiCh
A =

O
« Open-source license(2E 2
25 UL

H=
MBI AR 7t ot 782 O Z2|AH 0|3 of w2t H2t & LCh &
|

sh24 ZL|C

=2
e

« Applog(¥ 21) ¥ O|HEQS 28 SLCL 2= A[& MH|A0| Zo|g If R&TLICtH
« Activate license with a key(7| 2 20| Ml A 243} Hoj 2tO| AT EH QB AL &3]
Si{OF 2L Ct. ’“*I7f IEUo ¢de == Gl 8% 0| 2*._"% Arg&g Lt
2FO| Ml A 7|7} QICHH axis. com/products/analyt/csi O|=StL|CtL. 20| MIA 7| E A M 5tE
o 2}o| Ml A _?1_59} Axis M| @H HS 7 LT}
« Activate license automatlcally(E}OlJ}ilﬁg Asoz gMsh: do 2to| A=t A
F 2ot OF S LICE &X|7F QIH U0 A &= U= R 0| SM S ALEFLICE 2to A
FL|C}.
= =

o
AS gysfotein ato|MA FETF WL
HZHAIBE O S SOf BT 2H0| M A 0K HA 2ol MAR BIH s

A2 H[ZASIS[0] CH2 2fo|MA = mH LIt 2l0]MAS HlZAHs[3IH ZX 0|4 = A

« Settings(AH): 07 HL-E L CH

« AN ZAOAM AS FH2 2 HHSHHA|L. A o[l A S HE g}t
MEIZ ©X| & |_| q'
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https://www.axis.com/products/analytics

At HM2 @ et ofof 2780 w2t S L

H|
ZX[S] MLt A|ZHE NTP MH 2t 57|2t5t= 0] Z& LIt
Synchronization(S7|3}): & X|o| IR Y A2t 57|32 M S MEASHL|C
« Automatic date and time (manual NTS KE servers)(X}-S 2% 3! A|ZH==3 NTS KE A{
H)): DHCP MH 0| A=l 29t NTP 7| 47 MH 2t &7|=tetL|Ct.
- = NTSKE A H: S}L EE= & 7HO| NTP M Q| IP F=AE Y SHL|CL & 719
NTP MH E ALESt= 8% HAl= F M0 FEHE LHES 7(H2 2 AZHE S7|%t
otn ZFBHLICE
- Trusted NTS KE CA certificates(2 2|2 4= Q)= NTS KE CA 1= A{): 2Ot NTS KE
A7t &S71|2t0] AtE S MEIE = U CARASME MEISALL MERSHX]| RIS =

S LIC

- Max NTP poll time(Z|CH NTP Z&! A|ZH: 0| E Xl A|ZHS ¥ 7] {8 NTP MHE
T MK X7 7| Che{OF Sh= Z[CH A|ZHS M EfL|Ct.
- Min NTP poll time(X|2 NTP £ A|ZH: QGIO|E =l A|ZtS 7| Q8 NTP MHE
ST MR X7 7| Ch2{OF Sh= X[ A[ZHS M EiSHL|Ct
« Automatic date and time (NTP server using DHCP)(X}- 5 &%} 5! A|ZHDHCPE A3}
£ NTP AMH)): DHCP M H{0f HAZAE NTP MH 2t 57|zt L}
- Fallback NTP servers(CHX| NTP A{H): 6L} tE= = JiO| CHA| MEHO|IP FTAE ¢

2L},

- Max NTP poll time(X|C}f NTP Z& A|Z}): QHO|E &l A|ZHS 27| 9|8} NTP MH 2
Z M7HX] F X7 7| Che2{OF Sh= Z[CH A|ZtS M EfBL|Ct.

- Min NTP poll time(Z| 2 NTP Z& A|Zh: R EO|E &l A|Z+S 27| Q|8 NTP AHZ
Z W7HX] FX|7F 7| Ch2{OF Sh= X[ A|ZHS M EfTHL|CE

« Automatic date and time (manual NTP server)(X}= Y X} 9 A|ZHES NTP A{H)): A EH

oF NTP A {9t £ 7|8}3tL|C}

- AE NTP MB]: &L} tE= = JHO| NTP MB{O| IP =AZ Ql24stL| T} &= J40| NTP A
HE MBS B2 X = F AMHO| YHE LHES 7|He 2 AZtE &7|215ta &=
S L.
od

- Max NTP poll time(X|CH NTP Z& A|ZH: QIGIO|E =l A|ZtS ¥ 7| Q8 NTP MHE
Z2e W7EK| FX|7F 7| CHe{ OF Sh= Z|Cf A[ZHES MEiSHL|CL
- Min NTP poll time(Z]2& NTP Z3 A|ZhH: QOO E Xl A|ZHS @ 7] {5 NTP MHE
Z2e W7EK| FX|7F 7|CHe{ OF Sh= Z[ 4 A[ZHES MEiSHL|CL
« Custom date and time(AF2 X} X| ™ X S A|ZH: =502 SR G A|2HS D™ CH
Get from system(AM 2RO M 7} 7)) S S 8/5t0 HAREH L= ZHY X0 S5/ 2

Azt 2788 o Xta| 7k & L T
A|ZHCH: AFE S A|ZHTHE MEdSELCH L& HOF AlZE N BE A|ZHO| X A0 Ats 22 27 E
L{C}.
«  DHCP: DHCP Mt 9| A|ZIHZ A{EHSHL|C} O] S M-S MEAS}
0| HZA|0f RLOJOF LT
. Manual($5): SECH2 220N A|ZHHE MetstL|ct
H| D
AABOAE BE =3, 20 9 A2 Ao SR L AIZHAHO| AHSE LT

r

1M HX 2K 7} DHCP A H




CRR R

ZX7F A= /X E LU CH S 2e| A|L-0M O] EE AHE5H0] X 20| EHXE XL
ch.

+ Latitude(RE): S+ 2L C

e Longitude(Akr): ¥ 2 2XXM SZ S LIE
+  Heading(&): Tx|7} &5t =g 02 M S LiERILICH
. Label(2}&): & X| 0| CHSF A o[ L EHE O
. Save(RE): &X| /XIS M-SR B 22etLCt

T =hol

CHek X ofOIX|: O|O|X| o] H{EZS 23t &KXl 7
of 22|H2 = HM ALK e TS5 A ESHALE

Latest credentials(Z| 2 X} 4 53) (OIX|Yte 2 SEE XY SHO| ot SEE EA|gL(CH

C @ w5229 ojes mazU
’ @ Agtof ot o0& Che o] mEHE L Ch
. Reverse UID(UID HFX): UIDO| byte =AM & _a |;| L|C}.
« Revert UID(UID E|=&l): UID2| byte = Aq
« Copy to clipboard(Z & 2 E0{| 5A}): UID

Check credentials(X}d = =}9l) @: UID &=
Ch AIAE 2 ZIX|Of A X2 5

Q5 AL UIDE Q&g 7o 2 A|XF'<‘5II-_|_| Ct.

HEHI
IPv4

Assign IPv4 automatically(IPv4 Xt5 SH)): LI E 913 212 E{ 7} ZX|0f IP
St 5 ot MEfgtL|Cf. L f22| HEXA o Ll At= IP(DHCP)E A E e LIL.
IP A KO NQBHP FTAZ UASIMAIQ IHIPFTAE 2t TAJF N1Q6H AL AZ|E Y E
SR |2 2 E 5 ASLICL S=5 LA

A3 22| Ko A Z2l5t= AO| %au Ct.

Meuiopa3: MES kA3 E
C}. LAN 9|50] 5= ZA

Router(2}2H): CHE HEH

A Y YHERI MO | HEE X E HE5H= O AHEE = 7|2
EFE(HO|EY 0N IP FAE YT L
Fallback to static IP address if DHCP isn't available(DHCPE Al2¢ = Q= AL 1™ IP FA
2 Bu) DHCPE AFSSl 4 Q1 P FAS AIEOR SES 3 gls 49 N2 A8E ay P

F4g otetel MefgU

-
4
DHCPS A& = Rl X7t 78 & UN S AFEdtE 89 18 FaE Hote gelz +
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IPv6

Assign IPv6 automatically(IPv6 XI5 &2h): IPv6S 741 4 EQ A 2t EH 7t & X0 IP F=AE Xt
=0T SLSIE 2 S0 MEiSHL|C}.

SAEO|E

SAEOIES AISCR T HERR 2tRHI EX[0| ZAE O|ES P FAE K522 &}
L= 5™ MEdSL Tt

SAE O|E: X0 HMASI=CHE HHOZ ALESIEH S AE O|E2 522 YHTHL|LCH
MH EDAN S AAR 20 SAE 0|E3 MHEELCL S EE = EXts A~Z a~z 0~9, -YL
C}.

S7% DNS YH|0O| E &/ds) [P A7 HAEE WHOLCH ZX[OM ZH QI Y MH 528 XHsS2 2
OOl ESEE 5 E8tL|Ct

DNS 0| & S&: &Ko IP FAE 7t2[7|= 13et =09l 0|22 YHTLICL S EE = Xt
A~Z, a~z 0~9, - L|C}

TTL: TTL(Time to Live)2 DNS |2 E 7} € H|O|EL|0{Of & WK SZSHA SX| &= 7|2HE A™
et Ct.
DNS A{H{

Assign DNS automatically(DNA X} 5 &2H): DHCP M7t AAH 0| Q1 5! DNS M FAE EHK|
of S22 e IotA ot H dE L Ch I F22 W EAZO s Xk DNS(DHCP)E #&= Y
C}.

Search domains(EIZI-II | M) HASIE|X| U2 SAE 0|ES AHESHE 42 Add search
domain(ZM £Ql =7} S S5t FX| 7t AL8Sts TAE 0|52 ZMY =022 2=
C}.

DNS servers(DNS A{H{): Add DNS server(DNS A{
L CEH Ol M= HEYA0 M 2AE O|ES TP

HTTP % HTTPS

HTTPS= AFEATS| I 0| X| 278 2 3 MH oA ghetzl H 0| X|of Lot Aot S X Sote Z2EEY
LICt &t=otel G2 ngh2 MHe| 4l2dS BEot= HTTPS QIS M E ArE5t0] 2| ELILY.

o I

| 2

k=1

— o
ZX| 0| A HTTPSE AFESI2{™ HTTPS 215
System > Security(A| A& >

Allow access through( HN|A S| 8): Af f7f HTTP, HTTPS tt= HTTP and HTTPS(HTTP 5!
HTTPS) .LLEE [: =2 | }EE o.I.Q.ol-Xl A'| EHol-I__l |:|-

H| 2
HTTPSE Sof Y= otEl & TO|X|E E= Z2 E9 HO|X[E Mg ¥ Il 50| Xste &
OIA|_| [:I-

M-

HTTP port(HTTP ZE): Al2%H HTTP ZEZ @/ 2{gt

Ol BE= ZEE S| ELCt #E|At2 29!

o| Moo EEES A28t A7t BAIE LIC

HTTPS port(HTTPS ZE): AL3t HTTPS ZE 2
HRlo| = XEE {8 LICL 2E|Xt=2 =0l

LICE O] Hele| LES ALESHH 1071 BA|E LT
5PN ™

Certificate(QUS A{):

65535 H2

Lne 4-
ol ZEE Y = UASFLICH

k)
%
o

443 &£ = 1024-65535
(o]

A ol A
R s s
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HEQIAM=ZEE

Bonjour®: | E9|A0) M ALE HAS 5| 23}2{ ¥ 0] M8 ALC
Bonjour 0| E: Y| E9|30) BAZ 0|22 Y2{3fL|Ct 7|2 0|22 &% 0[S 3 MAC FA LIt
UPNP®: | E T 0| N AL 2
UPnP 0| &: L{E =0 BAIZ 0|22
WS-ZA: L E 9T 0] M XHE ZMS 61
LLDP 51 CDP: L EI 30 A L5 244

mjo
of
ol
op I2 o
o 1
of -+
R
E o
L
- X
rhr
5 mjo
—_ U
ol 'I,f
Mo =
oA T
>t
o
o
=t}
<
>
m
i
o
-
_'T'_

ot
o
Of
B o
e
o
mo o
>
ﬂJIO

ZL|C}. LLDP 5! CDPE 11™ PoE
g o:IAI-O-” X|&Ho| A4z & MQ HANL B 2 X2 s AS Pam 8lE9)0f PoE

[
|:
oA SO PoE ¢°|x| Ve

r

E- N

Http proxy(Http TEA|): 5| £l HAl0| w2t 22
Https proxy(Https TEA|): 3|2 5 HAl0f w2} 2

HTTP 9 HTTPS T2 A|0f 32| = HAl:
«  http(s)://host:port
e http(s)://user@host:port

e http(s)://user:pass@host:port

=[jin]

X E MHAIZSHOl 22E ZEA dE S HEL|CH
No proxy(ZEA| g12). 22 ZEA|ZE 22(5|2{™ No proxy(ZEA| gi3)E AHESLICEL =&
of A= =M B StLHE LS AL 2 HE L2510 o 7HE YL CH

- HRIF]

. IPTAXH

« CIDREAO[IP FA XY
=0 QI 0|5 XIH(0f: www.< =0 QI O] &>.com).
- ST LM 2= 5h9 =02l X7E(0]]:.< =0 21 0] 5 >.com).

One-Click Cloud Connection
One cIick cIoud connection OSC)I'.} 03C A—IHIA = o= -‘.’-IXIOﬂA—I Lf *'AI Fol —L=§} OE'MOH = OF

11
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FL|CF.

a3

HAHE A} O

—_

-

L|C}.
A HE S YHBI0o] ZEA| MH0f A
o

LS

8

=

e

Gk

20| B

_
(o]

[ 77t K|

XIEILICH 5 o] H
< mEA| MH{0f Cf

E35l O3C AMH|

o

Q3 A

|
=

IjAQE:

No(OtL] 2): O3C MH|AE AHZA i K|
=x

Proxy settings (Z & A|

m]

(o]
—

a

Allow O3C(03C 5| &):
Port(ZE): UM A0 AFR L
Authentication method(2l

2

o~

MA LY

s
t7] = 0il Digest(C}O|H~E

O] F0f

2k

Pl

=0 & et

&7

{0
o3

<

ol
i

xd

X
ofn

Klo

KOiz0
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SNMP(Simple Network Management Protocol)E 0| 83}0] H EQA

SNMP

A
=]



SNMP: At82 SNMP ™ 2 MEHSHL|C}.

H| 2
SNMP vl 3l v2c ES 7{H 0= Axis H|C|Q MIB E 40| ZHA SIS L|C} REA|SH LI 2 AXIS

vl 8l v2c:

- Read community(2{7| #{L|E|):
ool = HRLIE[ O] 52 Y=

- Write community(227]| #
7| Moo U= HRLE| O
L|CF.

H . A o
AL El): X RE|= 2= SNMP K| off CHol 817] EE& A
E= YEHYLICHEY| TE AA M 2l). 7|2 a2 27| Y

— HA'— —

- Activate traps(E®l 243} EFE N E S35 H HAMA| 2. T X |= EHE A}
2510 520t O|HE = AEf HA0 Ciot A X|F 22| A|A=0f 2-L|CH &l
QIE{H O] A0f| A SNMP v1 3 v2coj Ciot ERS A = QEL|CL SNMP V32
HASI7{LF SNMPE 11 EZHO| A SO 2 JHEIL|CE. SNMP v3E AIE5t= 42

HZ S ERS H4ET = USLHICH

SNMP v3 22| O Z2|# 0| M
- Trap address(E &l FA):

- Trap community(E3H 7 JL|E|): ZHX|
g HRFUEIE 2L

- Traps(E#):

- Cold start(Z2E F8): YX[7} A2t E [ E® HAIX|E 2Lt

~ Linkup(Z3 &) 237 CHSOIN QO2 MAT HS E HIAIXZ 2L
C}.

~  Linkdown(ZA C}2): A7} YoM CHE o2 HAE HS EH DIAIX|2
YL

- Authentication failed(21Z AMil): Q1= A| =7} AMI|SIH E AKX E & 'H
L|C}.

v3:SNMP v3= 23} 8l Hot Ao S H|Sdh= HOt oHH o T LCE SNMP v3E AL
St 227 HTTPSE S3l| TEE| B2 HTTPSE &doldt= A0| E&LICH o MTHO|
U= GARZL 2ot X| 942 SNMP vl 8l v2c ERH0)| dM|ASH= A2 2R gL Ct.
SNMP v3E AtE3%t= 4% SNMP V3 22| of E2(AH 0|82 Sol ERS 2EY 5= ASLICH
- Password for the account “initial”’ (‘X 7|"' A 2| I AL E): 0| £ 0| 'initial @l A
O SNMP T{A9|E 2 QI2{BtLICE HTTPSS BA3IStA| 1 HAYCS N&T
% QIX|0H HESHA| 245 LICEH SNMP V3 IfA 9| E = B W0F 4Hot = 9l HTTPS
7t 2 otE 3202 A-st= A0 E5LCH AR ES S7YSH A9 E IE
LG Ol BA|EX| RELCHIIAREE CHA| BT HXE ST 7|2 23

O 2 XA ™ of oL LC}.

HL

re

re
ol
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SME HERIYS X E Sote Ol AFEE UL O] EX|= & 7HX| 2| ASME |-
Ct

« Client/server certificates(Z2}0|H E/A{H QI
a3

=210/¢1. E/HH'I ISM= X2 IDE 4 = A2 CAQF 7|20 M
Srael = S CE XA M B ASME AetEl RS2 K20l CA 23 JENE &7 A

TR AR E & QI LIC
. CAOZA

CA SIS AE A8101 T|0] SUSNE IS 018 SOf TH 7} ECE 8021X2 =5
S YEYT0| GZE 42 oI5 MH{o| DS ASELICH ZX|0fE 0f2] o] ALK HX|E
CA 0I£A‘|7|- §L| C}.

. QIZ A HAl: PEM, .CER, .PFX
749l 7| Al PKCS#1 I PKCS#12
S8 A

ZHE BT SG A |22 HUBH RE AFNZH AHELICL AL X CA 1B A
Jh CEA MR LT

_I_ Add certificate(QIS A F7}1) : QIS M E F7}5{H S| CL EHA| Y 7}0| E7F D&l L

+ More(t| 27|) 7 ZtASIALL MEiE 27} WES BA|LCH

« Secure keystore(E.Qt 7| K& LA): 7|9l 7| E 9t SHA X ZESHE{ H Trusted Execution
Environment (SoC TEE), Secure element(EQt @ 4) Tt = Trusted Platform Module 2.0
= MERGILICEH el H ot 7] XMZA0f CHSE XtAM 2 =2 2 2™ help.axis.com/axis-
os#cryptographic-support% RS A 2.

=
Ol

+  Keytype(7| & OI"ME H35HH EE0L 220|A 7|2 Y53 Y| S0|Lt ot
2 ors st o, EI S MENSHL|CY.
¢ Alglof OHe O 0f = TS 0| ZBhEIL|C)

« Certificate information(@1Z A HH): dX| =l QIS A9 £H &= &L|LC}
« Delete certificate( S A AHA)): 2l

y .
+ Create certlflcate signing request(QUSM A|H @ MMH): C|X|EH ID QIS ME AHSEHY|
o S5 7|20 22 SM ME ¥ S ddeL T}

Secure keystore(H QF 7| X{EA)®:
» Trusted Execution Environment (SoC TEE): £ ¢} 7| & A2 SoC TEEE A2 3t2{ ™ MEH

st ct. o
« Secure element(EQt @ A)(CCEAL6+): EOF 7| A& A0 EQF @AE AL25I2{H MEHT!
L|C.

+ Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 2|8 2): 2 QF 7| X ZHA0f TPM 2.0
= ArE5te{ ™ dEighL|Ct.

HEHI 2 Hol X =3}
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IEEE 802.1x
IEEE 802. 1= R4 8 4 L E9IT Ix|0| £t 152 NSt ZE J|8t Y =93

Ef

Internet Authentication Server) 2! L| Ef.

IEEE 802.1AE MACsec

Authentication method (9= ). 0| =0 AR L=

S MHE ASME AE3HY EEH0[HUES| IDE 22

Ol
CA QS M:CA IS M E MEISHY] 2
GIZEl L =9 o] A glo| AHH| o

o L|C

EAP identity(EAP ID): 22[0|HE QFS X2} AEtEl ALZAHIDE R ESIHA|L.
EAPOL version(EAPOL HHZ): | E Q|3 AQ|X|0|AM A ol
Use IEEE 802.1x(IEEE 802.1x A}2): IEEE 802.1x T2 EZ S AIE25I2{ ™ MEHSHL|C}

OIZ ute O 2 IEEE 802.1x PEAP-MSCHAPV2E AL 3t Z-20) 0t 0|2{8t AN S 0|2

+ THAQIE: ST AL RHDO| THAYEE
+ Peap version(Peap HH): H EQ|3 A&
o Label(2}t): 22|0|HE EAP U312 Afﬂ6}E1 012 MEHSID, 2
£ A5t ™ 25 MEfSL|C} Peap H 7 °
TR E S
IEEE 802.1ae MACsec(®™ CAK/AIE ZS 7[)= Q1= o 2 AL SH= H 200t 0|23
= 0[28g = UAS LI

ﬁO
o I_
2|SHIEEE & -’.f—%l L|C}. IEEE 802.1x= EAP(ExtenS|bIe Authentlcatlon Protocol)& 7| =2 2 Tt

[EEE 802.1X2 E3 E|= HEQ A0 UM ASIHH HEQA EX| 7} AN RO 2 QIS E|0{Of &L
Ct 2152 QS MHOAM =L, Y™ © 2 RADIUS A1H-|(01| FreeRADIUS & Microsoft

IEEE 802.1AF MACsec2 D|C|0] MM A S8 T2 EZ2 QB H|AZAH Hlo|E| 7| LN A THNS
0| 5= IEEEQ| MAC(O|C|Of M A HEE) £ Ot EEQILICH

A A

CA OIS 81O - gotH M QSN F=2d AAL HIZGtED X = A= HESAo 2
A SLO| Rt 1SS Al =g LICY.

QIS A S ABY 1) Axis 28 A| 717] 8 01 Aol EAP-TLS(HE 7hs 915 ZRES - & 2
S 2ehE ME0t0 CIX| 8 AS M= A {22 QS eL LY.

X7t SN E Soll E=k|= HEAIO HMAT = AT ot H M BE SEH0|AE 2ASA
= KXo X5 OF gL Ct.

EA

o

Client Certificate(22}0|H E 21Z A): [EEE 802.1xE ﬁtgg S2l0|9E QS ME MEiSEL|CT. QI
[s)
=

» 7| EX AE £ 7| O] A Z HE O] S(CKN)S RIHBILICE 2 ~ 6AXI(2E £ 7Hs) 16
7150{0F SLITE CKNS 917 B210J M 25 0 2 2 A8|0F 3, 420 MACsecS
ot P9 A B0 M LKXIBHOF 2L Tt

- 71X A S 7L A E o 7(CAKS BRI CH 32X S = 64X19] 1681010
C}. CAKE GiZ gh2iof M =5 0 2 A 3]of 8[0, §-8 0| MACsecS EH4data} 2y o
S 20| A LK[SHOF L T
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Firewall(2ts}): iS5l S 2t 5}6le{ ™ ZL|C
o_l_

no
]
o
Q
c
-
)
S
a
=
N
re
o
2
M
=2
x
i}
u
A
51’
rir
e
Y
FO
ot
mjo
0L

SHHO| Of A M ex| dEigtY
Ct.

+ ACCEPT($:): TX|0f [t R E (A & 8ELICL 0] M 7|2 MHE|of YL LC
- DROP(H&): BX|0f (3t 2E ¢i2 st|C

=
OF

=
+ New rule(\] & F7}): £ 451248 S =T LICH

Rule type(£& §%): o
« FILTER(EHE): 20| Zol& 7|= 0t LX[St= FX| 2| AZ S 5{ESHHLE ALEStE & e et
L|c}.
- M eholH S0f L) Accept($=2) == Drop(H&)S MEfBL|C.

- IP range(IP M Q|): 5{ &5t HLE X EHet =4 HR|E X|HSI & MENSHLICE Start(A|
=H 2 End(&)0| M IPv4/IPv6E AFRSHL|C}

- IP =4 5|28} 7L} AEHStE{= =AZ QI 243HL|C}. IPv4/IPv6 I = CIDR HAIS A
.9.ol-|_| |:|-

- Protocol(Z2 E&): 5{ S} Lt Kpthed
El

MBSt Z2E 22 Mot 2

— o
- MAC: 5| 25| AL} XSt = X[ 9

HEQAIA Z2EZ(TCPUDP == E CHE
JmE & X|H80} LT,

S AC TS AL CH
- Port range(Z £ U 9]): o{ 3}7{Lf Attt L E HR S X GO E e gL ot

Start(A|Z}) 2 End(8)0] 7L Ct

- Port(ZE). 5| &5t AHLI A CHSte{= L E HS 5 Y L|CH ZE HS = 10 M
65535 AF0| 0fOF &FL|C}.

- Traffictype(E2T 93): 58317 Lt XTHlel s 2T S MegLIC
~  UNICAST(SLIFHAE): THY SHAIX{7} THY S AIXFOI A R L EjmielL|

C}.

- BROADCAST(EZEI|AE): Ct EhMXI7 HEQFo B E X2 ELf=
Egfj=eiL|Ct

- MULTICAST(HE|F| A E): StLt O] &f 2| = AIXE7} SfLt O] & 2] =4I KO A 2
L= EciE & LCh
«  LIMIT(Hgh: 20 Fol& 7| =1 LX|o= HX| 2 AZS +&HoX| 2 Mot EAfH S =

0|7 ?iell Mets MH-8oteH MEgtL|C.

- IPrange(IP 'H?|): 5| o[ HLf XTI =4 HRZ XYoL F MEGI LI Start(4]
) & End(8)0f| M IPv4/IPv6 E AHERFLCY.

- IPFA S ESIL e FAS Q2{3HLICE IPV4/IPV6 = CIDR HAIS A
23t C}.

_ Protocol(ZE2 E E): 5| 25} HL} X}
MEHSIL|CH T2 E22 MEY PE’

- MAC: 5| &3} 7{Lt At EHSEA = F K| 2

- Port range(EE H2): 1%6}7{ L} XpChst
Start(A| %) S End(8)0f Z=7tetL|Ct.

- Port(£E): 5{ 85| AL X}CHota{= ZE Ho E QHSIL|LEL ZE Mo = 101N
65535 A}O|Of OF ©+L|LC}.

Y EXQI Z2EZS(TCRUDP E&= E CHE
S 2E E X|d sl OfF tL|LCt.

~ Unit(EHS): 3183} LE AHEHS o] Rue ekt
~ Period(7]Zh): Amount(R1)2} B El A|ZH 7|7k MeEdgtL|ct
~ Amount(3l%): A4 5| Period(7|Z) L0 BX|7t QS 4 QU AT S4E M

2 LI 2|0 242 65535 L LY.




- Burst(tH{A E): 27 =l Period(7]|Zh) =0t of H A
A= AE slE =
HAEE A0S EELCH

- Traffic type(E2i T |): S 5L X HSH= E
- UNICAST(RFLZHAE): THY ZAUR7F B =LA A EU= EfEH Y
C}.

- BROADCAST(HEEIF|AE): CtQ EIAXI7 HER TS RE AKX 2 E&=
=3 ZQ Lt

~ MULTICAST(HE|FA E): 8} Lt O] Abo] SAIX}7} SHLE O ko] 2= A RLO A &
e ezl

Test rules(& E|AE): Ho|st EE HAESIZH SEIgHL|CH
« Test timein seconds(X EtQ| H|AE A|Z
* Rollback(E%H): E2 HI2ESI7| T2l O|F ME{Z Yot

o
= =]
. Apply rules(8 ®8): HlAE3X %0 22 TS M S2ALLICE 0|2 H e e
ol K| LTt

MEXt X MHE AXIS OS QIS5 M

0

ZX[0f AxisO| HIAE AT EQO| EE= J[EF AFEAL X|H 2T EQIO|E AX|S2{H ALEA X[ A
FE AXISOS Q1S M7t HaetL|Ch QIS = AT EQO| 7F THA| AF KRt Axis H 50| 2[sH 5¢I

LI A=X OIS CEL AZELI0j= 3ot A Ho o A IDE AlHL[= E7d TX|0f| A2 Alis
T ASLICH Axis7} MHES @[t 7| & ERotD AL B =2 AxisTHO| ALE A X|H A& AXIS OS 2l
= 4 2L|C}
o (=]

—

>
i
>

o
Install(4%]): QIS AIS AX|5t2f P S2YLICL AZEQI0{Z MX|5}7| Fof ASM S Ux|8Ho}

A

A
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+Add account(AH8 F71): Mf A S 7ot S LT X0 100712 A& =7t =
OIA|_| |:|-

Account(H|H): 133t A 0|52 Y L|CL

New password(M| 2 E): Ao A E S g St Ch T 29 == 1~64Xt HO| O OF Bt L
O} X}, 2K, L&, AH 7|3 S 0laf 7H53F ASCI 2XHAE 32~126)8 A0 AFRE &

QLT
Repeat password(Ij A Q| E HHE): S AUSH DA EE CHA| LEGIAMA| L.
Privileges(#oh):

« Administrator(&2|X}): 2= 70| 25| MM AL O 2E[XH= CHE AEE =71 ©
HOIE S MAHLE = AS LT

« Operator(2gX}): Ct22 M elot 2 A-O| AMAT 5= ASL T
- EE System(AIAE'“) M I‘|

. Vlewer(Tr01) CtZ0 CHer ™2 Hoto] LS Lt
HIC|@ AEZIO| AHAFS H ] R L|C}

s
_ _L.—_g|. A|7<‘|o|-_l LHE"HL|E|'

- W UE U PIZAN N2 T3,
P AE0| 2 ol ol Chgo| ZRELIC
Update account(#1 2IH|0|E): 7% 248 B LICH
Delete account(Z| AHI): 752 ARIE LIk root A ARIE 4 gl&LiTh

LIRS

Allow anonymous viewing(2H H7| 5| &) AN Z ZOQISHX| Q1= =L 2HEXE THK|
of HMAe == A= T G- Ch

Allow anonymous PTZ operatlng Q|HO| PTZ 29Y 5| 8) @ O AFR X}7} 0| O] X| Of] CHBH
o ElE QI =SS A QL2 53H 5(:1 L|C}.
SSH A%
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T Add ssH account(SSH #| ™ 227}): M SSH A S £718t2{H 2 2I8tLC}.
- Enable SSH(SSH £A43}): SSH A{H| A2 AL 8}2{H ZL|C
Account(H): 193 A|H 0|22 YHLICt

New password(M T§ 29| E): 7|

c-; I i‘I' =2 -Hd |
Ch X}, <AL 158, Y8 7|2 § 212 7tset ASCI 2AHZ E 32~126)2H I A

Q&L q‘

M-
Repeat password(T| 29| E BHE): 5 Lot AAES CHA| YESYAL.
2% 232 Y8 HHEY).

© Mg 2 ool Cho| gLt

—

c
©
o
Q
-~
(]
wn
wn
T
Q
0
0
o
c
-
=4
wn
wn
I
)
o
2
§
l@
X
ox
Jp
0x
mjo
e
A
o

LIk T 2 9/ £ £ 1~64%} 200|010f 311
18

=]
23t

HEO A

A
=2 T

— H =
de%%t&%%ﬂ%%@%tﬁéﬂﬁtl ,CIO|H|AE, @ Z ID S0 A MEABL|C}.
¢ Ao OHe 050 CHS 0| ZBHEIL|Ch
. Update(YO|0|E): 7t SAEE QM O|EBHL|LC}
o AH|: 7HAF SAEES AME|EHL|CH

H|Z g3t MH 7t HIZ Gt AS LT

Z2H0|UE X4

0|)|

% Hof 7

Admin claim(22| X} 8 H): 22| Xt Igo| ¢fS YL o}
Verification URI(Z{Z URI): API QIC ZOIE Q=2 QI3 ¥l 2132 Qa4stL|ct

Operator claim(2Y9Xxt 2H). 29

|- = =2 —I| HA Hdg
Require claim(2 % T R): £:20] 21010} 3= H0|E|S Y istct
Viewer claim(Z&XI @ H): 2H&HX} dato| Zr2 Ql&shL| .

—
Save(M#E): 4f2 M &stei™ S2gtL|Ct.

OpenID 74

SN

OpenlDE AtE0t0] 2018 4= §li= F? OpenlDE Fdot0] 200 [ ALE
HS
o=

EE |2 R 5
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otL|C}. https://[insert

t2{™ OpenID

.
o

=2

o
HO[HE YHE LI

At

—

—

=

=

1% AFE Xt

—

L|C}.

I

=]
e
O

e
o

24
2
o

Require claim(2 2 Q). E20] Q/0{0f 5}

Viewer claim(2t& Xl 2
Client secret(22}0| 2 E H|2): OpenlD Ijf

Client ID(£2}0| ¥ E ID): OpenID AL X} Of
Outgoing Proxy(Z 4l TEA|): ZTEA| A H
Admin claim(&2| X} 2 H): 22| X}
URL]/.well-known/openid-configurati
Save(X{%&): OpenID

Provider URL(Z2& X} URL): API ¢l
Remote user(@Z A}

Operator claim(

) X0 H_lH " %0
RI - oumo  prl  KTKIKO i
& = aK &g olllis —
pv) 5l £ oll s o S
o0 = 5 g w9 N
Hio <ol ur - w=g X 1
10 = =40 kjo™. o < Kl
= N —_— ﬂﬂ@A._mD o —
oju 1 <o U od o <
Klo = gqou N XEOL g RT
od < —_— Kq 1ol o Mol =l Mk
K r ke B ok El |
s . = ™ w {0 o .
$ o R = TR &
= I SoF.. gk Blgx g = o
- ol BROL (0 Rl @ g 2
> mﬁ_u ﬂ_w_mﬂ% oo S Kzl Ki m =
- K Lo 107 sod _. ==0[T jol
K o |._.ogo e AR 1 8l
D l SN0 K Mms T g o
Mo ] Ml . X~ B
Kd <= S TRANEE ©
H 1 BT o |
U 4 oiol L &oml Hol & KF o
LH O=n o~ o= el ol K
o oS o gl U< yiis Y T <
R o T | - oA JRzn DX0oT g o
n - L Mk = =X ol = K "M
& L] {0 T oo PI=do LRI @ m
= = ot | = Ul U M o x4
= o o jol [ N ._l._E_ur _A._ = 7o)
0 <k 0 = Mo Tt =TT o
= = = z U iy vjum Sk K 2 7o
o1 S foll = T DEL T Toorkm om0 N O
o] J =0 _/L ~N e) H
2 = - i {0 w0 Ki° 35 gLI=.__=__/ 1 w3l
il R < Lo ol = e~ il 2
o © . ofn |_./\U ol mmea:.: WﬁoM p H_u.AroMo > K4 xﬂO
o WW @__ KF ol Siiuo) WrRr @ =r20%0 £ & Wo
S Nm 2 owm W oEEg WOTE cmame 2 E g
) 2= o | ¥ 2 SoW XU EmEic T2 g
= 1o = ol s P! Swupm OFl Byl o o ..
o oo O © —_ 3 7ol /ﬂ\_.A._ QOUHL © X
< it & B2 FIW T Ny £ Z T
v 2 — < M Sz ETH = ukET = S t
o) 11]] 3rujl ] .. t._4mH_|J| Ta = = = O
.| = o H® I_I o SEH ST epom $ 5
—r I — — —t— -
w S I o T S SolE gl SUTIKr & _ &
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AXIS 17020 Network Intercom

O|HMEOf Csll =& XHOf A LE|AL TS EHES

=] i

o

ROzf
Bl
<o
fo] o%
g
<o
T 4o
< pal
O_umlr;
AR

=]

FTP £ = SFTP

AL} HAHBHA|
SE0= g0 Chet Y22t

H| 1

| @S S AIXp7L EAIE LIC

g

AT M=ol 7

2Rl

Z|CH 2074 2] $=AAHE E e = ASLICE
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_|_

Type(Rd): S0

Add a recipient(4-AIX} £ 7)): S AIXIE X718t @ S 2Bt Ct
4AIXto| 0|2 Btk
A

A EH-

— ~1-

FTP @

SAE MHO|IP FALI SAE 0|52 YHYLICL SAE 0|52 YHSH= 32,
DNS A|H{ 7} System > Network > IPv4 and IPv6(A| Al > HEL|3 > IPv4 Y

IPv6) Of2j{ Of 7<|7é*>5|01 US| 2RISR

~ Port(EmE):FIP HH{JL B EE WS E YT 722 218
- Folder(ZL): mOIO x xrcg Cl2E2|o) AZE QUASIAA|Q. CIAEZ| 7} FTP AH

S
|AIX|ZF Al E L CH

|2
of ojo] ZXSHA| 2 H, E
o H ALE AL O| & YHSAL.
|

iy
- Username(AIX} 0| E): 219018
- IjAQE: 20182 I

=

| >
i)
[
ujr
o
1
Of
>
>
fo

- Use temporary file name(QA| T} 0| B AI). A5 02 MM El AA| Ot 0|22
EOYS 2Lt MEiSL|CL F2EE tEstH O 0| 50| )Ist= 0|2
E HELCL H=E7I STHE 42 &4 F 0| gLt 2Lt O[S YA| o}
AdS P2 = USLICEL O|E A StH Rt= 0|2 717 2= mHO| SHEX| & =+
AS L

~ Use passive FTP(:5 FTP AL8): T AX O ASI0| M K| Z 2 Ehad| ThAF FTP A1
O HIOJE HZE S & QLT FX| 7} T4 MH O Ciot FTP X 0f & 4| O] H
HEE 25 XHF —19% A2t L|CE Ol = YRt o 2 K| QF T &f FTP A{H{ ALO|0f
53} {0] 9l F Lol Bagc

- URLHTTP AB{O) Chot | =913 a0t 282 Ha|st ASREE YL
£ = http://192.168.254.10/cgi- bln/notlfycg| IL|C}

- Username(AI2X} 0| E): 21252{H AIE X 0| 2 QUESHAUAI 2.
- IARIE: 20083 HAEE YL,

~ Proxy(ZEA|): HTTP NH{0| Q1Z3}7| QI8 T2 A| MH{S STfsl0} 51 A T
ECER I ENaY

HTTPS
- URL: HTTPS MHE{Of| CHSE U ES{E F=4% QHE I1EI3* A EHEE YgetL ot of
£ =T https://192.168.254.10/cgi- b|n/not|fy cgi L}

- Validate server certificate(AMH Q1S A 2H0l): O] AXIE MEHSIO] HTTPS A{EH 7} A
M3 OIZ M2 MENSHL|C}.

- Username(AI2X} 0| £): 2 Q15I2{H AR X 0|2 S QAUSIAA| Q.
- HAYE R0 HAYEE ¢

- Proxy(Z S A|): HTTPS ME{ 0 AZSH7| ol Z=A| MHE SIHH0F ot= 87 &
st JSEE 7110 QB C}

[0)

HEL3I A2EZX| @

NAS(Network-Attached Storage)2t Z 2 W EQ3 AEE|X| & F7t510 LY S MY st=
AR AL S 4 QU LICH 01 S MKV(Matroska) If 34|02 X &HE L|TH

- SAE: L1|E 9|3 AER|X|Q|IP AL SAE 0|22 Q&S| C}

— Share(28): SAEQAM 28 0|2EE st Ct.

- Folder(=é=|:-|): OIS MEsHC|HERZ|o) GEE QLESIAMAL.

-~ Username(AL&Xt O|2): 2 19152{ M ALR R} 0| 22 YUBBHIAI2.
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L=

TAQE: 2101502 H A

it
i

TEETNES

SFTP @

SAE MHOIIP FALIZAE 0|2 YHSL|CEL SAE 0|52 YEHSt= B2,
DNS M B{7} System > Network > IPv4 and IPv6(A|AHEl > Y EQ|3 > IPv4 YU

IPv6) OF2{ Of JQI’SEICH USR] QIS A 2.
Port(£E): SFTP MH{ 7t AtE3tE ZE Mo S Y e = A2
| &

Folder(ZC): I U2 M & C|AER|0 FES UBIAA|IR. C|HE2|7} SFTP A
{0 0|0 ZX}SHX| $O B, MAUS A= ot ] Q= MA|X| 7} EA|ELICH

Username(AF8X} 0| 8): 21015121 H ALEX} 0| §& YHIMUAIR.
AQE: 20052 H LAY ES YHSMAL.

SSH SAE 27| 7| SE(MD5): Y2 SAE 27| 7|(32X}2| 16%I4 2XFY)o| K| 2
2 QI24StL|C}. SFTP 22}0| 91 E= RSA, DSA, ECDSA 3! ED25519 SAE 7| & 9]
SSH-2E AH85H= SFTP AH E K| 2L CF & &F Al RSA7H19_EI B 0|
ECDSA, ED25519 81 DSAZ} -1 £ S [ & LIC}. SFTP A{H{ O A] AFR 3} = S HF-2 MDS
SAE 7|2 OlZH|0F BHLICT Axis ZHX| = MD5 I SHA-256 3jA] 7| = B= x| o}
X|OF MD5SIC] Z+2i3H 510k O[3 SHA 2562 AFRSH= 740] Z& LI L. Axis &Hk| 2
SFTP MHE +4 ==y EHOF REM| S Lj 22 AXIS OS5 Z ES & n8HAIAIQ.
(o]

Sl o

SSHSAE 27 7| S8 (SHA256): QZ1 S AE 27| 7|(43X}2| Base64 Q1A E 2
Xtg)e| K| 2e gaq L|C}. SFTPEEfolo.jE'.: RSA, DSA, ECDSA 3! ED25519 & A
E 7| S8 0| SSH-2E A238}= SFTP B2 X|KITHL|CE HAF A RSA7f Mz :
HEEH 0| ECDSA, ED25519 2 DSAZ} 1 5| £ &L C}. SFTP A-|I:|-|O1|A-| ARSI 2
Hr% MD5 S AE 7| & C;:Eqanor SHL|CH. Axis & X|= MD5 9 SHA-256 oHA| HEE
T K| 2SHA[ 2t MDSECH 435t HOotS 2|5 SHA-256E fﬂﬂ“ 20| E5LLCL
Axis AHK| 2 SFTP AH{Z A1 at ol TS XHM|3H LI2-S AXIS OS ZES &1
SHAUA|Q.

e

|} 72 ghe 229iLct

S 120 rir

fll|ﬂJ

SIP or VMS(SIP &£ = VMS) @:
SIP: SIP M3l=2 &4 am MEHSHL|C}.
VMS: VMS x'|2|'E Ze{™ MEistL|Ct.

O] | &

From SIP account(2 A X} SIP A|H): S Z0f| A MEHSHL|C
To SIP address(5=£4IX} SIP 4 ): SIP =A & &5t C}
Test(E|AE): S3} 4740| &5=X| HAESIZH S=/gL|CL

Send email to(0| |2 H& CH4): 0|0 28 HEE Ol L F4E QB F2
E 02 7 Lo F 2R O|H Y FAE FESHUAIL.

Send email from(0| | Al): B L= AH{o| O|H|Y ZAS QgL
Username(*fﬂﬂ OIE ): O 2 MEH 2| AtEXt O] S5 I eL|Ct O[O & A H{Of| A
25 Q70X = 4% 0| 2EE H|H SLICH

WASIE: 02 Aiol HASICE AL LIC O|H 2 Mol AFE 27K ¥
@S0 TESH|Y S

Email server (SMTP)(O|H| ¥ MB{(SMTP)): 0 & =0 smtp.gmail.com, smtp.mail.
yahoo.comi} Z2 SMTP A|H 0| E&2 ¢ _|3,=,H_| C}

Port(Z E): 0-65535 B2 0| 7S AF2310] SMTP A{H{O| ILE BB = ol24atL|C},

7|2 at2 587 YLICt

T HA T
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- Encryption(Z = 3}): &S 5tE A2 5|5 = 1=
- Validate server certificate(A{H QIZ A 2401): A SBIE AL S}
A(RIE M

OlF 7| 2hH0f| A XHA| 2ot =
AU LICE
- POP authentication(POP 91Z): POP A{H{ 0| £ Q& st2{H H A A|2(0]: pop.
gmail.com).
i)
UL O|H| Y SSA= o=l oo Lt 19 FASH HENE +ASHHAM AMEXI7F 20 2 M
SOt s BL 2= A S Motolr| o) 2oF LB S AFS R L|C O|H 2 M X el 2ot 7Y
MZ =OI5HN] OO Y AHHO| &7|AHLH O &f O|H Y2 &X|= 20| Y= S A 2.
. TCP

- SAE AHO|IP FALISAE 0|28 QETHL|ICH SAE O]
DNS M B{7} System > Network > IPv4 and IPv6(A| AEl > I
IPv6) Of2fjOff X|HE|Of U=X| ZQISHYA| 2.

Port(ZE): Mt MM 20| AL L= ZE S S YT LT
Test(H|2E): 23S HAES2H ST LICL

. Abstof| Ot oj|

oo =

ar
=2
rir
i
0jo
o
Hl
oot
il
r
i

View recipient(=4 X} H7|):

2
Copy recipient(=4I X} SAN): =4IXE SASHY T S E[5HH . SAFE [l M2 =AXE HEY
A OlAL|C}
T Mg

Delete recipient(4=AIX} AHH): &-AIKHS @R 0 2 AbK|8}2{ @ S2jetL|Ct

=

U
UHI BAS S0|M FHOE ABE 4+ USLICL S20|= 0| fet HEot $ $T) M2
of FHE BE UY T BATL EAIELIC

| Add schedule(AFA|S £7}): YN E HAZS A M0 S 23| Cf

L5 E3|HS 80 22 502 E2|{3 4+ USLICEOIE S0 5 E2|H2 HE 4K
U TNoHe O NS B & ALt
MQTT

MQTT(Message Queuing Telemetry Transport)= AtE CIEUI(IoT) S ISt EZ HA|H Z2ES
QILIC ChaotEl IoT S8S 2lo) 24 = A2 &2 AE FZHsmall code footprint) it Z| & H E
A OY=ECc = Y4 YA E HESHY| s CHor A YoM AL ELICH Axis X 2Z E Q09
MQTT 220|HEZ S8 FX|0M 4G E HO|H X O|HEE B4 2| AZEQ|0{(VMS)Z} Of
L A|ABIO| 2HESHA S = USLICH

71712 MQTT S2I0|HEE AHSL|CE MQTT S412 S2I0|AER EEFH 2=
Ho 2 L CE 220 EE= I

A2t ES BERLL

AXIS OS X[ 4] H]0] 201 M MQTTO|l T3 XbA|3| 2Lob2 4 &L ch
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AXIS 17020 Network Intercom

ALPN

ALPNS Z2}0|0lE 20| $HEMO| 2 EHA oA OfZ2|HO0|M ZRESS

QU7 BF= TLS/SSL 2Rt QI L|CE O|-= HTTPQL 240 [}2 T2 £ 20| AFREE EYUsH 7
MQTT EZ§ T2 gsists o ALREL|Ch Z20) T2 MQTT E4A 8O 2 /sl mEJH gig
2 QB LICE 12f3t AP0 B ZMS ALPNS ALRSIA HistHH oM 5185 BE ZEO|A
MQTTZ of Z 2|70 M AFBEIX|E AHBHE QLT

MQTT E2}0|AHE
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Connect(¥Z): MQTT 220|HEE H 7L}t BL|LCL
Status(AFEH): MQTT 22101 E 0| S AFEfS FA|SFLIC.
22
SAEMQTT MO SAE O|E L= IP FTAE QASIMA|L.
Protocol(ZE2EZ): A2t T2 EZ S MENSHL|LC}.
Port(ZE). T E H E QAT C}
« 18832 MQTTover TCP(TCPE &2t MQTT)2| 7| 24 L Lt
« 88832 SSLE E%tMQTTS| 7|27/ AL|Ct.
« 802 ¥l AFZ ETHMQTTL| 7| £ZL|CH
+ 4432 f A% HOLE S3 MQTTO| 7|2ZtALITH

ALPN protocol(ALPN Z2 E&): MQTT E27] g— XL HESSHALPN Z2EE 0|22 2istL
Ct. Ol= SSL2 S¢t MQTT & &l 421 Eoh3 ot MQTTO|2F & 8 & L|C}.

Username(AL-&X} 0| §): S 2t0| A E 0| M M Of AN ASHY| QIS AL S ALEAL 0|2 LBL
Ct.

AR ALEXL OB AR EE YT

Client ID(22}0|Q1E ID): 22}0| M E IDZ Q28| A|Q. 2210 E AlHXt= Z2210|AE T} A

o G ZE o M2 M&EL Ot

Clean session(2 2 M|M): 32 & AZE SiH| A2 S22 MO{ghL(Ct HESHH HZ B AZE S|
Al SEN ZE7F AH E LIC.

HTTP proxy(HTTP ZEA|): £|C{f Z10|7} 255H}0| £ 0l URLQIL|C} HTTP T2 A|Z AR SHX| O
HH HEE H|Y & = USLICH

HTTPS proxy(HTTPS ZEA|): £|C§ Z00| 7} 255H}0| £ @I URLQIL|C} HTTPS T2A|2 AL &1X| &

S

o TES HY = & ASLICH
Z
—

II|>

Keep alive interval(Zt

of AFEE =+ Bl= AlE

o
AN
#X1): S2t0[AET} ZI TCP/IP A2 H|otE 7|t E 28 810l MHE O
S 2R 4 AS LTt

Timeout(A|Zh H|gh): HZO| 2tz E|= A|ZH ZHA(2=) /LI EL 7| =4k 60

A FH| H5EAL MQTT ctO|AE §RHo| AHZA MA[X] B LWT HAIX[2] Z=H|of Chet 7|2 gt
MQTT %4l €| AAl =701 A AL E L|Ch.

Reconnect automatically(X}S 2 2 T HZA): A2 oljx| = S2I0|AHE 7} At5 2 2 CHA| HZAGHOE
Ste=Xl R E X dgL L.

HAX| A&

AZ0| 2 E W HAIXIE ELX| O & E X|F&LICE

Send message(H|A|X] ME): HA|X|E EL 2D A2 AHEIM Q.

Use default(Z| 2ZF AFR): XA 7| &2 HA|X|E Esia{H NNAA| 2.
Topic(FH)): 7|2 HAIX|2] FHE Y=L T

Payload(H[0| ZE): 7|2 MA|X|2| &S YHSLIC

Retain(fX|): O| Topic(FH|) 0i| A %EPOI HENE RIS HEIL| Ot
QoS: izl SEOf et QoS A S-S HALICH

OpX| 2t S A HIA|X]

I'

|IOI-
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ObX|9h 721 (LWT)S AFEStH SEI0[UEZF E270f HZAE [ XA SF e RS M
7 UG LIL E‘Efolo1 E7t LSO o= AIFoM B S X2 HAZO| BO{A| B AO| F0{ 57|
e = 2Us) 277t THE 20| HAEOf HAIX| S M =e = QL& LT Of LWT HA[X|= gt
HiAIX| 2t & 2ot YA0|H St HFHLIS F =

Send message(H|A| X] HE): HA|X|E EL{2{H A}
Use default(7| 272} AI): X1A19] 7| &2 HA| X E Q& sle
Topic(FA): 7|2 B AIX|Q| =H S eist|ct,
Payload(H[O| 2E): 7|2 HA|X|2| &S YHTLIC
Retain(X]): 0| T0piC(-’F-I1I)01IA1 S210|QIE AEIE SX|SHE B MESLICE

S|
=
= -
S E3| 2t EIE|L|C},
2
o
=]

2°EoHM 2.
1

QoS: 2! SE0] Cf3t QoS ABS BTt
MQTT e
7|2 FH HEAL AL: MQTT client(MQTT 22t0| 91E) S0 M &HX| ZH| S ALof Ho|=l 7|2

=H & 3 FAHE Aot H dEEL
FHl o] F =& MQTT =X oA =S 2F5t=
FH d Y Am 0] A =g MQTT =X 0f ONVIF =X U AT 0| A5 =etote] M =S LT

0
a—
Y HS 23 MQITHO|ZE0| FX|o| 23 H=E Zatote{H ML},

= =

)
|u
u
9'1-
I
=]

=+ Add condition(=Z1 F7}): THES £7}15)e
Retain(SX|): O{ T MQTT HA|X|7} B9 2 M=
« None(8l3): & & HA|X|7} HFX| &Ef= ASTLICL

+ Property(£): MEH 2% 7h5 B AIX| B 2 HE ME2 2 EL|Ct
CANRE): ME| T JHs 3 NS EHT 4+ 942 HAIXIS 25 HRE ME2 2 YL
QoS: MQIT #of Ciieh st 2We Meyguch

MQTT 75

+ Add subscription(1= F7}): A MQTT =2 F7t6t8{™H S 2L L}
Subscription filter(71 S EE): 1 =5l2{= MQTT X & YLSIMA|L.
Use device topic prefix(ZX| FH| HE AL AI): 15 ZEHE MQTT FH | B FALZ FI7tgtL|Ct

Subscription type(7+ 5 §39):
« Stateless(MEf| =X £715): MQTT HA|X| 2 ME| =X 2715 HA|X| 2 B35t MEH
2LICh
. Stateful()},"EH $I‘| 7|‘°) MQTT D‘llAle% X -|O_'E_ Eg_-c‘)-l_a:itﬂ A|_E_I-||'6';|l-|_| EI'- H-'”ol_IE_EE Aol'
Ef 2 AMEE LI EH
QoS: MQTT 7=0f Ciisl Jote 2 &S =L L.

MQTT 22| 0]
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H| 2
MQTT 2H 2| 0] £=FAt+E F7tot7| o MQTT E27{0f A ZSIMA L.

_I_ Add overlay modifier(2 2| 0] =" X} F7}): A} @B 0] =HXIE FItst2{H SaletL|CL.

Topic filter(FH| EE{): 262 0|0l EA|5}2{= Gl0|Ej7} ZetEl MQTT M| 2 Z7kgtct,

Data field(C{| 0| E| E E): B A|X| 7} JSON 4] 0|21 75k 0 2 2|0]0f EA[St2 = BA|X]| I
O|RE9| 7|5 A FELIL.

Modifier(gX}): 2H1 o0& TS I 21 +=FAS
«  #XMPZ AX3l= A= FHOAM 22 &2
«  #XMDZ A|%ot= +=gAH= 0| =0 X|

A8 L )
0| Ef S EAIBHLICE.
=l o]

=
—

5

o=

X

HES$ I AEZ| X
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Ignore(RAl): HER A 2EZ|X| S FAIot2{H AL Lt

Add network storage(4| E9|3 2E2|X| F7}): 52t M8 = U= HESI SRE F7I5t
243 2L ch
« Address(FA). D AE MHO|IPFA
(Network Attached Storage) I L|C}. 07
He)E A8 E I AEE T4
CIFS 0|22 x| g|x| &Lt

* Network share(HES|3 & ]): 22 E MHO| 557 /X2 O|F S YetL|CL ZF FX[0f

L M

S DQU BC D2 oo Ads BX7H ST HEHUR SHE MSY + UBLICE
|22 QadstL|Ct EXN 00 MH

«  User(AM&Xh): A0 21010 HRdt 3%, AF&X} O
O 21915}24™ DOMAIN\usernames QU SHL|C}.

o DARE:MHO| 21010] B2 B2 IARES YA
=

-

o]
A
« Add share without testing(E| AE 10| 38 F7I): ¥4 HAE S0 2FI7I HHE ZBLR
O HERA SFE F7Iot{ T HENSIL|CE O| & S0, MO If A E7F H QK| T O
C

=
N
il

-

Unbind(H}Q1S SiA]): LI EXS
Bind(H[QIQ): HEQA S/RE

Unmount(OI2E Sl|H|): HEQA 38E O
Mount(O}2 E): L|E 3 57 & Or2 Edt
[=He)

Retention time(HE A|ZhH: =35 22t 7|2t Qe =l =3}19| F St tt= O|O| B A&t Df 2t&H =

H EE ML CL HEYI AEE|X|7t 7H5 AHH MERSE 7| ZHO] X|Lt7| F0Of| O™ =317t 4
M|E LT

=

+ Test connection(®Z HAE): HEQA 370 st HES HAE

+ Format(Z%): 02 SO| 2E T 0|E{S w2 7| X| Y0} sh= A2, U
L|C}. CIFSE AFR 7H5 3 IFe Al A8 ML Ch
=

=
Use tool(E 7 AFR): 22I610] MEHSE = 12 2 51t Ct.

—

2EE AEE[X]|
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= [=13

3-9- A|'o

|E & 9:' —1‘—6*%' =3t . A7 Al 91% SQt0l= SD 7tEE Z2|5HA| Ot Al
ol Al

5o

Unmount(EI}-.._-_ oHI1|): 2&

t0] SD 7tE & QtTSHA JHIHOP"/\IE
Write protect(22 7| 8tX|): SD 7}E0f| A 7|7} ZX|&| 1 =32 0| MHE = AS ESHE{EH 0| S
M-S GLUICHL 27| SX|E SD FtE= ZoE 5= QgL o
Autoformat(X}E EM): 2 A QS SDIICE AFEO 2 LONSIA M HAA| Q. I}Y A|AHIS
ext42 EONSHL|C}
Ignore(fA|): SD 7tE0f| 3t M-S SA|otHH HUAL.SD 7IES RFA[SHH 7IE7H A2 &
X7t H Ol QUASHA| ZEFLICE O] @72 22| K2 AtE Y 4= UG L|TH
Retention time(& & A|Zh): @2lj &l =310 &= H|otst AL BIOJE ME 82 £517| ?I5k =
oI5 Hatet 7| 2hE MBSt LT SD 7EETL 7FS X B 7| ZH0| X|LE7| FOof| e E Sot=2 4
Mg ct.
£+

Use tool(= 7 AI8): 28510 MEiTl
Wear trigger(l:l|-E EQ|AH): ¥ME E|

Check(&Ql): SD 7t= 2 R 2 QI3 A A| 2.

Repair(2): It A|AHIO =L ‘

Format(ZoH): SD 7} E £ ZOS}0] I} A|AHIS HZAS D 2 E 0| E X|
u]

A
=

o EbAb ext4 E2TO|H £ O 2

Tuf
N

= L|CF. SD ¢

il
E=ext4 Ot A|AHHIOZ0OF 3OSk 4= Q12| | T Wlndows®01|k| I A|AEIOf O M| A S}
| ir
S

Encrypt(2&3}): 0| 22 AR
7| SF SD F =0 MAE 2= H|O|E{ 7} ALK
O|Ef = Q= afELict.

Decrypt(2 &3} 8H): O] =22 AFR8}0] B3} 9I0| SDIIEE =
31 SD 7} 0 X&E @S B|0|E 7h ALK E LT SD FHEoff ME =
ot = 3| K| & LICH

Change password(Tj A E HZA):SD 7IEE A So}dt= O LRTHIIAQYES HASHL

C}.

-

e L)
2| A3

}
£ 0-200%QL]C}. 8l M A8 SR 212 A
tE

1? SD 7tE OfE & g %*?E'—IEP Op&2 =~

SD 30 018 A2 S 0%9lLict 100% 015 4
—’.-_‘—8 SD 9|-E7|— 01|M 0| 7P4CH= Z % LIEFEHLICE OF2 &= 7F 200%0| =2 61H SD 7HE7H @
AES 9|310| S5 LITE 0L2 E2|71E 80~90% AfO| 2 AL 20| & LICk 0| 2| 51 &
3} S Che = C6ta SD 7o 7k BAYA O 2 opR 7| Zof FTo| mHZ 2 ALt O0tm E2| 7y
£ X80lP oM ES HFoLT 013 £30| M 70| =rolnl 22S g2+ ASUC
AEY Z2OHY
AEP Z2OYUC HICIQ AR Y2 OjX S AY IEYLICL O/ ES Mot £ ALBSH
of =3kots Z 90t 20| et MO AR Z2 AL A2 4+ YELICH

61



2I5I0 M| AE 2| T20AUS AMAISHL| O}

od

£ L|ct. 10|
A< ojo/x|2)

Video codec(H|E|2 ).
Si&e: O] 47F0f Ciot HH=2 ¢

o
=YY 20| E: o] ¥ CHot A

el A
Compression(%): 0| 2730 Ot 2H2 252 H SR
Zipstream @ Ol 2780f Cict 2= =2 H5HHA| 2.
Optimize for storage(A E 2| X| & %| X3} (O] ™o ot EH2 ot g2 EASHAIL.
Dynamic FPS(EX FPS) ®I O] 270i Ciot 22 E XA,
Dynamic GOP(SX GOP) @ O] d7dof Cist 42 E &R AIL.
Mirror(D|2{) @: O] 270j Ciot dH2 oS HOSHHAL.

GOP length(GOP 7'O|)® Ol ddof st M2 &
Bitrate control(H| E 2{|0| E H|0{): 0| 270 Ciot 2

Include overlays(9_l:l-|21|0| =1y @ ESHS Q0] S8 S MEHSHL|CH QBB 0|2 X=7}5t=
Q.

YOl Chet A LIE2 55 TSt Al

include audio(ecie 22 D). o w0 oot yz2 w=2 yasUAL.

ONVIF

ONVIF A H

ONVIF(Open Network Video Interface Forum)= %|& AFE X}, EStAL AMEEHE G M| ZAHEHE
= HI Ce 7les 82 7tsd S HA 28 = UA siF= =22 Y QHHO|A HFE Y LICE ONVIF

=
Sof N2 CI2HE NS 2ol 452 8%, QA4 84, 88 B2 Y A2 | 07} 3RS &

ONVIF 7| 52 45t H ONVIF S410| X522 2ot LIt ZHX| 90| @& ONVIF SA10f AL Xt
A 0| ST HAY S S MBI AN S LB 2 axis.come| Axis WLt 7 B LIE|S AZSHIA
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—I_ Add accounts(A|d F7}): Af ONVIF A™ S F7t6t8{H S 2IgHL| L.

Account(#): 198 7 H 0|22 Y LIC
.l

New password(| TIASIE): 7|52l THAYIES 2/2SL|C. A E L 1~64% 20]0{0f 1|
Ch 92X}, 24}, T8, UH 7|3 £ Olaf 7453F ASCI 2XHAE 32~126)0F T| AL E0f AL S &
ALt
Repeat password (I 29| E BIE): 5 Qo I AQ|E S CHA| YHIIYA| .
Role(¥gh):
+ Administrator(#2|Xp): RS MH 0| 2R S| WM ASHLICH BE|XHe CH2 AR E 7, ¢
HOE X HAL = A& I—I 53
« Operator(2gGXh): Ct22 M 2ot ZE A0 B2 5= JASLICH
- BE System(*lﬁ"%!) 4%
— OH ;tjl_

*  Media account(D|C| O] #|%): H|C| 2 AEZOf| T YAk = JUSLC.

(-
©
o
Q
-,
(]
Q
(o)
(o)
o
c
=
=
X
o
e
jin]
2
m
é
o
I
0x
mjo
rkl
A
ot

ONVIF O|C|0] =2 m}e

ONVIF O|C|0f Z2hj A2 I3'|E|01 ~EG s HEots H M8 + U 7+ 3 LY Z 0|R0
M AL Aol Y MEZ M Z2MAS d-Jot7 L iE 282 ?Iol AP 8 =20t

LS MY =+ JAFLICH
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—I_ Add media profile(O|C|0{ Z2n}Y 3=71): A ONVIF O|C|0] =20t S F7t5l2{H 2
L|C}.

Ju

-
o
=}

=
=
« Select configuration(1td MEl): S E 0| A AFR X} X|H 74
of +d2 HE| 7 BV Y A 7t k€8 =atot X[l H

o
Video encoder(H|C| @ A E): /40| = H|C|Q QI FE HAS MEHSHL|

« Select configuration(t/d 41&H): N AAS MEHSID QIFAE ANS X
SYHCL ES02 S50 72 H|E| R AIAH 79| YEX/O0|F A& S YLCH ALE
bS58 2 A0 s AP o=l &

H| D

oH2 24 U 902 AAH THE HESHE BHE VoM BAN 20128 SHIL
AlL.

Audio source(2C|2 A A) @: TH0| StE QC|Q 3 AAE MEH

oh= MEADHL|CH
« Select configuration(td MEH): 220 A AFRAL X|H 1S MEHISID QO MHE X
FeLCL EECRR 252l 42 TXQ 2|2 Y0 s FetL|Ch & X[0f 5tLte| 202
20| U= A2 userOYL|CE EX|0f 012] 7§ 2L Q20| U= HLR 220 £ AR

X7 EA| =L L}

—
g2 YL EEOR S8 782 QU AAH 7o HEX/O0|§ des YL
C}.

Audio decoder(2LC|2 C|AGH) @: TN 2= @0 I

|
« Select configuration(2/d MEH): S E 0| M AFEX}L X H
Ch EECH2 220| B4 2|2 70| AlEX/0|S A FLCH

Audio output(2C| 2 E&) @: TN Qe QO =3 Al S MEHSHL| LY.

+ Select configuration(qt/d MEH): S 20| M AR AL X|H LS MEHSI D MY E ZHSHL
Ch SECHe S20 B2 OC|9 X0 AR5 HBHS FLC
Metadata(H|EFE] 0| Ef): A 0fl Z 38 B EFG|0|E{ S MEdgtL|Ch
+ Select configuration(qL/d MEH): S 20| A AR AL X|H /S MEHSI D B EFG| O] H A
=
—

[ |
= ZFYUCL EELR 582 #92 202 HEIHOIH 42| A EX}/0[5 dgs &
L|Ct.

prz@  2y01 21 P17 e Hee o,

- 14

- Select configuration(7+4g M=) SE0| M ALEX X S MDA PTZ 4H S =F
SLICH EELH2 552 42 PTZE X|/St= FX(Q H|C| 2 x{'Eof s Ch
Create(MM): A NS NAstD T2OUS MM S H S 2/5HL|C}
Cancel(F4): 742 FAstn 25 F 2 X2 S 2LCL

profile x(Z2TY x): T2 0SS SO AN THE TEMUS I0 HEE
C}.
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Trigger on dark images(0| 0| X| 7} O{ £ & Uff E2|7):
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Shock detector(52 ZX|7]): ZX[7t 2 Mo FHS|AHLE
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| x7hHO|YE FX S ETbetct
Discover devices(&Hk| Z4M): L E 0 XS KO M SSHLICL HEYAS A A}
2 758t &K 220 mAE LT

H|
=E0= HAH Y = U= FA|EO oL 2t YAE 2E Axis X7t HA|E L CL
BonjourZt -3} = A LT ZX[0f CHSH BonjourE &-d3tsteH FX|2| &
CIH I O|AE &1 System(A|AH) > Network(L| E$| ) > Network discovery protocols
(HEHI ZM Z2EF)= Ol L|C}

H| 1
oo Hiojd &l XS] B FE Of0| 20| A|FLIC of0] 2gste oo tiet =25 &
Oc{H Of0|2 22 DA S 7PN LILE

Select pairing type(&|0{ & S & MEH):

3]
Address(F2): 7t 2to| T AE 0|5 EE 1

Verify certificate(QZS A 2tQl): 20l 2 ™ MESSHL|C},
Close(&7|): ZE ZEE X|22H

=1
Connect(H&): 7|2t E HZSI2HH

=}

BaMOl 23
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HaM
+ View the device server report(ZX| M H1 A B 7[): TH Z0|A X2 AE[Of et HE
E SLCLYMA 20 A2 M 20 M0 Z2HE L|CE

« Download the device server report(ZX| A{H{ 211 A{ C}2 ): AX| AAIZEEZ| 0|0O)
10| S At O} |2 UTE-8 S0 SA] Ao 54 S T 2l0] 294l sip 1120
]

SELTE R AHl20f 2o/ 0 g4 A 20N 2ip THUS Terehal A2,

+ Download the crash report( E HTACI22E): A MEJO| CHSt REMSE BEIE A=
O7tO|EE CHREERLICL & EJ-H Ol = AbAet CJH 1 HE o MH B M0 =
=P o SaNole < - L= qla Fu e oidtel He ot olg & Al 2

21

+ View the system log(A| A8l 271 B 7|): &KX A2, A0 Bl ZQSEHA|X|QF 22 A|AH
O EOf Ciot YEE HAISHM S 2/ Tt

e View the access log(WMA 2 H7|): H2= 200 I ALY EE AR 4R & Al
X BN AN EE ZF BEAISHHE SESLCH

 View the audit log(ZAt 23 R7(): 225t H G35t AHL Hifol 215 L 79 S Z2
AFEXF S AIAE 230 Ciot HEE & 5 AS L

A
Sysloge HAIX| 2Z 2| #FYL|Ct SyslogO M= HA|X| S d-dot= 2ZEL O, B|AX| S X Fot
AMAE, HAR S 21 8l M5l AZEQ0 S Z2|g =+ 2 Z
o
SL
=

[L

+ Server(MH): N At 2 %7}45t2{ @ S2/3tLct.
BAE: MHO| SAE 0|2 EL [P =AZ Ql2istL|C}

Format(Z3): ArE % syslog HA|X| ZoS dEfStL|Ct

o« Axis
« RFC3164
« RFC5424

Protocol(ZE2 EZ). ATt T2 EZ MEH:
« UDP(Z7|E M™ :LE:514)

« TCP(Z|2 M ZE:601)
- TLS(Z|E 4% ZE:6514)
Port(ZE): CtE ZES AL8ole{H ZE Ho 5 HYYLIC

Severity(éIZ.*E):Eal JE I AT HA|K|S MENSHL|C}

= = -
Type(Q3): Mastais 21 982 MefstL|Ch
Testserversetupwm HEHAE): MHS K& Ho| RE MH{0| BlAE HAKS 2L
C}.

CA certificate set(CA QIS M MH): sixljo| A ™

rulo
o
rO

IS 7LL IS M E F7HRfLIC.
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U g ALEALE flet S LI O] HO[X[oA T F22

Restart(X} A|Z}H): ZHX| = XY A|RFSHL|CF O] = 34X AR 0 WSS K| LSL|CH A S0l of =g
AO|MO| Xts 2 2 XY A|ZHE LI CE.

Restore(£7): L £ 22| 28 S ST oL Al 7| 222 L ZE[HA| L. LSO YX| HS CHA|
TS AR %IIEIXI U2 RE WS CHA| EX|Stn o|HIE Bl 2| M2 CHA| BHS0{OF BL|C}

ST

29 3 XHEL 9UN AL ST ZELC
Cl

. HE| T
T o —

. DHIPZA

- 7| 2R

. MEYOAZ

. 8021X MY

. O3CHH

e DNSMHIPFA
Factory default(SE =3} A 7| 2): 2= 8PS ST S Al 7|22 HS2[H Al O3
20| X0 HM AT = JEFIP TS X2 F3HOF S LTt

H|

BE Axis X AZEQo{& CIX[E M0 ZX|0 AT E AZESQ

C}. 0|E+71| Sl Axis AbX|O| FEFA O] | A AFO|H{ EOF 2

Li-&-2 axis.comOf| A B A "Axis Edge Vault"ZS & x8FAA|
O

AXIS OS upgrade(AXIS OS 4 3|0|E): M AXISOS {2 A8 0| ETL|CE A EE2|A0=
SAE Vs O =" R 2WOI M2 7|s0| ZgtE Lt %“é* Z[ 41 AXIS OS & EI"% A5t
= 740| E&LCH *l*l A 20| = E CHR2ZE812{ ™ axis.com/supportZ 0|52t L|Ct.

A1 0| =S ) CHe M| 7HX| BN B0 MEke & Q& L|Ch

Standard upgrade(;u-.-.-_— =.:l.EiIOI E): AH AXIS OSH Moz g o|EstL|C}.

Factory default(Z % &3} A| 7|22} €1 0|Estn RE MFYS 2 =l
2 ES2HAL. 0l 58S dESH A2 0|E 20 O] AXISOSHT 22 &[5 + &
= LI

¢ Automatic roIIback(I|-E El): M= A|ZFLHO| Y 0| E8tD YA 0| EE QIS4
Al Q. SHOISIX| o ™ EHX| 7} O|7§_‘I AXIS OS Moz z|=otztL .

AXIS OS rollback(AXIS OS =1): 0| X 0f| A1 %| = AXIS OS X 0 2 5| S lL|C}.
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=H i &

Reset PTR(PTRI M )@ Pan(@H), Tilt(E! E) &£ = Roll(E) M 0| O AT 2 RHES}X| U= Z
45 I—IE

=2 o o
S PTRE X AIHBIL|C). PTR RE|= SFAL Af 710210 A| =& L|Ct 22]it 9PEHIEf9-I 0| K|
L BE|7} 202 2X0|= ZL0|E BHO| £AE 4 AUXLICH PTRS HAFSHT 5102i7 Cf

=o= =
Al BHE| D 2% 8 Al 7]2ZO 2 SopZiL T

HA @ : Calibrate(27d) S E&/ot0] H, EE Sl & 2HE 7|2 /X2 LA EF = LT

==
—’F—i% e Start(*l he —E‘E' 2L Ct

M EXMIPF=A 9 TCP/UDP LEZ 0|0{X|

= !
. — L=
OlE E=1PFAlt XE HS E Y34 Start(A| =) E S22 LT

mjo

fot
b
=
ot

HESZ = 0idol= A SM E= IfAYJE 22 DIASH BT ZehE 4= JASL[CH
HEZ =N OY2 HE/IA 2 7|50 EME HZst= O =22 & =+ USLHICH
Trace time(FH A|Zh): & 7| Z7HE £ 2)2 M E5 10 Download(CH2 2 E)E S 2oL Ct
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AXIS 17020 Network Intercom

M 78R
VoIP(Voice over IP)

S 'i' HE|O|C|of MdS Ed=tot= 7|

L= 2 O

VoIP(Voice over IP)= IP 4 EQA(0: PIE{EHE E5t 24

= 1S QL|Ct LEIX Ol M3l S35} PSTN(&Z Ill_ﬁ,_F M3, Public Switched Telephone
Network)Of| A _<Z|§ M= =HEIL|C}. VoIP SoM= 2Z IPHERIL QI
HUlZ S Ho|y mjzlez 8 = =& OfZ=21 A7t C|X|E M= =2 HR L C}

Axis X|-=0f| A| VoIP+= SIP(Session Initiation Protocol) 8! DTMF(Dual-Tone Multi-Frequency) A2 £
ol 2 datE L

of:

Z
Axis OIE|ZO|M S8 HHES =201 ApH Fo £517} AISHELICE $41 R}
SEdte S2p7t ELich 24 U I4 .

SIP(Session Initiation Protocol)

SIP(Session Initiation ProtocoI)E
=, SIP AFE AL 01|0|7‘1E ool =5 4
L 2'Sp X| & Axis ZHK| S *l’%%‘ = AELICH

Ol HE ZREZS ME0HY 2| LL| Lt H|T| 27t SIP ALE

VolP o =2 47, X & &3t O AHEELICE = 0] 42| THE|
S Q S SHs}2{ 0 SIP Ml7|, ATEE F

RTP(Real-Time Transport Protocol
At O|O| M E Zt0of| m=HE!L|C}.

ojof £ m|of @82 AF85I 22 HEYA0|M EE= PBXE A3 HIEQA 7Hof| 22 &
> &L
T AMd

Peer-to-peer SIP(I| 0 & m| 0§ SIP)
=

oln

71 71250l 5ol SIP
peer-to-peer SIP(I| O] £ m| 0§
O|MEQ|SIP =AOHQOoH &=

of:

= O| SIP ALE Xt Of| O] E 7H0f| |7 O| R {ZLIL}. O] S4=
SIP)EP-T'- 2 LICH 24 L ES{Z 0| A 0] S410] O] FO{X|H ALEX} Of
LICt. O] A% LM OISIP A= sip:<local-ip>¢L|LC}.
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AXIS 17020 Network Intercom

o

0 SIP
Z
1 ALSXFOJO|FE A- OIE{2. SIP Z=4: sip:192.168.1.101
2 A} OflO)FE B - SIP X|&l F 27|, SIP A sip-192.168.1.100
I|o] & T of SIP 272 At85t= s Yot HIEYAL SIP X Hot7| 52 =& 5 Axis QIHE
S MASFA OlAIL
= 2d¢ = A&

PBX(Private Branch Exchange)

ZZIPHERYR AL A SIP 22 &gt I PBX(Private Branch Exchange)7t &Y 6{E &2 =+
W > QIELC PBXO| R 14 QAL SIP TEA| 2 S2X|2| & S SIP A YLIC]. PBX
= 7| E AKX EEMY XS0t SeO|UEL| M| JEHE EASIL 2 HE, S8 HE, 2|C[
H SS ol EYLILE

PBXSIP MHl= 22 YIEE| = @2 AO|EE JZFLICH B2 0N £= EA S5 X7 0] M
B SAES & QIS LICL LEYT 2401 SIP B2 233 If £ 28 SIP 4 9IX|S Falohs PBX
MEZ of et &Lt

>a£) 2?H=E|>
S

ey
X
Ot ©

>

0|0 E= PBXZ 5572 W Ho 2 FolE 20 CHE AFEXL Of O] HEO|
AZds = Q&LICE 0] & HOo L AHI™O| SIP A= sip:<user>@<domain> EE&= 51p

<user>@<reglstrar ip>°,=l L|C}. SIP A= IP A2 HIH 0|0, PBX= PBXO| SE&|¢ U= ot
K| 0] BN AL 5= UAA S F L C

SIP SIP

SIP

1 sip:mydoor@company.com
2 sip:myspeaker@company.com
3 PBX sip.company.com

4 sip:office@company.com

Axis QIE| 30| E3} BES £ 2B oLt 0|410] PBXE S0 22 IP LEYIAL} AIE{LQ| SP FAR
20| HLELITH

—_=2d

72



NAT €1} 7|5

Axis X[ 7t AFEZ(LAN)Of| QL1 S HE T 2 50| A ZX[0f HM| A0t H NAT(HIERIR T4
Heh St 7| sS AT LIL

H

a

2t E 7t NAT 1t 2 UPnP®E X| A dfjof g L|Ct.

7L NAT E7} TRE S W EHOR ALZS7ILL Y EYA B0 W2 CH2 X302 ABE 4 9

&Lt

« ICE ICE(Interactive Connectivity Establishment) T2 E5& AF2SIH L0 K| 7H0f| =St
SMO| O|ROXEE 7MY 2880 ZE2E 27| 2|} EL|CHL STUN 2 TURNZ 283t =
ICEZ2EZOMN 7 288 BEE &2 = A= 7|27t S E LT

+ STUN - STUN(Session Traversal Utilities for NAT)-2 Axis X{|Z 0| NAT EE= 25t S0 Q=
A 2olstn I8 H2 AH o AE AAZO R St El (YL 0T SEIP FAQ HE M
S 7tHE & 9 diFE Sato|dE-MH HEYI Z2ESYL|CLIP FA 22 STUN A
H =45 gL ot

¢ TURN - TURN(Traversal Using Relays around NAT)2 NAT 2} E = giotH Fof Qe &
K7} TCP EE= UDPE S| CHE S AEN M S0{2= HO|HE A = AEE HF= =

SESQYUUCETURN A F4 2 2791 FE 8 Y2jgiict

Ato| b K oH

Axis 0F 22l MH[A

[ S

Axisi= Axis BHX|9| 3{0F+ Gl 7|EF Ho 23 2 X0 i3 HEE FBohs 2B MHIAS ML
Ct. & 2l= 8o 2{™ axis.com/security-notification-serviced A T+ =6FH & L|C}.

-1 O
ot L§- 82 axis.com/vulnerability-managementE &R SIMA| 2.

S B A 7|2240| 2 E Axis FA|= Bt 7|2 H HAHLF2 = ME A0 JSL|CEHF
XE SRS M of B2 Hot 92 AE3t= AO0| S5 LICE 2/ At 2|~ 8l K| Hots [
INES CHSE AxisO| T BhAIOf| CHSH KpA||S| L OtE 2™ https:;//www.axis.

He EESH0] ALO[H] E ot
com/about-axis/cybersecurity2 0| S5 A| 2.

o Zzl#A ol ¥

O4Z2|H[0| M-S ALRBLTI Axis TS £|CH3H H83F 4 QUL L|TE AXIS Camera Application
Platform(ACAP)2 EFARE Axis X[ 24 OI 7|E} 04 S| 0| M S jiret &= Qs Jjukst ZaHE Q)
L|C}. Of S| 0] M2 B0 AR AX|3} 7Lt R 2 THeRE8l ALt 2to|MA HI8 S X 28 + 9

LI

Axis Of 22| #| 0| MO CHSt ArR At M HAME A0 2 H help.axis.com2 2 0| =&t L|C}.

73


https://help.axis.com/axis-os-hardening-guide
https://axis.com/support/cybersecurity/security-notification-service
https://www.axis.com/support/cybersecurity/vulnerability-management
https://www.axis.com/about-axis/cybersecurity
https://www.axis.com/about-axis/cybersecurity
https://help.axis.com

M A

= LIC

s
=

2
]}
N

7%

s
=

FA

A® Lt
=14 N

F

=07t EE|H sz 7

HA|

E

—

| H
17

HEA|

I
Eff LED

S Al 5M0| A& BAE L

S PN
oo =

A LIAF
10 (microSD/microSDHC/microSDXC)

11 0FO| 3 (27H)

—ANMTOLONOD

Y

=1
[ -

\

He

AXIS 17020 Network Intercom

Al7| ofo]

oto|Z
AFEH LED

@

it
-

'

AL
LED EA|

H|
S

=X

Hr

74




SD ZIE HZE AFELE axis.comES EARSHAA| L.

mee meg . .
ms=2 *c microSD, microSDHC ! microSDXC 2 1=
microSDHC, microSDXC+ O|=0|L} 7|Ef =7}0| A SD-3

SD-3C LLCO| A & & L|C}. microSD,
C, LLCO| A HO|HLI S& A FQlL|LC}

HE
xI0f tE
Mol HES 8= Cha1F €5 L Lt
. HEZ 2T SO Al 712 SHOR AL S BEGUAIR
. OIEYS Sof 9 22 229 A (030) MHIAO| AAHBILICE AHSB HES L2 S
50, AEf TED7F S0 2 A # 28+ W7tx] Z|cheiLc
7 4E]

HE3 7 4E
PoE(Power over Ethernet)E X| & Sl= RJ45 O|Hull {4l H
or|2 H4E

2| U= 8 = E 4T SR YL CH

12 3 4

7Is Il Hl 1

2hol 1 1 2ol (2 L)
GND 2 QLR MK
2tol £ 3 2ol E2(2 )
GND 4 QLR MK

1/0, 2| 2L 22lo] Y&
/O Sl 20| == 2| HZO| O] HHYEHE A8 = ASLICH

6T THRICHQILICE

Blejeiaiele

12 3 456

1 -
2 12v

75


https://www.axis.com

3 A/IO1
4 B/IOZ2
5 COM
6 NO/NC

AXIS 17020 Network Intercom

~
- _ e K
I o |« ol _ < wie =
I . ol = sl 5
k5L (S WD i S> S
= =E | P~ = [ KOS =
B8R, @3 ag Sgs A Rig 13 =
- A ~™ |7 'O g o Kl
80 | © Vom o ! o= W>o o TR O.*q\.._/. =)
|3 |32 TR (S8 I3 = gy S o
[e]
o L _ e H
K o T 588 gy BNl s @
DllAl__u &u:ﬁﬂWmma_e %_o.mm R
WwL o3 RUMH 7 tH | = oz 2
Jio3sF =0 Bl = SK LR [0
T ¢l ST Rllgy Gl Q-
M1 00 R ey By ey D
o= H-— 713010 pyr 0 g K
g = Blzuof o 1y Ko Mk ko
- el |1_|_/ s _— —_—
o <o g0 Ik B ot KK moxm 4
H=3 5o ol =l AN, =r
e © Fmok KT == =a =B
K ok 104 = LI.JOOE 1037 o > ru
o 20 <0 o), ug g
<~ o pup 0w e =) Wi "
Mg 1 Bir <05 ] T 0~
=100 A g OO’ 5 m S=7 S K
ot mE T AN 8 8 ROZ 5% S o=
ErIT s e L S RS 09l = R
5° TR grd RIE0 ooy o m__;_.ﬂ oL )
A ~T sm-ooloryy W5 o o | 20" rr R o=
o N KOKIO STU200®0 m|S ™ Mo | KOTT IH oIT i
LS
Wy =2
iad T o= I
B = |~ o < n | © oK —
Ny o
y%g !
= | = = |~ o<l
~N E_ ~N E_ o0 _— .AL_._._._W ._q_.__._Lt
z0% z0" b W o= 5103
K| LA < SA o == ar o= oI°
uall ._A_._._._ _|_I| — .. _I_II — .. | ©O | © 2 ﬂﬂ_ll_._ul .1_____.A_I
K .. ollm - ..olxm - | = | = ﬂ = M}
Jjo 5L o LW W T T ol ==
~|8|8 STt STt w|m|mz | 9 2 KO
- - = ©lon! Tl

A
I-T

=

-
o

}

=]

= VAPIX®
A

—
=2
=

H| O] A 0f| A

LICt. AZE FK|
1

I

o
=

X|of 21

o

o A+
xb

=
—

-
—

CC

o'l

76

U\

9| 2|

|

(=}

Application Programming Interface

CIX|E £2 - Yo X LED
L|C}.



AXIS 17020 Network Intercom

[o)INS, IEN

2ello] HE

oot ot HHE & 20| HHE 2 AHESI £2| & AH|O|E 220
235 A O|¢|__| |:|.
o= T Md

- EXQZE ENEHe=EE 2/

- HS AT A

- OHd 2|0 S SOl = Mof. =0 ehHet [of o =

Algh 5= A HL

2| 74 E
MBI S d2 HEYHE

77

20| AHESHE 3t 240]Of

2|H HYEZ AHE0}0] 2/ F 2|HE HZot= AL

=1
)

=2
=

=13
=]



AXIS 17020 Network Intercom

ZgH HZE

Axis 2|

NO/NC
CoM
B/IO 2 _—

A0l | —MMMM88 ™

1|+ |>|@

+12V _—

e N
NO/NC —
— Oy
|0 B/10 2 m
—— A/10 1 D )
— +12V ® >
—_— [
k ) I

1. o] MEfZ =0l H CF2System > Accessories(A|AE] > MM MB|)E2 0|55t 2

|
El
1o
>
o
I=

Ja
op
ol

'd N\ -
NO/NC o——
———1as oM M s -
—— Qy I——
e I B/IO 2 -
—
_— @ A0 1 H
e +12V
—= N
N J

St2{™ Ct2System > Accessories(A|AE] > A ME])Z 0|53t 2

2. Normal state(®d 4 AFEf) = A ™3| CH

78



AXIS 17020 Network Intercom

- 4 HE Moz HaE.

Xhi Hel 2dlo]

s N
NO/NC L >
—) N COM o e
F—) O
— U B/IO 2
F—)
=— 0 AIO 1
—)
—— +12V
\ y,

1. Eof o] MEfE 2Ql5te{ M C}ZSystem > Accessories(A| A& > WA A 2]) 2 O]t 2y

=X .
2. Normal state(®™AF AFE[) 2 A& SFHL|CH
A9 o
- Y AFOE

- ' HY MolZ &HEE.

QIE{Z 0| A PoEE T & 0]

Ok

2EE 12V HY AM7FO Ea A

=

@ -
——
Max 12V,

Max 400 mA H

V+
con || -
NO -—

NC

REX -

:

2

Ol 2{ M CH2System > Accessories(A| A& > MM A|E|)2 0| S &g

79



AXIS 17020 Network Intercom

9% MEl B3 WACIM MYO| BJEIE 12VHY AFO 3 X

— =

—

C—fA =
—
Max 12V, H

Max 400 mA

V+
COM

NO
NC

REX -

:

1

1. Yo AE|E &QI5t2{ ™ C}2System > Accessories(A| 2B > WM AM2|) 2 0| S35t 2
L

|
O| ZEE &H&LLCL
2. Normal state(d A AFE[) 2 M ™ shL|C}

N PEES

- o HE Moz H=8.

80



L|Ct.

I

e
o
=

—

=)

L MM 2 X MHO| 7t

MIAIE AHESH| Ol MM M A M Sk HH OB A|E(SDS)E 811 [HEA[7] HEEL|CH

o

A T

2 [ ObAl =O|Lt 2| 272t

=
=

S LICh ZX]

o]
PIN

ool
xriof
rrold
<l

bL|C}.

e
o
=

HASHL Al 2.

o

=

Ao HE MME SAtSHH oF L i HIOtR S Hoj| MM E Fe X A Atge
oto] Ao M BRIt =2t 2F

L|C}.

AlR.

<1
ol
-

ur
i

|

F

KO

=

ol
ual

.I

EA|F|AAL.

22 = AAF

U|
il

<
Kr

VS

b AMIA 2

_I

81

blOpR

b

—

.
()

0| M7|X| Y E = IR

=
2=

3.



Ok
()]
M
Ot
>
N
ri
nx
o
o
Hu
=
nx
o

z=q AbStH
32—%‘;}%3} A 7|22 MHE2 Fo|s M AFESHOF SHLICE S& Zot Al 7| 2422 A5t
HIPFAE H RS ZE AHO| ST £t A| 7| 2422 1A ™ & LICH
HMES 3H ESHA| 7|2 Ao 2 A H OIS S HSIMA|IL
1. XMEe MES EELCL
2. MO HES F£E HE{0AM M S CHA| HZTL|CE 2 #XRSHAIL
3. MEfLED HEA|Z7|7} FgMo = Zer [Mi77kX| 15-30F &2 Mo HES +21 & LICH
4. MOl HES S5 LICH HE LED HA|S0| 520 = HH ™ 00| t= E LICE HEXI 0N
DHCP MH E 0| 8¢ == Ql= 4% HXQ IP FA= O3 T otLE 7|2 d™E L CL
- AXIS 05 12.0 0| 40| HA| & F: YA-2Z F4 MU (169.254.00/16)04 72
ESPN
- AXIS OS 11.11 0|8} 7} A X| =l XHX|: 192.168.0.90/24
5. MAX| Y A AZELO =4 E AMESIHH IP FAE S, AR EE -5, FX|0f

AN gL Tt
AKX & 22| AT EQ =& axis.com/support2| X| &l I{|O| X| 0| A X|-= &l L|C}.

=
ot KXo E QIO AE Sl I/ HF-E ST &5t Al 7|22 M- = A5 LT
Maintenance(§X| 2 4) >Factory default(Z% &3} A| 7|2 ™) Z 0| 5311 Default(Z|2)E 2

2tk

AXIS OS =M
Axis g 2 L TS| 2| ) E 20| ufat x| AZE90| #a|S KB 2 =
UCHE ZHS B E AN HE 7|50 XS E o2 HAASHHE ol0jom, TS E2le 2 {1 +H
WEQHAMIOIEN ZSEE F= F718 Eel=et e 1™ EHES NS
Z[ A 7150 HMASEe{ D SEALE Axis A E F A E A|AEI K FEZ ALESH= 89 & EMO| AXIS
OSE AHESt= A0| ZEELCE %[4 2 E=H0| Cisl X|SH o2 AT K| = EtAL S 2 ARG
= 87 LTS EAS A&ot= A0| F5LICE LTSS AL8olE HE0| 2t 7|5 HE Al S = ¢
StALE 7| E S0 geks FX| 0 AO|H HotS 7XA| 2e|d = JAS L CH Axis X A E Q0]
20| LBt XpM| B L§ 22 axis.com/support/device-softwareS T ZSHMA| L
S{X AXIS OS A =19l
AXIS OS= HALEX| Q| 7|52 AL LCE 22X E 2 = HXY AXIS OS B H 2 24Q1510] AlE
St= A0 ZEELICH 2[4 HEO| £ 8 E sl Adt= =78 A0 2|0 JE 5= US|}
S| AXIS OS H T2 240152 M Ct2 2 =l gL ot

1 ZXol ¥ QAIH M| O|A > Status(&Ef) = O| s gLt

2. Device info(ZHX| M &)0|| A AXIS OS B{A S =kolstL|Ct

AXIS OS ¢ 1zo| =

S8 At
« Axis Communications ABO|| A O| & EESIK| = QU X|THA AXIS OSO| A 7| s S AtEE 4= 9
= 42) X AZEQIVE O o|EL I AFH =10 AR X HE H7EO0| HEE L
Ct.

- YOY0|E Z2MA F0 X7 TR HZL 0 A=A =gl

—


https://www.axis.com/support
https://www.axis.com/support/device-software

H|

2d ESio| XA AXISOS HH e 2 HX|E Y2 0| E5HH HZF0| At 7tsot x| 7|52 =4

SrLICE ¥ efo IEOWI Hof et Af 2[00 M SE = 2= ZEe A 0|E XHE H

ASIMA|Q. Z| A AXISOS Dt 22| = HEE & o 2 axis.com/support/device-software 2

Ol=gL|Ct

1. axis.com/support/device-softwareO| N 22 E N &&= AXISOS OIS AREHQ CIREE
gLt

2. KXo 22| X2 21T Ct

Maintenance > AXIS OS upgrade(§X| 24 > AXIS OS ¢ 18|0|£)Z 0|53} Upgrade
(dazo|E)E St

YA O|=7t A2 E|H X FO0| Aks 22 XA X E LTt

AXISOS ¢1zjo| = 2H]

AXIS OS 120 = &I} Y2 0| =0 MufStH TX| 7t O™ S CHA|
|

AXISOS ¢1180|= = &X| A 10 t 25 A SHH Maintenance(§-X| 2 3)
I 4 x

|2l HEHo 2 EYSIYAIR.

SR7FCE MEH FX| 0| o ot IP Fab HX| MM A0 M E HAFEOIPFAIMLE
| lE L E MEUof e ZR0 =P F2S 28 & JlEUCh HESRA 22Xt
A 2o|510{ P FAE HOHAR.

IPFEAZFCIE &K YEQIA| M Axis ZX| S 22|$FL|CE Ping S MSEL|CHF E/DOS
M AHE SRILICE.  ZOlMping B ZX|Q| P =4 4 ).

e Reply from <IE> address>: bytes=32; time=10...& IS}

= 8¢ Ol= 1P a7t 00| YIERAZ LIS SAOM ArE S &
SN 918 = QIUIC’“—I Ch HER 3 22| KO A| A IP =45 RHOF EX|
=

CEAl XIS Al .

Sgot MEHIo Tt DHCP MB{0|A CHO[LH S} =45 A-5E7| FOf| Axis HX[Q| nH IP F4
E XA 5=t M ABEIJSUHELE Ol st 7| & A IP FATLCHE TA[OME A
78 1P F=Aa b= 3% A AMA0 27t LdW S = AS 2 2oLt
X E HefXoj|M AMae = QS
20t A gle HTTPS7} S 31El ZO 21012 A|E3t I 2HIZ2 T2 EZ(HTTP £
HTTPS)O| AFE &| =X| 2OISHAA| 2. HEFR MO F=A ZEO| http EE "
httpsE =522 YHI|OF & == JYEL|LCL
root A GOl Il AL EE FH0t AR0|= X E ST Eot Al 7| 22Ul =E
MEESOF S LICE S ERSHAIL.


https://www.axis.com/support/device-software
https://www.axis.com/support/device-software
https://www.axis.com/support

\J

t DHCPO{| 9

T
@)

P4 DHCPAMH O M 2| SHIP FA= X0 HEE 5= UASLCLIP FATt
of HEE HZA =l 420]|= AXIS IP Utility &5 = AXIS Device ManagerE A 51'6}01 E
EQA0M HX[E HSLICLSY RHO|LL 2T M E=DNSO|&
0| 830 X E AMELLICHOI SO0 LHE 82).
ot R NP IPFLE S22 2EY = USLICHL X[ HOf CHEH X}
Mgt LH &2 ax scom/SUpportE 0|55t =I5t Al 2.
IEEE 802.1XE At} Q1Z0| HCHZ AHS 82 H Axis ZHX| O] ZR 9! A|ZH0] NTP A B{ 9t 7|3}
= SOt MSt= ol [0{of gtL|Ct System > Date and time(A| AR > & S A|ZHO 2 0|5
T F 2Lk

X0 222 HN AT = AKX T R0 AN 2 = Q1S

QI 0l A ZX|0ff M| At H Windows®& CHg Ol E2|7H 0|8 & SHLHE AH83H= 40| E5U
Ct.

« AXIS Camera Station Edge: £ 20|, 7|2 ZA|7t 23t A2 A|AHIO| HatatL|Cf.

« AXIS Camera Station 5: 30 £ & H7}L0|0, S 2 A|AHIOf HotstL| L.

« AXIS Camera Station Pro: 909! 22 H7HHO|H, S 2 A|AH O MetstL .

= H
X| %l 9 CH 2 E = axis.com/vmsE 0|58t C}.

MQTT SSL EQF x E 8883& &9

ZLE 88835 M8t & 227 MQTT §410| ast £ ZES X J5HX| ¥
L Egjme otMsl 2 4% QSL|Ch da = HTTP/HTTPS Efmof UM O Z AR E|= &
X| 9Tt 7HEE0]  EES S8 MQITE ALBE % QLT
ko 6 0f| A AHEHEL L -
C}. « MH/EERFOM F2 LE 44302 X|YE|=
WS/WSS(WebSocket/WebSocket Secure) T2 EZ 0| X| &= 4
2 0|2 Al AFRSIAIA| 2. WS/WSSZ} X| =Xt xE 4l
tHIOIﬁﬂHﬁE AMNESX = MH/EEH SSXHO| A = QISHY A 2.
. MB/227{7} ALPNS X| sl A2, 4430 242 e HES

SOl MQTT A& S g afel = UG LICHL AH/E2H XS fK|0f
©|5t0f ALPNO| X|I&[=X|, O|H ALPN T2 EZT} TEE AIRY

=
x| #QIBHLIC
M5 13 A
A|AES SRS O Cobst ST 80| H50) OjH3 Y3S FEX|S T2t 20| FaBY
Cf 9F QAL Tst (o =(H|E 0| )] %0 F3FS =0 CHE 9ol2 Zaj 9 2o| 0| Qs
S =10/ 99I2 & rhof Y2 FLiCk CPU Sotot AT x|of Z2ets ZL0E Zaj g 2ol
ol YBre F71= Hict
Jbs ZR6}7 Dejsiof & 2918 CheTt 2Lt
+ 52 O|U|X| HME EL KO ot AT 02 QI8 fZ 0| Y& Fi §0|E 7} Bo| T
= oj0jx| 7t M % UELCH
«  0{2{ Motion JPEG 22}0| M EL} SL|F|AE H.264/H.265/AV1 S2}0|IE 2 M M| ASHH Cf
=0 Ygre FLITH
+ 0|2 SEO|AEZ of3 ASYEGIYE, YF)S SAI0] EH ZaQ Ho|=t [fHE DEof
%3S FLICH
£ Ta gl 20|28 SX|BHOF St ROAE SUS AERS ABHLCLAEY TR
S5t Ae2g BNt A8 S £ YEL

84


https://www.axis.com/support
https://www.axis.com/vms

T
R

o

e
[=)
<Dt

2| & 20| Eo

w| T

S K

| Motion JPEG

(=
:O

JEL

o O|EZF ROHE =

=Y

P

= A8

HTTPS
2QlL|tt.

r
ol
j[E
~
zm o
X
m =
oF {T
T
T o
o wl
od =
W o
n rd
Al
ol o |
ol JKLTT
ol S
= JjoKH
Ko Zooju

2| /O]

=
=

O =
o= 8

of gz

21 AXIS Camera Application Platform(ACAP) Of
Mol ds LI}

T

o
=

Al
gl
=x

LHO |

ESPNEeR

.
(@]

7t E320| L3} axis.com/support£ 0|&

=
e

85


https://www.axis.com/support

SEEE

14
o3
<
ot
=0
M

(@]

0
I+
10l
N3
30

—_

L

o
o
<

ok
O]
1ol
oK
K

IS LIEFRHLICY.

S E

-
o
—

@

A/

ol - el o
orER ~EN HER < B

<

<

<

o)

LEH LTt

7| Ef HIAX] 2] &

i
0
=1
oW
- |
il i
) iy
T KO
i !
iy ofo
KO OF
o dld
Kio H
od o
Rr ofn
<+ LH
EL! =
[y dl
d1d 7o)
o oo
o ol
K M
< o]
| !
) [y
- of i
00 5 o
< Hio Ao
0gr HKE
Kio i)

86



87



T10213215_ko
2025-09 (M7.2)

© 2024 - 2025 Axis Communications AB



