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MQTT

MQTT(Message Queuing Telemetry Transport)E Sof| K EtH| 0| & M dS5t0 &
£ Fdgct
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. _l_ Create(2FE7|): Ml MQTT MAXIE MM Se{H S| CH

- Key(7l): ESCHZ SS0|AM A Zolel M EAS HH
AAE K| ™S CF

- MQTT topic(MQTT FH|): MQTT K| 2| 0|82 Y HTLICE

- QoS (Quality of Service)(QoS(MH|A EE!)): HA|X| M HEF =F(
L|ct.

Retain messages(H| Al X| - X|): MQTT Z=X|0f CHSF OFX| 2 HA|X| E R AKX & & MEISL|C]

Use MQTT client device topic prefix(MQTT Z2|0|HE EX| FH| HF
S8t O 220 & E2 MQTT 8 0 HEAIS 712K 04?% MEf St

Ot
e
i=|
m
fn)
o
m

>

m

L
1o

@
N
mjo
x
oz
ot

© g &

ZSHEIL|C}

=

rr
=
ar
=2
rir
|
ojo
o

« Update(QH|0| E): MEHSE MALXIO| MX S =T BtL|LC},
A

C A ME B A

—

Object snapshot(Z4 | At A¥): ZEX| Sl 2k 24| 0| Zratih O|0|X| S Zakstai® ZL|Ch
Additional crop margin(37} X2 7| oftH): Z+X| =l ZH | o &ettH O|O|X| |0 7+ oS A

ot FLL.

2|
HE

ol% 2o (YY)

Use external OSDP reader(2]5 OSDP 2| AI): Q|5 2|2} & X2 Al86tedH Z L|CH
2|HE 2|H 4 E(I01,102, 12V 8! GND)oj| H-ZgtL|Ct.

Status(&HER):
« Connected(HZAE): X7} 24 & 2|0 HZL|O JASLIC
« Connecting(AZ &): &X|7I 2| & 2|50 ¥ZS A5t JASL|CE
 Not connected(HAE|X| %) OSDP7} THA Q&L L}
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30 Z2RES

Reader protocol type(E2|H ZT2EE §): 2|4 7| S0 A2

St
=
VAPIX reader(VAPIX 2|C): Axis £0{ AEZ2{0] 2t AFRSH 4= UL L|CH

OSDP:

Protocol(Z2 EZ=): HTTPS tE= HTTPE MEHSL|CY.

Door controller address(=0 ZHEE2| FTA). 0 HAEEZ Q| IP FAE QT
Ct.

User name(A2X} 0|8): =0 AEE
IAYE =0 HEER S AR EE YL T

Connect( ) =Of ZHEE2{0f HASI2H S LCh

Select reader (2| AEH): 202 £ 0{0f CHot 7 2|HE MEASEL|CE

9
|

OSDP address(OSDP F4): OSDP 2| FAE Y&t 02 tHY 2|2l 7| &
Z=AO| K} 7FA LBEE O] = A QIL|LC}.

Wlegand @

Beeper(2&2): M2 UHS EMs)sta{® ZHL|Ct
Input for beeper(A& 7| Y&): MS S0 AFRE|=1/0O ZEE MEHSHL|C}

Input used for LED control(LED H|0{0f| AI2E|= =) ZHX|0| A LED | =82 K|
O{StE O AHBEH /O ZE =5 MEASHL| T}

Input for LED1/LED2(LED1/LED22 Q! 2): LED Q! 2 0j| AFRSH /O TEZ MEHSHL|
Ct.

Idle color(§5 MAh:
HA[Z7| 2E2t0[=0f

% S ==
Color for state low/high(&Eff 2S/=39| MAh): L
A

SEIC A0 NH e B eSS G o EA MA S MeAsiLC
Idle color/LED1 color/LED2 co I r/LED1 + LED2 color(§& *_."é,*/LEDl A AL/
LED2 A4AH/LED1+LED2 M Ah): = J}0| /O ZE 7} LED H|O{0| AR E|= HQ 93,
LED1, LED2 §! LED1 + LED20{| ZtZ} TA|St A ALS MEHSHL|C}

Keypress format(7] 27| ®Al): To| M2 Mo HA|2 Mad 0 T HAIS X|H
St= g e A‘|EHOH_||:|-

- FourBit: PIN 1234= 0x1 0x2 0x3 Ox42 QAL Z|0f ML EL|CL 0]& 7|2

0|7 7t AekE{Ql ExtelL|CH

- EightBitZeroPadded: PIN 1234+ 0x01 0x02 0x03 Ox042 A AT L M &
2Lk

- EightBitInvertPadded: PIN 1234+ OxE1 0xD2 O0xC3 OxB4Z AN A |0 ™
SE L Lt

- Wiegand26: PIN2 8H|E A|"d F E2} 16H|E IDE AF23I0 Wiegand26 &
NEERTE =N

- Wiegand34: PIN2 16H|E A|M R EQ} 16H|E IDE AF23L0] Wiegand34
gAo2 elaggLct

- Wiegand37: PIN2 35H|E IDE Al 3510 Wiegand37 @ 4A/(H10302)2 £ QI
ACIEL|C}

- Wiegand37FacilityCode: PIN2 16H|E A|&d ZEQ} 19H|E IDE AtESI]
Wiegand37 @ Al(H10304)2 £ Q13 Y &L

Facility code(A|d ZE). EH A|M IEE Q

A0 AR & QLT

o= T M
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Al
2

ogt

£9

Select data format(Ef|O|Ef 241 MEH): 2 &[0 & X|0f 7= CO|E{S &Y HAIS MESH|C}.
- Raw(SIA]): 7} H|O|E2 ach2 MasH| o

«  Wiegand26: 7| = [|O|E{ £ 8H|E A|A R EQ} 16H|E IDE AFR3}0] Wiegand26 &4l 2
OlAEBHL|C}.

« Wiegand34: 7} = O|O|E{ £ 16H|E A|A FEQ} 16H|E IDE A23}0] Wiegand34 HAI©
2 elaggL

+ Wiegand37: 7} = [|O|E{ & 35H| E IDE A2 35}0{ Wiegand37 @ 4!(H10302)2 £ QA gt
L|ct.

« Wiegand37FacilityCode: 7t = [|O|E{ & 16H|E A|d Z =2} 19H|E IDE ALE5I0
Wiegand37 @ 4!/(H10304)2 2 QI3 Y BtL|LC}.

o Custom(AFEX} X|H): AFAIO] MAIS HO|SIAA| L.
Facility code override mode(A|d I E Y- RE) A|E AEE X HO|Sl= SME MEASHL

= o — — -1 d
Ct.
« XS AH ZEE FASHK| @0 43 G|O|H At=s HX|0M A|d REE ML T 7tE
EE AME3I7{Lt 7tE H5 0| A1t H| E0f A °|Xo+|_|q

ol Hef A2 2

- Optional(&4): 22 GIO|E{Q| Al TES AF3I7{LE TAHE &M o2 T Ho|FLTt.
« Override(FA]): &4 X|™HE A|H I EZ XY™ O|BHL|CF.

s

HA™E2 G2 Mol X0 78E AEat LX[SHOF gL Cf.

Length (0-32)(Z10](0-32)): PINS| A} 2+ BLICE ALBAI7} 2L A Y 1) PINS A8 Y
27 gle 8% 20|82 022 AELC
7

=
Timeout (seconds 3-50)(ZX 1} A|

7| F0| Zatsor 5t= AlZHE)S Y IEh
NEZ ZF
oE E52 ALESH XA S HFAL7LE, PIN EE= QR Code®E AHESHO =0 E7| S2| T}
Aot AHUS A E XS 27 = UASLIL I*IIOH EHE XE THE HYELLCE Ol 7|&
R EO| HEEYE A =& JSLCH
QR Codes= Y& 4l 7|El =710{| M Denso Wave Incorporated?| &5 2 # Q) L|Ct
XH 58 A XX}
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282 EA

F10 Save(X|
2

-
(@]

M
b}

AAL EU L Y

-

k=3

o
Folgts

=1
=

-
q
H=a=

Download QR Code when saving(X{ %
ol &

Export all(2 5 L £ LY} 7|):
Qe O ES MEl

=gt H 2, 0]
Filter(Z £):

Zx 23
U 202

r|R




Of, Li = Oro|3 =

=2 =
= =

o

-
[

o
aT

(]

2|

=

Noise cancellation(!c 0| = H|7A): H| 4 L O|=E K| A3l Q|2 =X S aFatA|7|2{H ZAL|CT.

Input type(2 3 §3) ®3 o

Power type(%
Apply changes(

S 50| 0| 2S MAH5kAH HLCh

100

10

ofd
oo

Echo cancellation(0f| 2 H|#) @ :

oz Aels =85t

.l

Off CHal 7

q

o

o
[s}

o
T

q

=
=

(o]
=]

=
c|

Separate gain controls('2 & #| 2l X|0{) @: Ct
™ AL

Automatic gain control(X}-5 #| Q! H|0{) @:

ZAMA| 2.

ol

FL|C}. OF0| 3 ofo|&

o L
2 #Hgsg

20| & AtEot0f A 2l

=
=

Gain(#| 2!):

L|C}.

I

=

-
o

7 Sl A

<1
om

4

CC
—_

1

7

oto S

207 ofo|2& 28

= HEY

ol
—

20| & AHEt0] A

)
=

Gain(#|2!l):

S
LICk At

b

e
o
=

L|C}.

i

=

-
o

Automatic volume control(X}
Moz Hog &Y

ZEn
s ELich

md
w|
<

S B0 | ZE M7 ste{™ HL|ct.
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Echo cancellation(0f| 2 X|#):




erje S

_l_ Add clip(E2 F7): M| 2C|2 2 &S F7tgtL|Ct. .au, .mp3, .opus, .vorbis, .wav I} &S AL

o+ QL

« Rename(0|£ H}R7|): 2C|Q 22
« Createlink(Z3 M) At22 0 =X

22 Mg S N +E XL C
« Download(CI2ZE): 2C|2 28 S AEHO CIR2ZESLCL
o AH: XM L 22

-

=3t 34

Ongoing recordings(=2} & F): XM T 50 B E =212 HAILCL

® MXoIM S5H= AL CH

@ At AEE|X| &K E MESHL|CF

® HX| 0| 532 SR/TLICH

TSR ZX|SHAHLL X E T riggered recordings(E2|H 53} 7t T2 & L|C}

TSR A WK AL E U EXIZ7EHM A= T

I

A

HU

Of

Ir rg
—|

Continuous recordings(¢ % =3})
K| CHAl A[XSHH =317

T
)
Ip
n
I
ml

N\ =L=
VN =320 et oS

HS
Set export range(L{ 2 L{ 7| H| AH):
QX[ CHE A|ZFCH O A “O*OHZFEI Azt

m
X
T
(o)
a
2
Hr
=
i
}r
ot
o
>
=
rr
no
qr
ujr
=
HT
(
-
|
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Event(O|#IE); O ES 7|0 2 =3l2 HA|ELIC}
ME &K AE2|X S| M3} =312 BA[SL O}
OH

=

_l_ Add app(¥ =7h: M| &= EX[LIC}

Find more apps(%7} ¥ &7): 88 942 O &&L|C Axis 90| 7§ H|0|X| 2 0| EEL|C}

Allow unsigned apps(MBE|x| 22 % 818) U Moicix| e of MX2 88

Q AXIS OS 9 ACAP 49| 0 H|0|E2 HOI5HAIA| Q.

Hlo

7] 212 5730]
2|70l Mo HHo

MO W B0l CHS 84 5 Lt 0|40] E&HE 4 YeLiCh
A =

O
« Open-source license(2E 2
25 UL

H=
MBI AR 7t ot 782 O Z2|AH 0|3 of w2t H2t & LCh &
|

sh24 ZL|C

=2
e

« Applog(¥ 21) ¥ O|HEQS 28 SLCL 2= A[& MH|A0| Zo|g If R&TLICtH
« Activate license with a key(7| 2 20| Ml A 243} Hoj 2tO| AT EH QB AL &3]
Si{OF 2L Ct. ’“*I7f IEUo ¢de == Gl 8% 0| 2*._"% Arg&g Lt
2FO| Ml A 7|7} QICHH axis. com/products/analyt/csi O|=StL|CtL. 20| MIA 7| E A M 5tE
o 2}o| Ml A _?1_59} Axis M| @H HS 7 LT}
« Activate license automatlcally(E}OlJ}ilﬁg Asoz gMsh: do 2to| A=t A
F 2ot OF S LICE &X|7F QIH U0 A &= U= R 0| SM S ALEFLICE 2to A
FL|C}.
= =

o
AS gysfotein ato|MA FETF WL
HZHAIBE O S SOf BT 2H0| M A 0K HA 2ol MAR BIH s

A2 H[ZASIS[0] CH2 2fo|MA = mH LIt 2l0]MAS HlZAHs[3IH ZX 0|4 = A

« Settings(AH): 07 HL-E L CH

« AN ZAOAM AS FH2 2 HHSHHA|L. A o[l A S HE g}t
MEIZ ©X| & |_| q'
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https://www.axis.com/products/analytics

AXIS I18116-E Network Video Intercom

A|ZHSHAIS 2 BElO Rk

—_—

SXo] EMeL AlZhE NTP M H 2t 57|}

.
o

P

o etof 2780 et et Lt

A0
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Synchronization(S7|38}): 2 X| 9| Rt & A2t 7|3t M S MEHSHLICE

Automatic date and time (PTP)(X}5 S & U A|ZHPTP)): AU A|Zt T2 EZ S A1

=7|ststLct

Automatic date and time (manual NTS KE servers)(X}S Z&} 8! A ZH=S NTS KE A

H)): DHCP MHOf| A=l =29 NTP 7| A MHQt 57|3}etL| Ct.

- S NTSKE MH: SfL} EE= 5= 7HO| NTP MH{ Q| IP =
NTP MH & AL85t= 8% TAl= 5 Mo Y= LY
ot ZFE Lt

- Trusted NTS KE CA certificates(2 2|2 &= Q= NTS KE CA Q1= A{): &2 NTS KE
A2t 7|20 AtEE MEIE = U CARASME MEISALL MERSEX] GF2 ALY
2 gL}

- Max NTP poll time(Z|CH NTP Z& A|ZH: |0 E Xl A|7HS 7] I NTP MHE
S WX F X7t 7|Cr2{OF Sh= Z|Cf A|ZHS A EHSHL T

- Min NTP poll time(Z]2& NTP Z& A|ZH: 0| E =l A|7HS 7] I NTP MHE
Y WX F X7t 7|Cr2{OF Sh= &[4 A|ZHS A EHSHL T

Automatic date and time (NTP server using DHCP)(X} & &% % A|ZHDHCPE ALE25}
£ NTP A{H)): DHCP M 0f HZEl NTP M H et & 7|2t L|Ct.
- Fallback NTP servers(CHA| NTP A{H): 5L} tE= = JiO| CHA| MO IP F=AE ¢
25t C}.
=]

- Max NTP poll time(%|CHf NTP Z& A|Z}H: QO|0|EEl A|7HS 7| Q8 NTP MHE
T M7HX] X7 7| Che2{OF Sh= Z[CH A|ZHS A EigL|Ct.

- Min NTP poll time(Z|A NTP Z&! A|ZH: HHO|E =l A|ZHS 27| QI8 NTP MHE
T M7 X7 7| Che2{OF Sh= %[ A|ZHS M EigL|Ct

Automatic date and time (manual NTP server)(X}& Y& S A ZHES NTP A{H)): MEH

ot NTP MH et &7|2teh L Ct.

_ 2E NTP MB|: &t} = = 7§0| NTP M 9| I = 749 NTP A
HE A8t 4% ZXl= F MHO| LHE LHES 7[RI 2 AZtE 7|35t =
&S|},
od

- Max NTP poll time(X|C{ NTP Z& A|ZhH): RGO E &l A[ZFS 27| {5 NTP MHE
Z g W7LK| ZK[7F 7| CHe{OF St Z|Cf AlZtS M EASHL|C
- Min NTP poll time(X|4& NTP Z& A|ZH: QGO EE A7+ 27| 8l NTP MHE
Z g W7LK| ZK[7F 7| CHe{OF St &4 A[ZHS M EASHL|C
« Custom date and time(A2 X} X|7d EW S A|Zh): =302 SR A A|7H2 HA7FTL|C
Get from system(A| 2RO M 7} 27])= 22610 ARFH = ZHY ZX|0| A Rt 8
A2t -8 E o Xl 7FM Z L CE
A ZECH: AFE S A|ZHCHE MEHTEL|CH 3 HOF A7 B HF A[ZHO]| 23 AZHO| AtEC 2 2HE
L|C}.
« DHCP: DHCP AMH{ Q| A|ZICHE X{EHSHLICE O] S M2 MENSIZ{ ™ HA ZX|E DHCP AMH
(v4 EE= vo)Of| HZSHOF SL|CEL &= A S B 5= AFES = Q= E 2, &K= POSIXEL}
IANA A|ZHCHE, DHCPv6 K CF DHCPv4E 2 M3HL|C}.
- DHCPv4-= POSIX A|Z+CHOff Option 100(2 M 100)2 A3} IANA A| ZtCHO|
Option 101(&4 101)Z AtEgL
- DHCPv6+= POSIX0]| Option 41(ZFM 41)& A3t IANAG| Option 42(FM 42)E
Ar&grL Lt
« Manual(+&): EELCHE SE 0| M A[ZICHE MEISHL CL
H| D

AM2EM = BRE =8, 23 S A|AE 230 2/t

AlZh280| ArgE Lt

— =

Al

A 1%
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X7 A= /XS YT LCH S 22| A A=A O] HEE AFESHY X =o|lM XS S5
C}.

« Llatitude(RIE): & 42 M 553 LIEF-LIC

 Longitude(AE): &=+ g2 2XXM %2 LIEFL|CL

* Heading($3): ¥X|7t &3t= LI Haks YSLCH 02 FS5S LIEH L T
* Label(2}'g): ZX|0f CHSH 2 HO| ZEHE O|§S L HTLICH

«  Save(M#HE): TX| IXIE MEsteH S LT

2 20l

CHk X ofO|X|: O|O|X| o] HHES St &KXl 7
of 22|H2 2 HM AKX HE TS A ESHALE

Latest credentials(X| 2 X} 53H) (OIX|ato 2 SE2& XA SHO|| st BEE FEA|SHL|C}
G @ XAl X}H =& 0|0|E{ 2 EA|SHL|C}.

: @ 20| X= M70il= ChS0l Z=etE LT
« Reverse UID(UID §tH): UID2| byte ==A & Bt A|ZL|C}.
=

. Revert UID(UID E|El): UIDQ| byte A2 2| &A2 &S &/L|Ct
+ Copy toclipboard(E& H 0| 2A}): UIDE EAtgL|Ct

Check credentials(X}Z = #0l) @ UID = TS Qladstn MS6H0] XHH oS &0IstL|
=
o

o | = -
Ch A28 2 T/ 0f A X P& g il 5 det iAoz gLt DS Ho| 25 I
2342 UIDE YAHstE ZHo = A|EgtL|Ct
HEHA
IPv4
Assign IPv4 automatically(IPv4 X}5 €2): =5 71 Q0| HEQIN A IP T4, AEUl OrA T,
ctRHE X522 dYol = & 5t T IPv4 A+5 IP(DHCP)E 1 EigtL|Ct. EH$—'?'—9| ECECT
= At [P & EH(DHCP)E AH83t= 0| E5 LIt
IP=A: 7<+jt|0| QTHIPFAE LHSIMA Q. DHIPFAE ZH AL IR0 AL A& HE
TJEL LHoﬂfﬁ FAelZ2 AFE = UASLL S5 LXGHHTE AF P F2E 57| Fo| HE
=2 e[ XA 22lot= A0 E5 LI

:|
CILAN §15 6] BE AL pleE S SaBLC

Router(Zt2E): CIE U ER I Sl HESI MAHEN AZE XS HEo= Ol ArEE = 7|2
2R EH(AOIEH 0N IP =45 YH L T
if

Fallback to static IP address if DHCP isn't available(DHCPE Al2¢ = Q= AL 1™ IPFA
2 EW) DHCPE Al8% + QTP RAE XISOR BT + gl 4L OiXlZ A8 nF P

x=ag Zotstaiw MelgLcy

o
=g
0
o
i
>
o
e
1
£Q
fl
o2
2t
\J

P28 =2 UHE AFESE 89 18 Fas Hote gelz 7
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IPv6

Assign IPv6 automatically(IPv6 X}S EChH): IPv62 1 | E Q|3 2} E{ 7} &HX|of IP FAEZ X}
SO S & Ste{ ™ MENSHL|C

SAEOQ|E
SLAEO|SS AS2R e HEYIBREI X0 = AE O|ES P FLE XS 2 2ET}
== ot H dEg L C
SAE O|F: X0 BN ASHE CHE BHO 2 AIESIHEH S AE 0|55 #3522 YL
MH EOM U A|AH 215 SAE 0|28 AEBHL| L 5| 85| = EXt= A~Z, a~z, 0~9, - L]
C}.
&% DNS G| 0| E g'gds}: [P =470 HZE MOt X0 =02 U MY =21& AHEs2=
YO O|ESt 5 3 EefLTt
DNS 0| & S§5: 83Xl IP F2E 7t2[7|= ARt =02 0| F5 YHSLILL AEE = 24t
A~Z, a~z, 0~9, - L|Ct
TTL: TTL(Time to Live)2 DNS 2|2 =7} Q[0 E £|0{OF & WY 7HX| B2 |K &= 7|Zte M
gL
DNS MH

Assign DNS automatically(DNA X3 &t2h): DHCP A H{ 7t AM =0 Q1 Bl DNS MH F=AE EHX|
Ol Xts2 2 & I5HA ot MEterL T i E 22| HERIZ 0| S A& DNS(DHCP)E #H &gt
C}.

o ST
domain(ZM ZH|Ql F7hHS S5 X7 ALE
ct

Search domains(= 0| Q1 ZHAM): M A3 |X| RF S STAE O|EE AFESI= 42 Add search
o _
o

DNS servers(DNS A{H{): Add DNS server(DN

=1k ]
HetLCE Ol MH & HESA0M 2AE O|E2

0
Sx
+4-E
>4
N

=] i

HTTP % HTTPS

HTTPS= AFEXTS| I 0| X| 278 A 3 ME A Bhehzl 10| X|of Lot A2t X Sote Z2EEY
= & AH&oto] 2te| gLt

.|
XM HTTPSE AtE3t2{ ™ HTTPS 215

LICH SootE HE neh2 MHo| M2 Y-S EH5H= HTTPS ISME
0
System > Security(A| A&l > HOHZ 0| =3
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Hlo
HTTPSE &3l 223t & HO|X|& E= 4% 53| HO|X| & MZ 2¥Y Wl 40| XMotE ==
ol L|C}
A H .

80 &£ = 1024-65535 # ¢

= E
=ZE
ISl ZES YHY = UASLICH

HTTP port(HTTP ZE): At&<
ol R= ZES S| &L Lt e
O #elel ZES AFESHH Z17F #A[ELIC.

TEEEE -1

Mt

Bonjour®: 4 EQI0M Xt5 M S 5 85t2{H 0| S8 S HUCH

Bonjour 0| &: HEXA0| #AIY O|§& YEHYLICL 7= 0| §2 TX| O|E2t MAC =2 LTt

14
UPnP®: 4 EQII0M X5 HME 518324 0] 582 ATt
UPnP 0| &: HIEH A0 A 0|52 YEHYLICL 7|2 0|§2 X[ 0| B2t MAC ALt

2t &
WS-ZM: HEAINM X5 M-S oot H
2

0 =
LLDP 5! CDP; H EQA0M AtS 51281213 0| @M ZL|C} LLDP % CDPE 113 PoE

k=3
O 1=
72l B0l XIZH0| W2 & ASLICH PoE M@ HAL I BH2iS 2 S o Zoka B 6H= 9 0f PoE M
2 34 M B2 PoE A9|K|S RABILILH

EEE TN

Http proxy(Http ZEA|): 5|8 &l HAlof et 22
Https proxy(Https TEA|): 5| &= FAlof 2t =

r

HTTP & HTTPS T2 A|0f & E|= & Al

e http(s)://host:port
e http(s)://user@host:port
e http(s)://user:pass@host:port

=[jin]
X E ARSI S 2Y TEA BYS M8 L O
No proxy(ZEA| g18). 22 ZEA|ZE 22(5|2{™ No proxy(ZEA| F)E AHESLICEL =5
of Az S8 S SHLHE YESAL HEZE 26 o2 HE LS LT
- H®IF]
« IPTAXH
o

« =02l Ol F X|F(0f: www.< =0 QI O] F>.com).
- EEEOO ZE St E0 2 X[F(M: <=0 2l O] F>.com).

One-Click Cloud Connection
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O

ne-click cloud connection(O3C)1} O3C MH|A= O & X|0| MLt AA|ZE S =3 A0 £ ¢

St OIE Ul M| AE K| ZTHL|CF KEM| S L2 2 axis.com/end-to-end-solutions/hosted-services
K RSEIAMA| 2.

i

Allow 03C(03C 5{8):

*  One-click(328): 7| = S YL|Ct. O3CO| AZdt2H FX[Q M HES FELILL T
X 2Rof wef e LEDZF At W77HX| HES = &ICH 3L 2 =& LICE Always(g
AN E 2458l A MEIE SX|SH2{ ™ 24A| 7t O[LJ 0| A X|E O3C MH| A0 SE8tL
Ct. SSoHA| 2™ FX|2] O3C HZO| HFOHLICE

o G IA7F QEUIS S O3C MH| 20| Tiot AES X[ HHO = A= LCEL HXE §
=otH A2 JEi7F RAIELICEL MO HEO £0] FX| tiE 4% 0l SUS AESHUAIR

=
«  No(o}L|2): O3C MH|AE A4 S|H|IetL|Ct.
Proxy settings (ZEA| 4%): TRt A TEA| 82 Q250 TEA| 0| FAELICE
SAE TZA| MO F=AE QEstL|Ct

= -Hdd

Port(ZE): UM A0 AR E|= ZE H E UEHTHUA| L.
A

«  7|2: 0| B2 HTTPO|| CHof| 7Y 2 2Hg 0| 0] 215 M A YILICE A= otE|X| B2 ALE
AO| St A ES MHZ TE0L7| I Z0] Digest(CHO|HAE) Y@ HCE QHHSHA| B4
S LIC

« CIO[HIAE: Ol A2 L HEAIE Sofl Y=otel HAAEE TESH| M20f & o
I—1'<'>'|-|_| |_’_|-
[y = | .

© XS0l M= AMED
H&=?l= CHOIH2E &, 7

28X} Q1= 7|(0AK): AQ X Q1S 7
7t

oC—
rg
A
rHo
mn
Ir

Y

Oof 2t x| 7F 215 WS et = ASLICEH 2
M2 28gL .

71 22 M Get key(7| 71 27])2 2 2$tL|Ct. 0

7 r 2 e
X7t St HO[L ZE A0 AIHUO| HAE 202t 7S T

SNMP

SNMP(Simple Network Management Protocol)E O|23}0] HERA X E A=z #a|a =

LI
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SNMP: At82 SNMP ™ 2 MEHSHL|C}.

« vl%v2c

- Read community(2{7| #{L|E|):
o] A= AHRLIE| 0|55 §E

- Write community(227]| #
7| 20| U= HRLIE| O
L|C}.

H . A o
AL El): X RE|= 2= SNMP K| off CHol 817] EE& A
E= YEHYLICHEY| TE AA M 2l). 7|2 a2 27| Y

— HA'— —

~  Activate traps(E Z48h): EHE TS S|SB AHAA|Q. BA|= EAS A}
2510 520t O|HE = AEf HA0 Ciot A X|F 22| A|A=0f 2-L|CH &l
QIE{H O] A0f| A SNMP v1 3 v2coj Ciot ERS A = QEL|CL SNMP V32
HASI7{LF SNMPE 11 EZHO| A SO 2 JHEIL|CE. SNMP v3E AIE5t= 42
SNMPv3 2| O Z2|H 0|2 Sl ER 2 B = JASLICH

- Trap address(Efl FA): 22| MHO|IPFA L= SAE 0|52 QUHEGIMAIL

- Trap community(E34 H-JL|E[): X7} 22| A|AEO| E-Y HA|X[E 2 O Af

8 HmLUEE YLt

- Traps(E#):

- Cold start(Z2E F8): YX[7} A2t E [ E® HAIX|E 2Lt

~ Linkup(Z3 &) 237 CHSOIN QO2 MAT HS E HIAIXZ 2L
C}.

~  Linkdown(ZA C}2): A7} YoM CHE o2 HAE HS EH DIAIX|2
YL

- Authentication failed(21Z AMil): Q1= A| =7} AMI|SIH E AKX E & 'H
L|C}.

H| 2

« Vv3:SNMPV3= ¥=3} Ol Hot 4SS K35t Bt oHHo A L|CE SNMP V3E AL
St 227 HTTPSE S3l| TEE| B2 HTTPSE &doldt= A0| E&LICH o MTHO|
U= GARZL 2ot X| 942 SNMP vl 8l v2c ERH0)| dM|ASH= A2 2R gL Ct.
SNMP v3E At&%t= 42 SNMPv3 2| O E2(AH 0| M2 Sl ERS 248 &= ASLICH
- HUHE B3 SNMP HO|E{E 250t O AL S YD ot WAS MESHAAIR
- Password for the account “initial”’ (‘X 7|' A|™Ho| T AL E): O|= 0| 'initial' @l AHH

O SNMP If A E & A SIL|CE HTTPSE 2 ototX| i IAQIEE MEY
= UX| 2t HESHX| G LICE SNMP v3 T A9 E = of HEF A- g 4= QI3 HTTPS
7t A3l F20| 8t Aot 20| S&LICL A ES Y0 A E TE
7O O] HA|E|X| QL CH IHAYEE CHA| 278512 X E S 7|2 23

o2 TSl oF gL Ct.

HL
re

re
ol
x
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SME HERIYS X E Sote Ol AFEE UL O] EX|= & 7HX| 2| ASME |-
Ct

« Client/server certificates(Z2}0|H E/A{H QI
a3

=210/¢1. E/HH'I ISM= X2 IDE 4 = A2 CAQF 7|20 M
Srael = S CE XA M B ASME AetEl RS2 K20l CA 23 JENE &7 A

MR AL S % QU LIL

. CAOZA

CAQIZEME A} 810] M| Of QIS MZ QIS BIL|CE 6|2 S0f, ZX| 7} IEEE 802.1X2 E S &
S YEYT0| GZE 42 oI5 MH{o| DS ASELICH ZX|0fE 0f2] o] ALK HX|E
CA 0I£A‘|7|- §L| C}.

. QIZ A HAl: PEM, .CER, .PFX
749l 7| Al PKCS#1 I PKCS#12
S8 A

ZHE BT SG A |22 HUBH RE AFNZH AHELICL AL X CA 1B A
Jh CEA MR LT

_|_ Add certificate(QZM F7}) : QS ME F7I5t2{H S LICEH EHAE 710| =7 SELCH
+ More(t{ 27|) ¥ : ZASI7{L} MEHS 227} 22 FA|BHL| O
18 x

=
« Secure keystore(HQF 7| H{FA): 7| Q1 7| S QM S} A X ZSt2{ M Trusted Execution
Environment (SoC TEE), Secure element(EQt @ 4) Tt = Trusted Platform Module 2.0
<]

= JEHSFL|CE A el et H ok 7] X Z A0 Cioh XM e W82 E2{ B help.axis.com/axis-
os#cryptographic-support% RS A 2.
« Keytype(?| R8): 9IS ME BS32{P CECLS 220N 7|2 4S8 12| Z0|Lt o}
Eule anaEE Taen
© AP 9t ool CHE 0| ZEELIC

« Certificate information(@1Z A HH): dX| =l QIS A9 £H &= &L|LC}
« Delete certificate( S A AHA)): 2l

y .
+ Create certlflcate signing request(QUSM A|H @ MMH): C|X|EH ID QIS ME AHSEHY|
o S5 7|20 22 SM ME ¥ S ddeL T}

Secure keystore(H QF 7| X{EA)®:

» Trusted Execution Environment (SoC TEE): £ ¢} 7| & A2 SoC TEEE A2 3t2{ ™ MEH
stLCt.

+ Secure element(E.Qt 2 4)(CC EAL6+, FIPS 140-3 Level 3)®: E9F 7| X ZA0| EOF 2
AE ALEote{ T MEiSEL|C

« Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 g|'el 2)®: £t 7| X & A 0| TPM
202 A5t ™ MEdSEL|CE.

HEHI E2 Mol X =3}
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IEEE 802.1x
IEEE 802. 1= R4 8 4 L E9IT Ix|0| £t 152 NSt ZE J|8t Y =93

Ef

Ch 2152 215 MH YA = x| H, YHA © 2 RADIUS H H (0]|: FreeRADIUS 5! Microsoft
Internet Authentication Server) 2! L| Ef.

IEEE 802.1AE MACsec

IEEE 802.1AE MACsece O|C|0f 2\ A
X o|&}= [EEEC| MAC(D|C|0f QA A 74

Ol
CA QS M:CA IS M E MEISHY] 2
GIZE =9 Tof BA 0|

o L|C

EAP identity(EAP ID): 22[0|HE QFS X2} AEtEl ALZAHIDE R ESIHA|L.
EAPOL version(EAPOL HHZ): | E Q|3 AQ|X|0|AM A ol
Use IEEE 802.1x(IEEE 802.1x A}2): IEEE 802.1x T2 EZ S AIE25I2{ ™ MEHSHL|C}

OIZ ute O 2 IEEE 802.1x PEAP-MSCHAPV2E AL 3t Z-20) 0t 0|2{8t AN S 0|2

+ THAQIE: ST AL RHDO| THAYEE
+ Peap version(Peap HH): H EQ|3 A&
o Label(2}t): 22|0|HE EAP U312 Afﬂ6}E1 012 MEHSID, 2
£ A5t ™ 25 MEfSL|C} Peap H 7 °
TR E S
IEEE 802.1ae MACsec(®™ CAK/AIE ZS 7[)= Q1= o 2 AL SH= H 200t 0|23
= 0[28g = UAS LI

ﬁO
o I_
2|SHIEEE & -’.f—%l L|C}. IEEE 802.1x= EAP(ExtenS|bIe Authentlcatlon Protocol)& 7| =2 2 Tt

IEEE 802.1X2 BB &= HEQ 0| UM ASIE{ M 4 EQT A7} A= O 2 O1=5|0{0F 3t

A SlO| XpH| Q152 A=k Ct

OIS NS ALSE [ Ads T8 Al TX| Bl 015 M= EAP-TLS(@HE 7hs oI5 TRES - M3 7
T HohHE AHESI0 CIX|E ASME RN H 2 QS TL Tt

YR ASME St B2 k|= HERAN HHAY = JALF 5te{H MBE SEF0[HE Q1SN
£ ZX|0of 2X|50F gL Ct.

Authentication method (215 ). OIS0 A2 | = EAP S & MEHBHL|C}

Client Certificate(22}0| 9 E Q1S A): [EEE 802.1x2 AF2% S2}0|QE QIS A2 MENSIL|CL. QI
= MB= OIS A E AFR3}0] 22/0|{E 0| IDE &0l T,

» 7| EX AE £ 7| O] A Z HE O] S(CKN)S RIHBILICE 2 ~ 6AXI(2E £ 7Hs) 16
7150{0F SLITE CKNS 917 B210J M 25 0 2 2 A8|0F 3, 420 MACsecS
ot P9 A B0 M LKXIBHOF 2L Tt

- 71X A S 7L A E o 7(CAKS BRI CH 32X S = 64X19] 1681010
C}. CAKE GiZ gh2iof M =5 0 2 A 3]of 8[0, §-8 0| MACsecS EH4data} 2y o
S 20| A LK[SHOF L T
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Firewall(2ts}): iS5l S 2t 5}6le{ ™ ZL|C
o_l_

no
]
o
Q
c
-
)
S
a
=
N
re
o
2
M
=2
x
i}
u
A
51’
rir
e
Y
FO
ot
mjo
0L

SHHO| Of A M ex| dEigtY
Ct.

+ ACCEPT($:): TX|0f [t R E (A & 8ELICL 0] M 7|2 MHE|of YL LC
- DROP(H&): BX|0f (3t 2E ¢i2 st|C

=
OF

=
+ New rule(\] & F7}): £ 451248 S =T LICH

Rule type(£& §%): o
« FILTER(EHE): 20| Zol& 7|= 0t LX[St= FX| 2| AZ S 5{ESHHLE ALEStE & e et
L|c}.
- M eholH S0f L) Accept($=2) == Drop(H&)S MEfBL|C.

- IP range(IP M Q|): 5{ &5t HLE X EHet =4 HR|E X|HSI & MENSHLICE Start(A|
=H 2 End(&)0| M IPv4/IPv6E AFRSHL|C}

- IP =4 5|28} 7L} AEHStE{= =AZ QI 243HL|C}. IPv4/IPv6 I = CIDR HAIS A
.9.ol-|_| |:|-

- Protocol(Z2 E&): 5{ S} Lt Kpthed
El

MBSt Z2E 22 Mot 2

— o
- MAC: 5| 25| AL} XSt = X[ 9

HEQAIA Z2EZ(TCPUDP == E CHE
JmE & X|H80} LT,

S AC TS AL CH
- Port range(Z £ U 9]): o{ 3}7{Lf Attt L E HR S X GO E e gL ot

Start(A|Z}) 2 End(8)0] 7L Ct

- Port(ZE). 5| &5t AHLI A CHSte{= L E HS 5 Y L|CH ZE HS = 10 M
65535 AF0| 0fOF &FL|C}.

- Traffictype(E2T 93): 58317 Lt XTHlel s 2T S MegLIC
~  UNICAST(SLIFHAE): THY SHAIX{7} THY S AIXFOI A R L EjmielL|

C}.

- BROADCAST(EZEI|AE): Ct EhMXI7 HEQFo B E X2 ELf=
Egfj=eiL|Ct

- MULTICAST(HE|F| A E): StLt O] &f 2| = AIXE7} SfLt O] & 2] =4I KO A 2
L= EciE & LCh
«  LIMIT(Hgh: 20 Fol& 7| =1 LX|o= HX| 2 AZS +&HoX| 2 Mot EAfH S =

0|7 ?iell Mets MH-8oteH MEgtL|C.

- IPrange(IP 'H?|): 5| o[ HLf XTI =4 HRZ XYoL F MEGI LI Start(4]
) & End(8)0f| M IPv4/IPv6 E AHERFLCY.

- IPFA S ESIL e FAS Q2{3HLICE IPV4/IPV6 = CIDR HAIS A
23t C}.

_ Protocol(ZE2 E E): 5| 25} HL} X}
MEHSIL|CH T2 E22 MEY PE’

- MAC: 5| &3} 7{Lt At EHSEA = F K| 2

- Port range(EE H2): 1%6}7{ L} XpChst
Start(A| %) S End(8)0f Z=7tetL|Ct.

- Port(£E): 5{ 85| AL X}CHota{= ZE Ho E QHSIL|LEL ZE Mo = 101N
65535 A}O|Of OF ©+L|LC}.

Y EXQI Z2EZS(TCRUDP E&= E CHE
S 2E E X|d sl OfF tL|LCt.

~ Unit(EHS): 3183} LE AHEHS o] Rue ekt
~ Period(7]Zh): Amount(R1)2} B El A|ZH 7|7k MeEdgtL|ct
~ Amount(3l%): A4 5| Period(7|Z) L0 BX|7t QS 4 QU AT S4E M

2 LI 2|0 242 65535 L LY.




- Burst(tH{A E): 27 =l Period(7]|Zh) =0t of H A
A= AE slE =
HAEE A0S EELCH

- Traffic type(E2i T |): S 5L X HSH= E
- UNICAST(RFLZHAE): THY ZAUR7F B =LA A EU= EfEH Y
C}.

- BROADCAST(HEEIF|AE): CtQ EIAXI7 HER TS RE AKX 2 E&=
=3 ZQ Lt

~ MULTICAST(HE|FA E): 8} Lt O] Abo] SAIX}7} SHLE O ko] 2= A RLO A &
e ezl

Test rules(& E|AE): Ho|st EE HAESIZH SEIgHL|CH
« Test timein seconds(X EtQ| H|AE A|Z
* Rollback(E%H): E2 HI2ESI7| T2l O|F ME{Z Yot

o
= =]
. Apply rules(8 ®8): HlAE3X %0 22 TS M S2ALLICE 0|2 H e e
ol K| LTt

MEXt X MHE AXIS OS QIS5 M

0

ZX[0f AxisO| HIAE AT EQO| EE= J[EF AFEAL X|H 2T EQIO|E AX|S2{H ALEA X[ A
FE AXISOS Q1S M7t HaetL|Ch QIS = AT EQO| 7F THA| AF KRt Axis H 50| 2[sH 5¢I

LI A=X OIS CEL AZELI0j= 3ot A Ho o A IDE AlHL[= E7d TX|0f| A2 Alis
T ASLICH Axis7} MHES @[t 7| & ERotD AL B =2 AxisTHO| ALE A X|H A& AXIS OS 2l
= 4 2L|C}
o (=]

—

>
i
>

o
Install(4%]): QIS AIS AX|5t2f P S2YLICL AZEQI0{Z MX|5}7| Fof ASM S Ux|8Ho}

A

A
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+Add account(AH8 F71): Mf A S 7ot S LT X0 100712 A& =7t =
OIA|_| |:|-

Account(H|H): 133t A 0|52 Y L|CL

New password(M| 2 E): Ao A E S g St Ch T 29 == 1~64Xt HO| O OF Bt L
O} X}, 2K, L&, AH 7|3 S 0laf 7H53F ASCI 2XHAE 32~126)8 A0 AFRE &

QLT
Repeat password(Ij A Q| E HHE): S AUSH DA EE CHA| LEGIAMA| L.
Privileges(#oh):

« Administrator(&2|X}): 2= 70| 25| MM AL O 2E[XH= CHE AEE =71 ©
HOIE S MAHLE = AS LT

« Operator(2gX}): Ct22 M elot 2 A-O| AMAT 5= ASL T
- EE System(AIAE'“) M I‘|

. Vlewer(Tr01) CtZ0 CHer ™2 Hoto] LS Lt
HIC|@ AEZIO| AHAFS H ] R L|C}

s
_ _L.—_g|. A|7<‘|o|-_l LHE"HL|E|'

- W UE U PIZAN N2 T3,
P AE0| 2 ol ol Chgo| ZRELIC
Update account(#1 2IH|0|E): 7% 248 B LICH
Delete account(Z| AHI): 752 ARIE LIk root A ARIE 4 gl&LiTh

LIRS

Allow anonymous viewing(2H H7| 5| &) AN Z ZOQISHX| Q1= =L 2HEXE THK|
of HMAe == A= T G- Ch

Allow anonymous PTZ operatlng Q|HO| PTZ 29Y 5| 8) @ O AFR X}7} 0| O] X| Of] CHBH
o ElE QI =SS A QL2 53H 5(:1 L|C}.
SSH A%

56



+ Add SSH account(SSH A7 3=7}): Al SSH A|H & F718l2{H S 2lgtL|Ct.
«  Enable SSH(SSH £d3}): SSH A{H| A S AFE3S}2{ D ZL|C}.
Account(A|®): 198 #|™ 0|22 Y&stL|ct

New password(AH mALE): A L|C} IjAQEE= l~647<f Z0| O Of 2tL|

c-; I i‘I' =2 -Hd | E
Ct AL <Af, 158, 57 7|2 & Q4 7hst ASCIH 2AHZ E 32~126)0 THA Y E0f| AL =

QELCE
Repeat password(I| A 9 §hs): S ¢t I A S S CHA| R{SHIAIL.
MY S AABLCHSN)

© A 9 O ol CHS 0| ERELICH

Update SSH account(SSH A Y HI0|E): AN £ ®HEE!

L
Delete SSH account(SSH I8 &tH|): A'§ 2 A ML T root AH 2 AtHE = |IELIC

7 ZAE

Type(%%*): Ar%°“&|§ 7= S| C}. Basic(?| £), Digest(CHO|X| 2 E), Open ID, Client
Credential Grant(Z2}0|HE XA S H0of) SO A MEH l_| C}.

DA B OOl CHEO| ZRE LI
. I EAE YBlo|E
. IR BAE A

Admin claim(22|x} 2 ): 22X} 9ol gf= Y=Lt

Verification URI(ZZ URI): APIAEZQIE 0152 Q|5 ¥ 235 =stL| Lt
Operator claim(2¥Xl 2H): 2 Xt g&to| 4r= Y =AshL|Ct

Require claim(2" EQ): E20| QU 0{0f 5}= H|O|HE Tt}

Viewer claim(Z&X} M) 2HEX goto| gts T

-1 =
Save(M#&): 4f2 M&stei™® S2gtL|Ct.

OpenlD 3/
T2

OpenIDE AFR3}0 21013t %= gi= A2 OpenlDE 7A8}0f 21013 [ AFRSH CLO|HAE
w2 R 5He
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otL|C}. https://[insert

t2{™ OpenID

.
o

=2

o
HO[HE YHE LI

At

—

—

=

=

1% AFE Xt

—

L|C}.

I

=]
e
O

e
o

24
2
o

Require claim(2 2 Q). E20] Q/0{0f 5}

Viewer claim(2t& Xl 2
Client secret(22}0| 2 E H|2): OpenlD Ijf

Client ID(£2}0| ¥ E ID): OpenID AL X} Of
Outgoing Proxy(Z 4l TEA|): ZTEA| A H
Admin claim(&2| X} 2 H): 22| X}
URL]/.well-known/openid-configurati
Save(X{%&): OpenID

Provider URL(Z2& X} URL): API ¢l
Remote user(@Z A}

Operator claim(

) X0 H_lH " %0
RI - oumo  prl  KTKIKO i
& = aK &g olllis —
pv) 5l £ oll s o S
o0 = 5 g w9 N
Hio <ol ur - w=g X 1
10 = =40 kjo™. o < Kl
= N —_— ﬂﬂ@A._mD o —
oju 1 <o U od o <
Klo = gqou N XEOL g RT
od < —_— Kq 1ol o Mol =l Mk
K r ke B ok El |
s . = ™ w {0 o .
$ o R = TR &
= I SoF.. gk Blgx g = o
- ol BROL (0 Rl @ g 2
> mﬁ_u ﬂ_w_mﬂ% oo S Kzl Ki m =
- K Lo 107 sod _. ==0[T jol
K o |._.ogo e AR 1 8l
D l SN0 K Mms T g o
Mo ] Ml . X~ B
Kd <= S TRANEE ©
H 1 BT o |
U 4 oiol L &oml Hol & KF o
LH O=n o~ o= el ol K
o oS o gl U< yiis Y T <
R o T | - oA JRzn DX0oT g o
n - L Mk = =X ol = K "M
& L] {0 T oo PI=do LRI @ m
= = ot | = Ul U M o x4
= o o jol [ N ._l._E_ur _A._ = 7o)
0 <k 0 = Mo Tt =TT o
= = = z U iy vjum Sk K 2 7o
o1 S foll = T DEL T Toorkm om0 N O
o] J =0 _/L ~N e) H
2 = - i {0 w0 Ki° 35 gLI=.__=__/ 1 w3l
il R < Lo ol = e~ il 2
o © . ofn |_./\U ol mmea:.: WﬁoM p H_u.AroMo > K4 xﬂO
o WW @__ KF ol Siiuo) WrRr @ =r20%0 £ & Wo
S Nm 2 owm W oEEg WOTE cmame 2 E g
) 2= o | ¥ 2 SoW XU EmEic T2 g
= 1o = ol s P! Swupm OFl Byl o o ..
o oo O © —_ 3 7ol /ﬂ\_.A._ QOUHL © X
< it & B2 FIW T Ny £ Z T
v 2 — < M Sz ETH = ukET = S t
o) 11]] 3rujl ] .. t._4mH_|J| Ta = = = O
.| = o H® I_I o SEH ST epom $ 5
—r I — — —t— -
w S I o T S SolE gl SUTIKr & _ &
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O|HMEOf Csll =& XHOf A LE|AL TS EHES

=] i

o

ROzf
Bl
<o
fo] o%
g
<o
T 4o
< pal
O_umlr;
AR

=]

FTP £ = SFTP

AL} HAHBHA|
=50= +30

H| 1

| @S S AIXp7L EAIE LIC

g

H A ®Z0f +

!

-
o
[

SR

F

o
o
—

Z|CH 2074 2] $=AAHE E e = ASLICE
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_|_

Type(Rd): S0

Add a recipient(4-AIX} £ 7)): S AIXIE X718t @ S 2Bt Ct
4AIXto| 0|2 Btk
A

A EH-

— ~1-

FTP @

SAE MHO|IP FALI SAE 0|52 YHYLICL SAE 0|52 YHSH= 32,
DNS A|H{ 7} System > Network > IPv4 and IPv6(A| Al > HEL|3 > IPv4 Y

IPv6) Of2j{ Of 7<|7é*>5|01 US| 2RISR

~ Port(EmE):FIP HH{JL B EE WS E YT 722 218
- Folder(ZL): mOIO x xrcg Cl2E2|o) AZE QUASIAA|Q. CIAEZ| 7} FTP AH

S
|AIX|ZF Al E L CH

|2
of ojo] ZXSHA| 2 H, E
o H ALE AL O| & YHSAL.
|

iy
- Username(AIX} 0| E): 219018
- IjAQE: 20182 I

=

| >
i)
[
ujr
o
1
Of
>
>
fo

- Use temporary file name(QA| T} 0| B AI). A5 02 MM El AA| Ot 0|22
EOYS 2Lt MEiSL|CL F2EE tEstH O 0| 50| )Ist= 0|2
E HELCL H=E7I STHE 42 &4 F 0| gLt 2Lt O[S YA| o}
AdS P2 = USLICEL O|E A StH Rt= 0|2 717 2= mHO| SHEX| & =+
AS L

~ Use passive FTP(:5 FTP AL8): T AX O ASI0| M K| Z 2 Ehad| ThAF FTP A1
O HIOJE HZE S & QLT FX| 7} T4 MH O Ciot FTP X 0f & 4| O] H
HEE 25 XHF —19% A2t L|CE Ol = YRt o 2 K| QF T &f FTP A{H{ ALO|0f
53} {0] 9l F Lol Bagc

- URLHTTP AB{O) Chot | =913 a0t 282 Ha|st ASREE YL
£ = http://192.168.254.10/cgi- bln/notlfycg| IL|C}

- Username(AI2X} 0| E): 21252{H AIE X 0| 2 QUESHAUAI 2.
- IARIE: 20083 HAEE YL,

~ Proxy(ZEA|): HTTP NH{0| Q1Z3}7| QI8 T2 A| MH{S STfsl0} 51 A T
ECER I ENaY

HTTPS
- URL: HTTPS MHE{Of| CHSE U ES{E F=4% QHE I1EI3* A EHEE YgetL ot of
£ =T https://192.168.254.10/cgi- b|n/not|fy cgi L}

- Validate server certificate(AMH Q1S A 2H0l): O] AXIE MEHSIO] HTTPS A{EH 7} A
M3 OIZ M2 MENSHL|C}.

- Username(AI2X} 0| £): 2 Q15I2{H AR X 0|2 S QAUSIAA| Q.
- HAYE R0 HAYEE ¢

- Proxy(Z S A|): HTTPS ME{ 0 AZSH7| ol Z=A| MHE SIHH0F ot= 87 &
st JSEE 7110 QB C}

[0)

HEL3I A2EZX| @

NAS(Network-Attached Storage)2t Z 2 W EQ3 AEE|X| & F7t510 LY S MY st=
AR AL S 4 QU LICH 01 S MKV(Matroska) If 34|02 X &HE L|TH

- SAE: L1|E 9|3 AER|X|Q|IP AL SAE 0|22 Q&S| C}

— Share(28): SAEQAM 28 0|2EE st Ct.

- Folder(=é=|:-|): OIS MEsHC|HERZ|o) GEE QLESIAMAL.

-~ Username(AL&Xt O|2): 2 19152{ M ALR R} 0| 22 YUBBHIAI2.
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L=

TAQE: 2101502 H A

it
i

TEETNES

SFTP @

SAE MHOIIP FALIZAE 0|2 YHSL|CEL SAE 0|52 YEHSt= B2,
DNS M B{7} System > Network > IPv4 and IPv6(A|AHEl > Y EQ|3 > IPv4 YU

IPv6) OF2{ Of JQI’SEICH USR] QIS A 2.
Port(£E): SFTP MH{ 7t AtE3tE ZE Mo S Y e = A2
| &

Folder(ZC): I U2 M & C|AER|0 FES UBIAA|IR. C|HE2|7} SFTP A
{0 0|0 ZX}SHX| $O B, MAUS A= ot ] Q= MA|X| 7} EA|ELICH

Username(AF8X} 0| 8): 21015121 H ALEX} 0| §& YHIMUAIR.
AQE: 20052 H LAY ES YHSMAL.

SSH SAE 27| 7| SE(MD5): Y2 SAE 27| 7|(32X}2| 16%I4 2XFY)o| K| 2
2 QI24StL|C}. SFTP 22}0| 91 E= RSA, DSA, ECDSA 3! ED25519 SAE 7| & 9]
SSH-2E AH85H= SFTP AH E K| 2L CF & &F Al RSA7H19_EI B 0|
ECDSA, ED25519 81 DSAZ} -1 £ S [ & LIC}. SFTP A{H{ O A] AFR 3} = S HF-2 MDS
SAE 7|2 OlZH|0F BHLICT Axis ZHX| = MD5 I SHA-256 3jA] 7| = B= x| o}
X|OF MD5SIC] Z+2i3H 510k O[3 SHA 2562 AFRSH= 740] Z& LI L. Axis &Hk| 2
SFTP MHE +4 ==y EHOF REM| S Lj 22 AXIS OS5 Z ES & n8HAIAIQ.
(o]

Sl o

SSHSAE 27 7| S8 (SHA256): QZ1 S AE 27| 7|(43X}2| Base64 Q1A E 2
Xtg)e| K| 2e gaq L|C}. SFTPEEfolo.jE'.: RSA, DSA, ECDSA 3! ED25519 & A
E 7| S8 0| SSH-2E A238}= SFTP B2 X|KITHL|CE HAF A RSA7f Mz :
HEEH 0| ECDSA, ED25519 2 DSAZ} 1 5| £ &L C}. SFTP A-|I:|-|O1|A-| ARSI 2
Hr% MD5 S AE 7| & C;:Eqanor SHL|CH. Axis & X|= MD5 9 SHA-256 oHA| HEE
T K| 2SHA[ 2t MDSECH 435t HOotS 2|5 SHA-256E fﬂﬂ“ 20| E5LLCL
Axis AHK| 2 SFTP AH{Z A1 at ol TS XHM|3H LI2-S AXIS OS ZES &1
SHAUA|Q.

e

|} 72 ghe 229iLct

S 120 rir

fll|ﬂJ

SIP or VMS(SIP &£ = VMS) @:
SIP: SIP M3l=2 &4 am MEHSHL|C}.
VMS: VMS x'|2|'E Ze{™ MEistL|Ct.

O] | &

From SIP account(2 A X} SIP A|H): S Z0f| A MEHSHL|C
To SIP address(5=£4IX} SIP 4 ): SIP =A & &5t C}
Test(E|AE): S3} 4740| &5=X| HAESIZH S=/gL|CL

Send email to(0| |2 H& CH4): 0|0 28 HEE Ol L F4E QB F2
E 02 7 Lo F 2R O|H Y FAE FESHUAIL.

Send email from(0| | Al): B L= AH{o| O|H|Y ZAS QgL
Username(*fﬂﬂ OIE ): O 2 MEH 2| AtEXt O] S5 I eL|Ct O[O & A H{Of| A
25 Q70X = 4% 0| 2EE H|H SLICH

WASIE: 02 Aiol HASICE AL LIC O|H 2 Mol AFE 27K ¥
@S0 TESH|Y S

Email server (SMTP)(O|H| ¥ MB{(SMTP)): 0 & =0 smtp.gmail.com, smtp.mail.
yahoo.comi} Z2 SMTP A|H 0| E&2 ¢ _|3,=,H_| C}

Port(Z E): 0-65535 B2 0| 7S AF2310] SMTP A{H{O| ILE BB = ol24atL|C},

7|2 at2 587 YLICt

T HA T
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- Encryption(Z = 3}): &S 5tE A2 5|5 = 1=
- Validate server certificate(A{H QIZ A 2401): A SBIE AL S}
A(RIE M

OlF 7| 2hH0f| A XHA| 2ot =
AU LICE
- POP authentication(POP 91Z): POP A{H{ 0| £ Q& st2{H H A A|2(0]: pop.
gmail.com).
i)
UL O|H| Y SSA= o=l oo Lt 19 FASH HENE +ASHHAM AMEXI7F 20 2 M
SOt s BL 2= A S Motolr| o) 2oF LB S AFS R L|C O|H 2 M X el 2ot 7Y
MZ =OI5HN] OO Y AHHO| &7|AHLH O &f O|H Y2 &X|= 20| Y= S A 2.
. TCP

- SAE AHO|IP FALISAE 0|28 QETHL|ICH SAE O]
DNS M B{7} System > Network > IPv4 and IPv6(A| AEl > I
IPv6) Of2fjOff X|HE|Of U=X| ZQISHYA| 2.

Port(ZE): Mt MM 20| AL L= ZE S S YT LT
Test(H|2E): 23S HAES2H ST LICL

. Abstof| Ot oj|

oo =

ar
=2
rir
i
0jo
o
Hl
oot
il
r
i

View recipient(=4 X} H7|):

2
Copy recipient(=4I X} SAN): =4IXE SASHY T S E[5HH . SAFE [l M2 =AXE HEY
A OlAL|C}
T Mg

Delete recipient(4=AIX} AHH): &-AIKHS @R 0 2 AbK|8}2{ @ S2jetL|Ct

=

U
UHI BAS S0|M FHOE ABE 4+ USLICL S20|= 0| fet HEot $ $T) M2
of FHE BE UY T BATL EAIELIC

| Add schedule(AFA|S £7}): YN E HAZS A M0 S 23| Cf

L5 E3|HS 80 22 502 E2|{3 4+ USLICEOIE S0 5 E2|H2 HE 4K
U TNoHe O NS B & ALt
MQTT

MQTT(Message Queuing Telemetry Transport)= AtE CIEUI(IoT) S ISt EZ HA|H Z2ES
QULICH Eh=3t=l IoT E2HS I8 AA LIRS 22 AL F7ZHsmall code footprint) 1t XA H E
A OY=ECc = Y4 YA E HESHY| s CHor A YoM AL ELICH Axis X 2Z E Q09
MQTT 220|HEZ S8 FX|0M 4G E HO|H X O|HEE B4 2| AZEQ|0{(VMS)Z} Of
L A|ABIO| 2HESHA S = USLICH

ZX[E MQTT 22I0|QEE HFSLICE MQTT 412 SE2I0[HEQ HE =
Ho 2 L CE 220 EE= I

A2t ES BERLL

AXIS OS X[ 4] H]0] 201 M MQTTO|l T3 XbA|3| 2Lob2 4 &L ch
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AXIS I18116-E Network Video Intercom

ALPN @

z=
HTTPQt ZH0| CHE Z2EZ0f AL E & &Y
2 LCE 320 et MQTT SM MEo 2 Vel ZETGIS

<
Q
_|
i
2
K
i
N
o
rz
I=
HU
HT
mWH
HU
>
o
et
Ral
mjn
I
ox
Ot
rir
Pl
ro
-
|

MQTT E2j0|AUE

63



Connect(@Z): MQTT 22}0|HEE HAHL} HFL|C}.
Status(AFEH): MQTT 22101 E 0| S AFEfS FA|SFLIC.
2027

SAE MQIT MHO SAE O|E E=IP FAE QSR
Protocol(ZE2EZ): A2t T2 EZ S MENSHL|LC}.

Port(ZE). T E H$ 5 Q&gtL|Ct

« 18832 MQTTover TCP(TCPE £t MQTT)°| 7|24t L|LC}.

- 88832 SSLE E3HMQTTO| 7|=Z+QL|C}

« 802 ¥ 23S STHMQTTL| 7|22 U LIC

o 4432 ¥l A HOkZ B3 MQTTO| 7|2t L|Ct
ALPN protocol(ALPN Z2 E&): MQTT £ 2 1 g-axm HSctALPN T2 EE 0|22 st
Ct. O]= SSL2 &% MQTT & & A7 Hotg S5t MQTTO| 2t &8 & L Ct.
Username(A}-8X} 0| &): 2 20| AE 0| M A0 BMASHY| s AHE S A X} 0|52 LT
Ct.
AR ALEXL OB AR EE YT
Client ID(22}0|Q1E ID): 22}0| M E IDZ Q28| A|Q. 2210 E AlHXt= Z2210|AE T} A

Ho| HZ I NE{2 MEELCH

Clean session(2 2 M|M): 32 & AZE SiH| A2 S22 MO{ghL(Ct HESHH HZ B AZE S|
Al SEN ZE7F AH E LIC.

HTTP proxy(HTTP ZEA|): £|C{f Z10|7} 255H}0| £ 0l URLQIL|C} HTTP T2 A|Z AR SHX| O
HH ZEEHY = 5+ JASLICH

HTTPS proxy(HTTPS ZEA|):

II:I

N~

Z|CH Z 0|7t 255H0[ E @I URLYLIL. HTTPS ZEA|E AFESHA| B

=
osm W2 H|Y & %+ AsL|CH

Keep alive interval(Zt2 SX]): S2/0|9 =7} 71 TCP/IP A|ZH [SHE 7|0t T e 910| MHE
O|AF AL % 9l A S ZA|2 & S L

O

Timeout(A|ZH X|shH: A4

A = HEAL MQTT ctO|AE §RHo| AHZA MA[X] B LWT HAIX[2] Z=H|of Chet 7|2 gt
MQTT %4l € 0| Al ZZI01 A ALS S L|CF.

Reconnect automatically(X}S 2 2 T HZA): A2 oljx| = S2I0|AHE 7} At5 2 2 CHA| HZAGHOE
Ste=Xl R E X dgL L.

HIA|X] HZ

AZ0| 2 E M HAIXIE 2EX| HFE XZHLIC.

Send message(H|A| X| HE): HA[X|E 22 A& 2F5HM L.

Use default(7| 27} AF2): X}AIQ| 7| £ HA|X|E Y HSI2{H IIMA| L.
Topic(FH): 7|= HAIX[2] =X E YH LT

Payload(H[0| 2E): 7|2 A|X|2| &S YHTLIC,

Retain(fX): 0| Topic(FH) | M S2t0|AE HEHE X[t T =L LIC
QoS: izl S F0f Liet QoS A5 S HBE LI

Opx| 9t 5 A HA[X]

| 2t2 = AlZE ZhA (=) LB 7] 2 2L 60
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ObX|9h 721 (LWT)S AFEStH SEI0[UEZF E270f HZAE [ XA SF e RS M
7 UG LIL E‘Efolo1 E7t LSO o= AIFoM B S X2 HAZO| BO{A| B AO| F0{ 57|
e = 2Us) 277t THE 20| HAEOf HAIX| S M =e = QL& LT Of LWT HA[X|= gt
HiAIX| 2t & 2ot YA0|H St HFHLIS F =

Send message(H|A| X] HE): HA|X|E EL{2{H A}
Use default(7| 272} AI): X1A19] 7| &2 HA| X E Q& sle
Topic(FA): 7|2 B AIX|Q| =H S eist|ct,
Payload(H[O| 2E): 7|2 HA|X|2| &S YHTLIC
Retain(X]): 0| T0piC(-’F-I1I)01IA1 %em OlE AE|Z QX|8}2{ B MEtSHLC

QoS: I 7l S E0f gt QoS AlE FL|CF.

S|
=
= -
S E3| 2t EIE|L|C},
2
o
=]

2°EoHM 2.
1

[[OF

MQTT &t

72 R HEA ALS: MQTT client(MQTT 22t0| 91 ) B0 A ZHX| 7 HEARO| ol el 7| =
A HEATE AtgSfeip Metstc

Include condition(Z=ZA Z&H): MQTT FH|OM ZHS M=
O

Include namespaces(4| 2 A H 0] A ZEEH): MQTT FH| 0

MERSHL|C},
YH M T MQTTHO|2ZE0] X[ YH HS E motdta{H MENSIL|CE

_|_ Add condition(ZZA F7}): ZHE F7t5t2{H S &/t C}
Retain(SX|): 0|t MQTT MA|X|7} 22 M&E|=X| & oSt C}.
«  None(Zl3): 2= MHA[X|7t B|FX| B2 HSSLICH
 Property(£d): Bl =8 7t HAIX[ZH E2HE SEfZ 2L O
o AN(RF): YE =8 7ts L HEE FHY = QS HAIXE 25 E2HE HEi2 HYL|Ch
QoS: MQTT & off CHs| RSt= 2l &S e Tt

-
m

MQTT 75

+ Add subscription(1= F=71): A MQTT =& F7ts6t8{™H S 2IghL| L}
Subscription filter(11 5 EE): 1 =35l2{= MQTT =X & YHSIAA| L.
Use device topic prefix(&X| &5 HFALALR): 1= ZHE MQTT X0 ©FALZ F7tgtL CL.

Subscription type(11 & £ ¥):

o Stateless(ME =X £715): MQTT HA|X| 2 ME| =X 2715 HA|X| 2 HSSt{ T MEH
2 LIC.
o Stateful(¥Ej FH 7}5): MQTT HA|X| & ZHOZE HalstZ{ ™ MENSHL|CL 0| 2E = A
Ef 2 AFEE LIC.
QoS: MQTT -5 0f Chsf Y3HE 282 HestL|ct

MQTT 20|
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H| 2
MQTT 2H 2| 0] £=FAt+E F7tot7| o MQTT E27{0f A ZSIMA L.

_I_ Add overlay modifier(2 2| 0] =" X} F7}): A} @B 0] =HXIE FItst2{H SaletL|CL.

Topic filter(FH| EE{): 262 0|0l EA|5}2{= Gl0|Ej7} ZetEl MQTT M| 2 Z7kgtct,

Data field(C{| 0| E| E E): B A|X| 7} JSON 4] 0|21 75k 0 2 2|0]0f EA[St2 = BA|X]| I
O|RE9| 7|5 A FELIL.

Modifier(gX}): 2H1 o0& TS I 21 +=FAS
«  #XMPZ AX3l= A= FHOAM 22 &2
«  #XMDZ A|%ot= +=gAH= 0| =0 X|

A8 L )
0| Ef S EAIBHLICE.
=l o]

=
—

5

o=

X

HES$ I AEZ| X
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=
Add network storage(H| E I AE2|X| F7}): =3 E XMEL = A= HERJI SFE F718t
o™ S2igL ot
 Address(FA). D AE MHO|IPFA
(Network Attached Storage) I L|C}. 07
He)E A8 E I AEE T4
CIFS O| &2 K| & & X| k& LTt

* Network share(HES|3 & ]): 22 E MHO| 557 /X2 O|F S YetL|CL ZF FX[0f

L M

S DQU BC D2 oo Ads BX7H ST HEHUR SHE MSY + UBLICE
|22 QadstL|Ct EXN 00 MH

«  User(AM&Xh): A0 21010 HRdt 3%, AF&X} O
O 21915}24™ DOMAIN\usernames QU SHL|C}.

o DARE:MHO| 21010] B2 B2 IARES YA
=

-

o]
A
« Add share without testing(E| AE 10| 38 F7I): ¥4 HAE S0 2FI7I HHE ZBLR
O HERA SFE F7Iot{ T HENSIL|CE O| & S0, MO If A E7F H QK| T O
C

=
N
il

-

Unbind(H}Q1S SiA]): LI EXS
Bind(H[QIQ): HEQA S/RE

Unmount(OI2E Sl|H|): HEQA 38E O
Mount(O}2 E): L|E 3 57 & Or2 Edt
[=He)

Retention time(HE A|ZhH: =35 22t 7|2t Qe =l =3}19| F St tt= O|O| B A&t Df 2t&H =

H EE ML CL HEYI AEE|X|7t 7H5 AHH MERSE 7| ZHO] X|Lt7| F0Of| O™ =317t 4
M|E LT

=

+ Test connection(®Z HAE): HEQA 370 st HES HAE

+ Format(Z%): 02 SO| 2E T 0|E{S w2 7| X| Y0} sh= A2, U
L|C}. CIFSE AFR 7H5 3 IFe Al A8 ML Ch
=

=
Use tool(E 7 AFR): 22I610] MEHSE = 12 2 51t Ct.

—

2EE AEE[X]|
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= [=13

3-9- A|'o

|E & 9:' —1‘—6*%' =3t . A7 Al 91% SQt0l= SD 7tEE Z2|5HA| Ot Al
ol Al

5o

Unmount(EI}-.._-_ oHI1|): 2&

t0] SD 7tE & QtTSHA JHIHOP"/\IE
Write protect(22 7| 8tX|): SD 7}E0f| A 7|7} ZX|&| 1 =32 0| MHE = AS ESHE{EH 0| S
M-S GLUICHL 27| SX|E SD FtE= ZoE 5= QgL o
Autoformat(X}E EM): 2 A QS SDIICE AFEO 2 LONSIA M HAA| Q. I}Y A|AHIS
ext42 EONSHL|C}
Ignore(fA|): SD 7tE0f| 3t M-S SA|otHH HUAL.SD 7IES RFA[SHH 7IE7H A2 &
X7t H Ol QUASHA| ZEFLICE O] @72 22| K2 AtE Y 4= UG L|TH
Retention time(& & A|Zh): @2lj &l =310 &= H|otst AL BIOJE ME 82 £517| ?I5k =
oI5 Hatet 7| 2hE MBSt LT SD 7EETL 7FS X B 7| ZH0| X|LE7| FOof| e E Sot=2 4
Mg ct.
£+

Use tool(= 7 AI8): 28510 MEiTl
Wear trigger(l:l|-E EQ|AH): ¥ME E|

Check(&Ql): SD 7t= 2 R 2 QI3 A A| 2.

Repair(2): It A|AHIO =L ‘

Format(ZoH): SD 7} E £ ZOS}0] I} A|AHIS HZAS D 2 E 0| E X|
u]

A
=

o EbAb ext4 E2TO|H £ O 2

Tuf
N

= L|CF. SD ¢

il
E=ext4 Ot A|AHHIOZ0OF 3OSk 4= Q12| | T Wlndows®01|k| I A|AEIOf O M| A S}
| ir
S

Encrypt(2&3}): 0| 22 AR
7| SF SD F =0 MAE 2= H|O|E{ 7} ALK
O|Ef = Q= afELict.

Decrypt(2 &3} 8H): O] =22 AFR8}0] B3} 9I0| SDIIEE =
31 SD 7} 0 X&E @S B|0|E 7h ALK E LT SD FHEoff ME =
ot = 3| K| & LICH

Change password(Tj A E HZA):SD 7IEE A So}dt= O LRTHIIAQYES HASHL

C}.

-

e L)
2| A3

}
£ 0-200%QL]C}. 8l M A8 SR 212 A
tE

1? SD 7tE OfE & g %*?E'—IEP Op&2 =~

SD 30 018 A2 S 0%9lLict 100% 015 4
—’.-_‘—8 SD 9|-E7|— 01|M 0| 7P4CH= Z % LIEFEHLICE OF2 &= 7F 200%0| =2 61H SD 7HE7H @
AES 9|310| S5 LITE 0L2 E2|71E 80~90% AfO| 2 AL 20| & LICk 0| 2| 51 &
3} S Che = C6ta SD 7o 7k BAYA O 2 opR 7| Zof FTo| mHZ 2 ALt O0tm E2| 7y
£ X80lP oM ES HFoLT 013 £30| M 70| =rolnl 22S g2+ ASUC
AEY Z2OHY
AEP Z2OYUC HICIQ AR Y2 OjX S AY IEYLICL O/ ES Mot £ ALBSH
of =3kots Z 90t 20| et MO AR Z2 AL A2 4+ YELICH
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—I_ Add stream profile(2EZ T2t F7}): 22510 | 2AEZ T 20U S ML T}
=

L|Ct. 1| Of
ofg|x|e

40rjr

Description(dH): ==t o Cist M
Video codec(H|C|2 AH!): T = I} A0
o4tz O 20| Clict §F2 AE &, onpage 24 =3 TSk
=Y 20| E: o] 70 CHot B Y2 AEE onpage 24 2t=S TSI A| 2,

=
Compression(¥3): 0| 270l Ciot Y2 AEE, onpage 24 ¢S TSI L.
Zipstream ®1 Ol @Y0j CHet A H2 AEZE onpage 24 e+25 S A L.

Optimize for storage(2 E 2| X| & x| X3} (0| M™HO| LSt MY AEE onpage 24 T2
g RDGAA L.

Dynamic FPS(Z X FPS) @: Ol d-0f CHot DH2 AEZ, onpage 245 ERSIMUA| 2.
Dynamic GOP(Z% GOP) ®: O] U7of it HY2 AEE onpage 245 HESHUA| L.
Mirror(0O|2{) @: O 0 Cist ©H2 AEE, onpage 24252 HOSIMA|IL.

GOP length(GOP Z0]) @: O] 70 LSt MHES AEZ onpage 2422 %t

Bitrate control(H| E &|0| E H|0{): 0| AH
2.

=2
[
%
nx
o=
rlo
| >
Im
o
o
S
Ne)
Q
Q
D
N
N
oot
do o

Include overlays(2 {2} 0] =) CD: Zoteh QH 20| FHS WEHSL|CE B2 0| E F715H=
YRO| CHeh XHMS LHE2 2520, on page 27 255 & :

o
mjo
D'I_
k10
Ot
=
to

Include audio(2C|2 EE) @: O] M7H0f CHot B2 AEZ onpage 24222 A1ISIAA|
Q.

ONVIF
ONVIF A&
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« UDP(Z|2 A ELE:514)

- TCP(7|2 28 £E:601)
« TLS(7|2 47 ZE:6514)
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VoIP(Voice over IP)
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AXIS Object Analytics= 7| 2t0f| At A X|Z|Of %
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