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o QE{H oA
ol
=

+ Add app(¥ F=7h): M ¥E EX|EL|CHFind more apps(F7} ¥ #7]): dX|g ¥E O HELICL Axis
#ol /ie HO|X|= Of5ELICtAllow unsigned apps(MBEIX| B2 ¥ 518) D MYEX A2 A HX

£ 5|85t H ZL|CtAllow root-privileged apps(root #eH0| U= A 5 &) @ : root HHO| U= ¥O|
X0 chet MH HotS 85t HLCE T AXIS OS 8 ACAP 49| ot AHO|EE =l AlL.
H|

SAOf oz HS HASIH X &0 d2S OE = ASLLCH

% Ol Aol U= 2RAKE AMEDHO US AHSAHL SXLLICLE|: Hel 270 HMAgLICE At

g 7ttt ME2 OfE2 A oMo wat SFatELct L ofEZ|AHo|Mol= H-o| lELIch ¢ &
2o &&= O70= Ot &8 & St o|&0] ZatE = USLC
+ Open-source license(RLE AA ZfO|MA): A0 Af AF%EI._ QE AA Zto|MAQ CHTH HE
£ S0
. APP log(¥ 21): o o|HES 208 ULt 2Ed+&= X AMH A0 2o/ Wf FESHLICH
« Activate license W|th a key(Z7|2 2fo|MlA EMd3]): dof 2to|dAZ Hest AL =d3ls|or o
LICE &X|7F elHullo)] dZ8e &= gle 4% 0 M2 AH8ELC
2ol MlA Z|7F QiCtH aX/scom/products/ana/yt/cE O|zEtL|C}. Z}o|MA 7|2 AMAEIz{ ™ oAl
A FEQ Axis N 93 Hs 7 ZoshLC)
« Activate license automatically(EfOIJﬂlﬁZ Asoz Msl): Ao 2ojMAT Tost 42 =M
oo oFL|Ct Z X7t QI L*'01I ddg = Qe 42 0] FHE A8 L ZlojdMAE
2t Matsta{™ 2ol M A :'E7f ZeotLCt
o EBIO|MIA H[ZESE O|E S0 MT 2o dA0N FA 2lo|dAR HASHE 42, 2t0|HAE
HlZ2-d25t0] CHE 2to|MAZE WmAerL|Ct 2o|MAE H|ZMatstH X0 ME XAHE L CH
+ Settings(27): D7 HF=E -_r“g'?';.“—llif
« MF: FXOoM WS FFLECE MHSHAIR. HE ZO[MAE HIZ/HottX| Rl =i
HEE FX &L
Al AE

Az gAle g setexiol oo MHo| wat CHELIC

— o T =
H|
RO It AZHE NTP MHQt S7|3t6t= A0| F&LICH
Synchronization(S7|3}): ZX|Q| Y& U AlZF 57|35 SMES MEASHL|C}
» Automatic date and time (manual NTS KE servers)(X}S 2% U Al ZH( NTS KE A{H))
DHCP A‘IH-|01| HAZAE HO NTP 7| A MUt =7|3tetL Ct
= NTS KE MB: 3}L} = = 7§0| NTP MH{O] IP ZAZ QaetL|ch = 7§o NTP A
AFROP'— 4% HX= & M0 YE LHES 7|Btoz At F7|3tsta =YL
- Max NTP P0" tlme("I':H NTP Z3 AZh: YOOoIEE AlZhS 7] RIS NTP MHE EE
o W7FX] FX|ZF Z7|Ch2{OF Sh= Z|Cf AlZtS MEHSEL| T
- Mln NTP poll time(X|2& NTP E3 A|Zh): QOO|EE A|ZHS 7| s NTP MHE ZE
o W7ER] FX[7F Z7|CHe{OF St= X AlZHS *JEﬁ”s“—I':f
. Automatic date and time (NTP server using DHCP)(X}& &X& % A|ZH(DHCPE AtE6l= NTP
MH)): DHCP M0 HZAE NTP MH el F7|otetLCt.
- Fallback NTP servers(CHX| NTP A{H{): S}L} tE= &= 74o| CHM| MEHQ| IP =AE USBL|CH
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o QE{H oA

gs et At L(C)

- Max NTP poll time(X|Cf NTP Z& A|ZH: YHO|EE A|ZHS 27| Q8 NTP MHE Z2
o W7HX] FX|7F 7|Ch2{OF Sh= ZXCH A[ZtS MEdSEL|CE
- Min NTP poll time(ZX|& NTP 3 A|ZhH: AOO|EE A|ZHE 7| Q8 NTP MHE Z8
o W7HX] FX|7F 7|CH2{0F Sh= XA A[ZHS MEdSEL|CE
« Automatic date and time (manual NTP server)(X}- S & 5! AlZHES NTP A{H)): MELSH
NTP Mt & 7|2tet L Ct.
- £=Z NTP MH: &tL} = = 749 NTP AHQo| IP TAE A&THLICE S 742 NTP AMHE
A8StE 42 FXle & MBI YUHE HES 7|8z AZtE 57|25t mFES LT
- Max NTP poll time(Z[C NTP E& A[Zh): YOO|EE AlZtE ¥7| 23 NTP MHE EE
o W7HX] FX|7F 7|C2{OoF St= E|Cf A|ZHS MEHSEL|CE.
- Min NTP poll time(%|2 NTP Z& A|Zh): QHO|EE A|ZS 27| Q8 NTP MHE Z2
o W7HX] FX|7F 7|CH2{0F St= XA A|7HS JEHSEL|CE
« Custom date and time(AI2XF X|™H Y& U A|Zh): =502 YR 9 AZHS Y™HBIL|C Get
from system(AM2RJ0|M 7t 27|)2 28510 HAFEH £= ZHY XM R S A2t &

A ZHCH: A8 A[ZICHE MERSEL|CE & FoF AlZH A H#FE A|ZH| & AZt0] At o2 ZYEL

- DHCP. DHCP MH{o| A|ZFTHE MEKSILICE. 0] SMS MEHd[2{® BiX EX /7 DHCP AfH

of #ZEE0 RAOOF SFLILE

. Manual(+5). CEC2 220|M AlZHHE Metsiot
H| 3

AM2EME ZE =3, 21 2 A" 270 R & Az @80| AR E LT
SRR B
X7t A= /IXE YHYULE S 2| A|LH-HNM o] YEE ALY X 20N FXE HSLCH

+ Latitude(flE): Y=+ U2 B SF= LIEFHLICH

. Longitude(ZE) ¥4 21S SXAAQM EZS LIEfHL| O}

+ Heading(#8): TX|7} Sste LIA8 waig g2istlich 02 HEg LErYLU )

+ Label(2}'d): TX[0f Cigt HO| ZotE O|F2 YHL T

. Save(ME): A QK= Ml E s}
HEHZA
IPv4
Assign IPv4 automatically(IPv4 XIS &%) HEQA 2t22E7 X0 IP FTAE K502 SHSIZE 82
O MEfStL|CH CHE 2| WERIZO Cfs{ Ats IP(DHCP)E #ESLICLIP FA: FX|o| NJGHIP FAE ¢
HSMAlQ. DM P Fak 2 4 ngst AL HoH YEYD Ljojq Ratg2 setE £ Q&L
SES YXotHH 0™ IP FAE LS| Ho| HEQ]I 22| X0A £2/5t= A0| ZHLICLMEU OpA
3: M4 OpA3E 2510] LAN(Local Area Network) LHE0| A= FAE HolgtL|Ct LAN 2|59 2 &
Fac 2f2ES SIELIChRouter(@IRE]): T2 HEYI U YEYI H1B=0] S2E NN oFslE
O Ar2Es 7|2 2t2E(HOIER0))e IP TAE 3Tt Ct.Fallback to static IP address if DHCP isn't
available(DHCPE A28 2 gl= ZAQ M IP FAZ ZH) DHCPE ALY £ Q1 IP FAE X}E02
Ee = Qe 22 UMz A8Y 1 IP 28 FUI5t2{H MEighL|Ct
H| T

DHCPE At&Y #= Q1 FX|J7t 7 FA UIHE A8dt= 4% 13 FAs HotE Helz #

MEL|C}

IPv6

Assign IPv6 automatically(IPv6 Xt &tT): IPv62 7410 HEQZA 2t2H7ZI &X0 IP FAE Xt
o2 A E ot MEHGLICE

ol

SAE 0]
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o Emol&
SAE O|FE XE22 g HEQI 22K HX|0| SAE O|F2 IP FAE A0 2 YYGLEE o
2B ME{SIL|CHEAE O|F: X0 YuAsHs CI2 WHO2 Aol SAE 052 +502 Ye
LCh MH 810 % AAE 21 SAE 0|28 ASHLLL 585 E BAE A~Z a~z, 0~9, -L|Ch
DNS AMH
Assign DNS automatically(DNA Xt-3 &2): DHCP MH 7} AM =09 S DNS MY FAE ZX|O Xt
SO= HYSHA ot MESILICE HRE2| HEAA0 i3l Xt& DNS(DHCP)E 2 & et Ct.Search
domains(= Q@ ZHM): HASIEX| A2 SAE 0|ES AE3= A2 Add search domain(ZM ToQl
F7h= SEStD TRVt ArROP'— SAE 028 AN TOoIg 'ﬁi.“—l'if DNS servers(DNS AjH{):
Add DNS server(DNS M| 37hS S2/5t1 DNS MH{O| IP F25 UfBLICL 0O At WEYIOIA
SAE O[EE2 IP a2 '*‘%Pﬁf Xﬂ%é.“—lﬁf.
HTTP %! HTTPS
HTTPS= AtEZXte| HO|X| F Sl & MHO|AM etz TOo|X|of thet Y2 otE HISote ZZEZYLICEH A=
otel §E w2 Mol M2[dE EESts HTTPS QEME AMESto el gL Lt
XM HTTPSE AtE3%l2{H HTTPS QIS M E AX|S|0F BtLICH S ME Mot HX[St2{™ System >
Security(A|A® > HONZ 0| 5gL|C}.
Allow access through(@ N A & &): AtEXt7F HTTP, HTTPS == HTTP and HTTPS(HTTP % HTTPS) = £
E= & UE Sof &Xl0 AZSG=E i8R MEfL L
H| D
HTTPSS Sof A= 3tel 8 HOIXE 2t Z2 S9 HOXE M3 288 0 450 Mg %
A& LTt
HTTP port(HTTP ZE). A% HTTP EEZ QaigfL|c. AX|= ZE 80 L= 1024-65535 #Qo| o
S mLE sigul BelE 21008 49 11023 690l HREE U 2k 2 IgUCh O 9ol
ZES AfH 217} HAIELICLHTTPS port(HTTPS ZE) A% HTTPS EEE QaBtich &X
L ZE 443 = 1024-65535 tHo|o| QS ZEZ 523tL[CH AR 21005 A 1-1023 # 90|
ZES Y L ASLCH o #Helol ZRES MESHH ZAT7t HA|EL ChCertificate(A S A): T X|
of HTTPSE Al3fs(afm oIZME Mefsti|ct.
HEH3 dAM =2EZF
Bonjour®: HEQI0M XS HAME 3|85t2{H 0| MS ZL|CLBonjour O|F: HEIO0 BAY 0|2
QELICL J|= 0|22 FK| O£t MAC FAYLICLUPRPS: L=IS01M AHs ZMS s8steln Of &
MS ZLICLUPNP O|&: YESI0 EAY 0|F2 YUHYLICL 7|= 0|2 TA O|F3 MAC Fo L
CLWS-ZHM: HEJAIM XS HMS 5{8ot2{H 0] FMS ZLICILLDP 3 CDP: LI EQI 0N AtES ZHAM
S 523127 0] SM2 ZLIC, LLDP % CDPE 1B PoE X¥ ®AI0| AIF0| MY = AZLICH PoE Mgl
dd s 2HE 25T SHEO Pok TR Y HE2Z PoE AQX|E FIL L
=ZE2YH ZE
Http proxy(Http ZE2A|): 3| 2= HAlQ M2t 2 E2Y TEA SAE &= IP FTAE X|HEL|CtHttps
proxy(Https TEX|): 3|25 HAlof e} 229 Z2A SAE T P EAS XFILICH
HTTP 9 HTTPS T2 A|0] &&= HAl
 http(s)://host:port
 http(s)://user@host:port
 http(s)://user:pass@host:port
H| 2
HXE MAIESI 222 ZEA 482 H8gUO
No proxy(ZEA| g18) =2% ZEAE 23|52 No proxy(ZEA| F)E ALEELICE S50 A= &
M T SHHE YESAY HEZ FE50 oY JHE YHeL o
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¥ QIE{H o]~

[ -

B &7

IP =4 XA

CIDR @Alo| IP =A X ¥

ol ol XH™E(G: www.<EHQl 0]&>.com).

8 =Moo 2= 5t =0l X[F(Of: .<=HQl 0] &>.com).

One-Click Cloud Connection

One-click cloud connection(O3C)1t O3C MH|A= O XA LE AAIZE B =31 GA0| 20 oS Ol Ul
=
=

HMAE HMBELICH XAMSE LHE 2 axis.com/end-to-end-solutions/hosted-services

Allow 03C(03C & £):

AE8: Oo[A0| 7|= AFYULCL AHUS Sof O3C M| A0 HASHHE FX| 2| X HE
2 4 FELICL Aol HES T2 = 24A|7t O|Lfof O3C MH|AO HX|E SSoloF 2L
Ch "X o™ FX|7F O3C MH|A0M A SiMELIC TXE SEZH Always(24)
7t 2d3tE| 2 FX| 7 O3C MH|20| HAZAE X 75X E L Lt
o g HXE HUE S 03C MH|A0f CHot AZS XFHo=z ALt HXE SE5H
O3C MH|A0f AZAE K RX|ELICE FX2f Mol HEO HA| = BL 0 SHS MELLIL
« OtL|8: 03C MHB|AES H|Z-dstetL Ct.
Proxy settings (EEA| A7) Qo 2 ZEA PSS Y0 TEA MHO| HEYLICLZAE: IE
Al Mo FAE USGLICLEE: AMA0| MEE= ZE BT E AUHSGYAQ2Q & IjALE: R
St A T EA MHO| CHet AFEXF 0|2 Sl IjAQEE @ 2HBtL| Ch Authentication method(Q1S ).
« 7|2: O] W2 HTTPO| CH3{ 71 22-d0| FHO{Eh 215 MA UL RDSE[X] G2 AR} Of
£ WAYEE MHZ TE57| 20 Digest(CIO|HIAE) U ELCH OFHSHA| Br& L L
« CIOIHAE: O A2 oY HEJIS SO Yootel ffAJYEES HESHI| W0 o FeLCt.
« X&: O] SHS ALBSHH Xl = Yo mel FX|7F 215 WS dud = ASHL 2HE
?l= CiO|FI2E &g, 7|12 &Y =M=z dFeL L)
A2/X A5 7|(0AK): £ 7% 21F 7|5 7122 Get key(7] 7tH 27|)E S gLt 0o[H2 FX|
7t Yot Oo[L ZEAIGIO0] QU0 HAE B0 s LICH
SNMP
SNMP(Simple Network Management Protocol)& 0|23%l0] HEQA MK|E Aoz Ha|g £ USL|C

SNMP: AtEZ SNMP H TS MESHL|C
« vl 8! v2c

A= HFLIE 055 YHeLICh 7| =gt2 SIHYLICH

1R LIEIE gLt
- Traps(E®):
- Cold start(2E EEl): AX|7} A|ZHE [} E3 HA|X|E EHL|CH
- Warm start(82d AEIE). SNMP MM & BZAS [ E- HA|IXE EYL|C}
- Link up(3d3 ¥): 37} Ch2OAM & 4
- Authentication failed(21Z Al1f): Q1= A|Z7
Hl o

AXIS OS Portal> SNMPE X E3[N 2.

oQ
fot
N
T
_|
_‘
vl
wn
i "
ofm O
2
(Rl
o
m

28

- Read community(8{7| #HFLIE|): X|@E= 2= SNMP Ao CHof 87| ©& o]

- Write community(27] H{L|E|): X|&L= 2= SNMP Z4H|0f CHSH 917| E= 7| #o

Of A= HRFLIE| 0|52 AUHALICHYZ| ME AH H Q). 7|22 27|}

- Activate traps(E® ZMds}): ERETE M35 8{H HAMAL. XK= EHE A
9% O|ME = B HA0 CHot DIAX|E 22| A[AE0| EHLCh & CIEm o] A0
X SNMP vl 9 v2cof Cist EME M™Y 5= QESLICH SNMP v3eE HZAGIZ{ L SNMP
£ I E#O| X522 HELCL. SNMP v3E AtE%t= 4% SNMP v3 2| ofEe[7
Mg Sof EUS HEY > YLch

- Trap address(E® FA): 22| MHO| IP FTA E= SAE 0|28 UEESIAMAIL

- Trap community(E3 F{RLE|). ZX|7} 22| A|AHO E- HAXE EY 0f AL

SNMP vl 9 v2c EZS 7{H R E Axis H|C|Q MIB E=240| SAMSIEL|ICE XFMSH LIRS
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¥ QIE{H o]~

[ -

ASSIE|X| %S SNMP vl U v2c EO| WM ASHE S WX|SHL|CE. SNMP v3E ALl Z
SNMP v3 2| ofSz|A0|Me E3) =S NS & USLCT
- Password for the account “initial”('xX7|" Ao IJA L E): O|E0| 'initial'?l AHH9|
SNMP IjAQEE QBtL|CE HTTPSE Zd3lsiX| Yl E IjAQES &S = /UX|
HESHA| REL|CE SNMP v3 IHAQIEE= oF B0 At o= QI HTTPSY =M otE 4
Ot 2835t A0l E5LICH IjAQEE HFSIM IjAQIE HEJL O Oy HEA|LX|
SLUCHL HAYJEES OfA| 45t H FXE 3% 7|2 d8ez MHAFEsoF gLt

HL
e

re
of4
R

Client/server certificates(22}0|HE/MHB QAZS M)
SCZIO|UE/MH S M= &X| 2| IDE ASstH XA

ASME LUIEAIY XS ASote O AZELCEL O YX= F 7HX| Rl ASME RAGLHC
e °
22 & ASUL. XM MY ASMe HotE 228 MS

x

MR AR 4 UL LICH
- CA ZM
CA 9IS M2 AL83t0] mof 9l

£ QSYUCh olE S0, IX[7} IEEE 8021X2 HI g =
DE ASYUCLL FXo= o 7ol AT ZX & CA

CIZS M7t A& L|LCH
X @kl = '%4"&!%1 Ej‘%ﬂf ngc
« OI=)M &Al: PEM, .CER, .PFX
o JHO1 7| HAl: PKCS#1 Sl PKCS#12

SXE S Fot Al 7[2U22 MEESE = AS M7 AN ELICE AP 2X|E CA 2SN

o

Add certificate(QIS M F7}) : ASME F7t8l{H Sl C}.

v

« More(H H7]|) o AEMSEALE MEHSE =71 ZIEE g A|THL C}
« Secure keystore(HQ 7| X&) 72 7|E ¢Q
L Trusted Platform Module 2.02 MEHSHL|CI. MEHSH HOF 7| HAAO CHSH XHAMISH LHES

=
« Key type(7| S§8): QAZSME EZ6l2{H SELCIR 2E0A
2 Qost gng|ES MEEL o
[ ]

[ ]
¢ d¥0 %= oFol= Ct30| ZetELCH
» Certificate information(QAZ A ™H). HX| = QIFS Ao &M5 FL|LC}
« Delete certificate(21S M AHA|): 2SS ME AXSIAA 2.
« Create certificate signing request(2!1Z&
E 7080 24 93 MB 2F 2 gL CH
Secure keystore(29 7| XA A) ©
+ Secure element(EQF 9 A)(CC EAL6+): HOF 7| HE A0 EHO QAE AL2SI2{H MEHSHL|C},
« Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 g% 2): | MZ&
= ALE5te{ M MENStL )

HL
e
u

HE{HI ™2 Mo o d33t

29
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o QE{H oA

H| D
AlZt Mgte & B2 HAIE EIO|07} ELALE AFEXIItL =holet Wi7tX| &/ 1% ofzfo| HA|E Y
Ch. =IQISIX| o™ Eto|m7t 2t & HJ Fol B of2fo] EA|Z|0|, &atH2 oj™of| Folst 4F2
2 | SotYLICH Ol HolstH A 2 HEfel ES M SLICH
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Chinstall(GX]): QISME HX|st2{H STLCE AZEQOE HX|st7| Mo ASME HX[sHOF FL|Ct

[ ]
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Add SSH account(SSH Z|™ Z7}): A SSH AXES =7}staiw 2aistct

o= T =& .
* Restrict root access(root HMA H[SH): root UNATE QT 7|52 HMTts
 Enable SSH(SSH stM3l): SSH MH|AZ A8 ZL|Ct
Account(Z| &) 198t A% O[22 YSAEL|CINew password(A| TIAHE): A
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condition(0] =7 HtH): MEHSE 741} HILHE|= ZAHS QUSIH MEHSIAA|L. Add a condition(ZZ
S .

ST dition(Z
Qg Hestn Wh HEE AL

Bl
FIP = SFTPS AIOLE2 BAS SUS ZS I 0|30 X718 MR AL BsS BZSAL X
PR DHAIS. BFSIALE HASHR OMET sifol OnIXIB Ma + ULt

S50= 7o ot 2ok 2A WA MEFA FHE 2RE U BAIELCH

[n s

i
Zo 20700 +AKE 8 & UASLCh

+ Add a recipient(=2X} FI}1): =MXE FIiste{H FEELCL 0|F: #=4Xol 0|§2 ¢
HE L CHType(Rd): S E0A el
. FTP
- ZBAE: MHOIP FAL ZAE 0|52 YHTYLICL TAE 0|E2 LSt 42, DNS
X H 7l System > Network > IPv4 and IPv6(A|AHEl > HEQ|3 > IPv4 U IPv6) OfZfof
XHE O U=K] QIS YA 2.
- ZEE: FTP MHJ} M8Sl= ZE WS E YetL|Ch 7|&27H2 21 L L}
- Folder(Er): MYS X CIHERQ FEE YHSHUAQ. CIHEZ[Tt FTP MO O]
O EXsHA| gtoH, mtdE YR If LF HA|X|7F EA|ELCH
- Username(AI2X} O|E): 203 H AIEXF O|EE YUHSIAA L.
- DjAQE: 205 MM IfAEE YSHIGHAR
- Use temporary file name(YA| Tt 0|2 AI2): X522 MMHE AA| Ot O|ESZ I}
U2 YEESIHH MEdSLICE YEEE AESIH OtY 0| F0| fstE O0|ES = HHEL|LCH
HELIt SEHE 29 &=4E Dol RSLCEL 8Lt o5 AA| DS ¥e = UAsY
Ct. O oM RASt= O|EE 717 2E mtO| ZHEX] & £+ AUSZ L
- Use passive FTP(=& FTP Al8): HHE Ol M=0|M HEF2 TthEd| e FTP A B O
ol A2 E= & FTLCH X 7L o4& Mo Chst FTP Aof % GOjojE AHZA
= BF HIHOE AZEPLICH Ol YEEOE FX|QF CHe FTP MH AtO|Of g
ItHO| U= F20| EagL
« HTTP
- URL: HTTP MHO| Cist HEQT FAe QXZ Nl AFZYUEE YHIALICL O E Y
http://192.168.254.10/cgi-bin/notify.cgi 2} L| Ct.
- Username(Al2X} O|E): 2101320 AFRX} 0|22 QastAAlLQ.
- DjAQIE: 20158 H IAEE YBHIMAIL.
- Proxy(ZEEA|): HTTP MHO| AZSH7| Qs ZEA| MHE S1tcliof 5t 4% East
BEE AL gL}
« HTTPS
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- URL HTTPS AMH{Of CHS HEQ A FAet 8*4‘3 Mg A3 EE HBLLCL o E
M https://192.168.254.10/cgi- bln/notlfycgl JL|Ct.

- Validate server certificate(MH QUZSA| =tol): 0] MALE MEHSIO HTTPS A7 MM
oh QIZAE MeEtstLct.

- Username(A}Q-X} 0|E) ZIQI5l2{H Ar2X}t 0|ES YUHBIMAIL.

- EAYE: 2080 WAYC S AL
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- 9_*5 L1IE°Jﬂ AEE|X|O| IP =ALL SAE 0|28 o‘:;aqaur_“:r_
-  Share(Z8) TAEQAM 35 0|52 et

- Folder(E0): TS M&s ClHERZ|Q ZEE AUHSIAMAIL.

- Username(Al2X} 0|8): 21Q1512{H
: u?*°1= 230182 WAES YAASUAIL]

. SFTP

nlru
rulo

2o
J
el;
rir
oy
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O
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SAE: MHO|IP FALL SAE 0§ YHTYLICH ZAE 0 2

X H 7} System > Network > IPv4 and IPv6(A|AHl > HEQ|T > IPv4 9 IPv6) OfZfof

X HE O YK SOIsIAA L.

- XE: SFTP MHJI AL8%te ZE Bl g Lot J7[27H2 229 L}

- Folder(Z0): mYe XA ClUEZ|Q 704;% QUBBIAA|Q. C|HMER|7} SFTP AH{ 0| O]
O EXstX| o™, oAS %EE 2 O A|X|7} EA|E L|CH

- Username(A}Rx} 0|E) 292513 H 0|22 AUHSIAMAIL.

- EAQIE: 2I00% D HAYES 2

- SSH SAE ZJf 7| SE(MD5): &Z SAE T 7|(32Kt2| 1674 2XA)o| X|2L 9
2{8kL|Ct. SFTP 20| E = RSA, DSA, ECDSA 9 ED25519 A E 9| 93 0| SSH-22 A}
235 SFTP AMHE X|BHL|CE &HA Al RSAZ} Mga: 4t 0| ECDSA, ED25519 3
DSAZ} 1 % & MELICt. SFTP A1H101IA1 Ar&3t= ZHE MD5 S AE 7|5 50 F
ST Axis ZA|= MDS 9l SHA-256 SfA| 71§ B& X|2IS}X|2F MDSECH 2%} &
o2 Q|8 SHA-2562 Argaf 40| &L CE Axis X2 SFTP MHE FMst= gt
HO CHSt XM SE LJS 2 AXS OS ZES HISHIAIS.

- SSH SAE 2| 7| 8H(SHA256): A7 SAE ZJ| 7|(43Xt2| Base64 QAL ZXtY)9|

X2 U2gtL|Ct. SFTP 22t0|Q1E= RSA, DSA, ECDSA 9 ED25519 BAE 7| 939

SSH-22 At238}= SFTP MHE X|YSHLICt 3AF A| RSA7} MSE|= dii0|0{ ECDSA,

ED25519 4l DSA7Z} 1 S E WMEL|C. SFTP ME{OAM AI23l= 2HIE MD5 SAE 7|2

QlEsfiot s+|_|q Axis ZtX|= MD5 9 SHA-256 3{A| 7|2 RS X|stX| Ot MD5ECH 23

3l HOMS Q|8 SHA-256E At83t= 74o| ZAUIC Axis B2 SFTP MBE TLAsle ot

ol chet XMIOP W& AXIS OS ZEE HIASIHAR.

- Use temporary file name(YA| Tt 0|5 AlR): Atzo=Z MME Al Ot o222 1}
2S gECoteE MEStLCh gRES 2Aaotd It 0|S0] Adl= 0|5 22 HHELICH
Q2 oot BehEl 2o, AaE 0ol gELTh dafLf o{Hs| AA TUS A2 & Ay
L ct. 0I%é71l ol #ot= O|F2 71 2E LtEo| SHEX € & USLLCh
« SIP or VMS(SIP EE= VMS) :
SIP: SIP HM3tE Ze{™ MEigtL|Ct.
VMS: VMS M3}= Zaf@ MEtgLch.
- From SIP account(‘é’ﬂX} SIP AE): SE0A MEfBL|CE
- To SIP address(**l Xt SIP FA): SIP 2E °.=IE_4.§,FLI Ct.
- Test(|AE): S8} SHO| HES[LR HASsHE S2stLic)
- oM
- Send email to(O|HY HE CHY): O|H LS HEH Ol Y F2E YHLILE FLE
oz 7§ sl H 2AEE O|HY FTAS LESMAIL.
- Send email from(0O|H| & &) ELj= MHO| O|HY FAE AHGLC
- Username(AtEXL O|F): HE MHC| AMEX O|FS YHYLICE O|HE MHOA 2SS
a7oiX| = B2 0f EES H|9 YL
- TAYE: Y MNbo| HAEE AHELich oHY MMM U5 RTHK %

= 8% o 2= H9 st
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- Email server (SMTP)(0|H|! A{H{(S

22 SMTP AH 0|2 Yzt

- EE. 065535 #9o| 2t A& SMTP MEol ZE #is S YHYLICL 7|28k
2 587 Lt

- Encryption(¥=3}): 2=3tE ALESte{H, SSL E= TISE MEESIHA|R.

X

IIQ

. TCP
X &G0 Y=X| SOISHAAIL.
- Port(ZE) A AN AFSEE ZE MBE2 YU

Test(E|2EB). 2 H2Eofaid S =eLICh &80 St= H70= 50| ZoE L View

- Validate server certificate(A|t| QIS M EQl): USTIE AIRSH= 42 EX|Q IDE =0Is}
EE MENSIL|CE O] 21ZMeE CA(RIS 7|2h0ilM XpM| MESHALE walsh = Q&L T}
- POP authentication(POP QIZ): POP MH O|E& Q=H3e{™H HMAI2(0]: pop.gmail.com).
H| o
AR O|H Y SEAt= OfE O|H Y O FASH HERE FASHHM ALZXIZL 20| 2
HE otdgs 2AL BE= AS Hotsty| Qs 2ot DHE AFERLCE O|H Y MMl &2
ot HHMES =QI5t0] oY AHO| F7|ZLE o4 O|lnYES sX= YOl YEF StHA .

recipient( A%t 517|) = TUX MFE YEES recipient($ A X 2Ap): A1
N Arohﬂ SESINR. EAE If ME $AUXE HAY 5= UASL[CDelete recipient(3=4IX} A
m)y FAXE YRAMoR A st® 2

Ud

2L EAE EOM U222 A8 5 JUFLILE FF0= 780 tist S=2ef oA X MEo 74

e

SE UFI A BEAFUC Add schedule(AAIZ 7h: YF £t BAES WysteE Y

LICHAXIS OS Portalo M MQTTO|l TS| XbM|3| 2obE & Q& L|Ch

& EZ|HE MBS0 E2 2R EZAHY &= /UASLLCH oE 9 =8 ELZHE HME 4% H +4
St SQ WM HABEY = JYH L

MQTT

MQTT(Message Queuing Telemetry Transport)= AtE CIEHUl(IoT)E st BEE HA|N Z2EZAL|CH Che
StEl IoT E3HE I8 **71|E|°*OD1 e A= FZZHsmall code footprint) i} X4 HEQA [(H=Z20Z AA
HXE 017*0P7I fof CHsk Ak 01IA1 AEELICH Axis X AZEQ|0{o] MQTT 2Z2I0|HEE S| &X|
oM WME O X O|HEE & 2| AT EQO(VMS)Zt Ot A|ARI0 ZHESHA S2ts = AUSLICH
7|7IE MQTT E"F—POIO“EE *E*XJE. LICf. MQTT &412 —Z‘EfOI“EEP B2 2= F AEHEE 7|82 ot
Ct. S20|HEE= HAIXIE LD B2 &= UGLICH BEE27H= S20|UHE 7t HAIX] 2t E S HEs

ALPN

ALPNZ SEtO|IE 2 M| 7 AZO| SHEM O[S THAGAM OfSEIAOM ZR2EZS =S = 2l
St TLS/SSL SR QLI O[S HTTPS} 20| [}2 B2 E20| ABEE EUAS FEE B8 MQIT £
BlEe TAssis O ARELICL ZR0) M2l MQIT 54 M80=2 JjHE ZEJ 818 & UL
Ch. d2fol B2 siZM2 ALPNS AMESHA HHO M 3{EE = BEFE ZEOA MQITE Of=2|A
Ol Z2EZZ MBUXE Z2¥st= AU

MQTT Zato|ele
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Connect(¥Z): MQTT 20|
CLEHEHSAE: MQTT AHZQ|
2 MHMTLCLEE: mE H 2!
« 18832 MQTT over TCP(TCP
+ 88832 SSLE Eot M o
- 802 ¥l AUEZ EB 7|2
. 4432 W L3 Hob2 E3 MQITY 7|27t
ALPN protocol(ALPN T2 E=2): MQTT 527 ZZXf7 M2 ALPN Z2EZ 0|28 923t
SSLe 3t MQTT G 2] A%l HotS =8 MQTTO|RF & 25 1| Username(A 2% 0| =) =22}
M B O] UM ASET| -r|°H *fgj* AL AL O &2 Otlaé.”-l':f 1_lll’“ $E: ALEX O|E2| THAYEE
Ct.Client ID(22I0|HE ID): 22}0|HE IDE QUESIAUAI2. S2I0|YE AMEHXI= ZE0|HETI A
g M MHE X*AE' LIErCIean session(S 2 MM): AZA U AHZ A Al &S HojgtL|Ch ME
48 o HHI AI AEf HEIt AX ELICLHTTP proxy(HTTP ZEA|): jtIEH 7'0|7f 255Hf0|EOI URL
Ct. HTTP ZEAIE AFESHX| Yod{H ZEE HIY & = U
7} 255H10]E 01 URLQIL|CE HTTPS TEA|S AFR3fX Yos® TLEES HY = & 9A§LIEF~KeeP a'
interval(ZtZ | X|): S2I0|AET} 71 TCP/IP A|Zt 355'—}% 7Icte 2o glo| )\1H'|§ o old ALE™ = Qe
AI HE #Xe %l’.:."—l':lemeout(*I’* xmh): AZo| eEEl+= AI’* ZHA(XZ)YLCH 7|24k 60%K]
’é.*-'f—*f MQTT Z2|0|¢E &9 A I3"||)\|7(| ' LWT EI1|)\|7(|°| ZFHof EH?J 7|22t MQTT &3
ﬂgl HA =HOAM AFEE|L|Cl.Reconnect automatlcally(I|- o=z IH0'17=') oz SN = ZS2to|HET}
OS2 CHA| AZBYOF St=X| 04—'?'-2 XYoL ChHAIX] AAAZO| MEE [[H HAIXIE EHX| &

FAHLL S L|ChStatus(&Ef): MQTT S2I0|HEQ| HiX| HEHE HA|THL
2 L [P FAE UHEAA| L Protocol(ZEEEE): AI2S T2E
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E
=
=}

=
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£ X|™GgL|Ct.Send message(HIAX| HE): HAIX|E ELf2{EH AE *E”SOWIR Use default(7| 23t A}
) X9l 7|2 HAIXE L™ H Jl*'AIQ Topic(FH[): 7|2 HAIX|S] =HE %IEJ.%“-IEf Payload (|
O|2E): 7|2 HAIX|S &S YSL|CH Retam(%xl) 0| Topic(FH[)0|AM S2t0|HE MEHE F X5}
2™ MEISHL|CEQoS: THZl S &0 Cigt QoS AES HAeL Chopx|et g IJ1I)\I7<IDH<I'1.* SAHLWD S
ArE3tH Z20|HEV HE270| AZAE Of X} %%‘ﬂr S RUS M3 = ASLLCHL EE0|AHE
7t LSO o= AEOIA HIFEANMOZ HAZO| BOX|HTAO0| BOFMT| HEY = AZ) BE27It .t
£ ZE20|HE HAIXE MEE = JASLICE O LWT I31)\I7<IE Lt HAIX| 2t SYsH FAlol &L
ot jAHLIZES Sl 2t E LICkSend message(ﬂilklxl HE): Ij1I)\I7<|% ELH M AL HE5HM 2.Use
=

default(7| 22} AL8): XHIQl 7

I__
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A
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o
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I
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z
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)
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-I)I
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N
HI
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A
1o
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=
I:I = d
s %aa.“—lq Retai (-.‘-?-II)I o Topic(FEH) 0| A Sato[AlE A
= oL e

9l =
ES SA|5te{ P MENSILCHQoS: Tzl SE0| Thet QoS AZS WAL

MQTT %3

712 ZFH MEA AL MQTT client(MQTT 220|Q1E) o4 Zx| =X HFA0] Holgl 7= =7
AS ArEsie{® MEPLCHEX 0| meh MQTT ZHOIM X72 HHste =4S
chEH HIYATO[A Egh MQTT ZHOf ONVIF FX| HYATOIAE Eafoteist HegLChYUR HS

& MQIT Ho|Z 0| Ko U HB " +  Add condition(x
B oDl L% LIt Retain(B Rl O AXF 2o M =X HolgL|C
. None(®2) B= BIAIX|7 HISX AEjz HastL|Ct

ri
4
1
P
!
mjo

* Property(£4): HEi FH 7ts MAIX 2 22E gEl2 2L CHL
. A"(E-r) “EH =X 7PS E‘»:' HEHE FHY & glg HAXE 25 E#E JE= 2P
I

MQTT 75

+ Add subscription(T+% F7}): M MQTT #52 F7t5t2{ ™ = &gt L|Ct.Subscription filter(7 5 EE
E): FE3tz{s MQIT FHE 284 A|2.Use device topic prefix(Zx| &2 HEA AHR): 5 ZH
£ MQTT FHo| HFAZ F=7+2L|Ct.Subscription type(t S £ 3):
o Stateless(ME] =X £715): MQTT HA|X|E ME| =X E7t5 MA|XZE BHsste{dH M
. Stateful(MEi =X 7H5): MQTT HA|X|E ZACRZ HEsl2{H MHFLICL HOZE
2 AbgE L ct.
QoS: MQTT -50f L3 Bldt= 2|&S ME{StL|CH

MQTT 2H{zjo|
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MQTT 2B 20| +FAE F7t5t7| Ho| MQTT E27{0f HZSIYAIR.

+ Add overlay modifier(2H{2|0] £=™X} F7}): A 2H 0| =™EXE FItste{H 226t L|Ct.Topic
filter(FH| ZE]): 21|00 EAISIZ{ &= OO|E{7} EgtEl MQTT X E F7tgtL|Ch.Data field(H[0|E| ZE):
O A|X| 7t JSON @A0|2tn 745t @u{2f 0|0 ®AISHE= BIAIX] HO|Z2EQ| 7| X|FELICH
Modifier(=dx}): @H 20| CtE W} At +=FYXE ALSS L L

oz

=

=
« #XMPZ A|XNtE =FA= FHOM B2 2E HOHE HEAIGLIC
« #XMDZ A%t +=FA= HIOJE ZE0| X|FE HOHE HEAILICH

Mg

HE{3 A2EZX|

Ignore(2A]): HEQA AEZ|XE EAISt2H ZL|CH.Add network storage({|E Q{3 AEE|X| F7}): =3}
£ M¥Y = Ue HEYR 3]E F75t3{H S8t
o Address(FA): SAE MHO|IP =4 L= SAE 0|28 Qs YHtX o 2 NAS(Network
Attached Storage)QIL|Ct. D™ IP ZA(SHX IP AL HAE 2 QUOD2 DHCP He))2 At
8o E 2AEE FH5IAHLE DNSE At&3t= 0| &L LCH Windows SMB/CIFS 0| &2
X=X ¥&LCh
* Network share(HE®|3 &]). 2AE MHO| 57 X9 0§ ¢
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