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https://www.axis.com/learning/web-articles/reducing-the-bit-rate-with-axis-zipstream
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HolAlQ. 1A P FAs 2t FA0F 193 AL HalE HEST Loy 2x9e ggd & gl
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HM|AE F|ZSHL|ICE XHMBH LHE L axis.com/end-to-end-solutions/hosted-servicesE

[y

Allow 03C(03C 5| &):
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« vl 8! v2c
- Read community(2}7| #HSRL|E|): Xl%_JEIi D= SNMP ZHAof CHsl 247 AL RBHo|

A= HARUE 0|52 L 7242 SHYLICH

- Write community(*7] HJ{L|E|): X| °JEIE D= SNMP ZHXof CH3H 217 == 27| Hot
O A= ARLIE| 0|52 UHYLICHS 7| T& A Hel). 7|27 27| YL|Ct

- Actlvate traps(E /s ) EMETNE S35 HAMA|Q. XK= ETS AIRSG
TR O|ME = HEf HFO CHol HAIXIE 22| A|A"0| EYL|C & QIE I 0] A0
A SNMP v1nt v2c01| CH st EE‘% MEG = Q& LICE. SNMP v3Z t'1740|-7-|I_|- SNMPE
nH EMO| Ars22 SYMEL|CE. SNMP v3E AtE5t= 4%, SNMP v3 22| ofZ2|#
ojdE Sdf EEE 48 = AFLICH

- Trap address(E FA): ZH2| MHO| IP A L= TAE 0|ES YEHSIMUAL

- Trap community(E¥ HEL|E]): X7} 22| AIXH0 EY HAXE B Of ARY
HELES QLT

- Traps(E®):

- Cold start(EE &) X7t A2 *EE' M EZ HAIXIE EYLC

- Warm start(8] AEFE). SNMP M2 By 0f E3 HAXS =Lct

- Link up(™3 &) 237} Ch2ojM POz MAE AS EY HAKES B

- Authentication failed(21Z A1) 215 A=V} HIjstH EF |:|1|)\|7E|E HUL|C}

Hl o
SNMP vl 9 v2c EBE 4_ T E Axis H|C|Q MIB E240| SMBIEILICE XFA3H L{RS

AXIS OS Portal> SNMP— SENCIPN KR
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« v3: SNMP V3E 23} 9 HOF AT E X BI=
HTTPSE =4 §}6}E ZA0| E5UCt I{AQE
°*§§PE|I| %2 SNMP vl 3 v2c EBM0O|| LB S Q1K X] QF
L|Er SNMP V3E AlZ3t= ZO SNMP v3 22| Of 2|
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2
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H Aoo|n MMEL 20| Z&UCH TAYC b3 o
S eaLC) HASCEE CfA| AXstH AK2 28 7|2

|
a
O CiSt SNMP THAQEE QastLCt. HTTPSE SMBISER| %n mf =
QIX|BF MASIK| & LICE SNMP v3 TIAQEL 3 HOF MXE 2 QI3 HIT
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e
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of4
R

Client/server certificates(Z22}0|HE/AMH 21F M)

SZI0|UE/MH AS M= &KX 2| IDE ASstH XA ML = A

= = ASLLCL XM ME ASME HotE E=E M3stH CA 2

DX A &= UELICH
A

ASM= HE/AIY XS ASot= O ALEELILE Of X[= &+ 7HX 72l 2
H

HXE ST = Al 7|24z MEYSHE B AT ML MM ELCH AR
7} CHAl A X| & L Ct.

=

Add certificate(@IS M F7}1) : A= ME FI7t6ldH Z 2L L}

v
+ More(H E7|) o ApgotA Lt *JE g F
* Secure keystore(2 9t 7| X{F2): 7 S

E1 ™ help.axis. com/en us/axis-os#cryptographic-supports Lt ZSHAA| L.
* Key type(?| & PIEME E2dte{H EELR SE0M 7|
e e ey
[
[ ]
* g %= HmoE CfZ0| ZehE LI
» Certificate information(QIZA| ™HH):
+ Delete certificate(°l"k| AFA)): 0,_I§A1§ AR BEA Al 2.
« Create certificate signing request(21Z A
= Jl2ol 2d SEM My eug ddu
Secure keystore(51°i 7| MEA)

e Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 Level 2): E0t 7| X%t
2 AL835ta{M dEfSHLCE

St A Olg CA(
ol

ot
=

25 7)o =
SME 71 d©

=
—_
2X|E CA

CA QISME AL8StY mof 2ISME Q5eL L o %01 Z K| 7} IEEE 802.1X2 H Dk
HESZ0| HdAE 82 25 MH2| IDE HdS UL EX o= ofaf 4ol A g
S M7 ASL Lt
XN== gA2 o3 25U
< OI=ZA HAl: PEM, CER 9 .PFX
. Q1 7| Al PKCS#L Gl PKCS#12

2X|E CA 2ASA

=
oM &L XM E+&e{™ Secure element(£ 0t Q 4)
= Trusted Platform Module 2.02 )\‘I EHE. L|C} MEHSE HOF J| KEAO| CHst XtMSH LHES

1 2|E0|L} Ct

+ Secure element(E2 9t 2 A)(CC EAL6+): EHOQF 7| MEAQ EQF A E Af%'é'}aﬂl EEH&LI C}.

CC

H

HEHI M2 Ao ¥ Y3t
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IEEE 802.1xIEEE 802.1x= &M O 2M Y EQ3 EHX|0 CHSH HOF O1=2 KISt ZTE J|H HEQ]I H
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CLIEEE 8021XE ES L& WHES IO WhASHHH HEAT FX[It AHHE QAFE[0f0oF SL|CL 2AF2
ol MHAA O, dEtX o2 RADIUS A H(0: FreeRADIUS Z! Microsoft Internet Authentication
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HiEH), O1Z 0 AF2 L= EAP S S MEiSHL Ct.Client Certificate(22t0|HE QIZ A): IEEE 802.1xE At2%
20| E QAZME HEBIHAIR. 215 M= ASME AL85I0f S20|§IEQ| IDE 2 QIStL|CLCA AF
= |_|
=

M: CA 9= A r 5EL| T A e S
of Z+A 0| Xt 158 A|=EHL|CLEAP identity(EAP ID): 22t0|HE QIS A{Q} ATtEl
L
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dgE 93

25l A A| 2.EAPOL version(EAPOL H{F): HEQ 3 AKX A AIEE= EAPOL M S MEHSHL|Ct.Use
IEEE 802.1x(IEEE 802.1x At8): IEEE 802.1x TZEE S Al2dst2{H MEistL|Ct.olZ H8 © 2 IEEE 802.1x
PEAP-MSCHAPV2E At5tE Z20jot Ol2{st H¥S 0|88 + UZLITH
+ HAQE: oS AFBAL IDO] ASC S OISt
+ Peap version(Peap H{H): L|ES/S A9IK|0IA AFSEIE Peap TS MEBtLICH
o Label(2t#): EC}0|HE EAP US3IE ARSI H 1S MEHSID, ECI0|HE PEAP AT IHE ALY}
251 22 MEBILICL Peap BIZ 12 ALBCIE A9 UEYT A9IK|7L AL8ste 2pl2 Mgt
IEEE 802.1ae MACsec(3%| CAK/ALH 28 7)E 913 H¥o= AL8etE ZL0 T o2 452 o/
g 4 sl
- 7] K| @ B 7| 0|F: HF WA O|S(CKN)Z YRABLILL 2 ~ 4XQE 3 Jb5) 16
ZI0{0F BLICH CKN2 1 oM =502 24e0} okb, X 0| MACsecS B4jstel
23 29| YT Bo|A AX|S|OF FLCt
© 7l YUK @i B F: A BE F|(CANES YRBLICL 32X Ei 64%t0| 16FI50{0F S
O} CAKS 1 BIBOIA 502 TAJof0f oko, A0l MACsec2 ZHstelain 239 &
= 2o|A FAlefor sfLic
X oY 23 %X
Blocking(\{Et 5): X+ [fol 322 XIEISI2B AHMAQ. X [jol 322 AY %2 S 219
Y E UBE 7|8 EZSLICHAIE 72k SAE Y BAS AEE AZCNS AHSLCLAR
Z: 220 A%s)] Noj 8185l 2T 05 A 235 dHPUCL HOX 2E1 FH +F 2
SOlM SBEE AL +8 28T 3 A&
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Activate(ZH/d3}): 2ste s ZLCH

o
Default Policy(7| 2 dM): #at=o| 7|2 JEIE HESLC
* Allow(5]8): X229 = AZS HEeLIC) O M2 7[= 2= ASLIC
« Deny(H%): TX29 L= AHAZ AR
712 Mo 0| MEdtHH EF T4, ZEEE W EZEOM FX|Of CHet AZE 5{88IHLE HES
L 29 AMGE A OI¢|_||:|.
C 22 ocoo= T Mg . N N
« Address(F2). H22 3|88t7LE A2 IPv4/IPve £ CIDR HAo| FAES YLt
+ Protocol(ZREE) T2 |8 L= HEY Z2EZZ HEIGLCL
« XE: Y2 5|8 L /EY ZE B E YHSL D 1~65535 Af0|e] XE M & F7t
Sk A Olﬁl_||:|.
= T My . -
- HM: o] YMg ML
+ D OE ES ddste® gL
Add rules(2 37}1): Hoot 22 F7tetei 2Lt
+ Time in seconds(Zx e[| A|Zh): & HAEO CHSE AlZE HiotsS 2-SLCE 7|2 A2t ®ot2
3002 AP0 UASUELL S SA| 25T A|zt2 0x=2 gLt
+ Confirm rules(g§ #el): St A|Zt HotS =1L T 12 0|go| AZF Hots 7ot 2 O] Al
7t E0h 20| FHBELICL A7hS 002 Mspl S0 82 FABE LI
Pending rules(2 7 S¢l £): Ot =HQIL|X| @2 %4 HAE B0 Cfst QHFYLICH
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Ct.Install(4 X]):
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¢ o e HwdeE f%
. Delete certificate(2!
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gt ﬂH*°JE" 1~ ~64X} 210]0]0
AHZE 32~126)2F T AR EQ A2
£ CtA| YHBIA A2 Privileges(H gt
« Administrator(22|X}): &=
E 9 HAY ‘RA'Q'—IEf

« Operator(2¥gXl): CtS

- DoE System(A|AE")
+ Viewer(H0{): Ct20| i3
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+ Add SSH account(SSH | 27}): Af SSH A& =J}sta{® Z2IstL|C}.
+ Restrict root access(root M A HSH: root WAV RS 7|52 MetSte{ ™ AL CH
« Enable SSH(SSH st M3}): SSH MH|AZ A3l ZL|C}
Account(AI®): 193 HH 0|28 2Bt CtNew password(AH IjAQIE): AHEO IHAQJEE YL
Ch. AQEE 1~ 647(} ZO|0jOF BtL|Ct. ZAL A, #5H, €5 7|2 S QM JhsTh ASCI 2XH(ZR
C32~126)0F TjAQ T o AFR% = 9 L|C}Repeat password({ASE HHE) Zst IjAC2 Cf
[ ]
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Al UBBIAAI MW MY QATLCHSM). * AT TE 00 C4S0| L EL|CtUpdate
SSH account(SSH A AUGIO|E): AN &4 HASHL|CH Delete SSH account(SSH A AbH|): AH
= MHEUYLE root AF2 AMY = S
It ZSAE
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T2 A

td 2a0lgt = gl= Z9 OpenlDE Tdst0f 201% [ Aot CHO|HAE =

Client ID(Z2}0|AHE ID) OpenID A2 XL 0|28 AU THL|CIOutgoing Proxy(dl ZEA|): TEA| NHE
AE5t2{H OpenlD HAZ 2ot ZEA| FAE YL CLAImIn claim(22|X} 2H): Z2|X} ol ¢S
Q24 stL|C}t.Provider URL(K|Z3 X} URL): APl ICZOIE QZE 2ot & 23 E UAHSTIL|Ct https://[insert
URL]/.well-known/openid-configuration & 4!0|0{0F &tOperator clalm(%mx} X)) X dato| ZI2 UH
grL|Ct.Require claim(2X HQ): EZ0| 0{0F &t= HIO|EHE YA L|CtViewer claim(Z2HEX} 28): &
X dgto| gf2 YA L|Ct.Remote user(HZ ALEX}): 14 Af%ﬂ% AEStE 22 YEPLLCH ol FX|
of g OIE{HO|~0| BIX| AL8XI2 HAISHE O R83LICScopes(iPl): £20l AwTt & = 9= M
B2 |°,=II_| Ct.Client secret(EE}0|°1E H|&): OpenlD IjAQE = Save(XZ): OpenID e MEsieid &l
ot L|Ct.Enable OpenID(OpenID &/43}): &X| AZAS =10 ZZ A URLOIM HX| 9158 5|25t H AL|Ct

ol E

=

=

E2 AMZ =57 Q5 HBol thisi E2|AR= =HE FogdUDh =F0= MEN Adx &
2= 0| BAEYCH
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condition(0] =7 HtH): MEHSE 741} HILHE|= ZAHS QUSIH MEHSIAA|L. Add a condition(ZZ
t e i

L2 s dition(Z
eg Meotn B HEE Y

Bl
K|S FTP o SFIP2 M3 Z2, T 0|20 X718l 198 ABA HES WFSHLL M|
op X2, HI{etel, O[MES 3 Aol ojnjx|D HeE & A&t

+ Add a recipient(=2X} FI}1): =MXE FIiste{H FEELCL 0|F: #=4Xol 0|§2 ¢
HE L CHType(Rd): S E0A el
. FTP
- ZBAE: MHOIP FAL ZAE 0|52 YHTYLICL TAE 0|E2 LSt 42, DNS
X H 7l System > Network > IPv4 and IPv6(A|AHEl > HEQ|3 > IPv4 U IPv6) OfZfof
XHE O U=K] QIS YA 2.
- ZEE: FTP MHJ} M8Sl= ZE WS E YetL|Ch 7|&27H2 21 L L}
- Folder(Er): MYS X CIHERQ FEE YHSHUAQ. CIHEZ[Tt FTP MO O]
O EXsHA| gtoH, mtdE YR If LF HA|X|7F EA|ELCH
- Username(AI2X} O|E): 203 H AIEXF O|EE YUHSIAA L.
- IALE: 2058 H I|AQYEE QUSIAMA L.
- Use temporary file name(YA| Tt 0|2 AI2): X522 MMHE AA| Ot O|ESZ I}
U2 YEESIHH MEdSLICE YEEE AESIH OtY 0| F0| fstE O0|ES = HHEL|LCH
HELIt SEHE 29 &=4E Dol RSLCEL 8Lt o5 AA| DS ¥e = UAsY
Ct. O|&E7 3™ Rdt= O|E2 77 BE& mao| SHEX] & = USL|CH
- Use passive FTP(TZjA|E FTP AlE): HAMOl M=HOM MBS Th=3| CHa FTP AH
of Loy ¢ZE E=& NS LCH X7l T4 MB{o| CHSt FTP Xjof 3! Hjo|E ™
42 5 MIXHOoZ AZYLCH Ol YutHo = FX|QF CHa FTP AH Ato|of g
StHO| A= 420 EagL ot
« HTTP
- URL: HTTP MHO| Cist HEQT FAe QXZ Nl AFZYUEE YHIALICL O E Y
http://192.168.254.10/cgi-bin/notify.cgi 2} L| Ct.
- Username(A}2X} 0|E): 2101512 M AIRA} 0|22 QaSIAAILQ.
- DjAQIE: 20158 H IAEE YBHIMAIL.
- Proxy(ZEEA|): HTTP MHO| AZSH7| Qs ZEA| MHE S1tcliof 5t 4% East
BEE AL gL}
« HTTPS

37



https://help.axis.com/get-started-with-rules-for-events#conditions
https://help.axis.com/get-started-with-rules-for-events#actions

AXIS M11-E Mk II Series

Yl OlE{mjo|A

e

- URL HTTPS AMH{Of CHS HEQ A FAet 8*40 Mg A3 EE HBLLCL o E
M https://192.168.254.10/cgi- bln/notlfycgl JL|Ct.

- Validate server certificate(MH QUZSA| =tol): 0] MALE MEHSIO HTTPS A7 MM
oh QIZAE MeEtstLct.

- Username(A}Q-X} 0|E) ZIQI5l2{H Ar2X}t 0|ES YUHBIMAIL.

- EAYE: 2080 WAYC S AL
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-  Share(Z8) TAEQAM 35 0|52 et

- Folder(E0): TS M&s ClHERZ|Q ZEE AUHSIAMAIL.

- Username(Al2X} 0|8): 21Q1512{H
: u?*°1= 230182 WAES YAASUAIL]

. SFTP
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SAE: MHO IP TALI SAE 0|28 QUEBL|CL SAE 0] o1
M7} System > Network > IPv4 and IPv6(A| AR > H|EQ3 > IPv4 I IPv6) O} 20
R HE O Y=X| SQISHAA L.

- EE: SFTP M7} AFESIE T E HSE QL L 7|2Z2 229 L C}

- Folder(ZCi): Mg XNNT C|AE2|o] YRS YHSHAIR. CIBE2|7} SFTP AH{of O]
O ZXsA| o™ mAds Y=EYD I QF HAIX|ZF EAIE LT

- Username(A}Rx} 0|E) 20182 H AI2XF O|ES A AIL.

- IjAQIE: 20l B HAYES UGAL.

- SSH host public key type (MD5)(SSH SAE Z7] 7| §&d (MD5)): &4 SAEQ &
74 7| X|2(3B2Xt2| 167 EXY)2 Qs Ct. SFTP 22}0|® E= RSA, DSA, ECDSA,

ED25519 QAE 7| SdE Al--g-ol-'— SH-2 T2 &EZ 7|HtO| SFTP MHHE X|KstL|Ct A
Al RSAZ} M3, J. E|-° ECDSA, ED25519, DSA =AM ZE A EL|CL. SFTP MHO|A AE
St= %Hf% MD5 SAE 7|E Q&8loF oFL|Ct. Axis &K= MD5 & SHA-256 8lA| 7| E
D& X[@5HX[2H MDSECE Hot0| O 3B 2 SHA-2562 AL8St= A0 &L L Axis
K2 SFTP MHE FMd5I= gt o Cist Xl-k||3F e AX[S OS Portalg FZESHUAIL.
- SSH host public key type (SHA256)(SSH S A E Z7] 7| §d(SHA256)): -°.;74 SAE
ol &7 7| X|2(@43XI2| Baseb4 A AT 2XE)S %E%‘E,*LIEl- SFTP 22}0| E = RSA,
DSA, ECDSA, ED25519 gAE 7| S E A28 SSH-2 ZT2ZEZE 7|H9| SFTP MHE X|
ietL|Ct A Al RSAZ} £ ‘|o|-|31 :L Ct2 ECDSA, ED25519, DSA &=AZ2 A2 E L|LC}.
SFTP A-|I:I-|01|A-| At S= %Hf% MD5 S AE 7|£2 asjof L. Axis & X|= MD5
8! SHA-256 SjA| 7| & 25 X|SHX|Q, MDSELCH E9t0]  Z&HsE2 2 SHA-256S At
8ot A0 E5LC. Axis X2 SFTP MHE Fdot= LR st XMt LHES
AXIS OS Portalg EXSHAAL.
- Use temporary file name(YA| mtY O|E AL): Il-E 2 MM
U gzcolzy MestLcy g=c |
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« SIP or VMS(SIP E= VMS)
SIP: SIP M3lE Z E1'31 MEHSHL|
VMS: VMS 7(12}'2 d4{H MEHT

- From SIP account(Z X} SIP #|H): %%O{W MEHSHL Ef.
- To SIP address($=#IX} SIP F4): SIP TAE AT
- Test(E|AE): S5t AHO| IFEOPL?(I EﬂﬁE

LT

- Send email to(O|H|Y HE CHY): O|HLS TS ol Y =25 YHYLL. FAE
olg 7§ YHstM AEE O|HY FAE FTERIIYAIR.

- Send email from(°l"1|°a i) BEUl= MEQ o|HY FAE YL

- Username(At8XF O|8): T MHO| ALEX O|E2 Y HLICE OJHY MHOAM 2AF5S
QPSR U= BR O| »C= Y U

- DAQIE: D1I_°' Mojo] AS=E eleBtLich oMY MH{oIM 9SS 27K o
= 4% 0] 2EE H|9 SUCh
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