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03C AMH|A0f AZE X &7
o OfL|R: O3C MH|AE H|Z
.- Al Me{of Az
StAAl.29 8
= Authentication method(
| FIOt 915 HALLCH 2otk X ¥
igest(CIO|HAE) S =t OHMSHR| ¥LL|CH
| =t jAQQEE MESHY| IE0| O QtMBtL(CE
et X7t 21E5 HHZ MElsh &= JFLLCHL 24+

El
="

€[>

&2re
rlooly > for
oz

O o
_|

ofm
= ok

' e o 5 8L CF.
27X AF 7|(OAK): £J7 X Q15 7|15 7t 2| Get key(7| 7tX 7)) S=LICL O] A2 EX|
7t St o|LE ZEAIQI0] AHUO AHAE FR0T JtseL
SNMP
SNMP(Simple Network Management Protocol)& O|83%l0 HEQT TKE Aoz 2T 4= JSL|CH
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o QUE{H oA

SNMP: AtE3% SNMP HE S MEHSHL|CL
« vl 89 v2c

- Read community(8}7| #

A= ARUEl Ol &2

LIE|): X|2&l= 2= SNMP Ko Chs &7 ©& #eHol
ULk 7242 SIHYLC

o
E:‘u

Hg

- Write community(2A7| HRFL|E|): X[ k= 2E SNMP K0 CHsll Q47| = M 7| Aot
O A= HFUEl O|§2 LHYLICHH?| M ZX He). 7|22 27| YL}

- Activate traps(E®Y Z/ds}): ERETE M358 H AMAL. K= EHE AIESHY
2% O|HE = MEj| HZAO CHSH HAIX|E 2| A|AB0 EL"'—I Ch @ QIE{ m o] A0
A SNMP v1 8l v2c0f HEF E¥MZ 48T = S L|CH SNMP V3° E HZESAHLL SNMP
E 11H E-MO| X522 JHELICE SNMP v3E A28t 22 SNMP v3 22| ojE 2|
oldE &l EM=S E”S'%* = USLICH

- Trap address(Efl FA): 22| MHO| IP A L= SAE 0|28 YUHIIMAL.

- Trap community(E3 F{JLE|): X7t 22| A|AH E- HAXE 29 If AL
AR LUEE Y¥aEgL

_ Traps(EE")

- Cold start(a_ -“.'—%'): X7 AEE If EY HAIXIE EHYLC

- Warm start(8 AELE): SNMP 42 BZ% If EYW HAIX|E 2”LCH

- Link up(d3 ¢): 237 CtRO|N Po=2 HAE F2 EY HAIXE EHLCE

- Authentication failed(21Z AIj): Q= A7} AMI|SIH ETH HA|X|E 2 L|C}

H|

SNMP v1 8l v2c E%% 7{H EE Axis HC|2 MIB E#O| & M3tE LICE XHASH L&

AXIS OS Porl‘a/> SNMPE EZSHM 2.

« v3: SNMP v3& =3} Ol HOt S E X|S6t= ECt etM ot ™ YLICE SNMP v3E A5t H
Az It HTTPSE &l MSE 22 HTTPSE 2doist= A0 & LICE E3H #oH0| Si= EARKIZt
ASBE|X| %2 SNMP vl Bl v2c ERO| WA ASHE HES HX|SLICE SNMP v3E At83t= B2
SNMP v3 Zt2| ofE2|AH o2 &l ER= dde = USLICH

Password for the account “initial’('ZX7|" || mjA L E): 0|£0| 'initial'@l A X 9|
SNMP IfAQQEE AU=BtL|LCE HTTPS% 2ol SHA| (e IfARIEE MES = QUX|E
HESH| OM'-IEf SNMP v3 THAQIE= ot HOF A¥g = QI HTTPS7t 243tEl 42
02t MHSl= 40| Z&LICH HAYEE MHSIH HAQYE Tl of oA BAEX &
S Lk 'U'HATEE CHAl dYste{H HXE ST 7|2 H4E2=2 MHYSoF gLt

& of

oI N

Client/server certificates(Z22}0|AE/MH QI ZA{)
Seo|olE/ME OIS A &Ko IDE AZSD XK A
S = yUrh XN MEB OIEME NSE B2 A

ASME HEAILS XS 2AFsts o ALEELUCLL O X F 7HX RY2 ASME XY HCL
H

o_HO

M
CA QIZME A2310] mOf QIZEME QZ&ELICE 0o|2 S0, &X|7} IEEE 802.1X2 E3&]
o = =

— = = E
HEgIol = 22 oF Ao IDE ASeLC. BXOE of sl AR MXE CA
OIE N7t Q& LT,
Rlgsle HAe et 2L
. Ol=A dAl: PEM, .CER, .PFX
« ROl 7| BAl: PKCS#1 U PKCS#12
52 Arg
X2 BY S} Al 72202 HAHSNH RS ASMIF AXE LD AR MXE CA ASA

v . = =
- More(R ®7)) @ moirL HEiE F7t WES mAIELUC
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2 QlE{H oA

e
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« Secure keystore(HQt 7| K& A): 72 7|E CtMSHAH X ZASt2{H Secure element(HQF @A) I
+= Trusted Platform Module 2.0 MEHTHL|C}. MEHSH HOF 7| H&EAQ CHSH AEMSH LIS &
2 ¥ help.axis.com/en-us/axis-os#cryptographic-supports EZSIAMA| L.

« Key type(?| 98): QTME E25HH EEOE SE0M 7|2 =3 Y02 FO|Lt O
2 st ynaEg MY

o= [

a

o420 %= Hwoles CHZ0| ZotE Lo
. Certlflcate information(QS A FH): AKX = QASAo £MHE FLLCt
» Delete certificate(ol"kl AFH|): QIS ME AX|SIAM A 2.
+ Create certificate signing request(QISAM MEH @XF MAM): C|X|E ID AIEME AMH
g 7080 EH 93 M 2F 2 gL
Secure keystore(sl?_i 7| MEA) O
« Secure element(29F 2 4)(CC EAL6+): EOt 7| K& A0 E?_P QAE AIRSIa{H MEistL|Ct
o Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 & 2): 29t 7| MZ
= ALE5te{H MEiStL )

by
Ot
N
o
OoF
==

In

TECER-ER TR

IEEE 802.1xIEEE 802.1x= M 9 BEM HEY A X EO =S HIst= ZE 7|8t HEKA £9Q K|
O E @It IEEE &= QI L|Ct. IEEE 802.1x= EAP(Extensible Authentication Protocol)& 7|—’.._‘—9§ ot L|C}HIEEE
8021XE H3kl= HERA0 °"*1|*0PE1”4 HEZ FX7t HHH2E ASE00F gLICH AF2 2T
MHOAN Sz, YEI™ o 2 RADIUS A H(0]: FreeRADIUS 3! Microsoft Internet Authentlcatlon Server) ¢!
L|CtIEEE 802.1AE MACsecIEEE 802.1AE MACsec2 0O|LC|0f OHHIﬁ S8 D2EZES Q3 HYZAH Oo|H 7|
9 DANS Ho|ste IEEES] MAC(D|L|Of HAA 7HE =) sof E-’.-_‘-%I L|CEQISMCA ._oM glol +4
MH IBM FaH AAZL HiZ etz X AZ4E HEYZ *71I°*0I XA 1E5E AlE=g L Ch
ME AT I Axis 7+ Al 717] & Q15 AH = EAP-TLS(ZE 7t5 Q15 Z2EF - 7.‘_*0 AHZE EOr)
2 AEME KNHEoZ QIFeL|ChEX 7} °"‘A1% S EzEl= HERZO ANaT

£ ZX|0] MX|8l|of g L|Ct.Authentication method(Q1= HiHH):
lient ertificate(—Z-E}0|°1§ ?_Iokl): IEEE 802.1xE Al2% Z2}0|
&= = OIZME AIR3I0] 22/0[0IEC] DS 2HolSHL|CHCA ASA:
H1°| IDE =olgtL|ct QIZEME MEISHK| Yo FAl= AAE HERZ
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. Label(2}%): 22}0|QIE EAP ASBIZ ALRSI2{D 12 MENstyl, 2aj0|QIE PEAP OtS3t2 ALR3}
2{H 25 MENGIL|C} Peap HW 12 ME5t= 42 UWENZ A2X|7} AHESH= 2tHg MEigtL|Ct
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g &= AEL L
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o QUE{H oA

- Username(At2X} 0|&): ZQI5I2{H ALEAL O|EE YUEHSIMAIR.

- E|AQE: 2Ioldte{M mMAQEE Q

- Proxy(ZFA|): HTTP MH0| AHZSL7| 9
783% 7;‘—| 0IE10I-|_||:|-

URL: HTTPS Aj{0] Ciet =93 FA0 982 Halg 23S dULT O S

M https://192.168.254.10/cgi-bin/notify.cgi ¢! L| C}.

- Validate server certificate(MH QIS A| &Ql). O] MXIE MEHSIO HTTPS MH{ZI MM
ot QIZAZ MeEtstLct.

- Username(AF2X} O|£): 21013l H AIRX} 0|22 USIAAILQ.

- ARE: 2700512 H IAQJES YHIIYA| 2.

- Proxy(ZZA|): HTTPS M{of Q1Z3t7| Qo Z2A MHE SDHeof ot BL Tas

dEE A2 sy

- HEQ3 2EZX|
NAS(Network-Attached Storage)Qt Z2 U ERQZ AED|X|E FI510 MYS XESt=E AR
AHRE 4 QULICh mAL MKV(Matroska) It HAlO 2 REHE LICH

- BAE: HER3A AEZX9 IP FALI SAE O/ YHTL L

- Share(Bg) ZAENM B 0|52 Y=BiLct

- Folder(&C): LS & C

- Username(AlX} 0|8). 219!
A

- ll!-I*°J'= EQI5e{ ™ Ij
. SFTP

SAE: MHQ IP FALL ZAE 0|2 %Iaé.”-llif SAE O|E2 YHSl= 82, DNS
X H 7} System > Network > IPv4 and 5
XM 0 Y=X| SQIBHAAL.

- XEE: SFTP MH{7} At85tE ZE Mo E YHBL|Ch 7|22 224}

- Folder(E0): N2 NS CIHERQ HE2E YHSIMA|Q. CIHER|Tt SFTP M0 O
O EXsHA| gtoH, mtdE YRS If LF HA|X|7F EA|EL|CH

- Username(A}RI} 0|E) 292513 H Al O|ES UHSIAAIL.

- HAQE: 2015 IAEE YHSMAR.

- SSH SAE 37 7| SE(MD5): /A SAE Z7 7|(32Xt2| 16T EXE)9 X2 ¢
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