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COMMUNICATIONS

AXIS M11 Series
AXIS M1134 Network Camera
AXIS M1135 Network camera
AXIS M1137 Network camera
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Subnet mask(M B OfA ). AMEUl O}

Router(2}$E):
(A0l E<0])
Hostname(Z A E 0
Search domain
KXol M AL SH

DNS servers(DN
TN SAE

IPv6




AXIS M11 Series

&%| 91E{H 0] &

Assign IPv6 automatically(IPv6 XI5 &%) HEQ T 227t EX| 0 IP FAE NS E SHSEE &}
2T MENSFL|C

HTTP % HTTPS

Allow access through(2 M| 2 01 Arﬂwr HTTP, HTTPS £ = HTTP W HTTPS Z2EZ2 & Ot Soff &
X0 AAStE=E S 8LX| MEY E.

HTTPS= AtEXtQ) lL1|0|7(| ey ol g
ShEl YE g2 Mol 4l I’é,%

K| O A HTTPSE ALRSIE{H
Security(A| 28 > HOHZ OI
&0

HTTPSE &3l =3t ¥ HO|X|E E= 22 53| IO|X| & MS 2X< If 50| MotE = JA&LICH

HTTP
s
I:l

HTTP port(HTTP ZE): At82 HTTP ZEE YHTLICH EE 80 = 1024-65535 HP{ | ZE ZEJ} 3
SELICEH #e|Xt2 201t B2 1-1023 APl ZEE Y=Y = AF UL O #HRS ZEE A&

W Z07F BAIE UL

HTTPS port(HTTPS ZE): ALY HTTPS ZEE Y IL|CE EE 443 &= 1024-65535 HYQ| ZE ZE
P} S{QELIL BRKE 20008t A9 11023 B0 REE Qeisl ~& YL 0| ¥l ZES

MESHE B17F BAIE L

Certificate(21 S M): ZKXI0 HTTPSE 2'J3t5t2{H ASME HESHUAI L.

=z

of

3Q
rir
ol

Bonjour®: L|EQI0|AM Ats HMES 58352 o] M S AL
Bonjour name(Bonjour 0| &): LI EX 30| HEA| 0|52 Y LICL 7|2 O|§2 &X| 0| §1 MAC FAYL|CH
Use UPnP®(UPnP® AtE): UERI0M Ats AM S 585124 0| 42 ALICE

UPnP name(UPnP 0| &): LI EQ(3 0] AT O|ES YHYLICL 7|2 0|2 %] O|§1F MAC FaYLIC

One-Click Cloud Connection

One-click cloud connection(O3C)1t O3C AMH|A
HUl AMNAE NSELICEH Of MH[AO CHSE Ktk
E FSPNEeN

ot |22 axis.com/end-to- ena’ so/uz‘/ons/hosz‘ed serl//ces% &

:I’|I’

Ol= AKX ALt 2t0| =2 & =} & HIC|20] &1 et 2
St

Allow 03C(03C 3| 8):

+ One-click(328)): 7| = LIt QAEUHS OOH C A1HIA01| 715PE1E gXe Mol HES
2 FELICE H O o =of0
X o HX|[7} 03 C

03C MH|A0| AA= X 7X|& L|CH
« Always(4): ’“IIW I AS Sl 03C AMH| A0 Chet HZBS XEXO 2 AT LCH X E
':Eofm 03C AH|A0f HZE MENZ SXIELICH XSl MO HEO| &X| Y= ZL2 0l M

S AIRSIAA L.

+ No(OfL|®): 03C MH|AZ H ofL| O N

Proxy settings (Z&A| 474d). €3t 4 A 2 S Y50 HTTP MB{Of XA LT
Host(Z2AE): ZEA Mo FAE YL

Port(ZE). HMNAO| AHEE= ZE M

=
=
Login(212!) & Password({ 2R E): R B2 ZEA| MHOf CHE AAEXL O] H HAYES Y LI

26
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Authentication method (2! 5 &)
+ Basic(7|2): O] -2 HTTPO|| CHsl 7tE =M 0| Ot 25 MAYLICH 2 E|X| B2 AR}
O|ENt WAYEE MHE TES7| IZ 0 CIO|HAE B H B O M SHX| QE& L C
- Digest(CIO|H|2E): O] # &2 & HEJAIE Soff =otel HAJAEE TESH7| 20 o 2t
gL o
+ Auto(XIE): Ol M S ALESIH X| A= 2o et X7t 15 HWHE MElig = JAELLCH 2
M 2| -= Digest(CIO| M A E) 9 Basic(7] &) & =2 L|C}.
A2[XQAE 7|(0AK): 274 OIS 7|15 7tMe{H 7| 71 27| 25t A|2. O| A ZX| 7t YatHo|Lt =
EAIS10| QlEulo] AZE 2202 7ts gL C}.
SNMP
SNMP(Simple Network Management Protocol)E 0| 873t0] HIEQII TX|E 422 eled = AS LT
SNMP: AE& SNMP T & MEigL|Ct
« vl ¥ v2c N
- Read community($47| {1 FLIE|). X| &L= ZE SNMP ZiA|of s 87| M8 Aol U= A
FLUE| O|E2 LTt 7| 222 public(37H) & LICt
- Write community(2 7| {1 FL|E|): X| A | 2= SNMP K| of CHsH 2f7[/27] Hoto| U&=
HRUE| O &2 YL LICHE 7| & AH XM Q). 7|22 write(227]) & L T}
- Activate traps(E 243} EHE TS SYol5t2{H AYUAR. HX|= ERE MBSO T
2% O|HIE = HEf HFO Ciot HAIX|E 22| A| A" E-L|CH &KX QI Lo A0
M SNMP v1 3 v2cOi| Ciot ERE AEY = ASLICE SNMPv3R 2 HFSI7LE SNMPE
INH E#MO| XAtZ 22 I Y LICH SNMP v3E AL&5t= 4% SNMP v3 22| 0l ZE2|A 0|8 S
S EAZ 8 5= ASLICL
- Trap address(E¥ F&): 2| MHO| P T = TAE 0|52 YEHIIMAIR,
- Trap community(E HFL E[): ZX|7} 22| A[AHO E HAIXE 22 I A+
HRLUEE S8t
- E#:
- Cold start(Z2E F8): YX|7t AN E I ER HAX|S =2 HLICH
- Warm start(gd %) SNMP 882 HZT [ EY HAIX|E 2 L|CL
- Linkup(33 €&): A7 CHR0A R HAE 42 E- OA|X[E EHL|CH
- Authentication failed(2!3 A If). 2/F A7t HIHsIH EY HAIX|E 2 LT}
& 71
S
SNMP v1 Sl v2c ES A BE Axis HIC|2 MIB EZ0| 2 g3t LTt AtMet &2
AXIS OS Portal> SNMPE & Z35HH 2
+ v3: SNMP 3£ 222 3l EHOt AB E X Sh= ECF oMot M YL|CE SNMP v3E A5 H
2SIt HTTPSE Soll WEE 22 HTTPSE B85t 20| TS L CE Eob Mot0| Gl AR}
A2 DE[X| G2 SNMP vl A v2c ERO| HMASH=E A4S SX[L|CH SNMP v3E AtEStE 8%
SNMP v3 2| Of E2|AH 0| E Sl ES HEY &= AF L
- X1 Alde AR E: O|E0| ‘initial’' 2l AH2| SNMP A EE AHBILICH HTTPSE
2Bt X| P AQYEE MET = JUX| T HYSGHK| RS LICH SNMP v3 A E =
St ot dgeh 4= QU0 HTTPS7t 2 5tE AL20|0t d-St= 70| ESLICH IHAQJEE
HESIH | AE HETJLD Ol BEA|LX| RAESLCH THAQ/EE CHA| SESHHE X
£ 72 EHo = ™o gLt
HAE SL0|YUE
S50= ZAo] A= ZE S2H0|UET HAIE L
Update(RHIOIE) =E2 MZE 10X H S M.
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- Host(Z2AE). MHQ| Ip FAL TAE 0|F2 YHTLICH ZAE 0|2 LHS= 42,
DNS ME 7} System > Network > IPv4 and IPv6(A| 258 > HIEQT > IPv4 U IPv6) Of2
of XI™E A=K 2ASIH A2,

- Port(EE): FTP MH{ 7| At83t= ZLE HD E S L|CE 7| 2¢f2 21 L}

- Folder(EL): LIYS MY C|HERZC F2E LHSIUAIL, CIHER|T} FTP A0 O]O] &
MoHA| o™, mAdg YEES I F OA|X| 7t #A|E LT

- Username(A€X} 0| F): 201512 H ALEX} 0| 52 YHSIH AR

- Password(T{AQE): 200I5t2{H IfAQYEE AT ML,

- YUA IO O[S AR AHSOE WME AN DY O|FC =2 MU S Y2 =6t ™ MENGL|Ct
HYECE 5ot ot 0| E0| }St= O|ECE HrEL|ICH YREEJL STHE A2 &4 ot
O YELLCH OfLt M| LA IHL S B2 5= ASLICE O|ZA StH |St= 0| E2 7
T 2E otdo| SHEX| & = USLICH

- Use passive FTP(=3& FTP Al8): D& E QI 20| M XN F2 tted| Ci&f FTP AH 0 §|O|Ef ¢
42 Q-5 oL O FX7F A M0 Tt FTP MO X OO HZS 25 M=K =2
AlZFgtL|Ct O] & YHtM o= R X|Qt CHat FTP AH| ALO|Of &3t 0| s B0 ZagtLCt
URL: HTTP MH O] LS HIEQ R FA} QS Me|gd AJZUEE LAY LCH O E &

01, http://192.168.254.10/cgi-bin/notify.cgi

- Username(Ar&ZX} 0| &) 20162 H ALEX 0|2 YHSIMAIL

- Password(I|AQE). 20015t H IAQEE LHGIMUAL.

- Proxy(EEA|): HTTP MH 0| 1 ZS}7| ! ZEA| MHE St6j0F St= 2% ERot HE
£ AL gEgL

URL: HTTPS ME{Of L3 HEYT FA% W2 Mgt A3 ZUEE LHTLILCHL OE &

o, https://192.168.254.10/cgi-bin/notify.cgi. N

- Validate server certificate(A{H QI ZA| 2Ql): 0| AXE MEASIO] HTTPS A{H{ 7} MMt QI
SME MdEigtL|Ct

- Username(At2X} 0| &) 2ZQ152{H AEXF 0|22 YEHSIUAIL.

- Password(T{AQE) 2108t H IjAQEES

- Proxy(ZEA|): HTTPS AH{ 0] S1Z3}t7] sl =

"EE 740 Y=g ot

HEI AEZX|

NAS(Network-Attached Storage)?t €2 HEI ~EE[X| S —’575}}04 s MEotes FLUAZ AL
C

8% £ USL|Ct OHYE MKV(Matroska) It HAlo 2 XZEHE L|LC}

- Share(88) T2AE0NAM 38 0|22 HtL| L.

- Folder(B0): LiY2 XNEY CIHELZ S FEE YHJMUAL,

- Username(AFEXt 0| 8): 2Q15I2{ M ALEX 0|52 LHSIMAIL.
Password(I{| A9 E). 20152 H IHAKEE YAESIMUAIL.

Host(EAE). Q| IP FALI SAE 0|52 YHTLICH SAE 0|22 YESI= 42,
DNS A H 7} System > Network > IPv4 and IPv6(A| 28 > HIEL|3 > IPv4 U IPv6) Of2f
ol XI'HE O UK 2QISHMAIL.

- Port(ZE): SFTP MH{ 7} At83l= ZE HS S =Lt 7|22 22 Lt

- Folder(EL): Y2 MY CIMER|Q ZEE YHSIMA|L. CIAER|T} SFTP AH{0f 0[O
EMIR o™ MAS AZES U 2 F HA|X|7F EA|E L L,

- Username(A2X} 0| &) 201512{H AEXF 0|52 LHSIMUAL,

- Password(WAQE). 20152 H I|AEE AHSIMUAL.

- SSH host public key (MD5)(SSH 2 E Z 7l 7|(MD5)): ¥4 A E J71 7|(32xt2| 167

E

= EXtE)o X 22 L eL|Ct SFTP 22t0| 1 E = RSA, DSA, ECDSA % ED25519 A E
7| 82| SSH-2E AHE3tE= SFTP MHE X[ AR LICE E4 Al RSAZL M= k& EHo|H
ECDSA, ED25519 & DSAZt O HE WELCE SFTP MHO|AM ALE3t= SHHE MD5 &4
E 7| =sjof gLt

- UM oYU O] B AIE: AHFOZ MME AN Ot O|ECZ NS HAZ =St ™ MEdBhL|Ct
AZCE 20=51H oY 0| 50| Y= O|SOZ HHEL|ICH YR2ETL ZEHE HQ 245 np g
O] l&LCH JgfLt M| YA MUS A2 £ ASLICLH O|HHA oM sl= 0|2 7t
B 2E oo SHEX| & = ASLICH

+ Email(0] M| &

- Send email to(O|HIY M& Ci4h): O|HYS MEE O|H LY FAE LHTLICH FAE o2 7Y
sl H 2 EZ O|H Y FAS FESIMUAL.

- Send email from(O| M| Al HUj= Ao O|H Y FAE HTHLICE
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- Username(AM2 X} OI% oY MOl AHEXL 0|52 L TLICE O|H Y MHOIM 2Z2
TOHA| %= 42 0| HEE H|Y EL L}

- Password(nH* E) MY Mo HARQIEE AT L O|H Y MHOA QTS SF5HA|
%= 42 0| EEE HY UL

- Email server (SMTP)(0|“1|°E' MH(SMTP)): 0l £ &0 smtp.gmail.com, smtp.mail.yahoo.comt
Z2 SMTP AMH O|ES %‘Eﬁ.E.*LI Ct.

- Port(ZE): 0-65535 29| gtS AtE310] SMTP A|Ho| ZE HS & HTL|CE 7|27k
2 5879 L Ct.

- Encryption(¥Z3%}): ASoE AFRSIEH, SSL EEE TISE MEISIA AR

- Validate server certificate(MH QI Z A =tQl). A= 3tE ALRSH= 22 X2 IDE 2lst:
£ MEdgtLCt o] °._|’<A‘|'_ CARIZ 7| 2h0ll A XEX| M BSEAHLE et = Q&L L}
- POP authentication(POP ¢/ &): POP A‘|H1°| O|E2 2Ltz HUA 220 pop.gmail.com).
xF 71
O 1=
U2 o|i Y SSAt= O 2 E OO Yut 1o FAISE HENE =MSHHM ALEAIIL 80| 2 HE
omAg HAL B A2 MHst7| @id) 20 EHE AMSTLICH O|H Y M YA 2ot HMZ
2olsto] O|H Y A™HO| F7|AHLE o & Ol Y2 K= YOl YT AR

« TCP
- Host(Z22E): N\HO| IP AL SAE O|E

DNS M H 7} System > Network > IPv4 and

of XIZ 0] A=X| =I5t Al 2.

Port(Z E): HE] A0 A BEE BE BB E QeBiLCt,

Test(H| 2 E): *E”S' 2 HAESIHM SESYAIL.

o
FUXEI BE SUA AL HEE BT 2L
ST BAL SURIS AL B SYSHHQ. BAT O 2 SHXIS BHBY S Y
U AH: NS FTHOR AxjStH 2B
L

PN BAE E0M ZHOZ AEY = ASLICE S50 = 7400 it G2 o) oM MEo +88 2
> -

=& E2|HE MESI0 E5 #3522 E2|AHY 5 UAFUELL O S0 5 EEHE M8 XMZF &
a

MQTT

MQTT(Message Queuing Telemetry Transport):= AlZ 21E S (loT)E
IoT Eo2 Qo MAEQen 22 AE -‘-7+(small code footprln t)af
ot AFQIO) A AFSEILICE Axis & X Beofo| MQTT

2] A2 &l(vMS)0| Ot *lﬁﬁloﬂ HHESHA &8

;II

MQTT S2l0|HE
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&%| 91E{H 0] &

Connect(¥Z): MQTT E2t0|HEE HHLI &L|LC
Status(&EH): MQTT 22I0|HE Q| A SEHE EAILILCE
Bz7
Host(Z2AE): MQTT MHQS| S AE O|E EE& P
Protocol(ZREE). AIEY T2EEZ MEigL| L}
Port(ZE) ZE HT E ¢
18832 TCPE &t MQTTS| 7| 22t L Lt
88832 SSLE E%t MQTTY| 7|27t L|LCt.
802 Hl A3ME 3t QTT°| 7| 245 Lt
. 4432 9 A3 Hot2 E3 MQTTO| 7| 22tALIC}
=
=

Username(AH& X} 0| E):

Password(I{ A E): AtEXt O|E°| A EE HBLLC

r
Z

o A2 F& Lo

Ef = F ALR LI}

Keep alive interval(ZtZ |X|): 7t4 |X| 2 AtE3IH SE20|HE = 71 TCP/IP A7 =1HE
HE O O|& ArE2E = Qe A7| & AR = USLICH
Timeout(A ZH 23} AZ0| 2tz &|E= AlZH ZHA(Z) /Lt 7|22 60

2 E X ¥t
Connect message(H| Al X| HZ)
o]l MEE W HAIXIE BELX| & E X|FgL

HAX ME: HAIXE 2B AL 2783 K.

Topic(FH): 7|= HAIXIS] FHE e LICH

HO|2E: 7|2 HAIX2| LHES YHELICE

FXl: Of Topic(FH) 0 A S2t0|HE SEE FAISHHH HESUA 2.

QoS: {2l SEOf tist Qos AESS HEGLIL

opx|2f | HAIX|

ORX| 9 FALWT)E AFESHE SEf0|AET E27 0| AZE I Xt St o) RS
Ct. S2I0[AETL LIS O] A M B §dHo= AZO| BOX[H(THO| 2K 7| I
2717} LI E SEIO0|AUE0 HAX|S HEY - ASLICE O] LWT HA|X[= L HA[X] 2t
sdet fALISS Soff et EE

HAX] HE: HAXE 2L E M E 2
Use default(7| 2 2t At8): Atilo] 7| = HAIX| S ot B YL,
Topic(FH): 7|2 HAIX|e] =HE L=HeLICH

HO|2E: 7|= HA|IX[2 LHES YHE LT

33
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Client ID(22}0|1E ID): 22t0|AE IDE YHSIHA|R. S20|AE MEXt= S2H0|AET MB o HAS

Clean session(2 2 MM): A2 X AZ oK Al2| SE=S MOIFLIC) HESHE AZ S AZ HMAl &
=
=

A )
Reconnect automatically(XtS 22 M HH): HZ oiX| = S20|HET} XpS 22 CHA| AZ G OF St=X| 0O
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Include serial number in payload(H 0|20 L3 HS

gtobe B e gL}

+
WE

x

x'I'

-

A

[

o
aT

None(81
. Property(-‘-M
o Al(RF): HEf =
QoS: MQTT 2hatiof Cfsi

O

fXI: O] Topic(FH)0A SEIO|HE MEHE FXISt2H MESIMUAIR.
QoS: A S E0| CiTt QoS AZS HAGTL|CH
MQTT L&
Use default condition prefix(7| 2 = HF AL AFE): MQTT S2I0|AHE Bof| Fol= 7|2 = HFAE A
25t ™ MEIgL| T
Include condition name(Z7Z1 0| & Z&): MQTT FH M ZH2 HYSt= FHE Zsta{H MEITHL|C}
Include condition namespaces(ZZ WY AHO|A ZEh: MQTT FH O ONVIF FH| L YAHO|AE &
stote{ ™ MEfSHL C}

H H

—

g): MQTT T o2 =0 FX|of &

Ff2 2 I—I Ef
HAIXE 25 22

_=.=|—|
-

L

[

YEf = LT

MQTT 7+

(=]

=3as
2 21 sk

= F7t: M MQTT 58 Fotst2{H S E

C THESHE = MQTT FHE

S HFAME: = EHE MQTT

LTINS

FHol &

.
. &

QoS : MQTT

L|ct.

FALR FIbehL(C)

ALEE L E

AEF|X|

HEQ3A AEE X
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SOt =ot=0] ALK HES ot ® FLCE 27| &
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T oF -

HOob o

A @¢= O[T N

97 7/ M KM 3|
Sl&LICk

L

of 7|7} SX| &1 5220 A5

A

b
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e
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Fef O QI A
o

« Password(H{ 29| E): A
« SMB version(SMB HZH

HH, EX|

]|

—

o
o
o
(o]

.

HEYD 3R 5212 O o[y BT
Sx

DE MYO| | E
x| SD 7}

o
1=

ot
7|

SD 7t

Autoformat(XtE ZBH): A2
%I-

Unmount(0t2 E 8liH[): 22|50 SD 7t=E HHSHA M AHSHH AL,

Write protect(2 7| 2 X|):
XNE HER/A 3/

HEYI AE2|X| X

CH
FAL:
L
"
2
L

2HE AEZX|
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EH7||=|'| = OH“El?ﬂOlM% Wnd ws®Of| A| It A[AEIOf M A OF & Zd?:!'- Ef
. Encrypt(°"29_}) X EHE I:‘||0|E1§ A oot Lt
« Decrypt(@ =3} sl Hl): X E._ HIOIHE =3t Sl A2 L Ct
« Change password(H{ A9 E HZA): SD 7IEE =35t O 2ot HAYEE HAYSIHAIR

:SD 7
EF M8S 22ot0] Neigt =2 BB AL

AEQY ZE2OiY
HICR AER AF A58 HEL MYsIHH + = SEYLICL 3% 53t E= S5 7S ALY =3t
St= B 20| Chefsh Ao d-E A8 = ASF UL

ONVIF

ONVIF At8 Xt

ONVIF(Open Network Video Interface Forum)= %|& ALEA;, e &AM, A2 HE S MZA7F U ER S H|L|2
Jleg stt/tsds €4 28 = A dF= 2 2 QAHI|O|A HFELICE ONVIFE &8 M2 CHE #iH
HE el 4228y, od &4, HE 2 A ALHE O d¥HE =2 = AS LI

+

Username(Al8 Xt 0| &) 133 AFEXL 0|52 L L.

New password (A l'lll" E) At HAES AHSL|CH A== 1~64AF ZO|OOF LI EA}, =
A, FE, €8 712 S 24 7hseh ASCll EXHEE 32~126) 2 A0 AL S 5= ASLICH
H

Repeat password(H{ A9 E Bt5). LSt WAQEE ChA| LT L}

Role(H &):

o HE[XE 2E YO AXS| AMAGLCH BE|[X= CHE ALEALE F7LH YHOIE R HAY £
A& L
« 2YXL: O3S Moot 2E A0 M AT = JASLCH
- EE system(AMAE) HF
# =Tt

. IJ||:|01 AL X} H|C R AEZOf o M AT 5= JAELCH
[ ]
[ ]
* H¥go| &= Hmo= Ch30| ZatE L T

=
Delete user(AF& X} AH|): ALEXLE AKX SLICH FE AEXE AXE 5= & LICH

[

2 axis.com®| Axis WL Xt HRL|E|E &XSIMUAIL.

ONVIF AFEXIE M/ d3tH ONVIF S4 0| XIS 2 g3 LT & X|QFo| &= ONVIF SA10] A+ X} 0| &1 1j
Cf
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