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Optimize for storage(AE2|X| %|H3}): EXS {X|sIHA HE HOEE %Azt H ALICH ¥ 22}0]
AEO HAlE AEE0= XH37t ML X YSLCE Ol= VMSTE B-Z2 S X|/{st= 00T A
8% 4 Q&L|Ct. Optimize for storage(AE2|X| %|Hs})E 71 Dynamic GOP(SX DOP(group of

pictures)) = 7{ &l L|C}.

Dynamic FPS(SH& FPS)(=%

O 2 g30e o B2 O

Lower limit(s}st): &H 2 ME 7|Ht O A 2| 7 s Ab

QeiBtLCh fps7t 1 O6t2 Ho{™ & Q= M0 Aol gte ML o
=

& GOP(Dynamic Group-of-Pictures): ZtHO| &5 =0 W2}
st 2ot

oo

c

oo
>
mjn
Io

i
o
-
inl

=
s}

o
rlo
il
r

pper limit(&$h: % GOP Z0|, & & - =& Ato|o| #|Cf P-=g
A0 SEE[XA e =X O[0jX] =2 gLt

1=

Bitrate control(H|E g|0|E X Of)
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AXIS M11-E Series

2 QIE{H oA

e

. Average(®@): O Q@ 7|7t £0
wo= Ao oj0[x| EXS K= T
- A8 tst AEEK|, BE AlZH 9 HE HMAE HHS J|Ho= Cjy HE 3

-x
Al Aot

2 L
- Target bitrate(CH4 H|E ZO|E): R5l= E[Z HEYOIES YHTL|CH
- Retention time(EE A|Zh): =322 Eag o =5 XFEILT
- Storage(2EZ|X|): AEEZ0 AT = U= Old 2AEZXE HAIZLCH
- Maximum bitrate(%X|C| H|E Z|0|E):. HE Z|0|E Xot2 ddste{™H ZL|Ct
- Bitrate limit(H|E |0|E H|3t): HE 20|E X3tS A HE 2O0|EELCI O SH
YHSIYAL.
« Maximum(Z|C{): HEQI CHFES J|ZEC2 AERQ % AAHE HE HOEE MF
She{ T MENSEL T}
- Maximum(Z|C{): Z|C{ HIE O|EE YA gL|CL
+ Variable(tx): MOl 23 =F0f 2t HE 2f0|E7} HatX|-E o3 MEASHLICE O B2
g350= O Be fY=E0] et REE2 0N of EME AMSt= A0 E&ULCH

A

Mirror(0]|2{): O|O|X|E Otz ZL|LC}.

Audio(2C|2)

Include(Z8): H|C|2 AEROM QLCQE AMESt{H HL L}

Source(A2) @ D AEE QLR A~AE MEHTHL|CH

Stereo(AH|2| L) @ D UY erbje #8 ofL2l o|F O00[39] RE2E Eesta{® FHL L

2 H 2| o]

+

© QU OIE FototE S YL EEHE SR0AM 2ol fRES ML

« Text(HAE) dAZb 57| O|0|X|off SYE|D BE £, 53}

d , =31 9 AYAOA 2 S Y
EASIE B MEBLICH 198 HAES s & 9on 07 2HH +ERE
2 gm, Toe YOlE S8 A50R EAR & &L

- hhimm:ss4A|Zt AIZ)E EAISE7| SIs) AZH 27t sx8 Fotsteint B2
- Modifiers(:MX): HAE NXO| F757| lof SZ0| et +XAE MEsE 22

gLCh oE S0,

- Size(37]). ¥dt= =& I =

- Appearance(2 ). 278 H{ZO| SA BIAE((7|Z7HQ 20| BIAE Aup HYf Z M
EHSHL| O}
== .

- B : O|OJX[0f| A 2H{20] PIXE MEfStL|CE
* Image(0[O|X|): HIC| AEE Q0 &
=

—
Jjpeg E= svg A= ALEY = U

F.
O|O|X| & Y=ZESt2{ ™ Images(O|0|X])E EEeLIC). O|0X|E Y=ESHY| HO| CHZ3E M

St A O|¢|_| |:|.
= T Mg .' . "
- Scale with resolution(sjj & =
A7|E Xse2 ™ol H
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AXIS M11-E Series

l OlE{mjo|A

e

» Scene annotation(&H F : Q AE =
SHSI o 28 A S SASE GAS omao) BAS NG £F 2
QHY 0|7t BAL=E MEE = JAFLCH

- D yyyy-mm-ddE EA|SH7| QA W +=FA 2FE FIt5tE{H S L

- Modifiérs( w)
ULk OE =9,

- Size(37]): °J o}f

- Appearance(2 Q).
EHSHL| O},

- E] : O|O|X|O| M o] @IX|E MEASILICE. 0|7t XMZEE1 O X[ H
X EHE e WE FXEUCH

- Annotation between zoom levels (%)(Z 2| A}O|Of Z+FE HEA|(%)): @B 0|7} EA|E
CE S = e MESLC

- Annotatlon symbol(FM 7|3): ZIHE7F 8™ E = 2|2 O|LHOf UX| L2 L2 2
Hefol tidl BEAIE 7|2 & MEigL L

« Streaming indicator(AE2|YU = |7|) HIC|Q AE2 2o HHT ofL|HO]HS HA|SH
o MEfSHL|CE 0HL|D1|0|*1° AEo| 2Mo | Zoo|X| 92 R0k Hoe &
=g LtEFRLCH
- Appearance(22): OfL|HO|M AMatup Wi Mg MEADHL|CHO|: S ok HjZo| W7k
ofLioo| M (7|2 ).
- Size(37]): Hste 2E AA7|E MELCL

[m
.
ol
I
o

- G : O|OfX[0| M 22 0] XIS MEfetL|Ct

« Widget: Linegraph(¢|&l: MIegj=)  EXE ZH0| A|ZHO| M2t {E A HIRH =X £
Fe defZ XEE HAIGLCL
- Title(H8): SN0 MSS L
- Overlay modifier(2H|0] £=&X}): HO|H AAZ AIET QHD0] =H™AE MEiTHL|CH
MQTT 2HZ|0|E ddot 4% 52| & 20 AXISHA ELch

- D : O[O X|0f| A 2120 TIXIE
- Size(27]): 4 0le A7|E ME 6=,|_|q,
HEA|):

- Visible on all channels(Z | tH'—"Oﬂ A S MEISE R{EOAM T BEAIEEE St H &
Lot 2= 249 M0 BEARES OPE1E ZLIC}
- Update interval( B0 = 2r2)). Co|E| §H0|= 2212 Mgt
- Transparency(S B E). XA Q0|0 ST S AMSL|TH
0|2

- Background transparency(8i 122 E EHE): 2H7
- Points(®BE): HIO|E7} YOolES M dgi= M

- X axis

- Label(2]0] &) X=0 Cist HAE o532 YHTL|LCE

- Time window(A|ZF %) HIO|H A2tz 7|72 S| )
- Time unit(A|ZF SFSI): XZ0f CHSH AJZH THR(E @lEStuct.
- Y axis

- Label([0]8): YZ0| Cj3t HAE Foj2e YBL|CH

- Dynamic scale(8H H{E): O| 7|52 AT Hi=0| HIO|H o et Ars22 HSELICH
Ol 7Z|s2 1™ 1y Hig 7S &Y g = ASHLCL

- Min aIarm threshold (%] A& 22k 2l A|ZH) 3 Max alarm threshold(X|C{ 2t A Z}): O]
Us2 Jef=Zo =8 HEMS FII510] HO[H 0] HE AL HF HotX|= 8=
HA =g £ 9171I i & LI Ct
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2 QIE{H oA

e

- Widget: Meter(${%: Z%7|) @ L bR A2 ZHE HolH e ROFE oin) KE
£ HAIYLCH
- Title(HF): Mo M=S dHeLCh
- Overlay modifier(2 0] £=XX}): HO|E AAZ AT BT 0] =TX}
MQTT 2H 20| ddot 4% F52| & F20 AXISHA ELUch

i
>
:|1‘1=
Ql'

-

n

- G © O|O|X|0lM 2ufefo] X E MEHBILICE
- Size(37]). @Hole AJ|E MEAGLICH
- Visible on all channels(HA| xj'20j] EA]): &X

LICH ZE 24 M0 AR St &
- Update interval(QH|0|E 7tZ): CO|E RAGO|E ZtA
- Transparency(SHE) A QH0|o E¥EE MM
- Background transparency(12}2E £HE): 2HZ|0| Q
- Points(® &) HIO[E7t YHOEE mjf dej= Mo HZ F7t6t{™ FHLCL
- Y axis

- Label(20] &) YZ0f Cist HAE goj22 YHL|C]

- Dynamic scale(EX H|&): 0| 7|52 ™ H{E0| OO Ztof et Ats2= HEEL L
Ol 7| s€ 1H 17 Hig ¢S &Y dgd = ASLLCL

- Min alarm threshold(%|A F 2 A ZH) % Max alarm threshold(x|C{ &2t A A ZF): O]
s U Jzo =8 HxZMS FIHSHY HO|E 0| HF AL U HObX|
SR @ mER £ A sFU

H71 39
t w0 gas wasere 2w
) Y| AN AT A 27| FAS SFLUC

M S8 Y dAl XTHZE0IH Al OtA3)E dgst{® U
Privacy masks(§% Y ZA| XATH(Z2t0[HA| OrA3)): BE 57 FY FA| XHEH(ZEIO[HA| OpA3)0] M
42 BEGAL RE §F Y ZA NH(ZE0|HA| Or2F)E ST H2 2 AHSHEH SO

. Mask x(Ot23 x): OtA39| 0| F S H AL HEGS5t7 L SFHo 2 MAseH S & etL|C)

QLR

gx 4%

Input(Yd): 202 YHZ AL SLC 28 S BAZHO
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2l
| — |

QIE{H O] £

Allow stream extraction(AEZl F== &) @  AEE =8 B 85t8{H AL C

Input Type(23 28) @. 0lS SO, L= ofo|3 =& 2kel ol

H =

Power type(H 8l £3) @ CYgol o ™

[l

Ry
o
ogt
o
r>-
i
Ot
i2al
>
to

Apply changes('HZ AtgH HE) @ ; MEf AlStZ2 Mgk )

Echo cancellation(0f|2 X|#) @ D YEts

o

ofm
r=
o
=2

H2E Aot AL

Separate gain controls(2k |9l ZHEE) @ c CHE 28 RO o5 7/HEXe=z AHels =5t
W AL
Automatic gain control(X}'S #|Ql H|O) @ A2|o| Hstof et AQS SXOE XHSIHEH HAUAL.

Gain(A[Ql): £2}0|EE AtB3I0) Holg HAWL|CL DHo|3 ofo|28 2280l 847 EE S4H
SR LT,

Output(EE): =8 RIS BAIGLICH

Gain(A|Ql): £20|HE ArE3t0] Aels #EgL . Am|7 Oo|2& 28st]

ojo
B
N
R
rir
ojo
b
N

S K| & LI T

AEZ

Encoding( A ) Q2] A2 AEa|go) A8 olage MegL|Ch 2rQ o] AX s AL
oot QIRES MEE & Y&LCh 2r|2 o0 A AS AL AT Enable audio input(2L| 2
A HMd3hE S8

=2}

=318 THEsHHE - 2 FEEL

From(A| &) S AlE 0|20 =HE =312 BEAIZLICH
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g QE ol
Ongoing recordings(s3} Zdl =) XXM Fd ZQ BE =32 HA|EL L
o .
ZROM =35 AlEL L
ﬂ Mg Mg ZXE d=gY L
o N S
RN =35 SR LT
+=ZOZ FX|StHL} HKXE T =M Triggered recordings(EE|AH =317 S =2 & L|LCH
A& Z3l= =322 IXY WX ASEHUCH ZX7EAHM U0 FXE CHA| AIESHHE =317t
AL E Lot

m v

v A
=ot=0f et 2ot 84S BEASHAY sS4

Set export range(LHELLH7|

?l 8¥): st=9 &
2 AZHCHOlA RYBCLE, AlZH HOE AKX AIZHHE JEo= s
Encrypt(°*§§}) LEH 5ot=0f Ot AQES 2785t MEfgtL|ch WEW o2 HAe
glo] € = gladt
. sotES AMASHHE S

Export(LHELH7|): ==tz HH £=

4
ju
=
T
=
-
_|T|_

OH
=

Add app(¥ F7h: A %S Mx|gtLch
Find more apps(F7} 4 #7]): dX|g A O HSLCHL Axis ¥O| 7§ HO|X|Z O|SE L|C}

Allow unsigned apps(MHE|X] &2 W 3 L) @ MYHE| X &

2 A HXE 583t ALt
Allow root privileged apps(root H$t0| Y= A 5| 8) : root MOl A= WO ZX|of CHe ™
M #ots 5185t HLCh

ﬂ

> AXIS OS % ACAP o] Ot AHO|EE QISIMAIL

=1 L= =
ean]
SAl0 o2 S ZASHH RO ds50 S<LS OEH & ASLICH
¥ OlE Kol U= 22AKE AL WS AIESIALE SKIELICH
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° —
g QE ol
Open(E7|): Ho| 270 AMAtLCE AR 7t HE2 OWZ2AH 0| M0 et St Lch YF ofEe
Aoldol= Ed0| g&LC
.
¢ d¥"0 Xe= OFoe ChE 88 F otLt o|40| =atE £ AFUT

+ Open-source license(2E A A BIO|MIA). WA AIEE= QE AA ZIO|MAY Cist HE
2 =}
= =

. App log(¥ 21): ¢ O|#iE0| 2= BUch 21 XY Mu|A0 2old O 983L|Ch

+ Activate license with a key(7| 2 2l0|MA EM3}): Mo 2to|MAT7l st AL gMglsjof o
LICH ZX|7F QlE U0 1de = gles 4% 0 SHS ALESIHAIR.
2to|ll A 7| 7F QITH® axis.com/products/analytics2 O|SgfL|Ct. 2t0[dA 7|5 W45t2{® 2to|4d
A TFCQ Axis ME 3 B I} QS| C)

» Activate license automatically(2l0| A S XISz &M} Mo Zfo|MdMAT st 2L &
AotsfoF SrL|CE X7t QU0 AAY = Us R 0 SHE ABSHHAIR. Zo|HAE
ghdotste ™ 2tojda AT et )

« Deactivate the license(Z}0| M A H|ZMF}): O|E S0 HEE Zto|dA0A HA ElO|MIAZE H
dote 2%, 2to|MA S Hjgd%tstol CHE 2lo|MAzZ WAL T 2tojMAE H|Ed3tst
o X ME M AHELCH

+ Settings(dd): Of7fH+=5 FHSLICH

+ Delete(2H]): XM HS Xz MHSIYAR HX 2tO|HMAE HZEHS6HK| &2
W gy HE=ZE |fXEUCH

A AE

AlZE 3 RIX|

ELREUNES

AZE @A 2 & B2tXMo of 4o wat ohELC
gl

Kol |t AlZHS NTP ME et F7|5tstE 20

O
>
-
In}

Synchronization(S7|3}): & KXo E&t S AlZt 7|3 M2

+ Automatic date and time (manual NTS KE servers)(X} &
DHCP MHO| HZE HQH NTP 7| 4F MHQ =7|3tst

- $=5 NTS KE AH: SlL} E= = 749 NTP AH Q| I

£ ME83l= 42 HXle F MHo| YHE WES

« Automatic date and time (NTP server using DHCP)(X}-&

MH)): DHCP MH{0] SIZiEl NTP Mefol £7|8fefL]Ct,
-7 OhM NTP MBS} = = Jjo] Tyl Mol T

P
» Automatic date and time (manual NTP server)(X}& Y&

NTP MH QI S7|3l8t4 A 2.
- £5 NTP MH: 3L} = = 7|9
ArgStE 8% EXl= & MO
« Custom date and time(At X}t 9|
from system(A|AHRIO|N 7IX 7)) 2
Y2 o X b S L L
Time zone(A|ZICH): AtE S A|ZIHE
oz xygULt

A

EH
—

« DHCP: DHCP A{H{O| A|ZICHE XHEHSHL|CY.
of AZ=/0f A0 BFLIC}

« Manual(£=T): EECI2 SE0A A|ZUE MEHT

o

AL2EME RE 53, 20 81 A|2H 2F

o

0z
>
N
o
I
o)
O
Rl
£
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2 QIE{H oA

e

HEL3A
IPv4

Assign IPv4 automatically(IPv4 X} &) HEQ3A 2 7} | I
o MefgrLct R 22l HESR IO s Xt& IP(DHCP)E A& L Tt

IP address(IP £4): EX|o| 123} P TAZ S
2 HEZA oM FERYE SHE = USFLICH S22 WX 5t
of HEXA XA Z2st= 40| E&LICH

Subnet mask(AM Bl OfAT): AMEU OIAZE
gL Ch LAN Q29| B E FAE EBIRHE St

Router(Z}2E{): CtE HESI A HESRI MIAHUEO AZE FXE HZSt= O MEEE 7|2 2H2H
(AolEQonel IP =25 YHELICH

Fallback to static IP address if DHCP isn't available(DHCPE A
). DHCPS AL8% % gl1 IP F4 8 X502 ¥ + gle

7tsta{™ MENSELICY.

2o
DHCPE A8 4 g1 BA7 1% F4 (N2 A8SE 29, 18 FoE NEtE ¥z 2
MEIL|C}
o d .

IPv6

Assign IPv6 automatically(IPv6é XIS &tTl): IPv62 710 HEQZA Et2HII ZX IP FTAE Xt
o2 SR St MEASL|C]

oln

SAE O|ES XS &Y HESYI 2H7L X0 22E 0|F2 P F2E NS SR
£ ot dEghLct

M 20N 2

DNS AMH

02!
>
2
>
ofn
10

Assign DNS automatically(DNA XI5 &%t): DHCP M7t AM =09l 5 DNS MH FAE
2 2I5HA St MEdStL T CHRE2| WEYAO s XS DNS(DHCP)E HE :

Search domains(=H|Ql ZAM): MK A2 =
Hel F7hHe S5t X7t MEds 2AE

DNS servers(DNS A{H{): Add DNS server(DNS MH F71H)E
Of MH= HE/INM ZAE OIS IP o2 H

HTTP % HTTPS

HTTPSL AL XFO| T|O[X| 9K U 2 AfH]

S
Ol HTTPSZ AF2&}2{® HTTPS QIS MZ A X|8{0f &L|Cl System > Security(A|AEl > HOHZ 0

XI-X|
oto] 2SME dg5tn EX gL

(=}
=
[=)
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2l
| — |

QIE{H O] £

Allow access through(H|A | 8): ALEXt7} HTTP, HTTPS L= HTTP and HTTPS(HTTP ! HTTPS) =2
EZ = OHE S8l ZXof HAS=5 LK e
gl
HTTPSE S 223t & HOIXE E= 2% 59| HOXE Mg a¥g I 450 XMotE =
OIA ||:|-
HTTP port(HTTP ZE): A2& HTTP ZEZ QaidtL|cl Ai|s ZE 80 EL 1024-65535 # 9o @
S mE SigRLUL. Helxe 2108 A9 11023 Helol EEE Y2y 2 AHLL 0 Be9
ZEE A25IH Z7F BEAlE L CH
HTTPS port(HTTPS Z=): A@Y HTTPS ZES oIMBLICh BN EE 443 S 1024-65535 W
of BE EEE H8ULILL HaAXZE 200G F2 11023 Yelol EEE YHT H& AUk
Of #®le| ZEE AESHH Za7t BAIEL L
Certificate(YZ M): TX|0]| HTTPSE &3}t ASME MESIHYAIR.

HEY3 HM Z2ES

Bonjour®: L{|EQA0AN AE AMS 3|23t H 0| SN

Bonjour name(Bonjour 0| §): W EQZ0 EAIZ O0|E2 YEHYLICL 7|2 0|2 HA 0|52 MAC
F=AQL|CH
T o o .

UPnP®: L{EQI0IA AHE ZAMS 3|83ta{H 0] 8MS ZL|C}.

UPnP name(UPnP O|E): L|EQ 30| TA|E O|2S QBtL|CL 7|2 0|22 A 0|21 MAC

=
WS-Discovery(WS-ZA): {EQT0|A XHE ZMS 824240 o] M AL O

One-Click Cloud Connection

One-click cloud connection(O3C)3t O3C MH|A = Of= (X0 ML} 2t0|E 5l =3t &l H|C|Q0| &2 otF s

Ol Ll ANHAE XSTHL I:f 0| AH|A0| CHst REM|SE LHE S axis.com/end-to-end- so/uz‘/ons/hosted -servicess
A RSAAQ

Allow 03C(03C 3| 8):

X

. One cllck(% g): 7|2 S8 YL QAEUS S 03C MH|A0| AASHHE FX 2| KO HE
= 24 FEUL. HO HES FE 2 24A1Zt O|L{0f O3C MH|A0| FXE SF3H0F oL
O} J%X| Qo TX|7 O3C AH[AON 9 SHEL|C SHE S2LH Always(& &)
7t 2gsten X 7F O3C MH|A0 AZE K 7K FLICE

+ Always(g4): X7t QEUE S3l O3C AMH|A0 oot AES X[EHHO=2 A|zghL(Cy. &
XE SEotH 03C Mu[20f AZE ® FAELULCL FX 2l Mol HEO X Ee 8% 0
=483 A8 Lt

* No(OtL|2): O3C MH|AZ H|Z-gatelL|C.

Proxy settings(Z5A| €7%): Zact 22 ZEA 285 Y50 ZEA| Mo AZSLIC

Host(SAE) ZEA| MHO F=AZ QaistL|c}.
Port(ZE). HMA0| ABE= ZE HDE YUSIMAIL.

=
Login(2921) X Password(l 29 E): Rt 22 ZEA| MHO| CHot AtEA 0| ! AREE
Q1 34stL| I}

H g

o
« Basic(7|&2): 0| gtHe HTTPO

Chall 7t =etgo| Fofth 215 HAYLIC) Foobe|X| @2 At
23 0|21 HAQEE NHZ Hae1s| (2o Digest(C}O| A E) 8 & C} OHF 81A| D=
* Digest(CIO|HAE): O] HEH2 &Y HEJIE Soff Y=stel WAAES TESH7| WEO

o ObFBHL|Cf.
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2 QIE{H oA

e

* Auto(XtE): O S S ALSStH X|JE= WO w2t X 7t
¢4 =%|= Digest(CIO|HAE) &, Basic(7| &) U +=2L|Ct
Owner authentication key (OAK) (2| X} 215 7|(OAK)): 23X o1&
o

71)E EESHUAIR. O|A2 X7} A O[L} ZEA|GLO| fLCt.

SNMP

SNMP(Simple Network Management Protocol)& O|235l0 HEQI XS 4oz g £+ ASL|C

SNMP: At2% SNMP HM S MEiSHL|CL.

+ vl and v2c(vl % v2c):

- Read community(27] HELIE]): XY= BE SNMP 2o Cfs) of7| Hg H3to| o
= HELE 0|22 YLIC, 7|EgtS public(Z7) Y LICH

- Write community(27] #
o Jh= HFRLUIE| O|]&2
- Activate traps(E& Zd3}):

|ED): AE[= 2E SNMP X0 Ch3) 97| £ 27| M
SLICHEIZ| g 2 Mol 7|232 write(7])L]Ck
1S gHdelaE AU FAE EUS gt

94
-
Im

|Il'|-|
0x

ZQstojHls o AR HZ0| [j3 AKS Ba| AAH0 =LITE g OlE|H 0| A0
A SNMP vl 9l v2cof| Cist EfEs M™MT = JASL|CH SNMP v3O 2 BHZAHSI7{LE SNMP
S N9 EO| ts2=2 AYLLE. SNMP v3E ALE3t= 49 SNMP v3 22| OfE2|7
olMs Sl ERs 28 & UASLCh
- Trap address(ERY FA): 2| MBI IP FA EE TAE 0|E2 YHSIMAIR
[E]): EX|7F 22| A|LH0 E- HAXE 22 I AEY

- Trap community(E3 FHRL|
HRUES QgL

- Traps(E®):

- Cold start(2E HEl): AX|7t A|ZE I EHW HAIXZS 2HL|CH

- Warm start(3 £%): SNMP 4H 2 AT I EB HAIXE EHL L

- Link up(d3 ¢): 237 CtROM PoE HPGE F2 EY HAIXE EHLCH
- Authentication failed(21Z AlLj): Q15 A7} HIjSIH EgH HA|X|S 2HL|CH

A1
[ AN
SNMP vl Sl v2c ERS AW B= Axis HIL|Q MIB EO| 2t L Lt XMt &2

AXIS OS Portal> SNMPE & XM Q.

© V3 SNMP V3£ orst Ol O 958 HBohs WO} O HTHY :
WA ST} HTTPSS £8) ME 502 HITPSE LNSISHE 20| SSLICH £8t Aio| ik &
N k

I
o
wm
Z
Z
mvl
<

w
o
>
oo
o

- O
A7 2S5t K| %42 SNMP vl U v2c EZHY| WM ASH= ZHS HX|SL|ICE. SNMP v3E Al83%I=
F2 SNMP v3 o] ofZ2|Ao|Me Sof ERS AFT £ UL
- Password for the account “initial”('xX7|" Ao IJA L E): O|E0| 'initial'?l AHH
SNMP TjAQICE QESIL|Ch HTTPSE BASISIX| §1E HAYCE MBS & 9Ix|at
HYSIK| FELCH SNMP v3 THAQIE = of HA FdS o= QL1 HTTPSIF gstel d2
Ot 24835t A0l E5LICHL IjAQES HHSIH IjAQE EHEYL O Oy EAILX| &
SUCHL HAYJEES OfA| 25t H FXE 3% 7|2 8oz MAFEsoF gLt
HZAE S| E
Ad A AZAE FE0|HE =5 BEAIZLLC
View details(§ 5 Alg ©7]): GIZE S20|QlE 222 81 YEO|EYLCH 220 2t A1Zo| P Fa,

=t
a]
)
S~
H
HU
>
[>
N
Hl
>
.l
-
o il

DTZEE ZE, ME

ot

HL

re

=2
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. _
o QlE{H o] &
ASME YET0M BXE B3t O ABELICH 0 FXE £ JHX fEel A5ME R

« Client/server certificates(22l0|HE/MH Q= M)
SE0|AHE/MH QBN = TX|Q IDE HBSHH XA MY ==
o = ASLULCL XM MB ASME HotEl 22 E M3sHH CA Ha
DX A &= UELICH
A

CA QISME ALE3St0]l mof ASME QST LCE OE S0, ZX|7} IEEE 8021XE E3k[&
HEQ IO HdE 2 25 MHQ IDE ASgL L X0 o 7He AP HX|E CA
IS MIF A&
XN gA2 O3 250t
. oI=M HAl: PEM, .CER .PFX
« 7ROl 7| HWAl: PKCS#1 9 PKCS#12
T8 A

HXE S =9 Al 72Uz METYSH 2 ASM7E AFME UL APE 2XE CA 2SN
7t BHAl EXE 4T

+

Add certificate(@IZ M F7}): IS ME FI7tste{H FElBHL| L}

v
- More(37}) L XML MEjs X7} @

2l .
» Secure keystore(H Ot 7| X ZEA): JHQl 7|5 QM A A ZEStE{H Secure element(HQt @4) =
+ Trusted Platform Module 2.02 ME{StL|Ct MEHS HOF 7| HEA0 Ciet AHMT HES &
2™ help.axis.com/en-us/axis-os#cryptographic-supports T ZSIAA L.
« Key type(7| §8). QS ME 253 H CECIR S20|AM 7
g Y23 ¢ugFS MHLCL

r
o2
ot
ot
ne
N
o
P!
o
s
in}

+ Delete certificate(2IS A AMH|): OIS ME AMHSHAUAR
» Create certificate signing request(QSA MY X MM): C|X|E ID ASME AHSII| Q8 S
E 780 B4 293 M 2F8 4Lt

Secure keystore(HQt 7| X EtA)

+ Secure element(H 9t @ A)(CC EAL6+): HOF 7| XMZE A0 EO QAE AI23}2{H MEASHL|C}.
« Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 gt 2): | & E
2 AH85ta{™ MEdgL|C}

HL
e
u

IEEE 802.1x 3! IEEE 802.1AE MACsec

EEE 8021x= 941 9 2 YEYI UKo Wt AI5S HBsHE TE 7|8 YEYT S0l HoE
IEEE = Q!L|C}. IEEE 802.1x= EAP(Extensible Authentication Protocol)& 7|&9 Z ghL|LC}.

IEEE 802.1XE H3 &= HESIO AMASHHE HEYA FXIt IHEH2ZE ASE| 00 gL ASFS2
Ols MHOAM $axH, et o2 RADIUS ME(0f|: FreeRADIUS 3! Microsoft Internet Authentication

oI5 A

CA 915K 90| TASHD MH UFN REA HATH HZHBED YRS AAE YEATO BAYY
of XA 1SS A=ttt

ASHE ABY I Ads 23 Al 77| X A5 NHE EAPTIS(EEY 7hs 915 Z2ES - ME A5 29
£ Mgcto] CIXIE ASAHE ANHoR eIFsL

IR UZME SO HIEE WEAIO YHAY & UEE ST HYE BH0AE ASME ¥
X|ofl A xsfof gLict.
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2 Qe oA
Authentication method(QI= HlHH): OI=0f AI2X|= EAP S S MEHSHL|CT 7|2 A M2 EAP-TLSQ!
L|Ct. EAP-PEAP/MSCHAPv27| Of OFFM3t M QIL|Ct
Client Certificate(2210|HE Q1= A): IEEE 802.1x2 AF2% Z}0|ME QIS ME MEHSIAA|Q. OIS AH
= AEME ARSI 22fo|gEQ| IDE QL]
CA Certificate(CA Q13 M): CA QIZSME MEHSIO] 215 MHO| IDE &QIgtLCt QIZSME MEHSHK| ©F
O Xz HAZE HESRZ A0l XN A5S Al=gLCt
EAP identity(EAP ID): 22}0|QIE QIS AQ} ITEl AFR A} DS QASHAA|Q
EAPOL version(EAPOL H{H): | EQ|3 AQX|0|A AFRE|= EAPOL H{AMS MESHL|C}
Use IEEE 802.1x(IEEE 802.1x AtR): IEEE 802.1x T2 EZS AL83}2{H MEHsIL|C}
IEEE 802.1AE MACsec
IEEE 8021AF MACsec2 O|C|0f A~ S Z2ES2 93 HAZY HOIE 7|2y X REYS Holsts
IEEEQ| MAC(D|C|of N~ HEE) mof EFelL|ct
OIF WHOZ EAP-TISS AISSH: Z20| hof Of MYES ALBE 4 YsLiCh
L=
« &% CAK / EAP-TLS: 7|2 27 4. B AHEO| O|RX|H FX|= HEHIANAM MACsec
= =elghL|ct
« BH CAK / PSK(MH 37 7)) HESA0 @52 H 7| 0|1 gf HHS MEigL|Ct
Ol= UM Oz EAP-PEAP/MSCHAPV2E AL23lC Zo0| sHe) 0] AHS AIRS 4 A& L|LH
+ Password(if A9 E): SiT ALEX} IDO| IfAQIES LTt
+ Peap version(Peap H{H): HEYI AKX 0N AEE|= Peap HH S MEIGHL|CE
« Label(3|0]8): SC|0|YME EAP USSIE AIRSIE{H 12 MENSIT, S2I0|HE PEAP 255}t
£ AM83t2H 258 MEISILICL Peap BT 12 A835t= 2% UERI 29X|7F AH83t= 2
Olg& MEiL|CE
Prevent brute-force attacks(F Xl CHQ A Hix])
Blocking(X[Et 5): DX Cfg S22 XErol2{Y HUAQ. PAE (Y 3242 AY %28 Sof 21
Ol 95 E= 23 7|2 FEHTL L
Blocking period(X}Th 7|2h): FXE Y 5248 Atohe AlZHX)E LTt
Blocking conditions(X}Th £Z). S&0| ALV Mo 3 8E|= XY QF Hif =5 YHL|CE HO[X|
FEN X =F ZR0M 3L I = 4L = USHLCH
Wty

Activate(Z’d2l): E=2 AL8%t0 Yat¥g AU
Default Policy(7| 2 EX): 2ateo| 7|2 EfE Allow(5]8) = Deny(HF) SO0|A MEHSIL|CE

Address(Z=4A): X0 ChSH HMAT} S AHL HEE P HSZ Qaisti|ct. IPv4/IPv6 E= CIDR
g2 A8 4+ AsUn

Protocol(ZER2EEZE): 20| et T2EZ2E MEHSHL|C}.
Port(ZE): 17} 65535 AFO|O] ZE WHE QaA3BIAARQ.
Policy(®d#): 0| £2 Allow(3|&) = Deny(HF)E MEiSL|CE

Pending rules(2F FQ &) Ot% =QIsHA| 42 S0 S QHF LT

=
x|
Confirm rules(E #9l): MEist 22 BMs3}2{ B 22U,
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o QUE{H oA

Active rules(§ /d3}): o1 FX|ofjM dd Sl E0f Tf

=24 3¢ o QH 7 YL L

AL Xt 9| Signed Firmware 213 A

X0l Axise| HIAE HIO| E= 7|E} AFRXP XI’S HROE AX[5t2{H AtE X} x| Signed Firmware QI
Z M7t ZadtL|Ct OI"M'— HY0j7f &KX AKX Axis BEO| ofsf SO Q=X SOIEtLICt HeYoj=
dg7ot 334 tﬂzﬂ DE *'%EIE =3 j“*IOME‘* MY = AHLCE AxisBHO] ALEXF F2| Signed

A28z, AxisBt siE ASME 2

0x
ot

« Delete certificate(QAS A AMH|): QASME ALKSIAA| 2.

Accounts(#A|H)
A

+

W SEeLth x|ty 100742 A S F7tE = USLICh

e = T M
Account(|®): 19 AH 0|28 YALct

New password(M| T{ARE): 7 Fo Y etLch. A== 1~64K ZO[O{Of SHLICH 22Xt =
i TEE 2R 7= % ol4f J}S et ASCI 2XHZL
A0

£ 32-126)0F AGSof A RE 4 ASLCH
Repeat password(Ij 29| E §H2). St HAYCSE ChA| QaLch

Privileges(#H ¢}):

« Administrator(2t2|X}): 2= AHO| 2kFE| A MATHL| L.
E 9 AAY $ YIS
. Operator(-.v_-oxf) S Mest 25 20 AMag = U
- B E System(A|2H) AH.

- o =7},

. v-ewer(won o e ma asiol glsuc

Abrstof o¢

o S

Update account(#l EIOIE) % 42 HYLIC

Delete account(#|@ AtH|): AHY2 AN TLICL root AE2 ANE = &LICH

Anonymous access(2/ & A A)

Allow anonymous viewing(2|® 7| 3/8): AMo= 20k ¥nE L7t H0j2 HX| 0| A4
At & Qb= ML

Allow anonymous PTZ operating(2H9o| PTZ %F 5| 8) @ . Qo AFRX}7F O|O|X|Of CHS ™, EE
A EFS S 5 UARE SHHE HLCL
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2l

Uy
™ TR B H m._
LH = 1r - KO —
0 *ouLu._ I o Kr N 0 )
mr T LT o Hogjo & ol "o =
I s =K s = L
oo J o K& o Ju® -
=3 1o - — o
B o™ T BRim s Y T
10 —~— o U L_L B _._.__|P
— an o _ M K1 Kir I X0 e o
S £ O Dy ko - = A B
= —UJ KO
= < K K1 w Ao o 5l = U Y
= Kozo  =rm™ 3 = S ]
N Sk TR RS 2D H THr owl i .
=) = S ur <H > = or wF  HErof
r DL ST 2 da BoTx
“r - o © i < . A 1<
or MM x._W m_mm_u._ = b C 101 =g LA
" o) @z KRE @ - 3 L3 Ndzw
o pwo D Mag oo F ) ol e
] © =5 E 30 1 = ur o3 T3 UI_ a1
» i i 713 °- ofl = =T 1% TN
ot sol BSOS F v < 5 L S B
ol =. < Ko S5 O - - ar&  olErs
%O o o o0% | m 2 o ol I
™ olfl gjo o ori K] ] KO r € ol TO
ol o=y - 5 7 1l o © mu
e LI B | &l gr ! o of M ER
S - r o3
Kd 5ok G WoKrion = ol iy al S& U of oo
Sx Ry ¥ oTm AW i i adgEs
A4 o < — ol o ~ ROTT el wl At or=
o7 = T M 3 £ K o - © T Uy &l
LH —_ o LH o_.__._ T 1 ~ _k — ol —
ry - . -0 10T K el = KO r — ._2rog_u_._=._._ _._._
o 1 B L SO~ o HE KF g2 lul
n o3 5 - mOT Tm W _i eI == =] i - LT
w -4 4d Wz T —u + K| Al H 3 i Touan
<+ w1 Ww__© Z® o oI (2 " B { K 4z 1100035 |
© N 0 w1 \rﬁﬁo Mw._o T 51 ..w_._ul ~ o o__.=|_/r 5% O Kk A mMH.AI%F._O_E_._._._
o ES w TO— —_ —_ al
- ﬁm <0 ar m._.o|_o_n M._HQ KD < Kk o ol K ) A =€ Lu.x__MmE\.).
= 3 N =L - T E s - TS
Hio < e oy S & = zic F = g sHIMSS
— mhu o B ok - 5 o O |1 | ™ <1 _ ofl N Al Ta ._.ouAIIEm.._
K ol o u_|-_H_A._| ~ o_E._O MJE_._.__DI o K+ o_E._ImuI |7_I_._E <0 K oI ||.A|LI_A| mIO_L_AI
= i = — _._L7| _.A._ﬂ.x._ o, ~ = K — = o 7_AP_n_.;mq_o
T = 5 mily X gD g R 31K o <o ~pr, 9%
oF % Koo, ToE ST oK K KK olgy W s uzS T
— 3 ol o T W % ofdl 5 1 =10 K = O JIToL ST
N i = et WwoRN 8y S s =un T= K o z wa i £
5T o v §6~ pon —ZwmX § 2 =N >+ < E & MZoyT= s
._HOI L 2 3 = _A_l_/ _“_.__u ,,_.m.u nuHU_/H .0 5 q._l.l - A_l ) Mu.l_ - =0 \I(ex,_._n
B R S o ety LmR Zmil 3 2 Mo K= 3 K = 2 9t3'g
<R =¥ Zgz Ep B s wl gg ol T oo Tor&R 2535
] a o . SO MOI™ FI s Y = = g Lo >
w3z @ Em MR §TIE 0 o &R ML I
S = 2 5 2wz 53R O Tueu .4 T TN o= N = g o
g S o, 2 n b = T =k = = T omn o -
° g QFW Exy ETHOS L < 2 _B o T - ®
= oT .
- oluly + £ Son .m Kz oo ™ 5 + m% 3 EH_W “ g%
Il il _— v - > =] - Al ~
hicH %o Z =SWol oS SWHL 5 MW i L + E &
{+ o7 w0 z 2
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l OlE{mjo|A

e

Series

A

Password(if AQ|E). E0I5I{H IARAEES YHSYAIL

Use temporary file name(YA| Dt O|& AtE): XIS = MHE AA| 0t O|ECZ L}
AS Y= ESt™ MENDILICH YPEEE 2tE2stH ot 0|E0| o= 0|ECE HHEL|Ct
HQECIt SEtE 29 &=4E Dol RSLCEL 8Lt M5 A DS P2 = UA&Y
Ct. O|Z7 ™ R3dt= O|&2 717 EE 0| SHEX & = USL|CH

Use passive FTP(=& FTP Al8): TAHQ 20 ME2 T3 CHA FTP MHO
ol 42 E=5 FTLCH X 7L 4 Mo Chst FTP Ao % GOjojE HZA
2 BF HIHOE AZETLICE Ol YEIEOZE ZFX|Qt CHe FTP MH AtO|Of &
ItHO| U= F20| EagL

http://192.168.254.10/cgi-bin/notify.cgi & L| C}.

Username(A} X} 0| ) 2 10I312{ 0 AIRX} 0|22 UBSIAAIQ.
Password(Ij AQ|E). 2058 H TIAQJEE QSHAA|
Proxy(Z&A|): HTTP MEO| AZDBL7| {3 ZFA|
dEE A0 ggyo

URL HTTPS ME{O| CHSH Y EYT FA9 @82 M2l A3YES UYL 02 S
M https://192.168.254.10/cgi-bin/notify.cgi ! L| C}.

Validate server certificate(A|H QS M =0l). 0| MXAE MEHSI HTTPS MH It MM
ot AISME MEHSEL|C
Username(AH&X} O|F): =QI5t2{H At = 949
Password(Ij AQ|E). 20052 H IAQEES QUEGIAA .
Proxy(ZEA|): HTTPS MHO| AZAGI7| sl =

YEE A gLt

ol
Pl
o
oju

o

o

o
Ot
=
>
to

+ Network storage(H|E{3 AEE|X|)
NAS(Network-Attached Storage)?} Z2 L E

2=

T AFLICH T2 MKV(Matroska) I
Host(SAE): 4 EQA AEZ|XQ IP
Share(38) TAEONM 38 0|22

IPv6) Of2fof X|FE|0 A=X| ISHHA2.

Port(£E): SFTP MH 7} AIRSl= E B2 QUSHL|CE 7|24 229 L}
L CjeER|o ARE 9

Folder(ZC): Mg XNEe
O EXSHA| o™, oS
Username(AIE2 X} 0|E): 2
Password(Zj A 2| E). 2105t H .
SSH SAE 27 7] SA(MD5): 24 s AE ZJ| 7|32A2] 16X EXE)o] X2 ¢
2oLt SFTP Z2}0|AHE = RSA, DSA, ECDSA % ED25519 S AE 7| Q49| SSH-2E A+
28l= SFTP MHE XL CE. §AF A] RSA7} M &= g 0|0 ECDSA, ED25519 &
DSAZl 1 £ WELCH SFTP MBO|M AE3t= SHE MD5 R AE F|& QYEolof
SHL|CE Axis ZX|= MD5 2 SHA-256 SjA| 7|2 E5 XX 2t MDSELCH Zast &
tZ 2ol SHA-2565 At&3tE= 0| EELICH Axis X2 SFTP MHE F45t= &
Holl CHEt XEMDE LHE 2 AXIS OS ZES FISHYAIL.
SSH SAE Z7 7| S (SHA256). A S AE JZJ| 7|(43Xt2| Base6d4 O3 L ZEXIH)9|
XNE2S HBHLCE SFTP 22}0|HE= RSA, DSA, ECDSA I ED25519 T AE 7| §H9|
SSH-2E At&3tE= SFTP MHE X T LICH @4 Al RSATF Mz E|= 0|0 ECDSA,
ED25519 S DSAZ} 1 % £ [WEL|Ct. SFTP AMHO|AM AF23t= 2HIE MD5 SAE 7|2
YH|oF TL|CE Axis XK= MD5 & SHA-256 s{{A| 7|§ 25 X|@SHX|ZH MDSELCH ZH
ot HotZ 2|8 SHA-2568 A&3t= 0| EELICHL Axis ZA[E SFTP MHE F+45t= &
HO|l Ot RAEMSE L2 AXIS OS ZES FNSHAA2.
Use temporary file name(YA| I} 0|2 AlE): X502 MMHE QA OIY O0|ECZ I
UdS Y=ot MERDILICH YPEREE 2tEstH oY 0|F0| C
A= I =ot I
|

al

e

EI_| 701 ! —_ —
St {stE O|§E2 71T Z& Lteo| SHEX € + UASHLh

i
=l
o
op
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2 Qe oA
« SIP or VMS(SIP EE= VMS) @
SIP: SIP M3}=2 Za{® MESHLC}
VMS: VMS H3t2 Za{d MENstL|Ct.
- From SIP account(Z X} SIP AH). 220 A ME#SHL|LCE.
- To SIP address(=#4IX} SIP F4): SIP "_/.\_% sk O}
- Test(HAE) &3 4730 XFEOP‘—XI HAESHH S}
- oMY
- Send email to(0|UIY M [h4): 0N AL W& O/HY Fo5 YABLICL FAE
o] 7§ USIHEH 2HEZE O|HY FLAE FESIMA 2.
- Send email from(O|{Y ). Hij= MHQ o|HY FAE AL CH
- Username(Al8X} O|8): O MHO| ALEX O|5S YHTLICH O|H Y MHOIAM 2SS
QFSIK| o AP O] WEZ HY ULt
- Password(iﬂ*°4'=) oY Mo HAQES gLt oHY MHOM 2152 2F
stRl @ A2 0 WES b|9l UL
- Email server (SMTP)(O|H| ¥ A{H{(SMTP)): 0| & =0 smtp.gmail.com, smtp.mail.yahoo.com
o 22 SMTP MH O|E& YHetL|Ch
- Port(EE):. 0-65535 #2[0| 242 AFBBI0| SMTP Mo ZE w2 Qaigtict. 7|
242 587 YL
- Encryption(%z3}): 2535 f 6}E1E, SSL EE= TISE MEISIAAIQ
- Validate server certificate(A{H{ Q1S M =Ql): °|'29_|-E ANESIE 42 X o IDE =0lst
£8 MBI, of SISAL cAlS 7|20 M AH MBS wes 5 Sy
- POP authentication(POP QIZ): P ANH O|2E2 UHsIE{H FHMAI2(0: pop.gmail.com).
Pl
AR O|H Y SEAt= OfE O|H Y O FASE HERE FASHHM ALZXIZL 20| 2
HE otdg 2AL BEe= WS Hotstr| 25| ECL* ZHE AL OlnY MaeX el &
ot HHME =QI5t0] oMY AEO| F7|ZLE o4 O|lnYE sX = O] YEFE StHA .
. TCP
- Host(8AE): Au{o| P Rl SAE 0122 YAYLICH SAE 0|22 YA E 2
DNS A{H{ 7} System > Network > IPv4 and IPV6(A|AEl > HESL3 > IPv4 Y
1PV6) OF20 K|S &0 QU=X| SHOISIAIAD.
- Port(XE). MH HNAO| AMEEE= XZE HZE YO
Test(H|AE) MAES HAESIZH S2/5MA Q.
.
¢ A" ¥ HFoe ChS0l ZehE Lo
View recipient(=4lX} B7]|): ZE A ME YEE 2e{H FEgLct
Copy recipient(£ At ZAp): £AXE ZARSIE{ T S2ASIM Q. ZAIE O 2 SAXIE HAS 2 ABLC
Delete recipient(=4lX} &tH[): =MXE LMo 2 AFSHAE S 2L C
o

Add schedule(27d F71): 2 == EAE YY1 H SEUAIR.

T& EE|HE MBI E5 322 E2IAHY + USLILL O S0 =5 E2AZ HE 24 % 74
ot 52 HM¥S 43 + USLICH
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e

MQTT

MQTT(Message Queuing Telemetry Transport)& At CQIEUl(IoT)E ot EE HA|Y Z2EZYLCH Che
3tEl IoT £E38t2 Qs ARl =2 FE Z7Hsmall code footprint) It XA HEQF jIZoz A
YAE A 2lol Ctyol MAOM AEELLE Axis HX[ HAOS| MQTT S2I0|HEE Sl TX|0|A
dEE HOolH S OMES A4 fte| 2ZEQO|(VMS)7F OFEl A|AHEIO| ZHESHA S + JUASLILL
ZXE MQIT S2i0|lEz AEetL|Ct MQTT S42 22I0|AER} BE2Fel= &£ AHEE 7|gte=z oL
Ch. S20|AEE= HAIXE B #E 5 AFHL E27= SE0[QUE Zto| HA|X| 2t EE HESLICHL

AXIS OS Portalofl M MQTTO| CH3| XtM|S| Lop= 2 Qi&L|ch

ALPN
ALPNZ ZS20|E S MH| 7+ ¢1Z9| FHEMO|Z CtHAOM OfEC|AH 0N Z2EESS MEG = UA
Sl= TLS/SSL & QAL|CH Ol HTTPRt ZO| CtE ZZ2EE0 AL st TEE E3| MQTT E
E 2 2435t= O AF8ELLCH ZL0 o2t MQTT 84 Moz JfHE ZEJ gl = USFL
Cf. O2{gt 329 A2 ALPNS AN LHO M S EE= BEF ZEOA MQITE ofEZ2|H
ENERZ
= =

o)l Z2EZZ ME got= AYLICH

MQTT client(MQTT Z2}0|HE)

Connect(@Z): MQTT Z2I0|HEE F{7HL}t B Lt

Status(AME]): MQTT 22}0|HEQ| x| AMEjS mA|SL|CH

Broker(H 2#)

Host(3AE): MQTT MB|{O] SAE 0|2 F [P FAZ QBIAAIQ.
Protocol(ZE2EEE) AI2E Z2EES MEHSHL|LC}.

Port(ZE). ZTE H 2 Q2TtL|C}

=
(o)

(o)

w

rlo

_|

" N
™ 0
[
olm ofm
rot

<

¢9|

-

1o
N

802 W A7 £ MQITO 7|22 L|CY.

. 4432 W A

ALPN protocol(ALPN Z2EE). MQTT 527 ZZXI7} H 2% ALPN ZR2EZE 0|22 QastL|ct 0=
SsLg S8 MQTT % & 231 HotS 3 MQTTo[R Mg gt

Username(AF 8%} 0| F): S2tO|AEOM MEHO| HMABH2| {3l A

o
mot
>
oo
>
o
oju
mjo

YptLict
Password(Tl A Q| E): AFX} 0|29 INAQEE QHTtL|LC}.

Client ID(22}0|E ID): 220|E IDE YU
2z i MH2 MEELCH

o

i
Ot
=
>
o
il
u
ie)
e
|m
1=
NE
>
rr
il
'}
o
re
|m
N
_|>-_
T
k=]
e

Clean session(22l M|M): o1z 9 o
Al AE} HEIE ALK E L CH

N
2
=
>
lo
ofn

K
mjo
=1
k)

Qt
I
I=!
£
Jm
o
2
re
N
|
re
N
2
=

I

HTTP proxy(HTTP ZEA|): %0 Z210|7} 25580 E Q1 URLQL|CL. HTTP ZE2A|S AFRSIA| oo
Iog b 5 & UsLCH
T

HTTPS proxy(HTTPS Z S A|): Z[C{f ZO|7} 255HI0| E QI URLYL|LE. HTTPS T EA|S ARESHA| pfeeid

eg HY s + gl

Keep alive interval(ZtZd §X|). Sct0|AETJ}L 71 TCP/IP AlZt XE 7|CHE ZEQ Q0] MHE O O
4o =
= = .

HA
Timeout(A|ZH X£3}): HZO| = E[= AlZH ZHA(XZ)YLICH 7|=gL 60

41



https://help.axis.com/axis-os#mqtt

AXIS M11-E Series

2l
| — |

QIE{H O] £

YA 5 HFAE MQTT 22I0|UE FHo| o
L3 ol AAl =AM A E L L
Reconnect automatically(Xtg2 2 xHZA). oA

X & E X Fg o

Connect message(H|A|X| € Z)
Aol d¥E W HAXIE
Send message(H|A|X| MZ): O|A|X|E

Use default(Z| 2ZF AIE): XAQ| 7|2 HAIXE

2L ®

Topic(FH|): 7|2 HAIX|2] FHE

Payload(H|O|2E): 7|& OA|X|Q| L&
Retain(§X|): 0| Topic(FEHM)OIAM 2
QoS: Izl SE0| Tt Qos AsE H
Last Will and Testament message(O}X]| 2}

2% fALWNE

1 TT =

=2to| 2

OF x|
Ct.

At25IH

Send message(HA|X] &) HA|X|E ELH

Use default(Z| 27t AFE): XAl 7|2 HA|XE
Topic(FH|): 7|2 HAIX|2l FHE Y
Payload(H|0O| 2 E): 7|2 H|A|X|2] HES
Retain({FX|): O| Topic(FEH|)0| A Z20[A

Qos: 7 S50 thgt QoS AB2

HEX R E XF

2 AR 8L LWT HAIX[2] F=H|of Ciet 7|=
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L|c}.

otd MQTT

< ZoO|UETL S22 ChA[ HZEBOF St=
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MQTT publication(MQTT 23l)

J12 FX MEA AF2: MQTT client(MQTT 22}0|E

M BFAE ALEoteE MEfgtLC

M

x7HE H

FH ol =g Ealks
FH YA

ST

=2 = =
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MQTT =X of Af
moj& =g}

MQTT

gl

fot

[

Holz=0] X2 &

Add condition(Z=Z F7}): =

Retain(§X|): O{™ MQTT HA|X|7t ESZE M&

* None(gl
« Property(£d): MEl FH 7t HAlX|
- AI(EE): AME| E5 oS ol AEjS

QoS: MQTT o] s st e Mey
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=
e

o 5t
= o
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St=

MQTT =X 0 ONVIF =&
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Add subscription(£E F7}): Al MQTT &2 =7tsta{® SastL|C
Subscription filter(1E E): LE32{= MQTT FHE YEHEISIMAIL
Use device topic prefix(ZX| &5 HFA AH8): 715 ZHE MQTT FH|0| HFALZ FIbgL ot
Subscription type( S §¥):
o Stateless(M#El =X E7}5). MQTT HA|X|E b
+ Stateful(&Ei X 715): MQTT HAIX|E =22 HEst2H MESLCL o

2 MEEFLL
QoS: MQTT -=0f CH3{ Rdt= 2f#S MEfSL Ch

AE|X|

Network storage(HE{3 AE2|X|)

Ignore(FA|): WESRI 2E2|XE FASIHEH FHLICH

Add network storage(|E3 AEZ[X|] F71) 535 MY = U= HEYA S7E F7I5tH
=21},
=2 e

+ Address(FA). SAE MHO IP T4 = SAE 0|28 YHTHLCH LdHI™ O Z NAS(Network
Attached Storage)L|Ct. D™ IP TA(SH IP A BHAE £ QUSOZ DHCP X Q)E At
2 E SAEE [l HLI DNSE AtE3St= Z0| indows SMB/CIFS 0| E&
XA X &L Lt

* Network share(H EQ|3 &8) T2A2E MHY 5§ X2l 0]
ot 207F /e B2 o2 Axis X7 s Yot

OH
>
s
o

« User(AF&X}): ME{O| 27010 st B2, AHEA 0|52 YHY Sy ol Muof 23
Olstoi™ THRNAERX 0IF S YHBMAIR

« Password({AQ|E): MHO0| 21010 ot AL INAQEES HSIHAIR.

« SMB version(SMB H{#): NASO| @4 SMB AEZ|X| Z2EZE WM MEHSIL|Ct. Auto(XHE)
E MEHSID AFX|= HOF H{A SMB = ILIE SAISIH T A|ESHLICE. 3.02, 3.0, EE= 2.1 A
HHES X[@38IX| = O™ NASO| ¢1Zsta{d 1.0 =& 208 MEISIAA| . Axis & X2 SMB X|
A0l CHel of7/0il M AEMS| Zot=E 4= ASLILCH

+ Add share without testing(H|AE ¢l0] 38 F71): ¢4 HAE 0| @57 &HAHE ZR0 = 4
E3 IRE F/I5tH{H MEHS o 2 2

r[zl
>
to

AU7| MEO F7 Hdd = JASL|CH
Remove network storage({|E{ A AEE|X| HA): WEXI 570 CHst A S O
X M AStH ™ SE/LCh oA StH HERI S/ dist 2 HEHO| MAE L

Unbind(HFQIE! 81H)): HESD ZLE HHoIE 8)H =3

Bind(u}ol®): HE3 292 HQIEst AHsle 22 erLct

Unmount(DI2E 3iX): EYI QS 012E $H 2@ SLct

Mount(II2E). YEY3 ZRE Ol2Es|a® 2agct.

Write protect(#7] WX|): YEYI Q0| M7|E FX|3l1 S820] HAHE KX L= sjaf@ Huct
A& L.
HA &H

Tools(z 1)

» Test connection(d

« Format(zZ=tl): 0| &
CIFS= A& Jhsot I A F.

Use tool(E 7 ALR). 225[0f Meteh 12 EAsietLCt.

Onboard storage(2EE AEZ|X|)

43


https://help.axis.com/axis-os#about-cifssmb-support

AXIS M11-E Series

2l
| — |

QIE{H O] £

T8 A

Cf. M7

Autoform

0~200%

=t ol ¢
=5 LICH

HOJH &4 8 &d& =3 9", X7t o
9]

ZtEE M52 Mo Or2EE SiA

Wear trigger(Of2 E2|AH): A M

SD F}E7} XX oz OtR w7 Mo Mo oK st
Moln orR £F0| MY gro| ZEstH LES

L= B

rir

Unmount(Ot2 E 3{H|): S50 SD 7tES QHHBIA K AHSHY Al
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Tools(E )
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Add stream profile(AET =2alQ FE71): &0 M 2AEE

EELR20M 27 Y

Name(0|§): Z=2Ljo| 0|52 F7tetL|Ct

=

Video codec(H|C|@ AH): TZnOo| XL

Description(4®): Z2uof Cf3t MY =JtL|ct
X 8
A

A
Resolution(3ii & ): O] 20| CHSt BH2 “EZ L0/X 24 $=2

Optimize for storage(AE2|X| %x|H3}) @ ;O] Ao CHB A
E N PNESN

fol=]
rlo

Dynamic FPS(SX FPS) @ O] MHO| THS NHS AEZ Ho/X 24 G2

Preview(O|2| H7|): MEiot AEY Z2mMA AFS ALE5I0] HICIR AEES O
S WA 0]2|w7|7} 271 90| A= 8% 0

oo

2| UL HolXel 47
o xt% St s

St= HILI2 IS ML C

Frame rate(Z 2| 3|O|E): o HHo| CHst A = 3 Al
Compression(®%): O] d7H0f Oigt HE2 AEZ LO/X 24 & FS XA
Zipstream @ © 0] MEO| OIS ML AEZ Fo/X) 24 S22 A RBIAAIL.

£EZ HO/X 24 822 &

A RSAIAILQ.

[ =

Dynamic GOP(S X DOP) @ O] MHO| CHt MHE AEZ LJo/X) 24 SHEES EZBIAA 2.
Mirror(0|2{) @ © O] Mo CHst MHE AEZ Lo/X 24 S+2 S AXSAMA2.

GOP length(GOP Z0|) @ 0] MHO| LSt MBS AEZ HO/A 24 $2S HESIAAL

Bitrate control(H|E H[O|E H|0]): O] AXO| ChSt MBS AEZ HO/A 24 S2S KESIAAQ

Include overlays(2H{2f|0] Z8l): Zotal @H{20] RS MHELICL. QHYO0|E F75t= YO TS Xt
Mgt &2 e4b/cfo) Lo/ 26 xS TR,

Include audio(2C|2 ZE3) @ Of 20| tist HF2 2EZ Lo/ 24 =S XS
ONVIF

ONVIF #A|H

ONVIF(Open Network Video Interface Forum)e %|& AF2XL, S8 gX|, AMHEHE U HEAZF HEQZ H|C|
R JEs 8¢ Jtsds A 28Y = WA HF= =2Y AHH 0L~ EFYLICL ONVIFE S3f MZE CHE
S3eA HE 2ol 4528y, 90N B4, 88 BY ¥ AlAHol ojz gHe2 £ + B
ONVIF AEHE 4 45tH ONVIF S410| At 2 2ot E LICH X[t Z= ONVIF S410| AFEXL A7 O]
ot HAQEE ABELICH XM LHE2 axiscomQ| Axis JHE A HRLEIE HXSHMAIR
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Account(A| ). 19 AH O|2S YAFL|Ct

Add accounts(H™d F7}): M ONVIF AEES F7I8t{H 2&

New password(Aj THA QI E): HHO| WAQEE UAHBILIC TINAJEE= 1~64X}
ClIl 2XHIE 32~126)0F TNA Y E0| AL
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A, PEH, AF 7S 5 ol

N
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>
(73]

Repeat password(Z{A L E HHE) S AT INAQEE CHA| AL

Role(¥ &t):

« Administrator(Z2|X}): 2= Mo AFS| M ATHL|C}.
E 8 HAY = AS&LLCH

- Operator(2@X): CISS MO BE BHO| ANAE 4

- EE System(A|A™) 47
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g2 F7h Yol
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+ Media account(D|C|0{ A|H): H|C|Q AEZI0T AMMHAT 5= JSZLICH

[ ]

[ ]

* H¥o &= oFol= CH30| ZahELCH
Update account(#’d AUHI0|E): AFE £42 HITLICH
Delete account(A|d AtH|): A= AHELICH root AFE AN = USLICH
ONVIF OjC|of =2 nty
ONVIF O|C|o] =2m2 O|Cjo] AEZ MHZS BPstes O A8 = e 74 TS = O|F0{X JY&SL|CH
Apalgto] 19 MEZ M =20 S WdstAL HE dFS o) A & Z20YE ALY = ASLICH

o
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Video source(H|C|2 AA) FTH0 St= HCQ AAE MEHSHL|CE

[=] =
+ Select configuration(7td MEH). 22 0A ALK Mol 1S MEWSID
Ch EECE 3529 742 ¥XQ 22 A0 siFtL|Ct. FXof StLt
A9 user0QL|CE AA|Of 02 74O @C|Q Q20| 9= A
Audio encoder(2C|2 ML) T &= 2002 AT AHAZ MEisHY
+ Select configuration(7/d ME). ZZ0|M ALEA o FHS MEST @
Lt EEOR 582 1d2 Qe d3aH F4o AEX/olg g

* Select configuration(t’d M=) S20|M AR Fo| 95 MESILIC). EFMHE 559 T4
2 HE 7 H7| 9 % st MES Zest YA 9 HCR Ao sfFeLCt
Video encoder(H|C|2 AALH): 7140 = HER A3 H4S HESIHAIL
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Sound level(M2E &) M2E +F2 0~100 g{ez AL & AFLCL O7[M 02 7t RHS =&
O|{ 1002 7 RIASHX| 2 +EYLICL MBE 55 28 M, 85Y HEA|ZIS 7I0|E2 ME3HY
A2 OHIES Mdd I ARE #F5 ZU22 A8Y + ASFHELL M2E 50| 273 o 0|2z 2
St7bALE LR ZbALE 278 g ZolEH A YUS EC|ASt=E MEE + UG L

OH M| M 2
I/0 ports(I/O EE)
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U QI FKA|(O: PR MM, £0f L= & H

CIXE &9 =20| S LED 59| 2 Fx|ef HAZAILICE. VAPIX® OfZ2[A 0|8 Z=a2fY 2IH
Hoj& Ex= @ AHHOAE S HEE YXE 2dste + AsHCLh

Port( E)

Name(0|§): ZE O|§S T2H HAES HAUYLCHL

= A= 42 Ol0|E22 28t Y=t =3 7tof HAY = ASLIC
e N N _ N -0

Normal state(’d 4t AFEH): 2 SE5t0 Y 2 2ot Hf EE 2 guct
Current state(8xf MEl): TEO| Six| MEHE HAISLICL S| SEf7F HA HE{jQF X A2 I 3 £
EH0| MotELLCE FAQ Y2 AZO| HO{X|AHLE 1V DC O| 49| Mol S M 7He 3|27t & Lt
L

WA ZSHE S0 =2 3[27F JH-E LCH MAIRS 0K 3|27 A X2 SopghL|ch. o] m| o]

KoM dH2 HEsIH =8 3|2 29 EC|AH0 Aol ¥l «IXI2 ZotgL|LCt.

RO CfS IS WHSts PP XNUS AASL EAT 4
U= otofB AUAQ. 20| YHEX| DHEX AX|GHE A QO Lw it YHS BMEME
X(F, meiL SEE e 2RSS ASLC AAS ZAAH oF VO RZ0 7t 5f=9of

(EOL 2| X|AE)7F QB LIC}.
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H3M % 22

HA

+ View the device server report(ZX] MH Z|ZE H7|): ¢ &HO|AM HE MNE{O| Cfst HEE

U WHA 2O AHSCE MY 2|ZEO ZotEL

+ Download the device server report(ZX| A B|ZE CI2ZE): S| AAIZE 7] o|O/X|9 A
(o) Al

AR OfL|2t UTF-8 HAIO| A M 2|ZE HAE mio| ZatE zip IO MMELCH XY
MH| A0 Zofg W 2t MY 2|ZE zip I US EBSHH AR
+ Download the crash report(ZE E 1A CF2E2E). AMH AEHOf Cist XpAfst He 7t

) o
52 CI22ERUCL. 55 2REOE XM CIB 1 FEot &
g o BaMols HEYI 2
Hote o 2 £ HE 288 & ¢
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« View the system log(A|28 21 H7|): &KX A2, Z20 Y
HEO st HEE BAISZEH Sl
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+ View the access log(YMA 21 H7|): HZE= 20 WAQEE AIESH 22 &
WNA AEE BF EASHH S5

HEYD FH

T2 A

[

HEXT =9 o2 HEHI &35S 7IFst0] 2HME diZ%t= o =82 & & USHCL
EN

Trace time(EH™ A|ZhH): =X 7|7K

HEYI £ DU SN i HAYSS 2O U o THY & YsLch

2 Ala" 23

Sysloges AR 220l BELULICL Syslogof = HAKIE Weste Lmeslol HAXE 13
AR 27 9 SHot ATEgols 2oY 4+ ASLic 2 HAXHE 1 HAIXE 44
of REe LEHE A8 ZEJ BEAED AZ%E £70)

Server(MH]): Al MHE F7I5t{H 22U AIR.
Host(SAE). AMHQ TAE 0|2 o

Format(Z%): ALY syslog HIA|X| HAlS MEABtL|CH

o Axis
« RFC 3164
« RFC 5424

12

Protocol(ZE2 EE): AtEY TE2EE M

- UDP(7|2 M7 EE: 514)

o TCP(7|2 MF ZE: 601)

o TIS(Z7|E2 Hd™ EE: 6514)
Port(ZE): C}2 ZTEE MEdie{H ZE HZE HETLICH
Severity(MZtx): EE|AHE I M&E HAIXIE MEighL|CH

CA certificate set(CA QS M MH): dIjo| M™E =QISIHLL ASME =715 A 2.

QlHE A

=

Ust AL Axs TE T4 AHO| Qe 1F ALBRE SIg ¥R YLCE o HOIXIA thLol ojy
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o A

X 2=
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=

MO| XA}F= 02 XA|RHE L|C}.

Restore(§7): [f#20| 888 3T £} Al
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- HE ZREZDHCP E= 1F)

. 712 B2

e Subnet mask(MEUl OrA3R)
- 8021X M H

« O3C MY

Factory default(2% $3t Al 7|23) Z£ 4F2 3% &6t Al 7|2Y0E S2yAR. 1 30| FX
of ANAE + U=S P F2S XA OF FLICF

]

o EXEES 2E Axis X HYYoiot CIX[E2 MBELICE O|ZA 5t Axis
I EO._F §E 0 =9 = ASHECL KtMet HE2 axs.comOM "M
AL A .

Firmware upgrade(g$|0f H2|0|E): A IO HTHo=z HIAO|ESIMAIR. MZR2 HYO 2 =0=
SAE J|5, B 48 U AN ML 7|50] ZRE & USLICL SA A A LR RE AIRSE 20| &
SLICH %Al E|=Z CIRELESIHM axis.com/support2 0|5 gtL|C}.
gagoleg I ot M 7HX S8 oA HEE = AL

« Standard upgrade(EZ Y 0|E): M YO HMOZE YO 0|ESIMA|L.

+ Factory default(3& Eﬂ A 712z Ydeojesin BE M2 BN S8 Al 7|22U0E §E

2 MAIR. O FME EHSIEH HOO0|E 20| O|F H HTCRZ EZE = gL
o Autorollback(X}S EtH): MM = A|Zt LYo O*JE1|O| 3t1 YO O0|EE EQISIAA Q. =HQISHK|

=
oo o KFX|7} o™ o]
Firmware roIIback( 4 9l of EI’“) oo Mg E %|01 H‘I’Fi 2 EZELCH
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