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OlF& JaiZ NEEZ HA[FL|CH
- Title(H|2): Yo HES QL L}

H=d
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Yl OlE{mjo|A

e

- Overlay modifier(2H2)|0] £=dX}l): HO|E AAZE ALE
MQTT 2HZ0|E WHot 22 552 & =20 |X5tA ULt

iy olo|X|of Al u{a|0] XS MeEtBHLCE.

- Size(A7]): E{|0|o] 27| S MENBL|Ct.

- Visible on all channels(EA| Xj'20f| EA|): XY
ot 2= 29 M2 EAFEE st{ 3 FHLC.

- Background transparency(8112t2E EHE): 2HZ
_I

q
- Label(2}4): X§01| st BlAE g}

£ EA|LICL
- Title(H2): Qo HEL YTL|Ch
- Overlay modifier(2H2{|0] $=™X}): G 2
MQTT 2H 0|5 ddot 42 52| 2 220 /AXI5HA u||_|q

iy OlO| X0 N @{o] XIS Meystict.

- Size(27]): @{20|o] 272 MEEL[C),

- Visible on all channels(T™H| x{'20]| EA]):
LCH 2E 2d M0 ﬂi*IEIEE sa{m 7

- Update interval(ﬂl:-"OlE ZtZ): 0| H o4|:1|O|

- Transparency(£ ¥ E): HH ovolo] EPEE AX

- Background transparency(8{ 12}2E .',E.EgE), QH 0]

-

H2
- Points(HE): CIOE7t HHO|EE [} dei= Mo HS F7I5t2{H
X*

F2
- Points(HE): CIOIE7t HHO|EE [f def= Mo HE F7t5t2{H
=

g 0] +YXAE MEfSLICE

—

(=]
- Update interval(2H0|E 7+Z): GO|El QIE0|E 7+7 S Meisti|ct
- Transparency(SHE): A ota[ojo] Soirs SHLIC
0|9l

A Yo
. -5 g "
- Time window(A|ZF B). CIO[E| A|ZIg} 7[7+S e Lct
- Time unit(A|ZH BH9I): X0 CfEH AlZH EHQIE et
S
- Label(2t'#): Y0 Ciot BAE 2t gLt
- Dynamic scale(8 Bi8): O] 752 7™ Bf20| CIOIE g0 Wet Aso2 HSHLICH
O 7ls2 1H 1Y Hig S AY YH¥Y &= AFLICL
- Min alarm threshold(%|2 22t 217|2t) 2 Max alarm threshold(£|T§ 22t @172t O]
YS2 Jefmof =8 HFRMS FISH HO[E o] HF AL HE HotX= 42
A7 BEY + A B
+ Widget: Meter(9|2: £37|) DY 22 ZEE oY e EoFe UM AE

- YE
- Label(@pg): YZ0| Cf3 HAE 2pES QB C
- Dynamic scale(3% H|8): 0| 7|52 7{@ HiS0| GlO|E| Zto| W2} XSO |SELCh
o 752 NE 1 e e MY T > s
- Min aIarm threshold(*|_+_ orgk A Z) %! Max alarm threshold(%|CH F2F A ZH): O]
w=2 2o IL_EH *01| T8 ¥ZMS FIH5 HOlE 20| HF =L HE RObX|
= 42 A g = UA siELict
8271 49
+ 27| g95 Mdstei® 2Lt A 2750 AN A5 TI*H 27| 92 L LICHOE
27| 99| 0|52 YTt FOf ZO|ls 64X ULICLHHH]: st QAHE MEHGHLICH o=t Xf
S22 ZFEUCLLPTZ. 27 YoM ©, EE A T 7|52 At85tEH 9"—I Cf.

25




AXIS M20 Bullet Camera Series

2l
| — |

QIE{H O] £

Zal0|B{A| OpAS
~ Cg

+:AH S|

£ ZA
xter(zato| s A] of

x A 4 . S
3)): ZE §3F EY ZA| XEHZ2IO|HA| OFAT)Q| MAS HASIAHLL R E

[> 19
F_E
[l

£ U
o
==
>
o

>

H
i
0=
0x
Of
mn
rg
mju
Ju
o
-
o

> O
=

<

Q

(9]
<
3

Q

w
o
p-8
[m
ox
o2
Am g
A n_'“_
>

S HA| KEHZEFO[H Al OtA3F) !
O|ES HFAU, HEFestAL, SFHOZ AH S H

mju
[01%
1
< A
|0
Hu
1z
xd
ot
o

=4 of 2|7 o]

AXIS Object Analytics

AE}: AXIS Object AnalyticsS A|Zt5te{® S ESFLICL. MIOBIR2E0|M OfZ2|H 0| M0 HAEH Of S
gl 0| ol A 2o et o|HME LSt E5 HdY + UASLICLEI]: AXIS Object AnalyticsE <&

= N °
23 SESLICH A 22t2X EOo|M OfZ2|AHo[do] Eald, d¥8S 9% = UASLICH Not
installed(2X| E|X| &J): O] FX|0f AXIS Object Analytics7t EX||X| RHAZLICE OfZ2|AH0[H2 %

HEHS ALE5I2{E AXIS OSE A4 T2 =2 Y 0[ESYAL.

Fto2te SX0|= ANE AXlotD AN S J|Ee2 EFSLILL 2|0 ER/E M= 29
T IDot SHH Folof MyO| XY HE2Y AT ASLCHd: MEE 4K 8l o Ot 1/ AE
Ho Ut S50 27| 250 O] M7} BAELICType(f¥): =% 0|= AHE ALY, O, S &
A A, ER NEA EE Ms@oz ZROLCH HE2E A0 MYR2 RY 2RO w2t FEEL
ChME|E: S0 AN RE 270 it M2 == EAIgLIC}

-1 =1
=3ol=

T =312 WEYS2Y SAYLCHFomAIR): S AIE 0|20 A% =55 EAYLCHTo®E): S5
NENK| 582 BEA|ELCLSource(AA) @ : AAE J|HIOZ =312 FA|BL|ICH AAL MAME it
Cl.Event(O|HMIE): O|HIEE J|BIO 2 =35 EA|TLICLAME BX: AEZX G M2t =32 EABLCH
OH
=

Add app(¥ =7h: M ¥E EX|EL|CHFind more apps(F7} ¥ #7]): X2 WS O HSLICL Axis
¥ol /ie HO|X|= Of5&ELICtAllow unsigned apps(MBEIX] 22 U 518) D MYEX A2 A HX

=

£ 5|85t H ZL|CtAllow root-privileged apps(root #eH0| U= A 5 &) @ : root #THO| U= WOl

Q oo

MXIOf oot M| otE 51852 FHLICE “F AXIS OS I ACAP 49| Eot HHO|ES =QIStAlR.

SAlOf o2 HE LS K2 g50 I

o
=)

" 4 Yt
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¥ OlE ol A= 29AXE MBS WS AIXBIAHL SXIYLCLEI|: Yo 280 HMASLICE A
[

[ ]
|[Aoldo= 280| glsLch o

g 7tse 282 ofE2|AHodof wap e L L7 ofEe
2o %= Hmole Chg &4 & StLt O|40| ZotE £ AL T
+ Open-source license(2E A A BIO|MA). WO AIEL= QE A ZIO|MAG Cfist HE

2 =(c}

e App log(¥ 21): & O|HES| 208 FLCt. 21+ X|¥ 0l .

- Activate license with a key(7| 2 E2lO|HIA /3. Hof 2} 0| Ml A 7} ‘é‘ﬂﬁd 42 gdztsfjor g
LICE ZX|7F Qe U0 AZe = gl 29 0 42 A8
2to| A 7|7F QICHH axis.com/products/analytics2 O|SgL|CE 2to|MA 7|15 4 dste{H 2ol
A TEQ Axis ME 93 Hs I} oot}

« Activate license automatlcally(EI-OIMIJ\E Asoz &Ms): do 2ojdAT Zest 42 &M
otsioF ghL|CH ZX|7F QI Ul HAZde = e E2 0 M3 AL CH 2o|dAE
2tdoste{ M 2tojdlA iE7f ‘é‘RE.”—I Cf.

« EBIO|MIA H[ZMESE OE S0 NI 2to]dAN T4 Zlo|dAR 5
HlZ-d2tstol CHE EPOHﬂ*E DAL 2ol MAE HigdetstH EX|of

« Settings(d7d): Of7iH=E F gL Ch

o AMH: XM WS FTHOE MASHHAIL. HA EZO|HMAE HZMBEHK| RoH =Y
HEIE X &L

|'-l

L

Azt g4 2 @ EeteX el oo 2380 maf ohELCH

gXlel gRet AlZtE NTP M et S7[=tts A0l E&L Lt

Synchronization(S7|3}): & X|Q| & 8l AlZt 57|53 M8 MEistL|C}.
« Automatic date and time (manual NTS KE servers)( IS w9 Al ZHES NTS KE A H)):
DHCP A1H'IOiI AZAE SOt NTP 7| 27 MH e S7|9tetL Lt

£ NTS KE MHf: 3}L} = & 7§10 NTP AH{S] IP 45 QS$ILCh = 70| NTP A
Ao 2O BAE = Mu{0] eiEl LSS J|gtoz AlZtS S8k n L)
- Max NTP poII time(§_|l:|| NTP E2 Al7ZH): YHO|EE A|ZtS 7| 28 NTP MHE =2

S PRl =A|7} 7|Ch2{0f ShE X|Cf AlZHS M BEL| O}
- Min NTP poll time(X|A NTP Z2 A|ZH: YHO|EEl A|7HS 7| 8 NTP MHE =2

g W7FX] FX[ZF 7ICHE{OF St E|& AlZHS MEfSL Tt

EH .
« Automatic date and time (NTP server using DHCP)(X}- 5 2% % A|ZHDHCPE Al23%l= NTP
A-|I:|-|)) DHCP AMHO| AZA= NTP MH e} Z7|3}ekL]| C}.
Fallback NTP serverS(EHHI NTP MH): StLt EE= = 749 CHX| A1H1°I IP F=AE QEBLICE
p

- Max NTP poll time(X|Cf NTP Z& A|Z}): O+c1|0|EE_| A|ZHS 27| Q3] NTP MHHE Z2
S LK A7 7|CH2{OF she ATy AlZHS MEfBL|CH -
5 HE 23

EH .
- Min NTP poll time(Z|& NTP Z7 A|Zh): °*E1|O|EE,_I AZES 27| 28 NTP A
sk MY77FX| &EXK|7F 7|CH2{0F 8l= XA A|ZHES MEHS .
« Automatic date and time (manual NTP server)(XI'S 2% S A|ZH$S NTP A{H)): MEiTI
NTP A1H19-f = 7|stet L o

5 NTP MB|: 8L} & & 740 NTP MH{O| IP =4S 2BiLICE £ 0| NTP AHE
Af‘lo}“ 4% ZXe= 5 M| Y=E WES 7|Bo 2 AZtE F7|35t0 ettt
- Max NTP P0|| tIme("I'ZH NTP 7 A|Zh: ACIO|EE AlZHS 7] fI5 NTP MHE E3
g W7FX| FX|7F 7|Ch2{oF Sh= Z|Cf AlZtS MEHSEL|CH
- Min NTP poll time(X|2 NTP Z3 A|Zh): YHO|EE A|ZHS 7] 2/ NTP MHE E&
& U7PX| FAJH J|cte{of BiE Ha AlZke MefeLt
« Custom date and time(A2XF X|™ E% U A|ZH: =502 YR U A|ZHS A™HTLCL Get
from system(AM2RIO|M 7t 27))S S50 HAFH = ZHY FX0M SR A2t 4

gds o A ML
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° —
g QE oA
A ZHH: AL A|ZITHE MEfSFLICH L@ FOf AZH U HEFE A|ZHO| SHR| A|Zto] XAfE32 2 RFE L L
- DHCP: DHCP MH{o| A|ZHCHE A EHBILICE O] S M2 ME43[2{™ Gix| ZK|7} DHCP AfH|
of #AE0 RA0JOF SFLICH
. Manual(£E) SEC2 S20|A A|ZHHE Meteiict.
H| O
AM2EOMeE 2= =2, 23 8 A2 A0 Ex 3 Az 20| ALgE LT
A #A
RO A= /AXE YHSLCE S 22| A|2-H0M o] WEE ALESHY X[ Zo|M FXE HELCH
. Latitude(9|E): U= 2 ME 222 LpEpHLC
+ Longitude(@r) A gf2 2XXM ZFS LIEFHLCH
+ Heading(8h). BX|7} siohs LpaY weks Qeisilch 02 B2 LEpLIC
+ Label(2H'd): ZX|0f| TS HHO| ZotE OS2 YHLLCH
- Save(ME): K XIS MystaH gLt
HES/ZA
IPv4
Assign IPv4 automatically(IPv4 XIS &Ch): HEQA 22E7 X0 IP FTAE X502 SEHSIEE &2
o MEfSIL|CH CHE RO WEIZO Cfs{ Ats IP(DHCP)E #ESLICLIP FA: FX|O| N/ IP FAE
HoAAQ. DM IP Fal 2 FAJL nQe 49 AalH HEND oy Ba2 soE 4 STt
SES UXotHH 0" IP FAE LS| Mo HEQIA 22| XA 22|5t= AO0| EELICLMEU OrA
3: M4 OpA3E Q2510] LAN(Local Area Network) LHE0| A= FTAE HOBtL|CE LAN 2|59 2 E
Fae 2tRHE S0 LCLRouter(2}2E): CHE HEYI U HEYJI MIOAHEO AAE X E HZASI=
O AR E = 7|12 2I2HAHOIEY o) IP =AE e etL| CtFallback to static IP address if DHCP isn't
available(DHCPE AI2% 4= Qi A2 1™ IP AR EU) DHCPE A2 = Q1 IP FAE X522
siorst 4+ glE Y9 A AISE nH P Fas Frkelein Mg
H|
DHCPE AF8E + @11 BXAI7t 1Y F4 HHE ABsts 39, 1Y F4L HNE ¥z 7
e
IPv6
Assign IPv6 automatically(IPv6 XIS &tEl): IPv6Z 7410 HEQZA Et2H7ZI ZX[Y IP FAE X5
o2 LHSEE St MEASL|C]

ZAE ASoR geh HYEI 2RI YA SAE 0|55 1
S MEISHL|CL S AE O|F: YA O HMASH= CHE WRHOZ A 2l
L Gl A|AH 2= SAE 0|22 AIRSIL|LCH 3 2E L EA= A~Z a~z 0~9, -QL|C}

DNS AMH

Assign DNS automatically(DNA X5 &t2}): DHCP AH7 MO0 @ S DNS M FEAZ EHX| o Xt
SOE SHSHA St MESHLCH CHEE29 WEKIAO Xt& DNS(DHCP)E % et L|Ct.Search
domains(= Q! ZHM): MASIE| K| UL SAE 0|28 A3 A2 Add search domain(ZM =09l
FINE St X7t ABSHE TAE 0|52 Mg =0olS 2 H2HL|CL.DNS servers(DNS A H):
Add DNS server(DNS MH F7})E S2/5t1 DNS MHQ| IP FAE A=HTLICE O] M= HEZOAN

_-.-
oY

>

=

HTTP % HTTPS

HTTPS= AEAe| HO|X| F Sl & MEOo|AM HretE To|X|of thet Y2otE MESots Z2EZYLICH 2=
otEl & ueh2 MH ol M2ldE BEFots HTTPS ASME A&oto] 2| g Ut
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2 QlE{H oA

e

XA HTTPSE AtE3t2{™ HTTPS QS M E MX[S|OF SL|Ct QABSME MMHStD MHX|St2{H System >
Security(A|AEl > HONE 0|5 gL|LC}

Allow access through(d M| A | &): AFEX7F HTTP, HTTPS 2= HTTP and HTTPS(HTTP 5! HTTPS) =2
EZ & O 8o X0 HESI=F LA MEHGIL CL.
H| D
HTTPSE &3l =2tz ¥ HO|X|E Ee= 2% £3| HOXIE Ng 28 If 450 MtE
AS L L}
HTTP port(HTTP ZE). AT HTTP ZEE ULt MK X E 80 £ 1024-65535 HRo 2
£ ZEZS §8BLICH HRARE R0 F2 11023 B0 ZES YT & YsLCL 0] Helol
TEE AMNESH A7t BA|ELCHHTTPS port(HTTPS EE). At2% HTTPS ZEE QoL Lt ZHX]
= I E 443 = 1024-65535 HR|o B E ZTEE 2% L LI ZUZAE 2EIAQIsH 2 1-1023 HL|e
ZEE 28y = QSLCLH O HRol ZEZS ALESIH Z It ®A|E L Ch.Certificate(QUF AM): FX|
Of HTTPSE Z-datste{™ ASME MEHGIL|CE
HES3 AM =2EE
Bonjour®: Y EQ[F0|M XI5 HAMZ 5{85t2{H 0| M S ZLICLBonjour 0| F: HESRQI0 HEAIY 0|52
YELICE 7|2 0|2 X O|E1 MAC =AYLICLUPNP®: HEQIOM Xts AME 5{85t2{H O J
ME ZLCLUPKP O|&: HESRI0 HAZ 0|52 UYL LCL 7|2 0|§2 TA| 0|1 MAC FAL|
CEWS-ZM: LIEQIS0IA AHS AMS o/852{D O] Mg ZLCFLLDP 8 CDP: LIEIS0IN XS A4
= 5|85t o] SM S ZHLICL LLDP 2 CDPE 11 PoE ™2 Yato| X|FOo| Mz = ASLICt PoE HH
Yoot HAS 2 E sHZASHE T SHEQO PoE MY Y ME2E PokE AYK|E FTLICH

Http proxy(Http ZEA|). S| &8E A0 et 2 2H TEA TAE L P FAE XYL CHHttps
proxy(Https ZEA|). 5| &E HA0| Mt S 2H ZEA ZAE Es P FAE XESLLCL
HTTP 9 HTTPS Z2A|0f 3|8 &L SAl:

 http(s)://host:port

 http(s)://user@host:port

+ http(s)://user:pass@host:port
H|

HAE MAIHotol 222 Z8A 2482 HELCH

Al

rir
Ijo

: A S
HA . —
M & StUHE YHotAL dEZ FEot0 o2 HE YHELICh

o HIF7

o IP =& XX

« CIDR HAlIO| IP =4 XN

« 0ol OlF X|E(0: www.<EHQl O] F>.com).

o ET OiQle] 2E 5t =OQl X7E(o: .<=HQl 0] & >.com).

One-Click Cloud Connection

One-click cloud connection(O3C)dt O3C MH|AE O{= X[ A LE AAIZE S =351 A0 €0 eFFsE ol ul
HMAE HMBELICE XM3E LI axis.com/end-to-end-solutions/hosted-servicesS
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o QUE{H oA

Allow 03C(03C & 8):

A28 0|0l 7|= AFYULCL AHUS Sof O3C MH| 20| HASIHE FKX| O X HE
2 ZH FEUCH Mol HES & F 24A17F O[Lj0 O3C MH|20| XS SSEsHof gL
Ch. J"X| o™ X7t O3C MH|A0A HZA SHHMELICE SXE SEZT Always(Z4)
7t 2gets|n YX|7F 03C MH|A0f HAZAE X 7X[ELCH
o Y YAV AEUS Sof 03C AMH|A0| Lot ABS XEHo2 AL L XS SESHH
LICE. &X|o Mof HEO| EX| &= 82 0 S92 AL

+ OtLjg: O3C MHIAES Hj=tgstgtL|C}.
z 3

Proxy settings (25 A| H7): TR0t Z2 ZRA 2FS YUHoI0] TEA MO HEAYLSAE: TF
Al Mol =4S YUADILICLEE: HNA0 AELE ZE WS YHSIYARQ2Q & HAYE: IQ
ot 89 ZEA MHO Ciot AEX O|F 8 HAJEE B L ChAuthentication method(21S &H):
« Z|&2: O] Y2 HTTPO| CHoi 7td =20 FOt 218 HARLICH f=etgX| 2 MEXt O
S0t WARIES ME 2 HESH7| [0 Digest(CHO|HAE) S # L OHHSIA| frgL Lt
+ CIOIHAE: O] &2 Y HEJIES Sl A=stel HAYES TESHY| WE0f & QHHSL|C.
« A& O] F¥S MESHH XA = HYH Mt X7t AT gyHS Y = JASLICL fde
1= CIOIMAE 2, 7|2 Yy =M= 2L
27X F 7|(0AK): £ 7AF 215 7|5 7ML Get key(7| 7tH 7)) SHEYLICE O[A2 TX|
7t dstHo|L IEAIGI0] AH U0 AZE F0T JtseLC}

SNMP

SNMP(Simple Network Management Protocol)& O|23%l0 HEQYI HXE o=z T £ JSL|CH

SNMP: At2% SNMP HHE S MEHSHL|LC}.
« vl 8! v2c
- Read community(8}7| #
A= HRLEl 0|52
- Write community(2A7]
O] = AHRLUEl Ol
- Activate traps(E =t
Q¢ OMlE EE
X SNMP vl 9 v2c
E 10 EYO| (502
ojldEZ Sl EXZ H4d
- Trap address(E3 FA):
- Trap community(E3 7
HRLUES QL
- Traps(E=®):
- Cold start(£ HEl):. X7}

LIE): XAEls SE SNMP %o cfef 47| T8 B3O
rLict 7j=gke @l ch

18]
LT
ok g

HPILICHSIY| HE 2K HQ). 7|2Ze M
Mgl HAUA . EXEe E
|AMXIE 2| AJAEOf BHL|CH @ QIEH O] A0

mjo
0d o
ot
>

o

[>
-
Iul

fot
e Zrogg

|m
==

HT

kl

mju

Mok

0

Aol

20z
[m OX
u <
i
ot

23l A2 SNMP v3 22| oj=Z2|7

o &
42

T
O n

15"1
SHZ
vl
<
w

iy

>

Eop

FA EE SAE 0|22 UBBIAMAIL.

o =
ZE| AL ER HAXE 2 O ALEE
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i
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= =] .
- Warm start(gd AELE): SNMP M2 #Zg I EY HAIXE 2HLICtH
- Link up(J3 @) Y37} Ch20fM Ho= HZYE Fe EY HAXS HHUCH
- Authentication failed(21= Al1j): 1= A|Z 7} AMIistH E2f A|IX|E B L|C}
|2
SNMP vl 3l v2c ERME 7{H B E Axis H|C|2 MIB EZO0| SHSIEL|CE. XM L8822
AXIS OS Portal> SNMPE FZ&HM Q.
« v3: SNMP v3&= ¢33 89l EOF &S 5 X|ast= EC ORSH HM QLICE SNMP v3E At23 2 H
o5} HTTPSS o) MSE D2 HTTPSS EAstels 20| F&LICL Eo ¥et0| gl DA}
5 3iE|X| G2 SNMP vl 8 vac ERO] AN ASHE HS WRIBLICL SNMP V3S AFSsts B9
SNMP v3 #2| OfZ2|A0|HE Sl ERS2 B8 = AFLCH
- Password for the account “initial”('xX7|" Ao IJA L E): O|E0]| 'initial'®l AHH2|
SNMP T{AQIES QBSILICH HTTPSS SABI6IX Q1E HAQES MET + OIx|g
HESHA| QELICH SNMP v3 TjAQIE =3t BBl MXS 4 Q1 n HTTPSI} UM stel Z2
o2t M35t 0| E5LICE IHAREE HdHSIH I|AQE HEDJL O 0|4 HALX @
SLUCH IAYEE CHA| Y52 H X E 3% 7|2 d¥e=E Modsof gLt
HOot
A5 A

30
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9 QlE{H o] A
AIEM= HERAYS HXE B5stes O AFEELICE O HX|= F 7HX] fHo| ASME A AL T}
» Client/server certificates(22l0|AHE/MH Q= A|)
SO|AE/MH ABEM= YK IDE AESHH AtA| MY = Aol CAQT 7|2H0AM &
2% = JASUCHL XA MB ASM= MoE 2= E HIStH CA 2d QFSME g7 A
77FXI At8g = UASLCH
« CA Q=X
CA 2IEME A0 T ASME AZTLLCE OE =0, ¥X|7} IEEE 802.1XE H3E|l=
HE®Ao HZE Z2 25 MU IDE AITLC EXOEs o] 7Hel AN X = CA
ASMIt Q&L Tt
A= WA 2 O 31t é%'—lﬂf
« OI= M ¥Al: PEM, .CER, .PFX
o JHOl 7| HAl: PKCS#1 9l PKCS#12
=Q At
NAS BE F Al J|EZUOR AN DE AZMIL AR LT AH MA|E CA ASN
Jh CEAl M%) 8 U et
+ Add certificate(21S M F7t) : ASME F7tsid{H St
« More(H H7]|) D AMSHL MEdSE R WEE mA|RL|CH
+ Secure keystore(HQF 7| KEA): 740l 7|5 OtMEA X ZEse{ ™ Secure element(HQF @A) &
+= Trusted Platform Module 2.0& /.\jE_*.‘E,H-I C}. MEiSH HOF 7| KRAO| CHSE KpA||SH LH%% =
E:I ™M help.axis.com/en-us/axis-os#cryptographic-supports TS A| 2.
+ Key type(7| 8): °._|"A1E Ho5HH EEOR S50 7|2 2= Ya2[E0|L Cf
E U=zt du2ES MEGLLCH
[ ]
[ ]
* M=o Y& 0fjF0= CFS0| ZehE Lo
. Certlflcate information(QS A HH): HX = QASAMo &MHE FLCt
+ Delete certificate(ol"kl AHD: QIS M E AHISHAAI2.
« Create certificate signing request(21S A MH X M) CIX|E ID 2AZSMME MHSI| Qo S
g 7|0 2 QEM MY 8 Mg
Secure keystore(sl?j 7| MEA) O
« Secure element(E 9t 2 A)(CC EAL6+): EHOF 7| ME AN EHOF QAE AtESt2{H MEHSHL|CT.
» Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 g4l 2): 29t 7| HZ&EAQH TPM 2.0
2 ALE5ta{ T MENSFL|C}
HEHI W2 Mo L Y3
IEEE 802.1xIEEE 802.1x= SM I ZM EQT AX|o| HO 0152 HIZste ZE 7|8t HEQZ 29 K|
£ 2|5t [EEE &=L Ef IEEE 802 1x= EAP(Extensible Authentication Protocol)& 7|&2 2 $tL|C}IEEE
802.1XE H3E|l= HELIAO AMNASIHE HEYI HX7t HHEH2E 2AF E|010F gtLct 2152 Qs
MHOAN iz, 2EI™E o 2 RADIUS AMHE(0]: FreeRADIUS 3! Microsoft Internet Authentication Server) !
L|C}IEEE 802.1AE MACsecIEEE 802.1AF MACsecS O|C|0f A~ £2 mee=S 98 4joide [0l 7|
dd 8l REHS Holste IEte] MACOICIO] SN X =8 =0 BEQLICLAISHCA 254 glo] 7
5t H A1H1 IEM F2d AL HEdetE| 1l K= HZE HEQAo 2ASI0 XA Q5S Al=gLCt
ASME AMEY If Axis 7+31 Al 7|7 & 01T A1H'|L EAP- TIS(EE Jhs 015 mEES - M3 AS 20h
£ ME%t0] CIXE ASME KHHECE QAFTYULICLEX 7L ABME S8l E2E|&= '-1IE°4301I o | A5t
2= QEE 3 AHE ZS2I0|YHE QIS AME EX| 0] MX|SloF B |l:f Authentication method(Q1Z HiH):
Ol=0f| AF2E|= EAP S¢S MERSHL|C}.Client Certlflcate(E'-E|-0|°1§ OI= A): IEEE 802.1xE AfOSEF 2z}0|
HE QIZME METLCH 2F MHE QTME ALE5I0 E2I0|HEQ IDE QI L|CHCA AFN:
CA QIZME MEHSIO] QIF Mo IDE HOITtL|Ct QAFME MEHSIX| o™ FHX|&= HZE MIE%E
of A l0] XtA| Q1F = Al=gL|CLEAP ldentlty(EAP ID): S2t0|E QIS At AE ALEX IDE &
2354 A| 2.EAPOL version(EAPOL HHH): HEQA AQX|0|M AIEE= EAPOL HE S MEHSHL|ClUse
IEEE 802.1x(IEEE 802.1x A}&): IEEE 802.1x AEE—*—; AF2%te{H MEHSHL|CL QIS diH o 2 IEEE 802.1x
PEAP-MSCHAPV2Z Al231S ZOo|oF o|2{sf AHS 0|23 & 9= L|C}
o DIfAQIE: ST AFEX IDO| EHA°JE% %‘E—ié.“—llih
+ Peap version(Peap H{H): L EI ALK 0| ALE &= Peap HH S MEHTIL|LCY
« Label(2}#): 22}0|E EAP US3IE AFRSIE{ D 12 AMENSID, 22}0|IE PEAP USEE AR}
M 25 MEHSIL|C} Peap H{T 12 AMBSE 2% WESRIA AX|7t ALBSHE 2t g MEigL|CH
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o QUE{H oA

A8
A

+ Add account(H|d F71): M AES F=7tst2{™ S=ILCE X 100742 A E
ChAccount(#|d): 172t A 0|55 Y=L LICHNew password(A] I|AL|E): A HO| IHAEE
gtuCt IjAQEE= 1~64XF ZO|O{OF BHLICE EX}, =X, +5FH, €8 7|= & 2 Jtsst ASCI
AHRE 32~126)3F DA Q=0 AMRE 4= Q&L|CHRepeat password(IjAQ|E HHE): <
£ CIA| Y54 Al 2 Privileges(& &t
+ Administrator(Z2|X}): 2= M0 2™ HMATLICE HE[XH= CHE AE S F7h LM 0|
E Y MAZE = JAFL L
+ Operator(2QX%}): CtE2 AMelst 2E HH0 ANAT = JASLICH
- DO E System(A|AE) MX
« Viewer(§0{): C}30| CHSH M H3t0| AELICH
- HOe AERo AYMAZ 211 ®EL|CH
- =3E AHSD WEHLCH
- M, EE Sl F; PTZ Al HMA =3

~—

[
*  dEof ¥E HFo= Cf

= |Ct.Update account(#|d RIHI0|E): AH &£d2 HETY
Cl.Delete account(H|™ AHH|): A X

[=1 . . [ = =1
AX LT root A¥2 M4HE 5+ YSLICH

o
mjo H
Qt

n

n

ool Yy £

Allow anonymous viewing(2/® H7| 3 &) ANCE ZIAQISIK| LDE L BHAXIE X0 AMA

— =
g = QUEE HAYeL Ct.Allow anonymous PTZ operating(2] 2| PTZ 29 3 &) : HO AL
At7p olojx|of Cish ™, ©HE Sl 55 & = UA=F of{®H FHL Lt
SSH A1™

+

Add SSH account(SSH A F71): M SSH AHEE =781 dH 2

o= T = S .

« Restrict root access(root AN A X|ot): root WH AL St 7|52 Hotsie{™H ZLICH
+ Enable SSH(SSH &A13}): SSH AMH|AZ AME3}2{H ZL|C}
Account(AIE): 17%t A7 0|52 YUHLL|CHNew password(AMl {2 E): 772 I 2
Ch TjASEE 1~64% 20|0{0F StL|Ch 2X, 22X, FEH, U IS 5 oI JH53h ASCH EAHE
C 32~126)0F THAQC O AR ES H

= =
2 QUL L|CtRepeat password(If AR E HIE) FZAUSH IjAQEE Cf

[

[ ]

* 4mo| Sre 00l CHZ0| E3HE LICUpdate
X

A YEHSGYA . HY: 4TS YL CHSN). 2=
SSH account(SSH A AUGIO|E): AN £4&8 HZRTIL|Cl.Delete SSH account(SSH A7 AMH|): AH
2 AHMELICE root AEE AME = USLICH

Y s AE

+

Add virtual host(7}At SAE X7}): A 7H SAEZ X7}l H 22 C}.
2 Abgota{% MeBtLiChAH 0|&: Mol 0|52 AES LT =Xt 0-9, 2AF A-Z
UchEE: M7t 28 ZES 23tLictType( ERIE
L[
[
L]

ol
ogt
>
oo
Il

QE ID FO|M MEAFL|C
+ Update(YHO|E): Ttat
© MEH: Tty ZAEES AFgLC
Hlggsh MHT H 2 Hste AL

OpenID T4
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# QIE{m 02

e

a5t
O
=

+

Add a recipient(-’,‘-l}_lx} £
A

L| Ct.Type(&

FTP

HTTP

4

220N Me:

SAE: MHOIP FAL SAE 0|2 YL
X H 7} System > Network > IPv4 and
AEE A=K =2RISHU A 2.

EE: FTP AU{7} A8ols ZE WSS QestLch 7232 219t
Folder(BC{): I}AS X2 C|YE0/0| =2 YA CIZEa|t FTP AHof O]
O EXSHA| o, S P=Es I @F HA|X|7F BEAE L CH

Username(A}RI} 0|E) 2018l H AIE2XF 0|28 QUESIAUAL

IALE: EO0%I8{H INAQEE LESIMAIL

Use temporary file name(Q A| _H’E O|E Al2): X502 MME UA| It O|ECZ I
U2 YEESIHH MEHSLICE YEEE AESIH DY 0|F0| {ste O|EC = HHELIC
O*EEW SHhE 22 &=4E lLPOE'OI SiELCh OgLy oj™g| AA TIPS 22 = USL
Ct. O|&E7 ™ R3t= 0|52 77 BEE mao| SHEX & = USL|CH

Use passive FTP(=& FTP Al8): THHQ 20 ME2 Ered| CHA FTP M0
ol AAdg E= 5 FTLCH X7 o4& Mo Chst FTP Ao % GOjojE HZA
2 BF HIFHOE AFTLICE Ol Yutdoz FX|Qt CHA FTP AME AtO[Of
20| A= 420 EaghLoh

URL: HTTP AE{ O CHot L|ERIS "*9-} 2¥s Nl 23 EEE YHYLCL o SH

http://192.168.254.10/cgi-bin/notify.cgi 2} L| Ct.

Username(A-&X} 0| &) 201512 H AL O|ES YHIIYAIL.
HAQE: 20151 H IAQEESE YHSMA L.

Proxy(Z & A]). HTTP MHO| AASY| 3 ZEA HHE S0t st=
HEE 74_' YL

URL: HTTPS AMH{0f Lot HERI T2t RS XMalgd A3HES YHYLLL & =

M https://192.168.254.10/cgi-bin/notify.cgi & L| C}.

Validate server certificate(A{H] Q=AM =0l). 0| MXIE MEHSIO HTTPS
& OIZMZ MENSHL|C].

Username(A}B-x} O|E) ZQIslz{H AIRX 0|28 YEHEAMAIR.
mASE 2Ioleie(d Ao E BlEoHAlL.

Proxy(ZHA|): HTTPS AMH{O| AZSH7| 23] ZEA MHE S0 ot=
@E% 911 OIE1oI-|_|[:|-

HE{3I 2EZX|

g & ASLICL o2 MKV(Matroska) oh @ gAjo 2 X g LICf

b
SAE HEQI 2E2X|Q P FAL SAE 0|52 YHEL O
Share(838): SAEOQAN 88 0|22 ¢=sLC}
Folder(ELC): O x-|7<+oF CIAEZ|o ZEE QaABAAR.

o H 7
Username(Al2X} O|£): 21015124 T AFRX} 0|22 QEBIAIA|Q
HASE: 20I5l2{0 IjASC S QEslAlA|Q

SAE: NHO| P FALL SAE 0|52 YABLILL SAE 088 YYs

e B, DNS

A H 7} System > Network > IPv4 and IPv6(A| A8 > Y EL|3 > IPv4d U IPv6) OfzfOf

R0 UK HoIBIAAQ.
EE: SFTP M7} ALBSlE BE #SE agnt 7|2zt 229 Lt

Folder(EC{): TS MY CIHELZQ F2E UHSMAR. CIHEZ|T} SFTP A0 Of

of ENSK oSl AL Y=E Ul OF WAXIF EAEC
Username(AL8X} 0| 8). =10I6t2{8l AL8%t 0|52 YAl

WASIE: 2I0I3elti HAYCSE gAML

SSH SAE 37 7| SY(MDS): €2 SAE 27| 7|32xte| 1674 2x12)o| X2S o
E4oFL|Ef SFTP 22}0|2 E= RSA, DSA, ECDSA 5! ED25519 S AE 7| Q30| SSH-2E& At

2512 SFTP MHZ x| L|Tt. & A| RSAZ} MBS | Weo[n] ECDSA, ED25519 %

DSAZl 1§12 MELCE SFTP ME{0|M AI83IS 2HZ MD5 SAE 7|2

35
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2 QlE{H oA

e

ot
-

|Ct. Axis ZX|&= MD5 3l SHA-256 3jA| 7|2 25 X|&FX|2F MD5ELCH Z&st B
el SHA-2565 At&3dt= 0| EESLILH Axis ZX[2 SFTP MHE T35t &
CHot RfMot LHE2 AXS OS5 Z25 HISHHAL.

SAE BI 7| RE(SHA256): &7 SAE ZJ|| 7|(43Xt2| Baseb4 QAT EXtE)Q

S UHEL|Ct SFTP 22t0|9E = RSA, DSA, ECDSA 9! ED25519 SAE 7| 3¢9
AE35tE SFTP MHE X[JetL|Ch Y A[ RSAZF Mo k|= Y @0|0{ ECDSA,

ror

n—u
THo T =2mo
N

M

O
N
Ul
Ul
ity
Ne}

L|C}. Axis A X|= MD5 % SHA-256 3{A| 7|2 25 X|&SIX|0F MDSECH Z

2|38l SHA-256& AI23t= 40| ELLCEH Axis X2 SFTP MHE FM5t=

XMt 82 AXIS OS ZES FHIUSHYAIL.

orary file name(YA| Tt O|E AlE): X222 MME A It 0|ECZ
St MEfSHLCE YP=ES ZSHH ot 0|50

C | 9 o)

O CIErSme T N X Ak
0 S IErotro

o2 U

- HI [e]3

m ==

3 L2

kS mot M2

oen
L1 Humjo
" In

« SIP or VMS(SIP IE&= VM :
SIP: SIP M3l2 ZHa{™ MEisHL|C},

- From SIP account(ZAIX} SIP A &™) S =20 A MEdSHL|C}
- To SIP address(x=MZX} SIP FA): SIP TAE Q&THLC}
|u_1|°l Test(HAE): 83t 40| &&5t=X HAESZH S L|CH
L] 0 E

- Send email to(O|HY M& CH4): Oo|HAZS M3 oMY FAE YHSLICH FAE
o 7 Yt HEE oY FAE FR2SHAL.

- Send email from(O|H|Y L) Hifj= MHQ| O|HY FAE LHGHL|CH

- Username(Al8X} 0| 8): 02 MH Q| ALEX O|E2 YHTLICEL o0 Y MHOAM 2SS
Q7K = 4% 0] ZEE H|Y sLCL

- DAQE: HY MHO| IHALEE YHTLICE O|HY MBOIAN ASES 2FSHA| %

- Email server (SMTP)(O| 0| & klI:H SMTP)): 0| & =0 smtp.gmail.com, smtp.mail.yahoo.com
L|c}

o
0= = .
- FEE: 0-65535 H2Qo| g2 ARSI SMTP MHQO| ZE HSE QETHLICE 7|27
2 587¢L|LCt
- Encryption(d33}): 2SS ARSIE{H, SSL &= TLSE MEHSIAMA| 2.
X

EE MEigLCL O 2Z5ME CARE Z|E)ol M XA MESHALE
- POP authentication(POP Q1Z): POP AMH O|EE UG H HMAI2(0: pop.
H| D

. TCP
- BAE: MBO| P FALL SAE 0|52 YHBLLL SAE 0[S2 YASE FS, DNS
a

XIHElof Q=X OISR,
- Port(ZE) A ANA0 AfSEE EE HBE YBLCH

Test(H|AE) d™S HAESHEH S=gL L
recipient(=41Xt B7]): BE AKX A = L|Ct.Copy recipient($=41X} S A}L): =4
AE SASIHE ZESHM . SAME 0 FAXNE HEY = UAE L ChDelete recipient(s= 21X} A
H): =4XE AR AHSHHEH SaigL

g0 X= W7o 80| ZehE L T View

DSAZt 1 & MELICt SFTP MHO|A AE3t= SHE MDS 8 AE J|5

A H 7t System > Network > IPv4 and IPv6(A|ARl > HEQA > IPv4 3 IPv6) Of2[of

YL EAE EOM U222 A8Y 5 USLILE SR = 780 st = oA o Mo T4

+

2E ¥ BA0F HAELCH Add schedule(2#H|E F7}): 27 E£&= BAE Y5t EH S8eLict
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# QIE{m 02

e

=& EZ|HE M830 E2 828 EZ|AY = UASULL OE &0 =5 E2HE HE &4 & 74
Ste St diMg ABE 4 Sl

MQTT

MQTT(Message Queuing Telemetry Transport)& AtE QIEHUl(IoT)E et EE AN Z2EZLLCH Che
St=l IoT E3HE Q9 ’“E*HIEIO*OEH A2 AL FZZHismall code footprint) il XA HEQA CHAZo=z AA
ZXE AAGHY| sl CrYet A Y IH A ELICE Axis AKX Az E9|0]9| MQTT S2t0|AHEE Saf TX|
oM A= GO[E U OMES %“é! 2| ~ZEQOf(VMS)7} of Alﬁﬂloﬂ HHSHA S = USLIChH
7|7|& MQTT EEPOIOJEE ’“E”SE.“-IH MQTT S412 Z20|UER} B2 2l F AEHEE 7|ge 2 ot
Ct. S20|AE &= HAX[E ELjn 2Hg £ °'*'—|Ef B27= 220|QE 7Ho| HAIX| Y S HES

L|C}AXIS OS Portalo| A MQTTO| CHoH XFAIS| opeE £ QI L|Ch.

ALPN

ALPN2 Z2t0|0E 9 MH Zt Al HEMNO|Z EHAHOAM OfEC(HOME Z2EEESS MET = AUA
St TLS/SSL SHAFOIL|CH O|= HTTPO} 20| C}2 H2E=0| AREHLE =28 ZEZ 38 MQTT £
oS 2Malst= O ArEE LT Z<0| w2k MQTT 5*' HEoR JjHEl ZEJ 38 =& ASY
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