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e ERELR (OAK); #—TT [Get key (BUE )] MR EZRTBT LB ERAEAEERFEHK
KBS Proxy AYIER T IE AR E HA B AR BF, T’E—I g
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Eﬁé’ﬁmﬁﬁﬂ 2.0 (CC EAL4+, FIPS 140-2 %4k 2)]. BEE A TPM 2.0 e B %248
AR,

[ 48 B 7 AR I A A0 ]

IEEE 802.1xIEEE 802.1x & — & E {18 B EX 77 BU42 §] (Network Admission Control) & IEEE
HREERMREBRMTSRE, IEEE 802.1x X EAP (T MM BB BAG ) REBE
R f7EUF |EEE 802 1x (REMIME, WMERBELARASETRE, BEEHRA RS O
RADIUS 13 fR#&, 520, FreeRADIUS 1 Microsoft Internet Authentication Server) $}H—;o |
MACsec|EEE 802.1AE MACsec %—IE&#%T?%E*@EH&%J (MAC) &2y IEEE 2%,
Hliﬁﬁ‘%ﬂ%%é@ﬂhﬁ&?ﬂﬁﬂ%%'lﬁu léo BEANMER CA BERETRER, HEE
B, BmREEEIWMERN, REFEEAGTRE. FABER, 7 Ads E’JET
Eﬁ%ﬂﬂﬁﬁ%ﬁﬁ EAP-TLS (TUEIHE’JE%‘; AE - BWER ), EBHABE QT
AZREEBRIFRZREBEAME, AEZRE RO EENAPBRE, [%’i
ARBRFBHEAP BRI, FIFimE#E i?éﬂx s B U IEEE 802.1x, Ba7&fafR=81F
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ZIEREEE, EEHQERAARE. CAP 5ok, BABRBPE E%#EE@WE’J@F@%E%%&%EUO
[EAPOL AR A] S5 HY 4B % X R 28 A FB B0 EAPOL FRA [1£ F8 |IEEE 802.1x]: ﬁﬁluﬁﬁl IEEE 802 1x
BAME, RAEESGEMER ECE 802 1x PEAP-MSCHAPV. (E BB A, Ao fEHELETE

+ Password (%15). ﬁl)\_éﬂ’]ﬁﬁﬁ%%ﬁj\aﬁﬂﬂﬂ’]fﬁﬁ%o
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i A FF 7 BE #] 46 B MACsec,
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B3 K

[FD&)_;H] Fﬂmﬁﬁ*ﬂgo =n
[FARR K] BB AE TR AR AE

o [0FF. | AFFERERIBAYAT A
- LhiE. | iBRERE H’Jﬁﬁﬁ ;
Egﬁﬁwﬁﬁu XEBIGN, f&T] uz@\ E!F‘Hﬁﬂﬁfféﬁmuﬂt 18 FA 18 B A R i B R B A9 R AL,
Address ({i7if), &AIEE E#EHE%@EXZ IPv4/IPv6 = CIDR #& =X Azl .
. BRAWBE: &El‘”*ﬁgﬁﬁﬁﬁﬁ%ﬁﬁlﬂ’] Tﬁi@o
. Port(ﬁwg) WAGREAFNIERFINERZBRIE, &7 U1 1 5] 65535 2 EHY
EIRR,
o R, ERARAIREA

—I_ B—TMNEIHMmARA,
[ﬁi‘%ﬁﬁu | #E—TMHEEERNRA,

E, BBEZERMN,
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WENE

. [L)lﬂ?“ﬁﬁ’\]ﬁ%%ﬁ ]EQE/EIJEE\“%EE'JE’]H@F?BE%'J R B R PR I ER E & 300 B, BHERAIRK
FR%. 0 %‘f EMHTF1§EEL1 , AR AR AEER

ﬁfﬁﬁJ]@ﬁiﬁﬁm%%éﬂ;ﬁwﬁﬁ
455 RPR 60 RANS e (/018 T, HEIME %ﬁﬁh%#ﬁ&@mﬁgmom%xﬁ
TR, —DrRRfEE, CRREERE (L5 0] F, YA REA L EBHE
=, MERRHH, THSRABEEREE.

G
o

(AR B—TURAGEERA, [(FHTEA]: BEERBLBTZRRANHTE.
— T UMBRERFRAL fé: BR—TUMBRFAERR, SEFERANERSTRA,

BEI#EEM0 AXIS EE R R BR

%%E%Ft%%mmmﬂﬁﬁ?&ﬁﬁaJﬁ? EEREATHEN AXS (ERZ MR, 2B
SRR HEE mx ﬁ%ﬂMBVEOﬁ% Trx%m FraR IS F 1D BRI T R R L3
7o B Axis ﬁﬁﬁ FLie, AETH Axis B HFTEEN AXIS EE£ZRBR. [& ’Fz%]: %
—Tuﬁﬁiﬁ RERE S EELEREBE, : RANERDS .

B REE] MGREE.
R B
=

—I_ Add account (% SRR BT o HIERS . B& % DS 100 @RS fFEJE‘ B\ I —AY
WREZB, 1102 ﬁ%_ﬁﬁl)\fﬁﬁﬁﬂﬁ?ﬁﬁﬁo DEREELANR 12 64 BET M. & %‘:F‘Efﬁ?ﬁ
A3 ENEy ASCI 7T (R 126), flan. F&. #F. F%ﬁﬁﬁ&%“bﬁﬁo =/ DN
. ﬁxAiﬁA#HﬂEﬁ%ﬁ% [FEMR]:

=, H)lﬁﬁ’?'" %‘?E‘EE&D o] TS . BT REMIRE

PUT BRI

N
HEE., JHFR.

- BELYATERBRNMRE,

- Eﬁﬂﬁﬁﬂjﬁ%

- KFEFH, ETEBMELE; F£H[PTZaccount (PTZ1EF)] FE.

NANEREE: [FIEF]: MBIREEM, (MEIEF]. MERIIRS, S&XME root IRE

& FHN
[(AFFEZEE]: BRUATFEOAMUBEEN S ERERE, MEEZAKRFE, Alow anonymous
PTZ operating (5 8FE & PTZ #1F) : MR EEZFEAEKERE. ERNBEZ KR,
SSH R P
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MWETE

—I_ Add SSH account (#i¥E SSH IEF), 3R—"T o] HiEHA9 SSH R,
o [FEH root 77H1]: BARRIAFR #155 Z root FFEXFEFR AT RE
[EUAH SSH]. B IM{E A SSH AR .

EF. BAE—IRE M. o, BARFNTE. TEEENANR 15 64 BT M. &
B 0 1 B TR N ASOI o (FH1E 52 B1 158, Bl b Bier B e o

KN B ﬁ/kﬁﬁA$EHEﬁ%ﬁ B, 17, MARR(T8), ° RRWERES. [E5 SSHIE
Fl. mEIESEM, (% SSHIES]: MEBIEE. SEEME oot IRE

[FE 5 T 1)

+ Add virtual host (T2 ERE T, R—TMNHEHNER T, . BERERAXEETH#,
[Hﬂﬁaﬁ%iﬁ% BAGRENEZE, EFAHT 0-9. 37 A-Z%E?—%ﬁ% (=)o Port (E#18). &
N3] Bk =8 Fr i &E’J EEIR, Type (34, ﬁﬂxgﬁ B AE R, 7 [EA]. [EZE]# [Em D]

e R R

OpenlD % E

BE
MRIGEEFE R OpenlD B, FBFERBEERE OpenlD B N Fr# A Digest 5 Basic #88#.

FHFE ID: B OpenlD FHEZE R, [ Proxy]. A OpenlD B proxy Sk IXfE A proxy {3
BRes. [B1EEHE] MATESZACKHNE, 1215 URL]: MA AP HBBNAEER. wXEA
https /[[insert URL]/.well-known/openid- conflguratlon[%mVE%‘EEnﬁ] iﬁ’.}}\jﬁ;‘éﬁ%%@ﬁ@ﬁo [EEH

Al MAERTREREANER, [kﬁé%ﬁﬂ 7l iﬁl)\@%%%@é’]ﬁ [ B FAE], iﬁ)\ﬁugfﬂ

Jﬁaﬁﬁﬁ%o EBEEhRAERBOREN EEP%TEHM%FH%O [EE]. 1?%1%&-“563\9’]712 =8

[HEumHbe]: 8 OpenlD #1% [TE%T?] #%—"T & OpenlD TE [ 1 OpenlD]: BARIXEERR
BB A R 3 URL #iTRIGER .

=45

H Al

FRATRTHBRERATBENGRYE., LEEBFEREERTPRENFERA,

B EE

BZ O M 256 HE)ER A,
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_|_

Addarule (iR AN, R, [2E]: WMARMNNRE, F8(F - B0, AR AR
B> L ERBHSERR (h h mm:ss), B4, EERRE BB REAREFFEE '][EURTTE’E%
B, ﬂﬁ%lﬂ B B AR U LS B L SRR E R A, % 5 BB R EUR ﬂ%#%fﬁﬁ‘%g
A BB TEE, MRESH T ZEFRMG, ﬁﬁ’ﬁﬁ’]ﬁ#%‘ﬁ%ﬁﬁé‘?é@ﬁiﬂlﬂfo BFRBERETNE
A, %%Eﬁ%’#ﬁﬁ/ﬁfﬂf/\/si [EFHHMMCH’E%%%?* B IEIR, FIEE— IR ERERIG SR
aro, BR, RA—ERMBE, %ﬁﬁ’ﬁﬁ’ﬂtﬁﬁiﬁlﬁ s, AT —EEALRENE, ZRANek
@R, MERARIULRE, JERGRERTS, iEE'JTJEEJEEAﬂEﬁ%q:‘ R, MEERE
REERGEREZERAR, FERULREE, —I_ Add a condition (#Ti"{ TfF) 32— T 0] #r i H b A9 5R 14 o
. REESENEE, YRMAERENER. EBEEBENER, B2E %#ﬁﬁ/ﬁfﬂ—-c/\ﬁ
ZERE
BN EREERSHBAERSE, IFLEEER,
B &E

WMREHREBRMEEA FTP 5 SFTP, FNBEHABBRHILIREZZBINE—FiR. TRIEE
EHREFEXE—ETE,

WEEERTEMT EIRENAARELRE, MRELERERBNERER.

TR0 UET 20 #=lE

_!_ [ a e pent (T ), B TTMERE. (5): BABKESER, oo (3
52 ) 58

. FTP
- [T EmAERRRSAY |Puﬂt§i3‘z¢%%ﬁ MEMATHEE, BRECHE [Z4 >
B B& > |Pv4 1 IPv6] T~ 7135 E DNS {afR=s o
- Port (EiZiE). WA FTPﬂHEﬁ%ﬁEﬁFﬁE’]EEEﬁﬁO %A 21,
- Bk iﬁ)\%ﬁﬁﬁﬁ‘% 7 B #RABS 1R, ﬁu%FTPﬂH&%%EPhTﬁTﬁtEﬁ gt

=1

BE FERRBKIERAS.

- FHEZRE, BABANEREZE,

- Password (Z15). WABSAHNEZE,

- FHEGECEE. BERERARELNESEERBR FEER, FETENE, B
SEFTRAMENEE, MR LERL/FE, BAgRETTERNER, B
MATRKEEFE, Wit—X, GHANEMAEEEMHEaBINER ML EN,

- FEREESETP, ZEBERT, EMATEKREBREP EARERBMELER, RiEE
TEY EEERSER FTP BTHMERER, NERBHEBE FTP ARSFZZEHH X

A

&, —REFEETUIRE,

URL: BN HTTP fa)BR=5 (9 MBBE Ari N RS BIBE R MNIESH. Blm,
http://192.168.254. 10/cgi-bin/notify.cgi,

- FHEZE. BABANEREAE,

—  Password (%5). WMABANZE,

- g’/;%yﬁﬂ MR WA EE Proxy G iR#8 74 85 EMR E HTTP 1EfR=s, BHARY@WMANLE

URL: BN HTTPS fEAR=8 A9 MBS ALt MR A IR IBE R M58, Bl
https //192. 168 254.10/cgi—bin/notify.cgi,

- EBEEEsEE. BERULEREDIRE HTTPS RARFBAIEINERRE,

- [FHEZE. BABANEASEAE,

—  Password (%15, MABANHZE,

32



https://help.axis.com/get-started-with-rules-for-events#conditions
https://help.axis.com/get-started-with-rules-for-events#actions

AXIS M20-FrEBI B M R 71

WENE
- E’égyg R BEIE Proxy AR A REERE HTTPS @RS, BHBRAEWMALE
- MERGEES
0] DU NAS %@]%Bﬁﬁﬂﬁf) SHEBRE=E, YTRHEBEREERNERE, B8
Matroska (MKV) #& 2= &7

[VMS];

. BFBE

[H]. AR RET = E A

[TH#]: MAGRSAOIP AL THER, MRAATHERE, FRECSE (57 >
S > |Pv4 A Pve] T 7145 DNS falfk=% o _ )

Port (4212, BN\ SFTP fAfR=8 T A AVE iR Mm ok, FARER 22,

BR k. iﬁl)\%ﬁﬁﬁ%ﬁ 7 B 8RB, 1R SFTP AR M AFEL Bk, &
e rEERELTERAL

FHEZE, BAZANN]
Password (515). BAZE
SSH F#/A B REA (M
SFTP ﬁjﬁmﬁﬁﬁimﬁﬁﬁﬁﬁ SA\ DSA. ECDSA #1 ED25519 9 SSH-2 R % 12
SFTP fafr#%, RSA REETFRMNEEGE, HX2E ECDSA. ED25519 #1 DSA, #
AE N IR SFTP {alfR B8 T E’J_HE MD5 #4588, B Axis SRIBERE X1 MD5
M SHA-256 MEL IR, ! B {3 B i SHA-256, lil:% EHRE ML MD5 Eif,
FHRAWE{FE F Axis 582 fEa%E SFTP ER=SMNE L B, BRITE AXIS OS A O#Fi4,
SSH F#/\ 4 REma (SHA266): N S YN B CE (43 LB Baseb4
miEFE), SFIP AR imF T #4EA A RSA. DSA. ECDSA #1 ED25519 4
SSH-2 KR #& SFTP {afkz%. RSA BT FRFAIIEIRE A, HXE ECDSA.
ED25519 F1 DSA, BN SFTP {afRa i Ay E#E MD5 T4 . A
Axis 5% 18 5B % & MD5 F1 SHA—256 Mzpm, BRMEEERH SHA-256, H li% n:
IR L MD5 a8, A B 4{a £ A Axis 3% B0 SFTP AR MELEA,

X AXIS OS A O #3,

FHTFEZZE, ENEREREANEFREEBR LEER, LETHE,
%%E%ﬁun%%ﬁﬁ%m%ﬁo ﬁn%ﬂ%qﬂ Eges] i i 4“76*45@% TIRENER. R
B RO EIE TR, Mb—R, SRMEfREEEFREaBHE RS2 ERMN,

cH
o

)<H+
EEH

=)

Pﬁ"ﬁ

b, EEUERT SP B,

BELM BT VIS BEE

S SIP IR P, BB R,

=oP i BASP A,

Test CAIE): H—THABREREEETH .

H%%%ﬁﬁﬁz;}l_i WAEFBHEZEXINEFBHI, E2Z@WAS @I, 5

BRI

el FHEE T, BAEXEREOETEBESL. _

E%ﬁé;ﬁﬁ@A@#ﬂﬂﬁﬁ%ﬁﬁﬁﬁﬁ%%ﬁ MEBEGREATERE, B
A T2 Ho

?a{s%s%/vord (715, WABM4ERBNEE, WEBA4EARBFATERE, FEILE
i
RS B (e, A SMTP RBE A, Bl smipgmailcom.
smtp.mail.yahoo.com,
Port (;é;éi?%) £/ 0-65535 EEEEAE, @A SMTP EiRasERZIBRE, 7
ﬁuf/?: Eiﬁﬁﬁﬁﬂg FEIEEL SSL ’Sz TLS,
e (e R AR R 41 82 15515 F AN 2% éﬁlﬁtélﬁﬁéﬁﬁ% XIS @Al BEIY
Bi7%E, ShERFEHEE CA) ﬁbﬂ

PE . BIRRILIRIE LIS A POP HHE%%B’]%?@ B4 : pop.gmail.com,
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MWETE
B EE
U EBIARAUNETEHE, BB FHBMG 1ﬁﬁgﬁ7ﬁ?&£§£éﬁi§ﬁ1¢, Bk
W mRAENT, RESTHUHHEFNLTEMER, NERENETBHIRS
EHE, ARKRAZEHNET M4

- [TH]. MAGRSKIHN PN FIRER, MRBANTHERE, FREEE[FF >
ME% > |Pva #11Pve] T77#5%E DNS falfR=§.
- Port (IEi18), WARRFIRERSNEZERRER.

A, B-TUNRERE. . ARWEROS. RS, B TURBFAEKEHEE
3. EEBEE, B Eanbh L ARE, GNHThL e sE
BTk AMBEKE.

BHEE

HRMRET UERMRANROEREER. WEESBErERTBRENMEHENRE, NEXHEE

REAMEHBEA. _I_ Add schedule (FTIEFERHEERE): R—TUEHESRE.

FEE R

FTHREXZARTH/BISERA, i, FTHRRTEELRLENREHBARBEE .

MQTT

MQTT (FREFFIEREE) Y B (o) WEEEABAGE. ESEMBL oT B, YEZARE
BEr¥, IB)EABENRNEREEREZRHEE, Axis BRIBEHE T MQTT BF i UL
REPRELERNREHEASYIFFGEERE (VWMS) > ZAMMNES, BEERTAMQIT AF

e MQTT BAZUAF RPN EERMEERAERITEZE, Al ko DU ENEWRAL, BNER
EEARFRzBREBEAL ., B ME AXIS OS A DT RNT B MQTT,

ALPN

ALPN 2 TLS/SSL &% Thee, AFERFimEGARErMEENTERETZNERER BABE, &
ﬁﬁLﬁH%ﬁﬂm$WMHrmmﬁm_ m&&&mammawmgorﬁgﬁﬁT,ﬂ%;ﬁ
Bt MQTT BAFEANERBAE, EEEERT, BRTRIMHEM ALPN %, #& MQTT BED
KABFF ATz BEEZE FNEAERXBEABE.

MQTT & F
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