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6. Include audio(2C|2 =EHS MEHSID MRS ZAL|LC}
7. Save(XM¥E)E ZEtLCt

ZEI|AEF MEOI0 X F0| L[ 715 F7t

ZEHNWAE J|la= M8t ME0 2ER 7S
HEXR #AOl=

Axis H{EQ|3 H|C|Q K0 LR 7|58 F
O QIE{H 0| A S ZX|Qt M2 X &dt= PoE A
{E

1. PoE A O|E& Axis L -,—.IELHIEIQ
2. PoE /0|2 & Axis ZEF|AE FX[(2

1 Axis I ES HIL| 2 FA]
2 Axis ZEIfAE FX|
3 2PA

A7t HE M Axis { EQ S H|C| 2 FX[Q] HH0| 2|2 BO| EA|ELCL 2L Wz O|F
St 10 Allow audio(2C|2 5{8)E ZL|LC}

AtMet LI &2 Axis ZEINAE FK[Q| ArEAL M E HESHUAI2.

o

=

= 8% 202 A 1/0 4= L]
Ll

X}

o

17



AXIS M3057-PLR Mk Il Dome Camera

# QIE{m|0] &

gXo| W AHIO| A0 HEota{H B 22t X0 ZX|2 P F2S YHIYAL.

H| 2

o2 H|Oh£= ol &2 HIOtE 28 &Lt

<H Arﬂxr o 0= Chgo

ojo

=g L

Ny,
% -t . —t
<= Change account(H| ™ HZ): &{x} H ™0 Al 21023t A H&O| 21QIHL|C}.

1
. EI'—)Log out(210}2): S x| A ™0 A 20Tt L|LCt.
Mol OHe o0& Ch2 0| mEHE L CL

« EMOHOoJE:7i2I80| Ot HE2IRX H|O|EHE S/t H +ESHMAIL.

« Feedback(m| E4): AtEX} A2 7| M= Ol =20| &= DEWME SRSIUAIL

« Legal(HE): 77| & 2o dlA0 ot HEE &L Ct

« About(®HH) AXISOS H{ T Gl 2 HS E =otot &X| 2 E SLICH
SEH
Kot

H2 UGB RE HAY

Hardening guide(& QF Zts} 710| E): Axis ZHX| Q| AFO|H = QFup [ AL Of| CHSH XEA|S| ZOt=
= Qe AXIS OS &3 7t0/ = 2 3 L LC}.

Mt S|} HEl

K| 7} NTP ME{9F £7|31e| Y =]
BE BAFLICH

2

F S S| F2 AlE ZY510 NTP 7|9t 8

NTP settings(NTP 47): NTP @& S 21 AHO|EYLCEL NTP 282 HEY & U= Time and
location(A|ZF 5! °|I|) | 0| X| £ O|=&tL|LC}.

18


https://help.axis.com/axis-os-hardening-guide

AXIS M3057-PLR Mk Il Dome Camera

AZ EUITH XM S LIRS =2} F4, on page 39

<

L|C}.

St
=]

X HE

C =
—=

Lict 320

8

RO 2ZEQONE YO 0| =E
{0]X| 2 0| SgLICt.

I

):

[ ==

AL
T

AL L O

b

Upgrade AXIS OS(AXIS OS ¥12|0|
=l

+4

2N

Ej S! PID/

g H7): dZAE Seto
|IPFA TC2ES ZE, A

View details(M| 5 A}

o

19



AXIS M3057-PLR Mk Il Dome Camera

H|C|
> ctO|E H|C| 2 ~EE S Xj-disteH S gLt

LHAF R 7| 2 Sf2{H 2 2IsHL| T} 022 ZHEE{ 9| 'Downloads' ZH 0| A
D_HH_MM_SS jpg] & L|Ct. A A0 37| =
L0 met Ct28 2 AMAF 3 7|= X0

%k © rzge+s02 #710 naw zaay

QO @ wuze +z02 751 neie 32au:

—-

o= 3}01 ZAE 20| AN ASH B SLICL S4B HES T1ES BASISLE, AL HICI2 of
LIX|HE AZESofof A 2loj S AESS Ot A 0 2R HECE 223 [ 2 189 HHE Al
8% % oA FLitt

MNEXHX|H 3H HEE S MMS 2 H | Add custom control(A}
o
(=]

<>

oX o
Joixd ¢

@ HAME AIRSILICE A FATEA YL A AZ0]of FES Y& 9|2 FtH 27}
RILICH A| A|B AT CF 2LHH FHH 2F7F O M 2| [ X|2 SOt LICh |7t A Z Bl Fd &
|2k O] OtO| 20| £ LLF.

QFO|TH & A& L Ct

o ?
© 0O

Zof M ZX| M S SEHOD MESHH HA|ZF 2I(0 A sl Y Z2| M ZX[ Mo 2 o| s
Ct. f£= Setup(@7d)S =010 =24 ZX| M H|0|X|= 0| S &Lt
F'W f'é\ﬁ _ N _ N
OO A 2| E YA S FII0HALE M AR LT ZHA 2| & SHS Fote Ij 7H0 2t
Wt EY H/HE HRAOM ZHA S MYYLICEL ZAHL 2|2 FF S 200 7HH2f7t A
FEII0A SiY @Ho 2 O| SOt H FHH| 2t} O] HOf| M Eot ZAHAS 2| SR LICL ZHAS 2| F
St 7t 2ol Cist Y92 BEt 4= S29] B2 =+ UAS LI

20



8 X of oo FEE AEEZ|X|E BAISH T 2R/ LCL AE2|X|E 5T H2XE 2
Solsjof &

@ REEZ 2F0| UMt EH S ELLICEL 2M > QEEE| 0| Ot0|22 25t

E |
O E2 28208+ UASLHILh

R 7 280 UM 2ot H S &L

— =]
+ Video format(H|C] @ FA]): AIA|ZH 2 7]0| M AL Q1AL HAlS Mefsti|ct

> Autoplay(X}S xHd): M| MM0A HX|E E MOtEt S E HILR 2E-S XS
Mot H AYA 2.

« Client stream information(Z2|0|HE AEZ HH): 2}0|E H|C|Q AEZZ HEA|St= E
2f X 0| AHESH= H|C| 2 AEE0f Cict sH HEE #A|St2{H FL|CL HIE 20| E
YE=EE 227027 [0 ¥IAE Q0|0 #A|E= F L2t ChE L Tk S 20|
E AEE HHO|HE 20| E= OpX|2F 19| H|E 20| EO| T X2 ¢ ATE E2LO|H{Of
M 7t ZLICH 2H2f|0|9| H|E 20| E= K|t 529 - H|E 2j|0|EO|H E 22X 0| A

JMMGL|Ct & 2t 25 QA| H|C|Q AE 2|0 T3Sl UDP/TCP/HTTPE E8f EQAE
Eof MES I AN L= X7} {YZEL ZT3ISIX| YL CH
+ Adaptive stream(H 28 AE&R|): O|0|X| M E E7| 2C0|AHEQ| AKX C|AZ2| 0| oY
A0 DA AL AFR XL HE S M3l 220| Y E S EQ| 00| IHESHE YHX|S} 2
o ZL|C M2 AEZI2 a2/ o| ¢ QIE{H| 0| A0A 2}0|E HIC|Q AERS 2 [j
Of §LE L|CH 823 AEZI0| X US 0 ACh =Y £ 5= 30fpsYL|CH HES AE
20| HX QY= SOt ALHAFS £OIS|H M2 AE 20| A MEHSH 00| X| AL E 7t AR E
|Ct.
H A 1L AT = 1T = >®\O = = — A
e Level grid(x=® O2|E). =4 O2|EE HEA|SI2H S SEIgtL|Ct AX}t= 0|0 K| 7 =
V) -
o2 YUE|Y=KX A= O 20| Lt 27| O g 2yt
. — _— — . -“ -t —
. Pixel counter(Z}4d 7}2E{): TAM FI2EZ EA[SI2{H ‘NS Sa/stL|ch A g &
SHSl2{ M AXIE 0 Y9 37|2 Z=™BHL|CH 3 Width(L{H]) 3 Height(0]) Z S0
M APRFO| T 37|12 HolEt 2 QLLIC
. Refresh(Ml2 T8 AA|ZH 87j0)M "X ojojx1 2 Mz nxze O g 2z

PTZ controls(PTZ H|0{) @: AA|ZH 2 7|0 A PTZ B|O]2 EA|S}2{ ™ ZL|C}.

B .

HH =2 ZAIZH Y| S
X

Gl X2 0|0 X| 2 AFRS}01 0[] X| 2 SHA¥SHL|CY.

O ajoj bi0|e AE21S SiarEl Ry S1HO 2 HA|5H2{ T 2B Ch SIAHE M| 510 oo
= zeojam OjA| 228t

[l |

-2 ElO|E HIC|Q AEES FA tHOZ HAISHM SESLCEL TN 2tH ZEE S=52{H
Esc 7|2 =& ULt

[

21




Mounting position(ZH%F 2] X]) @: 7t 2t 3

C}.

AXIS M3057-PLR Mk Il Dome Camera

25

FLicy. 0] =

Power line frequency
T Hsg
ZLICh oS X[Hel ™

1}
2
o

oj o x|

22



|4z O|O|X| & ¥ & & USLIL,

E'—IEi%'(HEH‘E'.%))@: MU AZoM K &S

gL Ct

o

e
(=]

E
S

2

%CD:

7DI-
S
o

o
o)
g Ct.

s

=

-
o

2ail) @:

JO|Lt S M0 A MY =7, 571,

IL

"E.*)@: o=

o

.I

Traffic overview (low bandwidth)(
ZLHEN H

|

Traffic overview(E 2|
o

Vivid(
H

« Forensic(=Z#lZA]) @:
o

. Indoor(’é‘LH)@:
. 0utdoor(’§'2|)®:

L]
L[]
L]

AXIS M3057-PLR Mk Il Dome Camera

oY 1
I BOLT
TR T
550p % Y
U up S
Eeﬁﬁo =i
g =
IHWO_; O”_m
<H _A._._o ||___._._

J_|_|M_H| aS
- E_E%MA iy
LU |ﬂ7 o
J R KR s Ho
jol N 40 1070
ol oK
% B RO
Y
% ™ g2t iy o
= ES o Al
B L 5
< Wmoﬁ i
| = = of AN
& Bl KOKl0
Uil P NG
20 NCEe s ul
M T T o
- L oT Y oorr
-~ i NOajo | < 1wl
i m m_..n_u.__A.ﬂ._x.ﬂ T
i K= 0 &l
el & for ol o5
® B iy

oH W u
Uk &m._A o b 11
s <50 it
= E_Enq_/lm g0 &0
= 0o %
N oo H 7
e TS o
o du = c
- s g-fol
£ AYANA 8=
o TR TR T w

23




2tol

AS

0|0 X[of A 7}

heq

D= mA|SHE{ T AL}

2to| o

A

=

HEEA0E

)
P

(E 03
ER<E
-2 S 20l 70| 0t

21

=

n
(@)

OlF2 G 812 9 7| thH| 7} ZOorE Ltk
u

Local contrast(2 Z CH{H|) @ :

Tone mapping
LICh 2= 0
F27HY

1o —
009901 <}-
“ircn
ot an g
.._Almoo_lwq
=XV
o1 = Wopar
O3 BT
oldgro 8o
RO BOK4 %O
Mao_no_ﬂnﬂe
NEEIR
il _______zour_nm_._
3l = o = 31
W = <OKlo |

Xt= 210

24



Light environment(5}

28 YHch

1t 2800K Mo

 Fixed - indoors

ERI NN

+ Hold current(&i

X|Of| Al ZOH| 2} 7
2t0|H & AtEot

« Automatic(X}=):
+ Automatic - outdoors(X}= - A Q| :
=o| Q| &0 ALEE = = AT 2™ YL

+ Custom - indoors(AF2 X} X| ™ - AL}

« Custom - outdoors(AI2X} K| - A
MNEE A 1Y M ZH J|s

ol M 2o A2 DY M =T 7|SYLIC

+ Street light - sodium(7I 25

* Manual(=3) @: SIM K E AFESIO 2I0|E WRHAS N CH MA|ZtET
HH
=

=2 &3)
) EH NS NSz ML EFYLICEL R 20 S0 Mt Ay

)W 535 xg ojejo| o2 B X Yo| Us o
| Ut 2 of ofgre nH A £ 7|S QL

g M x=F 7lseL

« Fixed - fluorescent 2(1H - @2 2): 3000K MEO| M 2 E JIX HAE XHE st 0
XM M XA 7|hOI|_| |:|.
o T o o Hd .

(7 - AL): $YS XS 0]9lo| T2 ABEYO| Yt Wit 2800K H =

« Fixed —outdoors 1(T1 % - A1Q| 1): 5500K M= A 20| Ot Lty ZHOA AFRE 4= Q)
=08 MEY 7| sYL|C
« Fixed - outdoors 2(11 ™ - A Q| 2): 6500K &= M 20| S 2| L) ZZHOM AtESH 2~ Q)

SRR RUES- IS

« Street light - mercury(7}25 - $2) @: t2S0M 25| 2 & A= 252 X2
=0 Ciot Ma 2E2 =EAS L O

= =
Stz 078 A

238 /A X

Bt
ox
= N
or
oo
-
il

1
ox
mo
40
>
o
El
P
o8
rE

N
mo
h

N
OF

tX| g5 LIt

54 2K S #HAS DYSLCH A | ol
SO 2 of A3t DIt SN2 U2 SLIC 2 WHACHEF WA S
of slo|E #AAE $502 ZYELIC)

F/OptBE

25
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https://www.axis.com/learning/web-articles/reducing-the-bit-rate-with-axis-zipstream
https://www.axis.com/learning/web-articles/reducing-the-bit-rate-with-axis-zipstream
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Hote{H MEdStLCH
- Maximum(Z|CH): X|CH H| E Y|O|EE QHTIL|LCT.
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- Visible on all channels(Z | X2 oj] EA]): XY MEHSE X DO M T EA| | 22 S}
20 BLCHL B E 24 A L0| BAT £ = 5[40 2

ALt
- Update interval(¢H|0| E 7). G|O|E & I:1|O|E A S MERSHL|CT.
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. —I_ Create(2HS7(): M| MQTT M AMXIE Mgste{H 2l

- Key(7]): ESLHE SF0|AM AT & HEAE
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—  MQTT topic(MQTT F=H|): MQTT =X/ Q| 0|22 aitL|C}.
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Pause between runs(&! 3

Ql3tLct.

M A

[ ==

I"l)

1= -d=
S LICH OB E 2A|ZHASENX| 2tA S Y EE = AS LT
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=
[ 7t 2t= O|0|X| S 2| ZHEE ALE L

Pan-tilt limits(ZH ElE H|3h: ™ E E Kot 4HE
Ct.
« 1€ Left pan limit(21% T |3H): 710|2ko| M 0| S-S 2T O 2 N sHet2{ B SBILICE A
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O|H Mo FIHEl= &5

L|Ct 2ta) S| Zief ZHAS S
|-5.

S 2Xg > s 5
AR 7} LEbe & Qe AalEct 2 gtoe AyELC

37



2

Proportional speed(H| | & E) @: X Y S dYste{™H ALt

ax proportional speed(Z| 11 H| | £ &) o Ql ElE =0 2 X|5hste{™ 1 ~ 1000 4
74X 10002 1000%2t = Y ekL|Ct.
= Ol E 20, |02 A4S0 [0 H|g £

100(100%) 2= d7E|US M O G440l A2 x| K= 442/ QLICE

1121 CFS 00| K| 7} 44 0 A 105 2 SHCH&| ™ A|Cf &5 7p oF 105 /X0) E23l02 42

e A 27 2E AYLCE £ E Koot ™ Z(C Hi 2| £=E 50(50%)2 2 4 gL

Cho|gt o= X MEdEl = 2| Hoj CHol Z[CH £ =7 Z[CHgf2| 50%01 B = EHetL|Cf. O
= O|0[X[ 7t 44 Y If 7450t 7HE HFE K JF 9F 220 /X 2 Aotz H7|7F 10= 2 2|
O™ £E 7S5 /X 2 HghzICt o[o| gL Ct.

[
Adjustable zoom speed(Z7 7Is%t & £ k). ZO|AEO|L} O A E 2 F3 M oje I 7HH &
T E AESI2{H ZAL|CH & & == VAPIX® Application Programming Interface(API) 0f| A
continuouszoommove HHZ S| Atz 2 d™EL|ICEL Z2|M 0|5 S 5ot 72 W2
T 55 AM85tE{H SLCH
PTZOj|A o|O|X| ™X|
- Off(.7]): O| 0| X| 7t H K| =| K| G5 LLt.

« All movements(2E S5 ). 70 2t 7t 2210|= ¢ O|0|X| & FX| 2L CE ZHH 27t Af
X|of ==t siE X2l £7|7F #HA|E LT

+ Preset positions(Z 2| Al EX|M): 7tH| 2t 7t = 2| Al ZX|M ALO|E O| 5 W2t O|O|X|E 1
M| C}
(@~ .

Pan-tilt speed(H/E! E

o
Rl
N

o

J

1

o

I

E)Ztmatel Sl 2HE XY K5 METL(C,.
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xlof

71 E

AL8Xt H|of 7| &

PTZ control queue(PTZ M| C{7|¥): PTZ O] @ HE L 7| E 0 HiX|S2{™ ZL|Ct Ol =
CH7| SO A 2| AFE X} AEfRF EX|ME HA|BHL| L. AXIS Camera Statlon01|)k-| PTZ MO E
AHE35t2{H o] 473 & S LT

=2=o= d

- Enter queue(CH7| € U=): PTZ MO QH S 7| €0 =7t5te{™H S =5t Ct.
- Release control(H| 0] sl|A|): PTZ X| O £ Sl XStz =28}

MEAIE2 U =97t 718 =2 =AU 2 HEELCL M8A A5 2 =% H
Zot2{E T = SESIN ALEA AES 912 = Ot 2 =2 agLC.
7k Ak 7t 220 s

- Timeout duration(A| ZF H[ St 7| Zh): A[Zt M| S| 7] M7FX| CH2 |2 A|ZHS ™S
C} 7| 27f2 1520|182 Zt2 1% ~ 602 9L C}.

T HATT O HATT

- AMZHHEIE R

~ Timespan(A|ZH ) M=l A|ZH0]| 3} AZHO| ZDHE/L|C}

~ Activity(8%Q): OFX| 3t 25 0] MEE A|ZH0j| E 3101 A|ZHO| X HEL
C}.

— Infinity(R28H): @M 2917} O &2 AFRXIE HO{E Ti7HA| A|ZHO] Ztg]
Al L

- Use cookie(F 7| AFR): 727 S LS AFE AT & LY O| AFEXIE QlAlIStD L&
St=5 o{ ot H dE LTt

A'ng
Limit number of users in queue(CH 7| 2| AF2 X} 5= H|TH: CH7| QOf| | 25| = Z|CH AtE
Ab %2 SHEL|CE 7|2 £AH 200|158 242 1~ 1009 L]
« Control queue poll time(XH|0f CH7|H £ E}Y): T 7| Q0| Q= AFRAL E= AMR X OEC
SIX|Z YT|0|E317| oloh FHH2tE BeSte BT S MNEHL|CE 7| 22HS 20201 512
2 5= ~ 602 YL|CE
4%
Use PTZ(PTZ Al8): MEHSH H7|0| M PTZ 7| 58 &{838}2{ ™ ZAL|Ct.

=zt

G

= =
From(A|E): £ A|H O|=0f| 2 E =2tS BEAIRLIC
.l

To(8): E3 AEMHX]|
Source(2AA)®

Event(O|HI E): O|H

7 =
XM R AE2X| RHO| et ==tS EAIRLICH
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Ongoing recordings(!3} Z18 Z): HX| )M 718 £ BE =3} mASL|CL

° - <
SR ==tE AL T

o

O Nyged 2E2X] EA

i

Meerct,

—

© KM =32 SX|FLCE
=02 ZX|SAHL HKE EES riggered recordings(E2| A =27t T2 E L|Ct

TS2Z2 TAY WK ASELCE X 7HA™ Ao e §

Ir rg
-

f
Continuous recordings(¥ =% =3})
K| ZE CHA| A|ZfSHH =217t

/\ - "
N =20 s et S

ME BAISHALE S LLICH
Set export range(L{ 2 L{ 7| | BF): Z=t=o| Y20 LIELISEH 7|2FS Y=L L FX[2
IX|LF CHE AlZECHO M 2 ADICHEH, A[ZE 9l = X2 A E 7| &2 2 LT

Encrypt(ZZ3}): L 2 'H =312 0] CHek )
E glo] & = gl&Lth

uj ==t=22 AAohH

o 223t
Export(L{ELY7|): 53812 R £ YHE Lo
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—|_ Add app(¥ 71 Af &= XL

! c
2|7 o] Moj= AR o| gLt

—

2E SHCh

S OF g LT} 78*|7f CIEUlo) gde = Gl= 39 0l S8 S ALY UL

o 30 M A 3 C of Axis K| Z 2/ B} T Qs ot

Find more apps(37} ¥ &7]): M X|g ¥ O 2H&L|CH Axis 0| 7§ 2 | 0| X| £ 0| = =l L|C}.

Allow unsigned apps(MBE|X| %2 H 5| 8) MK 2 W HX|E S5t T AL CL
Q AXIS OS 2! ACAP Q49| 0t QIH[0|E2 SHOIBIAIA|Q
H| 2
SA0] o2 US HAlSHH X[ 50 S-S 0|E 5= J}SLICE
W O|F HOll A= AKX E AHESIO WS Al ESHALE S XL CF
HI|: A9 *“‘*Oﬂ MM ASHLICH AR 7tso -2 O Z2|A oMo w2t St & LT Y52 of

M|t

© dE &= Hwoe thE &M 3 St Ol 0] ZetE £ JUEL T
« Open-source license(2E 2 A 20| MA): UM AHEE| = LE AA 20| A0 Ciot ™

« Applog(¥ 21). Y o|HES| 215 FSLICL 20 X[ MH|A0| 2ol Uf & LCt
« Activate license with a key(7| 2 20| Ml A E/d3}): 0] Ef0|+1lﬁ7} ZIosh 42 st 5t

2Oo| Ml A 7| 7F QICHH axis. com/products/analytlcsi O|%0PL| C}. 2}O|MIA 7| 2 MM S}eE

« Activate license automatically(2t0| A £ XS o 2 E/435}): ¢of 2to| AT EHAsh A
S 2SSO SfLICEH ZHX|7F QIH YO AAY &= = EF 0| SM S ALEFLICE 2to Al
A5 2dolste ™ 2to| A ZEV Ha gL},
«  2fO[MA H|EE3)E O E S0 MR 2fO| M A0AM FA 2fo| A2 HASH= FL, 2404
A~ H|2datsto] CHE Efolﬂ“i'ﬁi WAL T} 2tO[ A E H| 2 ot 5HH F X[ 0| M = K
HE Lot
. Settings(A7): Dj7j 142 AL}
o AN EX M WS STFHCZ ANSHIAR. B 2HO|MAE |2 dl5HA| o B 2y
MEf2 SX|=lL|C}
A| AE
AlZhap g a
SR L AIZE
AZE A2 3 BEetR el ¢10] 278 what S LT
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Synchronization(S7|38}): 2 X| 9| Rt & A2t 7|3t M S MEHSHLICE

Automatic date and time (PTP)(X}5 S & U A|ZHPTP)): AU A|Zt T2 EZ S A1

=7|ststLct

Automatic date and time (manual NTS KE servers)(X}S Z&} 8! A ZH=S NTS KE A

H)): DHCP MHOf| A=l =29 NTP 7| A MHQt 57|3}etL| Ct.

- S NTSKE MH: SfL} EE= 5= 7HO| NTP MH{ Q| IP =
NTP MH & AL85t= 8% TAl= 5 Mo Y= LY
ot ZFE Lt

- Trusted NTS KE CA certificates(2 2|2 &= Q= NTS KE CA Q1= A{): &2 NTS KE
A2t 7|20 AtEE MEIE = U CARASME MEISALL MERSEX] GF2 ALY
2 gL}

- Max NTP poll time(Z|CH NTP Z& A|ZH: |0 E Xl A|7HS 7] I NTP MHE
S WX F X7t 7|Cr2{OF Sh= Z|Cf A|ZHS A EHSHL T

- Min NTP poll time(Z]2& NTP Z& A|ZH: 0| E =l A|7HS 7] I NTP MHE
Y WX F X7t 7|Cr2{OF Sh= &[4 A|ZHS A EHSHL T

Automatic date and time (NTP server using DHCP)(X} & &% % A|ZHDHCPE ALE25}
£ NTP A{H)): DHCP M 0f HZEl NTP M H et & 7|2t L|Ct.
- Fallback NTP servers(CHA| NTP A{H): 5L} tE= = JiO| CHA| MO IP F=AE ¢
25t C}.
=]

- Max NTP poll time(%|CHf NTP Z& A|Z}H: QO|0|EEl A|7HS 7| Q8 NTP MHE
T M7HX] X7 7| Che2{OF Sh= Z[CH A|ZHS A EigL|Ct.

- Min NTP poll time(Z|A NTP Z&! A|ZH: HHO|E =l A|ZHS 27| QI8 NTP MHE
T M7 X7 7| Che2{OF Sh= %[ A|ZHS M EigL|Ct

Automatic date and time (manual NTP server)(X}& Y& S A ZHES NTP A{H)): MEH

ot NTP MH et &7|2teh L Ct.

_ 2E NTP MB|: &t} = = 7§0| NTP M 9| I = 749 NTP A
HE A8t 4% ZXl= F MHO| LHE LHES 7[RI 2 AZtE 7|35t =
&S|},
od

- Max NTP poll time(X|C{ NTP Z& A|ZhH): RGO E &l A[ZFS 27| {5 NTP MHE
Z g W7LK| ZK[7F 7| CHe{OF St Z|Cf AlZtS M EASHL|C
- Min NTP poll time(X|4& NTP Z& A|ZH: QGO EE A7+ 27| 8l NTP MHE
Z g W7LK| ZK[7F 7| CHe{OF St &4 A[ZHS M EASHL|C
« Custom date and time(A2 X} X|7d EW S A|Zh): =302 SR A A|7H2 HA7FTL|C
Get from system(A| 2RO M 7} 27])= 22610 ARFH = ZHY ZX|0| A Rt 8
A2t -8 E o Xl 7FM Z L CE
A ZECH: AFE S A|ZHCHE MEHTEL|CH 3 HOF A7 B HF A[ZHO]| 23 AZHO| AtEC 2 2HE
L|C}.
« DHCP: DHCP AMH{ Q| A|ZICHE X{EHSHLICE O] S M2 MENSIZ{ ™ HA ZX|E DHCP AMH
(v4 EE= vo)Of| HZSHOF SL|CEL &= A S B 5= AFES = Q= E 2, &K= POSIXEL}
IANA A|ZHCHE, DHCPv6 K CF DHCPv4E 2 M3HL|C}.
- DHCPv4-= POSIX A|Z+CHOff Option 100(2 M 100)2 A3} IANA A| ZtCHO|
Option 101(&4 101)Z AtEgL
- DHCPv6+= POSIX0]| Option 41(ZFM 41)& A3t IANAG| Option 42(FM 42)E
Ar&grL Lt
« Manual(+&): EELCHE SE 0| M A[ZICHE MEISHL CL
H| D

AM2EM = BRE =8, 23 S A|AE 230 2/t

AlZh280| ArgE Lt

— =

Al

A 1%
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A7 A 2K E LHSLICEL S 22| A|L—OA O S2E AESH X =0 M X E RS
Ct.

« Latitude(f): ¥+ 42 H
« Longitude(AE): & 7t

— — OZ_?(I_
« Heading(¥a): YX[7} &dt= LA giers YIS IEf 02 =S LIEF-LICT
+  Label(2H4): X/ 0f T3+ MBO| EatEl 0|22 Y2{BtLct,
«  Save(M¥): X AKX E MFSt2H S L C
HELZA
IPv4
Assign IPv4 automatically(IPv4 X+ &) =5 71 Q0| HEX AN A IP T, A4l OtA T,
2tREE X522 2SI & 5t2{H IPv4 At IP(DHCP)E MEiSIL(Ct EH$$9| ECERY
= At& [P 2 (DHCP)E A& SH= A0| & LICtH
IP A XKO NQBHIP FTAS UAHSIMAQ. DN IPFTAL ZEFAJL QS AL A2 HE
-rJEl LHOHH E'"*eri S EE = ASUCEL SES LR SHHE DF P FAE 257 O HE
913 BHa|Rtof A E2lsts Zio] LTt
MBEYl OpA3: MEY OtAT E 22510 LAN(Local Area Network) L 20| Qs FAE FolgtL
C}. LAN 9|50] B E AL 2[QF S S1tstLCY.
Router([2Ef): [} L3 91 H=93 HI0i=0f B2 2A1E eshe o Bl 7l
2t E(HO|EQI0)2|IP FAE YHTL T

Fallback to static IP address if DHCP isn't available(DHCPE A€ £+ Q=42 A™IP T4
2 EWM). DHCPE M8 = N IPFAE KSR TS =gl 8% =
FAE Ft5te{ T dEighL| Ot

H|
DHCPE AFS% 4 QT MAI7} DY F4 NXE AF8SHe 29, N8 FoE HotE Bz P
e
IPv6

Assign IPv6 automatically(IPv6 X}S CH: IPv62 1 | E Q|3 2} E{ 7} &HX|0f IP FAZ X}
=03 SISt E 2 S0 MEiSHL|C}

SAEO|E

SAEO|ES AISCR & HERR 2tRHI EX[0| ZAE O|ES P FAE K522 &}
L= 2™ MEdSL Tt

SAE O|E: X0 AMASH=CHE LHHOZ ALESIH{H TAE 0|52 =522 L}
MH EDN SLAIAR 20 SAE 0|E2 AHEELICL S EE = EXts A~Z a~z 0~9, -YL|
C}.

S7% DNS YH|O|E &/d3) IP A7t HEE UHOLCH EX[OM ZH QI Y MH 5218 AHs2 2
AHO|ESI=E 5{ &Lt

DNS 0| & S&: ZX2|IP FAE 7t2[7|& Dret =M Ql 0|55 YHYLICEL HEE= At

TTL: TTL(Time to Live)2 DNS 3| 2.2 7} ©E| 0| E£|0fOf & I 7HX| R &8t SX 5= 7|2HS A
gL CY.
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DNS A H

Assign DNS automatically(DNA X3 &t2h): DHCP A H{ 7t AM =0 Q1 Bl DNS MH F=AE EHX|
O Xtz = < E5tA Ste{™ et 2 22| W EY Ao Cish Xt= DNS(DHC )& HETLY

Ct.

Search domains(=H|Q! ZAM): M35 K| %2 &
domain(Zd Al ool *7|' = 2¢&
Ct

DNS servers(DNS A{H{): Add DNS server(DNS A H F7})
LI O] M= HEYT0|A SAE O[22 IP T4

HTTP & HTTPS
HTTPS= AF2 X}O| H|O

X 28 5 E MHoA et l"L1|0I7<I01I it A2olS HSote Z2EZ ¢
LICt Qe gtEl ME sk Apol Az A&oto] 2te| gLt

o
K| A HTTPSE At25t2{™ HTTPS Q1= =
System > Security(A|AE > HOHZ 0|5 ¢tL|C}

X7 HTTP HTTPS E2= HTTP and HTTPS(HTTP 5S¢

Allow access through( QH YA S| 8): Al
== | HZASIE 2 S| _SHX| M EHoI-|_| Ct.

o
HTTPS) ZT2E = S Soff X[
H|2
HTTPSE Sl &z 2t=l & LO|X|E E= B2 £5| 4o[X|E M3 28 I §50| Mot +
OIA|_| [:|.

HTTP port(HTTP EE)AESHTTP ZEE HSL|CEH X E 80 &= 1024-65535 B 2|
o/ BE EES SRELCL 22X 2013 ZP 1-1023 H9l0] ZES AE & YTt
ol wélo| mES AFgetel ot mAIELLE
HTTPS port(HTTPS ZE): ZEE

#olo| DE TES S 8BLICE B2X2 210
it of #olol 2= +

Certificate(21Z M):

HEHI AMZ2EZF

Bonjour®: | =901 M LS HAS 3| 83}2{ ¥ 0] M2 ALC

Bonjour 0| E: 4| E9|30) BAZ 0|22 Y2{3fL|Ct 7|2 0|22 &% O[S 3t MAC FA LIt

UPNP®: L E T 0 A XHS ZAMS 3]2312{7 0] S 42 ZLICH

UPnP 0| &: L{E =0 BAIZ 0|22

WS-ZA: L 9T 0M XHE ZHMS 3]
74

LLDP %! CDP: 4 E Q|30 A A}=

18

o
-
n
N
e
o

E2 Xl 0|51 MAC =YL Ct

o m°
Rely
i)
=

0 =
ol 85te{H O] SHMS HLICH LLDP 5! CDPS 11T Pok
!

k=3
O 1=
719l SA10] K| 0| A2 == QI LICY. PoE el SAID} BHeit S A|S o) 26121 @ o1 =9 of PoE
2§ MR O PoE A9/%5 7ALIC

FREE TSN
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Http proxy(Http ZEA|): 5| &= FAlOf| 2t 2 EH ZEA|SAE TEIPFAE C
Https proxy(Https ZEA|): 5|8 5l HAI0| I8} 22 T2A| SAE TP FAS K| HELC

HTTP S HTTPS T2 A|0f 32| = HAl:
s http(s)://host:port
¢ http(s)://user@host:port
e http(s)://user:pass@host:port

H|
BRI E MYAIZSIO 2 2H TEA| 42 ML
0 proxy(= ) =28 TEAE £2/52{™ No proxy(ZEA| g13)E A8 LICL =5

« CIDREAIQIIP T4 X|H
« 09 0|2 X|H(0f: www.< E0| @ O] 2 >.com).
- EZ 0o 2E ohe =Ml XFY(0f: .< =2l 0] F>.com).

One-Click Cloud Connection

One cIick cloud connection(OSC)I_'f 03C A—IHIA = 0= -‘?—IIIOiIH Lf *'AI =] —L=§} OE'“OH =n OF

«  One-click(g122al): 7|2 8 ML r 03Cof|
=]

R
I
=2
B
_FH
Ot
m =
s el
N —
m
o
N
ﬁ

«  No(0}L|R): O3C MH|AE %
Proxy settings (ZEA| A%): Lot 4 T2 A| NS I2{s10] T2 A| {0 AZEIL|Ct

SAE TEA| MHO| =AE QlEstL|Ct.

= dg
Port(ZE): HM 20| AL &= ZE B S YEBIHUAI.
A

229 U YA WA FS B2A

x
T
=2
=
%
ol
Pl
o
]l
it
=t’:=|
[>
10
i
mjn
ro
v
118
-
n

Authentication method(21Z HitH):

o
«  7|2: 0| B2 HTTPO| CH S
X 0|23 A E 2 ME 2 Hadts| 20

S LIC
+ CHOINAE:O| Y2 Y HEAIE Soll =otel A ES TESH| WE0 o &
oot
« XS 0| U= ArEotE X AE[= LYo K2 X7 T WS WEE = ASHE 2
H&=fl= CHOIHAE & ], 7|2 S8 =M 2 8Lt
2] IF 7| (0AK): 27X 15 7| S 71224 H Get key(7| 7tH 7)) S LI 0| A2
X7t S2tHO|LE ZEA|QO] QB HZEE 20T 7S H
SNMP
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rk

SNMP(Simple Network Management Protocol) £ O| 8510 HEQ A ¥X|E 422
L C

1|

I
N
0

SNMP: A28 SNMP A S MEHSHL|C}.

« vl%v2c
- Read community(2{7]
sto| 9= 2 L|E| 0|2

o= -+d A

- Write community(227| Z{FL|E|): X| &&= 2 &
7| Moo A= HRLE| O]
L|C}.

- Activate traps(E g/d3}) ERE N E 24315 2{ H F{ M A
2510] Q3 O[HIE £
Ol E{T| O] A O A{ SNMP vI U
H 23} 7{L} SNMPZ 1153 E 0]
SNMP v3 22| Of Z2|#|0| A

NMP Z4 x| Off CHO 17| EE&= A
AH Hel). 7| 24k2 271 Y

mjo
()
I
of
-
I
o
N
™wn 0
oo

[m
1

- Traps(E#):

- Coldstart(B = R &) TX(|7t A|ZHE [ ERY HA[X|E E”iL(Ch

- Linkup(33 &) 237 CHR20M iz HEE R E
C}.

- Link down(Y 3 C}2): P37 POM CH22 2 HAEE 22 EY HAX|E
HHLCH

- Authentication failed(Q1Z AlTj): O1Z A| =7} ATHSIH E HA|X|E 2
L{C}.

i3
=
>
A
i
HT
1
-

H|
SNMP vl 2! v2c E2HS 70 @ E Axis H|C|Q MIB E240| ZA S} L|C} XFM| 8 LIRS AXIS
OS Portal> SNMPZ &t R SHA|

« Vv3:SNMPv3= Y=ot 8l HOF 2t 5 X E5t= ECt ot I UL|CE SNMP v3E A&
St 227 HTTPSE Solf &S E|E 2 HTTPSE &/d3ldts A 0| S5 LICH ESH HTHO|
U= A7 42 ot X| Q52 SNMP v1 8l v2c EROf| WM ASH= S WHX| LTt
SNMP V32 AF83H= 22 SNMP V3 B2| OS2/ 0|N S E8) ERS BHE & A& LTt
- JHoIME B3 SNMP HIO|E| S HEtte O ALSS B8} A S MefStAAlR
- Password for the account “initial”’ (‘X 7|"' A 2| T AL E): 0| £ 0| 'initial @l A

O] SNMP If A EZ Q&S| CE HTTPSE SAS}SIX| YD E IHAQEE MastH
= QIX|BF HSIX| Q4 LICE SNMP v3 THA QI E = 3 HBH MXSH 4 91 1 HTTPS
7t 2 otE 3208 A-St= A0 E5LCH AR ES 27YSH A9 E IE

= =2 O
7t § O]t HA|ZX| G5 LCH IHA/YES CHA| 25 H XS ST 7|2 278
O 2 XA s{of oL LC}.

HL
re

re
ol
x
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SME HERIYS X E Sote Ol AFEE UL O] EX|= & 7HX| 2| ASME |-
Ct

« Client/server certificates(Z2}0|H E/A{H QI
a3

=210/¢1. E/HH'I ISM= X2 IDE 4 = A2 CAQF 7|20 M
Srael = S CE XA M B ASME AetEl RS2 K20l CA 23 JENE &7 A

MR AL S % QU LIL

. CAOZA

CAQIZEME A} 810] M| Of QIS MZ QIS BIL|CE 6|2 S0f, ZX| 7} IEEE 802.1X2 E S &
S YEYT0| GZE 42 oI5 MH{o| DS ASELICH ZX|0fE 0f2] o] ALK HX|E
CA 0I£A‘|7|- §L| C}.

. QIZ A HAl: PEM, .CER, .PFX
749l 7| Al PKCS#1 I PKCS#12
S8 A

ZHE BT SG A |22 HUBH RE AFNZH AHELICL AL X CA 1B A
Jh CEA MR LT

_I_ Add certificate(QIS A F7}1) : QIS M E F7}5{H S| CL EHA| Y 7}0| E7F D&l L

+ More(t| 27|) 7 ZtASIALL MEiE 27} WES BA|LCH

« Secure keystore(E.Qt 7| K& LA): 7|9l 7| E 9t SHA X ZESHE{ H Trusted Execution
Environment (SoC TEE), Secure element(EQt @ 4) Tt = Trusted Platform Module 2.0
= MERGILICEH el H ot 7] XMZA0f CHSE XtAM 2 =2 2 2™ help.axis.com/axis-
os#cryptographic-support% RS A 2.

=
Ol

+  Keytype(7| & OI"ME H35HH EE0L 220|A 7|2 Y53 Y| S0|Lt ot
2 ors st o, EI S MENSHL|CY.
¢ Alglof OHe O 0f = TS 0| ZBhEIL|C)

« Certificate information(@1Z A HH): dX| =l QIS A9 £H &= &L|LC}
« Delete certificate( S A AHA)): 2l

y .
+ Create certlflcate signing request(QUSM A|H @ MMH): C|X|EH ID QIS ME AHSEHY|
o S5 7|20 22 SM ME ¥ S ddeL T}

Secure keystore(H QF 7| X{EA)®:

« Trusted Execution Environment (SoC TEE): 20t 7| & A2 SoCTEEE AI252{H MEH
stLCt.

Secure element(&H 9t 2 4)(CC EAL6+, FIPS 140-3 Level 3)®: E0t 7| K& A0 29t 2
AE ALEote{ T MEiSEL|C

« Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 g|'el 2)®: £t 7| X & A 0| TPM
202 A5t ™ MEdSEL|CE.

A=l M2 HOIH B2 S ?I3 F22tE ArE5te WS FalgLth.
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Active(Z-g2l): ZA0| HEY Pzt YA S MEHSLCH
« Default — OpenSSL(7| 274} — OpenSSL): LEtX Ol A2 2 2ot 7 &ol 2
.l

— (=] OI_I-
«  FIPS — Policy to comply with FIPS 140-2(FIPS — FIPS 140-22 Z=48}= M) 75| Cf
A AFRIS Q|31 FIPS 140-22 T4t 25 3QILC

HESI E2 Mo A =3}
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IEEE 802.1x
IEEE 802. 1= R4 8 4 L E9IT Ix|0| £t 152 NSt ZE J|8t Y =93

Ef

Ch 2152 215 MH YA = x| H, YHA © 2 RADIUS H H (0]|: FreeRADIUS 5! Microsoft
Internet Authentication Server) 2! L| Ef.

IEEE 802.1AE MACsec

IEEE 802.1AE MACsece O|C|0f 2\ A
X o|&}= [EEEC| MAC(D|C|0f QA A 74

Ol
CA QS M:CA IS M E MEISHY] 2
GIZE =9 Tof BA 0|

o L|C

EAP identity(EAP ID): 22[0|HE QFS X2} AEtEl ALZAHIDE R ESIHA|L.
EAPOL version(EAPOL HHZ): | E Q|3 AQ|X|0|AM A ol
Use IEEE 802.1x(IEEE 802.1x A}2): IEEE 802.1x T2 EZ S AIE25I2{ ™ MEHSHL|C}

OIZ ute O 2 IEEE 802.1x PEAP-MSCHAPV2E AL 3t Z-20) 0t 0|2{8t AN S 0|2

+ THAQIE: ST AL RHDO| THAYEE
+ Peap version(Peap HH): H EQ|3 A&
o Label(2}t): 22|0|HE EAP U312 Afﬂ6}E1 012 MEHSID, 2
£ A5t ™ 25 MEfSL|C} Peap H 7 °
TR E S
IEEE 802.1ae MACsec(®™ CAK/AIE ZS 7[)= Q1= o 2 AL SH= H 200t 0|23
= 0[28g = UAS LI

ﬁO
o I_
2|SHIEEE & -’.f—%l L|C}. IEEE 802.1x= EAP(ExtenS|bIe Authentlcatlon Protocol)& 7| =2 2 Tt

IEEE 802.1X2 BB &= HEQ 0| UM ASIE{ M 4 EQT A7} A= O 2 O1=5|0{0F 3t

A SlO| XpH| Q152 A=k Ct

OIS NS ALSE [ Ads T8 Al TX| Bl 015 M= EAP-TLS(@HE 7hs oI5 TRES - M3 7
T HohHE AHESI0 CIX|E ASME RN H 2 QS TL Tt

YR ASME St B2 k|= HERAN HHAY = JALF 5te{H MBE SEF0[HE Q1SN
£ ZX|0of 2X|50F gL Ct.

Authentication method (215 ). OIS0 A2 | = EAP S & MEHBHL|C}

Client Certificate(22}0| 9 E Q1S A): [EEE 802.1x2 AF2% S2}0|QE QIS A2 MENSIL|CL. QI
= MB= OIS A E AFR3}0] 22/0|{E 0| IDE &0l T,

» 7| EX AE £ 7| O] A Z HE O] S(CKN)S RIHBILICE 2 ~ 6AXI(2E £ 7Hs) 16
7150{0F SLITE CKNS 917 B210J M 25 0 2 2 A8|0F 3, 420 MACsecS
ot P9 A B0 M LKXIBHOF 2L Tt

- 71X A S 7L A E o 7(CAKS BRI CH 32X S = 64X19] 1681010
C}. CAKE GiZ gh2iof M =5 0 2 A 3]of 8[0, §-8 0| MACsecS EH4data} 2y o
S 20| A LK[SHOF L T
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Firewall(2ts}): iS5l S 2t 5}6le{ ™ ZL|C
o_l_

no
]
o
Q
c
-
)
S
a
=
N
re
o
2
M
=2
x
i}
u
A
51’
rir
e
Y
FO
ot
mjo
0L

SHHO| Of A M ex| dEigtY
Ct.

+ ACCEPT($:): TX|0f [t R E (A & 8ELICL 0] M 7|2 MHE|of YL LC
- DROP(H&): BX|0f (3t 2E ¢i2 st|C

=
OF

=
+ New rule(\] & F7}): £ 451248 S =T LICH

Rule type(£& §%): o
« FILTER(EHE): 20| Zol& 7|= 0t LX[St= FX| 2| AZ S 5{ESHHLE ALEStE & e et
L|c}.
- M eholH S0f L) Accept($=2) == Drop(H&)S MEfBL|C.

- IP range(IP M Q|): 5{ &5t HLE X EHet =4 HR|E X|HSI & MENSHLICE Start(A|
=H 2 End(&)0| M IPv4/IPv6E AFRSHL|C}

- IP =4 5|28} 7L} AEHStE{= =AZ QI 243HL|C}. IPv4/IPv6 I = CIDR HAIS A
.9.ol-|_| |:|-

- Protocol(Z2 E&): 5{ S} Lt Kpthed
El

MBSt Z2E 22 Mot 2

— o
- MAC: 5| 25| AL} XSt = X[ 9

HEQAIA Z2EZ(TCPUDP == E CHE
JmE & X|H80} LT,

S AC TS AL CH
- Port range(Z £ U 9]): o{ 3}7{Lf Attt L E HR S X GO E e gL ot

Start(A|Z}) 2 End(8)0] 7L Ct

- Port(ZE). 5| &5t AHLI A CHSte{= L E HS 5 Y L|CH ZE HS = 10 M
65535 AF0| 0fOF &FL|C}.

- Traffictype(E2T 93): 58317 Lt XTHlel s 2T S MegLIC
~  UNICAST(SLIFHAE): THY SHAIX{7} THY S AIXFOI A R L EjmielL|

C}.

- BROADCAST(EZEI|AE): Ct EhMXI7 HEQFo B E X2 ELf=
Egfj=eiL|Ct

- MULTICAST(HE|F| A E): StLt O] &f 2| = AIXE7} SfLt O] & 2] =4I KO A 2
L= EciE & LCh
«  LIMIT(Hgh: 20 Fol& 7| =1 LX|o= HX| 2 AZS +&HoX| 2 Mot EAfH S =

0|7 ?iell Mets MH-8oteH MEgtL|C.

- IPrange(IP 'H?|): 5| o[ HLf XTI =4 HRZ XYoL F MEGI LI Start(4]
) & End(8)0f| M IPv4/IPv6 E AHERFLCY.

- IPFA S ESIL e FAS Q2{3HLICE IPV4/IPV6 = CIDR HAIS A
23t C}.

_ Protocol(ZE2 E E): 5| 25} HL} X}
MEHSIL|CH T2 E22 MEY PE’

- MAC: 5| &3} 7{Lt At EHSEA = F K| 2

- Port range(EE H2): 1%6}7{ L} XpChst
Start(A| %) S End(8)0f Z=7tetL|Ct.

- Port(£E): 5{ 85| AL X}CHota{= ZE Ho E QHSIL|LEL ZE Mo = 101N
65535 A}O|Of OF ©+L|LC}.

Y EXQI Z2EZS(TCRUDP E&= E CHE
S 2E E X|d sl OfF tL|LCt.

~ Unit(EHS): 3183} LE AHEHS o] Rue ekt
~ Period(7]Zh): Amount(R1)2} B El A|ZH 7|7k MeEdgtL|ct
~ Amount(3l%): A4 5| Period(7|Z) L0 BX|7t QS 4 QU AT S4E M

2 LI 2|0 242 65535 L LY.




- Burst(tH{A E): 27 =l Period(7]|Zh) =0t of H A
A= AE slE =
HAEE A0S EELCH

- Traffic type(E2i T |): S 5L X HSH= E
- UNICAST(RFLZHAE): THY ZAUR7F B =LA A EU= EfEH Y
C}.

- BROADCAST(HEEIF|AE): CtQ EIAXI7 HER TS RE AKX 2 E&=
=3 ZQ Lt

~ MULTICAST(HE|FA E): 8} Lt O] Abo] SAIX}7} SHLE O ko] 2= A RLO A &
e ezl

Test rules(& E|AE): Ho|st EE HAESIZH SEIgHL|CH
« Test timein seconds(X EtQ| H|AE A|Z
* Rollback(E%H): E2 HI2ESI7| T2l O|F ME{Z Yot

o
= =]
. Apply rules(8 ®8): HlAE3X %0 22 TS M S2ALLICE 0|2 H e e
ol K| LTt

MEXt X MHE AXIS OS QIS5 M

0

ZX[0f AxisO| HIAE AT EQO| EE= J[EF AFEAL X|H 2T EQIO|E AX|S2{H ALEA X[ A
FE AXISOS Q1S M7t HaetL|Ch QIS = AT EQO| 7F THA| AF KRt Axis H 50| 2[sH 5¢I

LI A=X OIS CEL AZELI0j= 3ot A Ho o A IDE AlHL[= E7d TX|0f| A2 Alis
T ASLICH Axis7} MHES @[t 7| & ERotD AL B =2 AxisTHO| ALE A X|H A& AXIS OS 2l
= 4 2L|C}
o (=]

—

>
i
>

o
Install(4%]): QIS AIS AX|5t2f P S2YLICL AZEQI0{Z MX|5}7| Fof ASM S Ux|8Ho}

A

A
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+Add account(AH8 F71): Mf A S 7ot S LT X0 100712 A& =7t =
OIA|_| |:|-

Account(H|H): 133t A 0|52 Y L|CL

New password(M| 2 E): Ao A E S g St Ch T 29 == 1~64Xt HO| O OF Bt L
O} X}, 2K, L&, AH 7|3 S 0laf 7H53F ASCI 2XHAE 32~126)8 A0 AFRE &

QLT
Repeat password(Ij A Q| E HHE): S AUSH DA EE CHA| LEGIAMA| L.
Privileges(#oh):

« Administrator(&2|X}): 2= 70| 25| MM AL O 2E[XH= CHE AEE =71 ©
HOIE S MAHLE = AS LT

« Operator(2gX}): Ct22 M elot 2 A-O| AMAT 5= ASL T
- EE System(AIAE'“) M I‘|

. Vlewer(Tr01) CtZ0 CHer ™2 Hoto] LS Lt
HIC|@ AEZIO| AHAFS H ] R L|C}

s
_ _L.—_g|. A|7<‘|o|-_l LHE"HL|E|'

- W UE U PIZAN N2 T3,
P AE0| 2 ol ol Chgo| ZRELIC
Update account(#1 2IH|0|E): 7% 248 B LICH
Delete account(Z| AHI): 752 ARIE LIk root A ARIE 4 gl&LiTh

LIRS

Allow anonymous viewing(2H H7| 5| &) AN Z ZOQISHX| Q1= =L 2HEXE THK|
of HMAe == A= T G- Ch

Allow anonymous PTZ operatlng Q|HO| PTZ 29Y 5| 8) @ O AFR X}7} 0| O] X| Of] CHBH
o ElE QI =SS A QL2 53H 5(:1 L|C}.
SSH A%
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+ Add SSH account(SSH A7 3=7}): Al SSH A|H & F718l2{H S 2lgtL|Ct.
«  Enable SSH(SSH £d3}): SSH A{H| A S AFE3S}2{ D ZL|C}.
Account(A|®): 198 #|™ 0|22 Y&stL|ct

New password(AH mALE): A L|C} IjAQEE= l~647<f Z0| O Of 2tL|

c-; I i‘I' =2 -Hd | E
Ct AL <Af, 158, 57 7|2 & Q4 7hst ASCIH 2AHZ E 32~126)0 THA Y E0f| AL =

QELCE
Repeat password(I| A 9 §hs): S ¢t I A S S CHA| R{SHIAIL.
MY S AABLCHSN)

© A 9 O ol CHS 0| ERELICH

Update SSH account(SSH A Y HI0|E): AN £ ®HEE!

L
Delete SSH account(SSH I8 &tH|): A'§ 2 A ML T root AH 2 AtHE = |IELIC

7 ZAE

Type(%%*): Ar%°“&|§ 7= S| C}. Basic(?| £), Digest(CHO|X| 2 E), Open ID, Client
Credential Grant(Z2}0|HE XA S H0of) SO A MEH l_| C}.

DA B OOl CHEO| ZRE LI
. I EAE YBlo|E
. IR BAE A

Admin claim(22|x} 2 ): 22X} 9ol gf= Y=Lt

Verification URI(ZZ URI): APIAEZQIE 0152 Q|5 ¥ 235 =stL| Lt
Operator claim(2¥Xl 2H): 2 Xt g&to| 4r= Y =AshL|Ct

Require claim(2" EQ): E20| QU 0{0f 5}= H|O|HE Tt}

Viewer claim(Z&X} M) 2HEX goto| gts T

-1 =
Save(M#&): 4f2 M&stei™® S2gtL|Ct.

OpenlD 3/
T2

OpenIDE AFR3}0 21013t %= gi= A2 OpenlDE 7A8}0f 21013 [ AFRSH CLO|HAE
w2 R 5He
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otL|C}. https://[insert

t2{™ OpenID

.
o

=2

o
HO[HE YHE LI

At

—

—

=

=

1% AFE Xt

—

L|C}.

I

=]
e
O

e
o

24
2
o

Require claim(2 2 Q). E20] Q/0{0f 5}

Viewer claim(2t& Xl 2
Client secret(22}0| 2 E H|2): OpenlD Ijf

Client ID(£2}0| ¥ E ID): OpenID AL X} Of
Outgoing Proxy(Z 4l TEA|): ZTEA| A H
Admin claim(&2| X} 2 H): 22| X}
URL]/.well-known/openid-configurati
Save(X{%&): OpenID

Provider URL(Z2& X} URL): API ¢l
Remote user(@Z A}

Operator claim(

) X0 H_lH " %0
RI - oumo  prl  KTKIKO i
& = aK &g olllis —
pv) 5l £ oll s o S
o0 = 5 g w9 N
Hio <ol ur - w=g X 1
10 = =40 kjo™. o < Kl
= N —_— ﬂﬂ@A._mD o —
oju 1 <o U od o <
Klo = gqou N XEOL g RT
od < —_— Kq 1ol o Mol =l Mk
K r ke B ok El |
s . = ™ w {0 o .
$ o R = TR &
= I SoF.. gk Blgx g = o
- ol BROL (0 Rl @ g 2
> mﬁ_u ﬂ_w_mﬂ% oo S Kzl Ki m =
- K Lo 107 sod _. ==0[T jol
K o |._.ogo e AR 1 8l
D l SN0 K Mms T g o
Mo ] Ml . X~ B
Kd <= S TRANEE ©
H 1 BT o |
U 4 oiol L &oml Hol & KF o
LH O=n o~ o= el ol K
o oS o gl U< yiis Y T <
R o T | - oA JRzn DX0oT g o
n - L Mk = =X ol = K "M
& L] {0 T oo PI=do LRI @ m
= = ot | = Ul U M o x4
= o o jol [ N ._l._E_ur _A._ = 7o)
0 <k 0 = Mo Tt =TT o
= = = z U iy vjum Sk K 2 7o
o1 S foll = T DEL T Toorkm om0 N O
o] J =0 _/L ~N e) H
2 = - i {0 w0 Ki° 35 gLI=.__=__/ 1 w3l
il R < Lo ol = e~ il 2
o © . ofn |_./\U ol mmea:.: WﬁoM p H_u.AroMo > K4 xﬂO
o WW @__ KF ol Siiuo) WrRr @ =r20%0 £ & Wo
S Nm 2 owm W oEEg WOTE cmame 2 E g
) 2= o | ¥ 2 SoW XU EmEic T2 g
= 1o = ol s P! Swupm OFl Byl o o ..
o oo O © —_ 3 7ol /ﬂ\_.A._ QOUHL © X
< it & B2 FIW T Ny £ Z T
v 2 — < M Sz ETH = ukET = S t
o) 11]] 3rujl ] .. t._4mH_|J| Ta = = = O
.| = o H® I_I o SEH ST epom $ 5
—r I — — —t— -
w S I o T S SolE gl SUTIKr & _ &

55



https://help.axis.com/get-started-with-rules-for-events#conditions
https://help.axis.com/get-started-with-rules-for-events

HE0= ot 22 A 48 & & €77t US = ASHL
L

Front-facing LED Activation: LiveStream(&H LED %t-5
8 AEEO0| #AEH 0| TX|of HEH LED7} 5440 2 HpR L L.

Front-facing LED Activation: Recording( ™ LED %£t-&: =2}): O0t0|37f 74 10 =30
FO0|M Q| HKX|o| MM LEDI| sM O = HHYL|CE

Front-facing LED Activation: SIP( ™ LED 2t3: SIP) : 00|37t 744 Q111 SIP E3}7
M LR FX|o M LEDIt =AM o = HHEL|CE L2 F X0 A SIPE &/d2ts0f 0
EB| A & Q& LC}.

=2 T Mmd

[l
0%

O [kt
rE0x
|m tot
un

Pre-announcement tone: Play tone on incoming call(QtL}] Bt& M MS2: M3 =4 A MS S
). 2C| 2 FX|0f SIP 22=0| O|FO{X|H X7 AFE Ho|El 2L S8 S ML T 2L
2 X0 Chsl SIPE 2datsliof e L|C R L2 XA L2 S EO0| Al E|= 50t SIP HAl
X7t AAEE 7 ot X7t Ats2 2 S210 SESHA| =5 SIP A™E2 #4381 0fF L Ct
Pre-announcement tone: Answer call after incoming call-tone(QtLlf & M MS S =41 Mo}
222 ’Fiﬂ?'ﬂ)t QL ZEO| ELIH =4I SIP 20| SEHELICH L[ FX|0f CHsf SIP
£ 2d3tsf{of gL Ct.

Loud ringer(A|112{2 WA 2|): 2C| 2 FX|0f| SIP 2 =0| Ld5tH E0| Bd3tE|0 A= S AL
M EolE 2r|2 SE0| M EE LCH 2| ZX[0f CHs SIPE 2 2} OF gt LTt

241 3K

O E 0 Tl SAIRKOIA 227Ut THUS =2 XS HE 4 UsLCE

H| D
FTP = SFTPS AL OLE S XS M3 Z2 T2 0|20) X718l 1.9 AMA BB S B
PLE R HR| DRI Q. 818t {LE HI Aok 8i O]l S5 SfLto] ofO[X|8t &3t 4+ ASLICE

|
=E0= gof chet § 22 eA X M F0i

H|
£|C 207 2] SAIRHE AW AE 4 LT,
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_|_

Type(Rd): S0

Add a recipient(4-AIX} £ 7)): S AIXIE X718t @ S 2Bt Ct
4AIXto| 0|2 Btk
A

A EH-

— ~1-

FTP @

SAE MHO|IP FALI SAE 0|52 YHYLICL SAE 0|52 YHSH= 32,
DNS A|H{ 7} System > Network > IPv4 and IPv6(A| Al > HEL|3 > IPv4 Y

IPv6) Of2j{ Of 7<|7é*>5|01 US| 2RISR

~ Port(EmE):FIP HH{JL B EE WS E YT 722 218
- Folder(ZL): mOIO x xrcg Cl2E2|o) AZE QUASIAA|Q. CIAEZ| 7} FTP AH

S
|AIX|ZF Al E L CH

|2
of ojo] ZXSHA| 2 H, E
o H ALE AL O| & YHSAL.
|

iy
- Username(AIX} 0| E): 219018
- IjAQE: 20182 I

=

| >
i)
[
ujr
o
1
Of
>
>
fo

- Use temporary file name(QA| T} 0| B AI). A5 02 MM El AA| Ot 0|22
EOYS 2Lt MEiSL|CL F2EE tEstH O 0| 50| )Ist= 0|2
E HELCL H=E7I STHE 42 &4 F 0| gLt 2Lt O[S YA| o}
AdS P2 = USLICEL O|E A StH Rt= 0|2 717 2= mHO| SHEX| & =+
AS L

~ Use passive FTP(:5 FTP AL8): T AX O ASI0| M K| Z 2 Ehad| ThAF FTP A1
O HIOJE HZE S & QLT FX| 7} T4 MH O Ciot FTP X 0f & 4| O] H
HEE 25 XHF —19% A2t L|CE Ol = YRt o 2 K| QF T &f FTP A{H{ ALO|0f
53} {0] 9l F Lol Bagc

- URLHTTP AB{O) Chot | =913 a0t 282 Ha|st ASREE YL
£ = http://192.168.254.10/cgi- bln/notlfycg| IL|C}

- Username(AI2X} 0| E): 21252{H AIE X 0| 2 QUESHAUAI 2.
- IARIE: 20083 HAEE YL,

~ Proxy(ZEA|): HTTP NH{0| Q1Z3}7| QI8 T2 A| MH{S STfsl0} 51 A T
ECER I ENaY

HTTPS
- URL: HTTPS MHE{Of| CHSE U ES{E F=4% QHE I1EI3* A EHEE YgetL ot of
£ =T https://192.168.254.10/cgi- b|n/not|fy cgi L}

- Validate server certificate(AMH Q1S A 2H0l): O] AXIE MEHSIO] HTTPS A{EH 7} A
M3 OIZ M2 MENSHL|C}.

- Username(AI2X} 0| £): 2 Q15I2{H AR X 0|2 S QAUSIAA| Q.
- HAYE R0 HAYEE ¢

- Proxy(Z S A|): HTTPS ME{ 0 AZSH7| ol Z=A| MHE SIHH0F ot= 87 &
st JSEE 7110 QB C}

[0)

HEL3I A2EZX| @

NAS(Network-Attached Storage)2t Z 2 W EQ3 AEE|X| & F7t510 LY S MY st=
AR AL S 4 QU LICH 01 S MKV(Matroska) If 34|02 X &HE L|TH

- SAE: L1|E 9|3 AER|X|Q|IP AL SAE 0|22 Q&S| C}

— Share(28): SAEQAM 28 0|2EE st Ct.

- Folder(=é=|:-|): OIS MEsHC|HERZ|o) GEE QLESIAMAL.

-~ Username(AL&Xt O|2): 2 19152{ M ALR R} 0| 22 YUBBHIAI2.
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L=

TAQE: 2101502 H A

it
i

TEETNES

SFTP @

SAE MHOIIP FALIZAE 0|2 YHSL|CEL SAE 0|52 YEHSt= B2,
DNS M B{7} System > Network > IPv4 and IPv6(A|AHEl > Y EQ|3 > IPv4 YU

IPv6) OF2{ Of JQI’SEICH USR] QIS A 2.
Port(£E): SFTP MH{ 7t AtE3tE ZE Mo S Y e = A2
| &

Folder(ZC): I U2 M & C|AER|0 FES UBIAA|IR. C|HE2|7} SFTP A
{0 0|0 ZX}SHX| $O B, MAUS A= ot ] Q= MA|X| 7} EA|ELICH

Username(AF8X} 0| 8): 21015121 H ALEX} 0| §& YHIMUAIR.
AQE: 20052 H LAY ES YHSMAL.

SSH SAE 27| 7| SE(MD5): Y2 SAE 27| 7|(32X}2| 16%I4 2XFY)o| K| 2
2 QI24StL|C}. SFTP 22}0| 91 E= RSA, DSA, ECDSA 3! ED25519 SAE 7| & 9]
SSH-2E AH85H= SFTP AH E K| 2L CF & &F Al RSA7H19_EI B 0|
ECDSA, ED25519 81 DSAZ} -1 £ S [ & LIC}. SFTP A{H{ O A] AFR 3} = S HF-2 MDS
SAE 7|2 OlZH|0F BHLICT Axis ZHX| = MD5 I SHA-256 3jA] 7| = B= x| o}
X|OF MD5SIC] Z+2i3H 510k O[3 SHA 2562 AFRSH= 740] Z& LI L. Axis &Hk| 2
SFTP MHE +4 ==y EHOF REM| S Lj 22 AXIS OS5 Z ES & n8HAIAIQ.
(o]

Sl o

SSHSAE 27 7| S8 (SHA256): QZ1 S AE 27| 7|(43X}2| Base64 Q1A E 2
Xtg)e| K| 2e gaq L|C}. SFTPEEfolo.jE'.: RSA, DSA, ECDSA 3! ED25519 & A
E 7| S8 0| SSH-2E A238}= SFTP B2 X|KITHL|CE HAF A RSA7f Mz :
HEEH 0| ECDSA, ED25519 2 DSAZ} 1 5| £ &L C}. SFTP A-|I:|-|O1|A-| ARSI 2
Hr% MD5 S AE 7| & C;:Eqanor SHL|CH. Axis & X|= MD5 9 SHA-256 oHA| HEE
T K| 2SHA[ 2t MDSECH 435t HOotS 2|5 SHA-256E fﬂﬂ“ 20| E5LLCL
Axis AHK| 2 SFTP AH{Z A1 at ol TS XHM|3H LI2-S AXIS OS ZES &1
SHAUA|Q.

e

|} 72 ghe 229iLct

S 120 rir

fll|ﬂJ

SIP or VMS(SIP &£ = VMS) @:
SIP: SIP M3l=2 &4 am MEHSHL|C}.
VMS: VMS x'|2|'E Ze{™ MEistL|Ct.

O] | &

From SIP account(2 A X} SIP A|H): S Z0f| A MEHSHL|C
To SIP address(5=£4IX} SIP 4 ): SIP =A & &5t C}
Test(E|AE): S3} 4740| &5=X| HAESIZH S=/gL|CL

Send email to(0| |2 H& CH4): 0|0 28 HEE Ol L F4E QB F2
E 02 7 Lo F 2R O|H Y FAE FESHUAIL.

Send email from(0| | Al): B L= AH{o| O|H|Y ZAS QgL
Username(*fﬂﬂ OIE ): O 2 MEH 2| AtEXt O] S5 I eL|Ct O[O & A H{Of| A
25 Q70X = 4% 0| 2EE H|H SLICH

WASIE: 02 Aiol HASICE AL LIC O|H 2 Mol AFE 27K ¥
@S0 TESH|Y S

Email server (SMTP)(O|H| ¥ MB{(SMTP)): 0 & =0 smtp.gmail.com, smtp.mail.
yahoo.comi} Z2 SMTP A|H 0| E&2 ¢ _|3,=,H_| C}

Port(Z E): 0-65535 B2 0| 7S AF2310] SMTP A{H{O| ILE BB = ol24atL|C},

7|2 at2 587 YLICt

T HA T
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- Encryption(Z = 3}): &S 5tE A2 5|5 = 1=
- Validate server certificate(A{H QIZ A 2401): A SBIE AL S}
A(RIE M

OlF 7| 2hH0f| A XHA| 2ot =
AU LICE
- POP authentication(POP 91Z): POP A{H{ 0| £ Q& st2{H H A A|2(0]: pop.
gmail.com).
i)
UL O|H| Y SSA= o=l oo Lt 19 FASH HENE +ASHHAM AMEXI7F 20 2 M
SOt s BL 2= A S Motolr| o) 2oF LB S AFS R L|C O|H 2 M X el 2ot 7Y
MZ =OI5HN] OO Y AHHO| &7|AHLH O &f O|H Y2 &X|= 20| Y= S A 2.
. TCP

- SAE AHO|IP FALISAE 0|28 QETHL|ICH SAE O]
DNS M B{7} System > Network > IPv4 and IPv6(A| AEl > I
IPv6) Of2fjOff X|HE|Of U=X| ZQISHYA| 2.

Port(ZE): Mt MM 20| AL L= ZE S S YT LT
Test(H|2E): 23S HAES2H ST LICL

. Abstof| Ot oj|

oo =

ar
=2
rir
i
0jo
o
Hl
oot
il
r
i

View recipient(=4 X} H7|):

2
Copy recipient(=4I X} SAN): =4IXE SASHY T S E[5HH . SAFE [l M2 =AXE HEY
A OlAL|C}
T Mg

Delete recipient(4=AIX} AHH): &-AIKHS @R 0 2 AbK|8}2{ @ S2jetL|Ct

=

U
UHI BAS S0|M FHOE ABE 4+ USLICL S20|= 0| fet HEot $ $T) M2
of FHE BE UY T BATL EAIELIC

| Add schedule(AFA|S £7}): YN E HAZS A M0 S 23| Cf

L5 E3|HS 80 22 502 E2|{3 4+ USLICEOIE S0 5 E2|H2 HE 4K
U TNoHe O NS B & ALt
MQTT

MQTT(Message Queuing Telemetry Transport)= AtE CIEUI(IoT) S ISt EZ HA|H Z2ES
QULICH Eh=3t=l IoT E2HS I8 AA LIRS 22 AL F7ZHsmall code footprint) 1t XA H E
A OY=ECc = Y4 YA E HESHY| s CHor A YoM AL ELICH Axis X 2Z E Q09
MQTT 220|HEZ S8 FX|0M 4G E HO|H X O|HEE B4 2| AZEQ|0{(VMS)Z} Of
L A|ABIO| 2HESHA S = USLICH

ZX[E MQTT 22I0|QEE HFSLICE MQTT 412 SE2I0[HEQ HE =
Ho 2 L CE 220 EE= I

A2t ES BERLL

AXIS OS X[ 4] H]0] 201 M MQTTO|l T3 XbA|3| 2Lob2 4 &L ch
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AXIS M3057-PLR Mk Il Dome Camera

ALPN @

ALPNS Zao|9lE O

| HEM[O| 3 EFAIO| M Off = 2|7 0]
UA St= TLS/SSL =& L|C}

= =2
= HTTPRI ZO| CtE T2 EZ0| AFEE = &
2 | AHE &l LICH Z20f 2t MQTT SAM 8o = I El ZEVL QIS
i QE LTl deiol 90| S| AR ALPNE ALgoh A HEHH0[A] o] 8 5= 2 E=0|A
MQITE OfZ2/H|0|8 ZEES2 A'BYRIS ZEoHE AQLICE

= = =

e
£
nal A
org
X
|o

MQTT E2j0|AUE
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Connect(@Z): MQTT 22}0|HEE HAHL} HFL|C}.
Status(AFEH): MQTT 22101 E 0| S AFEfS FA|SFLIC.
2027

SAE MQIT MHO SAE O|E E=IP FAE QSR
Protocol(ZE2EZ): A2t T2 EZ S MENSHL|LC}.

Port(ZE). T E H$ 5 Q&gtL|Ct

« 18832 MQTTover TCP(TCPE £t MQTT)°| 7|24t L|LC}.

- 88832 SSLE E3HMQTTO| 7|=Z+QL|C}

« 802 ¥ 23S STHMQTTL| 7|22 U LIC

o 4432 ¥l A HOkZ B3 MQTTO| 7|2t L|Ct
ALPN protocol(ALPN Z2 E&): MQTT £ 2 1 g-axm HSctALPN T2 EE 0|22 st
Ct. O]= SSL2 &% MQTT & & A7 Hotg S5t MQTTO| 2t &8 & L Ct.
Username(A}-8X} 0| &): 2 20| AE 0| M A0 BMASHY| s AHE S A X} 0|52 LT
Ct.
AR ALEXL OB AR EE YT
Client ID(22}0|Q1E ID): 22}0| M E IDZ Q28| A|Q. 2210 E AlHXt= Z2210|AE T} A

Ho| HZ I NE{2 MEELCH

Clean session(2 2 M|M): 32 & AZE SiH| A2 S22 MO{ghL(Ct HESHH HZ B AZE S|
Al SEN ZE7F AH E LIC.

HTTP proxy(HTTP ZEA|): £|C{f Z10|7} 255H}0| £ 0l URLQIL|C} HTTP T2 A|Z AR SHX| O
HH ZEEHY = 5+ JASLICH

HTTPS proxy(HTTPS ZEA|):

II:I

N~

Z|CH Z 0|7t 255H0[ E @I URLYLIL. HTTPS ZEA|E AFESHA| B

=
osm W2 H|Y & %+ AsL|CH

Keep alive interval(Zt2 SX]): S2/0|9 =7} 71 TCP/IP A|ZH [SHE 7|0t T e 910| MHE
O|AF AL % 9l A S ZA|2 & S L

O

Timeout(A|ZH X|shH: A4

A = HEAL MQTT ctO|AE §RHo| AHZA MA[X] B LWT HAIX[2] Z=H|of Chet 7|2 gt
MQTT %4l € 0| Al ZZI01 A ALS S L|CF.

Reconnect automatically(X}S 2 2 T HZA): A2 oljx| = S2I0|AHE 7} At5 2 2 CHA| HZAGHOE
Ste=Xl R E X dgL L.

HIA|X] HZ

AZ0| 2 E M HAIXIE 2EX| HFE XZHLIC.

Send message(H|A| X| HE): HA[X|E 22 A& 2F5HM L.

Use default(7| 27} AF2): X}AIQ| 7| £ HA|X|E Y HSI2{H IIMA| L.
Topic(FH): 7|= HAIX[2] =X E YH LT

Payload(H[0| 2E): 7|2 A|X|2| &S YHTLIC,

Retain(fX): 0| Topic(FH) | M S2t0|AE HEHE X[t T =L LIC
QoS: izl S F0f Liet QoS A5 S HBE LI

Opx| 9t 5 A HA[X]

| 2t2 = AlZE ZhA (=) LB 7] 2 2L 60
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ObX|9h 721 (LWT)S AFEStH SEI0[UEZF E270f HZAE [ XA SF e RS M
7 UG LIL E‘Efolo1 E7t LSO o= AIFoM B S X2 HAZO| BO{A| B AO| F0{ 57|
e = 2Us) 277t THE 20| HAEOf HAIX| S M =e = QL& LT Of LWT HA[X|= gt
HiAIX| 2t & 2ot YA0|H St HFHLIS F =

Send message(H|A| X] HE): HA|X|E EL{2{H A}
Use default(7| 272} AI): X1A19] 7| &2 HA| X E Q& sle
Topic(FA): 7|2 B AIX|Q| =H S eist|ct,
Payload(H[O| 2E): 7|2 HA|X|2| &S YHTLIC
Retain(X]): 0| T0piC(-’F-I1I)01IA1 %em OlE AE|Z QX|8}2{ B MEtSHLC

QoS: I 7l S E0f gt QoS AlE FL|CF.

S|
=
= -
S E3| 2t EIE|L|C},
2
o
=]

2°EoHM 2.
1

[[OF

MQTT &t

72 R HEA ALS: MQTT client(MQTT 22t0| 91 ) B0 A ZHX| 7 HEARO| ol el 7| =
A HEATE AtgSfeip Metstc

Include condition(Z=ZA Z&H): MQTT FH|OM ZHS M=
O

Include namespaces(4| 2 A H 0] A ZEEH): MQTT FH| 0

MERSHL|C},
YH M T MQTTHO|2ZE0] X[ YH HS E motdta{H MENSIL|CE

_|_ Add condition(ZZA F7}): ZHE F7t5t2{H S &/t C}
Retain(SX|): 0|t MQTT MA|X|7} 22 M&E|=X| & oSt C}.
«  None(Zl3): 2= MHA[X|7t B|FX| B2 HSSLICH
 Property(£d): Bl =8 7t HAIX[ZH E2HE SEfZ 2L O
o AN(RF): YE =8 7ts L HEE FHY = QS HAIXE 25 E2HE HEi2 HYL|Ch
QoS: MQTT & off CHs| RSt= 2l &S e Tt

-
m

MQTT 75

+ Add subscription(1= F=71): A MQTT =& F7ts6t8{™H S 2IghL| L}
Subscription filter(11 5 EE): 1 =35l2{= MQTT =X & YHSIAA| L.
Use device topic prefix(&X| &5 HFALALR): 1= ZHE MQTT X0 ©FALZ F7tgtL CL.

Subscription type(11 & £ ¥):

o Stateless(ME =X £715): MQTT HA|X| 2 ME| =X 2715 HA|X| 2 HSSt{ T MEH
2 LIC.
o Stateful(¥Ej FH 7}5): MQTT HA|X| & ZHOZE HalstZ{ ™ MENSHL|CL 0| 2E = A
Ef 2 AFEE LIC.
QoS: MQTT -5 0f Chsf Y3HE 282 HestL|ct

MQTT 20|
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H| 2

MQTT 82| 0] ="FXtE F2t517| o MQTT E27{0f| A ZSHUA| 2.
_I_ Add overlay modifier(2 H{2{|0] =2 X} F7}): A} LB g)|0] ="HXtE F7tsle{™H S2lgtL|CL.
Topic filter(=H| ZE{): Qu{3|0|0f| EA|S2{= H|0|E{7} ZHE MQTT FH|S 2743 L|Ch

Data field (K| 0| E{ & £): B A|X| 7} JSON & A{0|2}m 7HEstn @ H2i|0|of EA|SH2l = HA|X| H
olz 0| 7|2 X|IH BT,
Modifier(+=8X}: Q20| S BS I A1} £MALS AR SHL|C}.

. #XMPZ A|RISIE £HAE FRO|M We D= Glo|E S mAIL|CH

. #XMDZ A|f3}= 2FAHs HlO|E Leof A E Hlo|E S EAIGLICH

on Initiation Protocol)= AF2 X} ZtO| CHSIAl EA M MO AP EL|CE MMOf| 2C|2et Y
o2 2y = ASLLCH
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= [ — "1
Allow incoming calls(4=4! & 3{8): CI2 SIP &0 N S0j2& 22 5]8312{ T 0| M2 Me
stict
= .
ERE

Calling timeout(Z A|ZF X|gh): O} R = SEISIX| A S AL EF A| Q| X|CH AIZHS A™T
L|C}.

+ Incoming call duration(& =4I 7|Zh: =4 M3 E X|&5T
CHEZE|CH 102).

« Endcalls after(0| 2 & E&8): 2 X| CH )
o} AlZH2 H|BHSHA] 2o 2= 42 Infinite call duration(F2H| gt 3} A|ZH S MEISHL|CT.

=E
ZLE HS = 1024 ~ 655350{0F SHL|C}.
«  SIP port(SIP ZE): SIP EA0| AFRE|= HEQA ZTEQL|CL O ZEE E3F AlS E|m
2 L2 X| ASL|CL 7|2 ZE Ho = 5060 L|CHL 2ot AR CHE ZE HS E AUH
gL Ct.
« TLS port(TLS ZE): 245 2}E SIP SO ALE L= HERI ZEQL|CLO| ZEE &% 4
o EfEHS TLS(HE A S E0HE At8510] Y=t L|Ct 7|2 ZE Hz = 5061 L|C}.
QS S 2 HE WSS AHFLCE
« RTPA|E ZE:SIP Z0|A A SR RTP O|C|0| AEZI0] CisH At E[= HERT ZE YL
Ch 7|2 A& ZE $Ho = 4000 L|Ct Y2 HotHES EH X E HD 0| M RTP EfEZ X}
chetL|C}
NAT £1} 7|5

INATSH Z2EZS JHEHOZ MESHALL HERA SHg0f W2t LHE =g oz A8
Ol L|CF.

=

« ICE: ICE(Interactive Connectivity Establishment) T2 EZ22 AIESIH I|Of &X| Zt0] 2=t
ot SAO| O|ROXEE 71E 28Xl Z2E 37| £ E L CH STUN 2 TURNS &g}
e ICEZ2EZM 7Y 28X d2E &2 = Ue 7|27t e E L o

« STUN: STUN(Session Traversal Utilities for NAT)2 X|Z 0| NAT L= g5 L0 Q! =X| =t
oI5t OH AR I LE SEIPFAJEE HS E M Z 5= YA ST = SE0|AE-A
B HES Zee QLD IP £4 22 STUN AH| F25 geiaiLict

«  TURN: TURN(Traversal Using Relays around NAT)2 NAT 2t E EE= 8ol S0 Q=&
X|7TCP = UDPE S CHE S AEON M S0{= HO|HE A = AL E HF= =
EEZYLICLTURN M FA T2 FEE L Ot

Qrje W HC|e

« Audio codec priority(2C|2 T E M +=2|): SIP 20| L} |dl= 2L BE=2 7H%l 6

Lt O|&fo| @C|e AH S MEHSILICEL @M =2 =M E W52 BOM s5LICH

H|1
=
=

2 433 0 £ A% DEO| ZHE DR MY

kU
in
o
Ha

I
=
=
>
-l

3 Hap X[oof gLt

=
mjn

x

]

ot [
-
i

« Audio direction(2C|2 W) 5|22 24 ©Q
H.264 packetization mode(H.264 j{ 7! 3}
- s (EEEK =AY WA 2L
- None(2&): I3} ZEJ} MM E|X| UUSL

C}.

r-l-

n M
}._
oo T
mot
=t=| E
N
for -
H
[
i
g
ju
o
-
finl

mn n
Ny
2
of
-




- 0: H|QIE2|E B E.
- LCoIANALGR R E.

Video direction(H|C| @ d}gh): 3| 2%l H|C|Q ZA7|E MENSHL| LY.

to-TCP switching(UDP2} TCP 7+ T #H: UDP(AF2 A} T 0| E{ 13 = 2 £ 2)0f| A| TCP
(% HO| ZRER)E N4 D222 YNNOR MESIE ST o Bofe{ ™ MeBhL
Ct. ©2t5t= 0| 7= 200HIO| E O|Lf EE= 1300HI0|E =1 MTU(X|CH & THe|) 2 HO|
= C

Allow via rewrite(CIA| 27| & Eof| 6| 2): 2IR2HO 32 IPFA AN ZHIP FAE ELY
2 O e oL Tt

Allow contact rewrite(H2tX| CIA| 27| 5| 8): 2} 2EO| ZEIP A [HA ZHIPFTAE
Hije{® dEgLCt

Register with server every(& & AH 0| §8): ZX|Z 7|E SIP A0l Cict SIP MH 0| 5
EgdizE gt

DTMF payload type(DTMF H{|O| 2E §&): DTMFO| 7|2 Ij|0|2E S S HZATIL|Ct
Max retransmissions(ZX|CH ZHHZE): 2 X|7F A|EE SX|517| A SIP AHO|| HAS A=

ot 20 5 2™

Seconds until failback(Z0f 57t X| Y2 X): 22X SIP MHZ MO ZX|ot = ZX| 7t 7|
= SIP MHOf| CtA| GIE S A= W{7HX[ 2] AlZHE)E E- gL Ct

0

A%

65




rr

2.E # x| SIP A% 0] SIP accounts(SIP A7) O} 20l LIQE L} S2 & H Ko 22 AALo| 9
Qo= AEJE 2 4 Ql&LCh

® HFo|SIP Mo AEXoR S25 UL L|CL

[ ]

71I"*01| ﬂ—X1I7f AG L L S0 HIHSEAHLE AE Xt4 SEHO| ZXE| AL, SIP AH O A A
M RS 2 97| [0 '

= T HA
peer to peer(I| O] & 1] 0f, 7|2 BH) A TS A5 = S & AYLULIC ofLt O] S| LHE AS
= USDHS AZYS 7| =422 40t 42 0| AP S HHY = ASLICE =S AIEE SIP A
HS X HBHA] 011 VAPIX API(OF S 2| A[0| M =2 13| QIHH|0|X) 2S 435t A< 3t 7| =

Ago| A LIt

_I_Add account(A|™ F=7}): M| SIP A H S Mdste{™H Sl C}.

. Active(ZHAISH): A|H S Atgsi2{l MetgtL|T
+ Make default(7| 23t 2 X|5): 0| AB 2 7|2 ABo2 XHsI2Y HAZLICE 7| 2
0| 2L0{0f 50, 7| 2 AHE BfLipt £ & UBLITF.

« Answer automatically(X}S2 2 &) =4 Moo X522 SESHE{ H MEHSHL|CT.

« Prioritize IPv6 over IPv4(IPv4ELC} IPv6E LMo & ) @ IPv6 over IPv4 =4 9|
M =2E X|-ole{H MEISHL|CE O|=IPv4 S IPv6 =4 2 =0 A =@l E|= P2P A& 0|

200l 0|20 AT I S8 BtL|CH IPv6 A0 YT E =09l 0|2 0f T3 A IPV6
ol oM 292 XNFS F Ax T
. 0|2 43O ZeE 0|22 YALICL OIS SOf I} 0|2, At T XY 2 UL
c}. o|20] Z= g A Lct
+  User ID(AFSX} ID): 4|0 S 2tEl DQeh LI i Hat HS 2 laishi|ct
= =Y 23 o AFREL

« Peer-to-peer(m|{ £ u|0]): 2Z HE XA A CtE SIP HX|
C}.

+ Registered(SS): SIP MH{Z Sof 22 L E9/3 9|2 0| SIP XS Bt O AL EY
C}.

- ENQLAE VST E? 58 = 0|52 YHYUCL EHO 0|2 HHE AZE =5
S} SIP =40 QE

« TARIE:SIP A0 Cheh 2155H7| U3 SIP AHI HAE YAYCSE YBILICE
= ID
o

+ QIS ID:SIP A0 CY3 2155}7] 7t ARt
D%} 22 3% A3 D2 YE Wart gL

« Caller-ID('& X} ID): Axis & X|Of| A £ LK
+ Registrar(SEX}): SEXIQIPFAE

b

oo OF % o
b C
In 11

« Transport mode(M& B E): AHOl SIPH £ MEHSHL|CHUPD, TCP EE&= TLS).
« TLSversion(TLS HH)(H& D E TLSOH): AFES TLS M S MEHSHL|CH H{ M v1.2 2 vl.3
O] 7t Ot gL T Automatic(X}&)2 A|AR0M K EI%F = Ues 7t st HE S M

LI

* Media encryption(D|C|0] ¥S2h(TE 2 TLSEH: SIP S0 A O|C|0f(2L2 & S&)o
CHot Yoot mds MEfgtLIC.

« Certificate(only with transport mode TLS)(Q/ZM (M & 2= TLSPH): QIS ME MEISHL|C

« Verify server certificate(only with transport mode TLS)(M B C1Z A 2tol(M& 2 E TLS
oh): M QS M E =Qlste{ ™ MEdSEL| T}

« Secondary SIP server(E2 Zx SIP AH{): 7| & SIP A|H 0| 5E0| At 4 &X| 7} 2= SIP
MH 0| 52 A|=5tE= St2{ ™ F L Ct

« SIP secure(SIP K 9F): SIPS(Secure Session Initiation Protocol) & A58 ™ MEHSHL|C}.
SIPSE TLS & REE AHESI0 EfE 2 Y= otetL Lt
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SAIE Fototi® 228t
: Mmmm@ﬁ%ﬂ B): ) Oluel ZRAIE F718 20| ZRAS 4 &

oIS lNsta{n 228

):SIP ZEA| MHO|IP FTA
- Username (Al X} 0| &): %ROP HRSIP ZEA| MHO| AFEX
- TAYE LR FQ SIP TEA MU HAYEE UL

=
« H|C|2®

- View area(H 7| H9H): o4t 210 AHES E7| LS MEATHLICE None(Bl2)2
MENSE ZL /& E7|7F AL &L C}

- M E: oHA S0 At2S SHA = E MEISLICE S == ZRd HEE0 eSS
ELICt.

- ZH Y YO|E: otAt SO 2T = 8 METL|CL =8 0| EE EHast
Q=0 g2 FLCH

- H.264 profile(H.264 =2 h}Y): PA E3}0j| AtRE T2 QS MESHL|C}

DTMF

_|_ Add sequence(A| 3 A ;
SHLCH HX| E0f ofsl 2dotkl= ES

Sequence(A|E2A). ES
D%mmbmgﬂkﬁ_E_ﬂﬂaﬁﬁwtﬁﬂ%%ﬂﬁﬂuq

=
Accounts(H|H): DTMF A|HAE ALB S AHEH S M EHSIL|C}. peer-to-peer(L| 0] £ I|0)E 14
Ste 29 ZE OO0 £ OO AE2 SLst DTMF A|AAE 3 RELICH

i
0x
m kot
mot
Ho
>
ujn
zo
1
E&*
to
m
rir
Hn
r|r
T
L
>
o
) *
o
-
il

Z2EEE

AAYA ANES Z2EES WESLCL 2= 0|0 R OO AE2 SL Z2E
S| CF.,

~
o

M
mx
mjo
OH

=0

Use RTP (RFC2833)(RTP(RFC2833) AF&): RTP Tf| 71 0 A{ DTMF(Dual-Tone Multifrequency) A1 &
CHE & A= 3 Fol O|HEE 5 &ota{H ZLICH

Use SIP INFO (RFC2976)(SIP INFO(RFC2976) Al-): SIP T2 £ 20 INFO MM EZE ZstHs}e{ ™
HUICEINFO B A S YutH o2 HlMIL Bisl Metx ofZal7olH A% B s SreLch

HAE S
SIP account(SIP A| ). H|AE NM3E 4 ANHS MEHSHL|C}
SIP address(SIP Z=A): SIP =AE olaist 1 a2 Z2I510] HAE M3IE ZHO| A HO| ZHESH=

x| SHOISHL|C}.

YN~ 5
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Use access list(Y M2 S5 ALR): ZX|0f TE 2 5= U= AR S Moot ® FL o

BH:

. Allow(3]8): UA| A D20 Y AARSEDH 4 MBS 3 88)2 B MegL|ct
+ Block(XEhH: MM A 220 Qe AAREE 24 HeE XpTHs|a B MeistLct

= = d-dste{H St
SIP source(SIP AA): AAO| BAIXFID EE= SIP M FAE QEHSHL|C}

X

HEA AERX|

Network storage({| E{}3 2 E2|X|): W EX I AEZ|X|E AHESt2{H AL|CL

Add network storage(4| EQ|3 AEC|X| F7h): =31 E M = A= HEQZ 3L E F7t5}
2™ Selgh ot
« Address(FA) TAE MHO|IPFEA EE= F.
(Network Attached Storage) UL|Ct. D1 H IP FTA(SHIP A= HAE = 2O Z DHCP
HNe)E A8 E I AEE 5L DNSE = A0l &
CIFS O| B2 X| &l £ X| ¥z L Ct.

« Network share(HEXIA &) TAE A

T
=2
OH
=)
4o
>t
1o
o
[l
mjo
o
Ju
ot
-
i
I
02
>t
=2

S Q3 B0 UCD R of2f Ads YAt 5U HEYT ZRE AZE 4 UsLICE
+ User(AL8XH: AjB{0| 21010| L3 A, ASX 0152 ABILICL S 202l A

of 22 21%}2{™ poMAIN\usernames Y HBFL|LCt
o OjAQEMHO| 23010 2Rt 4 INASEF YHSIHAIL.
« SMB version(SMB H{F): NASO|| 4t SMB AEZ|X| Z2EZE NS MEISIL|C}. Auto
(XtE)S HEISH TX| = 20t T SMB & StLtS g &fote{ 0 A|=gfL 02, 3.
21 M8 HE S X| JSHX| b= O NASO| A58 ™ 1.0 = 2.02 MEISHYA| 2. Axis
ZX|2| SMB X| A 0f| CHSH o 7[0f| M REMS| 2Ot == R
+ Add share without testing(E| A E Q10| 3§ F7}): G Z HAE S0 L5/} HHE HL
He HERYHI SFE F7I5HE ©
= YK U7 =20 277t
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