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- Min NTP poll time(X|2 NTP E& A|Zh): YHO|EE A|ZHS 7| sl NTP AMHE =&
ot W7EX] X7t 7|CHe{OF Sh= & A7 MEHBEL|CE
+ Custom date and time(AF2X X|7d YR 9 A|Zt): =502 IR U A|7HS METLICL Get
from system(A|ABRIOIN 71X 27])2 22310 HAFE E= ZHY FX|0A Sa X AlZH A
B2 o Xt 7t LU Ct
AZECH: A2 AIZICHE MEfSHLICE & Hek A7 S BE A|ZH0| SR A|ZHO| XtES 2 R E L}
¢ DHCP: DHCP AMH{O| A|ZICHE X{EHSILICH O] M2 MEHSIZ{H WX ZX[7F DHCP MH
o A0 °'010F BtLIC}.
. Manual( 5) EECE SE0|M AZIHE MEHSL|CH

A 9%
AL e YIKS YBLICHL P4 Bal AlAHOIM O FHE ABIO XIZOH TS HELIC
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o QUE{H oA

Latitude($ £): @+ %S HE 2Zg LEWUCh

* 1) G

« Longitude(A L) ¥ g2 2EXNM FFS LIEFHL|CH

+ Heading(3¥): ZX|7} gtst= LR @hak2 getL|Ch 02 HES2 LIEHYLCH
 Label(2}¥): EX|0f CHst O] Z3t=l 0|52 AHTL|Ct

o Save(ME): A AKE MEstz{H SetL|Ct

HE{I
IPv4
Assign IPv4 automatically(IPv4 XtS SHCH): H{EQ 3 2}2E{J} &X|0] IP FAZ XSO SLStZ 2 3
o MEdSHL|CH CHEE2| WIER A0 CH3{ Xts IP(DHCP)E AT LLICLIP FA: FKX|O| ARSHIP FLE ¢
HSMAIQ. N IP FaAl 2t FAV D93 AL HaH YEI oM £xt92 gt & ai]ct
=S YXStHEH Y IP FAE Y57 Mol HEQA 22| XA 22|5t= 0| E&ELICLMEL OpA
3: M4 OpA3E Q2510] LAN(Local Area Network) LHE0| A= FTAE HOBtL|CE LAN 2|59 2 E
Fat 2I9HE STIEHLChRouter(2HE]): CI2 LEYI U HESS NIMEN AZE YXS Aot
O At2E= 7|2 2t 2H(HOIEQ0))S IP =AE st Ct.Fallback to static IP address if DHCP isn't
available(DHCPE Al8% £ gl= AS IH IP FAR2 EH): DHCPE ALY £ QI IP FAE X502
Stotst 2 Ol ZAQ HHZ2 AFRE 1N IP TAE FItste{® MeddtL|Ch
Hl D
DHCPS AF8E # Q1T BAI7t I F4 HHE ABste 39, 1 F4L HNE ¥z 7
MEIL|C}.
o |
IPv6
Assign IPv6 automatically(IPv6 XIS &tTl): IPv6Z 7410 YHEQZA Et2H7I ZXY IP FAE X5
O UGSl E ot ® dEigtLCt.

fot
[>
[m
°
ol

s2E xEo | PEAE XEOZ HYSES 3}
20l ME{SILCLEAE O[5 FA(0| YNASHs 2 WHOER ASeH SAE 058 +502 Y
LTE Me] 20 3 AAE 20E SAE 0[52 ABYLILL SBEE EAE A-Z a~z 0~9, -2L|ct.
£ DNS u0|E2 SUBIpLIck mA|o| P x40} WA mojct BX7 =09 0/2 AHONS)
Jl22 A150= AGOSHES o8 LILLDNS 0|8 52 ZK|o| P =22 Jta|7|s 18 wof

ol O|EE YEstLICt. 2= EXt= A~Z a~z, 0~9, - L|CLTTL: TTL(Time to Live)2 DNS AL

7t rlolssy dol pmg Jelz SxEE Mg W¥wLL

DNS A H

Assign DNS automatically(DNA XI5 &t2t): DHCP AME{7} M =09l 5l DNS M FAE XX X}
S2E HStA St MEiStL|CE CHER2| WESL A0 CHsi X}s DNS(DHCP)E # 7 gL Cf.Search
domains(=H|Ql ZHM): NF3IE| K| U2 SAE O|ES AE2St= A2 Add search domain(ZdM =0 QI

F7Ihe 2t X7t A8t ZAE 0|ES AMY =022 A HBL|CI.DNS servers(DNS A{H):

Add DNS server(DNS MH F7})E Z2/5t1 DNS MBQ| IP FAE U=HTLICE O] MH = HEZ0AN
ZAE O|E2 IP FAE HES0 M3 L LCH

HTTP % HTTPS

HTTPS= AtEAe| HO|X| F 5L & ME oM etz mj
otEl Y& uet2 MH ol M2lgE BEFot= HTTP

n

|Z3te meEEYUL. g2
|

S
ZHK| O A HTTPSZ ARSI ™ HTTPS QIS MEZ MX|s§OF SHL|CH QISAME MAMsID MKl H System >
Security(A|A®l > HONZ 0|ZgL|C}.
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o QUE{H oA

Allow access through(2 M| A AP X7} HTTP, HTTPS == HTTP and HTTPS(HTTP 5! HTTPS) = 2
EZ 5 OHE 8o X0 HESt=E LA MEdGL CL
H| D

HTTPSE &3 =t & HOXE BE= 4% 55| HOXE Mg a¥8d Ol 450 MstE =
O|¢|_| |:|.
=] .

HTTP port(HTTP ZE): Al HTTP ZEE Q3L Ct RX|= ZE 80 &= 1024-65535 HQo &
£ ZEE {8t HeXE 2O0Ioh 42 1-1023 o ZEE YT & JYSLICH 0 9|
HZEZ AM83IH Z 17 HA|ELICLHTTPS port(HTTPS EE): AL8S HTTPS LES AoiL|ct. A X|
L I E 443 L 1024-65535 HQo] RE ZEE $2%L|CH HEXE 2IQSH AL 1-1023 HL o
ZEE Y8Y L JYSFLICH O MRS ZEES ALSIH Z17t HA|E L L Certificate(YF A): FX|
Of HTTPSE & dalst{H QAISME MEigtL(Ct

Bonjour®: LEIIOA A& A4S 5{85t2{ Y O] S42 ZLICt.Bonjour O|F: LEQIF0| EAE 05
ol#ESHL|CE 7|2 0|E& ZEX| 0|E1F MAC =4 C

2
=

2
=

g2 3 F2YLCLUPRP®: HEQIOM At HM S 58352 H O
M= ZHLICLUPNP O|F: HEI0 BAY O|ES YHYLILE 7|= 0|F2 Xl 0|51 MAC F2 L

=

ZL|CLLLDP U CDP: EQI0|A XtE AL

=
=4 s 4

= =
CLWS-Z{M: HEI0|M XS HMS 5B} E v
=X COPE 118l PoE Hdl gifo] AZ0| M 3 SlgLic. Pok He
PoE oA

{1825l8{H O] SME ZLCt LLDP Y

g

M- =

822 PokE ARX|E T EeLICH

Http proxy(Http TEA|): /85 HAl0| W2} 22 TEA SAE £ P F2E X HEL|ChHttps
proxy(Https ZEA|): 8|25 Ao e} 229 ZEA| SAE T P 242 x| FeLC
HTTP @ HTTPS ZmEA|0] &&= HHAL

+ http(s)://host:port
 http(s)://user@host:port
 http(s)://user:pass@host:port

No proxy(ZEA| glg) =28 =&
M FSILE Y™

rir
mo

ZHQl ol X78(0: www.<EH{Ql O] F>.com).

. CIDR HAlo] IP =& X|H
- EF zOjole 2= 5t =02l X[FH(Of: .<EHQl 0] >.com).

One-Click Cloud Connection

One-click cloud connection(O3C)1} O3C AMH|AE= O XA L AAZE Y =351 A

2
o =
HMAE NHIZTLCE REMTH LHL axis.com/end-to-end-solutions/hosted-servicesES EHRSFAIA| 2.
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o QUE{H oA

Allow 03C(03C & 8):

A28 0|0l 7|= AFYULCL AHUS Sof O3C MH| 20| HASIHE FKX| O X HE
2 ZH FEUCH Mol HES & F 24A17F O[Lj0 O3C MH|20| XS SSEsHof gL
Ch. J"X| o™ X7t O3C MH|A0A HZA SHHMELICE SXE SEZT Always(Z4)
7t 2gets|n YX|7F 03C MH|A0f HAZAE X 7X[ELCH
o Y YAV AEUS Sof 03C AMH|A0| Lot ABS XEHo2 AL L XS SESHH
LICE. &X|o Mof HEO| EX| &= 82 0 S92 AL

+ OtLjg: O3C MHIAES Hj=tgstgtL|C}.
z 3

Proxy settings (25 A| H7): TR0t Z2 ZRA 2FS YUHoI0] TEA MO HEAYLSAE: TF
Al Mol =4S YUADILICLEE: HNA0 AELE ZE WS YHSIYARQ2Q & HAYE: IQ
ot 89 ZEA MHO Ciot AEX O|F 8 HAJEE B L ChAuthentication method(21S &H):
« Z|&2: O] Y2 HTTPO| CHoi 7td =20 FOt 218 HARLICH f=etgX| 2 MEXt O
S0t WARIES ME 2 HESH7| [0 Digest(CHO|HAE) S # L OHHSIA| frgL Lt
+ CIOIHAE: O] &2 Y HEJIES Sl A=stel HAYES TESHY| WE0f & QHHSL|C.
« A& O] F¥S MESHH XA = HYH Mt X7t AT gyHS Y = JASLICL fde
1= CIOIMAE 2, 7|2 Yy =M= 2L
27X F 7|(0AK): £ 7AF 215 7|5 7ML Get key(7| 7tH 7)) SHEYLICE O[A2 TX|
7t dstHo|L IEAIGI0] AH U0 AZE F0T JtseLC}

SNMP

SNMP(Simple Network Management Protocol)& O|23%l0 HEQYI HXE o=z T £ JSL|CH

SNMP: At2% SNMP HHE S MEHSHL|LC}.
« vl 8! v2c
- Read community(8}7| #
A= HRLEl 0|52
- Write community(2A7]
O] = AHRLUEl Ol
- Activate traps(E =t
Q¢ OMlE EE
X SNMP vl 9 v2c
E 10 EYO| (502
ojldEZ Sl EXZ H4d
- Trap address(E3 FA):
- Trap community(E3 7
HRLUES QL
- Traps(E=®):
- Cold start(£ HEl):. X7}

LIE): XAEls SE SNMP %o cfef 47| T8 B3O
rLict 7j=gke @l ch

18]
LT
ok g

HPILICHSIY| HE 2K HQ). 7|2Ze M
Mgl HAUA . EXEe E
|AMXIE 2| AJAEOf BHL|CH @ QIEH O] A0

mjo
0d o
ot
>

o

[>
-
Iul

fot
e Zrogg

|m
==

HT

kl

mju

Mok

0

Aol

20z
[m OX
u <
i
ot

23l A2 SNMP v3 22| oj=Z2|7

o &
42

T
O n

15"1
SHZ
vl
<
w

iy

>

Eop

FA EE SAE 0|22 UBBIAMAIL.

o =
ZE| AL ER HAXE 2 O ALEE

i

n
>

.._‘_;
10

30
L -—
m
0
>
N

>
bal

Lul
[m
11
=
>
Ral
i
HL

c
-
il

= =] .
- Warm start(gd AELE): SNMP M2 #Zg I EY HAIXE 2HLICtH
- Link up(J3 @) Y37} Ch20fM Ho= HZYE Fe EY HAXS HHUCH
- Authentication failed(21= Al1j): 1= A|Z 7} AMIistH E2f A|IX|E B L|C}
|2
SNMP vl 3l v2c ERME 7{H B E Axis H|C|2 MIB EZO0| SHSIEL|CE. XM L8822
AXIS OS Portal> SNMPE FZ&HM Q.
« v3: SNMP v3&= ¢33 89l EOF &S 5 X|ast= EC ORSH HM QLICE SNMP v3E At23 2 H
o5} HTTPSS o) MSE D2 HTTPSS EAstels 20| F&LICL Eo ¥et0| gl DA}
5 3iE|X| G2 SNMP vl 8 vac ERO] AN ASHE HS WRIBLICL SNMP V3S AFSsts B9
SNMP v3 #2| OfZ2|A0|HE Sl ERS2 B8 = AFLCH
- Password for the account “initial”('xX7|" Ao IJA L E): O|E0]| 'initial'®l AHH2|
SNMP T{AQIES QBSILICH HTTPSS SABI6IX Q1E HAQES MET + OIx|g
HESHA| QELICH SNMP v3 TjAQIE =3t BBl MXS 4 Q1 n HTTPSI} UM stel Z2
o2t M35t 0| E5LICE IHAREE HdHSIH I|AQE HEDJL O 0|4 HALX @
SLUCH IAYEE CHA| Y52 H X E 3% 7|2 d¥e=E Modsof gLt
HOot
A5 A
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o QUE{H oA

AEM= HERIAYS HXE 255t O AFEELICE O HX|= F 7HX| FHe ASME A AL
» Client/server certificates(Z22|0|AHE/AH QS A)
SO|AE/MH ABEM= YK IDE AESHH AtA| MY = Aol CAQT 7|2H0AM &
2 & AU A MY USHE NSE 238 B0 CA 2y ASHS @] M
A S + st
- CA AZN
CA AISMEZ ALg30| Hof AIZME QIZSLICL 0|2 SO|, &7} [EEE 8021X2 B E|s
HESSO| HAE 2 9F AHO DS ASTLICH FKXO|E ol JHo ALY EX|E CA
IS M7t L&
AT = YAl Ef%lf ?z*ﬁl-lﬂf
o Q=AM HAlI: PEM, .CER, .PFX
o JiQ 7| "Al: PKCS#1 9 PKCS#12
=Q At
RS B B Al 7|2IUOR MWW BE ASATF ATFLICL AH HXE CA ASH
7 ChAl X &Y

| Add certificate(QIZS M F7}) : ASME FIt5l{H FElgL| L}

=]
" N el me s ol
- More(t{ &7]) . RPMBI7{LL MEiSt X7p W2 mAjeL o)
« Secure keystore(&H o 7| XZEA): JjQ 7|E CtHGIA X ZESt2{H Secure element(EHO &
H

) =
£ Trusted Platform Module 2.0 /.\jE_*.‘E,H-I Ct. MEHSE HOF F| KMEAO| CHEE XpASH LH%% =
E:I ™M help.axis.com/en-us/axis-os#cryptographic-supports x5}

* Key type(7| f¥): °._|"HE ESSH EEMR SEOAM 72 Y23t ¢a2F0|L o
€ Y23 gaglE5S HEgL L

© MO e oiRols 480 ESELCH
. Certlflcate information(ZA HE): HXE QESA9 £482 FLC}
* Delete certificate(21Z A AA): ASME AH S
- Create certificate signing request(QZAM MY 9F MM): CIX|E ID ABSAME LA Qs &
2 7|20 B SN MY 282 ByeLc
Secure keystore(sl?j 7| MEA) @
« Secure element(H9t @ A)(CC EAL6+): HOF 7| XZE A0 EHOt QAE A28} MENSHL|C}
» Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 g 2). &9t 7| MZE
= AL8dote{® dESLC

HEHI M2 Mo X st

IEEE 802.1xIEEE 802.1x= SM % 2AM HEQI XX|o HOF 0158 K Ists ZE 7|4 HEY
£ 2|5t [EEE &=L Ef IEEE 802 1x= EAP(Extensible Authentication Protocol)& 7|&2 2 &
BO2IXE e E HESA0] o LoiHE HE e AA|% HAHeE SEe oo i, o
MHOA sz, 2EI™ o 2 RADIUS AMHE(0]: FreeRADIUS 3! Microsoft Internet Authentlcatlon Server) ¢!
L|C}IEEE 802.1AE MACsecIEEE 802.1AF MACsecS O|C|0f A~ £2 mee=S 98 4joide [0l 7|
QM gl BZAMS Xo|st= IEEES| MAC(O|C|of ou)\ﬂz\ 9-|E§) EOP ii-’F-O'Llﬁf OI*A-ICA OIKA-| 90| 2A
N 9B 2AD} R ESED BX s AZE HEYI0] BASO| AH ASS A=uch

I Axis 7+31 Al 7|7] § = A-|l:|-|'— EAP TLS(EFJu IIs 91 Z2EE - M& A HE9Y)
X SYLCEEXZL ABME Soll E2E|&= '-1IE°4301I o | A5t
FeidH M= S20|9E QASAME ZHK| o MX|sjof L |l:f Authentication method(Q1Z HiH):
ient Certlflcate(aEI-OIWE ?J%kl): IEEE 802 lxg Afoa E'-EfOI

=
<)

x
E
rQru
oM ox

Il

=

o >0>|)_+rE
O —_—r

mgh_:mlm

or—gaﬁ
S

[m ol
=2

ro
OlH 2= Jhu

=2 Qrero-yuuro o
o of
ol

Q >
2 >z olo

mn
rir
m
>
o ©
1o
0%t
/o
X
]
9'1
-
n

i
=
o

s
re

N - O —
10| X} IEéFLI Ct.EAP |dent|ty(EAP ID) aa}om OI= M} HEt=
215l A A| 2.EAPOL version(EAPOL H{ZF): HESQT AKX 0AM AIRE|= EAPOL M EH
IEEE 802.1x(IEEE 802.1x A}-&): IEEE 802.1x AEE——T‘—Q At8%le{H MENSHL|CH QIS 2 o 2 IEEE 802.1x
PEAP-MSCHAPV2E At23t= Z20|C 0|23t MM E o|l&T = OI§L||:
« Dj2RIE: ST ALEX IDO| EH*°JE% °'E45H-IEF.
« Peap version(Peap H{H): 4 EQT AQX|0M A
« Label(Z2}tl): S2}0|YE EAP A S3IE ALESIE{H 18 MEistn, 2
2{0 22 MEFL|Ct Peap BT 1S AMBOH= FQ HEYI 2

|.
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Yl OlE{mjo|A

e

Series

AHE
A
—I_ Add account(A|® F7}): M AES Fotote® S =Lt Z|Cf 100702 AFS F7td = AgY
ChAccount(H|H™): 133t AHH 0|52 Y= TLICNew password(A] IJAQIE): AFo IHAQEE Y
ZLICH AYEE 1~64XF ZO|OOF BFL|LL. EX, Al 75F, €2 7|2 5 o4 7ts% ASCI =
AR E 32~126)0F THALE0| AFEE = QU&L|CHRepeat password(I| AR E HHE): SASH MAQE
£ CIA| A Al 2 Privileges(3 $H):
+ Administrator(2t2|X}): 25 20| &TS| WM AgrLCH 2E2|Xt= OHE AFS F7H YO0
E % HAY = AFLICHL
+ Operator(2gxt): CH22 Mot 2= HE0 dH2 = ASLC
- B E System(AAH) M7
+ Viewer(f0{): C-Z30f Ciol ™= ZAoto] ASLICH
- HO2 AEZo Adsz I HELC
- 535 MY LHEHL T
- W EE 8 F PTZ A M =g
© HEo %= oFols oS0 ZehELIChUpdate account(A YUGH|OIE): AE £dS HIUEL
Ct.Delete account(AE AHI): AES MAEELICH root AF2 A 5 ELICH
ool Yy
Allow anonymous viewing(2 E7| 3|8): AE22 2IQISIX| gz L 2EXZ FX|0of HM
g = QUEE HAYeL Ct.Allow anonymous PTZ operating(2] 2| PTZ 29 3 &) QIEO| AtE
ApZF ool x|joff CHsf ™, HE X FS & + UA=F otH{E HLUCL
SSH A
_|_ Add SSH account(SSH A Z7}): M SSH AH™EES F=7tst2{d S2IstL|Ct.
« Restrict root access(root AN A X|ot): root WH AL St 7|52 Hotsie{™H ZLICH
+ Enable SSH(SSH &AM 3}): SSH MH|AZ At23}2{0 ZL|C}.
Account(A|E): 17 AY O|ES YUHYL|CHNew password(M| T{AQE): 7Ho| IAQES AL
Ch A9 E= 1~64XF ZO|O{OF SfL|CH. 2AL <A, #&H, €5 7|2 § Q2f 7ks% ASCI 2XHZ
E 32~126)0F THA Q=0 AFEE = USL|LCHRepeat password(Tf A E HHE): FZUSH IjAQEE Cf
Al BN M MHS UBBLCHEM). - AZO| e HiR0E CHS0| E8E LIt Update
SSH account(SSH A AUGIO|E): AN £4&8 HZRTIL|Cl.Delete SSH account(SSH A7 AMH|): AH
2 MFFLCH root AFS AHE 4 s
e SAE
_|_ Add virtual host(7}4 SAE FE71): M 7t SAEE FItsle{H ZEIL|CLEESE 0] 7t TAE
£ Aot MESILCE M 0| F: MH2| 0|82 HetL|Ch. =Xt 0-9, 2X} A-Z & 10| Z ()2t A%
LChZE: M7t HZE ZES LY Type(RE): AHBY AT RS WEEL L 7|2 CHOIRAE,
QE ID Z0jA MeEisti|ch ¢ A0 FE 0R0E C4g0] ZEE L
+ Update(YEH|O|E): Jtet S AES HOHO[EFLICE
o MH: Tty SAEES AFEL L
HIgd3h MH I B2 ot E AS L T

OpenID T4
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# QIE{m 02

e

_|_

oL Lk Type(®

.« FTP

« HTTP

Add a recipient(-’,‘-l}_lx} £
A

4

220N Me:

SAE: MHOIP FAL SAE 0|2 YL
X H 7} System > Network > IPv4 and
AEE A=K =2RISHU A 2.

EE: FTP AU{7} A8ols ZE WSS QestLch 7232 219t
Folder(BC{): I}AS X2 C|YE0/0| =2 YA CIZEa|t FTP AHof O]
O EXSHA| o, S P=Es I @F HA|X|7F BEAE L CH

Username(A}RI} 0|E) 2018l H AIE2XF 0|28 QUESIAUAL

IALE: EO0%I8{H INAQEE LESIMAIL

Use temporary file name(Q A| _H’E O|E Al2): X502 MME UA| It O|ECZ I
U2 YEESIHH MEHSLICE YEEE AESIH DY 0|F0| {ste O|EC = HHELIC
O*EEW SHhE 22 &=4E lLPOE'OI SiELCh OgLy oj™g| AA TIPS 22 = USL
Ct. O|&E7 ™ R3t= 0|52 77 BEE mao| SHEX & = USL|CH

Use passive FTP(=& FTP Al8): THHQ 20 ME2 Ered| CHA FTP M0
ol AAdg E= 5 FTLCH X7 o4& Mo Chst FTP Ao % GOjojE HZA
2 BF HIFHOE AFTLICE Ol Yutdoz FX|Qt CHA FTP AME AtO[Of
20| A= 420 EaghLoh

URL: HTTP AE{ O CHot L|ERIS "*9-} 2¥s Nl 23 EEE YHYLCL o SH

http://192.168.254.10/cgi-bin/notify.cgi 2} L| Ct.

Username(A-&X} 0| &) 201512 H AL O|ES YHIIYAIL.
HAQE: 20151 H IAQEESE YHSMA L.

Proxy(Z & A]). HTTP MHO| AASY| 3 ZEA HHE S0t st=
HEE 74_' YL

URL: HTTPS AMH{0f Lot HERI T2t RS XMalgd A3HES YHYLLL & =

M https://192.168.254.10/cgi-bin/notify.cgi & L| C}.

Validate server certificate(A{H] Q=AM =0l). 0| MXIE MEHSIO HTTPS
& OIZMZ MENSHL|C].

Username(A}B-x} O|E) ZQIslz{H AIRX 0|28 YEHEAMAIR.
mASE 2Ioleie(d Ao E BlEoHAlL.

Proxy(ZHA|): HTTPS AMH{O| AZSH7| 23] ZEA MHE S0 ot=
@E% 911 OIE1oI-|_|[:|-

+ HESH3 2EZX|

g & ASLICL o2 MKV(Matroska) oh @ gAjo 2 X g LICf

b
SAE HEQI 2E2X|Q P FAL SAE 0|52 YHEL O
Share(838): SAEOQAN 88 0|22 ¢=sLC}
Folder(ELC): O x-|7<+oF CIAEZ|o ZEE QaABAAR.

o H 7
Username(Al2X} O|£): 21015124 T AFRX} 0|22 QEBIAIA|Q
HASE: 20I5l2{0 IjASC S QEslAlA|Q

SAE: NHO| P FALL SAE 0|52 YABLILL SAE 088 YYs

e B, DNS

A H 7} System > Network > IPv4 and IPv6(A| A8 > Y EL|3 > IPv4d U IPv6) OfzfOf

R0 UK HoIBIAAQ.
EE: SFTP M7} ALBSlE BE #SE agnt 7|2zt 229 Lt

Folder(EC{): TS MY CIHELZQ F2E UHSMAR. CIHEZ|T} SFTP A0 Of

of ENSK oSl AL Y=E Ul OF WAXIF EAEC
Username(AL8X} 0| 8). =10I6t2{8l AL8%t 0|52 YAl

WASIE: 2I0I3elti HAYCSE gAML

SSH SAE 37 7| SY(MDS): €2 SAE 27| 7|32xte| 1674 2x12)o| X2S o
E4oFL|Ef SFTP 22}0|2 E= RSA, DSA, ECDSA 5! ED25519 S AE 7| Q30| SSH-2E& At

2512 SFTP MHZ x| L|Tt. & A| RSAZ} MBS | Weo[n] ECDSA, ED25519 %

DSAZl 1§12 MELCE SFTP ME{0|M AI83IS 2HZ MD5 SAE 7|2
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2 QlE{H oA

e

ot
-

|Ct. Axis ZX|&= MD5 3l SHA-256 3jA| 7|2 25 X|&FX|2F MD5ELCH Z&st B
el SHA-2565 At&3dt= 0| EESLILH Axis ZX[2 SFTP MHE T35t &
CHot RfMot LHE2 AXS OS5 Z25 HISHHAL.

SAE BI 7| RE(SHA256): &7 SAE ZJ|| 7|(43Xt2| Baseb4 QAT EXtE)Q

S UHEL|Ct SFTP 22t0|9E = RSA, DSA, ECDSA 9! ED25519 SAE 7| 3¢9
AE35tE SFTP MHE X[JetL|Ch Y A[ RSAZF Mo k|= Y @0|0{ ECDSA,

ror

n—u
THo T =2mo
N

M

O
N
Ul
Ul
ity
Ne}

L|C}. Axis A X|= MD5 % SHA-256 3{A| 7|2 25 X|&SIX|0F MDSECH Z

2|38l SHA-256& AI23t= 40| ELLCEH Axis X2 SFTP MHE FM5t=

XMt 82 AXIS OS ZES FHIUSHYAIL.

orary file name(YA| Tt O|E AlE): X222 MME A It 0|ECZ
St MEfSHLCE YP=ES ZSHH ot 0|50

C | 9 o)

O CIErSme T N X Ak
0 S IErotro

o2 U

- HI [e]3

m ==

3 L2

kS mot M2

oen
L1 Humjo
" In

« SIP or VMS(SIP IE&= VM :
SIP: SIP M3l2 ZHa{™ MEisHL|C},

- From SIP account(ZAIX} SIP A &™) S =20 A MEdSHL|C}
- To SIP address(x=MZX} SIP FA): SIP TAE Q&THLC}
|u_1|°l Test(HAE): 83t 40| &&5t=X HAESZH S L|CH
L] 0 E

- Send email to(O|HY M& CH4): Oo|HAZS M3 oMY FAE YHSLICH FAE
o 7 Yt HEE oY FAE FR2SHAL.

- Send email from(O|H|Y L) Hifj= MHQ| O|HY FAE LHGHL|CH

- Username(Al8X} 0| 8): 02 MH Q| ALEX O|E2 YHTLICEL o0 Y MHOAM 2SS
Q7K = 4% 0] ZEE H|Y sLCL

- DAQE: HY MHO| IHALEE YHTLICE O|HY MBOIAN ASES 2FSHA| %

- Email server (SMTP)(O| 0| & klI:H SMTP)): 0| & =0 smtp.gmail.com, smtp.mail.yahoo.com
L|c}

o
0= = .
- FEE: 0-65535 H2Qo| g2 ARSI SMTP MHQO| ZE HSE QETHLICE 7|27
2 587¢L|LCt
- Encryption(d33}): 2SS ARSIE{H, SSL &= TLSE MEHSIAMA| 2.
X

EE MEigLCL O 2Z5ME CARE Z|E)ol M XA MESHALE
- POP authentication(POP Q1Z): POP AMH O|EE UG H HMAI2(0: pop.
H| D

. TCP
- BAE: MHOI P FAL SAE 0|22 YLl SAE 0|22 sl AL, DNS
a

KEE 0 A=K QB A L.

- Port(ZE): MH HM20| MEEE ZE HZE YHIYLICL

rir

Test(H|AE) d™S HAESHEH S=gL L
recipient(F=41Xt H7|): ZE AKX A = L|Ct.Copy recipient($=41X} S A}L): =4
XE SALSIHE M a. SALE L FAXNE HEY = UAE L ChDelete recipient(s= 21X} A
H): =4XE AR AHSHHEH SaigL

g0 X= W7o 80| ZehE L T View

DSAZt 1 & MELICt SFTP MHO|A AE3t= SHE MDS 8 AE J|5

A H 7t System > Network > IPv4 and IPv6(A|ARl > HEQA > IPv4 3 IPv6) Of2[of
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# QIE{m 02

e

=& EZ|HE M830 E2 828 EZ|AY = UASULL OE &0 =5 E2HE HE &4 & 74
Ste St diMg ABE 4 Sl

MQTT

MQTT(Message Queuing Telemetry Transport)& AtE QIEHUl(IoT)E et EE AN Z2EZLLCH Che
St=l IoT E3HE Q9 ’“E*HIEIO*OEH A2 AL FZZHismall code footprint) il XA HEQA CHAZo=z AA
ZXE AAGHY| sl CrYet A Y IH A ELICE Axis AKX Az E9|0]9| MQTT S2t0|AHEE Saf TX|
oM A= GO[E U OMES %“é! 2| ~ZEQOf(VMS)7} of Alﬁﬂloﬂ HHSHA S = USLIChH
7|7|& MQTT EEPOIOJEE ’“E”SE.“-IH MQTT S412 Z20|UER} B2 2l F AEHEE 7|ge 2 ot
Ct. S20|AE &= HAX[E ELjn 2Hg £ °'*'—|Ef B27= 220|QE 7Ho| HAIX| Y S HES

L|C}AXIS OS Portalo| A MQTTO| CHoH XFAIS| opeE £ QI L|Ch.

ALPN

ALPN2 Z2t0|0E 9 MH Zt Al HEMNO|Z EHAHOAM OfEC(HOME Z2EEESS MET = AUA
St TLS/SSL SHAFOIL|CH O|= HTTPO} 20| C}2 H2E=0| AREHLE =28 ZEZ 38 MQTT £
oS 2Malst= O ArEE LT Z<0| w2k MQTT 5*' HEoR JjHEl ZEJ 38 =& ASY
Cf. O2{gt 329 jAM2 ALPNS ALESiN H*S&ftﬂoﬂﬁ 58Es EFE ZEOAM MQITE OHE2|A
Ol Z2EEE AMNEEXE AEs= AYLLC

MQTT E2}0|HE

F{HLt BL|Ch.Status(&EH): MQTT 220/ EQ| HHXf MEIE HA|TL

Connect(¥Z): MQTT 20|
o] E L [P FAE UHGAA L Protocol(ZEEE): A2 T2E
gy

CLEHEHSAE: MQTT AHZQ|
25 MYYLCLEE: mE
» 18832 MQTT over TCP(T
+ 88832 SSLE B3t MQTTQ| .
. 802 ® 238 E8 MQITY J[EZL|C}
o 4432 9—" A7 HOF2 ETF MQTTS| 7|27f LT}
ALPN protocoI(ALPN ZT2EE) MQTT EE27 Z22X7F X&3 ALPN Z2EE 0|28 ¢&s
SSLE &t MQTT 5‘4 E! A7 EOF% %6_} MQTTQ| 2 M ElL| stername(A|-9-I|- 0|E): =
[=; —

£3 MQTT)2| 7|2ZteLct.

0
)

x
T
‘2
2
__>.:
|>
_?_
N
Ix-o
2
_,>_
o
Mot
_>,:
ID
oo
I
m
o
J-I.I.
> [o
I~
Mg
'|=|
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-I—
I'I
=
ol
Ral
2
[IJ
1o
=]
[>
_I_

o
rulu
i ru o
ot O
9_
|m
>
s
_>4
I'
mju
o
=
o le
ITI

l:rChent ID(2a}0|HE ID): 3Ef0|01§ D
g If MHZE & E L CClean session(&
7:! I:ll 0171 HX-" A| AI-EH 7(-IE7|. AI-X-“EI ||:|-
Er TP “EAIE AHESHA| Hor{H HEE
7} 255HFO| E Q1 URLQIL|CE. HTTPS ui)qé
interval(ZtZd & X|): Scl0|HET} 71 TCP/IP A|7
MBS 2R = AS '—IErTlmeout(AI” xn): 40| A=k
5 HEFAL MQTT 2210|E Bio| AHA o ALK ' LWT O A| T 2201 MQTT &+
B1O| AAl =M ALEELLCE Reconnect automatlcally(xfE Heid): o offx| : S20|HAET}
Aso 2 CHA| HAZAGOF St=X| R E X EeL|CLHAIX] HAAA0| HFE [EH HAIXIE EEX| o5
£ X|dgL|Ct.Send message(H| Al X| "1--) HAIXE EL2H A8 HH-SHN R .Use default(7lﬂ” A
8): AAol 7|2 AIXIE %'EJ.OPE#']' DY 2. Topic(FH): 7|2 HAXC] FHE =gt Ct.Payload(H|
O|2E): 7|2 HA[X|e &S ¢ L|CtRetain(FX]): o| Topic(FH[)0 A S2t0|HE HEE FXISt

=] —=
o LSt QoS 74I*§ 3 '-IEf.UP(IE.* /A WA X ORX| 9 7 2A(LWT) S
£l X

—mlmﬂ
12
JHI

= o

g

re
N >

5 G2 S| Aol Sre NOELI 2
P TEA|): % 200|7} 255810/ E0 URLY!
IEf HTTPS proxy(HTTPS ZTEA|): XC§ 20|
= & YELCtKeep alive
2 80| *1H'I% o oy Ar8S £ Qe
FA(R)L L 7|27k 60%A|

I'

Tx
rx

o
pl

nmoy
nerg
S
n
|r|J
E
0
n

r|r
1o >ru

-
0040 T
g

é Il

T
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JUE!
|
1l
NP
rw

[2Nos

En

l'_l>|

oot

Da!
F¥
N
N
L

HH

>-|
=
=2
='E
Qi
AN

L|Ct.Payload(H|
BHE RISt H ’.\_E

of EHs._ Qos 7= % HF gL C

39


https://help.axis.com/axis-os#mqtt

AXIS M31 Dome Camera Series

o QUE{H oA

AR 5): MEH ""* 7f EL @EHE $75|E
QoS: MQTT 238 o CH3H °Jo|-'— E1|u£% MENSHL|C}.

712 FH HEA AL MQTT client(MQTT 22I0|HE) B0 M &X| F
AME Atgete{® MEfstL|CLEHR 0| § EE: MQTT
ChEH Y YAHOIA Zeh: MQTT FH0| ONVIF FH| U JAHOlA

g MQTT Ho|2E0f FX|of dE HoZS EsieiH
F7rote{ ™ 2= gL ChRetain(]X]): O MQTT I3'1|/\|7<|
. N0ne(°‘°) 2= I31I)\|7<|7f HI%XI dEf=z M

FHOM =AS *E

dd condition(=
LX| ®o|stL|LC}.

r

ri
1
>

YEfZ 2YLCH

MQTT 75

= AI-Q_EI |_| |:|-

_I_ Add subscription(t = F7}): Aj MQTT &8 &
E). £E5t2{= MQTT FHE St A 2.Use device toplc preflx(
= MQIT FH0| HEALR =718L|c Subscription type(1 %
« Stateless(ME} == BI}l5): MQTT IJ-||)\|7(|E MEH
« Stateful(MEl F=H 7I5): MQTT HAXE =

QoS: MQTT =0 Lol #ote RS MEHELIC)

%]
c
o
0
0
=
T
=4
o
=]
=
-
o
=
ﬁ

FAL ALR): ‘_I'L%

MQTT 20|

H|

© #XMPZ A|Xot= YA FHOAM B
« #XMDZ A|ZtS

MQTT 2H 0] +=FAE F7t5t7] Ho| MQTT 2270 HZ5HY

—I_ Add overlay modifier( | 0] =X} F7}): M H 0] =HXS
fiter(E | WEl), @uizfolol Z)ofait HOIE Z2e MQTT ZHE Fore
O A|X| 7t JSON @AO|2tn ZHE3St 0 B2 00 HA|SIE= HA|X| HO|ZE
Modifier(=dx}): 2H{0|E THE W A1 +=FHXAE ALEELCH

2= '31|0|E1 = it*|°“—| Ef

B 22|3}L|C}.Topic
| t.Data field(C|O|Ef ©E):
NEENED

g

HEYI 2AE2X|

ISilnorG(-'?'-lkI) HESI 2EZXS Alﬁhj—#ﬁ AL
MEE 2~ ol EQA ZOE 7|-'6}E1E
. Address(-’.‘-*) SAE 1I:I-|9| IP =2
SE TAEE FHE AL DN
E RN TN

. User(A}-Q-x}) MHo| 2a¢9lo| &
olstz{ M EMH\ALE X Ol OH

« AQE: MBO| 2100 Hasl

+ SMB version(SMB H7H): NASQ| &
S MEISIE XS WOH B{X SMB B
HE S X|25HXA| = O|F NASO| HZ
A0l CHah 077/01|A1 B ERNERSS

X oM I

Attached Storage)QIL|C} 1™ IP FA (EJH

o Network share( EQA 838) SAE A
5 EQJF ooz o Axis XFX|7} = Q|

OEL

b

F-?i
J.I.
0
>

40

B of

J>w

MB/CIFS 0| &

EQ3 AEZX| F£II): 53

Ht™M © 2 NAS(Network
DHCP HeheE Af

EASHL|CE Auto(X}E)

0, EEs 21

)\|~

Xis §X|2l SMB X|
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2l
| — |

QIE{H O] £

E
gy

Add share without testing(E|
EQ3 SRE F7I5l2{H M
AAT| W20 F 7} Lde

HES3 AEZX| HAH: HE]S 379
oz 5tH HERYA &7
SISty AAZ Hod
Bind(H}QIZ!): HEA
OF2E SiX5t2{H S8
Mount(Ot2E): L E2
718 Sttetn =30 H|
Ct.Retention time(EE A|Zh): =31 22 7
£ MESLCHL HERT AELX|7} 7H5 X
+ Test connection(Zd EHAE):
Format(x=ol): 0| &
CIFS&= A& Jtsot
Use tool(= 3 AlE): Z&l51d

8lo|
C

ey
*-E-rﬂ

> toT- my
oY

=
rg-
m=

[m
4
_|:l:

b2
> Mo
ol .

r
18

mn T
fufot

al

il

r

HE 2

i

2

=

| St
=

L|Ct.Unmount(OF2 E o X|): HERZ

E SifA|, Hiol
Ct.Unbind(H}

=
o

=
oad

SHA| S Mok
siH): WEXNI 7

F7h): A2 H2AE F0f
. 0§ S0, M0l TjAET}

ot
=

-~
s

2HCE AEE|X|

T2 AL
G| O] E

7tEE

AL

[y

of

AAl O AN
= 7<| O
S|
[

1713471

M7t XD =250 MAHE =
Sl & L CHAutoformat(XF-S o). Af
ext4Z2 ELIOHBIL|ClIgnore(FAl): SD 7t
2 X7t O o4 QIASHX| ZEL|CE O
7h): @2fE =3t &2 HotstAL Ho|E X
SD 7tEZt 7t XtH EFE 7|Zt0] X|Lt7| Fo| 2
Check(=tQl): SD 7tE 2%
Repair(5 7). I A|AH
Format(xZ8l):. SD 7}|EE
ext4 Ot A|AHOZO}
ext4 E2I0|H EEL= OfZ2|H
Encrypt(2S3}): 0| 12 Af
St SD ZtEO| XNEE 2
He Y=g L

|y

ol
AT

o
===

sl
oG

L

it
oM

Ul

2otE X HE
« Change password(
Use tool(= 7 AtE): Z&lst

L|C}.
oA

of

Wear trigger(Of2 E2|7):
0~200%QL|Ct. St HE AL
7t ol =30l 7tACh= AS LIEFH LT
=& LCH 02 EZ|HE 80~90% AIO|Z2 AH
SD 7tE7} WAooz OrR & 7| Toj| H o

gota O +z0] 23 giof =5

e
o

Decrypt(Z =3} sH|): 0] =L E AIR3I0]
SD 7tE0| NMZE ZE CHolH7t ArME LTt SD ZhEo| X3t

A3t glol SD 7

| 2
A e

A

=

L|Ct.Retention time(HZE A|
S mae J|7te MefBt,
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