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v3: SNMPVv3 REZRERMRA, REMBEMEEER, HEMEM SNMP v3, EEEMA
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EFE% IEEE 802.1x REAMEE, WEBBEILAHASETRE. REZHBRBARS (BEH
RADIUS 1afR=8, 5140, FreeRADIUS #1 Microsoft Internet Authentication Server) ﬂﬁo IEEE 80

-+
>
I

2.
VIACseclEEE 802.1AE MACsec 2 — I8+ i B8 77 BRIz 4] (MAC) 224 M IEEE EE tERTEET
méﬁ4ﬁnﬂtﬁméﬁﬂkﬁﬁi§ﬂ%ﬂﬁlﬁu Bt DEAMEM CA BRETRER, ﬁj;&%%ﬁ%ﬁﬁ%@
BEEH ﬁ%%ﬁiﬂuﬂﬂmﬁﬁﬁ, kﬁ%ﬂ%%%ﬁahsﬁﬁ £ ARREE, 7£AX|S MEESR, RiEM
BR 5 ()R 325 A EAP—TLS (1] ZE{ih NERFBEABE - Eiﬁﬂ%‘yﬁlﬁ) BERBABESITRE. FER
MRREEBRETMZRENMEE, CAAAZRMB LR EOEENAR SRR, [ ] B
ARmEN EAP?EE*” i, BB Pk g Y R IEEE 802.1x. BR:8 flfRaS(E BERE
Pk g Bl. [CA 5?&] 1§§E>Z Aﬁ?éusﬁ%ﬁ RSB oEEl . RIBERUT(IBER, ERiEE
2 R E 8 % éé%%ﬁ%é%ﬁéh%ﬁa FAP Sl BABEAE SRR RS E R,
[EAPOL BRA]: %Eﬁ&#ﬁ%ﬁ 1 At EAPOL KA, [/ IEEE 802 1x]: JZEUMN{EF IEEE 802.1x
BIRAWE. /\ﬁ ’Tﬁﬁﬁ FEE 802 1x PEAP-MSCHAPV? 1 & BR 78 77 7K B, FafEAEERE

» Password (Z1§). iﬁ]}\gﬂ’]ﬁﬁﬁ%%'ﬁj\ﬁﬂlﬁﬁﬁﬁo

* [Peap }#&‘K] Jﬁﬁlﬁ’ﬂﬂ%x?ﬁﬁ%ﬁﬁﬁﬁﬁﬂ’lfeap AR 6 .

. [ER]: 1 fE AR Fim EAP % ; EE 2 FHE Fis PEAP IN% ., EEFEA Peap iR

A 1 Hﬂﬁﬁ%ﬁﬁﬁ%ﬁﬁﬁﬂ’lﬁﬁ o

REEEEM |CEC 802 1ae MACseo (B2 CAK/FEIL 2L ) ERBRETAR, 7ol BELRE

SR EE A SRR, mf\ﬁjz‘;ﬁﬁﬂﬁﬁ%ﬁ_(cm) THER 2 H 64 (BB 2 %
ﬂf%ﬁzl\’%“%m CKN A 7EE B F B R, ﬂtﬂfz\ﬁr ERE ML AR A R

SeCo

—

33



https://help.axis.com/en-us/axis-os#cryptographic-support

AXIS M31 Dome Camera Series

T

. [%ﬁTﬁmL%BﬁHﬁ S, MAEZRABSR (CAK), THREEE 325 64 B+ XEMNF
JTo CAK LARTEE &Bﬁﬂﬁﬁ¢$§.‘b§§%, 3 BB 7 B 5 18 7 BE 454 RR A MACsec,

&l

B 1E & 17K AR

SHiH. BRRIAPRIE &R
L ONGE L Wl s )
ax

e %ﬁ%ﬁﬁ%ﬁﬁﬁi%m%ﬂgAﬁiﬁmgﬁﬁoﬁﬁ%ﬁ:
BHN5EE BB A0 ) A &

WARBHEITEH R

B3 K

[FD&EH] F;ﬁmlzﬁkﬂﬁo
[FARRER ] BRI OB AV TRRR R R

[725F. | AFTEER ﬁ“E’]FE
- [$E#B. ]?E%@Eﬁi 1]
EE%HE;WJ?EJJ X EBIIN, u—f
Address (f7dl). #NE?
o BN, BERGEER
. Port(ﬁj@tig) Eﬁ.‘[)\ﬁ?*
Bz nE
. HE. ﬁﬂfﬁﬁﬂﬂ’\])ﬁﬂuo

1 ZOBBEEERM,

ﬂ BRSEAN. BAWEFEEIRERETIRMHRA,
= IEBIFEL > IPv4/IPv6 5 CIDR & Tt B9 fr it

F ?’%HXE’] BABZE.

5 IE B I A E IR RS, &0 DIFEE 1 2 65535 2 B

E =
mﬁﬁg
T e
Y«ﬁm

:$
i
Wy

%ﬁ
o

7R
SN

¢
G

i
-
s}
S
1
By

"
39
_H
g,

+ 75— T U S IR,

AL | B R AR
L REh s | BEAMRRNRERE . BREEREEER 00 B, SR
FAR BREBRES D
Lo mRANLARERY. RECREORBRGLE 15, ARANEEER
BREARE, MEECKEMRTEA O, SRR A,

AL IRE CES ELEE R T 2

B [0 A T, BEERNH SRR CRERIL, NRAE
el e o) CMBEH [T A KRR R 5 8
R R mEAA . R L B R R
R, BT RAERERR. (/RN SR e aasns. U | g
MR ERERA, O, e TUMBFARR, S ERA AR,
EITEB M AXS FERBBR
BAE LS b HURBHASHATES, CESEIBBN A0S (EEREAE. FER
%ﬁ LR C IR H A A ok, BB SRR D BA TR L
1o B Ais BEBE BRI, FILETH Axs By B BEMN Ads (FEFRBR, [+ 0 ]: &

—THREBR, REBBBELTEEE. C RAERES.
CIBRE] MEEE.

i
bR /5

34




AXIS M31 Dome Camera Series

FEaM, TG, MARFHTRE, BBREAANK 12 64 @7 T B, B ERFE
ﬂWMAKM%EMﬁ%%@H%% 130. 8. BF. ERFHREAELERE, S0

THE, IGRFARE, EEEMTNE. FHUBRILMES,
e N e TR

Ig-dd%wmuﬁ“ﬁﬁ)?;Tﬂ%%ﬁﬁoﬁﬁgﬂu%?ﬂmﬁﬁﬁoﬁﬁ:mAﬁ—%
=)
5 .

- FEFRRRE
HES; JHEN:

- BELRTERBRORE.

- Eﬁﬂﬁﬁﬂﬁﬁ%

- KYEE. ETEEMBE; £/ [PTZaccount (PTZIRF)] FBL

RANERES . [Z0EF]: MEBRFRM. [MEIES]: MERIRS . SEEMER root #RF.

ERFH
[AFFEZEHE]: BRYUAFETAUNBEENSG ) FMERM, MERBEANKRSE . Allow anonymous

PTZ operating (A FFE & PTZ &) @ FRBUREREAZEKEED. BRNBEZ K.

SSH &k~

—I_ Add SSH account (HitE SSH IEF): FZF— T o] #i%# ) SSHIRF,

o [FEH root 7E1] . BARBKIARR %1% Z root FEUERR A TNRE

[F2F SSH] . BARKIMfE A SSH AR .
E. iﬁnz\uﬁ HIRE 2B, 25, BARPHEE, BRBEELEN 1 Zl 64 HFT M. B
5o A R O 3 ENRY ASCI ot (F88 32 31 126), Blan. =& . %? EHTEE % ﬁoﬁ

RBNZTE. B 4mAmmmgaoﬁﬁ=mAaﬁﬁm%o= RBNRERE S, [F3 SoH iR
Fl. mEIESEM, (G SSHIES]: MEBIER. REEME oot 1RF

[FE 5 T 1)

4_vammmmu%%ﬁﬁ£%)E:Tuﬁ%EMEﬁI% ERH, BREAXRERE T,
[ﬂﬂﬁﬁﬁ%ﬁé MAERSFNEZTE, EFEBEF 0-9. ?A-Z%E%E%Jﬁ (=)o Port ((Eizi2), &
N3 Bk =8 Fr i &E’] BB, Type (Z7)), R A i o T [EA]L H@ﬁg] A B 1D]

ST

OpenlD & E

BE
WRIGEKE A OpenlD B, BEREAKRZE OpenlD B ANKF# B Digest 5 Basic #& .

35



AXIS M31 Dome Camera Series

T

BB A R 3 URL #iTRIGER .

FIF5 1D A OpenlD {#BE#M, [# 4 Proxy]: B OpenlD #3249 proxy Arilk XA proxy fd
fRe%. [EHE=HHE] BMASTEEZEAGNE, (155 URL]: WA AP IRERBNREERZ, wEA
https://[insert URL]/.well-known/openid—configuration[ 1% (£ 5 152 ] ﬁ REEREMNE, [T2H
il AR FEEENER, [EEE%EEE%_] BABELEAGNE. [E fFE] WAENERIE
WERE, EAMRAERBHBENETEREERE, (GE] T 1’E2%E¢i—ﬁﬁﬁj\ﬂ’ﬂﬁfi§ﬁo
[HEumpbz] . 8 OpenlD Tﬁ% [fE%‘ﬁ] 1% — T 77 OpenID . [#H OpenlD]: BARKINEARA B

=4
HA
BRAERTBRELATHENKRSE. WEERTENEERPRENMERA,

i
BZ O M~ 256 HE)ER A,

FREBESNREHE R, FEIULIEE, —I_ Add a condition (FrigE{F): F—T o FEH A

i»

Addarule (R AN, BaRAl, (78] MARRBNEZRE, 75 8505, mARREERK
B> BXARBHRERME (hh mmss)o B, f_ﬁﬁ Bl 22 B B A A = Aok 1 P BB E’JIEIR‘HE’E%
B, ol H i E RN Yl B BB Jo R, REEEIRBURIE, RIEDEFE,
ARBEXBEATEE, MRERT ZEKRE, FEORGEELAET %%W%@%EVEO FRSE RGNS
A, B ZAEA N, [Wﬁﬁtﬂﬂfﬁ@%ﬁ%é&é EXL LigE, %E%—Uﬁ%#fﬁfﬁfﬁ@éﬁﬁﬁ
% EFoR, RAERBE, REFGHLMELEETL, BREBHECRENE, ZRAPEE
ERA, MEBERERULESE, R%ﬁﬁ?ﬁﬁ#%ﬁﬁ%, BRSEERER T, o, MR

R o

B, EERRNBE, THALFENER., ARBCBENET, H2H %‘#ﬁﬁ/ﬁfﬁ-‘/\ﬂi

EWRE
BUNREREERE=HBANERE, IEHEEER.

GE::
MBERE
R W AR R

WEEERTEMT EIRENAARELRE, MRELERERBNERER.

B &E
TR0 UES 20 #=lE

HEREEA FTP L SFTP, BV EABBRMBEIBREZB I — 5. SUEE

Ay, RBFEHERN.
« FTP
B > |Pv4 1 IPv6] T~ 7135 E DNS {afR=so

Port (IEi212), BN FTP {EREFTEAMEZBRTE, ARA 21,
BRIk, iﬁ]]\%ﬁﬁﬁ’ﬁ;% _EEE%%E’]E%W S FTP feIAR 28 h % R T7 20 Itk B 88,
B FERRBIRIERAS,

- EHER®. E“J‘)\ ANHERESZ

- Password (Z15). WABANE %o

36

%_Awawmmﬂ%%%%%hE—Tﬁ%%%&%ﬂ%ﬁhmAEW%%%ﬁowméﬁ

- [T MAERSFAOIPAUSTHEE, MRAATHER, FRECE[ZHF >

=&



https://help.axis.com/get-started-with-rules-for-events#conditions
https://help.axis.com/get-started-with-rules-for-events#actions

AXIS M31 Dome Camera Series

T

L

“if
m
ﬁ
A
3 =0
:m
B
E3
r‘z—*ﬁ
$d~
ok
T
_|
0
[0
iy
.%H
-
s
Sk
e
S
o
sy
|
A
pall]
3
=
h:id

i —ﬁﬁ%ﬁ SRR,

URL; BN HTTP fa)BR =5 A9 MBS AL M R RIEERMIESTH. Bl
http://192.168.254. 10/cgi-bin/notify.cgi,

FHEZE, BABANFEREZE,

Password (%15). BABANERB,

g)’;(géﬂ W RN BEIE Proxy @RS A GEERZE HTTP GRS, AHARMEEANLE

URL: BN HTTPS fE AR89 M ER ALt MR A IRIEBE R 151, B0

https //192. 168 254.10/cgi-bin/notify.cgio

SR EfRes B EEULIEE I BRE HTTPS RARBATEINERRE

ﬁﬁﬁ%‘%ffﬁ BWMASANNFERAELR,

Password (%15). BABANEB, }

E’;géﬂ AN HAEEE Proxy EIRSE 4 AL EAR T HTTPS AR, BHRALBALE

. EEEERE

¥ﬁi“NA)S(%¥iE%Bﬁﬁﬂﬁﬁ)%ﬁE§ﬁﬁ =HE, YREBEREERNELRE. BREN
EJE

Matroska (MKV) # Zi& X /17,

. SFTP

o SIP =

[EH#], MAERSM P FHEZE, MRAANTHRZE, BRECEE (ZF >
L > |Pv4 H 1Pv6] T 7 #8E DNS k=8,
Port ((E1215), B\ SFTP 1@k A (¥ A A E R IBMRIR ., FAREAR 2
ﬁﬂzt iﬁi/\%ﬁﬁ&:%}i TE’:‘& FIBE R, N8R SFTP {aREE H hTﬁTlﬂ:Eﬁ, 1%
Benr FEEEEREESES
ﬁﬁﬁ%%fm iﬁu\l‘}\ ’Jﬁ
Password (315), BASANHZE
SSH T HEARR 48 ER (VDS), EANER T/ ARSBNIEN 32 B+ NEMNFE),
SFTP B Futf# X #4385 58 RSA, DSA. ECDSA 1 ED25519 fy SSH-2 Sk 12
SFTP fafk#%, RSA REETSRMNERETE, HX2E ECDSA. ED25519 #1 DSA, #
BN SFTP {E) RSP FIAY IERE MD5 #4588 B SR Axis SR8 E BF 8 MD5
A SHA-256 R =S8R, BRI H SHA-256, lﬁgaﬁ?@ﬁtt MD5 &5,
5 BN 15 A Axis SR8 3R SFIP MR E S &N, BAIE ANS OS A [IA85,
SSH F# /A B4 85 (SHA256). YN B U EY TR (43 S8 Baseb4
WEFE), SFIP AFmEATMERERIA RSA. DSA. ECDSA F1 ED25519 #
SSH-2 R & SFTP falfk#%. RSA 2 ETRX SR EEAL, HX2E ECDSA.
ED25519 F1 DSA, BN SFTP (R i A ERE MD5 T4 . A
Axis 5% 1% 5B % {E MD5 F1 SHA—256 MEGR, 151&%@%1%)% SHA-256, RAE
HIL L M MD5 EE? H BT £ B Axis 51858 E SFTP A Ak=s M9 A, FAl

EZEH,
1 AXIS OS A\ O o .
= ﬁﬁ)lﬁﬁﬁéﬁ%ié’]gﬁﬁ%%ﬁﬁit{%ﬁﬁo &5 R,
%?ﬁ YR & E S BB R MEE,
o FALL—3E, TTJE%DJEJSE’ﬁEﬁﬁE FROERBEZ RN

S‘e’r

O

)
i
i

=
N

|

\]

S
gz
&
S
H
I
—\|.
ii
o

VMS

SIP. BEUIEEFT SIP B,

[VMS];

BEEUL BT VMS B,
®RE SIPRFE. Tté/%$¢1gﬂlo
Z SIPf7dk, '\ SIP A,

37



https://help.axis.com/axis-os#ssh-file-transfer-protocol
https://help.axis.com/axis-os#ssh-file-transfer-protocol

AXIS M31 Dome Camera Series

- Test(AED): m—TITARBRERERS TN
. AASFBAZEEXINEFBM4h, SEWAZ @,

58,
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