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Zh 9m, =2 2O0|E 2 AS2E HAYZ =& USFLLCH
- D yyyy-mm-ddE BEA|SH?| 3 SR/ ="K} srE FUtste{™ 2L
- o hhimmiss(24A|ZE A|A)E HEAISH?| IS A7 =Xt 2xE F7tste{® S oLt
- Modifiers($ *If) BIAE MX0| FIt6t7| 2l S50 LIEtH ="EXE MEiste{H S
SHLICE OE E9, sas 22 EA|ITLILCL
- Size(37]): %of% =25 37| MEgtLCt
- Appearance(2 ). #F H{Z0| M HAE(Z|2g)et 20| HAE Mt H{ZMZ N
EHSHL| C}
= .
- 8 O|O|X|of A @E{ 0] X|E MEATIL|CE N
« Image(0|O|X|): HIC|Q AEQ 2|0 SME A O|0X|E HEAISIHH MEASILICE bmp, .png,
jpeg E= svg LtYS MR%‘ = A& ULt
O|0|X| 2 YZEDTIZH Images(0|O|X|)E S2TtL|Ct. O|0|X|E YEESHY| MO CtSS ME

g > gl
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- Scale with resolution(sj &4 =5 Al83510{ &%) H|C|Q AT A 20| O|O|X 2
37| X528 £I*6}E1Eﬂ MEfSHL|C}.

- Use transparency( 88 Af@): ot Mu0) Chel RGB 16712 318 Merein olier .
RRGGBB Al 2 ArﬂoFLl Ck. 1681 Ztofl CHSH O 2 SIM2 FFFFFF, 475;’;"% 000000, -7t
Mo FFOOOO ufE.'_“—*.'E 6633FF, *—%*—*1% 669900 L| C}. bmp O| O] X| of| B 8 =&l L|C.

« Scene annotation(FH FA) @ . HIC|Q AEZIOA FtH2t7t CHE wetoz I E= EIEE
THSIHEIE 22 XS RASHE HAE QHY 0| BEAE WHYLICLL S8 F & L{oMT
HY 0|7t BAE=E MY = UASLIC

- L yyyy-mm-dd2 EAISH7| QI8 LM SHA sr2 XJpStEH S LICH
- © hhmmissQ4AIZE AIANE BAISHZ| ff8h AlZh =8t sx& F7tote{® S YL
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R Dome Camera

o QlEH o] &
- Modifiers(dX}): HAE X0 F=It517| {3 S50 LIEHE =FAE HESIHEH 28
UL OE S0, sax 292 HAISLC
- Size(37]): ®5ts 2& A7|E dEgL L
- Appearance(2¥): #7E HiZo| M HAE(|ZZH 20| HAE Mt HIZMES o
EHSHL| O},
- ®B O[O|X[0| M 2E{2|0] RIXIE MEHSLICE. {207} MEF L[ Of ¢X[2 H

=

=

X EE e WE FXEUCH
Annotation between zoom levels (%)(Z | AO|0f] ZHE EA|(%)): 2H 0|7} EA|E
CE S T gyee M-S O

- A"l‘lOtatlon symbol(FM 7|=): 7i02t7t 4EE & 2 O[Ljo] UX| %2 2% 2
Hejol il mAE 7|2 & MEigtL|CH
« Streaming indicator(AE2|Y HA|7|) HLC AEZ 20 AHZ ojLHo|Ms EA|ISH
2 MERBHLCE OofL Mol ZFHEHO ZMO| ZEX| %2 420k HC2 AEZ0| 20|
BAZ LiERRL|CH
- Appearance(ZQ¥): OfL|HO|M AManf HiZ MyZ MEASHL|ICHO|: FEHoH HZ ol Wt
of L{mjo| M(7| 2 HH)).
- Size(37]): Yst= 2E A7|E METLICE
- Eg o|OX[ofl A 2H 0] /XIE MEASFLICt
+ Widget: Linegraph(-?-l§‘J: MIef=) Z™E 0] Alztof et ofEA HHEX B
=L Jgl= XIEE EA|SLCH
- Title(H5): -rl"*'ol N=2 gLt
- Overlay modifier(2 H{2|0] $=X}): C|O|H AAE ALY @B 0| =FXAE MEIBL|CE
MQTT QHZ0|E MM 22 =52 & 220 |XSHA &Lt
- B oo esaol PIx 2 Hect
- Size(Z7]): U 0|o Z7|= MEASHL|C}.
- Visible on all channels(®H]| XH'—"Oﬂ HA]): SX| MEHSE AfLELO| M B BEA|ZEE St &
LCH Z2E 2d M0 BAZEE 0}21 AL

Update interval(g,*l:1|o|5 2tZ):. GOl 0,=1|:-||O|E

1= =

Transparency(§F ¥ x): TH 2ugo|o] SH-E HFeL|Ct

Background transparency(8 12t FHE): @H{7|0|o] H#Ozt2E EH-OF MMSHL|Ct
Points(F&): HIOIE{7} HHIO|EE W O2f= Mo F2 =75t HLICH

3

:

Label(2}'8): X=0f CHot HIAE 2HA3 LSHL|CtH
Time window(A|Zt &): E-||O|E-| A2Zt3 7172t st ct
Time unit(A|Z+ TFI): XZ0f CH3t AJ7H TH[2 el2istLict
Y*

Label(E}““) Y50 CHSt AE gl gLt

Dynamic scale(5| tl): O 7|2 7% 8i20l ClOIE| 2t ufet AISO2 MLt
o 752 NB 1 Hs e MY AT > AsUh

Min aIarm threshold(%| A 2h 2A A ZH L Max aIarm threshold(%|CH 2F A A Z}): O]
wtéo JEH of =8 ¥xME F7t5t0] HO|E 0] HF 7L HE HOotX|= &2
HA =Y °'71I & L L.

+ Widget: Meter(9|3: £737I) DY EH2 5EE Ol g2 EoFs % AE
HA[SHL|CE

Title(®M 5): 22 M=2 Lt

Overlay modifier(2H{20] £HP): HO[E| 222 A8Y Quia|o] +3XE Heict
MQTT Q0|2 MM A9 220 & H&of X3 ELict

@ O|D[X|O| M 2H 20| XS MEigL|Ct.

Size(37]): @YY o|e AI|E A1E_,'6=,H_||:f

Visible on all channels(TX| X2 0| EA|): X MEESE Xfj EOf| A |E =2 Bl H
LCh 2= 29 20| HEAZEE 5t{H .:.'—I b

Update interval(JH|0|E Zt#): O O|H QEO|E 7tHg MetgtL|ct

Transparency(£ 8 ). TH 2ugo|o] SEH-E HFgL|LCH

Hfgo|e #AERE FHEG

Background transparency(““:laf-?- C EMHL):
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[ -

¥ QIE{H o]~

- Points(F&): H|O|E{7 YHO|EE W} Ji= Mo S 75t H HLCH
E
- Label(2}'): YZ=0j| CH3t BHIAE 2tHg Aot )
- Dynamic scale(SX HiE): O 7|52 AT H{E0| OO Ztof et Atz HEE LT
0| 7|s& 1M 17 Hig s AN Yy = A&
- Min alarm threshold(%| A 2F 2 A ZH) X Max alarm threshold(x|C{ &2t AA ZF): O]
S oty defmol £® AXNES Zvtstol HOIE 2o LR &AL LR Hofx
EEe 3 BEY & A oS
27| 39
27| goig Mastaim 22gct MO AMASH| IS 27| YA SAFLICLOIE: &
7] 99| O|ES YHL|CH Z[Cf ZO|= 64X YLICL G| RSt= HHE MEigLCt S =T Xt
o2 ZFELICLPTZ 27| SF0M H, HE A F 7|52 A8 AL

18

2iO|HHA| OtAR)E MMsla{H S &/stL|Ct.Privacy masks(5H A

o HA] DFAZ)o] MAS @37t e
Spmoz K32 22ELICtCel size(d A7]): @X
CH@ato[M Al OtA3)7} HAMslEl HjEoz LietdLch 22t

ey

O|H & At HE 375 BESGHAL. » Mask x(OtA3 x): OFA39| O|FS B AL, B
getstALL dPHo = AFoSteH =L

b
(=]

=4 of =2 Aol M

HIEfHI OB 8
RTSP | EFC| O] Ef 4 &K}
MEIHOIHE AE2|Yots At s§T U0l AHESHE MES LIAFLICh

H| 2

2742 ONVIF XMLS At&3t= RTSP HEIHO|E AEZO)| CHst AFYLCH Of7|A BHES AlE2

=0

des O/X[X| FSLICh

Producer(‘ 4tX}): O EtCHO|E{ & ‘d-d5t= ¥ YLICE. A4 Of2fof= ¥O| XM ~EEZ|YSt= HEH O
B RO =50| JFLCLAME: ¥O0| ArE5t= MELLICH OEIH O AEZS Ed3lsta{™ e
S _..
. o

EE PaA pe Yo 0|R2 MEEZ HABULL

-l =3
=325

=312 TE sV 2AYLCHom(AE): S AR 0[S0 UNE =315 EALICLTo(E): X
AR =322 EA|E L CHSource(&2) D AAE J|EIO R =3tE BAIYLUCH AAE HMME LY
Ct.Event(O|HMIE): O|HIEE J|BIO 2 =315 BEAYLICLANE BX: AEZX] S M2 =532 ®EA|LCH
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g QEmo] A
. . s o = o= ® N
Ongoing recordings(=3} ¥ J): XM T FQ ZE =35 BAISLICHL ZRONM S3HE Al
°
ISEE ED Ny 22X HXE MEiSL T HXOM =55 SXEUCLFS2E SX|5HA

=
Lt &X|E ZZ35}™ Triggered recordings(E2|7 =3})7t & = E L|Ct.Continuous recordings(H % 3=
S22 FAY WA ASEUL X7t HN A0 HX|E CIAl AZSHEH 535171 A S gL C

Do T AHSH D_LE+=- MO =x|5t VNN e st o I
== Mg =ot= MU= SX|gLCh =3l=0| Ciot HEQ FMZ HA|
of UL L L™ 7|7*° BT gL cE &
ot ANZOE 7|Z22 gL Encrypt(nﬁif):
HWedH =3tZ0 it EHA°JE§ *e"’é‘!OPﬂE M ”E.* [t LHEW o2 mjAE Q0] & == gi&LCt

@ =otE2S MAHSIE 2L ChExport(LHELY7]): St N E= FE WEHLC

OH
=

| Add app(¥ F71): M ¥S 2RI LICEFind more apps(F7} ¥ &7): 2X|2 ¥S § RSLICL Axis

ol 712 M O|X|2 O|sE L|CtAllow unsigned apps(MEE|X] %2 A 5 8) D MEEX] G M|
£ 5|85t H ZL|CtAllow root-privileged apps(root #eH0| U= A 5 &) : root ETHO| Q= MOl

NXlof cHst HH HetS 5|85t ™ HLIC ; AXIS OS Sl ACAP o] Eot AHO|EE =H2IStHAIR.
Hl o
SAOf o2 A4S A5 Ko d50 S 0jE = US4t

Al Ol ol A= 2/AXE ALY WS AIZISHAL SX|SLICLEI]: Mol S-| HMATLCH A
2 7tse 282 ofE2|A o1 d0 war ZaEL L LR ofE2|Ao|Mo= 20| gl o
go %= Hmole Chg &4 & StLt O|40| ZotE = &L T
+ Open-source license(2E A A BIO[MA). WA AIEE= QE A4 ZIO[MAG Cist HE
= EL' |:|-.
= =

« App log(¥ 21): ¥ O|HESl ZOE FLICt 2= X A '
+ Activate license with a key(7| 2 ZtO]MA Zd3}): 40| 2o|MAT Qs AL EMd3sof &

LICE EX|7 U0 A8 = gle 2% 0 M2 AH8EL Lt
2ro| Ml A F|7F QICHH axis.com/products/analytics2 O|&2tLICt EiO|MlA F|E MMEsta{™ 2to|M

A TEQ Axis ME & Hs b €oshLCt
« Activate license automatlcally(EfOIMIJ\E Asoz Mgl o 2HojMAT Zost 42 24
Stofjof BFL|CH ZX|7F QIEUO AAE = A& B2 0 SHE AHETLCH ZHoldlA
2 otste ™ Efol“lﬁ IETJL ZaghL L.
« ElOo|MIA H[ZME3}: o2 S0 HI%“FJ 2O MIAO|A A 2tO|MA
=

H[253150f CIE 2oliaz
. Settings(8A): Oj7j2 RS Lo}
M AAN AS FTHOS MNSAUAR BIX 2HO|MAS HTHGIX YO B

HEI2 FAIELCL
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l OlE{mo| A

[ -

-

A2t

H

fl

o
O
o

aril

Al
2

getexel ool 280 wet ChEL L

rlo
M

R ERet Azt NTP Mo S7|=tots 20| F5LICH

AZHCH: AR A|ZFCHS MEHSHLITH AR b A7+ A %—’.f— AlZto] 5‘:*-’?
X 2

Synchronization(S7|3}): X9 ERt G AlZt 57|31 SNHE A_‘lE_I,IgH_| C}.

« Automatic date and time (manual NTS KE servers)(X}-S 9l Al ZHFS NTS KE A{H)):
DHCP A1I:|-|01| A HOF NTP 7| AX AHQ} E7|9_}o+|_||:r
S NTS KE MHB: 3Lt EE= = T4 NTP AH{O| IP FAE QAT .
APR5P'— 4% HXl= & A1H101I YHE HEgS 7|HF°§ AZtg &7|8t8t0 =F L T
- Max NTP poII tlme(*|EH NTP Zg Al?_l'): AOOIEEl AZtE 2|4
S LR A7 7|CHR{OF SR ACh AjZbS M LT
- Min NTP poll time(X|A NTP Z& A|ZH: YUOO|EEl A|ZHS A7 I8l NTP A
& OIRR| &X|7F 2|Ck2{o} SHE H 4 AlZHS LT
« Automatic date and time (NTP server using DHCP)(X}-& gl A|ZHDHCPE AlI23l= NTP
A-|H-|)) DHCP MHO| HZA= NTP M} =57|3tetL|Ct.
Fallback NTP servers(EHXﬂ NTP MH{): SiLt E= & 709 CHA MO IP FTAE STt
p

I8

I

~ Max NTP poll time(2{t NTP Z& A|ZH: AGO[ES Al7e 27| Qs NTP AHE =2
& m7Ex| A7} o|cheiof s Ko A|ZS Mg o,
- Min NTP poll time(X|& NTP ZE& A|Zh): GO|EE A7t 7| Q3 NTP MHE Z2

o W7HX] FX|I7F 7|Ch2{0F St XA A|ZHS ME ”E.“—IEF_
« Automatic date and time (manual NTP server)(X}S & 5! AlZHES NTP A{H)): MEHSH
NTP Abfe} §7lsietch

S NTP MHf: ofLf = = JHO| NTP MB{O] IP S5 SIRSLCR. £ 749 NTP MHIS
NESHE A9 RAE £ MHo| EE (88 J|fo2 NS Eo|slen xR
~ Max NTP poll time(%{0f NTP Z& AjZH: HC|O|E% Al7hS 7] Qs NTP MH{2 =2
o W7bR] X[ 7F 7| CHAOF St A[Of AlZES MEfefL|Cf
- Min NTP poll time(|2 NTP Z3 A|ZH): ACO|EE A|ZtS 27| 9Jsf NTP AHZ =g
2 W7bR] KA[7F 7| CHe{OF St A4 A[ZbS MER LT

« Custom date and time(At X}t X|H™ 'gm} al A|Zh): A
from system(M2H0M 71 7|)S 28510 AFE £= ZHY XM xS A2 &
Mg oF k3 7FH St
= =2 "
« DHCP: DHCP A H{Q| A|ZICHE XjEHSHL
of AZ=0 AO{OF BFLICt.
- Manual($8): EECHe 2204 AZHHE MEiBiL T

[

b o sMd& &5t

H| 3
NAHOME BE S8, 21 9 A" Mol R 9 AJZH MHO| AR E LT
A 9%
RAE U KIS YATLICL AN Ba| AIAHOM O HRE ARSI X E0M RAS Rl
. Latitude(9|E): U+ S ME 2ZS e LT
- Longitude(ZE): ¥4 S EAXNOM EZ2 LIEHLICH
+ Heading(#3}): &7} SHat= Lpalgt wsks Qiaiglct 02 M2 Lierd L
« Label(2p#): &[0 Cj3t MBjo| matEl 0|22 eLCt
- Save(RME). TA| XS MEsl Y ZafLct.
HESHZA
IPv4
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g QEmo] A

Assign IPv4 automatically(IPv4 XIS &2): L EQA 2t2EH7F X0 IP FTAE K522 HHSIEE ol
ot MenstLict CfEEol YEHIO thof X5 IPOHCP)S AZBILICHP FA: BX0 123 IP F2E o
HotHAR. NP IP FAE ZF FAIF IR0 32 AElE HEYIA YoM 2X92 P E = JSLICH
=2 YAStHEH 0P IP FA5 D57 Mo HER 22| XA 22|st= A0 ZELICEMEY OpA
3. MEd OA3E 23510 LAN(Local Area Network) L0 Q= FAE HOL|CL. LAN 2E9| B &
Fae 2R HE S1teLICLRouter(2t2E): CHE HERT 8 HERI MAHE AHAZE FXE HEsI=
O AF2E= 7|2 2tREHAHOIEY0])S IP =AE =Tt C.Fallback to static IP address if DHCP isn't
available(DHCPE Al28 £ gl= ZQ 1M IP TAZ ZEUl): DHCPE AMES £ QI IP FAE KI50=
sotst & gle A HNEZ ASE 1N P F45 FUsta® MeBc
H|

DHCPE AF8T 4 @1 BX7 1F F4 [IXE A8 3L, 18 FoL NoE ¥z 3

MEIL|C}

=

IPv6

Assign IPv6 automatically(IPv6 X} &) IPv62 HD HESQA 2t2H7t X0 IP FAE Xt
o2 LHSEE St MEiSL|C]

oln

SAE 0|2

SAE O|E2 XHEOE HEh U EQD BHPE I BA|) SAE O[22 P F42 HEO2 ALEE
B3 MEISILCLSAE O[S FXO| HMAshEs CHE LHOR ABs Y SAE 0|52 £502 YAy
LICH M EIM Y A|AEH 2= SAE O|2E2 AL 8= EAH= A~Z a~z 0~9, -QL|C}
57 DNS H0|EE &/dstptL|cH:  FX|Q IP ATt HAE Mot X7 =0 Ql 0| AH{(DNS)
J|Eg AHEo2 UHOES S B{RFLICLDNS 0|5 S5: EA|o| P =42 Jt27|& 1 20

Ol 0|28 UHTLICL 8= EX= A~Z, a~z, 0~9, -QL|CLETTL: TTL(Time to Live)2 DNS HZE

7t HHOIER|7| Mo faot 4E{E |X &= AlZtE AL
DNS AMH

Assign DNS automatically(DNA X} &%) DHCP ME{Z} AM =0iQl S DNS M FAE FX|0of Xt
SOE St St MEHSIL|CE CHRE2| WEA0| CHeh Ats DNS(DHCP)E # & gL Ct.Search
domains(EH|Q ZHM): HASIE|X| U2 SAE 0|E2 AIRSt= A2 Add search domain(ZM ol
F7HNE 2D X7t AH&St= ZTAE 0|§2 AMY =S AT L|CI.DNS servers(DNS A{H{):
Add DNS server(DNS A Z£7HE Z 23l DNS MB{O| IP =AEZ Q2{stL|Cl 0] AL L ESI0|A
SAE 0|22 P Z=AZ2 HSHSH0] FZBHL|C}.

HTTP % HTTPS
|Sste ZREZYLCE &=
I

S
X0 HTTPSE At3t2{H HTTPS QIEAME MX|s{of &L|Ct. ASME MM MX|5E{H System >
Security(A| 28 > HONZ 0| FTL|Ct.

Allow access through(8 M A | &): AFEX7F HTTP, HTTPS 2= HTTP and HTTPS(HTTP 3! HTTPS) =2
EE & OE S X0 AA5t=F S LX| MeigL|C}
H| D

HTTPSS Soll d=otel & HOo|X|§ BE= 8% 59| HOXE N& 282 If 50| Xotd =
ol L| L},

HTTP port(HTTP ZE): A% HTTP LEE Q2igL|ct HA|= ZE 80 Fi 1024-65535 # Qo @
= ZEZ 5|8l A2 200 22 1-1023 P9l LES YHY = ASLICL O] HP9
LEZS AMBSEH A7t HA|ELCLHTTPS port(HTTPS ZE): AL83t HTTPS ZEE Q&{giL|Ct. FX|
£ EE 443 T 1024-65535 #9|o| RE HEZS SSYLCt HE(AE 2IQIS A 1-1023 # P9
ZES 98 =& gLt O #Helo ZES ALE5tH Z1n7t HA[E Lt Certificate(AFM): X
Of HTTPSE g gstote{® ASME ML L
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¥ QIE{H o]~

[ -

HEHI M4 =Z2EZE
Bonjour®: HEQI0M A& HAME 3|85t2{H 0| FMS ZL|CL.Bonjour O|F: HEIO0 BAY 0|2
UHYLCEL 7|2 0|52 TA| O|§1 MAC FALICLUPNP®: L EQIS0M XIS HAMES 31852 H 0] &
MS ZLCLUPNP O|&: YESZ0 EAY 0|F2 YHLLICL 7|& 0|2 TA O|F3 MAC Fo L
CLWS-HM: WEIM A5 AMS o{8ot2iH 0| 545 FLICILLDP 5 CDP: LI EAJ 0 Xt5 A4
2 o|25t2{H o] FME ZLCt LLDP 3l CDPE II™H PoE M@ A0 X|A0| M4 5= JAESL|CE PokE M
g s 2HE SH2SI2H SHE/O Pok MR Y ME2Z PoE 29X E P
=EE2H T\
Hitp proxy(Http ZZA|): |88 HA0| [t 32 T2A| SAE E& P FAS XYBLICHHtps
proxy(Https TEX)): 6|25 HAof T2t 22 T2A| SAE E& P 548 AFHLICH
HTTP 9 HTTPS T2 A|0f &&= HAl
 http(s)://host:port
 http(s)://user@host:port
« http(s)://user:pass@host:port
H| O
HXE MAIZSO 228 ZEA 4¥2 H8U
No proxy(ZEA| §18) 22 T2A|S 235120 No proxy(ZEA| 812)2 ALBYLICL 220 AU 2
M E SILIE QAL dE2 PE0 o2 HE YLt
- HF7
. P FA KW
. CIDR HAlo| IP =4 X|H
o OO o2 X|H(0: www.<EHQl 0|2 >.com).
- E8 Mo 2ZE ot =0l XF(O: .<=mQl 0] F>.com).
One-Click Cloud Connection
One-click cloud connection(O3C)1dt O3C MH|A= O XA LE AAIZE B =31 A0 20 otMsH Ol Ul
HMAE MBS LCH XM LHE 2 axis.com/end-to-end-solutions/hosted-servicess ERSIMA| L.
Allow 03C(03C & 8):
« 28 0|A0| 7|2 AFYLILt. AHUS S O3C MH| A0 HZASIHE FKX| O MO HE
= ZH FELUL Mol HES F£E = 24A1ZF O[LJ0| O3C MH| 20| HXE SE3HOF oL
Ch. O™X| o™ FX[7F O3C MH|A0A HA SN ELICL ZXE SEET Always(2 )
7t 2gete|n FX|[7) 03C MH|A~0f HZE M FXA|EL L
o g A ABUHS SO O3C MH|A0 ol HAAS X[EHo2 AzgtL . X5 SE5HH
O3C MH|20f AZE X FXE YO X2 HO HEO FX s 82 0 4845 MEHLCH
« OfL{Q: O3C MH|AE HjZdatetL L.
Proxy settings (ZEA| H7): ZQot Z2 ZEA 2FS Y50 TEA MBO| HEYLCLSAE: TF
Al MEO| FAE UHYLICLEE: HMA0 AMEE= ZE HS S YHYAIL 2R Sl IjAE: L@
o 39 ZEA MHOf Ciot AEX 0|5 8l A EE Q2oL ChAuthentication method(215 UH):
« 7|2 O] W2 HTTPO| CHel 7t 22bd0| FOojH Q15 MAYLICH Y2SHEX| gF2 AREXA} O
S0t AES MHZ HE57| [HZ 0] Digest(EIO|HIAE) A ECH OFHSEX| RS LICH
« CIO|HAE: O A2 oY HEJIS SO Yootel AJYEE HESHI| WE0f o FFSLCt.
« AE: O] FHS AMESHH X /A= SY W2t X7t A Yy M = ASLICL 2
?l= CIO|H2E 2, 7|2 &Y &M=z dFL(Ch N
2/A AF 7|(0AK): 27X 21F 7|5 7IM22{H Get key(7] 7t 27|)& S=HELL 0[A2 FX
7t YetHOoILE ZEAIQIO] QU0 HAE B0 s LICH
SNMP
SNMP(Simple Network Management Protocol)& O|238l0 HEQI ZEXE 2oz g £ JASL|CH
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¥ QIE{H o]~

[ -

SNMP: AtE3% SNMP HE S MEHSHL|CL
« vl 89 v2c

- Read community(8}7| #

A= ARUEl Ol &2

LIE|): X|2&l= 2= SNMP Ko Chs &7 ©& #eHol
Lo 7l=a2 SHYL L

o
a1}
Y

Hg
- Write community(227| HFL|E[): X|25= 2= SNMP K0 Tl & 7| &= 47 #
O A= HRLEl OlE= AHTLICHS 7| ME AH Hel). 7|=gt2 27| QLT

it ojny
0x
Lol-

- Activate traps(E = c EMEHTE stM3I5I8{EH F{AMAQ. EXs EHS AR
Q% O|HE = B HAO CHSE DIAX|E 22| A|AR0| EHYLCH 3 QIE I o|A
A SNMP vl & v2cO CHst EFS M™E = ASL|CE. SNMP v3e 2 HZESHLE SNMP
E 11H E-MO| X522 JHELICE SNMP v3E A28t 22 SNMP v3 22| ojE 2|
OjME 8¢l EHEZ HEY = USLICH

- Trap address(E® FA): 22| MHO| IP T4 = SAE 0|28 UHGMA|R.

- Trap community(E3 F{JLE|): X7t 22| A|AH E- HAXE 29 If AL

HRLEIS Qe
- Traps(E®):
- Cold start(E £ EEl): ZX| 7} AR

Lul
[m
1123
=
>~
Ral
1]
HL

c
r
[

= =
- Warm start(& AE[E). SNMP A& B4 [ ET HA|IXE EYL|CH
- Link up(33 ) 237 ORI oz HAE Z2 EY HAIXE EYLCL
- Authentication failed(Q1Z A Ij): Q1= A7} AMI|s}H E& HA|X|S EWHL|C}

H|

SNMP vl 3 v2c EWS 7B ZE Axis H/C|Q MIB E0| ZMSIELICH XM L{8S
AXIS OS Portal> SNMPZ X =34 Q.

« v3: SNMP v3= =3 U Hot A E XNSot= ErCt S HEJLICE SNMP v3E AHE5}HE
A7t HTTPSE ol ME L BEE HTTPSE Edotsts A0l SSLCEH Ko HDH0| e TAMRL
LS oE|X| 242 SNMP vl QU v2c ER0| HMASHE AS HX|BLCEH SNMP v3E AtE3%tE &
SNMP v3 Zt2| ofE2|AH o2 &l ER= dde = USLICH
- Password for the account “initial"(‘'xX7|" A™o| TJALE): O0|20] 'initial'@l A ™|
SNMP A QIEE UBIL|CE HTTPSE /35Xl Yne IfAREE MEE 5= UX|T
HESHK] QELICH SNMP v3 HAQIE &= oF BOF 4G o= QU HTTPS7t 2HdotEl 4
o2t d83st= A0| E5LLCE WAEE 7SI AQYJE TETH O Oy HA|LX|
SLUCHL HAYJEE CHA| A5t H FAE 3 7|2 4oz MHEsoF gLt
HAE ZEI0|E
oz 3 AAE= S20|HE =& EA|IZLICH
View details(M % ASH 57|): 2% 22t0|9lE 822 21 YHOETLICL IR0 2 AU P Fa,
Z2EZE ZE, MEj 9 PID/ZZ M A7} EA|EL|Ct
ot
oIE M

ASME HEJIAHS HKE QBsts O AHBELICE O X F
« Client/server certificates(22}0|HE/MH Q= M)
SE0|HE/MH QF M= TX|Q IDE HBSHH XX A = Aol CAIE
ol

2 7|ZH0f M &
a2 & ASLCE XM MY ASME Hotel ESE HSsHH CA 2d ASME &7 o

-
- CA ZM
CA QIS M2 AL83I0] WO JISME QIS LICL 02 SOf, &XJ} [EEE 8021X2 Hog|s
HEYI0| HZE A QX Mol IDE ASSLICE. B OIS ol Ho ALM HX[E CA
o= M7t Y& LT
Relgle HAe r2at ZaLc
o OI= M @Al: PEM, .CER, .PFX
o JiQl 7| HAlL PKCS#1 3l PKCS#12

HXE S 2o Al 7|2¢ez MEFSHH 2= ASM7F AHE YL AFE 2XE CA 2SN
b EHAl 2 X E 4T
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o QE{H oA

| Add certificate(21S M F7t) : ASZME F7tstg{H SOt

. More(tf 87)) ~ : XasiriLp MeEyS X7} WS mAISLC
+ Secure keystore(&H Ot 7| X ZEA): 740l 7| E ¢t [ =4
£ Trusted Platform Module 2.02 MEHSL|Ct. MEHS HOF 7| HZE A0 CHSH XHMSH LHES &
2 ¥ help.axis.com/en-us/axis-os#cryptographic-supports EZSIM A L.
+ Key type(7| ). QSME E52{H EFLR2 STZ0M 7|
2 Yoot ¢ud|Es WELLL

© HEo %= OFols o300 EZetELCH

« Certificate information(QUS M ™MH): X = QAFSAo| £4HE FLC}

+ Delete certificate(A= A AtH|): ol M

+ Create certificate signing request(Q/SA A|H @& MAM): C|X|E ID AASME AMHEY| Q8 S
E 7180 24 5 ME 2¥s ddg T

Secure keystore(®#9t 7| XM&EA) @

« Secure element(HQF 9 A)(CC EAL6+): HOF 7| HE A EHO QAS A2 H MEISHL|C},

+ Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 g% 2): | &
= Ar85ta{H dEietL )

HEHI H2 Mo X 43

o =
Ol E It IEEE = L|Ct. IEEE 802.1x= EAP(Extensible Authentication Protocol)&
8021X2 HS g[S YEYI0| AAASI2 T HEYI HA|7 AHEHOZ QFgofof Lt AZeS Ol
MHOAN $diz, 2EI™ o 2 RADIUS AME(0f: FreeRADIUS 3! Microsoft Internet Authentication Server) 2!
L|C}IEEE 802.1AE MACseclEEE 802.1AF MACsec2 O|C|0| HNA E2 TZ2EZS 3t H|HZY Oo|H 7|
% R4S Foloh IEEES| MAC(DICIOf AN~ HES) Hot EEQYLICLOAISMCA 25N glo| 74
A o

IEEE 802.1xIEEE 802.1x= @M 9 BM HEQI EKA|o HO ASS XIste ZE 7|
7

o
A mEY AAE HlE2gsted X AZE HELI AGO| XM ASS Al=BLICH
ME A8 I Axis o1 Al 717| 81 215 MH = EAP-TIS(RHY 7ts Q18 Z2E=E - HE
FEot CIXE ASMZ RAHH2Z ©
| = el

o > OMreox
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oiol Xt | =3L|C}.EAP identity(EAP ID): 220|E QIZ A
2{ 8} Al A| 2 EAPOL version(EAPOL H{F): {E3 AL X|0|A AtRE|= EAPO
IEEE 802.1x(IEEE 802.1x A}): IFEE 802.1x T2 EZS A28} =
PEAP-MSCHAPV2E AFR3l= Q0|0+ 0|2{at A% s
« WAQE: i ALEAL IDO| HAREE
« Peap version(Peap HZ): 4 EQ3 A2
+ Label(2t%): SCI0|HE EAP A SIE A}
e{H 25 MENSIL|Ct Peap H{T 12 ArE5t
IEEE 802.1ae MACsec(™X CAK/AI® B8 7])E ¢
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of 0|2l XEoteqH

Xt
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2

ey

« Allow(s{ 8):
Protocol(

* Deny(7{%):
+ Address(F2):

Activate(Z/d 3}):
Default Policy(7|

QIE{H O] &

IR0 ™ ol
ROZURN 7 IF
%EM@%
Ofu 4 OT oit

1019 <0y o
Touo 5T
o Rk =
REKsE
<<

o %
gy
= 510/ 0l

=10
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3002 MAEE|
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S
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| S
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X
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S

o
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Confirm rules(§ =H9l):
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o QE{H oA

_I_

.l

o

ChAccount(Ad): 1Rt A 0|2 YA LICHNew password(M] A E). AH 2
ST AR EE 1~64XAF ZO|OjOF SLICL. ZEX}, <A, F&H, Y& 7|2 § Q4 7hs% ASCI &7
XHBE 32~126)0F TfAQCO AFRE 2 Q& L|Ct.Repeat password(Ij AQ E HEE): S =
£ CA| eI Al 2 Privileges(3 $H):
« Administrator(2|X}): 2 E SF0| 23| AMAgLCH B2 Xt CHE AFEE =71 YO0

— o= T
E S HAY = A& LCH
+ Operator(2Q8X%}): CtE2 AMelst 2E HH0 ANAT = JASLILCH
- B E System(A|AH) M
« Viewer(§0{): C}30] CHSH M= Hot0| AELICH
- HOe AEZo AYMAZS H11 ®EL|CH
- =3E AES D WL
- o ElE 4l .

© o dEo %= oEols o

=} |Ct.Update account(#H’d UC|0|E): AE 84S HEY
C}.Delete account(A|™ AtH|): AH

=] " . O% |_I:I=|L|
AHM L root A¥2 M4HE 5+ YSLICH

o
njo H
gt

n

-

ool Yu2

Allow anonymous viewing(2H H7| 5|&8) AFYCZE ZIQISHK| Fnr FHLF BEXZE FX O] AMA

g £ A E MA™TL CtAllow anonymous PTZ operating(2E2| PTZ 29 5 8) : QO] AL
XtZt ool X|of s H, EHE X FE2 & = JU=E st FHLLCL

[=]

SSH A%

_|_ Add SSH account(SSH A Z7}1): M SSH AHE F7tsteidH S2gL| Lt

o= T =
+ Restrict root access(root WM A H|oh): root BN AT LS 7|58 HMststa{ ™ ZL|CH
+ Enable SSH(SSH &/d3s}): SSH MH|AE Atg%la{H UL
Account(A|H): 2Rt A 0|52 YU etL|Ct.New password(M I{ALE): AF2
Ch. fAQE= 1~64X+ ZO|OOF SFL|CH. A, A, #&F, €& 7|2 5

C 32~126)0F I AQIE 0| AtEE 4= Q& L|Ct.Repeat password(TjA QI

Al YESIMAI MY dHZ LHTLICHZN).
SSH account(SSH A AG|0|E):
2 AHIELICE root HE2 AR

St © 7o %= Hwols ths0| ZgE L ChUpdate
A M8 HESL|ClDelete SSH account(SSH A& AHH|): #/H

4 S AE
Add virtual host(7}& SAE 7). M Jta SAEE FI5ie{H 2oL CLEMESE O] 714 SAE
£ A85t2{H MEiSLICE M O|§: MHO| 0|2 F#BLICt. =X} 0-9, X} A-Z 8 50| E ()2t A&t
LICLZE: M7t AZE ZEE AHSYLICLType(RE): ALY Q15 FAS MEISLCE 7|8, CHO|HAE,
QE ID Z0|M MESLC ¢ AZo| e HRo= Creo| mEELCt
« Update(HO|E). 74 AEE QGO E-LICE
« MH: Tty AEES AR L CH
HIgdsk MH 7 H 28t &L
OpenID T4
S8 A
OpenlDE A3 200g == gl= 4% OpenlDE 850 2OQ0g If A% CIO|HAE
s 712 3 Y2 A8 U
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_|_

oL Lk Type(®

.« FTP

« HTTP

Add a recipient(-’,‘-l}_lx} £
A

4

2204 AME:

SAE: MHOIP FAL SAE 0|2 YL
X H 7} System > Network > IPv4 and
AEE A=K =2RISHU A 2.

EE: FTP AU{7} A8ols ZE WSS QestLch 7232 219t
Folder(BC{): I}AS X2 C|YE0/0| =2 YA CIZEa|t FTP AHof O]
O EXSHA| o, S P=Es I @F HA|X|7F BEAE L CH

Username(A}RI} 0|E) 2018l H AIE2XF 0|28 QUESIAUAL

IALE: EO0%I8{H INAQEE LESIMAIL

Use temporary file name(Q A| _H’E O|E Al2): X502 MME UA| It O|ECZ I
U2 YEESIHH MEHSLICE YEEE AESIH DY 0|F0| {ste O|EC = HHELIC
O*EEW SHhE 22 &=4E lLPOE'OI SiELCh OgLy oj™g| AA TIPS 22 = USL
Ct. O|&E7 ™ R3t= 0|52 77 BEE mao| SHEX & = USL|CH

Use passive FTP(=& FTP Al8): THHQ 20 ME2 Ered| CHA FTP M0
ol AAdg E= 5 FTLCH X7 o4& Mo Chst FTP Ao % GOjojE HZA
2 BF HIFHOE AFTLICE Ol Yutdoz FX|Qt CHA FTP AME AtO[Of
20| A= 420 EaghLoh

URL HTTP Mufof tiot L= =20t 28 X2l¥ 23 YUEE YAV ofE SH

http://192.168.254.10/cgi-bin/notify.cgi 2} L| Ct.

Username(A-&X} 0| &) 201512 H AL O|ES YHIIYAIL.
HAQE: 20151 H IAQEESE YHSMA L.

Proxy(Z & A]). HTTP MHO| AASY| 3 ZEA HHE S0t st=
HEE 74_' YL

URL: HTTPS AMH{0f Lot HERI T2t RS XMalgd A3HES YHYLLL & =

M https://192.168.254.10/cgi-bin/notify.cgi & L| C}.

Validate server certificate(A{H] Q=AM =0l). 0| MXIE MEHSIO HTTPS
& OIZMZ MENSHL|C].

Username(A}B-x} O|E) ZQIslz{H AIRX 0|28 YEHEAMAIR.
mASE 2Ioleie(d Ao E BlEoHAlL.

Proxy(ZHA|): HTTPS AMH{O| AZSH7| 23] ZEA MHE S0 ot=
@E% 911 OIE1oI-|_|[:|-

+ HESH3 2EZX|

& £ &LCH TIY2 MKV(Matroska) I HAlo2 XZEE L|CL

b
SAE HEQI 2E2X|Q P FAL SAE 0|52 YHEL O
Share(838): SAEOQAN 88 0|22 ¢=sLC}
Folder(ELC): O x-|7<+oF CIAEZ|o ZEE QaABAAR.

o =
Username(A}8X} O|2): Z 0I5l 3 At2X 0|28 YBIAAIL
IjAQE: 2OQIste{H IHAYEES LHSIMUAIR

SAE: NHO| P FALL SAE 0|52 YABLILL SAE 088 YYs

t= 8%, DNS

A H 7} System > Network > IPv4 and IPv6(A| A8 > Y EL|3 > IPv4d U IPv6) OfzfOf

R0 UK HoIBIAAQ.
EE: SFTP M7} ALBSlE BE #SE agnt 7|2zt 229 Lt

Folder(EC{): TS MY CIHELZQ F2E UHSMAR. CIHEZ|T} SFTP A0 Of

of ENSK oSl AL Y=E Ul OF WAXIF EAEC
Username(AL8X} 0| 8). =10I6t2{8l AL8%t 0|52 YAl

WASIE: 2I0I3elti HAYCSE gAML

SSH SAE 37 7| SY(MDS): €2 SAE 27| 7|32xte| 1674 2x12)o| X2S o
E4oFL|Ef SFTP 22}0|2 E= RSA, DSA, ECDSA 5! ED25519 S AE 7| Q30| SSH-2E& At

83l SFTP MHE X|&ITLICt 24 Al RSATL k125|" 80| ECDSA, ED25519 9

DSAZl 1§12 MELCE SFTP ME{0|M AI83IS 2HZ MD5 SAE 7|2

33

HEET
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=

== MEfstL|T} 0] 0I5

H| 2

. TCP
- BAE: MHO P ZALL S

AEE O A=Al 2QISH A

Encryption(¢33}): AS3IE ALE5t2{H, SSL EE= TISE

Me CARIS 7|80l M XEA| A
POP authentication(POP Q9I=): POP MH O|2EE YstH™H 7

£AE 0|2

A H 7t System > Network > IPv4 and IPv6(4A|

SHL|CE Axis ZtX|= MD5 3 SHA-256 SjA| 7|2 E5 XX 2 MD5SECH Z&st &
tZ 2ol SHA-2565 At&3t= 0| TELICEH Axis ZXZ SFTP MHE FH5= &
2ol CHEt XtMDE LHE 2 AXIS OS ZES FUSHHAIL.

- SSH SAE 37 7| S¥(SHA256): 223 s AE Z7J| 7|(43X}2| Base64 Q1A Cl ZXL)9|
XNES YHBILLCE SFTP S20|HE= RSA, DSA, ECDSA Y ED25519 T AE 7| §d9|
SSH-2E AtE23t= SFTP MHE X[ KT CE E4 A| RSAZ} M E|= HHEH 0| ECDSA,
ED25519 8! DSAZt O & MEL|CH SFTP MHO|A ALE%t= ZSHE MD5 2 AE 7|E
Q13| OF SFL|CE Axis & X|= MD5 3 SHA-256 sjA| 7|& T & X|&5HX| 8t MD5ECH 2=
ot Hots 2|3 SHA-256E AL&3t= A0l EELCH Axis A2 SFTP MHE F45t= B
Hojl CHSE XM L8 2 AXIS OS ZES EASHHAR.

- Use temporary file name(YA| It O|E AlR): Xt5o2 MHE Al Ot o222 1}
A2 YEESIHH MEHGILICE YEEE 2AESIH OY 0|F0| |{lstE 0|22 HHEL|CH
YEEJL SCHEl 22, &4 F ool gLt defLt of™g AA| oS 2 = US
LICt. Ol A dtH {|st= 0|2 717 B E mo| SHEX] & 5= UFL|CH

e SIP or VMS(SIP t£= VMS)
SIP: SIP M3lE ZA2{H MEIGHL|C}
VMS: VMS ©3tE Ze{™ MEiSHL|C.

- From SIP account(ZAIX} SIP A ™). S=20|A MESSHL|C.

- To SIP address($=2IX} SIP FA): SIP FAE QEHTHL|LC}.

- Test(HAE) Szt 40| &&5t=X HAESZH Fe/ghL|Ct

« Ofm Y

- Send email to(O|HY M& CH4): Oo|HAZS M3 oMY FAE YHSLICH FAE
o 7 Yt HEE oY FAE FR2SHAL.

- Send email from(O|H|Y L) Hifj= MHQ| O|HY FAE LHGHL|CH

- Username(Al8X} 0| 8): 02 MH Q| ALEX O|E2 YHTLICEL o0 Y MHOAM 2SS
Q7K = 4% 0] ZEE H|Y sLCL

- DAQE: HY MHO| IHALEE YHTLICE O|HY MBOIAN ASES 2FSHA| %
= 4% o] 2EE H[9 s}

- Email server (SMTP)(O|H| ¥ A{H{(SMTP)): 0| & =0 smtp.gmail.com, smtp.mail.yahoo.com
of 22 SMTP MH O|E& YLt

- EE: 0-65535 H2|9| gt2 AME3t0 SMTP AMH{o| ZE Ho E AHaL|Ch 7|2

_—
2y 243

LICt. =AE 0|

Q.

- Port(ZE): MH HNAO AIEEE ZE HSE AHTBIL|CH
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