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1. System > Events(A|AHl > O|HIE)Z 0|35t &S F7teL Lt

2. E0| et o] 2 YL L

3. M S E09| Recordings(=)0f A Record video while the rule is active(S0| E/d AFEf I
SotHicie =2hE Mefglict

—

4. AEZ|X| M Z20|A SD_DISKES ME#SHL|CY.
5. Ftojetet AEY Z2ntg MEdgL|Ct

6. AT H{I A|ZHS 522 A7EeLIC,.

7. AEHIEAZE 1202 AFSL O
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1. System > Detectors > Audio detection(A|AE| > C|EIE| > QC|2 C|E|M)O Z 0| 5T L|CL

2. HQof met AMRRE =72 2L
= d4d:
1. System > Events(A|AE! > O|HIE)Z 0|55l ES F7tgL|Ct
2. E0|Cyst o2 gLt
3. X 2209| Audio(2LC|2)0|A| Audio Detection(2LC| 2 C|EHIM)S MEHSHL|C}
4. M 2 =0|Recordings(=3})0f| A| Record video(H|C| 2 S35} E MEHSHL|C}
5. AEE[X| M =50)A SD_DISKE MEBtL|C}.
6. QLI AT AEE m=2ntdZ MEASIL|CE
7. M HIHAIZHS 5EE AFELC
8. AT HIH AlZHS 222 gLt
9. Save(MHE)E SELICL
Z% 501 O|HES N ZEo= HB
AXIS 1/O Indication LEDZ W[ E |3 70| 2}0]l G ASH= 40| 92 L|C} O LEDE= 7t 2toj M EX
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o= =22 T Me .
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AXIS I/O Indication LED
«  Axis {EQ3 H|C|Q 7t 2}

H| 2
AXIS 1/0 Indication LED7} &2 L E0j| ¢1Z5|0f QL0f0f $FL|C}.
H| 2

AXIS /O Indication LEDE A ZA5St= 20| TSt X[ X2 HMEo &4 M3 & X M E &H=E
SHAIA| .

CHS 0f0fl A= AXIS /O Indication LEDS 2{ A 702t 7t =3 AL LiEH = 82 TAoe wHg
2o F Lt
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A|AHE > HM|ME| >1/0 EEZ 0|5 8fL|Ct.

AXIS1/0O Indication LED7} (A= L E 7} Output(*E1)og M E0f QK| BHOIEL|TH
& HEHE Circuit open(g|§ 7||tcl,)g MASH|CF.

3. System > Events(A| ARl > O|HIE)Z O| 5 TtL|LC}.
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10. 22 HELICE

AXIS 1/O Indication LEDZ AFR3t 2 9= Ch2 A|L}2| 9= Che ot 2L,
o ZtHEtel EXH HA|E ok ZHHIEtoF A|ZFE ) LED7F HAX| =& LS LCL ZHe 2
System ready(A| AR =H|)E MEiSHL|CY.

I_ﬁ

«  AEO|L Z= 20| 70| 2te| AEZ0f| BN ASED UZ S HAISH| 26 HAIZH AEEO
St ME|7) | LED7F AKX 22 LS | Ct. 2719 Z Live stream accessed(2}0|EH A E
2] O M| A)E MEHSEHL|C.
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Zto2fe| @ QIE{H O] A0 M A9 X| =20| S ZHH 20| HZSHOF R LICE HA /O ZES Fd&L
C}.
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1. A > M| AM2| >1/0 ZEZ 0|5 &tL|C}
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)
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S0l ZE 10] 3 9 WS AL
250 493 0| Z(0f: "PIR detector(PIR Z1X] 7])") | g Lic.

JE
- d -
4. PRZX| 7|7} 285 4X[ MOICH O|HIES EC|ASIEH 2 S E5I0 7|2 JEIE =
= gEoz gggLrt
290%] o] S EH ZE2 47
(glo =z o] HISES MXS
L = =90l ZE 20f Chigt =8 ¥efs 48Ut
2. =9 250 2 0|5 (0]: "Gate switch(H| 0| E 22| X|)") & X[ ZgLICt
3. O|HIEZ} E2[A = I{OtCt AO|ES Ea{H, Dp% ZEoI0] 7|2 JEIE =2 HM = 27
gL Ct.
£ 448

o

PIR Z X177t 2 X0 A= AtE S HAI5HH FHH 27 A O EE E= & FHH 2t0f 25 4-d3HO0F 2L
Ct.

1. System > Events(A|AHEl > O|HIE)Z 0|55l E2 F7tLICt
2. E2[ 0[E(0: "Open gate(H 0| E €7|)")S LA LICt



Save(MZE S gL Ch
0| £ 0| "Direct the camera to the gateZ}H| 2} S A O|EZ HZA)"QI Ct2 8 MAHTHL|CL
10. O| Mt S st Q3 M E MEHSIX|TE M O 2= 0| H0f A4St “Gate entrance(H| 0| E &

3. &7 SE0| A PIR detector(PIR ZtX| 7|)E MEHSIL|CE.

4. HH ZF0]M Toggle1/O once(l/O gt tH EZ)E MEATIL|CE
5. ZE 2 E0|A Gate switch(A|0|E AQ|X|)E MEHTIL|LC}

6. 2EfE Active(EY)=E AY3tL|C}

7. 717te ML

8.

0.

—

)7 o] Al _<|>_|x|§ A EHoI-|_| Ct.
11. Save(MqZhE S 2IstL|C}.

QISEX7I EE o Y3 EC|A

O| OOl M= ZHK[Q] IR A O|Lt AO] o] €& M o] Y LS H s}

oIﬂil 2 = MX}p FIL
System > Events > Recipients(A| A& > O|HIE >=AlXH) 2 0|-Z 5} Add recipient(=4l
Xt =7hHE S L

THAC[ 0|55 YT LIL.
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oL

s 2L

2. BEE
3 YE fBOR EmailOIUYE LA
4' |X|-O| O||:|'”O| XAE OIE=1'<:>;'|'|_||:|-
5. 5’PEHIEf01I*1 LS L I AL 0|0 Y =45 YL T
6. HUjE 00 AYO 219l HEet g SMTP SAE 0|5 U BE WSS 2igict
7. Ol Y 28 S HAESHHH Test(HAE)E S22 LICH
8. Save(MZhE =&l L}l
= 44
9. sl_)|,étfem > Events > Rules(A|AH! > O|HIE > B)Z 0| 55}11 Add arule(& F7hHS 23t
10. E0f CHet O|E2 Y™ L T}
11. = 5F0f| A Casing open(#H|0| A EE)S MEHSILICE.
12. M 2 E0j A Send notification to email (0| Y 2 & ME)S MEHSHL| L},
13. 220 $AIXHE MEfSFLT
14. O|of| Yol M=t HA|X|E YL Ct.
15. Save(XZhE ZzlstL|C}.
A2 MSE WHY X
O| O = U M7} BI| AL LHEAS [ O|H Y S Elfi= LS AEL|CH /O AHHEHO| TSt
AtMeh L2 =2 HXSHAIR
1. System(A|AEl) > Accessories( M| A{2]) > I/O ports(l/O ZE)Z 0|55} Supervised(Zt
AE)E @t
O| | =&KX} =7}
1. i)rlstem > Events > Recipients(A| Al > O|HIE > £=MX}) 2 0|5t +MAHE FIHaHL
2. FAXO 0|52 YHS LI
3. 22l 9502 Email(0|HY)S MEHSHL|CH
4. FARO| O Y FAE YRS
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5 FiHEtoAM 2SS B I ALE Y O|H| Y A E YHS L T
6. EUf=0|H AFL 200 FELL &/H SMTPZAE 0|5 A ZE WS E AYHTL(CL
7. Ol Y 28 HAESHHH Test(HAE)E S &2 LICH
8. Save(XH)E S=gLCH
= 44
1. System > Events > Rules(A|AEl > O|HIE > 2)2 0|58l £ F7letL|C}
2. E0| CHH Ol &S Y TLICL
3. =7 ESE9|1/00| A Supervised input(&z|El &=)S MEHSHL|CY.
4. Sjg mEES MEgLCH
5. M ZE9| Notifications(Z2!) O}2[0f| A{ Send notification to email (0| {|YL 2 & ML)
= MESHOHE, SE0|M =AIXHE MEigtL(CH
olHf| Lol M=zt HAIXE &g Tt
Save(MF)E SgLICt
FiH2r =7 M E o ST E2| A
Ol oIl M= 7t 2} A =7t A= 2|0 | AETF ALY, 72| X|ALE, S2{E [ o|H| Y &S 275t
S deg By
R 24X g3k
1 E)I_/stem(kl AHl) > Detectors(ZX|7]) > Camera tampering(ZtH|2} BiE{ ™) O Z 0| 532t L|
2. Trigger delay(E2|H X|H)2| ¢f2 27F LT} ¢42 O|H| S 2L 7| T0i| S5 Of St= Al

ZESTLFEF | O

F

3. "l=0f A=y 0|7 A U=X], B JA=X| E= ZFHO| HotA SR =X ZX[5H7] ¢
Sl Trigger on dark |mages(0-|-'.=--?- o|0|X|M EB|7)E AL LC}.

O|H| Y =~4X} =7}

4, S)f/ stem > Events > Recipients(A| A&l > O|HIE > £=AMXNZ O| S50 = AKE F=IHeL
C}.
5 FAXte| 0|52 YL
6. L RFALEZ Email(0|HY)S MEiSIL|CH
7. AR oMY F=AE EHLCH
8. FIOHIZto|M TS HH ) ALE Y O Y T4 F UHSL| T
9. EW=0lHY AZe 200 FEHL A SMTP S AE 0|5 A ZE HS B YHTIL|CH
10. O|0| Y HE S HAESIZ{H Test(H| 2 E)E S LICH
11. Save(HZH= S2/BtLrt
= d44d:

12. System > Events > Rules(A|AE! > O|HIE > §)Z 0|535t10 8 F7tgtL|Ch
13. E0f CHgt O] 52 Y™}
14. = Z2E0f| M Video(H|C| ) Of2fi Of| A Tampering(H 1 &) S M EH S L| T}

VAR
15. ¥ 2 29| Notifications(Z2!) O} 2| 0] A Send notification to email (O] | 2 2! ML)
= MESH O, S50l =AIXHE MERGHL|CL
16. O|H| Yol M| =1 HAIX|E Y= gtLCt.

17. Save(X %
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=220 L[ F7}

Etll.g\ﬁdjgb > Stream > Audio(H|C|Q > AE2| > QC| Q)2 0|E510] RC| Q= matetL|C}
2. ZXof = ol¢ol Y& 227t s P Source(22)0 M SHEE 245 HEHSIYAL
Audio > Device settings(2C|2 > 7|7| dH)O 2 0|55t SHIE QL& AAE F{MUA|L
o2 £ A2 B1Z512{ B Apply changes(H1Z AIE X 8)g S 2/gtLch.

A A E[= AER Z20iY s HES L CL
System > Stream profiles(A|AHl > AEZ 20Ol 2 0|55t AEZ T 20t
e,
=

Jr
vl N w

6. Include audio(2C|2 E=EHES MEHSID MRS ZAL|LC}
7. Save(ME)E Z=gL|C|

Voice enhancement(S/d 7iM) 74 7|:

1. Audio > Audio enhancement(2LC|2 > @LC|2 M) = O|FTtL|LCt.
2. Voice enhancement(2/d 7§1)E ZAL|C}
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AXIS M4308-PLE Panoramic Camera

# QIE{m|0] &

gXo| W AHIO| A0 HEota{H B 22t X0 ZX|2 P F2S YHIYAL.

H| 2

o2 H|Oh£= ol &2 HIOtE 28 &Lt

S Arﬂxr o 0= Chgo

ojo

=g L

Ny,
% —— . —t
<= Change account(H| ™ HZ): &{x} H ™0 Al 21023t A H&O| 21QIHL|C}.

1
. EI'—)Log out(210}2): S x| A ™0 A 20Tt L|LCt.
Mol OHe o0& Ch2 0| mEHE L CL

« EMOHOoJE:7i2I80| Ot HE2IRX H|O|EHE S/t H +ESHMAIL.

« Feedback(m| E4): AtEX} A2 7| M= Ol =20| &= DEWME SRSIUAIL

« Legal(HE): 77| & 2o dlA0 ot HEE &L Ct

« About(®HH) AXISOS H{ T Gl 2 HS E =otot &X| 2 E SLICH
SEH
Kot

H2 UGB RE HAY

Hardening guide(& QF Zts} 710| E): Axis ZHX| Q| AFO|H = QFup [ AL Of| CHSH XEA|S| ZOt=
= Qe AXIS OS &3 7t0/ = 2 3 L LC}.

Mt S|} HEl

K| 7} NTP ME{9F £7|31e| Y =]
BE BAFLICH

2

F S S| F2 AlE ZY510 NTP 7|9t 8

NTP settings(NTP 47): NTP @& S 21 AHO|EYLCEL NTP 282 HEY & U= Time and
location(A|ZF 5! °|I|) | 0| X| £ O|=&tL|LC}.
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Upgrade AXIS OS(AXIS OS Y1180 E): X[ AZEQ|E A 0|=E-tL|Ct &g 0|
FAY = A= FAIES I 0[X| 2 O| s LCH
HZE L0 E
AZ U AR ZE0[AUE =8 EAILICH
View details(M| 5 AtEF B7[): A=l 220 22 27 AMO|ETLCL 220= 2t A A
O[IPFA, ZZ2EE XE, HJE & PID/EEHI PE*IE! L|C}.

AXIS Image Health Analytics

7 A Xl Of = 2|7 0| AXIS Image Health Analytics2| 2HEf 2t Off 22| 7| 0] A 0f A
=X §8E BA|L O

=M E XA
Go to apps(Y 2 2 0|5): Apps(l) Ij| 0| X| 2 0| 55t0] A X| =l O ZE2|AHO|MS
C}.

ha|st

A Ol A
[l E_I_AAllzlL‘I

Open application(0j Z 2| #|o| M
ct

A7) M B2t K B0 M AXIS Image Health Analytics& &L
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AXIS M4308-PLE Panoramic Camera

H|C|
> ctO|E H|C| 2 ~EE S Xj-disteH S gLt

LHAF R 7| 2 Sf2{H 2 2IsHL| T} 022 ZHEE{ 9| 'Downloads' ZH 0| A
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@ HAME AIRSILICE A FATEA YL A AZ0]of FES Y& 9|2 FtH 27}
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|2k O] OtO| 20| £ LLF.
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© 0O

Zof M ZX| M S SEHOD MESHH HA|ZF 2I(0 A sl Y Z2| M ZX[ Mo 2 o| s
Ct. f£= Setup(@7d)S =010 =24 ZX| M H|0|X|= 0| S &Lt
F'W f'é\ﬁ _ N _ N
OO A 2| E YA S FII0HALE M AR LT ZHA 2| & SHS Fote Ij 7H0 2t
Wt EY H/HE HRAOM ZHA S MYYLICEL ZAHL 2|2 FF S 200 7HH2f7t A
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KX0f| o) g AE2[XE HAISHHEH SELILL AE2|X|E G5t HE KR 2
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+ Video format(H|C|Q HAl): AA|ZH & 7|0 A ALRE QIR WAL MekgLC

> Autoplay(Zt-S xHd): A M0 A FX|E € WOEt S2AHE HIE R 2EES AS
Mot AYA L.

+ Client stream information(Z2|0|HE AE& ™MH): 2|0|E H|L|2 AEZS HAISI= E
2} O X O A AFRSHE HIC|Q AE 20 Ciet S5 HuE EASH2{ B AL B|E EIOIE
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. Refresh(M2 &) AAI1ZH 2 7]o| 4 Bx| ojnjx|= Mz nxzie O g 2zey
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Lo Bl0|E HIC|Q AERS MK SO R mASE T S2LICL A B REE ER T
ESC 7|2 &Lt

23




AXIS M4308-PLE Panoramic Camera
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Light environment(5}
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1t 2800K Mo

 Fixed - indoors

ERI NN

+ Hold current(&i
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2t0|H & AtEot

« Automatic(X}=):
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IR-cut filter(H 2| M X}Ct = E):
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FEQDC:
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https://www.axis.com/learning/web-articles/reducing-the-bit-rate-with-axis-zipstream
https://www.axis.com/learning/web-articles/reducing-the-bit-rate-with-axis-zipstream
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- Annotation symbol(FM 7| ). 7tH| 2} 7 M HE = 2| O|LHOf| YX| L2 HR 2
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e T4+ AsLC

® Not installed(AX| | X| &3): O & X|0j| AXIS Object Analytics7t A X| | X| LUSL|CL O =
2|A oMo £ A HH S ALESt2{ T AXIS OSE Z[4l T2 2 02| 0| ESHY A 2.

35



AXIS Image Health Analytics
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Use MQTT client device topic prefix(MQTT —=-E}0|?_1§ K| =R ™EA
Hl= O £20| T 22 MQTT =X 0| B EAIS 271X B2 E MEHSHL|
tAgho| gHe o0l CHE 0| THE LY,
« Update(HH|0|E): MENSE MALXIO| M7

ol
o AR MEHSE HAEKS AR LT

=

Object snapshot(Z4H]| At 4¢): ZtX| £l 2t 24 o] Eateh 0|0|x| S mel 2@ Z LIt
Additional crop margin(3:7} X}2 7] 0f): Z¢X| £l 24| o] Zrajh 0| 0| K| Z9|0f 7} oS &
Qlshai® 7 LIt
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Zo| A ZXH2 72 M 220 MY E £ W 8HE A F X YL|CE Z2| M ZX|HS ALESHH
Crot of2f ALO| S W2 A BAS = ASLICEL §X|7} 7t &0 X|Jots 4% =2 ZX|ds
A&t AtEStE 7tE £01E ddE & UAS L L

. —|_ Create preset position(Z 2| All ZX|M AMMd): 7tH| 20| Sl QX[ E 7|EIC 2 MER
T ZX|EE HEeL T
~  Thumbnail (44| Q): T[4 X MOj| T3t 414 0|0|X| 2 754D ZL|Ct

O] F: =24l ZX| M2 0|52 Y™ LICt

fI1X: o RIX|E 7FtH2te| 7| 2 spz o= A H AL CL & XA 2 ﬂi

=
HA[EHC 7t 2tof = g & ZX|E0| AS LT

Return to home position when inactive(H|g2/d A| & ZX|Mo 2 F0}7t7|): X| M=l H|=

g 7127t 200 7HHEtv & ZX| 22 S0
*  Use thumbnails(L{| &2 AHE): &gt A Z2| M ZX| 40| Xtz YU LS F7Hote{

24|}

=]

i

S Aol ot

oo =

O 70l = CFZ0| & & LICt.

[

rir
rir

« Create thumbnails(A Lj| & 4i/d) @: DE T2 Ml IX|MO|| CHs M| LS A AdsHL|C

*  Refresh thumbnails(0{2] 4| ¥ M2 DH): Z2| M ZX|Ho| HUH|2S LHO|EE M
4|2 mHgLCt.

+ Delete all preset positions(2Z £ Z2|Al ZX|M AtH|): 2 & =Z2| Al ZX|ME M AT CL
JH ISR MER 8 EX|M0| M E L[

e £0f

+  Preset position(Z 2|4l EX| M) 2|4 BX|MOZ 7= £0{2 M8l 0l MeigtL|ct
L q

+  Recorded(t53}E): 58lEl 7tz S0|Z MAs|a B MeygtLct

Z2|M ZX|M

Moz AE|YBILICL L2 O 2 0| 531 7| Fof FH| 2t 7t 2t Za| M BX|Mof| {2 = AIZHS ME
cé!' _/'\_ 9}'\%"" El_ 7|_E _%_O-IE %1AO|‘% ﬁEElE‘DIOl-E %E"Olol_'l E(ﬂ EE"—?—X'|)7|' giE 75‘%)_0"5 %Xl%l-
7R Bt 22 AL LA E L CH
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0| F: 7I= R0{2| 0|E= ¥H
or
of 7ol 2k 7 2|4 Z X[ A

Pause between runs(&! 3

2 7+to
O HA'—

H7Io

- HATC
SHIFT 7|2 = 27|08} 21 =L},
2 E0M 5L

o0 O -
e = 280

Import all preset positions(2 &
MOz RE ma|sl XM g =

> o1e o2 Amerc

S

n
2
>

YL
Play guard tour in random

= o
5 YA HA))
BLICHOR 2 2A|2H 4527Hx]
£ A

Duration(7|Zh): 7} 217} 2t ma| 4 ZX| M0 2
10&0|1 X|CH & 60E QI L|C}.
Move speed (0|5 & £): 7}0|2t7} O+ ma| M x|
MekstL|c 7]

XMoo Z2
700|X|2F 1~100 AtO|Q| 4
Preset positions(Z 2| All ZX|M): ojg| Z2|M ZX|MHS MEHSHE

o
-

b0 =2| Ml ZX|ME View order(H 7
View order(E.7| &AM): 7IE £0{0]| &=l = 2|
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H|et

YAl 92 F917| 2o PTZ S 2 Y2 Mt = ASH L
Save as Pan OD(‘T‘! 02 XMF): M zteo| IFP2 2 oiX ZX[MS 25124 EH SE L CH

=
[ 7t 2t= O|0|X| S 2| ZHEE ALE L

Pan-tilt limits(ZH ElE H|3h: ™ E E Kot 4HE
Ct.
« 1€ Left pan limit(21% T |3H): 710|2ko| M 0| S-S 2T O 2 N sHet2{ B SBILICE A
s2 H7skei o CiA| 223tLIC
. 2!Right pan limit(2 22 B X3ty 7}0|2t0| M 0|52 QEZ 0 2 FBHot B 2B

Ct. Hshe WA ste B CrA] S2ietlct.
- Top tilt limit(ATH 2L E X|8h): 9H31|EP°| 2HE 0|52 JHo = NotstH S gLt
HMets M Aot ChAl 2 &

*r

. \1’ Bottom tilt limit(s}ct & E X
L|C} M|SHS M| A8 CHA| %—!E“—I

auto-flip(xtE 52) O 5102} 61271 521510 2 360° S01717 7| B2 Ho| A% B

E-flip(E-S & ®: 7tO[2t7} -90° O & 2 E &[T OO|X| 7 180° FEOIX ZHH 2t 27| 7t A5 2
= BFELC

Nadir-flipNadir-88) (): 7{a1217} -90° 47 Qs 180 Mgl 012 9B = A4 0|5

izt

L|C
=
480x D) gt= JE”C’** O'ALIEF 7‘Olﬁ'il% A E Mets 285

Mg = AL
Hsh: 7t 2tofl Z477h2 24

O|H Mo FIHEl= &5

L|Ct 2ta) S| Zief ZHAS S
|-5.

S 2Xg > s 5
AR 7} LEbe & Qe AalEct 2 gtoe AyELC
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2

Proportional speed(H| | & E) @: X Y S dYste{™H ALt

ax proportional speed(Z| 11 H| | £ &) o Ql ElE =0 2 X|5hste{™ 1 ~ 1000 4
74X 10002 1000%2t = Y ekL|Ct.
= Ol E 20, |02 A4S0 [0 H|g £

100(100%) 2= d7E|US M O G440l A2 x| K= 442/ QLICE

1121 CFS 00| K| 7} 44 0 A 105 2 SHCH&| ™ A|Cf &5 7p oF 105 /X0) E23l02 42

e A 27 2E AYLCE £ E Koot ™ Z(C Hi 2| £=E 50(50%)2 2 4 gL

Cho|gt o= X MEdEl = 2| Hoj CHol Z[CH £ =7 Z[CHgf2| 50%01 B = EHetL|Cf. O
= O|0[X[ 7t 44 Y If 7450t 7HE HFE K JF 9F 220 /X 2 Aotz H7|7F 10= 2 2|
O™ £E 7S5 /X 2 HghzICt o[o| gL Ct.

[
Adjustable zoom speed(Z7 7Is%t & £ k). ZO|AEO|L} O A E 2 F3 M oje I 7HH &
T E AESI2{H ZAL|CH & & == VAPIX® Application Programming Interface(API) 0f| A
continuouszoommove HHZ S| Atz 2 d™EL|ICEL Z2|M 0|5 S 5ot 72 W2
T 55 AM85tE{H SLCH
PTZOj|A o|O|X| ™X|
- Off(.7]): O| 0| X| 7t H K| =| K| G5 LLt.

« All movements(2E S5 ). 70 2t 7t 2210|= ¢ O|0|X| & FX| 2L CE ZHH 27t Af
X|of ==t siE X2l £7|7F #HA|E LT

+ Preset positions(Z 2| Al EX|M): 7tH| 2t 7t = 2| Al ZX|M ALO|E O| 5 W2t O|O|X|E 1
M| C}
(@~ .

Pan-tilt speed(H/E! E

o
Rl
N

o

J

1

o

I

E)Ztmatel Sl 2HE XY K5 METL(C,.
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Hof 7| &

AL8Xt H|of 7| &

PTZ control queue(PTZ M| C{7|¥): PTZ O] @ HE L 7| E 0 HiX|S2{™ ZL|Ct Ol =
CHZ | QoM 2| AFEAF MEfQE ZX|ME BEA|SHL| L} AXIS Camera Statlon01|)k-| PTZ MO E
Argste{ ™ o] 283 &L}

- Enter queue(CH 7| A=) PTZ M| QF S 7| €0 F7tst2{H S EltL|C}

- Release control(H| 0] sl|A|): PTZ X| O £ Sl XStz =28}

« AEAAE2 U =7 =2 =M 2 LS E LG A AEL R =fIE |
dotH T 2 S50 ALEAI AE S RIE £ o2 2 =2 gL CH
zt AL X} 120 Ch 3
- Timeout duration(A| ZF Mt 7| ZH): A|ZF X|$HE| 7| FILX| CHZ| S A|Z2HS A ™S
Ch 7| 242 120|158 42 1 ~ 602 LT}
- NZH RE
- Timespan(A|ZFH H2l): 7= A|7H0| =FHSHH A|ZHO] R TpE Lt
- Activity(S& ): OtX[ 9} 25 O|= A7 &l AlZHof| = =HSHH AlZto] R Db L
C}.
- Infinity(28tClf): M =27t O &2 AFEAH7E MO WH77EX] A|ZHO| Z=tE|
X| g5 L Lt
A'ng
Limit number of users in queue(CH 7| 2| A Xt 5= H|SH: CH7| 20| {2 5| = X|C) AtE
X +=E A™LICt 7|2 =Xh= 20011 3 & /2 1 ~ 100 LT}
« Control queue poll time(X|0f CH 7| £ E}Y): CH7| Q0| U= AFR2 X} E= AR X DE 9|
QIX|E YHO|ESI7| 2|5 7tH|2tE %Eol-é_l':: e 2 dEgLC 7| 24f2 200|115 &
U2 5% ~ 602 L|Ct
473

Use PTZ(PTZ AtE): MEISE E7|0| A PTZ 7| 52 S| 5t2{H ZL|LCL

QL

CRIRoE

U 202 YHS AL BLICHL 28 RS BAIGLCL
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5| 8ote{H HLIC}

=

=

Allow stream extraction(2E2|U

Input type(2 3 89) ®3 o

Power type(%
Apply changes(

S 50| 0|2 S MA5kAH HLCh

100

1

ofd
oo

Echo cancellation(0| 2 | #H) @ ;

oz Aels =85t

x
~

.|

Off CHal 7H 2

]

o

o
[s}

o
T

q

=
=

(]
=

2]
tL|C} OFO| 3 ofo| 2

ekl

o
=4

o
[

Hod Al

.
o

2
=)

Af

=

=

2to| g

A

=

L|C}.

I

=

.

Separate gain controls('2 & A| Q! X|0) @: Ct=

™ ZLC
Automatic gain control(X}-5 #| Q! H|0{) @:

FAIA| .
Gain(#| 2!):

7 Sl A

<1
on

4

CC
—_

7

1

oto 2

207 oto|2E 2H

2 WHBLCE

ol
—

20| & AHE0t0] A

2
=

Gain(#|2!):

L|C}. X}

b

e
o
=

L|C}.

i

=

-

[s)
Automatic volume control(X}

Moz oIg £

7 Sl A
&S FLIC

md
w|
<

ICh 0|2 L0l AN U=
2 7{2{™ Enable audio input

2
QL F#

| 2C|2 0|

=
Lo

io
o=

c gy
AQ. 0| 7|

—

il
Al
=]

erje 7

Ul

ol

mjn

Talkback rang

g ZHEE SHAI7[24H FLL
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AXIS M4308-PLE Panoramic Camera

To(2): 5’8 AR =2HS BEAISL O
= H
=

Source(AA)®: AA

Event(O|lE): O|#I ES 7|HHO 2 =312 HA|SHL|C}
M & A AE2|X 0| M3t =512 EAIFLICH

Ongoing recordings(45 3} Z18 ) TA[0) A K& S0 B E =312 mA[SL|C

® XM S5H= AL CH

O nug szeim wng sazu

o g

® XM 532 SR/SLICH
TS 2 SX[StALEF riggered recordings(E 2| &3} 7t Z2 & L|C}.

T2 2 TAY WK ASELCE X 7HA™ Ao = §

>
i
R
Ot
Ir rg
-

Continuous recordings(¥ =% =3})
K| & CEA| A|2SHH =317t

/\ .
VO msiso) et HEo S M

Set export range(L{ 2 LY 7| H? & =92 g2 LHELISE 7|Zhs YL CL X2
HAX[Lf CHE AIZECHO A 2 RTHTHE, | HHRIE SRS AL E 7| =22 LC.
Encrypt(@=2l): | 2 =2t 0f Ciot A =S Aot H e LT L2 o2 TfAL

= g{o] & 4 gigLith

uj =3lE2S AAISte H S8 gL
= A = 28 S HEYLH oL

Export(Lf E LY 7]|): =3t
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—|_ Add app(¥ 71 Af &= XL

! c
2|7 o] Moj= AR o| gLt

—

2E SHCh

S OF g LT} 78*|7f CIEUlo) gde = Gl= 39 0l S8 S ALY UL

o 30 M A 3 C of Axis K| Z 2/ B} T Qs ot

Find more apps(37} ¥ &7]): M X|g ¥ O 2H&L|CH Axis 0| 7§ 2 | 0| X| £ 0| = =l L|C}.

Allow unsigned apps(MBE|X| %2 H 5| 8) MK 2 W HX|E S5t T AL CL
Q AXIS OS 2! ACAP Q49| 0t QIH[0|E2 SHOIBIAIA|Q
H| 2
SA0] o2 US HAlSHH X[ 50 S-S 0|E 5= J}SLICE
W O|F HOll A= AKX E AHESIO WS Al ESHALE S XL CF
HI|: A9 *“‘*Oﬂ MM ASHLICH AR 7tso -2 O Z2|A oMo w2t St & LT Y52 of

M|t

© dE &= Hwoe thE &M 3 St Ol 0] ZetE £ JUEL T
« Open-source license(2E 2 A 20| MA): UM AHEE| = LE AA 20| A0 Ciot ™

« Applog(¥ 21). Y o|HES| 215 FSLICL 20 X[ MH|A0| 2ol Uf & LCt
« Activate license with a key(7| 2 20| Ml A E/d3}): 0] Ef0|+1lﬁ7} ZIosh 42 st 5t

2Oo| Ml A 7| 7F QICHH axis. com/products/analytlcsi O|%0PL| C}. 2}O|MIA 7| 2 MM S}eE

« Activate license automatically(2t0| A £ XS o 2 E/435}): ¢of 2to| AT EHAsh A
S 2SSO SfLICEH ZHX|7F QIH YO AAY &= = EF 0| SM S ALEFLICE 2to Al
A5 2dolste ™ 2to| A ZEV Ha gL},
«  2fO[MA H|EE3)E O E S0 MR 2fO| M A0AM FA 2fo| A2 HASH= FL, 2404
A~ H|2datsto] CHE Efolﬂ“i'ﬁi WAL T} 2tO[ A E H| 2 ot 5HH F X[ 0| M = K
HE Lot
. Settings(A7): Dj7j 142 AL}
o AN EX M WS STFHCZ ANSHIAR. B 2HO|MAE |2 dl5HA| o B 2y
MEf2 SX|=lL|C}
A| AE
AlZhap g a
SR L AIZE
AZE A2 3 BEetR el ¢10] 278 what S LT

44



https://www.axis.com/products/analytics

Synchronization(S7|3}): 2 X| 9| R U A2t 57|13 M S MESHL|CL.

« Automatic date and time (manual NTS KE servers)(X
7

H)):

« Automatic date and time (NTP server using D =
= NTP MH{)): DHCP M 0| HZEl NTP M2t &7|3}gtL|C

DHCP A{B{0f| Q1ZEl H 0k NTP 7| M Ab{ot =
2= NTS KE AMH: L} EE= &= JHO| NTP A H{ 9|

NTP ME S ALR3SIE HO FAls & Me{of /i L
st ZABL

Trusted NTS KE CA certificates( 2|2 = Q1= NTS KE CA Q1Z A{): £ 2F NTS
A7t S713t0] AtEE Ml = Us CAASME MEISALL, MERSEX| i S

=L

Max NTP poll time(Z|CH NTP Z3 A|Zh:
22 M7HX| X7t 7| ct2q0f St =i

Min NTP poll time(%| 2 NTP Z& A|7h): &
=3 WX ZX|7F 7| Cre{of St &4 A|ZhE
HC

.

rn
ok >
r
mo
ne
N
0
el
=z
_|
o
X

Fallback NTP servers(CHA| NTP A{H): 5L} tE= &= 7iO| CHA| MO IP F=AE ¢

=3tL|ct.

- Max NTP poll time(X|CH NTP Z & A|ZH: QIGIO|E =l A|ZtS ¥ 7| 28 NTP MHE
S WX X7 7| Ch2{OF St= Z[CH Al 2t A EighL|Ct.

- Min NTP poll time(Z]2& NTP Z3 A|ZhH: R0 E Xl A|ZHS @ 7] {Il NTP MHE
T M7 X7 7| Che{OF Sh= %[ A|ZHS M EigHL|Ct

« Automatic date and time (manual NTP server)(X}= Y X U A|ZHZES NTP A{H)): MEH

ok NTP Mot S7|3ketL|Ct.

& NTP MH: 5L} S = &= 7O NTP MHO|IP =45 AL Tt

42| NTP Af

I =
HE Ar8ots 49 ZXl= 7 AHo gHE WES 7|8z AlZts S7|=ot =

gt

- Max NTP poll time(Z|CH NTP 3 A|ZhH: 2 H|0|EXl A|ZHS & 7| 8| NTP MHE
=< W7kX| ZX|7F 7|CHe{OF Sh= X[C] A|ZHS MEHSHL|CE
- Min NTP poll time(Z|& NTP 3 A|ZhH: 2IH|0|E Xl A|ZHS @ 7| 8| NTP MHE
Z g W7LK| ZK[7F 7| CHe{OF St & A[ZHS M EASHL|C
+ Custom date and time(AF2 X} X|H DX} S A7) =S5O 2 SR S A|ZHS A™BHL|CH
Get from system(A|ABRIO|AM 7} 27|)2 S 2510 ZAFH E£= 2 HY HX[0|AM SR 2
AlZH A7 Z o Xt 7 Z L CE
AMZICH: A2 A|ZICHE MEfSHL|CE L& HOF A[ZH S HFE A|7HOf| BEE A|ZH0| XIS 2 =7 &
L|C}.
«  DHCP: DHCP A{H{2 EH S| N2 MENSHE{ T MK AHX| 7} DHCP A{H

| Al
of HZE0f RAOJOF LT

ZHCHZ A EHSHLIC} O] S M-S MENS}
F.

. Manual($E): CECI 220 M AIZITHE MetgtL|Ch

H| 2

MM E ZE 59, 21 S AL -0 2R 8L AIZHEZ0] A ELIL.

3% 2%
X

SXI7F U
C

—_

KIS YHSLICH S 2| A LM O SEE AHESHA X =0 M HXIE
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HEHI
IPv4

=) E IP
St = o2 M MEfgtL|C 222 HIERI20 tidh AtS IP(DHCP)E AT L Ch

P54 KO IO P FAS QYABIMAQ DHIP Fat 2t Favt 193 A #a|El e
913 Lo N Sxte| 2 2 =)
9|3 pra|xjoj A Eolsts Zo| ESLIC

MBEU OIAT: 24l OfAT E 23510 LAN(Local Area Network) LI £0| = FAE Ho|ghL
C}LAN Q20| mE =AL 2
[e]

Router(2}2E): Lt E H E3 8l U
2t RE{(AHO|EQIO)2| IP F=AE AUH

Fallback to static IP address if DHCP isn't available(DHCPE&
2 EWM).DHCPE A8 = QN IPFAE KNSR S = Y
F4g ZokstefE HegLIc,

9

al

- 14
H|Z
DHCPS AFSSH 4 Q11 BA|7 NN 54 IYHE AFSSHE 32, 1Y FAL NBHE 8|2 7
MEIL|C}
IPv6

Assign IPv6 automatically(IPv6 X}-5 &2h): IPv6S 7410 HE QA 2t EH 7t & X[ IP =AE X}
SOz sotstz = ojaf 0l MestLT},

ot
|>
[m
°
ol

H1 ot
ot |m
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dal
- >

St2B SAE 0|28 £502 YLt
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L(Time to Live)2 DNS 2| 3.C 7} 0| E £|0{OF St {7} K| S & &HH S| 5= 7|7tS MH

ot =
=

0 —
-3

DNS A
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Assign DNS automatically(DNA X3 &t2h): DHCP A H{ 7t AM =0 Q1 Bl DNS MH F=AE EHX|
O Xtz 2 e T5tA Stef™ dEeighL|Ct 222 HIE%E'.OH CHsH At& DNS(DHCP)E #E gL

Ct.

Search domains(=H|Ql ZHM): Y H3}L|X| %2 T
domain(ZA = 0jQl *7|- 2

(= =
Ct.

DNS servers(DNS A{H{): Add DNS server(DNS A{
HeLCE Ol M= HEY UM 2AE O|ES TP

HTTP % HTTPS

HTTPS= AR X}o| 0| X| R
L|C 53l HE nste J
X0 A HTTPSE AFESE2{™ HTTPS 215
System > Security(A| A& >

S Ol 2 MO A 2HEEEl H 0| X| of ChS QS B2 K2
NEP TTPS QIS M Z A} z

FefLC S ME d ot X[t H

Hu
0.
o mjo
HL
02!
O
rr
o I

X7 HTTP HTTPS t2= HTTP and HTTPS(HTTP 5!

Allow access through( MM A S L) AIR

HTTPS) T2 2 & CHS Sof HXI0) AZHE =2 5{8X| MeBLITh

B[
HTTPSE S3ll 2ot & HO|X| & E= 8% £5| HO|X & M3 28 I 450 Mste =
i
AN H

HTTP port(HTTP EE)AESHTTP ZEE 3L CEH &X E 4-65535 H 2|
o BE TES S|QBLILL BRI 2003 A% 1-1023 HPjo| EES A £ ASLICE
ol welo| mES AHetel ot mAIELLE
HTTPS port(HTTPS EE) AT HTTPSZTEE
#olo| DE HES o ZEHL|CE. B2 X2 21018
it of #olol ZEE ABSHH 7t EAIELIT
3% o

Certificate(QUS A{):

HEYI HM ZRES

Bonjour®: 4 EQ I 0 M Xt5 M S 5 85t2{H 0| S8 S HUCH

Bonjour 0| &: H EA 0| EA|S 0|2

mjo
oo
It
ot
-
|
N
rhr
o
o
rlo
02
>t
o
o
=t
<
>
(@)
-
B>
()
-
i

=]
UPnP®: | EQ/30IM XIS HMS 5|85t B 0] S42 ZLICH
UPnP 0| 2: | EA0| EAIE 0|22

i

o
C
il
N
rir
o

E2 X 0| B MAC =L CL

ol
=
WS-HM: L EAINM Xts HHMS 5| 8ote{E 0l g
2

LLDP 3! CDP: | EQ| 0| M Xt& HAMS 74L|C}. LLDP 3! CDPZ 11M PoE
Fel A0 X|Z0| 2 & QU LICE Pok Ml #4110 BHetsh 27 S o) Z5t2{ B L= 2 of PoE M
9344 B0 2 PoE A9I%|E RABHLICE

E- N
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Http proxy(Http ZEA|): 5| &= FAlOf| 2t 2 EH ZEA|SAE TEIPFAE C
Https proxy(Https ZEA|): 5|8 5l HAI0| I8} 22 T2A| SAE TP FAS K| HELC

HTTP S HTTPS T2 A|0f 32| = HAl:
s http(s)://host:port
¢ http(s)://user@host:port
e http(s)://user:pass@host:port

H|
BRI E MYAIZSIO 2 2H TEA| 42 ML
0 proxy(= ) =28 TEAE £2/52{™ No proxy(ZEA| g13)E A8 LICL =5

« CIDREAIQIIP T4 X|H
« 09 0|2 X|H(0f: www.< E0| @ O] 2 >.com).
- EZ 0o 2E ohe =Ml XFY(0f: .< =2l 0] F>.com).

One-Click Cloud Connection

One cIick cloud connection(OSC)I_'f 03C A—IHIA = 0= -‘?—IIIOiIH Lf *'AI =] —L=§} OE'“OH =n OF

«  One-click(g122al): 7|2 8 ML r 03Cof|
=]

R
I
=2
B
_FH
Ot
m =
s el
N —
m
o
N
ﬁ

«  No(0}L|R): O3C MH|AE %
Proxy settings (ZEA| A%): Lot 4 T2 A| NS I2{s10] T2 A| {0 AZEIL|Ct

SAE TEA| MHO| =AE QlEstL|Ct.

= dg
Port(ZE): HM 20| AL &= ZE B S YEBIHUAI.
A

229 U YA WA FS B2A

x
T
=2
=
%
ol
Pl
o
]l
it
=t’:=|
[>
10
i
mjn
ro
v
118
-
n

Authentication method(21Z HitH):

o
«  7|2: 0| B2 HTTPO| CH S
X 0|23 A E 2 ME 2 Hadts| 20

S LIC
+ CHOINAE:O| Y2 Y HEAIE Soll =otel A ES TESH| WE0 o &
oot
« XS 0| U= ArEotE X AE[= LYo K2 X7 T WS WEE = ASHE 2
H&=fl= CHOIHAE & ], 7|2 S8 =M 2 8Lt
2] IF 7| (0AK): 27X 15 7| S 71224 H Get key(7| 7tH 7)) S LI 0| A2
X7t S2tHO|LE ZEA|QO] QB HZEE 20T 7S H
SNMP
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SNMP(Simple Network Management Protocol)E O| 23510 H ERA HX|E /42 =
s

rk

1|

e
N
$0

SNMP: A28 SNMP A S MEHSHL|C}.

« vl%v2c
- Read community(2{7]
oto] 9= HELE| 0|2

o= -+d A

- Write community(227| Z{FL|E|): X| &&= 2 &
7| Moo A= HRLE| O]
L|C}.

- Activate traps(E®H 2/d3}): EFE N E S35 H HAMA|
£5}0] S0t O[HIE L=
Ol E{ | O] A O A SNMP v1 2l
$2 5174 Lt SNMPE 1181 E210]
SNMP v3 22| Of 22| 0]

NMP 24 0] o 9)7] = 44
2 xl2)). 7= 2ke MY

mjo
()
I
of
-
I
o
N
™wn 0
oo

[m
1

- Traps(E#):

- Cold start(EE ELEl): R X| 7} A|ZHE [ EY HA|X|E 2HL|C}

- Linkup(33 ¢): 237 CtRO|M P2 HEE FR E
Ct

- Link down(d3 C}2): @37 HO|M 22 HAE 42 EY HAIXIE
HHML|CH

- Authentication failed(Q1Z AlLf): 01 A|Z 7} ATI|SIH E2H QAKX 2 E'H
L|Ch

i3
=
>
A
i
HT
1
-

H| 2
SNMP vl 2! v2c EHS 740 B E Axis H|C|Q MIB E240| ZA 3}l L|C} XFM|3H LIRS AXIS
OS Portal> SNMPE £t S}HA|

2.
A HOH A2 S M St
[} H

« Vv3:SNMPVv3E= 2535} Q! HCF ot S H M QILICEH SNMP v3E AR
St 227 HTTPSE Solf &S E|E 2 HTTPSE &/d3ldts A 0| S5 LICH ESH HTHO|
A= A7 42 ot X| Q52 SNMP v1 8l v2c EROf| M| ASH= A4S WHX| L C
SNMPV3E ALl A2 SNMP V3 22| 0 Z2/A[0| M2 S8 EY2 MEE = Y& LT
- Password for the account “initial”’ (‘X 7|"' A 2| T AL E): O|E 0| 'initial @l A

O] SNMP If A EZ Q&S| Ch HTTPSE SAS}ISIK| YD E IHAQEE Mast
% QUX| PESLX| QZLICE SNMP v3 TjAQIE = St HEH MRS 4 97 HTTPS
7t 2 otE 3202 A-St= A0 ESLCE AR ES H7YSH A9 E IE
7O O] EA|E|X| &L CH IIAYEE CHA| 278512 X E ST 7|2 23

=]
O 2 XA ™ of stL|LC}.

HL
2

re
ol
x
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SME HERIYS X E Sote Ol AFEE UL O] EX|= & 7HX| 2| ASME |-
Ct

« Client/server certificates(Z2}0|H E/A{H QI
a3

=210/¢1. E/HH'I ISM= X2 IDE 4 = A2 CAQF 7|20 M
Srael = S CE XA M B ASME AetEl RS2 K20l CA 23 JENE &7 A

MR AL S % QU LIL

. CAOZA

CASISHE ABHol Tof ASKHE ASHLITt 018 0|, X 7F EEE 802 1X2 g
S YEYT0| GZE 42 oI5 MH{o| DS ASELICH ZX|0fE 0f2] o] ALK HX|E
CA 0I£A‘|7|- §L|E|-

. QIZ M HAl: PEM, .CER, .PFX
e JHOI | WAl PKCS#1 I PKCS#12
S8 At
X E ST =t *I 7|22 MAESHH B E QIS M7 AN E L CH AR EX|El CA QIS A
7F Al EX| =L E

_I_ Add certificate(QIS A F7}1) : QIS M E F7}5{H S| CL EHA| Y 7}0| E7F D&l L

+ More(t{ 27|) ¥ : ZASI7{L} MEHS 227} 22 FA|BHL| O
15 X

=
« Secure keystore(E.Qt 7| X&) 7121 7| E @ FA X Z5E2{ ™ Trusted Execution
Environment (SoC TEE), Secure element(EQt @ 4) Tt = Trusted Platform Module 2.0
= MEfSFL|Ct M ERS B OoF 7| KME A Cist XtME =2 2 2™ help.axis.com/axis-
os#cryptographic-support% RS A 2.

=
Ol

+  Keytype(7| & OI"ME H35HH EE0L 220|A 7|2 Y53 Y| S0|Lt ot
2 ors st o, EI S MENSHL|CY.
¢ Alglof OHe O 0f = TS 0| ZBhEIL|C)

« Certificate information(@1Z A HH): dX| =l QIS A9 £H &= &L|LC}
« Delete certificate( S A AHA)): 2l

y Q
+ Create certlflcate signing request(QUSM A|H @ MMH): C|X|EH ID QIS ME AHSEHY|
o S5 7|20 22 SM ME ¥ S ddeL T}

Secure keystore(H QF 7| X{EA)®:

« Trusted Execution Environment (SoC TEE): 20t 7| & A2 SoCTEEE AI252{H MEH
L Cf

Secure element(E9QF 2 A)(CC EAL6+): HOF 7| MEAQ EOF QA E AIESIE{H M
L|Ct.

+ Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 2|8 2): 2 QF 7| X ZHA0f TPM 2.0
= ArE5te{ ™ dEighL|Ct.

-

e
o
=]

il

A=l M2 HOIH B2 S I3 F23tE ArE5te WS FalgLth.
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Active(Z-g2l): ZA0| HEY Pzt YA S MEHSLCH
« Default — OpenSSL(7| 274} — OpenSSL): LEtX Ol A2 2 2ot 7 &ol 2
.l

— (=] OI_I-
«  FIPS — Policy to comply with FIPS 140-2(FIPS — FIPS 140-22 Z=48}= M) 75| Cf
A AFRIS Q|31 FIPS 140-22 T4t 25 3QILC

HESI E2 Mo A =3}
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IEEE 802.1x
IEEE 802. 1= R4 8 4 L E9IT Ix|0| £t 152 NSt ZE J|8t Y =93

Ef

Internet Authentication Server) 2! L| Ef.

IEEE 802.1AE MACsec

Authentication method (9= ). 0| =0 AR L=

S MHE ASME AE3HY EEH0[HUES| IDE 22

Ol
CA QS M:CA IS M E MEISHY] 2
GIZEl L =9 o] A glo| AHH| o

o L|C

EAP identity(EAP ID): 22[0|HE QFS X2} AEtEl ALZAHIDE R ESIHA|L.
EAPOL version(EAPOL HHZ): | E Q|3 AQ|X|0|AM A ol
Use IEEE 802.1x(IEEE 802.1x A}2): IEEE 802.1x T2 EZ S AIE25I2{ ™ MEHSHL|C}

OIZ ute O 2 IEEE 802.1x PEAP-MSCHAPV2E AL 3t Z-20) 0t 0|2{8t AN S 0|2

+ THAQIE: ST AL RHDO| THAYEE
+ Peap version(Peap HH): H EQ|3 A&
o Label(2}t): 22|0|HE EAP U312 Afﬂ6}E1 012 MEHSID, 2
£ A5t ™ 25 MEfSL|C} Peap H 7 °
TR E S
IEEE 802.1ae MACsec(®™ CAK/AIE ZS 7[)= Q1= o 2 AL SH= H 200t 0|23
= 0[28g = UAS LI

ﬁO
o I_
2|SHIEEE & -’.f—%l L|C}. IEEE 802.1x= EAP(ExtenS|bIe Authentlcatlon Protocol)& 7| =2 2 Tt

[EEE 802.1X2 E3 E|= HEQ A0 UM ASIHH HEQA EX| 7} AN RO 2 QIS E|0{Of &L
Ct 2152 QS MHOAM =L, Y™ © 2 RADIUS A1H-|(01| FreeRADIUS & Microsoft

IEEE 802.1AF MACsec2 D|C|0] MM A S8 T2 EZ2 QB H|AZAH Hlo|E| 7| LN A THNS
0| 5= IEEEQ| MAC(O|C|Of M A HEE) £ Ot EEQILICH

A A

CA OIS 81O - gotH M QSN F=2d AAL HIZGtED X = A= HESAo 2
A SLO| Rt 1SS Al =g LICY.

QIS A S ABY 1) Axis 28 A| 717] 8 01 Aol EAP-TLS(HE 7hs 915 ZRES - & 2
S 2ehE ME0t0 CIX| 8 AS M= A {22 QS eL LY.

X7t SN E Soll E=k|= HEAIO HMAT = AT ot H M BE SEH0|AE 2ASA
= KXo X5 OF gL Ct.

EA

o

Client Certificate(22}0|H E 21Z A): [EEE 802.1xE ﬁtgg S2l0|9E QS ME MEiSEL|CT. QI
[s)
=

» 7| EX AE £ 7| O] A Z HE O] S(CKN)S RIHBILICE 2 ~ 6AXI(2E £ 7Hs) 16
7150{0F SLITE CKNS 917 B210J M 25 0 2 2 A8|0F 3, 420 MACsecS
ot P9 A B0 M LKXIBHOF 2L Tt

- 71X A S 7L A E o 7(CAKS BRI CH 32X S = 64X19] 1681010
C}. CAKE GiZ gh2iof M =5 0 2 A 3]of 8[0, §-8 0| MACsecS EH4data} 2y o
S 20| A LK[SHOF L T
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Firewall(2ts}): iS5l S 2t 5}6le{ ™ ZL|C
o_l_

no
]
o
Q
c
-
)
S
a
=
N
re
o
2
M
=2
x
i}
u
A
51’
rir
e
Y
FO
ot
mjo
0L

SHHO| Of A M ex| dEigtY
Ct.

+ ACCEPT($:): TX|0f [t R E (A & 8ELICL 0] M 7|2 MHE|of YL LC
- DROP(H&): BX|0f (3t 2E ¢i2 st|C

=
OF

=
+ New rule(\] & F7}): £ 451248 S =T LICH

Rule type(£& §%): o
« FILTER(EHE): 20| Zol& 7|= 0t LX[St= FX| 2| AZ S 5{ESHHLE ALEStE & e et
L|c}.
- M eholH S0f L) Accept($=2) == Drop(H&)S MEfBL|C.

- IP range(IP M Q|): 5{ &5t HLE X EHet =4 HR|E X|HSI & MENSHLICE Start(A|
=H 2 End(&)0| M IPv4/IPv6E AFRSHL|C}

- IP =4 5|28} 7L} AEHStE{= =AZ QI 243HL|C}. IPv4/IPv6 I = CIDR HAIS A
.9.ol-|_| |:|-

- Protocol(Z2 E&): 5{ S} Lt Kpthed
El

MBSt Z2E 22 Mot 2

— o
- MAC: 5| 25| AL} XSt = X[ 9

HEQAIA Z2EZ(TCPUDP == E CHE
JmE & X|H80} LT,

S AC TS AL CH
- Port range(Z £ U 9]): o{ 3}7{Lf Attt L E HR S X GO E e gL ot

Start(A|Z}) 2 End(8)0] 7L Ct

- Port(ZE). 5| &5t AHLI A CHSte{= L E HS 5 Y L|CH ZE HS = 10 M
65535 AF0| 0fOF &FL|C}.

- Traffictype(E2T 93): 58317 Lt XTHlel s 2T S MegLIC
~  UNICAST(SLIFHAE): THY SHAIX{7} THY S AIXFOI A R L EjmielL|

C}.

- BROADCAST(EZEI|AE): Ct EhMXI7 HEQFo B E X2 ELf=
Egfj=eiL|Ct

- MULTICAST(HE|F| A E): StLt O] &f 2| = AIXE7} SfLt O] & 2] =4I KO A 2
L= EciE & LCh
«  LIMIT(Hgh: 20 Fol& 7| =1 LX|o= HX| 2 AZS +&HoX| 2 Mot EAfH S =

0|7 ?iell Mets MH-8oteH MEgtL|C.

- IPrange(IP 'H?|): 5| o[ HLf XTI =4 HRZ XYoL F MEGI LI Start(4]
) & End(8)0f| M IPv4/IPv6 E AHERFLCY.

- IPFA S ESIL e FAS Q2{3HLICE IPV4/IPV6 = CIDR HAIS A
23t C}.

_ Protocol(ZE2 E E): 5| 25} HL} X}
MEHSIL|CH T2 E22 MEY PE’

- MAC: 5| &3} 7{Lt At EHSEA = F K| 2

- Port range(EE H2): 1%6}7{ L} XpChst
Start(A| %) S End(8)0f Z=7tetL|Ct.

- Port(£E): 5{ 85| AL X}CHota{= ZE Ho E QHSIL|LEL ZE Mo = 101N
65535 A}O|Of OF ©+L|LC}.

Y EXQI Z2EZS(TCRUDP E&= E CHE
S 2E E X|d sl OfF tL|LCt.

~ Unit(EHS): 3183} LE AHEHS o] Rue ekt
~ Period(7]Zh): Amount(R1)2} B El A|ZH 7|7k MeEdgtL|ct
~ Amount(3l%): A4 5| Period(7|Z) L0 BX|7t QS 4 QU AT S4E M

2 LI 2|0 242 65535 L LY.




- Burst(tH{A E): 27 =l Period(7]|Zh) =0t of H A
A= AE slE =
HAEE A0S EELCH

- Traffic type(E2i T |): S 5L X HSH= E
- UNICAST(RFLZHAE): THY ZAUR7F B =LA A EU= EfEH Y
C}.

- BROADCAST(HEEIF|AE): CtQ EIAXI7 HER TS RE AKX 2 E&=
=3 ZQ Lt

~ MULTICAST(HE|FA E): 8} Lt O] Abo] SAIX}7} SHLE O ko] 2= A RLO A &
e ezl

Test rules(& E|AE): Ho|st EE HAESIZH SEIgHL|CH
« Test timein seconds(X EtQ| H|AE A|Z
* Rollback(E%H): E2 HI2ESI7| T2l O|F ME{Z Yot

o
= =]
. Apply rules(8 ®8): HlAE3X %0 22 TS M S2ALLICE 0|2 H e e
ol K| LTt

MEXt X MHE AXIS OS QIS5 M

0

ZX[0f AxisO| HIAE AT EQO| EE= J[EF AFEAL X|H 2T EQIO|E AX|S2{H ALEA X[ A
FE AXISOS Q1S M7t HaetL|Ch QIS = AT EQO| 7F THA| AF KRt Axis H 50| 2[sH 5¢I

LI A=X OIS CEL AZELI0j= 3ot A Ho o A IDE AlHL[= E7d TX|0f| A2 Alis
T ASLICH Axis7} MHES @[t 7| & ERotD AL B =2 AxisTHO| ALE A X|H A& AXIS OS 2l
= 4 2L|C}
o (=]

—

>
i
>

o
Install(4%]): QIS AIS AX|5t2f P S2YLICL AZEQI0{Z MX|5}7| Fof ASM S Ux|8Ho}

A

A

55



+Add account(AH8 F71): Mf A S 7ot S LT X0 100712 A& =7t =
OIA|_| |:|-

Account(H|H): 133t A 0|52 Y L|CL

New password(M| 2 E): Ao A E S g St Ch T 29 == 1~64Xt HO| O OF Bt L
O} X}, 2K, L&, AH 7|3 S 0laf 7H53F ASCI 2XHAE 32~126)8 A0 AFRE &

QLT
Repeat password(Ij A Q| E HHE): S AUSH DA EE CHA| LEGIAMA| L.
Privileges(#oh):

« Administrator(&2|X}): 2= 70| 25| MM AL O 2E[XH= CHE AEE =71 ©
HOIE S MAHLE = AS LT

« Operator(2gX}): Ct22 M elot 2 A-O| AMAT 5= ASL T
- EE System(AIAE'“) M I‘|

. Vlewer(Tr01) CtZ0 CHer ™2 Hoto] LS Lt
HIC|@ AEZIO| AHAFS H ] R L|C}

s
_ _L.—_g|. A|7<‘|o|-_l LHE"HL|E|'

- W UE U PIZAN N2 T3,
P AE0| 2 ol ol Chgo| ZRELIC
Update account(#1 2IH|0|E): 7% 248 B LICH
Delete account(Z| AHI): 752 ARIE LIk root A ARIE 4 gl&LiTh

LIRS

Allow anonymous viewing(2H H7| 5| &) AN Z ZOQISHX| Q1= =L 2HEXE THK|
of HMAe == A= T G- Ch

Allow anonymous PTZ operatlng Q|HO| PTZ 29Y 5| 8) @ O AFR X}7} 0| O] X| Of] CHBH
o ElE QI =SS A QL2 53H 5(:1 L|C}.
SSH A%
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T Add ssH account(SSH #| ™ 227}): M SSH A S £718t2{H 2 2I8tLC}.
- Enable SSH(SSH £A43}): SSH A{H| A2 AL 8}2{H ZL|C
Account(H): 193 A|H 0|22 YHLICt

New password(M T§ 29| E): 7|

c-; I i‘I' =2 -Hd |
Ch X}, <AL 158, Y8 7|2 § 212 7tset ASCI 2AHZ E 32~126)2H I A

Q&L q‘

M-
Repeat password(T| 29| E BHE): 5 Lot AAES CHA| YESYAL.
2% 232 Y8 HHEY).

© Mg 2 ool Cho| gLt

—

c
©
o
Q
-~
(]
wn
wn
T
Q
0
0
o
c
-
=4
wn
wn
I
)
o
2
§
l@
X
ox
Jp
0x
mjo
e
A
o

LIk T 2 9/ £ £ 1~64%} 200|010f 311
18

=]
23t

HEO A

A
=2 T

— H =
de%%t&%%ﬂ%%@%tﬁéﬂﬁtl ,CIO|H|AE, @ Z ID S0 A MEABL|C}.
¢ Ao OHe 050 CHS 0| ZBHEIL|Ch
. Update(YO|0|E): 7t SAEE QM O|EBHL|LC}
o AH|: 7HAF SAEES AME|EHL|CH

H|Z g3t MH 7t HIZ Gt AS LT

Z2H0|UE X4

0|)|

% Hof 7

Admin claim(22| X} 8 H): 22| Xt Igo| ¢fS YL o}
Verification URI(Z{Z URI): API QIC ZOIE Q=2 QI3 ¥l 2132 Qa4stL|ct

Operator claim(2Y9Xxt 2H). 29

|- = =2 —I| HA Hdg
Require claim(2 % T R): £:20] 21010} 3= H0|E|S Y istct
Viewer claim(Z&XI @ H): 2H&HX} dato| Zr2 Ql&shL| .

—
Save(M#E): 4f2 M &stei™ S2gtL|Ct.

OpenID 74

SN

OpenlDE AtE0t0] 2018 4= §li= F? OpenlDE Fdot0] 200 [ ALE
HS
o=

EE |2 R 5
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otL|C}. https://[insert

t2{™ OpenID

.
o

=2

o
HO[HE YHE LI

At

—

—

=

=

1% AFE Xt

—

L|C}.

I

=]
e
O

e
o

24
2
o

Require claim(2 2 Q). E20] Q/0{0f 5}

Viewer claim(2t& Xl 2
Client secret(22}0| 2 E H|2): OpenlD Ijf

Client ID(£2}0| ¥ E ID): OpenID AL X} Of
Outgoing Proxy(Z 4l TEA|): ZTEA| A H
Admin claim(&2| X} 2 H): 22| X}
URL]/.well-known/openid-configurati
Save(X{%&): OpenID

Provider URL(Z2& X} URL): API ¢l
Remote user(@Z A}

Operator claim(

) X0 H_lH " %0
RI - oumo  prl  KTKIKO i
& = aK &g olllis —
pv) 5l £ oll s o S
o0 = 5 g w9 N
Hio <ol ur - w=g X 1
10 = =40 kjo™. o < Kl
= N —_— ﬂﬂ@A._mD o —
oju 1 <o U od o <
Klo = gqou N XEOL g RT
od < —_— Kq 1ol o Mol =l Mk
K r ke B ok El |
s . = ™ w {0 o .
$ o R = TR &
= I SoF.. gk Blgx g = o
- ol BROL (0 Rl @ g 2
> mﬁ_u ﬂ_w_mﬂ% oo S Kzl Ki m =
- K Lo 107 sod _. ==0[T jol
K o |._.ogo e AR 1 8l
D l SN0 K Mms T g o
Mo ] Ml . X~ B
Kd <= S TRANEE ©
H 1 BT o |
U 4 oiol L &oml Hol & KF o
LH O=n o~ o= el ol K
o oS o gl U< yiis Y T <
R o T | - oA JRzn DX0oT g o
n - L Mk = =X ol = K "M
& L] {0 T oo PI=do LRI @ m
= = ot | = Ul U M o x4
= o o jol [ N ._l._E_ur _A._ = 7o)
0 <k 0 = Mo Tt =TT o
= = = z U iy vjum Sk K 2 7o
o1 S foll = T DEL T Toorkm om0 N O
o] J =0 _/L ~N e) H
2 = - i {0 w0 Ki° 35 gLI=.__=__/ 1 w3l
il R < Lo ol = e~ il 2
o © . ofn |_./\U ol mmea:.: WﬁoM p H_u.AroMo > K4 xﬂO
o WW @__ KF ol Siiuo) WrRr @ =r20%0 £ & Wo
S Nm 2 owm W oEEg WOTE cmame 2 E g
) 2= o | ¥ 2 SoW XU EmEic T2 g
= 1o = ol s P! Swupm OFl Byl o o ..
o oo O © —_ 3 7ol /ﬂ\_.A._ QOUHL © X
< it & B2 FIW T Ny £ Z T
v 2 — < M Sz ETH = ukET = S t
o) 11]] 3rujl ] .. t._4mH_|J| Ta = = = O
.| = o H® I_I o SEH ST epom $ 5
—r I — — —t— -
w S I o T S SolE gl SUTIKr & _ &
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O|HMEOf Csll =& XHOf A LE|AL TS EHES

=] i

o

ROzf
Bl
<o
fo] o%
g
<o
T 4o
< pal
O_umlr;
AR

=]

FTP £ = SFTP

AL} HAHBHA|
SE0= g0 Chet Y22t

H| 1

| @S S AIXp7L EAIE LIC

g

AT M=ol 7

2Rl

Z|CH 2074 2] $=AAHE E e = ASLICE
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_|_

Type(Rd): S0

Add a recipient(4-AIX} £ 7)): S AIXIE X718t @ S 2Bt Ct
4AIXto| 0|2 Btk
A

A EH-

— ~1-

FTP @

SAE MHO|IP FALI SAE 0|52 YHYLICL SAE 0|52 YHSH= 32,
DNS A|H{ 7} System > Network > IPv4 and IPv6(A| Al > HEL|3 > IPv4 Y

IPv6) Of2j{ Of 7<|7é*>5|01 US| 2RISR

~ Port(EmE):FIP HH{JL B EE WS E YT 722 218
- Folder(ZL): mOIO x xrcg Cl2E2|o) AZE QUASIAA|Q. CIAEZ| 7} FTP AH

S
|AIX|ZF Al E L CH

|2
of ojo] ZXSHA| 2 H, E
o H ALE AL O| & YHSAL.
|

iy
- Username(AIX} 0| E): 219018
- IjAQE: 20182 I

=

| >
i)
[
ujr
o
1
Of
>
>
fo

- Use temporary file name(QA| T} 0| B AI). A5 02 MM El AA| Ot 0|22
EOYS 2Lt MEiSL|CL F2EE tEstH O 0| 50| )Ist= 0|2
E HELCL H=E7I STHE 42 &4 F 0| gLt 2Lt O[S YA| o}
AdS P2 = USLICEL O|E A StH Rt= 0|2 717 2= mHO| SHEX| & =+
AS L

~ Use passive FTP(:5 FTP AL8): T AX O ASI0| M K| Z 2 Ehad| ThAF FTP A1
O HIOJE HZE S & QLT FX| 7} T4 MH O Ciot FTP X 0f & 4| O] H
HEE 25 XHF —19% A2t L|CE Ol = YRt o 2 K| QF T &f FTP A{H{ ALO|0f
53} {0] 9l F Lol Bagc

- URLHTTP AB{O) Chot | =913 a0t 282 Ha|st ASREE YL
£ = http://192.168.254.10/cgi- bln/notlfycg| IL|C}

- Username(AI2X} 0| E): 21252{H AIE X 0| 2 QUESHAUAI 2.
- IARIE: 20083 HAEE YL,

~ Proxy(ZEA|): HTTP NH{0| Q1Z3}7| QI8 T2 A| MH{S STfsl0} 51 A T
ECER I ENaY

HTTPS
- URL: HTTPS MHE{Of| CHSE U ES{E F=4% QHE I1EI3* A EHEE YgetL ot of
£ =T https://192.168.254.10/cgi- b|n/not|fy cgi L}

- Validate server certificate(AMH Q1S A 2H0l): O] AXIE MEHSIO] HTTPS A{EH 7} A
M3 OIZ M2 MENSHL|C}.

- Username(AI2X} 0| £): 2 Q15I2{H AR X 0|2 S QAUSIAA| Q.
- HAYE R0 HAYEE ¢

- Proxy(Z S A|): HTTPS ME{ 0 AZSH7| ol Z=A| MHE SIHH0F ot= 87 &
st JSEE 7110 QB C}

[0)

HEL3I A2EZX| @

NAS(Network-Attached Storage)2t Z 2 W EQ3 AEE|X| & F7t510 LY S MY st=
AR AL S 4 QU LICH 01 S MKV(Matroska) If 34|02 X &HE L|TH

- SAE: L1|E 9|3 AER|X|Q|IP AL SAE 0|22 Q&S| C}

— Share(28): SAEQAM 28 0|2EE st Ct.

- Folder(=é=|:-|): OIS MEsHC|HERZ|o) GEE QLESIAMAL.

-~ Username(AL&Xt O|2): 2 19152{ M ALR R} 0| 22 YUBBHIAI2.
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L=

TAQE: 2101502 H A

it
i

TEETNES

SFTP @

SAE MHOIIP FALIZAE 0|2 YHSL|CEL SAE 0|52 YEHSt= B2,
DNS M B{7} System > Network > IPv4 and IPv6(A|AHEl > Y EQ|3 > IPv4 YU

IPv6) OF2{ Of JQI’SEICH USR] QIS A 2.
Port(£E): SFTP MH{ 7t AtE3tE ZE Mo S Y e = A2
| &

Folder(ZC): I U2 M & C|AER|0 FES UBIAA|IR. C|HE2|7} SFTP A
{0 0|0 ZX}SHX| $O B, MAUS A= ot ] Q= MA|X| 7} EA|ELICH

Username(AF8X} 0| 8): 21015121 H ALEX} 0| §& YHIMUAIR.
AQE: 20052 H LAY ES YHSMAL.

SSH SAE 27| 7| SE(MD5): Y2 SAE 27| 7|(32X}2| 16%I4 2XFY)o| K| 2
2 QI24StL|C}. SFTP 22}0| 91 E= RSA, DSA, ECDSA 3! ED25519 SAE 7| & 9]
SSH-2E AH85H= SFTP AH E K| 2L CF & &F Al RSA7H19_EI B 0|
ECDSA, ED25519 81 DSAZ} -1 £ S [ & LIC}. SFTP A{H{ O A] AFR 3} = S HF-2 MDS
SAE 7|2 OlZH|0F BHLICT Axis ZHX| = MD5 I SHA-256 3jA] 7| = B= x| o}
X|OF MD5SIC] Z+2i3H 510k O[3 SHA 2562 AFRSH= 740] Z& LI L. Axis &Hk| 2
SFTP MHE +4 ==y EHOF REM| S Lj 22 AXIS OS5 Z ES & n8HAIAIQ.
(o]

Sl o

SSHSAE 27 7| S8 (SHA256): QZ1 S AE 27| 7|(43X}2| Base64 Q1A E 2
Xtg)e| K| 2e gaq L|C}. SFTPEEfolo.jE'.: RSA, DSA, ECDSA 3! ED25519 & A
E 7| S8 0| SSH-2E A238}= SFTP B2 X|KITHL|CE HAF A RSA7f Mz :
HEEH 0| ECDSA, ED25519 2 DSAZ} 1 5| £ &L C}. SFTP A-|I:|-|O1|A-| ARSI 2
Hr% MD5 S AE 7| & C;:Eqanor SHL|CH. Axis & X|= MD5 9 SHA-256 oHA| HEE
T K| 2SHA[ 2t MDSECH 435t HOotS 2|5 SHA-256E fﬂﬂ“ 20| E5LLCL
Axis AHK| 2 SFTP AH{Z A1 at ol TS XHM|3H LI2-S AXIS OS ZES &1
SHAUA|Q.

e

|} 72 ghe 229iLct

S 120 rir

fll|ﬂJ

SIP or VMS(SIP &£ = VMS) @:
SIP: SIP M3l=2 &4 am MEHSHL|C}.
VMS: VMS x'|2|'E Ze{™ MEistL|Ct.

O] | &

From SIP account(2 A X} SIP A|H): S Z0f| A MEHSHL|C
To SIP address(5=£4IX} SIP 4 ): SIP =A & &5t C}
Test(E|AE): S3} 4740| &5=X| HAESIZH S=/gL|CL

Send email to(0| |2 H& CH4): 0|0 28 HEE Ol L F4E QB F2
E 02 7 Lo F 2R O|H Y FAE FESHUAIL.

Send email from(0| | Al): B L= AH{o| O|H|Y ZAS QgL
Username(*fﬂﬂ OIE ): O 2 MEH 2| AtEXt O] S5 I eL|Ct O[O & A H{Of| A
25 Q70X = 4% 0| 2EE H|H SLICH

WASIE: 02 Aiol HASICE AL LIC O|H 2 Mol AFE 27K ¥
@S0 TESH|Y S

Email server (SMTP)(O|H| ¥ MB{(SMTP)): 0 & =0 smtp.gmail.com, smtp.mail.
yahoo.comi} Z2 SMTP A|H 0| E&2 ¢ _|3,=,H_| C}

Port(Z E): 0-65535 B2 0| 7S AF2310] SMTP A{H{O| ILE BB = ol24atL|C},

7|2 at2 587 YLICt

T HA T
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- Encryption(Z = 3}): &S 5tE A2 5|5 = 1=
- Validate server certificate(A{H QIZ A 2401): A SBIE AL S}
A(RIE M

OlF 7| 2hH0f| A XHA| 2ot =
AU LICE
- POP authentication(POP 91Z): POP A{H{ 0| £ Q& st2{H H A A|2(0]: pop.
gmail.com).
i)
UL O|H| Y SSA= o=l oo Lt 19 FASH HENE +ASHHAM AMEXI7F 20 2 M
SOt s BL 2= A S Motolr| o) 2oF LB S AFS R L|C O|H 2 M X el 2ot 7Y
MZ =OI5HN] OO Y AHHO| &7|AHLH O &f O|H Y2 &X|= 20| Y= S A 2.
. TCP

- SAE AHO|IP FALISAE 0|28 QETHL|ICH SAE O]
DNS M B{7} System > Network > IPv4 and IPv6(A| AEl > I
IPv6) Of2fjOff X|HE|Of U=X| ZQISHYA| 2.

Port(ZE): Mt MM 20| AL L= ZE S S YT LT
Test(H|2E): 23S HAES2H ST LICL

. Abstof| Ot oj|

oo =

ar
=2
rir
i
0jo
o
Hl
oot
il
r
i

View recipient(=4 X} H7|):

2
Copy recipient(=4I X} SAN): =4IXE SASHY T S E[5HH . SAFE [l M2 =AXE HEY
A OlAL|C}
T Mg

Delete recipient(4=AIX} AHH): &-AIKHS @R 0 2 AbK|8}2{ @ S2jetL|Ct

=

U
UHI BAS S0|M FHOE ABE 4+ USLICL S20|= 0| fet HEot $ $T) M2
of FHE BE UY T BATL EAIELIC

| Add schedule(AFA|S £7}): YN E HAZS A M0 S 23| Cf

L5 E3|HS 80 22 502 E2|{3 4+ USLICEOIE S0 5 E2|H2 HE 4K
U TNoHe O NS B & ALt
MQTT

MQTT(Message Queuing Telemetry Transport)= AtE CIEUI(IoT) S ISt EZ HA|H Z2ES
QILIC ChaotEl IoT S8S 2lo) 24 = A2 &2 AE FZHsmall code footprint) it Z| & H E
A OY=ECc = Y4 YA E HESHY| s CHor A YoM AL ELICH Axis X 2Z E Q09
MQTT 220|HEZ S8 FX|0M 4G E HO|H X O|HEE B4 2| AZEQ|0{(VMS)Z} Of
L A|ABIO| 2HESHA S = USLICH

71712 MQTT S2I0|HEE AHSL|CE MQTT S412 S2I0|AER EEFH 2=
Ho 2 L CE 220 EE= I

A2t ES BERLL

AXIS OS X[ 4] H]0] 201 M MQTTO|l T3 XbA|3| 2Lob2 4 &L ch
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AXIS M4308-PLE Panoramic Camera

ALPN

ALPN2 20| E 22| HENO|T EHA A O SE[HO|H ZRESS
UA| Bti= TLS/SSL 2HH U L|CE. O] = HTTPR Z0| Lt E T2 EE0f| AFEE|= S Yot I
MQTT E2iH S 2 d3tdt= H ALEELICE Z20f W2t MQTT S4 ME2 2 U E ZET} QlS
=L ASLICEL J2iot Z 20| S ZH 2 ALPNS ALEoi M Wt M HEE = EE ZEO|N
MQTTE oiZ2|7 0| MEHXIE 285t AYLICH

MQTT E2}0|AHE
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Connect(¥Z): MQTT 220|HEE H 7L}t BL|LCL
Status(AFEH): MQTT 22101 E 0| S AFEfS FA|SFLIC.
22
SAEMQTT MO SAE O|E L= IP FTAE QASIMA|L.
Protocol(ZE2EZ): A2t T2 EZ S MENSHL|LC}.
Port(ZE). T E H E QAT C}
« 18832 MQTTover TCP(TCPE &2t MQTT)2| 7| 24 L Lt
« 88832 SSLE E%tMQTTS| 7|27/ AL|Ct.
« 802 ¥l AFZ ETHMQTTL| 7| £ZL|CH
+ 4432 f A% HOLE S3 MQTTO| 7|2ZtALITH

ALPN protocol(ALPN Z2 E&): MQTT E27] g— XL HESSHALPN Z2EE 0|22 2istL
Ct. Ol= SSL2 S¢t MQTT & &l 421 Eoh3 ot MQTTO|2F & 8 & L|C}.

Username(AL-&X} 0| §): S 2t0| A E 0| M M Of AN ASHY| QIS AL S ALEAL 0|2 LBL
Ct.

AR ALEXL OB AR EE YT

Client ID(22}0|Q1E ID): 22}0| M E IDZ Q28| A|Q. 2210 E AlHXt= Z2210|AE T} A

o G ZE o M2 M&EL Ot

Clean session(2 2 M|M): 32 & AZE SiH| A2 S22 MO{ghL(Ct HESHH HZ B AZE S|
Al SEN ZE7F AH E LIC.

HTTP proxy(HTTP ZEA|): £|C{f Z10|7} 255H}0| £ 0l URLQIL|C} HTTP T2 A|Z AR SHX| O
HH HEE H|Y & = USLICH

HTTPS proxy(HTTPS ZEA|): £|C§ Z00| 7} 255H}0| £ @I URLQIL|C} HTTPS T2A|2 AL &1X| &

S

o TES HY = & ASLICH
Z
—

II|>

Keep alive interval(Zt

of AFEE =+ Bl= AlE

o
AN
#X1): S2t0[AET} ZI TCP/IP A2 H|otE 7|t E 28 810l MHE O
S 2R 4 AS LTt

Timeout(A|Zh H|gh): HZO| 2tz E|= A|ZH ZHA(2=) /LI EL 7| =4k 60

A FH| H5EAL MQTT ctO|AE §RHo| AHZA MA[X] B LWT HAIX[2] Z=H|of Chet 7|2 gt
MQTT %4l €| AAl =701 A AL E L|Ch.

Reconnect automatically(X}S 2 2 T HZA): A2 oljx| = S2I0|AHE 7} At5 2 2 CHA| HZAGHOE
Ste=Xl R E X dgL L.

HAX| A&

AZ0| 2 E W HAIXIE ELX| O & E X|F&LICE

Send message(H|A|X] ME): HA|X|E EL 2D A2 AHEIM Q.

Use default(Z| 2ZF AFR): XA 7| &2 HA|X|E Esia{H NNAA| 2.
Topic(FH)): 7|2 HAIX|2] FHE Y=L T

Payload(H[0| ZE): 7|2 MA|X|2| &S YHSLIC

Retain(fX|): O| Topic(FH|) 0i| A %EPOI HENE RIS HEIL| Ot
QoS: izl SEOf et QoS A S-S HALICH

OpX| 2t S A HIA|X]

I'

|IOI-
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ObX|9h 721 (LWT)S AFEStH SEI0[UEZF E270f HZAE [ XA SF e RS M
7 UG LIL E‘Efolo1 E7t LSO o= AIFoM B S X2 HAZO| BO{A| B AO| F0{ 57|
e = 2Us) 277t THE 20| HAEOf HAIX| S M =e = QL& LT Of LWT HA[X|= gt
HiAIX| 2t & 2ot YA0|H St HFHLIS F =

Send message(H|A| X] HE): HA|X|E EL{2{H A}
Use default(7| 272} AI): X1A19] 7| &2 HA| X E Q& sle
Topic(FA): 7|2 B AIX|Q| =H S eist|ct,
Payload(H[O| 2E): 7|2 HA|X|2| &S YHTLIC
Retain(X]): 0| T0piC(-’F-I1I)01IA1 S210|QIE AEIE SX|SHE B MESLICE

S|
=
= -
S E3| 2t EIE|L|C},
2
o
=]

2°EoHM 2.
1

QoS: 2! SE0] Cf3t QoS ABS BTt
MQTT e
7|2 FH HEAL AL: MQTT client(MQTT 22t0| 91E) S0 M &HX| ZH| S ALof Ho|=l 7|2

=H & 3 FAHE Aot H dEEL
FHl o] F =& MQTT =X oA =S 2F5t=
FH d Y Am 0] A =g MQTT =X 0f ONVIF =X U AT 0| A5 =etote] M =S LT

0
a—
Y HS 23 MQITHO|ZE0| FX|o| 23 H=E Zatote{H ML},

= =

)
|u
u
9'1-
I
=]

=+ Add condition(=Z1 F7}): THES £7}15)e
Retain(SX|): O{ T MQTT HA|X|7} B9 2 M=
« None(8l3): & & HA|X|7} HFX| &Ef= ASTLICL

+ Property(£): MEH 2% 7h5 B AIX| B 2 HE ME2 2 EL|Ct
CANRE): ME| T JHs 3 NS EHT 4+ 942 HAIXIS 25 HRE ME2 2 YL
QoS: MQIT #of Ciieh st 2We Meyguch

MQTT 75

+ Add subscription(1= F7}): A MQTT =2 F7t6t8{™H S 2L L}
Subscription filter(71 S EE): 1 =5l2{= MQTT X & YLSIMA|L.
Use device topic prefix(ZX| FH| HE AL AI): 15 ZEHE MQTT FH | B FALZ FI7tgtL|Ct

Subscription type(7+ 5 §39):
« Stateless(MEf| =X £715): MQTT HA|X| 2 ME| =X 2715 HA|X| 2 B35t MEH
2LICh
. Stateful()},"EH $I‘| 7|‘°) MQTT D‘llAle% X -|O_'E_ Eg_-c‘)-l_a:itﬂ A|_E_I-||'6';|l-|_| EI'- H-'”ol_IE_EE Aol'
Ef 2 AMEE LI EH
QoS: MQTT 7=0f Ciisl Jote 2 &S =L L.

MQTT 22| 0]
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H| 2
MQTT 2H 2| 0] £=FAt+E F7tot7| o MQTT E27{0f A ZSIMA L.

_I_ Add overlay modifier(2 2| 0] =" X} F7}): A} @B 0] =HXIE FItst2{H SaletL|CL.

Topic filter(FH| EE{): 262 0|0l EA|5}2{= Gl0|Ej7} ZetEl MQTT M| 2 Z7kgtct,

Data field(C{| 0| E| E E): B A|X| 7} JSON 4] 0|21 75k 0 2 2|0]0f EA[St2 = BA|X]| I
O|RE9| 7|5 A FELIL.

Modifier(gX}): 2H1 o0& TS I 21 +=FAS
«  #XMPZ AX3l= A= FHOAM 22 &2
«  #XMDZ A|%ot= +=gAH= 0| =0 X|

A8 L )
0| Ef S EAIBHLICE.
=l o]

=
—

5

o=

X

HES$ I AEZ| X
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Ignore(RAl): HER A 2EZ|X| S FAIot2{H AL Lt

Add network storage(4| E9|3 2E2|X| F7}): 52t M8 = U= HESI SRE F7I5t
243 2L ch
« Address(FA). D AE MHO|IPFA
(Network Attached Storage) I L|C}. 07
He)E A8 E I AEE T4
CIFS 0|22 x| g|x| &Lt

* Network share(HES|3 & ]): 22 E MHO| 557 /X2 O|F S YetL|CL ZF FX[0f

L M

S DQU BC D2 oo Ads BX7H ST HEHUR SHE MSY + UBLICE
|22 QadstL|Ct EXN 00 MH

«  User(AM&Xh): A0 21010 HRdt 3%, AF&X} O
O 21915}24™ DOMAIN\usernames QU SHL|C}.

o DARE:MHO| 21010] B2 B2 IARES YA
=

-

o]
A
« Add share without testing(E| AE 10| 38 F7I): ¥4 HAE S0 2FI7I HHE ZBLR
O HERA SFE F7Iot{ T HENSIL|CE O| & S0, MO If A E7F H QK| T O
C

=
N
il

-

Unbind(H}Q1S SiA]): LI EXS
Bind(H[QIQ): HEQA S/RE

Unmount(OI2E Sl|H|): HEQA 38E O
Mount(O}2 E): L|E 3 57 & Or2 Edt
[=He)

Retention time(HE A|ZhH: =35 22t 7|2t Qe =l =3}19| F St tt= O|O| B A&t Df 2t&H =

H EE ML CL HEYI AEE|X|7t 7H5 AHH MERSE 7| ZHO] X|Lt7| F0Of| O™ =317t 4
M|E LT

=

+ Test connection(®Z HAE): HEQA 370 st HES HAE

+ Format(Z%): 02 SO| 2E T 0|E{S w2 7| X| Y0} sh= A2, U
L|C}. CIFSE AFR 7H5 3 IFe Al A8 ML Ch
=

=
Use tool(E 7 AFR): 22I610] MEHSE = 12 2 51t Ct.

—

2EE AEE[X]|
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= =
2 A
HOIH &4 A &=4E 53 2. FX7F e %'E S00l= SD 7t= & =2 2I5HX| Oh Al
N fe] Al
Unmount(0O}2 E jiH|): 2 & x1| HEA AL,

Write protect(22 7| 8tX|): SD 7}E0f| A 7|7} ZX|&| 1 =32 0| MHE = AS ESHE{EH 0| S
Mg ZU|CH M7| WX|E DAL= o4 Qg LICt

r|r
Hl
2
g_}

A
Autoformat(X}E ZOH): A2 AFQISISD IIEE AHEO 2 HONSHE T HAA| Q. IFY A|AEIS
ext42 ZONSHL|C}.

Ignore(2A|): SD 7tE 0] S5 K&
K| 7} . O|AF QIAISEX| ZSHL|LC O

Retention time(E= A|ZH): @24 &l =3519|
IE B2orgt 7| 7H2 MENSEL|CL SD ZEE It It
Mgk Cf.
L
« Check(2Ql):SD 7IE Q2 E SI0I5IAIA| 2.
«  Repair(273): I+ A|AEIOf E

«  Format(Z5H): SD 7}C 2 ZONSIO] M} A|AEIS MBI P E [0 E X|SL|C} SD 7}
a

il
Windows® Of| A{ It A AEIOf 2 A A S}

E£ extd i )\IﬁE“EE'FJ oSt = ASLICEH
o EfAl ext4 E2H0|H 2= O E2|#[0[40] 2R THLILCY.
«  Encrypt(¥=32}): 0| =75 AFESHY SD ZLOHSHD Ao ohS 2geotA|2. o

A S SD 71 =0 KEE 2= G|O|E{7} ALK
O|E{= &3t L|C).

« Decrypt(@=3t 8liH|): O] =+ E AHESI0 2=} 90| SD 7LEE ZBHSIAMA| . O| A Sf
M SD7IE0f| M& = 2E OO|E 7t ALK E LICEH SD 7HE0f| M &SH= O™ 22 HIO|H =
°*§§PE|X| &L L}

« Change password (I A $ A):SD7IEE U558t [ DRI AQYEES BHATHL

C}.
Use tool(Z 7 AFR): 22810} MEis & 12 BABIELIC

=
Weartrigger(EII-E EZ|AH): OHAJEEE|7-|6} L SD7IE OE &F ZHS A™SHL|C} OF R 2~
M

= 0~200%QIL|C} S = AFR +x| SD 7t=o| OtR 2 ._%O%O':ilit 100% +5¢
| I}t

=]
C

ore L
SD ?fE?k 01IM 3o 7Pé.*ErE dS LIEHR LT nmyrz %0 EEHSH SD FHE

M £k 1> HN 0E
> Mok rloﬁ
of

2t 210l =g L OF 2 E2| S 80~90% AtO| 2 &¥dt= 20| E5LIC O|F A ot H =
CH2 2 £ 510 SD 7h= ot AX|S O 2 02 &|7| X0 X o mA|S 2 Q& LICE OFR E2)3)
HE5HH O|HMIES 2785t OFR =F0| 29 g0 E35E 82 ¢S + UASLICH

Initiation Protocol)= AFE A} 7H2| CHSIAl EAI MO AR EILICH MM @Cl2et F
ol L|Ch.

I
Ul
43
;
|
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= [ — "1
Allow incoming calls(4=4! & 3{8): CI2 SIP &0 N S0j2& 22 5]8312{ T 0| M2 Me
stict
= .
ERE

Calling timeout(Z A|ZF X|gh): O} R = SEISIX| A S AL EF A| Q| X|CH AIZHS A™T
L|C}.

+ Incoming call duration(& =4I 7|Zh: =4 M3 E X|&5T
CHEZE|CH 102).

« Endcalls after(0| 2 & E&8): 2 X| CH )
o} AlZH2 H|BHSHA] 2o 2= 42 Infinite call duration(F2H| gt 3} A|ZH S MEISHL|CT.

=E
ZLE HS = 1024 ~ 655350{0F SHL|C}.
«  SIP port(SIP ZE): SIP EA0| AFRE|= HEQA ZTEQL|CL O ZEE E3F AlS E|m
2 L2 X| ASL|CL 7|2 ZE Ho = 5060 L|CHL 2ot AR CHE ZE HS E AUH
gL Ct.
« TLS port(TLS ZE): 245 2}E SIP SO ALE L= HERI ZEQL|CLO| ZEE &% 4
o EfEHS TLS(HE A S E0HE At8510] Y=t L|Ct 7|2 ZE Hz = 5061 L|C}.
QS S 2 HE WSS AHFLCE
« RTPA|E ZE:SIP Z0|A A SR RTP O|C|0| AEZI0] CisH At E[= HERT ZE YL
Ch 7|2 A& ZE $Ho = 4000 L|Ct Y2 HotHES EH X E HD 0| M RTP EfEZ X}
chetL|C}
NAT £1} 7|5

INATSH Z2EZS JHEHOZ MESHALL HERA SHg0f W2t LHE =g oz A8
Ol L|CF.

=

« ICE: ICE(Interactive Connectivity Establishment) T2 EZ22 AIESIH I|Of &X| Zt0] 2=t
ot SAO| O|ROXEE 71E 28Xl Z2E 37| £ E L CH STUN 2 TURNS &g}
e ICEZ2EZM 7Y 28X d2E &2 = Ue 7|27t e E L o

« STUN: STUN(Session Traversal Utilities for NAT)2 X|Z 0| NAT L= g5 L0 Q! =X| =t
oI5t OH AR I LE SEIPFAJEE HS E M Z 5= YA ST = SE0|AE-A
B HES Zee QLD IP £4 22 STUN AH| F25 geiaiLict

«  TURN: TURN(Traversal Using Relays around NAT)2 NAT 2t E EE= 8ol S0 Q=&
X|7TCP = UDPE S CHE S AEON M S0{= HO|HE A = AL E HF= =
EEZYLICLTURN M FA T2 FEE L Ot

Qrje W HC|e

« Audio codec priority(2C|2 T E M +=2|): SIP 20| L} |dl= 2L BE=2 7H%l 6

Lt O|&fo| @C|e AH S MEHSILICEL @M =2 =M E W52 BOM s5LICH

H|1
=
=

2 433 0 £ A% DEO| ZHE DR MY

kU
in
o
Ha

I
=
=
>
-l

3 Hap X[oof gLt

=
mjn

x

]

ot [
-
i

« Audio direction(2C|2 W) 5|22 24 ©Q
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Video direction(H|C| @ d}gh): 3| 2%l H|C|Q ZA7|E MENSHL| LY.

to-TCP switching(UDP2} TCP 7+ T #H: UDP(AF2 A} T 0| E{ 13 = 2 £ 2)0f| A| TCP
(% HO| ZRER)E N4 D222 YNNOR MESIE ST o Bofe{ ™ MeBhL
Ct. ©2t5t= 0| 7= 200HIO| E O|Lf EE= 1300HI0|E =1 MTU(X|CH & THe|) 2 HO|
= C

Allow via rewrite(CIA| 27| & Eof| 6| 2): 2IR2HO 32 IPFA AN ZHIP FAE ELY
2 O e oL Tt

Allow contact rewrite(H2tX| CIA| 27| 5| 8): 2} 2EO| ZEIP A [HA ZHIPFTAE
Hije{® dEgLCt

Register with server every(& & AH 0| §8): ZX|Z 7|E SIP A0l Cict SIP MH 0| 5
EgdizE gt

DTMF payload type(DTMF H{|O| 2E §&): DTMFO| 7|2 Ij|0|2E S S HZATIL|Ct
Max retransmissions(ZX|CH ZHHZE): 2 X|7F A|EE SX|517| A SIP AHO|| HAS A=

ot 20 5 2™

Seconds until failback(Z0f 57t X| Y2 X): 22X SIP MHZ MO ZX|ot = ZX| 7t 7|
= SIP MHOf| CtA| GIE S A= W{7HX[ 2] AlZHE)E E- gL Ct
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2.E # x| SIP A% 0] SIP accounts(SIP A7) O} 20l LIQE L} S2 & H Ko 22 AALo| 9
Qo= AEJE 2 4 Ql&LCh

® HFo|SIP Mo AEXoR S25 UL L|CL
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71I"*01| ﬂ—X1I7f AG L L S0 HIHSEAHLE AE Xt4 SEHO| ZXE| AL, SIP AH O A A
M RS 2 97| [0 '

= T HA
peer to peer(I| O] & 1] 0f, 7|2 BH) A TS A5 = S & AYLULIC ofLt O] S| LHE AS
= USDHS AZYS 7| =422 40t 42 0| AP S HHY = ASLICE =S AIEE SIP A
HS X HBHA] 011 VAPIX API(OF S 2| A[0| M =2 13| QIHH|0|X) 2S 435t A< 3t 7| =

Ago| A LIt

_I_Add account(A|™ F=7}): M| SIP A H S Mdste{™H Sl C}.

. Active(ZHAISH): A|H S Atgsi2{l MetgtL|T
+ Make default(7| 23t 2 X|5): 0| AB 2 7|2 ABo2 XHsI2Y HAZLICE 7| 2
0| 2L0{0f 50, 7| 2 AHE BfLipt £ & UBLITF.

« Answer automatically(X}S2 2 &) =4 Moo X522 SESHE{ H MEHSHL|CT.

« Prioritize IPv6 over IPv4(IPv4ELC} IPv6E LMo & ) @ IPv6 over IPv4 =4 9|
M =2E X|-ole{H MEISHL|CE O|=IPv4 S IPv6 =4 2 =0 A =@l E|= P2P A& 0|

200l 0|20 AT I S8 BtL|CH IPv6 A0 YT E =09l 0|2 0f T3 A IPV6
ol oM 292 XNFS F Ax T
. 0|2 43O ZeE 0|22 YALICL OIS SOf I} 0|2, At T XY 2 UL
c}. o|20] Z= g A Lct
+  User ID(AFSX} ID): 4|0 S 2tEl DQeh LI i Hat HS 2 laishi|ct
= =Y 23 o AFREL

« Peer-to-peer(m|{ £ u|0]): 2Z HE XA A CtE SIP HX|
C}.

+ Registered(SS): SIP MH{Z Sof 22 L E9/3 9|2 0| SIP XS Bt O AL EY
C}.

- ENQLAE VST E? 58 = 0|52 YHYUCL EHO 0|2 HHE AZE =5
S} SIP =40 QE

« TARIE:SIP A0 Cheh 2155H7| U3 SIP AHI HAE YAYCSE YBILICE
= ID
o

+ QIS ID:SIP A0 CY3 2155}7] 7t ARt
D%} 22 3% A3 D2 YE Wart gL

« Caller-ID('& X} ID): Axis & X|Of| A £ LK
+ Registrar(SEX}): SEXIQIPFAE
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« Transport mode(M& B E): AHOl SIPH £ MEHSHL|CHUPD, TCP EE&= TLS).
« TLSversion(TLS HH)(H& D E TLSOH): AFES TLS M S MEHSHL|CH H{ M v1.2 2 vl.3
O] 7t Ot gL T Automatic(X}&)2 A|AR0M K EI%F = Ues 7t st HE S M

LI

* Media encryption(D|C|0] ¥S2h(TE 2 TLSEH: SIP S0 A O|C|0f(2L2 & S&)o
CHot Yoot mds MEfgtLIC.

« Certificate(only with transport mode TLS)(Q/ZM (M & 2= TLSPH): QIS ME MEISHL|C

« Verify server certificate(only with transport mode TLS)(M B C1Z A 2tol(M& 2 E TLS
oh): M QS M E =Qlste{ ™ MEdSEL| T}

« Secondary SIP server(E2 Zx SIP AH{): 7| & SIP A|H 0| 5E0| At 4 &X| 7} 2= SIP
MH 0| 52 A|=5tE= St2{ ™ F L Ct

« SIP secure(SIP K 9F): SIPS(Secure Session Initiation Protocol) & A58 ™ MEHSHL|C}.
SIPSE TLS & REE AHESI0 EfE 2 Y= otetL Lt
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- View area(H 7| H9H): o4t 210 AHES E7| LS MEATHLICE None(Bl2)2
MENSE ZL /& E7|7F AL &L C}

- M E: oHA S0 At2S SHA = E MEISLICE S == ZRd HEE0 eSS
ELICt.

- ZH Y YO|E: otAt SO 2T = 8 METL|CL =8 0| EE EHast
Q=0 g2 FLCH

- H.264 profile(H.264 =2 h}Y): PA E3}0j| AtRE T2 QS MESHL|C}

DTMF

_|_ Add sequence(A| 3 A ;
SHLCH HX| E0f ofsl 2dotkl= ES

Sequence(A|E2A). ES
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Use RTP (RFC2833)(RTP(RFC2833) AF&): RTP Tf| 71 0 A{ DTMF(Dual-Tone Multifrequency) A1 &
CHE & A= 3 Fol O|HEE 5 &ota{H ZLICH

Use SIP INFO (RFC2976)(SIP INFO(RFC2976) Al-): SIP T2 £ 20 INFO MM EZE ZstHs}e{ ™
HUICEINFO B A S YutH o2 HlMIL Bisl Metx ofZal7olH A% B s SreLch

HAE S
SIP account(SIP A| ). H|AE NM3E 4 ANHS MEHSHL|C}
SIP address(SIP Z=A): SIP =AE olaist 1 a2 Z2I510] HAE M3IE ZHO| A HO| ZHESH=
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Block(X}CH: M| A S E0

+ Add source(AA F71): BMA SE0| A
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Compression(=): 0| A0 Cf

Zipstream @ :

Dynamic GOP(SX GOP) @: o] M™ 0| CH

Mirror(0|2) @ :

GOP length(GOP Z0]) @:
Bitrate control(H| E 2j|0| E X|0{): O| A 0] C{

Description(d

Video codec(H|C|2 A

Optimize for storage(2 E2|X| & %|H
Dynamic FPS(Z X FPS) @:

2ol o
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Include overlays(2 H2j|
Include audio(2LC|2



ONVIF

ONVIF A&
ONVIF(Open Network Video Interface Forum)E X|FZ AFEAL ESAL ALEHE QM ZAZEH E
S HLR 7|22 st 7582 A 28Y = UA SlF= 2 =2 8 QI 0|A HF I L|CH ONVIF

£ 59 M= CI2 WE A E o ANS2RY, SON S U8 B2t U AAH| D)) AL &

ONVIF | 2 M40 ONVIF EA10| AFE 0 2 2SS LICE & K| 9to| BE ONVIF £A10] AFR A}
nl QIEE A} 2 axis.com®| Axis 72X} HE L] E|§ EERSHALA]

—I_ Add accounts(74|’5§ Z=7H: A ONVIF A E S F715t2{H SalgtL| CL.

Account(A|®): 198 #™ 0|28 Y&stL|ct
New password(Af EH&-‘.’- E) A™o ALK EE QS| CL I|AQ E= 1~64X} Z 0|0 Of hL|
Ch X}, 2&L 2EH, AH 7|3 £ 0l4f 758 ASCH 2XHAE 32~126)2 TIAS 0] ALRS 5

QI L|LC}

A H
Repeat password(Ij A Q| E HIE): S USH I AQEE CHA| AESIMA| 2.
Role(¥gh):

o Administrator(Z2|X}): 2= MA™HO|| QUK S| WM ASIL|CF 22| A= CIE HHES =7 A
HOIE X HMAHYE = o'*'-IEf

=2 T M-

« Operator(2FXxh): LSS A2t 2 E M0 AMAT 3 JASLICH
- =)= System(AIﬁ%!) 28
_ of = 7}

* Media account(D|C| O] #|%): H|C| 2 AEZOf| T KAk = JUSLIC.

F Aol 2E B0 Thgo| ®

iz st
I:I
Update account(#|’d M0 E):. AE &8 HEY

=

b=l L|C}.

|CF.
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Delete account(AH|’8 AHH|): A7H2 AFK|gLICH root AE 2 &K = & LICH

ONVIF O|C|0] =2 m}e

ONVIF DlCiof Z2i9e olcof A2l 4B watee of N82 & e 28 Aeto ool
A QI LCh XfaIDtol T NER A Z2utelS WASALE ME HHE Qo) A T 221}

LS MY =+ JAFLICH
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—I_ Add media profile(O|C|0{ Z2n}Y 3=71): A ONVIF O|C|0] =20t S F7t5l2{H 2
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« Select configuration(1td MEl): S E 0| A AFR X} X|H 74
of +d2 HE| 7 BV Y A 7t k€8 =atot X[l H
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Video encoder(H|C| @ A E): /40| = H|C|Q QI FE HAS MEHSHL|

« Select configuration(t/d 41&H): N AAS MEHSID QIFAE ANS X
SYHCL ES02 S50 72 H|E| R AIAH 79| YEX/O0|F A& S YLCH ALE
bS58 2 A0 s AP o=l &

H| D

oH2 24 U 902 AAH THE HESHE BHE VoM BAN 20128 SHIL
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Audio source(2C|2 A A) @: TH0| StE QC|Q 3 AAE MEH

oh= MEADHL|CH
« Select configuration(td MEH): 220 A AFRAL X|H 1S MEHISID QO MHE X
FeLCL EECRR 252l 42 TXQ 2|2 Y0 s FetL|Ch & X[0f 5tLte| 202
20| U= A2 userOYL|CE EX|0f 012] 7§ 2L Q20| U= HLR 220 £ AR
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« Select configuration(2/d MEH): S E 0| M AFEX}L X H
Ch EECH2 220| B4 2|2 70| AlEX/0|S A FLCH

Audio output(2C| 2 E&) @: TN Qe QO =3 Al S MEHSHL| LY.

+ Select configuration(qt/d MEH): S 20| M AR AL X|H LS MEHSI D MY E ZHSHL
Ch SECHe S20 B2 OC|9 X0 AR5 HBHS FLC
Metadata(H|EFE] 0| Ef): A 0fl Z 38 B EFG|0|E{ S MEdgtL|Ch
+ Select configuration(qL/d MEH): S 20| A AR AL X|H /S MEHSI D B EFG| O] H A
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= ZFYUCL EELR 582 #92 202 HEIHOIH 42| A EX}/0[5 dgs &
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- Select configuration(7+4g M=) SE0| M ALEX X S MDA PTZ 4H S =F
SLICH EELH2 552 42 PTZE X|/St= FX(Q H|C| 2 x{'Eof s Ch
Create(MM): A NS NAstD T2OUS MM S H S 2/5HL|C}
Cancel(F4): 742 FAstn 25 F 2 X2 S 2LCL

profile x(Z2TY x): T2 0SS SO AN THE TEMUS I0 HEE
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Normal state(3 4t AtEH): 7j3120| 49 9 2 2stn H3lzo| 42 Q/d% S
Current state(®i X} &E{j): ZEO| oIX YEJS HA|LICE AR HENTL H o SEIQF Z X RS [

2 & S2(0] B L CH HX|0| Y2 00| BOjXI 7L} 1V VDC 0j49] Fero| g
N 3127t ElLich

H| D
TYAIZHSHe SOt 221 8|27} fElLICE THA|IZL0| $ZEI B 3127} FA 91X 2 SOpLICh
ol HO|X[of M HES #ZSte £ 2= 24 E2i7{o| BAgl0l Y2h $Ix|= Sotuict
supervised@ai®) O 2017} x50 IRl Ol @ag HEss 7o Hes 2xs
D ERAE S QTS Sp2 B AU L. §E0| PREX| BHEX] YX[oH A Qo= =271t
Y22 MESER| (S, T2l 7Lt SRt QX)) IR E 4+ ASLICH ABS LA 28 10
=IO 7} S+l of (EOL 2| XA E)7F ERELCh
AX| £ A
B0}
T O Yok B B8 THs Axis XIS 7| & K| Y20l HHE ALBE 4 ALt
21
HBaMOl 23
HM

« View the device server report(EX| M HE 1AM E7[): £ A0|A MS &EHOf CHot &
£ S YA 2O= XS 2 A EAM0f| ZetE L CH

=

« Download the device server report(&X| M| EAM CF22E): X A A|ZH £7] 0|0O|
X|o| ALHAFEE OFL 2t UTF-8 ¥ AIO| MM M HEOA BIAE THQ0| Eohzl zip T O| 24
HELCE X2 ME| 20| 2ol [ ghaf M H M zip TS ZaSHYA L.

« Download the crash report(Z& E 1A CI2 2 E): A AEHOf CHBE XEAMRF HETL QU
O7t0|EE CHR ZEIL|CE 55 2 M0 = At T O H ot =3
27} ESELCE 0| HIMOE ESS XXT} Ze Bige HETt IS 4 ASLE £
IMELESt=e R 2 8 228 5+ JSLH L

o
21

0x0

+ View the system log(A|AE 21 H7|): K| A2, A0 Bl S Q5FHA|X|QF 22 A|AH
O|HIEO| CHiot HEE HAISIHE SEgLC

« View the audit log(ZtA} 21 H7|):
AEA U AAE 230 Ot HEE &
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Syslogi= DIAIX| 222 £ QILICH SyslogO A & HAIXIES 481 2ZESOf BjAXI £ H T3}
S AIAE, AIXS B 11 0l SMBlE AT e[S 22|Y 4 S L|Ch 2t HA|X| €2 1 HAIXIE
MMote +ZEQOf S S LIEIE A8 RE7F BAIE 1 A2 230 gete o

|5mwmmm»WMm§$ﬂaaE%a@um
BSAE: MHO SAE 0|2 =P =AE QEStLC

Format(Z3): AL syslog M| A|X] ZOHS MeSHL|C},

o« Axis
« RFC3164
« RFC5424

Protocol(ZE2 EZ): ATt T2 EZ MEH:

« UDP(Z|2 A ELE:514)

- TCP(7|2 28 £E:601)
« TLS(7|2 47 ZE:6514)
Port(ZE): LIE ZES Aol H ZE Mo g HET LI
Severity(MZtE): E2|7{E I M&TH DA|X| S MEHSHL|CY.
Type(f¥): E&3tels 21 s UL CHL
Est server setup(MB| 27 H|2E): 285 XMTol7| Hoi| 2= MHO|| HAE HAIX|E 2-L

CA certificate set(CA IS M MH): sixjo| MH S =0l ALt QIS M E F7tetL| L

LI
Ut D42 Axis TX| 74 ZH0| Al 1F ALBRIE 9I3 2 LICE O HO|X| oA CiEo
O f4E Aystn BY 4+ gL
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Restart(R§ A &): K|S AYAIHTELICE O] = A 2730 s T HSLLh 2 T
0| MO| At 2 2 R A|ZHE LTt

Restore(E5 1) O£ 22| €2 3T S5 Al 7|24 22 KFE|HA L. LSO
TSt AP EXEX| G2 2E= WS CrA 2X[5t2 ORI E Bl = 2| M= ChA| 2
T8 At

=¥ 2 ML= feet 282 L& 2& Lt

. HE Z2EZ(DHCP £ 1)

. IFIPFEA

- 7|2 2%H

. Med oAz
«  8021XAMH

« QO3CAMH™

« DNSMHIPFEA
Factory default(3 % &5t A| 7| 23}): ZE 282 ST St A| 7| 2ULE K[Z2[HAl2. 0
20| ZX|of AMAT = JqEE P FAE R EYSHOF LT
H|

BE Axis K| ~AZE Q0= C|X| 2 MAE|Of YX[0 AS5E 2T EQOTH AX|2 = US|

Ct. O|HA| St Axis FX| Q| FEIH Ol &[4 ALO|H] HOt =32 LS =Y 5= UG LIC AbA|et

L8 2 axis.comOj| A Bi A "AXIS Edge Vault"E &X5IAA| 2.

AXIS OS upgrade(AXIS OS 41 3|0|E): A AXISOS HHH O 2 g 0| =Bt CH A EE|A0E=
SE Vs HA+=H A 9WOI M2 7| 50| ZgtE LCt & %A AXIS OS EI_ A& 5t
= 40| & L|LCE F|Al A 2| =E CIRELESIH axis.com/supportE o|ls8tL I:I-.

P ol =g I CtZ M 7HA| S SO A MEHSE == Q& L|Ct

« Standard upgrade(2= ¢ 18|0| E): AH AXIS OSHAMo =z ¢ago|EetL|LC}.

« Factory default(Sd £3} Al 7| 2%): ¥ 0|EStD B = HFS ST B A| 72442
2 D[Z2[HAR.0| SHE MEISHH 12 0|= 20 O AXISOSHT = &5 == 3
SLCH

« Automatic rollback(X}- S Stl): M™H = A|ZF LJO €AY O|ESID Y2 0|EE =tQISHA

Al Q. EHOISHX| Qoo XFX| 7} O| & AXIS OS H{ M © 2 | =0zt l:|-
AXIS OS rollback(AXIS OS EtH): 0| M0 MX|=l AXISOS HHH S 2 &| =& L|C}.
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