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l OlE{mo| A

[ -

SR 9 AZH
A HA2 | BeteX el ¢lof -0 et CHELICH
H| o
KXol EMet AlZE2 NTP MH et &57|2t5t= ZA0| E5LC
Synchronization(&7|3}): FX|o| &M X A7t S7(=2 M2 AJE“%.“—I Ct.
+ Automatic date and time (manual NTS KE servers)(X} S 8l AlZHES NTS KE A H)):
DHCP A1H-|01| HAALZ HOF NTP 7] A™ MH ot E?|§}§,+L||:f
&S NTS KE MH: &L} E= —'|:— 7He| NTP ME{Q| IP F=AE A=TL|CE & JH2| NTP AH
Atﬂot“ 42 Xz & Mo YHE WES 7|t.'_f9§ AZtE %7|§P3t1 gt
- Max NTP poII t|me(*IEH NTP Z3 A7 AGIOJE=E AZHE 27| 8 NTP AHE =2l
st WY7HX| EX|7F 7|CHe{oF Sh= Z[CH Al7H2 MEHTHL|CE
- Min NTP poll time(Z|4 NTP E A[ZhH): YGHIO|EE AlZtE 27| [ NTP MHE E&
o M7ER| FX[7F Z7|CH2{OF St= | AlZhS MEHSIL|CE
. Automatic date and time (NTP server using DHCP)(X}& =X % A|ZHDHCPE AtE5l= NTP
A1H1)) DHCP MHof GHZE NTP MH e} S7|%bgtL|Ct
Fallback NTP servers(CHX| NTP A{H{): S}L} EE= = JJQ| CHA| AH Q| IP =AE Q&HTHL|CH
- Max NTP poll time(Z|Cf NTP & A|Zh): YHO|EE A|ZHE 7| -,-|*H NTP MHE Z&
gt WXl X7 7|ChE{of St= EIEH AlZtE MERBL|CE
- Min NTP poll time(X|A NTP E& A|ZhH): AUOO|EE A|ZtS 7| Q8 NTP AHE Z&
g W7LX| FX| 7t 7|ChE{of St= *IA AZtE MERBL| O}
. Automatlc date and time (manual NTP server)(X}S 2 & S! A|ZH(ES NTP AlH)): MEHSH
NTP A1H19t & 7|3t o}
S NTP MH: 3} tEEE £ 719 NTP Mo IP FAE A&BLCE F JHO] NTP MHE
AtﬁﬁtL 42 FXe= 5 MO LHE HWEZ 7|HCE AtE S7|5tstn =g L|Ch
- Max NTP poII t|me(*||:|| NTP E&l AH_I-). QIHIO|EEl A|ZtS 27| 8l NTP AMBE Z2
gt W77kX| K| 7¢ 7|Ch2{0F St= O AlZtS MEHBHL|CE
- Min NTP poll time(X|2 NTP E3 A|Zl): YGHO|EE AlZtS 7] 8 NTP AHE Z&
gt W7X| FKX| 7 7| Cp2{of 5PE E A A7HE MEASEL|CH
» Custom date and time(AI2XF X|H & 11|- ol A|Zh): =502 YR 9 A|ZtS M™SHL| L Get
from system(A|ARIO|M ZIX 7)) SE60] ZAFH L& ZHY XM IR & A2 A
= o X3 7tM Lt
Al ZhEY: Atﬂd AI”EHE MEASHL|CH L& HoF A2t U HFE Ao S A|Zto] X522 ZFE LTt
« DHCP: DHCP MH{Qo| A|ZICHE R{EHTIL|CE O] SMEZ MEHSI{ T HX X7 DHCP AMH
o] 1AL O] °'010F et
. Manual(-’l‘- ) EECHE SE0M A|ZHHE MEdTHL|CH
H| 2
AMA"OME ZE 53, 20 W A|A"” M| SR X A|ZH FO0| AMEE L|CH
HEL3A
IPv4
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g QEmo] A

Assign IPv4 automatically(IPv4 XIS &2): L EQA 2t2EH7F X0 IP FTAE K522 HHSIEE ol
ot MenstLict CfEEol YEHIO thof X5 IPOHCP)S AZBILICHP FA: BX0 123 IP F2E o
HotHAR. NP IP FAE ZF FAIF IR0 32 AElE HEYIA YoM 2X92 P E = JSLICH
=2 YAStHEH 0P IP FA5 D57 Mo HER 22| XA 22|st= A0 ZELICEMEY OpA
3. MEd OA3E 23510 LAN(Local Area Network) L0 Q= FAE HOL|CL. LAN 2E9| B &
Fae 2R HE S1teLICLRouter(2t2E): CHE HERT 8 HERI MAHE AHAZE FXE HEsI=
O AF2E= 7|2 2tREHAHOIEY0])S IP =AE =Tt C.Fallback to static IP address if DHCP isn't
available(DHCPE Al28 £ gl= ZQ 1M IP TAZ ZEUl): DHCPE AMES £ QI IP FAE KI50=
sotst & gle A HNEZ ASE 1N P F45 FUsta® MeBc
H|

DHCPE AF8T 4 @1 BX7 1F F4 [IXE A8 3L, 18 FoL NoE ¥z 3

MEIL|C}

=

IPv6

Assign IPv6 automatically(IPv6 X} &) IPv62 HD HESQA 2t2H7t X0 IP FAE Xt
o2 LHSEE St MEiSL|C]

oln

SAE 0|2

SAE O|E2 XHEOE HEh U EQD BHPE I BA|) SAE O[22 P F42 HEO2 ALEE
B3 MEISILCLSAE O[S FXO| HMAshEs CHE LHOR ABs Y SAE 0|52 £502 YAy
LICH M EIM Y A|AEH 2= SAE O|2E2 AL 8= EAH= A~Z a~z 0~9, -QL|C}
57 DNS H0|EE &/dstptL|cH:  FX|Q IP ATt HAE Mot X7 =0 Ql 0| AH{(DNS)
J|Eg AHEo2 UHOES S B{RFLICLDNS 0|5 S5: EA|o| P =42 Jt27|& 1 20

Ol 0|28 UHTLICL 8= EX= A~Z, a~z, 0~9, -QL|CLETTL: TTL(Time to Live)2 DNS HZE

7t HHOIER|7| Mo faot 4E{E |X &= AlZtE AL
DNS AMH

Assign DNS automatically(DNA X} &%) DHCP ME{Z} AM =0iQl S DNS M FAE FX|0of Xt
SOE St St MEHSIL|CE CHRE2| WEA0| CHeh Ats DNS(DHCP)E # & gL Ct.Search
domains(EH|Q ZHM): HASIE|X| U2 SAE 0|E2 AIRSt= A2 Add search domain(ZM ol
F7HNE 2D X7t AH&St= ZTAE 0|§2 AMY =S AT L|CI.DNS servers(DNS A{H{):
Add DNS server(DNS A Z£7HE Z 23l DNS MB{O| IP =AEZ Q2{stL|Cl 0] AL L ESI0|A
SAE 0|22 P Z=AZ2 HSHSH0] FZBHL|C}.

HTTP % HTTPS
|Sste ZREZYLCE &=
I

S
X0 HTTPSE At3t2{H HTTPS QIEAME MX|s{of &L|Ct. ASME MM MX|5E{H System >
Security(A| 28 > HONZ 0| FTL|Ct.

Allow access through(8 M A | &): AFEX7F HTTP, HTTPS 2= HTTP and HTTPS(HTTP 3! HTTPS) =2
EE & OE S X0 AA5t=F S LX| MeigL|C}
H| D

HTTPSS Soll d=otel & HOo|X|§ BE= 8% 59| HOXE N& 282 If 50| Xotd =
ol L| L},

HTTP port(HTTP ZE): A% HTTP LEE Q2igL|ct HA|= ZE 80 Fi 1024-65535 # Qo @
= ZEZ 5|8l A2 200 22 1-1023 P9l LES YHY = ASLICL O] HP9
LEZS AMBSEH A7t HA|ELCLHTTPS port(HTTPS ZE): AL83t HTTPS ZEE Q&{giL|Ct. FX|
£ EE 443 T 1024-65535 #9|o| RE HEZS SSYLCt HE(AE 2IQIS A 1-1023 # P9
ZES 98 =& gLt O #Helo ZES ALE5tH Z1n7t HA[E Lt Certificate(AFM): X
Of HTTPSE g gstote{® ASME ML L
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¥ QIE{H o]~

[ -

HEHI M4 =Z2EZE
Bonjour®: HEQI0M A& HAME 3|85t2{H 0| FMS ZL|CL.Bonjour O|F: HEIO0 BAY 0|2
UHYLCEL 7|2 0|52 TA| O|§1 MAC FALICLUPNP®: L EQIS0M XIS HAMES 31852 H 0] &
MS ZLCLUPNP O|&: YESZ0 EAY 0|F2 YHLLICL 7|& 0|2 TA O|F3 MAC Fo L
CLWS-HM: WEIM A5 AMS o{8ot2iH 0| 545 FLICILLDP 5 CDP: LI EAJ 0 Xt5 A4
2 o|25t2{H o] FME ZLCt LLDP 3l CDPE II™H PoE M@ A0 X|A0| M4 5= JAESL|CE PokE M
g s 2HE SH2SI2H SHE/O Pok MR Y ME2Z PoE 29X E P
=EE2H T\
Hitp proxy(Http ZZA|): |88 HA0| [t 32 T2A| SAE E& P FAS XYBLICHHtps
proxy(Https TEX)): 6|25 HAof T2t 22 T2A| SAE E& P 548 AFHLICH
HTTP 9 HTTPS T2 A|0f &&= HAl
 http(s)://host:port
 http(s)://user@host:port
« http(s)://user:pass@host:port
H| O
HXE MAIZSO 228 ZEA 4¥2 H8U
No proxy(ZEA| §18) 22 T2A|S 235120 No proxy(ZEA| 812)2 ALBYLICL 220 AU 2
M E SILIE QAL dE2 PE0 o2 HE YLt
- HF7
. P FA KW
. CIDR HAlo| IP =4 X|H
o OO o2 X|H(0: www.<EHQl 0|2 >.com).
- E8 Mo 2ZE ot =0l XF(O: .<=mQl 0] F>.com).
One-Click Cloud Connection
One-click cloud connection(O3C)1dt O3C MH|A= O XA LE AAIZE B =31 A0 20 otMsH Ol Ul
HMAE MBS LCH XM LHE 2 axis.com/end-to-end-solutions/hosted-servicess ERSIMA| L.
Allow 03C(03C & 8):
« 28 0|A0| 7|2 AFYLILt. AHUS S O3C MH| A0 HZASIHE FKX| O MO HE
= ZH FELUL Mol HES F£E = 24A1ZF O[LJ0| O3C MH| 20| HXE SE3HOF oL
Ch. O™X| o™ FX[7F O3C MH|A0A HA SN ELICL ZXE SEET Always(2 )
7t 2gete|n FX|[7) 03C MH|A~0f HZE M FXA|EL L
o g A ABUHS SO O3C MH|A0 ol HAAS X[EHo2 AzgtL . X5 SE5HH
O3C MH|20f AZE X FXE YO X2 HO HEO FX s 82 0 4845 MEHLCH
« OfL{Q: O3C MH|AE HjZdatetL L.
Proxy settings (ZEA| H7): ZQot Z2 ZEA 2FS Y50 TEA MBO| HEYLCLSAE: TF
Al MEO| FAE UHYLICLEE: HMA0 AMEE= ZE HS S YHYAIL 2R Sl IjAE: L@
o 39 ZEA MHOf Ciot AEX 0|5 8l A EE Q2oL ChAuthentication method(215 UH):
« 7|2 O] W2 HTTPO| CHel 7t 22bd0| FOojH Q15 MAYLICH Y2SHEX| gF2 AREXA} O
S0t AES MHZ HE57| [HZ 0] Digest(EIO|HIAE) A ECH OFHSEX| RS LICH
« CIO|HAE: O A2 oY HEJIS SO Yootel AJYEE HESHI| WE0f o FFSLCt.
« AE: O] FHS AMESHH X /A= SY W2t X7t A Yy M = ASLICL 2
?l= CIO|H2E 2, 7|2 &Y &M=z dFL(Ch N
2/A AF 7|(0AK): 27X 21F 7|5 7IM22{H Get key(7] 7t 27|)& S=HELL 0[A2 FX
7t YetHOoILE ZEAIQIO] QU0 HAE B0 s LICH
SNMP
SNMP(Simple Network Management Protocol)& O|238l0 HEQI ZEXE 2oz g £ JASL|CH
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o QE{H oA

SNMP: At23% SNMP H™ S MEiSHL|CL.
« vl 89 v2c
- Read community(2}7| HRLIE]): X|El= ZE SNMP X0 CHsljf 47| M ATHO|

A= HARUE 0§82 ¥ 7242 SHYLICH

- Write communlty(M7| 9-|.,'E,'.L|E|): XNE = T E SNMP X0 CHsH A7| = M7 HSE
Of A= HRLIE| 0|52 YUHYLICHS 7| ©& M Hel). 7[242 27| YL|Ct

- Activate traps(E3H &/d3}) ERME IS HS5IHE HAYUAR. X = EYS ALESHY
Saot O|HE = SE| HFO| CHSE HAIX|E 22| A[AE0 2HLCh @ QLB I O] 20
X SNMP vl B! v2cOf Cist EHE HM™T = QUAESL|CH SNMP v3e 2 HZASIH L SNMP
£ N EMO| AHEC 2 AT L|CE SNMP v3E A3t A2 SNMP v3 2| ofZz|#
ojdg S EBMS 48 = ASLICH

- Trap address(E3 FA): 22| MHO| IP TA £ SAE 0|28 USAAIL.

- Trap community(E HFLE|): ZX|7t el A|AH E- HAIXE 29 I AtEE

HRLUES QgL

- Traps(E®):

- Cold start(E2E HE&): HX|7t A|7£|FEI 0 E HAIXE 2 |_||:f
- Warm start(8 2AELE). SNMP A7 | Al X &

- Link up(¥3 @) A} Cr2oA © g HAXIE 2Lk
- Authentication failed(Q1Z A Ij): Q1= A7} AMI|s}H E& HA|X|S EWHL|C}

H| 2
SNMP v1 8l v2c ERHS M B= Axis HIL|Q MIB EO| 2dStE Lt Mt &2
AXIS OS Portal> SNMP= Hx3IA Q.
+ v3: SNMP v3= ool 8l HOI oS HEot= HCp Qo M Y L|CH SNMP v3E ArEdte{H
A5 HTTPSE S8 M&E22 HTTPSE E43lste 20| ZELCH Eoh Ao gle SHAXLZL
US| K| &2 SNMP vl 8l v2c ERO| HMA5t= AS LX[ZLLCE SNMP v3E At83t= B2
SNMP v3 22| OfZ2[H0|dS S ERMES 2-Y = UASLILL
Password for the account “initial"('X7|" Aol AL E) 0|20 'initial'@l A9
SNMP IHAQIEES UHSL|CE HTTPSE &d3idtX| e MAQES &L = UK T
ARSIK| FELICE SNMP v3 HAQE = o Hiok MES & Qa0 HTTPS7| HABIE 42
oot MFSE 20| ZEL|CL MAYCE AP HAYC Lot of o[ EAEX| &
SLICH HAYEES CHA| B E HXE 3 7|12 HY2= WHEYsoF Lt
Hot
ASAM

AEME HE/AIYS XS ASst= O ALSELICE O X= & 7HX &l 2ASME XUt
 Client/server certificates(22t0|HE/AMH 21 ZFA{)
H

SatoloE/MH QIEME &K DS ASSH XK MY & Yon CAQS 7oA o
22 & ASLICL MN MY ASME Hote 238 HSoiH CA 2 ASME &7 H©

In

.I
CA ISME A8 mof ASME ASYUCL OE S0, X7 IEEE 8021X2 HI & =
o 4

= o
HESI AZE 2 0S5 M| IDE BSYLILL X o= oAz 742 M4H ZX & CA
S M7t ASL Lt
ANYes 842 Chant 25U
- 95M HAl: PEM, .CER .PFX
« J§Ql 7| HAl: PKCS#1 91 PKCS#12
T2 A

HXE Y £ Al 2R MHEESH 2

rn

AISMZE AMELICE AME 2X[E CA AT A

_|_

« More(H{ H7|) e c REMSEALE MENSE =71 EE FA|THLCH
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o QE{H oA

OF

« Secure keystore(HQt 7| K& A): 72 7|E CtMSHAH X ZASt2{H Secure element(HQF @A) I
+= Trusted Platform Module 2.0 MEHTHL|C}. MEHSH HOF 7| H&EAQ CHSH AEMSH LIS &
2 ¥ help.axis.com/en-us/axis-os#cryptographic-supports EZSIAMA| L.

« Key type(?| 98): QTME E25HH EEOE SE0M 7|2 =3 Y02 FO|Lt O
2 st ynaEg MY

o= [

a

oo

© Jgo %= Hwos ChE0| ZetE Lo

. Certlflcate information(QS A FH): AKX = QASAo £MHE FLLCt

» Delete certificate(ol"kl AFH|): QIS ME AX|SIAM A 2.

+ Create certificate signing request(QISAM MEH @XF MAM): C|X|E ID AIEME AMH
g 7080 EH 93 M 2F 2 gL

Secure keystore(sl?_i 7| MEA) O

« Secure element(29F 2 4)(CC EAL6+): EOt 7| K& A0 E?_P QAE AIRSIa{H MEistL|Ct

o Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 & 2): 29t 7| MZ
= ALE5te{H MEiStL )

by
Ot
N
o
OoF
==

In

TECER-ER TR

IEEE 802.1xIEEE 802.1x= M 9 BEM HEY A X EO =S HIst= ZE 7|8t HEKA £9Q K|
O E @It IEEE &= QI L|Ct. IEEE 802.1x= EAP(Extensible Authentication Protocol)& 7|—’.._‘—9§ ot L|C}HIEEE
8021XE H3kl= HERA0 °"*1|*0PE1”4 HEZ FX7t HHH2E ASE00F gLICH AF2 2T
MHOAN Sz, YEI™ o 2 RADIUS A H(0]: FreeRADIUS 3! Microsoft Internet Authentlcatlon Server) ¢!
L|CtIEEE 802.1AE MACsecIEEE 802.1AE MACsec2 0O|LC|0f OHHIﬁ S8 D2EZES Q3 HYZAH Oo|H 7|
9 DANS Ho|ste IEEES] MAC(D|L|Of HAA 7HE =) sof E-’.-_‘-%I L|CEQISMCA ._oM glol +4
MH IBM FaH AAZL HiZ etz X AZ4E HEYZ *71I°*0I XA 1E5E AlE=g L Ch
ME AT I Axis 7+ Al 717] & Q15 AH = EAP-TLS(ZE 7t5 Q15 Z2EF - 7.‘_*0 AHZE EOr)
2 AEME KNHEoZ QIFeL|ChEX 7} °"‘A1% S EzEl= HERZO ANaT

£ ZX|0] MX|8l|of g L|Ct.Authentication method(Q1= HiHH):
lient ertificate(—Z-E}0|°1§ ?_Iokl): IEEE 802.1xE Al2% Z2}0|
&= = OIZME AIR3I0] 22/0[0IEC] DS 2HolSHL|CHCA ASA:
H1°| IDE =olgtL|ct QIZEME MEISHK| Yo FAl= AAE HERZ
FL|C}.EAP |dent|ty(EAP ID): 22I0|YE Q1= AQ Y=l A

L |

b

rero->mure otpe
e
> Ul
0o
10|
il
'}
=)
Q
mJ
2
|>|
FT

|m ol
=2

] OH'AIE EAPOL versi on(EAPOL HH): 4 E ALK M At = EAPO M EH SF
IEEE 802.1x(IEEE 802.1x A}&): IEEE 802.1x #EEE‘E—% Al ™ MEHSHL|CLOI= it o 2 [EEE 802.1x
PEAP-MSCHAPV2E AF23I= ZAL0|0F 0|28 AMES 0|28 £ &L|C}
. TAQIE: oS AFSX} DO HASICE ol 2BiL|Ct
« Peap version(Peap H{H): | EQI A{X|0|N ALE /& Peap HH S MEHTIL|LCE
. Label(2}%): 22}0|QIE EAP ASBIZ ALRSI2{D 12 MENstyl, 2aj0|QIE PEAP OtS3t2 ALR3}
2{H 25 MENGIL|C} Peap HW 12 ME5t= 42 UWENZ A2X|7} AHESH= 2tHg MEigtL|Ct
IEEE 802.1ae MACsec(HX CAK/AIH 2 7))2 0I5 &yoz Arst= Z0|ok o[z3 4¥g 0|8
g &= AEL L
o 7| UX| AA A F| 0|F: HA A O|E(CKN)Z LHtLICH 2 ~ 64XI(2E 2 Jt5) 16
Tlg=0o{of E.”— Cf. CKN2 gZ M =522 #4350 stH, XS0 MACsecg Ed3}d}
HE 3ol AE E0M LX|s{oF L|Ct
o 7| YA AHF #AH 7. A4 /A F|(CAKNE YHTLICh 32X = 64XtQ| 167I=0{0F B L
C}. CAKE G Bai0|i 2502 A0} 810, A 20| MACsecS &43tstai® A0 o
Z 2ol LX|sloF gL Ct.

SXE oY 2 WX

Blocking(\tEt 5): 248 [f@l 322 XIEHSI2B AAAQ. 2Xd [jol 322 AY %S S3) 219
e EE oo 7|8 FRBLICLAT 7k A Y SAS AT MRS @ LICHAHE
z7: 220 AME| Mof 3{85lE 28 o 41 23E YHAPLUCL HOX +51 X +F 2
SOl BI8EE A 48 85T + Ay

I
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¥ QIE{H o]~

[ -

B

o= 80 oieh 2o M oM MEM +9E ZE +AUXNIF BAE U

sy

fl

#0070 $ARE YYE + ULt

| Add a recipient($ 41Xt £7}): SAIXE F7peiE Y 2LCt 0|8 $4x2l 0|28 ¢
el L CHType(R8): S20)Af M

- FTP

- BAE: MBI IP FAL ZAE O|EZ YHTYLICL ZTAE 0|EZ YHS= 42, DNS
A H 7} System > Network > IPv4 and IPv6(A|AEl > HEQ3 > IPv4 U IPv6) OfZ[0f
XE8EO UKl SASHHAIR.

- XEE: FTP MW7} AI8%l= ZE ¥ E YLD J7|&27t2 21 L}

- Folder(Er): mMtAS X ClHEZQ ZEE YHSMA|R. CIHEZ[Tt FTP MHOf O
O EXsHX| o, oS P2 U 2F MA|X|7} EA|ELCE

- Username(AI2X} 0|E). 20158 AIE2X O|EE YESIMUAIL

- ODjAQE: 2088 T IJAYEE AUHSEIAA L.

- Use temporary file name(YA| It O|E AlR): X502 MHE Al Ot 0|22 2 1}
A2 YEESIHH MEHGILICE YEEE 2AESIH oY 0| F0| {lstE O|§2= HHEL|CH
HECIL SHHE 22 &=4EF ool gSUCH agL oFs| YAl DS ¥ = UAsY
Ct. O|EA oM {Adt= O|E2 717 2E m@0| SHEX & £+ USHLCH

- Use passive FTP(=& FTP Al8). FHAXOl MI0O|M HE2 Ehed| Cia FTP MO
Hole AdE S5 QFSLCH FX|7F o4 Mo Chst FTP ®of % Ojo|E AHZA
2 25 HIHOE AETL|CE Ol YutMo = FX|Qt CHa FTP AMH AtO[of g
ItHO| U= F20o Eagy

o« HTTP

- URL HTTP MHO| Ciot HEQZ FAL QNS N|gd AJZYEE YHSLICL O E 2H
http://192.168.254.10/cgi-bin/notify.cgi & L| C}.

- Username(Al2X} O|E): 2018} 2{H AKXl O|E2 YHSIAMAIR.

- HjAQE: 205 HEH IAQEE YEGYAR

- Proxy(ZEA|). HTTP MHBO| HASIY| sl ZEA MHE Suteliof 5t= 42 Zash
HEE AL LT

URL: HTTPS AMH{0]| CHSF HERT Fo 22 Malg 23EES YU & =

M https://192.168.254.10/cgi-bin/notify.cgi & L| C}.

- Validate server certificate(MH QIS A| =Ql). O] MAXE MEHSIO HTTPS MH 7} MM
o IZMZ MElgtLCh.

- Username(AtEX} O0|&): ZQI5I2{H ALEAL O|EE YUEHSIMAIQ.

- ODjAQE: 205l H IjIAYEE QEHSIAMAR.

- Proxy(ZEA|): HTTPS ME{0 GIZ2l7| QI Z2A| NHE SDpejof st 2 Lo

NEE HD Ayt

- HE3 AELX
NAS(Network-Attached Storage)?} Z2 U ER 3 AEEXE FItst
A8 4= UAELICH mY2 MKV(Matroska) Mt & |
- SAE: HEQ3A AEZXQ IP FAL A
- Share(3f) ZAENM 37 0|52 YL LCL
- Folder(EL): It N ClAEZQ FEE YHSIMAIR.
=

SAE: MHO|IP FALL DAE O[5S YL L 2AE 0|E2 YHSt= 42 DNS

A H 7t System > Network > IPv4 and IPv6(A| ARl > HEQ A > IPv4 3 IPv6) Of2[of

AEE J=K =2QISHH A 2.

- XE: SFTP MHJI At8%t= ZE Blo 5 Lot J[27t2 22 LTk

- Folder(ZL): WS MY CIHERQ ZEE UHSMA|R. CIHAEZ|JL SFTP M0 O]
O ZXHSHA| o™, IS Y2Ed I LF HA|IX|7F HA|EL|CH

- Username(AL&Xt 0| 8): 2005t H ALEX} Of 2

fu

x|
£ YEHAR.
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[ -

- HAYE: 200628 HACS YSSYAIL.

- SSH 3AE ZJ| 7| SE(MD5): Yz SAE ZJ) 7|(32xt2| 16714 BxtY)o| x2S ¢
H3L|Ct SFTP 2210/ E= RSA, DSA, ECDSA 9 ED25519 SAE 7| 89| SSH-2Z A
23l= SFTP M2 X|YStL|Ct. A A| RSAZ} MSE|= 0|0 ECDSA, ED25519 9
DSAZl 1 £ WELCH SFTP MB{O|M ALESt= SHE MDS ZAE 7|5 Y= 0f
BHL|C} Axis AHX|= MD5 2! SHA-256 SiA| 7|2 2= X| &K OF MDSRCH Zaist B
ot 23l SHA-2565 At&%t= A0 ESLLCE Axis ZX |2 SFTP MHE F45t= &
Hol CHot XEMBH LI82 AXIS OS ZES st A| 2.

- SSH 3AE &I 7| SE(SHA256): A7 SAE ZJ| 7|(43Kt2| Base64 QAT ZXY)Q
X|28 QaStL|Ct. SFTP 2210/ 91E= RSA, DSA, ECDSA 4 ED25519 SAE 7| 930
SSH-22 AFE3H= SFTP MB{2 K| AEFL|Ch SA A| RSAJ} MB = B 0|0 ECDSA,
ED25519 9! DSA7Z} 11 S|E MEL|Ct. SFTP MH{O|A AFRStE SHIE MD5 SAE 7|2
QI HB}OF BILICH Axis AHAl= MD5 91 SHA-256 3jA| 7|2 @& X|5x|aF MD5&C} 252
S HOLS 9I5| SHA-256% ALZdtE 210| Z&LICE Ads ZXZ SFTP MHE TAsHE o
Holl oish XpMT L2 AXIS OS ZES TASHHAIL.

ol

- Use temporary file name(YA| Dt 0|5 AlR). Atz = MME Al O O|E2Z 1}
A ZCoP ML YR2CE Rt I Y 0|S0] skt 0|S02 HELICE
YEETL SCHE 342, &dE ool gELCh dLt ojFs| YAl LS B2 = UAS
LICH. O|HA 3t @dt= O|&& 7T E& M0 SHHEX & £+ JUSFLCH
e SIP or VMS(SIP EE= VMS)
SIP: SIP T3S Ze{™ MENGIL|C]
VMS: VMS T3S Ze{® dEighL|C}
- From SIP account(L X} SIP AH™H): S=Z0f|A MEdSHL|LCY.
- To SIP address(={X} SIP FA): SIP FTAE & shL|C}
- Test(H|2E) 53 47H0| 35t=X HAESI2HH S LTt
« ol
- Send email to(O|HY HE CHe): OO YES TS o0 Y FAE YHFLLH F2E
of2f 7§ LSt FEE O|HY FAE FEIMAIL.
- Send email from(O|H¥ EM): 2= MHo| O|H Y FAE YHetL|CL
- Username(AL&Z} 0| 8): O MHo| ALEXL 0|52 YT LICHL O|H Y MHOAM 2SS
QF5HA| @i= 4% 0 EEE H[f s Tt
- HAQE: oY MHe AQJAES YLD oMY MHUNM 252 275K &

= 4% 0] 2EE H|® sL4Ch

- Email server (SMTP)(O|H|¥ A{H{(SMTP)): 0| & =0 smtp.gmail.com, smtp.mail.yahoo.com
I 22 SMTP MH O|E2 #etL|LCt.

-  XE: 0-65535 HQ|o| 72 AI23I0 SMTP MHQ| ZE HSE QaTL|ICH 7|EZf

= 587¢YL L}
- Encryption(¥=23}): Aot AEst2{H, SSL £= TISE MESIHAIL.
- Validate server certificate(A|H QIS M ZQl). USTHIE AIRSE 42 %
o

(o]

o — = -

L& MEISL|CE O] 2B M= CARIE 7|2hoilM XpH| MEStAHLE Hast &~ &L
- POP authentication(POP Q1Z): POP MH O|E& EH3I2{™H HMAI2(0]: pop.gmail.com).

H|

A2 O|H Y SEAt= OfE O|H Y O FALSH HEfE FASHHM ALEXIZL 20| 2
HE odg 2L E= A2 Nostr| fiof 2ot ZHE ALEgLICH olH Y MaYgHel &

oF M S =QI5H0] oY AFO| FIZ|AL oy oY X|= YOl YUZE YA,

- TCP
- ZDAE: MHO IP FALL ZAE 0|E

X7} System > Network > IPv4 an

AEEO A=K =2HRISHU A 2.

Q-1ijo

- Port(ZE): MH M0 ALEEE ZE Mo E YHY L

Test(5|=2) 285 H 40| 2 FolE CH3O0| H3tE LT View

¢ o
223 S EeIL|Ct.Copy recipient( X} SA}): =4

xy e
recipient($ 41X B7|): B SAX HH HeE r

RS BARSIE{ T SEBIMQ. ALY [ M2 ~AXE WA 4+ A& L|CHDelete recipient(3:AIX} At
H): $AKE gixoz AtNsia® Sagych

oy
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H2E L8 BATF BAIEHLL | Add schedule(2#H|E F7}): 27 &= BAE Y514 EH S8tLich

& E2|HE MESI0 E2 =822 E2HY &= /JASLILH oE 9 =5 E2AZ HME 4% ¥ +4
St= 52t WMZ HBEY = JUSLICH

MQTT

MQTT(Message Queuing Telemetry Transport)= AFE CIEHUl(IoT)E st HEE HA|IN ZE2EZQL|Ct Tk
SlEl IoT E3H2 9o dAZYer 22 AL FZZHsmall code footprint) i} %A HEQI CHYZCZ AH
A E AAGHY| ol CrYot AA0M AMEELICH Axis X AZEQ|0{o] MQTT 22I0|HEE Folf &A|
M WME O X O|HEE Fe 2| AT EQO(VMS)Zt Ot A|ABI0 ZHESHA Sotd = USLICH
717| & MQTT S2t0|HERZ HETL|CE. MQTT 842 S20|HEQ EEAHE= & AEHEE 7|2 oL
Cf. SE0|HE= HAIXIE LD 8BS 5= UGLICH BE27H = Z20|UE 7Ho| HAX] 2t 8 S =HEst
LICHAXIS OS Portalol M MQTTO|| CHs AtM|S| ot=E == UAELILCH

o
rir
T
_‘
=i
O
o
N
o
il
M
[H
HU
Hm
MU
=2
>
o
m
rir
T oin
no
_(3_}

NS ALBSIN otsofl s185ls EX ZEO|A MQTT
| ct.

MQTT Z2}0|HE

Connect(¢Z): MQTT S2t0|HEE 7L} GL|CtStatus(ME): MQTT E2I0|HEQ| HX| MENE HA|T L
CHEHSAE: MQTT MO SAE 0|2 L IP FAE QEHSIAA 2 .Protocol(ZRER): AIRE Z2ZE
S22 MHYLCLEE: ZE HDE YHTL|Ct

. 18832 MQTT over TCP(TCPE E3 MQTT)O| 7|27+l L|C}.

. 88832 SSLE E3 MQTTO| 7|£7+L|Ct.

- 802 ¥ A3g ST MQTTO| 7|2t L|LCt

« 4432 W A7 HOZ 83 MQTTQ 7|27tL|CH
ALPN protocol(ALPN Z2E &) MQTT E27 Z2XI7t K| &3t ALPN Z2EZ 0|28 et} 0=
SSL2 &%t MQTT 3 & A7 Bot3 F% MQTTO| ot M-8 & L|Ct.Username(A& X} 0| &): 22I0|IE 0N
ME{O| BN ASEZ| 25 ALRE ALEXL 0|52 YU L|CLIfARE: AKX} O|FQ HAJEES UHStL
Ct.Client ID(220|HE ID): S2t0|HE IDE AHSIMA|R. S20|UE AEX= Z2I0|HAETL MHO| AZA
g 1 MHE ™MEELCHClean session(Z2 MM): 12 X AZ ofx| Ao SE2 HojgL|Ct MEHSIH A
4 9 AZA S| Al ME} HETJ ALK E L CEHTTP proxy(HTTP T EA|): %|CHf Z0|7} 255HF0| E QI URLYIL|

Cf. HTTP ZEA|2 AI24tX| 2%O2{H LWEES H|Q = 2 Q& LICHHTTPS proxy(HTTPS TEA|): %Cf 20|

7} 255HF0|E QI URLQIL|CH. HTTPS T2 A|E AIR3SIX| $Oop{m LWCZ H[Y S £ U&L|CHKeep alive

interval(Zt2 ©X|): 22fo|E7} 71 TCP/IP AjZF X112 7|t D2 glo| MHE O o4 ALRS + gt
I

= HEFAL MQTT S2I0|AHE B0l A OAIX] H LWT o
EHO| A Al =AM AR E L|CHReconnect automatically(Xt52o 2 xjHZE): AZA 8| & SEI0|AHET}
2 CHA| AA8H0F St=X| 2 E X|ELCLHAX| HAAZAO MHYE I HAIXE EHX| ofF
HetL|Ct.Send message(H|A|X] M&): HA|X|E ELZH A2 HHSIM 2.Use default(7] 23 At
Xalel 712 AXIE LS DA Topic(FAH): 7|2 AKX FHE YL Ct.Payload(H|
E). 712 oAIXIel &2 Y= L|CtRetain(FX]): O Topic(FH|)0|A S2I0|HE MEfE FX|S}
ot o QoS A2 HATL CLOMX|9 g HA|X|OrX|S FA(LWT)S
SIH SEIo|AETV EEA0| GZE I X4 S &

SHOo=E HAO| BOX|H(TR
of AIXIE MEE &= ASLICH O LWT Oj|A|
Ct.Send message(H|A|X] ™& M A
o ARR): AHel 7|2 MAIXIE LHSIHE DYA . Topic(FH): 7|2 O

Ofn
|0
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o QE{H oA

L| T} Payload(BH|O| 2E): 7| OjA|X|o| |82 ©2%}L|CtRetain(
ElS SAIsl2{® MeeL QoS I S &

—

X|): O] Topic(FH|)O|A S2t0|HE &
c}.

712 FH H5A ALE: MQTT client(MQTT S2t0|AE) HOIM FX| =X FFAO Fol& 7|2 =X H+
ME Ar8ote{® MEiSILICEER 0| F Zgh MQTT =X oM =25 dF5ts FX| L
ChEH Hg2mol2 Zg: MQTT FH|0f ONVIF =X U JAHOIAE =

gt MQTT HO|2ZE0f ZX|Q Y HZE Zatstz{™ MERTL|LCL Add condition(Z=Z F71): =HE
FototeE 2= gL ChRetain(]X]): O] MQTT HAIX|7} BER2 MEE=X] FolgL

+ None(@lZ) 2= HAIX[7} B|FX| JEjZ FSeL(C)

* Property(£4): HEi FH 7ts HAIX 2 22E g2 2L CH

« AlREF) HEf =8 7t Sl JEIE =HY £ IF HAXIE 25 B HEjz SYLCH
QoS: MQTT ZHof Lol #ote RS MEHRLIC)

MQTT 75

_I_ Add subscription(t= F7}): A MQTT 58 F7t5t2{H 2 &lstL|Ct.Subscription filter(71 5 &
E): f1E35t8{= MQTT FHE YAHSIM A 2.Use device topic prefix(Z x| &5 AL AlE): 1&E ZH
£ MQTT FH 0o BFAE =742t L|Ct Subscription type(T+5 |3):
« Stateless(&Ei FH F715): MQTT HAX|E MEf =& E7ts HAIXZ HSS2HH MEH
o Stateful(MEj F=H 715): MQTT HAIX|E ZHC R Hatstz{H METHLICE HO|2EE+
2 AMEE L L
QoS: MQTT +5=0f CHsl AstE 2f#S MEiBHL L}

L
E|

.

0 o

=

MQTT 2H{#|0|

H| 2
MQTT @Hg|0] =FXE F7tst7| Hof MQTT E2H0| HZASHUA L.

_I_ Add overlay modifier(2H{ 20| £=™Xt F7}): M 2HH 0| =™XE FItste{H Z2EL|Ct.Topic
filter(FH| EEH): 22| 0|0f| EA|StH= HIO|H 7t Z&kE MQTT FHE F=7t¢gtL|Ct.Data field(H|O|Ef HE):
HA|X| 7} JSON @Aloj2t 7bgstn @H{ 0|0 EA|SH = AKX Ho|l2=2| 7|& K™ L Lt
Modifier(+8x). QH{0|E BIS Of Z1t £HAE ALRE LT

Il

© #XMPZ A|Xol= =FA= FHOM 22 ZE HOHE EAYLIC
« #XMDZ A|%StE +=FA& HOJE ZE0| X|FE HOHE EAILICH

=

g

HEHI 2E2[X|
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2l
=

QIE{H O] &

Ignore(2A]): HERZR AEE|X|E FAIS2{H ZL|Ct.Add network storage(W|E93 AEE|X| F7): =3t
£ MEY = A= HEYXZ 3RE F7tsteid Lo
o Address(FA) TAE MHOIP A L= SAE 0|22 DL CH L™ o 2 NAS(Network
Attached Storage)YL|Ct. D™ IP FTA(SH IP FTAE HAE £ A2 O Z DHCP X Q)E At
83T E SAEE JMGIHLI DNSE A= Z40| indows SMB/CIFS O|E&2
K@ =[X] &Lt
+ Network share(HES3 88) TAE NHOY 3L X9 O
oF 207t QoD = ofaf Axs X7} S YEYD IS
« User(AF&X}): MEO| 21010 East 2, 2
olslz{ M T HN\AEX OlEE ¢

OH
i)

o
o

22

« HAQE: MHO| 21000 ER% A2 IAQEE YHSMUAR.

+ SMB version(SMB HZ): NASO| A% SMB AEZ|X| Z2EZE HAHES MEISIL|C. Auto(X}S)
£ MESH A= Eot BT SMB & SILHE YWASt2{ 0 A|=gL|CE 3.02, 3.0, E= 21 &%
HEE X5HK]| &= 0| NASO| AHZAGIE™ 10 E= 202 MEISHAMA| 2. Axis & X2 SMB X|

o]

0| CHel o/ 7/0ll M AEMB| LotE 5= UASLICH
« Add share without testing(E| 2 E =27}
EQH S/E FIot{H MEgLCE O & 50|, MO IjAET7F HREHX|E Ol
Y| 20 ORI WME = ol
WEI AE2|X| HA: HEAS SR0) Ofst AzS
O|&A stH HESI R0l Cist ZE A =
o

t2E SiA|, Biold o X 5! H#ste{™ 2 =fL|Ch
siH): UWEXNI S7E HAE

2
oA
ie)
=
N
o
o
il

c

=

(=N

=

o,
o

=
i
re
on
——

SiAsty AZ2 #o{d St Ct
Bind(HIQIE): HERI ZFE HQIHstn AASIH 2/ L|CLUnmount(OIRE 8iXN|): HEYI s/E
02 E SiAste{® St
Mount(OI2E): HEQZ S8 E Ot Este{H Z&/L|CHWrite protect(227] ®X|): HEQI 580 &
718 4ot =3t50| MAZK AZE st2{®H ZLCH M7 BX] HE{T 3/ =0 = sy
C}.Retention time(EE A|Z}): =3 22 7|7t 2=l =39 & ot E& HO|E HE HHE AH FE
£ MESL|CL HEXT AEZX|TF 7t5 X MESH 71740 X|Lp7| MO O|™ =37t AMKE LICH =
« Test connection(dd HAE) HE{I 370 st AZZ HAESHLCE
« Format(Z%): O|E S0 ZE HO|HE WEH X|20f 5t= 42, HEYT S/E ZUELCH
CIFSE A& 7tsoh ot A2 SMHY

o
mjo
r
i
L~
Il

fuiok
0>
ot
oot~
-
I

Use tool(=7 AFR). 22l8j0f Heist £ 1=

2Hc AEQX|

%_9_ Al-ol-
HOlE &4 8l &4& =3 9{g. X7 ddED Y= S20= SD FtEE =2|5HX| OHdA|L. SD
7tEE HMAH3sH7| Hof OtREE SiHMSHYAlR.

Unmount(Ot2 E SjH|): 2250 SD FIEE QHMSIA X 7SI A| 2. Write protect(227] HX|): SD FIE0f
MI17t X &0 =3F0| MAHE= AS E=2612{H 0] M2 HALCH M7| BX|E SD 7tE= ZOigh =
91 &LIChAutoformat(Xt& ZEM): ME 4 St SD FIEE X522 ZOUSIH M HYUAQ. IY A|ABZ
ext4Z EOiSHL|ClIgnore(fAl): SD 7tE0| =

A= FA|7t O Oy QAISHK] ZgtL|Ct Of
Zh). @efE =3t &2 HMotstALE Ho|E A E
SD 7tE7t 7t Xt EE 7|Zt0] X|Lt7| Ho| 2

x 1o
Rl
0

X L|Ct.Retention time(HZE A|

AL
=

o) =25 2oty 7|z dEeL o
L)

L
lo

r_}a ".||0
o
Rl
2
N

21
e
rin 0"

mjo
A |
TorF
o>
o2t
=
=
Qf
i
o

+ Check(&9l): SD 7IE @75 E ZQIGIAA Q.

- Repair(23) T A|AS0f 27 Q=v LMssL|Ct

« Format(Z9): SD F}E= ZONSI0] I} A|AHIS HZASD TE [O|EE XSLCh SD FlE=
extd I A|AHIOZOF mONSH & QIALICE Windows®O|A LY A|AEO| Ok A312{01 EfAF
ext4 EEIO|H L= OjE2|AHO|MO| EHQTHL|LC}.

- Encrypt(¥S3}): 0| 1S AF22I0l SD IS mUSID ASIE DAL, 0|
510 SD Ft=of MEE 2= HolE 7t AKELC SD 0| HEE RE M2e Hol

He =g YL

* Decrypt(&=3} 3iH): 0| =5 AFE3IY A5t §l0| SD FIES ZUUSIMA|L. O|FH ofH
SD 7tE0f MEE 2= HOH7F A4XNELLC SD 7h=0] HEsts O M22 HOolHE ¢

DtE|X| &L
« Change password (I A : S L=
Use tool(= ¢ AtE): S&elstof MEiSH =15 2 MatatL| o)

0
In
g
o
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