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2 QIE{H oA

e

- Use transparency(F£3°d AtE): i T MYO0f| Cidt RGB 16714 ghs MBSt 2AHBL
RRGGBB A2 AtgefL|Ct. 167 I ’ H
A{.2 FFO000, THeHAH2 6633FF, 5

» Scene annotation(&H F : Q AE =
SHSI o 28 A S SASE GAS omao) BAS NG £F 2
QHY 0|7t BAL=E MEE = JAFLCH

- D yyyy-mm-ddE EA|SH7| QA W +=FA 2FE FIt5tE{H S L

" Modifiers(s- w)
ULk OE =9,

- Size(37]): °J OFE

- Appearance(2 Q).
EHSHL| O},

- E] : O|O|X|O| M o] @IX|E MEASILICE. 0|7t XMZEE1 O X[ H
X EHE e WE FXEUCH

- Annotation between zoom levels (%)(Z 2| A}O|Of Z+FE HEA|(%)): @B 0|7} EA|E
CE S = e MESLC

- Annotatlon symbol(FM 7|3): ZIHE7F 8™ E = 2|2 O|LHOf UX| L2 L2 2
Hefol tidl BEAIE 7|2 & MEigL L

e Streaming indicator(AEZ|Y & |7|) HLCQ AEZ 20 AHZ ojLHo|Ms EA|SH
2 MEdSHL| O} OHLI'31|0|"10 A0 ZMO I ESLX| %2 420 % HLCR &
HAE LtEELICH
- Appearance(2 F): OfL|OjO|M MAut HjZQ MAZ MEHGHL|CHO|: SO HZ o W7tA
of L{mo| M(7| 2 HH)).
- Size(A7]): Yst= =& I7|E MEEHL|CH

[m
onc
ol
u
o

- G : O|OfX[0| M 22 0] XIS MEfetL|Ct

+ Widget: Linegraph(¢|3: MI2jx) C BEE o] AlZto| M2t O{EA HR =X &
Fe AT XES HAYLCH
- Title(®|2): 9IMo| N22 YBLICL
- Overlay modifier(2HZ|0] +=H™X}l): 2
MQTT QHZ0|E WMot 22 552 & =20 |X5tA U Cth

[ |

Ty olojx|of 4 2ualo] YXIE Mgt

- Size(A7]): 2H0lo] A7|E MEistL|C}.

- Visible on all channels(Z | tH'—"Oﬂ HA|): S MEiSH R{EO|MTE BEAIZEE St H &
Lot 2= 249 M0 BEARES OPE=IE ZLIC}

- Update interval(%,*l:1|0|§ Zt#). Ho|H g,* 0| E 7t4

- Transparency(R8 k) TH 2820 EFES 27

- Background transparency(8i 122 E EHE): 27| 0| 3=

- Points(¥5): GO[E|7} ATO|ES Of 12jZ Moj ME ZJpse®™ ZL|ch

- X axis

- Label(30] &): X=0f Cist HHAE 20|52 YL T

- Time window(A|ZF &): H|O|E AlZtst 7|7HES ot .

- Time unit(A|ZF SFSI): XZ0f CHSH AJZH THR(E @lEStuct.

- Y axis

- Label(2|0|&): YHOf O3t HAE 2o|52 YHTL|LCL

- Dynamic scale(8H H{E): O| 7|52 AT Hi=0| HIO|H o et Ars22 HSELICH
Ol 7Z|s2 1™ 1y Hig 7S &Y g = ASHLCL

- Min aIarm threshold (%] & &2k 2l A|ZH) % Max alarm threshold(X|CH 2F QA ZF): O
Us2 Jef=Zo =8 HEMS FII510] HO[H 0] HE AL HF HotX|= 8=
HA =g £ ‘2171I i & LI Ct

23
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AXIS P1245 Mk II Modular Standard Camera

2 QIE{H oA

e

2 FAIBLC X
- Title(H|2): XMoo HE2S QasHL|Ct

i
Lich 2& 24 XME0| HAZES o ZL Ot
- Update interval(ﬂEiIOIE 7v#): Hoje HOOlE ZtA
- Transparency(RHE). MKN 2HZ 0| FHEE HFH
- Background transparency(8i12}2E £HE): 2H| 0| H2
- Points(AS): GIO|E7t HHOEE [f deizZ Mo S F7t5te{® HLICH
- Y axis

- Widget: Meter(${%: ZH7) @ L b A2 SHE HOolH e HOFE Sirf AE

H e
- Overlay modifier(2H 1|0| Z2M™Xl): OO AAZ AT QWY 0] £=™HXE MEHGHL|CH
MQTT 2H 20| ddot 4% F52| & F20 AXISHA ELUch
- G Ol X0l M EEHEHOI QIX|E MEfSFLCH
- Size(A7]): @B o|el A7|E MEASHL|C}.
- Visible on all channels(® X XII'-"O{I HA|): SAX| MEISE R} Oj| ATt |[E 22 Sl &

Name(0|&): 27| E2| 0|55 YHYLIC). XCf ZO0|= 64Xt LICE

Aspect ratio(G&H|): ot= FYHE HWEHSLICL W=7t AAS22 ZFFHLICH

PTZ: 27| QoA M, 2E U Z 7|52 A8 AHUAL.

- Label(3[0] ). YZ0| Cj3t HAE Foj2e YABLLCE
- Dynamic scale(EX H|&): 0| 7|52 ™ H{E0| OO Ztof et Ats2= HEEL L
ol 7152 NE 1N B ke T YA + ASLICE
- Min alarm threshold(%|A F 2 A ZH) % Max alarm threshold(x|C{ &2t A A ZF): O]
s U Jzo =8 HxZMS FIHSHY HO|E 0| HF AL U HObX|
EEe 2 mEE + Al @S
g7 49
+ HI| @9 dH5teH e

M Qo ZA| AHEH(ZEto|HA| OtA3)

dim

+

M EE Y
Privacy masks(&7%

oN

Al RFEHZ IO A] OpA3)E g5t

(S PO ZA| AFEH(Zal0|tHA] D}AT)): BE EX ol 2 Al OpA )| A
A2 HASIL BE EX Qo ZA| AHZEt0[HA] DIAT)E FREo= ANsla Y S2l3tL|c
. Mask x(O}A3 x): OjA39| O[S HHR7LL HIEASBIALE FT R L
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2 olE|H 0| £
24

AXIS Object Analytics

Start(A| &) AXIS Object Analytics& A|ZtSt2{H S2IBHL|CE W20 OS2 H 0| MO MM oS
2[A 0o A Ao et O|HE i ES2 HdY = ASLLCH
Open(¥7]): AXIS Object AnalyticsE Z2f{™ ZE/gL|Ct. M HO|M ofE2(Aojd0| g2l dEE +4
g 4 s
Not installed(2 X| | X| 2&&): O] ZX|0| AXIS Object Analytics7} AX| | X| L USL|CE Oj=S2|HOIM
O XA HMEE ArE23I2{™H AXIS OSE F4Al HHH S 2 AAYO|ESIMAIL.
=3}
Ongoing recordings(=x2} T¥ F): XM 2l 52 ZE =35 HAIZLCH
o "
X0 tE AlZFghL|ch
ﬂ MNEg AEZ|X| YXE MEfBL(CE
® o o
XM =215 AL L
$+E502 EX|tHLL HX|E S RH Triggered recordings(E2| A 5317t S=2E L C}
A& Z3t= =322 IXY MK ASEHUCH X7 AN AJoE X E CHA| AIZSHH =317t
ALt

P ouss numun
B o2 nus snzun
v PaS N N R

=820 i3t Mot 8M2 EAISAL s
Set export range(L{=Li7| 9| M) SSIZo| AR U U2Y Jl7tg
= AZhjolA KBTI, AJ7F ESls RO AIZHHE Jzo R STt
Enerypt(@B) Umdl s220] fe HANSE HBHAY HHPUG
Qo & = gl LT
B .ssc yysee 23ayo
Export({ EL7]): =32 FA £ UY2E ey

25
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o QUE{Ho|A

o

dEHSHE T S

A
i

3}

=
= =
From(A[&): EF A|E 0o|=0|

0%
rn
I
ot
mjn
fl
>
ot
-
ful

x|
To(8): S8 AMEMNX =& HEASL O
Source(2A) @ : AAZ J|HIOZ =312 EA|BILICL. AAL MAME Z3tL|C
Event(O|HIE): O|HIEE 7|HIO 2 =3

H
Storage(AE2|X|): AEZ|X| 80| 2} =312 HEA|SHL CH

OH
=

Add app(¥ =7}): Al = XL

Find more apps(F7} ¥ #7|). MX|& HS © RSL|CEH Axis YO 7§ HO|X|2 O|ZEL|C}.

ot
r

—_

Allow unsigned apps(MBE|X| 22 ¥ 38) @ L MEE|R %S ¥ MXE B8 AL

Allow root-privileged apps(root #st0| QY= A 5| 2) @ : root HBHO| Y= MOl EX|of Chet M
M Hots o{ st ® AL

=

q
>
P
[Va]
O
wm
%a
>
(@)
>
vl
2
lo
i
re
e
finl
k=)
[m
i
to
ro
Ot
=
>
to

Open(¥7]): Yo 2F0| AMATLCL ME 7tsS 282 OfE2(A 0| H0 et EatT L LF o2
Aoldols 280 st

o>

tLt Of o] Z2ta =+ AF UL

ok

g0 &= Hwo=s thE 48 F
2

« Open-source license(2EZ 2
£ &L

« App log(¥ 21): ¥ o|HIES| 28 FLICt 2 K@ AMHA0 2ol I F8TL|LCE

« Activate license with a key(7|2 2o|MA =tMd3F}): Hof| 2fo| AT st AL =438l 0F &
LICE &X|7F QlEulo] HEY = gl 42 0] N2 MESIHAIR.
2to| Ml A F|7F QICHH axis.com/products/analytics2 O|&gtL|Ct 20| MA 7|
A FEQ Axis ME 28 Wz HostLoh

« Activate license automatically(2t0|MIAE XtZo 2 2/MH3S}): Ao 2to|dA7 Qs AL =
‘datofiof tLCt EX|TF QIEUO] B&g = A= 42 0 SHE ALESHYUA|
gdstste{™ 2lo|MlA IETJF HQshL| o

+ Deactivate the license(2}0|M A H|ZAME]H: 02 S0
dste 4<%, 20|HMAE HZE35t0 O 2
H FAO|ME M AHE L o

 Settings(dH): O/ H+=5 FL LT

+ Delete(4tH]): ZX|0jM W2 FFHORE MK SHHUALR. HA ZHO[MAE HZMIISHX] RO
H 2d dEl2 FX &4

gio[ M 2): HolA A

op

Cle E A2 2t0dlA0] Ofe FE

i
0=
0x
ot
i
rg
I
o
X
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l OlE{mjo|A

e

2R 3 A
Azt g2 @ BeteX e oA 2380 mat oHELCH
PN

OH
>
r
_|T|_

gAe 2R/et AlZbE NTP Mt 57|9tst= A0

Synchronization(S7|3}): X X|Q| IR 8l A|ZF S7|3 ME MEiSHL T}

« Automatic date and time (manual NTS KE servers)(X}S 2%X ! A|Zt

= (=3 NTS KE MH))

DHCP MH{of HZE HQt NTP 7| 4™ MHQ} Z7|3}gtL|LCt.
- Manual NTS KE servers(E NTS KE MB|): &t} = = 740 NTP AMB{O| IP =4
£ Y=L CE & o NTP MHE AME85t= 42 XK= F Mo 23HE HES

JHo 2 Alzte S7|slsln RHLIC
- Max NTP poll time(Z|C{ NTP Z& A|Zh):
S OjJRR| RA|7b 7| CHe{oF sHe A|TH Az
- Min NTP poll time(x|& NTP Z% A|Zh): g
o IR AK|7F 7|CHB{oF BFE X4 AlZtS M
« Automatic date and time (NTP server using DHCP)(X}-& &% % A|ZH(DHCPE Al23%l= NTP
AMH{)): DHCP MHof HAZAE NTP MH QL &7|3tgtL|Ct.
- Fallback NTP servers(CHX|| NTP A{H{): S}L} EE= = J49] CHM| AMH Q| IP FAE QAT
- Max NTP poll time(X|Cf NTP Z& A|ZH: QUHO|EE A|ZtS 27| Q8 NTP MHE =
g W7HX] FX|7F 7|Ch2{oF St X|Of A|7tS MERSHL|CE
- Min NTP poll time(X]& NTP Z& A|Z}): Q[ O|EE A|ZtS 7| 93 NTP AfHf
g W7HX] FX| b 7|Ch2{oF St= XA A|ZHES MERBEL|CE
« Automatic date and time (manual NTP server)(X} S <&} Sl A|ZHES NTP A{H)): M

i)

ujor?

Q

|5 AZHS 7| 9I8f NTP MBS B
B

mjo

(ujypgiu}
3 i
- -
_ITI_ [

=2 =
= =

5t

NTP MH 2t &7|2tehLCt

- Manual NTP servers(£=5 NTP A{H{): &lL} EE= 5 J4Q NTP AHQ| IP FTAE QH
LICE &= 742 NTP MHE A83t= 2% HXl= F Muo| YE W& 7(ttez
AlZte S7|=tstn =gehL| Lt

- Max NTP poll time(X|Cf NTP Z& A|ZH): G O|EE A[ZtS 27| Q3 NTP MHE =
S WbK| K| 7|Cha{of spe A Cf AjZbS MEfBiL|CH

- Min NTP poll time(Z|& NTP Z3 A|Zh): AGIO|EE A|ZHS AH7| 2o NTP MHE =
& W7LR| FHX[7F 7|Cte{OF St 4 AZbE MEHSIL|Ct

+ Custom date and time(At2 X} Ho| &=t
from system(A|2RIOM 71 27]))S S35}
M 3t At JhMS LIt
Time zone(A|ZHTH): AP A|ZFHIHS MEHSILICH YT HOF A7t W HE AlZHo] 2=
oz =FELL

- DHCP: DHCP MH{O| A[ZFHHE AEHBILICE O @M MEHSIa{ B BIX XX 7} DHCP M

of @Z ol Lojof BiL|Lt.
. Manual($5) =20t SE0|M AlZHHES Medsict,

0

o

>

A2"EME 2E 53, 21 81 A|AE 270 R/ 81 A7t 2780 ALEE LIL

A 9%
TAIZE QU IKS YTLICHL Ya Bal AIAHOIN Of YHES ABSIO WO|H TKZ HALIC
. Latitude(9|E): ¥4 A2 ME SZ2 LEpHL L
+ Longitude(ZE) Y4 S SAXOM EZ2 LEEMLIC
+ Heading(&8h). & X|7} Sote Lpsut whe @lsigLich 02 H82 LepU ch
+ Label(&[0]£). ZX|0| tf3t Hoyo m3iel 0|52 YHFLCF

) =
Save(Md): A X E MFstAH S etL|Ct
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l OlE{mjo|A

e

HEY
IPv4
Assign IPv4 automatically(IPv4 XS &2): L EQA 227 X0 IP FTAE K522 HHSIZE ol
o GEdSELICH iR 22 WESHIO s Ats IPOHCPE e o
IP address(IP F=4): XX|o 183t P FTAE QUHGAMUAR. IHIP FTAE Zt AT 018t 42 AL
B HEHI YoM FAE ZEHE = JSLCH FES XS 2 P FAE 2G5 T
b

of HERZ Z2IXoAH E2/5ts A0 FSLICHL

Subnet mask(AMEYl OtA3): MEUY OFA3E Q21510 LAN(Local Area Network) LIEO| Q= FAE HO|
L C LAN Q89| 2 & FAE 2tRHE S1tgLCH
EQ3 MOAHE AAE FXE AZstes O A& & 7|2 2t*H

Router(2}2E{): CIE HEQ3A Y (4
(AloO|EQo)e] IP FAE stL|Ct

Fallback to static IP address if DHCP isn't available(DHCP
u) DHCPE A8 & g1 IP 528 X502 2E 4

zo i
rr s
O.I.L
oM
i
=t

Hu
>
ofo
meot
k1
o

7tsta{™ MENSELICY.

2o
DHCPE AT = gl ZA[Jt 17 FA INE A8StHE 4% 1 FA£ HoE HAZ 7
MEIL|C}
o d .

IPv6

Assign IPv6 automatically(IPv6 XIS &tEl): IPv62 7410 HEQZA Et2HIZI ZX[Y IP FTAE Xt&
OF UGt E St H MEigtL|Ct

SAE 0O|E
Assign hostname automatically(SAE 0|22 XISC2 &9): HEYZA 2t2EHII X0 SAE O|EE IP
FAE NESCE SYSIEE St MEGL|C

DNS AMH

02!
>
2
>
ofn
10

Assign DNS automatically(DNA XI5 &%t): DHCP M7t AM =09l 5 DNS MH FAE
2 ZdEsHA St MEtstL|ch tRE2 UESZAO s XS DNS(DHCP)E A :

S
Wl F7HS St A7t AESE 2L

DNS servers(DNS A{H{): Add DNS server(DNS MH F71H)E
Of MH= HE/INM ZAE OIS IP o2 H

HTTP % HTTPS
HTTPS= AF2 Xl HO|X] K o9l 2 M

S
O Al HTTPSE AtE23tE{™ HTTPS QIS M E M X|SOF &HL|Ct. System > Security(A| AR > HOHE O]

XI-X|
oto] 2SME dg5tn EX gL

(=}
=
[=)
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2l
| — |

QIE{H O] £

Allow access through(H|A | 8): ALEXt7} HTTP, HTTPS L= HTTP and HTTPS(HTTP ! HTTPS) =2
EZ = OHE S8l ZXof HAS=5 LK e
gl
HTTPSE S 223t & HOIXE E= 2% 59| HOXE Mg a¥g I 450 XMotE =
OIA ||:|-
HTTP port(HTTP ZE): A2& HTTP ZEZ QaidtL|cl Ai|s ZE 80 EL 1024-65535 # 9o @
S mE SigRLUL. Helxe 2108 A9 11023 Helol EEE Y2y 2 AHLL 0 Be9
ZEE A25IH Z7F BEAlE L CH
HTTPS port(HTTPS Z=): A@Y HTTPS ZES oIMBLICh BN EE 443 S 1024-65535 W
of BE EEE H8ULILL HaAXZE 200G F2 11023 Yelol EEE YHT H& AUk
Of #®le| ZEE AESHH Za7t BAIEL L
Certificate(YZ M): TX|0]| HTTPSE &3}t ASME MESIHYAIR.

HER3 dAM Z2EZF

Bonjour®: YEQIOM Ats HMES 51&3t2{H o] &4

Bonjour name(Bonjour 0| &) L EQI0 EAY O|EE
EPINS

UPnP®: L{EQI0IA AHE ZAMS 3|83ta{H 0] 8MS ZL|C}.

UPnP name(UPnP O|E): Y EQI0 EAIZ 0|25 YTIL|CE 7|2 0|52 EX| 0|21t MAC

=
WS-Discovery(WS-Z{ M). H{EQA0AM XI5 ZAMS |25l H 0] NS #HL Lt

One-Click Cloud Connection

One-click cloud connection(O3C)1} O3C MH|AE = {X[OALI 2I0|E 8 =3} = H|E|201| I otM™st
Ol Y MZE XNITLCt XtMTH L2 axis com/ena’ to-end- so/uz‘/ons/hosz‘ed -servicesE §_7F_o|-)"A|9

Allow 03C(03C & £):

+ One- C|ICk(1 g). 7|2 dFYLICh QHUES S O3C MH|A0| HASHHATH FX| Q| MO HE
= 2 % LICH MOl HES F& = 24A|7t O[LfOf O3C MH|A0| XS SZH{0F etL
Er JE*XI do ™ YKt O3C MH[AOM AA SHMELCH HXE SEH Always(g4)
7t %“SﬁfEIII_ X7} O3C MH| A0 WA X SX = L Ct
« Always(24). X7t QIHU S Sslf 03C MH|A0| CHot AAS X|EHO 2 AlgL|Ch &
XE SE5IH 03C MH|20| AZE M FXIEEUCH FXQ HOl HEO FHX g= 2 0O
S8 ALEYLICH
« No(ofL| ). O3C MH|AE H|gd3tetL|Ct
Proxy settings(ZEA| A7) Rt 42 ZTEA dHES LHSY ZEA Mo AZALCH
Host(EAE) HTEA| AMBO TAZ QastL|Ct
Port(ZE): UM A0 AMBEXE ZE HTE YHSIHUAR

Login(219!) % Password(WARE): TR ZP T2A| AMB0| Chet ALSX 0[S X HAYES
QBiLic

Authentication method(QIZ HlH):
. Basic(7|2): 0| gtHe HTTPO| Cf
At 0|1t MHA JE% MHE A
« Digest(C}O|H|AE): g 2
o obE LI,

o 2% 2aaol sold 0 HAYLC ysddn e A
8171 G2 0] Digest(Cio|X£E) Feuic; o
X 52 BN LY mAsEs na

« Auto(X}F): O] M2 Ar96+E XAE= g0 et X7 Q15 wig Mets = &Lt
M &2l Dlgest(EFOIIﬂ ) 2, Basic(7]2) 8 &= L|C}
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AXIS P1245 Mk II Modular Standard Camera

2 QIE{H oA

e

Owner authentication key (OAK)(2 X} Q& 7|(0AK)): 2R XAt Q1F 7|& 7IM22{H Get key(7| 7} 2
7NE SEYUCLE O|H2 FX|7t YatHo|L ZEAQI0] QU0 HAE ZL02 st ot

[

SNMP

SNMP(Simple Network Management Protocol)£ 0|238l0 HEQA XKE A0z 2T = ASL|CH

SNMP: A2t SNMP H{A S MEHSHL|C}.

« vl and v2c(vl Y v2c):
- Read community(2}7] HELIE]): XYE/= DE SNMP 0| CHef 47| ME HHO|
= HARLIEl 0§32 YLt 7|22f2 public(37H) QJL|Ct
- Write community(227| HRJL|E|): X[ k= 2E SNMP K0 CHsljf Q47| = M7 Aot
O h= HRLIE| O|E2 LHTLICHSZ| ME AKX X Ql). 7|24t write(2A7]) LI L}
- Activate traps(E3 2/d3}): EMETE P3| HYA R HX s EYS AESHY
90t O|HE &= ME|
C

r

fac)

A H

) NMP v3E& At23t= 4 SNMP v3 22| O E2|A
02 Sof EMS HFY & ASLC)

- Trap address(E® FA
- Trap community(E&H 7{{FL|E|):

HRLES e,

- Traps(E®):

- Cold start(E2E BE): X7} A|IZE [ EZ HAIXE EHL|CH
- Warm start(¥! 1)) SNMP MM E Hygs I E&Y
- Link up(¥3 ). 237} CheofM o= HAE A =3 KAX|2 B
- Authentication failed(Q1Z A Ij): Q1= A7} AMI|s}H E& HA|X|S EWHL|CH

4I
om

o

SNMP vl Bl v2c ERS 7H 2= Axis H|C[2 MIB EYO| 2dstE LTt XMt HE2
AXIS OS Portal > SNMPE EZSHAA 2.

4

+ v3: SNMP v3= oo} 8l HOF oS HSotes HCp ohEoh BT A LT SNMP v3S AFESH
T

IWAETL HTTPSE E8l| M&E 22 H =t

X7t =tz X| 982 SNMP vl 9 v2c ERO| AMASHE AS SX|ZL|CE SNMP v3E A%t

A2 SNMP v3 22| ofZ2|#0|M2 S8 EWS SE £ USLIC o

- Password for the account “initial"('X7|' A™o| TJALE): 0|20] 'initial'@l A ™|

SNMP IjAQIEE YHBIL|CE HTTPSE Z/3l5HA| YN E IfAQEE MEE = UX|TH
HESHK] ESLICH SNMP v3 THAQIE &= of HOE Mg = QU0 HTTPSYt 2HdatEl 42
Olgt MHSE 20| ESLICE WAYCE MFS HAYE Lot of of4F BAEK o
SLUCHL HAYJYEE CFA| dEStHE ZXE 3% 7|2 422 HHsof Lt

HL
re

re
of4
R

ASME UWEAINM HXE 2Sst= ol AHEEUCLE Of X & 7HX fg2 ASME XU

+ Client/server certificates(22}0|HE/MH Q= AM)
SEO|HE/MHY QBN = KXo IDE HABSHH KX AHS = Aol CARIS
22 = JASLICH XM MY AFSM= HotE EE MS5HH 2l

o

ogtro o
rooly 1oy [m

N&E=

=ro
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o QUE{Ho|A

=9 At
HXE ST £ Al 7|2z MEFotH 2 ASMIE AHELICE APH @XIE CA AT
=

+

Add certificate(@®IS M F7}): OIS ME FI7t5t8{H F 2L}

© More(E7) 7 Aoy Mele 50 g

. Secure keystore(HQt 7| XMEA): 72l 7| & CHHSIA X-IQ&}&E Secure element(E 9t @ 4) =
L Trusted Platform Module 2.02 MEHSHL|C} MEHSH HOF 7| HEAO CHEH AFMSH HES &
E1 ™ help.axis.com/en-us/axis-os#cryptographic-supports %

. Key type(7| 98): CISAME E5dla{ C2Ce 220N

2 oise yuzEe MY

AlLA
I:I
= Y23t HN2FO[LE O

g0 = HFols ch30l =R EL L

. Certificate information(QIZA ™ME): HX| = Q= Ao &ME =L|C}.

* Delete certificate(Q1 S5 A JL"I1|) QIS ME AtH L CL.
« Create certificate signing request(21S A MH X M) CIX|E ID 2AIZMME MHSI| Qo S
= Zi0l B4 2SN 49 ayE Jugl

Secure keystore(si?j 7| ™ E

+ Secure element(HQ @ 4)(CC EAL6+): HOt 7| XEA0 EOF QAE AtEste{H MEisHL|Ct
« Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 gj# 2). = | M%
= M85t H MdEetL|Ct

IEEE 802.1x 3! IEEE 802.1AE MACsec

IEEE 802.1x+=
L|C

7o A PN HEHI X 2ot ASS HSot= ZE J|E HEHI S XS 2le
IEEE &= L|Ct.

"IEEE 802.1x= EAP(Extensible Authentication Protoco)Z 7|Zo2 3tL|C}.
IEEE 8021X2 ®BE|E HEHI0| AN2dtM YEYI WAL N2 SES|0jof LIk 9Ee

Ol MB{O|A 28imD, YEt™ o2 RADIUS A{B{(0|: FreeRADIUS 9 Microsoft Internet Authentication
Server) ) L| C}.

CA 2ISA BlO| 185t MH QASA fRud AAZ HEdste FX|= d2E HE/AIO AR
0| gt

AZME AR Of Axis B3 Al 77| L 915 MBI EAPTIS(EE Jhs 913 ZREE - B AZ Eoh
g Agoto CIXE AZHE RHH22 A5eL

A7 ASME Sof HEEls HEYUTO ANAY & US2 of2D NBE S2H0QE ASHE T
xjof gx/sof Bt

Authentication method(QIS HtH): OIS0 AL = EAP S S MEISHL|CH 7|2 A S M2 EAP-TLSY
L|Ct. EAP-PEAP/MSCHAPv27| O OFF 3t &M QIL|C}

Client Certificate(22}0|HE 9IS A): IEEE 802.1xE AIRY Z 20| E QS ME MEHSILCH QIE AMH =
OZME AR3I0f SatolofEo] IDE gHoIgL|Ct

CA Certificate(CA Q1ZA): CA OIZAE ME3l0] Q15 Mujo| IDE HolfL|Ct. QAISME Mesix| o
b BAC A GEY S0l BAUO A NBE Ak S

EAP identity(EAP ID): 22}0|QIE OIS A O} HTE A}

g o)
EAPOL version(EAPOL HHH): Y EQT AKX OA AIE2E|= EAPOL HHA S MEHSHL|CE
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IEEE 802.1AE MACsec

QIE{H O] £

a4
o)
ol
%0

ol

[m] [m] O
1y % 2B

2 Hlolg 7|

8l

ol

IEEE 802.1AE MACsec
IEEEC| MAC(DO|C| O]

J4

A

2 EAP-TLS

ol
il

Klo

ol

(@]
[0}
wv
()]
< -
= U
T 2.
= ol
m ¥
LI
oF {I1
wl  ong3
T KO
N MEAT
ot
5 o
Koamx
By,
K O.__A.o
EMT ~ Tl
o Blo
_ W=
s =
o=
T ﬁa._o_
8 mF
= _0
m
<4 s
o ==
T <
RUN 1T
LTS
~ _.._OM
9 RIG
FoZg
o <
A.rSW
E_I_D.m
/M/P
¥ pl¥a
NEINE:
& oz oy
Hoolu R0 o
L] .ma
10
Klo
ol

i AFEX} ID

« Peap version(Peap HF): 4 EQ3

Password(Zf A 2| =):

2l

t=

e
o

20|91 E PEAP 2S5}
=2
o

13 AQAK|ZF AL

o ©

L|Ct. Pe

(

MEHS
— 1 -

ZZl0|9E EAP &
=
=

Label(2]| 0] &):
ALE5tE{H 2
== MEfgL|C

=
=
ol

i 22
4| Of K|

.
[¢]

FL|Ct.

FALE A S5t

s
=
<]

2
S

1

L
O

A2 Ol
™= d

LIt o] &2 7|2 2850 AL/
oM ZXlof tiet &S

):
TR 29
TR 29

3

ey

ke =
« Policy(™

=

Allow(s]| ):

Deny(#£):
Port(Z£ E):

+ Address(F2):
Protocol(

Blocking period(X}Et 7|

FEL B =&
Activate(&43}):
Default Policy(7|

Blocking condition

Prevent brute-force attacks(S A} CH

AXIS P1245 Mk II Modular Standard Camera

| — |

2l

oj

mjJ

32

=
o

Time in second
M &
= o

Confirm rules(
L s¢t 0
Pending rules(E &

300 £ =2

Add rules(8 F7}):
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o QUE{Ho|A

PN
2y L
AlZH HBto] Qe 22 MHE A|ZH0| K|LpALE AL A}7h StQI8t TjtX| Pending rules(s 8
ol £) 5! Active rules(Zd ) Of2f0f| 25 HA|E L|LC} §|O_I6} | o Pendmg rules( -ﬁ- %‘,—
Ql E) ofzfof Bt HA|E|H S22 o|Mof Hojst HYo =2 FotgLCt O|E =QlstH Hxf =
‘d HEfQl E2 CHAELICH

Confirm rules(& Z9l): =2 =0l E2 =Md3stH

Active rules(2 &3} SIX AKX
B os2s unoae 2aaun,

x) D HF S0 BN Y ES 25 MASEE SEYLLH

A2 X Mol MHEI AXIS OS Q=M

X0 AxisQ| Eﬂ*E AEE%I(H EE
OS OI=EM7} WQSHL|Cl OISME A
ATmESols TQP Yot Bl A N s 2

ot 7|2 HO81 9oz AxisPto| AF2A Mo MHE AXIS 0s 9= 1— M S

4

= o
Install(4X]): QISAE MASH2iH 2SI ATEQOS MX|5H7| Mo ASME MK|SHO} BHLICF.

g0 X= HFols ch30l ZELLH

+ Delete certificate(QIS M AMH|): QS AME AbF| SHL|CF.

Accounts(#| ™)

A¥

+ Add account(A|1d F7}): M AZE F7toted® S LCE X 100742 AZS 7t 5 AL
o

=

Account(A’d): 7ot AE o5 YHTYHC

>

New password(A|f TjALE): A™Ho MAJYEE &

JE of SILICE 2R, %
A TEE, YR JIZ 5 o4 J5e ASCl BAHEE 3

LTk TASIE S 1-64%t U0|0j0f
~126)3F HAY S0 AFRE & AFLITH

|IOI-
I\J r

7
Repeat password(TjAQE HIE) S st IJAQEE CHA| =2dshL|Ct

Privileges(#H &h):

- Administrator(22|X): ZE MHO| 3| HMATILCH BaXE CHE AFS £7), YHO)
e ol HAY = UFLC
- Operator(2&XH): CIS2 X3t mE MH0| ANAY % ALt
- DE System(A|A®) 27
T
Ty
. Viewer(BHERD): CHSO| T3t M2 SO U LiCh
- HIC|@ AEZQ A
- =3lE Agsan e
- m, 9= o F, PTZ ALBR o

g0 X= HFols ch30l = EL L

Update account(#d UHIOIE): AF £42 HETLICH

33
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o QUE{Ho|A

. stASl): SSH AMH|AZ At23}2{0 ZL|C}

Enable SSH(SSH
Account(A| ™). 193t 71|7H O|ES Y=L ct

Delete account(AI’d AtH|): A S ArMetLICt root AE2 AT 5+ }SLICH
Anonymous access(2] 3 U M| A)
Allow anonymous viewing(2g H7| 518): A¥22 20| PNk F7LH 2EXZ FX[0] A A
A% 4 QEE MFBLILE
Allow anonymous PTZ operating(2H2| PTZ %3 3§ 8) @ . ool AFEX|IZ} o|O|X|Of CHe TH, EIE
A EFS Y 5 UARE SHHE FHLCL
SSH A
+ Add SSH account(SSH H|™ Z=7}): M SSH AMES =7}ste{H 2 2IstL|C}.
* Restrict root access(root M A H|SH: root WMATF RS 7|52 M etSte{ ™ AL

L 2
New password(M| T{AQE): A ™ol MjAQEE 2T Ct IjAQEE 1~64XF ZO|0{OF BHL|Ct. 2K}, =
X AEE €8 7z S M Jtseh ASCl -E—Xf(iE 32~126)2t THAQIE0| AFEY &= UASFLICH
Repeat password(I|A9JE #hE2) St AYCS ChA| YaieiLct.
Comment(23) 232 LHYLCHSN).
.
¢ d¥0 %= Hwo= Chs0l ZehE L
Update SSH account(SSH A UGIO|E): AN #HMHg =L O
Delete SSH account(SSH AI'd 2tH|): A2 A ELICL root A2 MM = USLIC
OpenID 74
Ta At
OpenlDE ALE35t0l 200 = Q= B% OpenlDE Fdst0| =aQld I ALEot CHO|RAE =
= 712 AUF S AESHEAIL.
Client ID(22}0|2 E ID): OpenlD Al2XA} O|ES YaTHL|LC}
Outgoing Proxy(44l TEA|): ZEA| MHE ALR2}2{0 OpenlD HZS 9I3t ZEA| T4 YBiL|t
Admin claim(Z2|X 28): 2|kt Aol ZtS YBL|Ch
Provider URL(Z2X} URL): API AIEZQIE QFZ ¢t & 23 E Y=AHBIL|CE  https://[URL &
Otl]/.well—known/openld configuration ¥ 4l0|0{OF &tL|LCt.
Operator claim(2¥Xt 24): 2 Ao S LHSLC
Require claim(2d ) E20| A0{0f t= HIO|EHE LHE LI
Viewer claim(2&X 2H): 2EX Il 2 Y=HGLCH
Remote user(2Z AFEXL): 22 AEXE A8t g2 LHYLICE Ol A & AHmOo|20 A
N ALBRE EAlSHE O 983
Scopes(H9l): E20| YTt H £ Y= MEH H YU
Client secret(£22}0|HE H|Y): OpenlD IjAQYEE HBHL|CT
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QIE{H O] £

2l
| — |

Save(X{&): OpenID

{80t H FLCh

.
(e}

<o
I'X| OL'?E

Xb URLOIIA

il
Mo

I

ol
ol

8l

1Bl

):

Enable OpenID(OpenID =5}

A

ik

gl

FgolgL . =50= MBof 2

ICEREE L

=0 CHs

i

.
[¢]

5t7| 9
L ct.

71_
Ko

A 2567} 2|

Add a rule(&

+

Name(0| &):

n
|

Conditio
& ZHo
O/HIE Z A/

|
t= 2lo|

Lch ot =
AR
c} 20| 24 Lejt guoh

()

ETRE
o 24 A

Use this condition as a trigger(
5 8
i

2
g

Invert this condition(0|

FM 2.

2|
=

Add a condition(Z=Z#

+

qe

-
o

o= g0l ch

of

_I|_
Ko

Z|ICH 2074 9|
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@ QIE{m o] A

+

Name(0|&): $=AlXlo| 0|ES

Type(RE): SE0A ME:

. FTP@

Host(ZAE):. AMHO| IP TALL SAE 0|28 UL
2, DNS A H{ 7} System > Network > IPv4 a
IPv6) OF2{of X[FE O U= =AY AL,

Add a recipient(+ M} #7h). +AIXE H7tsi2{ @ 2L ot
[e]]
(=]

O] ZIHSHA| o™, mAS Y=EY If LF HAIX|7}
- Username(Al2X} O|8): Z1QISt2{H ALEX} O] o

http://192.168.254.10/cgi-bin/notify.cgi 2} L| Ct.
- Username(Al2X} 0| &) 2EQ052{H ALEX O|EZ ¢
- Password(ZfAQE): 2SI H IjAKYEE QG4
- Proxy(ZEA|): HTTP MHO| HZSI7| Q8 =

YEE ALD gL

- URL: HTTPS AN HO| O3t HEKZ a2t @F2 Nelg
M https://192.168.254.10/cgi-bin/notify.cgi & L| C}.
- Validate server certificate(A{H] QAUZS M =t0Ql):. O AKX}
o ASME MELICH
- Username(At2X} O|E): ZO0I5I2{H ALK O|ES ¢
- Password(IjAQE). 2015 H IJAQJEE AHBA
of =

¥EE A0 e

+ Network storage(4|ELa AEE|X])

- Host(ZAE) HEQZ AEE[X QI
- Share(38) TAEQAM 37 0|52 ¢

=
- Username(Al2X} O|8): 2205t H AtEX} 0|EES ¢
- Password(Tf{AQE) ZOQsla{H AQAEE AN

Host(SAE). MHO IP FALI SAE 0|28 T
2, DNS A H{7} System > Network > IPv4 a

1Pv6) Of2fo X|HE 0 Q=X HOIBHAlR.

- Port(ZE): SFTP MH{7} AlR3t= ZE HBZE Q2B
- Folder(EC|): TS XxE IR

O EXWSHA| o, oS

- Username(Al2X} O|B). 21
- Password(Zf AL E). 21215}

e
Ot
i)
r2
Dl
oo

36

A
=]
- Use temporary file name(YA| DY O|E AtE): X522

A8 & ASLICH o2 MKV(Matroska) It A o= & L|C
p

of SAE 022 YHE 2
a

=]
nd IPV6(A|AE! > HELT > IPv4 U

- Port(EE). FIP NH{7} AlSots ZE WSS ezt 7|2g2 219Lct
- Folder(BL; mYUS NIY ClHEo|o 28 YettAQ. CIHE|7} FTP A0 O]

2 gE YAl o 0|§2=2 It
ds Y=ol H MEetLCt HYR2ES 2A25H oY 0| 50| /st O|§2= BHELCH
Y=Lt STEl 32 £ Oteol glgLth. d2L} ojHs5| (Al s 25 - ASL
Ch. o[ ot¥ Rot= O|F2 71T EE 0| SHEX & 5+ AFLICL

- Use passive FTP(+3& FTP AL8): JH Xl &0 M HZF2 Thed| Oid FTP AHOf
HOolH 25 =5 Q¥ X7t i MHO| Cier FTP Xof & HOJF AZ
= B5 HSHo= ANSLICy. Ol YEHo=z FX[ef e FTP MH Ato[of &
ool e FRo Eagtyo

URL: HTTP AfH{Of| Ciet EQD Fot 2¥S Malgd 2A3HEE YHYLULCL o S8

i
rx
12
Of
2
T
—
=
0
%}
x
I
N
0z
0x

=
- Folder(BCi) WS NZY ClAEslol A2E BN

Ch. 7|2 2t2 22 L T

Al@. Tl Ea|7} SFTP o] O]
ZA| Ut
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2l
| — |

QIE{H O] £

SSH host public key type (MD5)(SSH SAE Z7| 7] SE(MD5)): &4 SAE ZJ| 7|
(32Xt2| 16%l4= 2XtE)O| X|2E Q&stL|Cl. SFTP 22}0|AE = RSA, DSA, ECDSA ol
ED25519 SAE 7| 98Ol SSH-22 AlR23l= SFTP MHZ X|USHL|CE & AF A| RSAZ} M
S L= dHH0|M ECDSA, ED25519 Sl DSAZF 1 5|2 WMEL|CE. SFTP MH A AMRSI=
ZHIE MD5 SAE 7|5 | 0F SHL|Ct. Axis 2 X|= MD5 8! SHA-256 SjjA| 7|8 R 5
K| SHX| 2t MDSECH Z 3ot HotS 2[5 SHA-2568 AM&%t= 0| E5LLCH Axis X2
SFTP MHHE FMSt= HHHO| Ot XEM|TH LHEE AXIS OS Portale EZSHAA 2.

SSH host public key type (SHA256)(SSH SAE Z 7| 7| §8(SHA256)): /4 SAE &
7§ 7|(43X}2| Base64 QIFE! EXIY)o| X|EES &S|} SFTP 22}0| 1 E = RSA, DSA,
ECDSA 9l ED25519 SAE 7| Q&O| SSH-2E Al238l= SFTP A/HE X|THL|ICE §A A
RSAZ} /.\_1§EI'.: HEHHO|H ECDSA, ED25519 %! DSAZt 1 £ & & L|C}t SFTP A-lH-|01|A-| At
8dl= 2HIE MD5 SAE F|& Q=80oF SFL|CE Axis &K= MD5 % SHA-256 8iA| 7|

£ o0& X|5X|0F MDSELCH Z3st HotS 2|8l SHA-2565 AIE5t= 740| Z 5L LCH Axis
X2 SFTP MHE R M= 20| CHsh AHM|SE LI 2 AXIS OS Portalg EXRBIAA| L.
- Use temporary file name(YA| mtY O|E AtE): XSO ZE MME QAAl ot O|§O§ o}
AS U=t ™ MERDILICH YPEEE 2tEstH Ot 0|E0| o= OS2 E HrEL|Ch
YEEJL SCHEl 242, &4 F ool gLt defLt oj™g AA| oS P2 = US
LICt O|EA ot {ASt= 0|2 71T Z& mo| SHEX & = UASLICE
o SIP or VMS(SIP £= VMS) :
SIP: SIP =& ¢l H /.jE E,FLI C}.
VMS: VMS =8 6}215 MERSHL| C}.
- From SIP account(%*f_lx SIP A|H™): E0|A MEiSHL|CT.
-  To SIP address(**l X} SIP FA): SIP AE EshLC)
- Test(HAE): &3t 4730 XFEOP‘—XI EﬂﬁE teiH SeigL o
« Ofm Y
- Send email to(O|HY HE CH4): O YS M&EL O|HY FAE YHPYLICH FAE
o2 7f YStH ™ 2EE Ol Y FAE A2SIMAL.
- Send email from(°l"1|°a Z): HUlleE MBQ O|H Y FAE =Bt
- Username(Al8X} 0| 8): M2 MH O ALEX O|F2 YHTLICEL o0 Y MHOAM S
QTSR Y= 4% O| ‘meE HY ST
- Password(mj A '=) MY Mo IHAYEE AHTLICH O|HY MEOA Q52 8+

ol

=
S| Y= AL 0] ZEE H|Q SLCt
Email server (SMTP)(Olﬂil% M
I} 22 SMTP AMH 0|28 ¢
Port(iE) 0-65,535 H2Q| 4

|_oﬂJ

232 587YL|Ct

- Validate server certificate(MH QZ A = Ql): 0F§§}E M= A AKX
S ML 0] ASME CAQIZ J|R0IN AN ABsioiLt wast £ 9l

ozt
fl

Host(gﬁE) MHO IP AL SAE 0|ES YHTIL|ILCH TAE
2, DNS A H 7} System > Network > IPv4 and IP >

Encryption(@S3}): AS3IE ALt H, SSL EE= TISE MEISIAA|Q.
X

POP authentication(POP 2IZ): POP A1H1 0|55 Y& EH F{HAI2(0]: pop.

& o|H Y S5Ats OfefE ol At ok RASH HEHS fUSHHM ALEXAIL 8F0| 2
T oes WL E= AdS Hotstr| 2|l Ecﬂ ZEIS ALSELICL O|HY MES2H Sl £
SHS =I5t oY AZO| &®7[ALL O OlHES =X= 0| B=F SHHAI2.

IPv6) Offof X|FE|0f RA=X| =oISHHAI2.

Port(ZE): AMH N0 ALEEE ZE HSE YO

Test(E|AE). 882 HAESZHH ZEIMAQ.

View recipient(3=41

Copy recipient($

Delete recipient(s

g0 = HFols ch30l = EL L
Xt

X EI|): 25 #UX

N EA): MRS BASLRAR SYSHR. BAE O M2 FURE BT + AL

ME d2E 28 SO

=

MAE MAH): +MUAE SFHo2 MESHE L L

37
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l OlE{mjo|A

e

=2 o
AP BAS EOM THO= A = UFLICE FFo= 740 oist S 24 X M=o 7
dE RE LA BAIF BAFLG

Add schedule(U Z7h: Y EE BAS Aot H 2oty

T& E2|HE MBI E2 322 EZAHY + UASFLILL OE S0 =5 EE2AZ HE 24 % 74
Ste SO HN¥S H4TY + USLICH
MQTT

SEERPE !

—

Al
oM Y& HojH S O|HES Ay | 2T EQO(VMS)Zt Ot AlA

X E MQIT SE0|HEZ dFgt

-1

AXIS OS Portalofl M MQTTO| CH3| XbMS| Lop= 2 Q& L|ch

MQTT(Message Queuing Telemetry Transport)= AIE QEHU (oS Qs BT HAIRN =2
ot=l IoT £ ol EA LUl 22 AE ZZHsmall code footprint)dt X4 HEYZ
FEOAM AFEELICE Axis YX| 2ZEQ|0{Sl MQTT S2t0|

E

o

LICt. MQTT 412 S20[QES} H27{el= F
Ct. SEHO|HEE HAIXIE 2L &S 5 AFLILL B2 S20[UE

m2ESQUct T
fo=Zoz o
oES E8) &

o ZHHSA SSE & YL

E|S s|#o = 3L
Ztol HAIX| Bt9Ele ErErELct

ALPN

ALPNZ Zc2tO|IE 3 M| Zh AZO| HHEK O[3 THAGM OfSE[AOE Z2EZS = = 2
St TLS/SSL SR QLICh. O[S HTTPS} 20| [}2 B2 EZ0| A2EE =AM TEE S5 MQIT E
BlEle TM3sie O ARELICH HR0] M2t MQIT £4 M80= JjHE ZEJ 818 & YUl
C}. d2fst 420 2 ALPNS ALBSiA o S|BEE BE ZE0A MQTTE ojZz2/A
Ol Z2EZ=2 MEUXE Z2¥st= AU

MQTT client(MQTT 22}0|HE

~

Connect(¥Z). MQTT S2}0|HEE F{7HL} HL|LCt.

Status(#EH): MQTT S2t0|AEQ| A LEIE HEAIZLICH
Broker(E 2 7)

Host(SAE): MQTT MHQO| SAE 0|2 L= IP TAE QESIMAIQ.
Protocol(Z2EE): A& ZZEZS MEishL|C}

Port(ZE). T E BT E

« 18832 TCPE &% MQTTO| 7|t L|Ct

+ 88832 SSLE E%F MQTTO| 7|24t L C}.

- 802 W 22 BB MQITO| J[EHYULIC
wolg E3 MQTTS| 7|= ¢t Y LTt
ALPN protocol(ALPN
SSLE &% MQTT & & 4321 Hots St MQTTo 2t HE &L L}
Username(At8X} 0| F): S2t0|AEO|M MO AMASHT| Qo) AL

Password(Tl A Q| E): AIX} 0|29 INAQEE QHTtL|LC}.

. M3 Y A

Client ID(22}0|YE ID): 220|E IDE YSHAA|Q. S2I0|AE Al
ag i MH=ZE XJSE!'—IEF-

38

|
A
Z2EZ) MQTT 527 33X7L MS8 APN ZRES 0|22 L Ot

AHSR 0152 YRBLICE

EXt= SEH0[AUETL MEof A
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o QUE{Ho|A

Al SEf EE7F A M E L T

TesHY 5 & Y

i

L|C}.

HTTPS proxy(HTTPS ZEA|): 2/rj Z0|7} 255640 £ @l URLILICE. HTTPS ZEAIE
o

X o2& X|@gct

Connect message(H|A|X| € Z)

HZ0| 24¥E M HAIXIE ELX| 2 E X|EgLCt

Send message(HA|X] &) OAIX|S ZLHH AlE MHEHSIAM L.

Use default(7| 22t ArE): At Q| 7|2 HAIX|E YLEHSHE NHA .
Topic(FH|): 7|2 OAIX|2] FHE LT

Payload(H|0|2E): 7|2 HAIX[S] HES LT

Retain(fX|): O| Topic(FH|)0|M 22t0|AUE LEHE FA|SI T HESHYAL.
QoS: IZl S &0 Chet QoS AZS HEELC

Last Will and Testament message(OfX|2t S A O A| X|)

Send message(H|A|X] ME): HAIX|E ELHHT AE HESAN K.

Use default(7]| 232} AF2): XHAlO 7|2 MAIX|E S H NAAIL.
Topic(FH|): 7|2 AKXl FHE LT

Payload(H|0|2E): 7|2 HA[X[S] HES LT

Retain(}X|): O| Topic(FH|)0|A ZE2I0|HE HEHE FX|SAT MEHSIHA|L.

Qos: T2l SE0| ThE Qos ABS HAYLICE

ObX[2) FA(WTS ALESHH S210|AET B270f AZE I X7 ST oA RS XML =
cf. 2ezfo[elE 7} '-|'601| Of= A[HOM HYYHo2 HAAO| FOX|HTRYO| BOX7| 2L 5
=) E27{7t CtE S2t0|UE| HAIXE MY 4+ AFLICL Of LWT HAIX|= L HAX|2t &
Sx0j0 U HFHLUSE Sof 2oL

HTTP proxy(HTTP ZEA|): %|C§ 2 0|7} 255HF0] E Q1 URLQLICE HTTP EEA|Z AFRE}K| %o

Clean session(Z 2 M) A& 81 AZ SfH Al &= Moot ME4SH AZ S AZ A

ALESHA| o

FH o ciet 7|2 gt MQTT publication(MQTT E&l) ©o| A Al 7‘7*01I/\1 AFRE LTt

ne
o

3039

Reconnect automatically(X}S 22 IJAHZ): HZA oix| = EctO0|AHEI} X522 CHA| AAS|OF sl=

o>

Zog HY 5 & sl
Keep alive interval(ZtZd §X|): 22I0|AET} ZI TCP/IP A|Zt =1E 7|CtE E=HE Qio] MHE O 0]

A ARE 2 gls AHS 2AY & sl

Timeout(A|ZF X£1}): AZAO| YEE|= AlZH ZHA(X)YL|CE 7|22k 60

Device topic prefix(&X] g5 HHEAH: MQTT client(MQTT Zz}o| o EHo| A MA|X] U LWT Al X| Q|

MQTT publication(MQTT 23al)
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o QUE{Ho|A

of gol& 7|2 FH §FAE Ar8ota® MEgLC)

[
Include topic name(FH| 0|2 =Z&): MQTT FHOU AN =HE MHSl= FHE ZgtsaH
T

Include topic namespaces(FH| Y LAHO|A ZE): MQT

2 FHOl ONVIF =X U YPALO|AE =
oot ™ dEfS Lo

+

Add condition(ZH F7I): =HE FItste{H =g C}

Retain(2X|): O MQTT HA|X|7} BEQ2 M&g|=X| HostL|c}

[S=1

« None(21g): ZE MA|X|7t HIFX| MEfZ= MESTHL L
+ Property(£4d): &Ej =& Jt&5 DﬂAIXI”J BHEE MEf2 =YL
I

[y}

x5
QoS: MQTT a0 Cisl Sste BaS Meeri s

Use default topic prefix(7| 2 FH| HEFAI AHE): MQTT client(MQTT Z20|HE) HO|AM TX| F=H ©FA}

Include serial number(¥& HS =eh): MQTT HO|2E0f XX|Q 9 HSE Zststa{M MEISHL|C]

o
+ Al(RTF) HEf =M 7#" 3 YEE FHg + Ylg HAIXKIE 25 2E2E JE=z2 29U

MQTT subscriptions(MQTT %)

+

Add subscription(1 5 F7}): A MQTT 1= & ZF7tste{H 2oL T}
Subscription filter(7L S T E|): 7L =3lH= MQTT FXHE YEHSIMAIL
Use device topic prefix(ZX] &2 MTA AFR):. 15 ZEE MQTT FH 0| HEAIZ F74eHL Ch
Subscription type( S §¥):

+ Stateless(YE| =X E7}5). MQTT IJ1I)\I7<I% HE FX =7ts HA|IX| 2 Hetste ™ MEist
. Stateful(ME| =X 7}5). MQTT HA|X|2 ZACZ Hstsl2{ M MESILICL HO|ZEs= A

= AgEUD
QoS: MQTT 7-50i CH3f Bdt= 2f&S MEfSLCh

MQTT 2t 0|

=

MQTT 2@H0] =FAE F7t5t7] TOf MQTT E270| HZASUAL.
+ Add overlay modifier(2 0] =X} F7}): M 2H2||0] =H™XE FItstz{H S et
Topic filter(FH| HE{): u{[0|0] EAIS}2{& HO|E 7 EetEl MQTT F=H S Z7h8HLct

Data field(H|O[E{ EE): HA|X|7 JSON &HAlo]atn 7bEstn Q{2 0[] EAISIEE HAIX| Ho|z
co| 7|2 x|t

Modifier(£&XH): Q0|2 OIS O Z1} AMKE AFR3SHL|C}

=
+ #XMPZ A|Xol= =FAE FHOM E2 2= E1|0|E1E HA|gLIC}.
. #XMDZ A|ZBlE 4FAE Co[E Zeof XHE Ho[HE mAIELIC

AE2[X|

Network storage(YE{3 A E2|X|)
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Ignore(FA|): WESRI 2AE2|XE FASIHE FHLICH

S

[ |
Attached Storage)YL|Ct. 0™ IP FA(SH I
BOEE ZAEE /45l HLt DNSE At83%t= A0
X=X &L L.

* Network share(HIEQ|3 3]). ZAE MHO| 37 21X 0|§2 ¢ :
ot E07F IeB R o2 Axis ¥X|7F 2ot HESYT SRFE ALEY = US|

o User(AIZh): MHO| 21010 a3t 4 o=
Ol5t2{™ DOMAIN\usernameS ¢ = StA

« Password(IjA L E) AMHO 2100 ZQ

« SMB version(SMB H{X): NASO| A& SM

MEHSIH EHK|= EQF HHE SMB £ 8}

ME X JSHX| @f= O|™ NASO| HZASHH .

of CHsif o/7/0lM XtMS| LotE 4= USLICH

r o
EYI SRS F7ote{® MEStLD O S S0, AH
B WEM 2F R

0 I mjn

0=
MotT-
>
¥0
i}
ul
n

L]
A
=
A
i
m
40
|
Okl
=)
2

Add network storage(W|EQ|3 AEE|X| F7}): =3t M = A= HEYA 38E FItste{H

- Address(F4) SAE MBI P F4 £ SAE 0|22 YHEL|CH LBIHO 2 NAS(Network
PFas BZE - YO8 2 DHCP HeNE At
| Z&LICt. Windows SMB/CIFS 0|2

o
mjo
rx
1
Ot
>
>
to
> w
X,
[%,]
oA
>t
1o
wn
<
o
A

Remove network storage( EQ3 AE CHot HZES OFRE x|, HQIE Six|

XA H L CH o|EA St HEYI 3]0 Cist 2 HEO0| MAE L

Unbind(EI ! 8iA): LSS B9E brolg ixjetn HAS Boais 2Lt

Bind(HIQIY): HEXI ZFE HQESD HAZSt{H FEISL|CH

Unmount(OI2 E siH|): HERZ S/E O E siAste{d SFigL|ct

Mount(0t2 E): HE$3 B3R OteEctaid 2gLc

Write protect(#7]| WX|). HEQI 70 M7|E X5t 5220 NAHEX RS St HLCH

M7 WE HESA BRE ZUS 4 gELICH

Retention time(E2E A|Zh): =3t H@t J[¢t, Q& =3to & ot &= HO|H NN A= nd &8

Mgt HEYA AgaX|7t SIS A M3 sjzro| X7 Mo OfF =iz} AKIE Lich

Tools(E )
+ Test connection(®Z HAE) HEQA &80 Cist A HAETL|LCH
« Format(Z%): 0|E S0 &= HO|HE WEXA X0 l= 22 HERZ 3IFE ZUS LT}

CIFS&= AtE Jbsot oY A" S MHALCH

Use tool(=F ArE): SEIst0f MEISH =5 Z/3tatL| o}

Onboard storage(2E E AEZ|X|)

S8 Atg
oy &4 X =35 =4 0| JASLILCEH X7t HddE|1 = SH0j= SD 7tEE Z2|5t
Xl O A2, SD FtEE MASH7| ©of| OF2EE SiX St Al 2.

Unmount(Ot2 E §liH|): 22510 SD 7IEE QHHSHA MASIHUAIL.

Write protect(227] ®X|): SD 720 7|7t XD =3=0| MAHL= A2 EF5te{H o] M2 ALY

Cf. M7 94X & SD 7tE= =Bigh = &L CH

Autoformat(X}5 EOH): MZ 2SI SD FIEE X502 ZOHSIE T HAA|Q. IHY A|AHEZ extd2

EOighL|CH

Ignore(FAl): SD 7tE0| =3t K& Z SX|5tHEH HAMAR. SD FtEE FAISHH 7IE7F ASS A7t

Ol & QIAGHA] ZetL|CH O] 4™ 2 2|XIEH AMEE = AFLCH
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* Decrypt(@= s} 8fH): O =& ALE5H0 H=:
sjH)= SD 7tE0| H’“E Z2E OolE 2

[

< ot

Eo| M&EE o= &

Change password( Hﬁ-‘.’- L= 3

Use tool(E-‘,L AI2): 2250} MEiS T3 E =M
E

+0+
ot
i
0
s

% ﬁ_._bl
o E3KX| OM|_||:f
7 [e]3

O

Wear trigger(Ot2 E2|H): d%

0~200%SIL|Ct oF BE AFRBIX| ]

'37} oA Soof JpZCHs S '—PE HL|CH OrRE7F 200%0| =& SD FtETF @&
SLICh 02 E2[AHE 80~90% AtOl= A7YSt= Z0] Z5LCt OHA o

SD 7t=7} AX|E o2 Ofm&|7| Moj Mol

ot OorR =F0| A3 4o =EStH HE

= =

—
Imps (=l
o
=

Retention time(2E A|Z}): =3 H@ J[2t, QEfEl =3lo| & ot E&= HIO|H N&EL HAHE A &+
MERSEL|CE SD 7tEZL 7t5 X%E MEdSE 7|70 X[LEZ| O O|F =327t AW ELCt
Tools(= )
« Check(2Ql): SD 7IE 2 FE =AQIBIL|Ct ext4 Y A|AHIOAMEBH 2= E L T}
*+ Repair(57). ext4 o Alﬁ":éloﬂ ST FI SHASL|CE VFAT Ity A|ABO0] HEE SD FtE
£ S75t2{® SD 7tEE AL AFHO| M YUS CF 3, C|lA23 S5 AL
. Format(i“") OlE S0 Y A|ARES BHASOF StHL 2 E OO|HE AM&3| X|Jof & H2,
SD 7tEE i””°”—|Ef VFATQ} extd= 5 7§9| 0|8¢ += U= T A|AH SMYLLCH FIE
7t HHP‘*H'—P X7 M@ 350 BXE 42 ol =48 ST = UAEE AHAYEL = YA
S ext4QL|C}. BFX|PF EFAF ext4 EEIO|H E= OfEE| A 0|ME Windows®Of| Al M A|AE
Of HMAsfoF & ZdQL|Ct
. Encrypt(%*ﬁii)i O =5 AL8310] SD 7FEE HCHSI U 2D 3tE 2Hd%st Al 2. Encrypt(P =
3he= SD ZtE0| MY E ZE HOHE AHTLLCH Encrypt(F=2HE ALESHH SD 7tEO| M
E OOlEHe= ¥429E AFESI0] E & L L}

} gi0| SD ZtEE oM A| 2. Decrypt(YE 3}
L|C}. Decrypt(@=2} siH)E ALEStH SD 7t

+

Name(0|&): Z2mo| 0|22 Z7bgtL|ct
Description(4 ®): Z2uQoj Cf3t MY =7tsL|ct
Video codec(H|C|2 AH): ZTZ2njA0| MES{0f o= H|IC|2 ZE

|

Resolution(sljAt&£): O] MM Clst MHE AEZ Lo/X) 21 SE2S EXISIAA L.
=

Compression(2=): O] A0 CHSt MH2 AEZ mo/X 21 §E2E HITSIAUAL.

Zipstream @ 0| MAEO Cist MHE AEZ Lfo/x] 21 28 EXSHAAL.

—

Optimize for storage(A E2|X| X|H3}) @ : 0] MM CHeE M

_ =
ASIMAIL.

og
rlo

AEE mojx] 21

42

Add stream profile( m2at FI7h): SESIH M AEZ Z20rS MMSHLCH
Preview(O|2| H7|). MEist AES Z2OtY HdES AMESH0] HC|2 AEZZ 0|2 FL|Ct
= HP5IH 0j2(E?7 |7f ACO|EELICE FX|o| CtE 7| EFo| A= Z2 olOX|el ==
EECROAN 27 @92 #HAE = A& U CH

-
Frame rate(Z2|Q 2|0|E): O] 2770 Cist 2H2 “EF 5jo/x 21 &=5 HESHHAIL.

[ =k
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Dynamic FPS(S% FPS) @ O] MHO| CfB MHS AEZ Ho/A 21 TR HESMAL.

Dynamic GOP(E% DOP) @ D O] 280 oot 22 2EZ 5/o/X 21 d=5 HESGHUAIRL.
Mirror(0]2{) @ D 0] Mo Th3t MYS AEZ mo/x 21 BEBS ERSIMAL.

GOP length(GOP Z0|) @ D O] 20| ot 22 AEZ Bjo/x 21 & =S
Bitrate control(H|E B|O|E H|0{): O] MM CHt MY AEZ Fo/x] 2] &=

=
2t S MdEgLth @H 0 F7I5t= YR et Xt
M3t Wee a0/ Ho/x 22 %‘%% HESUAIR.

Include audio(2C|2 EE) @ © O] A™Ho| CHot MEHE AEZ LJo/x] 2] S22 FZSHAUA|IL.

ONVIF

ONVIF #A|H™

ONVIF(Open Network Video Interface Forum)= %|&Z AKX}, ETX, HAMEE Sl H XA f7} HEQ 3 HC2

72 &t 7tedS g7 28 + WA sF= 228 AHMO|A BEEYLICE ONVIFE 83 M2 THE 3
H OHEZE el 4=228d fod &4 24 Bo| Oj2f ZAMeS £ + YsLCH

+

Account(A| ). 19 AH o|2e YAFL|Ct

Add accounts(#|™ F7}): M ONVIF AHEE =7}5tH

2
mju

E
o
I
=l

New password(Aj TAQE): H™HO| IAQEE AUAHBILICH INAJEE= 1~64XF ZO|0{OfF BHL|Ct. ZX}
R, PEH, AR 7|5 S olsf JI5st ASCH BAHRE 32~126)0 HAYE0| ALSE % ASLICH

7
Repeat password(TjAQIE HIE) S st IjAQEES CHA| gLt
Role(¥ &t):

« Administrator(2|X}): 2= M0 &™S| HMATLICE HE2[Xt= CHE AE S F7h LM 0|
E 9 HqAHE =+ %‘Q'—IEr

* Operator(2G%}): Ct32 Mot 2= 280 dh22 = ASLCH
- E% 5ystem(A|AE‘“) M X-I
e

- Media account(D|C|0f A|H): HIC|Q AEZ0|T AN AT & 9

>
o
o>
I
o

g0 X= HFols ch30l = ELCH
Update account(#|d YOIO|E): A £d= HIUSLICHL

Delete account(A|7d AtH|): A= AMELICH root AFE ANE = YUSLICH

ONVIF OjC|| =2 o}

ONVIF OjCjof Z2utele ojrjo] A= MMS HFst o A8 4 Ut 74 FBOZ 0|20y Y&LC
xpAlBte] 1 MEZ M ZEns MAsALH BE HFe o) MY BHE Z2fug g 4 S
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2204 A
EERELE
< 83} 7{L},

10
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A EH
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):

1T

2O FE7h: Af ONVIF OjC|of =2t

): Ojof

Video source(H|C|2 AA) F40 &= HICQ

AL

(o]
o
o):

El &, 27
Che

2oy of
Video encoder(H|C|2 QI3

=
©
= =

« Select configuration(3t
Ct

Add media profile(0|C|0{

Profile name(

+

QIE{H O] £
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2l
| — |

QIE{H O] £

Producer(Ax}): DIEIO|E|S MAfete AQLICE 2 of2fol: @o| FAOA ~E2|Yste BEtDo]
e R0 220/ Lt

A1 EC

==} = [ - O

0
=5
Q
=
>
o
L)
>+
—
n
brd
2
k=)
>
o
Ot
rir
>+
e
ful
o
-
o
L =]

EtCIOIE ~EE S Edstota{d WL =2
C}.

C] &

Camera tampering(7}H|2} S o &)

Ftoet |MEE FX[7|s d=It ol AAY B REIAL HotH ZHAIE S2{M Trigger delay(E2| A X|A)
AlZho| Zatoh Aot 20| FHOo| B EH LEs YdeLoh "MEHE X 7= FtHE7F 10 0]y F X O|X|
E2 20T 2gstELCh of 7|2t S¢ AX|7|= X O|0|X[0 M ™MEHE S AX5H7] 9o Bz A8
YO R3S dFeLCh YW RAS HESHH HYotH Fioate] AL A AYEO A=K, =F =
40| SHt2A 2850 A=K, FrHE2t B Hat 20| 40| Y= FHS 7t2[7102 UK @2K 2B A|
2. 7t HHYS HH¥S ELAY U2 A8 = AFLIC

Trigger delay(E2|AH X|): 20| E2|HK7| HOf 30| & ;
OfZA st ojojX|of Fete F= LT =AU W3 ZRE LS XL

7 = =
M AS™ O|0[X|7t O FHE I HX|= LS YISt daut
o
SHO|D oA @2 FHAM "MEHE HA|
21

HAM
« View the device server report(&X| MH 2|EZE H7|): EHY oA HE MNE{O st HEE
UL A EOs As2E MY Z|ZE0 ZghE Lt
+ Download the device server report(&X| M| B|ZE CI22 L) X AAIZH 27| O|O|X|9 A
AR OfL|2t UTF-8 Al MK MH Z|ZE EHAE 0| otz zip THY0| M E LT X[
MH[A0 2o|g I &4 MY 2|ZE zip IIYS ZaASHHUA L.
+ Download the crash report(ZE E 1A CF2E2E): AMH AEHO| CHst XA HE I Qe OFFHO0]
BE OIRECETLLL 5= 2 ZE0 = XM C/HO HEQ} MY 2ZE0 e dE7F =3
ELICL O] 2EIMOlE HESA FHa 22 DI 27 A2 5= JYSLILCL BEIME M
dote O 2 2 B2 288 = AsUCH
2

+ View the system log(A|AE 21 H7|): XXl AR, 0 9 Q3 HA|X|QF Z2 A|AH 0]
HEO ot §EE BEAISI2H S =gt

+ View the access log(¥MA 21 H7|): 2= ZI9 I|AQJYEE A% 22 & AMIfsH HX|
BMA AMEE BF BEAISHEEH S8

Of

HEYI =X
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e

58 A
HED FH TpAof

rir

HEST =9 o2 HEYI &35S 7IF5t0] 2ME siZ25
x

Trace time(FEH A|Zh): =X 77K

87 A2y 21
ZELOf, HAXE MYotes AL
22 1 HAIXIE

0z
0x
Of
rir
>
[kl
|m
dot

Server(MH{): Al MHE F71512{EH S U AIL.
= [¢)

Host(ESAE): AHO TAE 0

Format(Z9): AI2% syslog HA|X| A EH St
» Axis
« RFC 3164
« RFC 5424

Protocol(ZER2EE). AT TE2ES MEH:

- UDP(7|2 HF ZE: 514)

« TCPU7|2 48 =

o TLS(7|E MF™ =
Port(£E). CIE ZEE A}

Severity(MZtE): EB|7HE If M&E HAIXE ME{SHL

CA certificate set(CA QIS A MA): sHXjo| A

olH} 1 Ad
= = o

At BHL Adis IX| T4 FO| Y DF ABXIE I HBYLICE 0 HOIXIOA iRl Ojf
H+E SFstn HYY £ AFLL

o A

AR 25

Restore(S ). [fZ72 HYS S =t Al 7| 2ULZE ES2HAL. LIS Xt 4S CHA| #4512
2 1 O|#IE Sl Z2|MZ CiAl BH50{0F SL|C

ME EXEX @2 ZE BS LAl XI5
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T2 A
=8 = M3¥Ees et 282 s 25U
- HE ZREZDHCP E= 1F)

« 7|2 2t%H

e Subnet mask(MEUl OrA3R)
- 8021X M H

« O3C MY

« DNS MH IP =&

Factory default(-ég—ﬁ'fa'} A ZI23):

£ Mg TR 33 A 7|20 gEMAe. 18 0| &K
of WA = UE ;

e
g = ASLCL OfF

b AtMet &2

H
rin
>
X,
wv
0
>t
>
[=
m
)
<
rr
a
Pal
um
_>-‘_
o]
mn
<
0
>
<2
X
oA
rn
k>
[El
|m
i)
<
=]
.>|.
[ias

[} =
A B9l Axis Zx|of ROl K Moy 2ot 2E2 HS £Y & UL
axis.comOj| A| B4 A "Axis Edge Vault"E ZEEXSIMA|L.

AXIS OS upgrade(AXIS OS ¢YO|E): A AXIS OS HHH O Z AAFO|=TL|Ct. Af EE|A0 = TFAE
S B 3 8 AT M2 7|50] ZetE Lt &y 4 AXIS OS EE[=& ALE3ts Aol F5U
Ch. XAl R2|=E CIRELCSIHH axis.com/support2 0| S LIt
YIYO0IEY W Cha M 7HX S8 SOAM dEig &= ASU L
« Standard upgrade(E2= YZ0|E): A AXIS OS HHE S Z g o|=EgtL|LCt
+ Factory default(SF E3F Al 7|23): Y 0|E5t RE dYS ST ot Al 72422 &=
BLICH O] s HESIE §420|E =20 O] AXIS OS HEC =2 =3 =+ flSLICH
- Autorollback(XIE E). HAE A|ZF Ljo| ajo|=stn @Oa0|=E SQIBtL|ct &QIs}K]
Ho™ X 7L O] AXIS OS H{H o2 | =0tZL|Ct.

S
AXIS OS rollback(AXIS OS E4): O|™0| MX|= AXIS OS MO = L|=E Lt
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ol 7PXI o= A

S P B s B B

axis.com/learning/white-papers2| "Long distance surveillance - Fiber-optic communication in network video(%t
He| dAl - HEHA HIC2o] dF S4D)" HAMoA 87 Hols 2X0 CHol XtMs] Lot YAl

O|Ciof AME 2X Lo tigh §2= 0 MFL 2% 7I0[EE HZSHYAIL.

H7| 449

7] goie mA £olo] Hakd JoAeich MH 27| (Al )| Yog Asa|ysD NI o o
AERX 978 A4k + ASLICH 87| FYUN PTZS BAsfetH 1 ot T/LE/EE + AL
27 g2 Atgetd A =710 AR sm)E MAY + ULt

27 Qo2 MY O HCIQ AEY NS =Y Y Av|EC HAL 22 7|2 SFE U0 F&Y
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