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LICH M EIM Y A|AEH 2= SAE O|2E2 AL 8= EAH= A~Z a~z 0~9, -QL|C}
57 DNS H0|EE &/dstptL|cH:  FX|Q IP ATt HAE Mot X7 =0 Ql 0| AH{(DNS)
J|Eg AHEo2 UHOES S B{RFLICLDNS 0|5 S5: EA|o| P =42 Jt27|& 1 20

Ol 0|28 UHTLICL 8= EX= A~Z, a~z, 0~9, -QL|CLETTL: TTL(Time to Live)2 DNS HZE

7t HHOIER|7| Mo faot 4E{E |X &= AlZtE AL
DNS AMH

Assign DNS automatically(DNA X} &%) DHCP ME{Z} AM =0iQl S DNS M FAE FX|0of Xt
SO SStA St MEistL|Ch CHER2| WESLAO0 Cisi X}S DNS(DHCP)E # & gL Ct.Search
domains(EH|Q ZHM): HASIE|X| U2 SAE 0|E2 AIRSt= A2 Add search domain(ZM ol
F7hE SUStD X7t MBSt TAE O|E2 AME =002 2T L|CLDNS servers(DNS AMH):
Add DNS server(DNS AMB| £7HZ 22|51 DNS MB{O| IP ZAZ Q2{stL|Ct. 0] MBL= YEQI0|A
SAE 0|22 P Z=AZ2 HSHSH0] FZBHL|C}.

HTTP % HTTPS
|Sste ZREZYLCE &=
I

S
X0 HTTPSE At3t2{H HTTPS QIEAME MX|s{of &L|Ct. ASME MM MX|5E{H System >
Security(A| 28 > HONZ 0| FTL|Ct.

Allow access through(8 M A | &): AFEX7F HTTP, HTTPS 2= HTTP and HTTPS(HTTP 3! HTTPS) =2
EE & OE S X0 AA5t=F S LX| MeigL|C}
H| D
HTTPSE &3l =2tz ¥ HO|X|E Ee= 8% £3| HOXIE N& 28 I 450 Mt
A& L L}
HTTP port(HTTP ZE). AT HTTP ZEE UESL|Ct MK X E 80 fE& 1024-65535 HRo 2
£ ZEZS §8BLICH HIARE RI0S F2 11023 ¥9o| ZES YT & YL 0] e
ZTEE ANESH Z107F BEA|ELCEHTTPS port(HTTPS ZE): At2% HTTPS ZEE QAT CH EX|
= EE 443 L= 1024-65535 HRo| D= ZEE 3 2TL|CE ZZXZEZ 2005 AL 1-1023 H|9|
ZEE 28y = QELCLH O ol ZEZS ALESIH Z 17t ®A|E L Ch.Certificate(QAF AM): FX|
Of HTTPSE Z-datste{™ ASME MEIGL|CE
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HEHI M4 =Z2EZE
Bonjour®: HEQI0M A& HAME 3|85t2{H 0| FMS ZL|CL.Bonjour O|F: HEIO0 BAY 0|2
UHYLCEL 7|2 0|52 TA| O|§1 MAC FALICLUPNP®: L EQIS0M XIS HAMES 31852 H 0] &
MS ZLCLUPNP O|&: YESZ0 EAY 0|F2 YHLLICL 7|& 0|2 TA O|F3 MAC Fo L
CLWS-HM: WEIM A5 AMS o{8ot2iH 0| 545 FLICILLDP 5 CDP: LI EAJ 0 Xt5 A4
2 o|25t2{H o] FME ZLCt LLDP 3l CDPE II™H PoE M@ A0 X|A0| M4 5= JAESL|CE PokE M
g s 2HE SH2SI2H SHE/O Pok MR Y ME2Z PoE 29X E P
=EE2H T\
Hitp proxy(Http ZZA|): |88 HA0| [t 32 T2A| SAE E& P FAS XYBLICHHtps
proxy(Https TEX)): 6|25 HAof T2t 22 T2A| SAE E& P 548 AFHLICH
HTTP 9 HTTPS T2 A|0f &&= HAl
 http(s)://host:port
 http(s)://user@host:port
« http(s)://user:pass@host:port
H| O
HXE MAIZSO 228 ZEA 4¥2 H8U
No proxy(ZEA| §18) 22 T2A|S 235120 No proxy(ZEA| 812)2 ALBYLICL 220 AU 2
M E SILIE QAL dE2 PE0 o2 HE YLt
- HF7
. P FA KW
. CIDR HAlo| IP =4 X|H
o OO o2 X|H(0: www.<EHQl 0|2 >.com).
- E8 Mo 2ZE ot =0l XF(O: .<=mQl 0] F>.com).
One-Click Cloud Connection
One-click cloud connection(O3C)1dt O3C MH|A= O XA LE AAIZE B =31 A0 20 otMsH Ol Ul
HMAE MBS LCH XM LHE 2 axis.com/end-to-end-solutions/hosted-servicess ERSIMA| L.
Allow 03C(03C & 8):
« 28 0|A0| 7|2 AFYLILt. AHUS S O3C MH| A0 HZASIHE FKX| O MO HE
= ZH FELUL Mol HES F£E = 24A1ZF O[LJ0| O3C MH| 20| HXE SE3HOF oL
Ch. O™X| o™ FX[7F O3C MH|A0A HA SN ELICL ZXE SEET Always(2 )
7t 2gete|n FX|[7) 03C MH|A~0f HZE M FXA|EL L
o g A ABUHS SO O3C MH|A0 ol HAAS X[EHo2 AzgtL . X5 SE5HH
O3C MH|20f AZE X FXE YO X2 HO HEO FX s 82 0 4845 MEHLCH
« OfL{Q: O3C MH|AE HjZdatetL L.
Proxy settings (ZEA| H7): ZQot Z2 ZEA 2FS Y50 TEA MBO| HEYLCLSAE: TF
Al MEO| FAE UHYLICLEE: HMA0 AMEE= ZE HS S YHYAIL 2R Sl IjAE: L@
o 39 ZEA MHOf Ciot AEX 0|5 8l A EE Q2oL ChAuthentication method(215 UH):
« 7|2 O] W2 HTTPO| CHel 7t 22bd0| FOojH Q15 MAYLICH Y2SHEX| gF2 AREXA} O
S0t AES MHZ HE57| [HZ 0] Digest(EIO|HIAE) A ECH OFHSEX| RS LICH
« CIO|HAE: O A2 oY HEJIS SO Yootel AJYEE HESHI| WE0f o FFSLCt.
« AE: O] FHS AMESHH X /A= SY W2t X7t A Yy M = ASLICL 2
?l= CIO|H2E 2, 7|2 &Y &M=z dFL(Ch N
2/A AF 7|(0AK): 27X 21F 7|5 7IM22{H Get key(7] 7t 27|)& S=HELL 0[A2 FX
7t YetHOoILE ZEAIQIO] QU0 HAE B0 s LICH
SNMP
SNMP(Simple Network Management Protocol)& O|238l0 HEQI ZEXE 2oz g £ JASL|CH
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o QUE{H 0| A

SNMP: At23% SNMP H™ S MEiSHL|CL.
« vl 89 v2c
- Read community(2}7| HRLIE]): X|El= ZE SNMP X0 CHsljf 47| M ATHO|

A= HARUE 0§82 ¥ 7242 SHYLICH

- Write communlty(M7| 9-|.,'E,'.L|E|): XNE = T E SNMP X0 CHsH A7| = M7 HSE
Of A= HRLIE| 0|52 YUHYLICHS 7| ©& M Hel). 7[242 27| YL|Ct

- Activate traps(E3H &/d3}) ERME IS HS5IHE HAYUAR. X = EYS ALESHY
Saot O|HE = SE| HFO| CHSE HAIX|E 22| A[AE0 2HLCh @ QLB I O] 20
X SNMP vl B! v2cOf Cist EHE HM™T = QUAESL|CH SNMP v3e 2 HZASIH L SNMP
£ N EMO| AHEC 2 AT L|CE SNMP v3E A3t A2 SNMP v3 2| ofZz|#
ojdg S EBMS 48 = ASLICH

- Trap address(E3 FA): 22| MHO| IP TA £ SAE 0|28 USAAIL.

- Trap community(E HFLE|): ZX|7t el A|AH E- HAIXE 29 I AtEE

HRLUES QgL

- Traps(E®):

- Cold start(E2E HE&): HX|7t A|7£|FEI 0 E HAIXE 2 |_||:f
- Warm start(8 2AELE). SNMP A7 | Al X &

- Link up(¥3 @) A} Cr2oA © g HAXIE 2Lk
- Authentication failed(Q1Z A Ij): Q1= A7} AMI|s}H E& HA|X|S EWHL|C}

H| 2
SNMP v1 8l v2c ERHS M B= Axis HIL|Q MIB EO| 2dStE Lt Mt &2
AXIS OS Portal> SNMP= Hx3IA Q.
+ v3: SNMP v3= ool 8l HOI oS HEot= HCp Qo M Y L|CH SNMP v3E ArEdte{H
A5 HTTPSE S8 M&E22 HTTPSE E43lste 20| ZELCH Eoh Ao gle SHAXLZL
US| K| &2 SNMP vl 8l v2c ERO| HMA5t= AS LX[ZLLCE SNMP v3E At83t= B2
SNMP v3 22| OfZ2[H0|dS S ERMES 2-Y = UASLILL
Password for the account “initial"('X7|" Aol AL E) 0|20 'initial'@l A9
SNMP IHAQIEES UHSL|CE HTTPSE &d3idtX| e MAQES &L = UK T
ARSIK| FELICE SNMP v3 HAQE = o Hiok MES & Qa0 HTTPS7| HABIE 42
oot MFSE 20| ZEL|CL MAYCE AP HAYC Lot of o[ EAEX| &
SLICH HAYEES CHA| B E HXE 3 7|12 HY2= WHEYsoF Lt
Hot
ASAM

AEME HE/AIYS XS ASst= O ALSELICE O X= & 7HX &l 2ASME XUt
 Client/server certificates(22t0|HE/AMH 21 ZFA{)
H

SatoloE/MH QIEME &K DS ASSH XK MY & Yon CAQS 7oA o
22 & ASLICL MN MY ASME Hote 238 HSoiH CA 2 ASME &7 H©

In

.I
CA ISME A8 mof ASME ASYUCL OE S0, X7 IEEE 8021X2 HI & =
o 4

= o
HESI AZE 2 0S5 M| IDE BSYLILL X o= oAz 742 M4H ZX & CA
S M7t ASL Lt
ANYes 842 Chant 25U
- 95M HAl: PEM, .CER .PFX
« J§Ql 7| HAl: PKCS#1 91 PKCS#12
T2 A

HXE Y £ Al 2R MHEESH 2

rn

AISMZE AMELICE AME 2X[E CA AT A

_|_

« More(H{ H7|) e c REMSEALE MENSE =71 EE FA|THLCH
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« Secure keystore(HQt 7| K& A): 72 7|E CtMSHAH X ZASt2{H Secure element(HQF @A) I
+= Trusted Platform Module 2.0 MEHTHL|C}. MEHSH HOF 7| H&EAQ CHSH AEMSH LIS &
2 ¥ help.axis.com/en-us/axis-os#cryptographic-supports EZSIAMA| L.

« Key type(?| 98): QTME E25HH EEOE SE0M 7|2 =3 Y02 FO|Lt O
2 st ynaEg MY

o= [

a

oo

© Jgo %= Hwos ChE0| ZetE Lo

. Certlflcate information(QS A FH): AKX = QASAo £MHE FLLCt

» Delete certificate(ol"kl AFH|): QIS ME AX|SIAM A 2.

+ Create certificate signing request(QISAM MEH @XF MAM): C|X|E ID AIEME AMH
g 7080 EH 93 M 2F 2 gL

Secure keystore(sl?_i 7| MEA) O

« Secure element(29F 2 4)(CC EAL6+): EOt 7| K& A0 E?_P QAE AIRSIa{H MEistL|Ct

o Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 & 2): 29t 7| MZ
= ALE5te{H MEiStL )

by
Ot
N
o
OoF
==

In

TECER-ER TR

IEEE 802.1xIEEE 802.1x= M 9 BEM HEY A X EO =S HIst= ZE 7|8t HEKA £9Q K|
O E @It IEEE &= QI L|Ct. IEEE 802.1x= EAP(Extensible Authentication Protocol)& 7|—’.._‘—9§ ot L|C}HIEEE
8021XE H3kl= HERA0 °"*1|*0PE1”4 HEZ FX7t HHH2E ASE00F gLICH AF2 2T
MHOAN Sz, YEI™ o 2 RADIUS A H(0]: FreeRADIUS 3! Microsoft Internet Authentlcatlon Server) ¢!
L|CtIEEE 802.1AE MACsecIEEE 802.1AE MACsec2 0O|LC|0f OHHIﬁ S8 D2EZES Q3 HYZAH Oo|H 7|
9 DANS Ho|ste IEEES] MAC(D|L|Of HAA 7HE =) sof E-’.-_‘-%I L|CEQISMCA ._oM glol +4
MH IBM FaH AAZL HiZ etz X AZ4E HEYZ *71I°*0I XA 1E5E AlE=g L Ch
ME AT I Axis 7+ Al 717] & Q15 AH = EAP-TLS(ZE 7t5 Q15 Z2EF - 7.‘_*0 AHZE EOr)
2 AEME KNHEoZ QIFeL|ChEX 7} °"‘A1% S EzEl= HERZO ANaT

£ ZX|0] MX|8l|of g L|Ct.Authentication method(Q1= HiHH):
lient ertificate(—Z-E}0|°1§ ?_Iokl): IEEE 802.1xE Al2% Z2}0|
&= = OIZME AIR3I0] 22/0[0IEC] DS 2HolSHL|CHCA ASA:
H1°| IDE =olgtL|ct QIZEME MEISHK| Yo FAl= AAE HERZ
FL|C}.EAP |dent|ty(EAP ID): 22I0|YE Q1= AQ Y=l A

L |

b

rero->mure otpe
e
> Ul
0o
10|
il
'}
=)
Q
mJ
2
|>|
FT

|m ol
=2

] OH'AIE EAPOL versi on(EAPOL HH): 4 E ALK M At = EAPO M EH SF
IEEE 802.1x(IEEE 802.1x A}&): IEEE 802.1x #EEE‘E—% Al ™ MEHSHL|CLOI= it o 2 [EEE 802.1x
PEAP-MSCHAPV2E AF23I= ZAL0|0F 0|28 AMES 0|28 £ &L|C}
. TAQIE: oS AFSX} DO HASICE ol 2BiL|Ct
« Peap version(Peap H{H): | EQI A{X|0|N ALE /& Peap HH S MEHTIL|LCE
. Label(2}%): 22}0|QIE EAP ASBIZ ALRSI2{D 12 MENstyl, 2aj0|QIE PEAP OtS3t2 ALR3}
2{H 25 MENGIL|C} Peap HW 12 ME5t= 42 UWENZ A2X|7} AHESH= 2tHg MEigtL|Ct
IEEE 802.1ae MACsec(HX CAK/AIH 2 7))2 0I5 &yoz Arst= Z0|ok o[z3 4¥g 0|8
g &= AEL L
o 7| UX| AA A F| 0|F: HA A O|E(CKN)Z LHtLICH 2 ~ 64XI(2E 2 Jt5) 16
Tlg=0o{of E.”— Cf. CKN2 gZ M =522 #4350 stH, XS0 MACsecg Ed3}d}
HE 3ol AE E0M LX|s{oF L|Ct
o 7| YA AHF #AH 7. A4 /A F|(CAKNE YHTLICh 32X = 64XtQ| 167I=0{0F B L
C}. CAKE G Bai0|i 2502 A0} 810, A 20| MACsecS &43tstai® A0 o
Z 2ol LX|sloF gL Ct.

SXE oY 2 WX

Blocking(\tEt 5): 248 [f@l 322 XIEHSI2B AAAQ. 2Xd [jol 322 AY %S S3) 219
e EE oo 7|8 FRBLICLAT 7k A Y SAS AT MRS @ LICHAHE
z7: 220 AME| Mof 3{85lE 28 o 41 23E YHAPLUCL HOX +51 X +F 2
SOl BI8EE A 48 85T + Ay

I
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* M0 Se HFO0l= CH=20| EZEE L|CHUpdate account(#d AHO|E): AFE S48 HAETHY
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(=] o To= [ — =]
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AXIS P13 HE{3I 7tz AlE|=

o QUE{H 0| A

- Username(At2X} 0|&): ZQI5I2{H ALEAL O|EE YUEHSIMAIR.

- E|AQE: 2Ioldte{M mMAQEE Q

- Proxy(ZFA|): HTTP MH0| AHZSL7| 9
783% 7;‘—| 0IE40I-|_||:|»

URL: HTTPS Aj{0] Ciet =93 FA0 982 Halg 23S dULT O S

M https://192.168.254.10/cgi-bin/notify.cgi ¢! L| C}.

- Validate server certificate(MH QIS A| &Ql). O] MXIE MEHSIO HTTPS MH{ZI MM
ot QIZAZ MeEtstLct.

- Username(AF2X} O|£): 21013l H AIRX} 0|22 USIAAILQ.

- ARE: 2700512 H IAQJES YHIIYA| 2.

- Proxy(ZZA|): HTTPS M{of Q1Z3t7| Qo Z2A MHE SDHeof ot BL Tas

dEE A2 sy

- HEQ3 2EZX|
NAS(Network-Attached Storage)Qt Z2 U ERQZ AED|X|E FI510 MYS XESt=E AR
AHRE 4 QULICh mAL MKV(Matroska) It HAlO 2 REHE LICH

- BAE: HER3A AEZX9 IP FALI SAE O/ YHTL L

- Share(Bg) ZAENM B 0|52 Y=BiLct

- Folder(&C): LS & C

- Username(AlX} 0|8). 219!
A

- ll!-I*°J'= EQI5e{ ™ Ij
. SFTP

SAE: MHQ IP FALL ZAE 0|2 %IEW.J'-IE} SAE O|E2 YHSl= 82, DNS
X H 7} System > Network > IPv4 and 5
XM 0 Y=X| SQIBHAAL.

- XEE: SFTP MH{7} At85tE ZE Mo E YHBL|Ch 7|22 224}

- Folder(E0): N2 NS CIHERQ HE2E YHSIMA|Q. CIHER|Tt SFTP M0 O
O EXsHA| gtoH, mtdE YRS If LF HA|X|7F EA|EL|CH

- Username(A}RI} 0|E) 292513 H Al O|ES UHSIAAIL.

- HAQE: 2015 IAEE YHSMAR.

- SSH S AE Z7f 7] SE(MD5): &4 S AE ZI| 7|(32X}t2| 1674 X))o X288 ¢
E1o+|_||:f SFTP Z2}0|H E = RSA, DSA, ECDSA %l ED25519 S AE 7| Q49| SSH-2E A}t

25t= SFTP AHE K|t Ct. &4 A| RSAZ} MQEI'— HHEH 0| ECDSA, ED25519 &
DSA7|- 1 5 & &L SFTP A-|H-|O1|A-| AtES= SHIE MD5 SAE F|E YHg|of
SHL|C}. Axis & X|= MD5 2 SHA-256 SiA| 7| & = X|QSHX| T MDSELCH 228t &
oS 2|dl SHA-256& Afﬁ'—o}'— 40| £E&LLCEH Axis X2 SFTP MHE F 5= gt
H*Oﬂ CHSE XM L2 AXIS OS ZES EASHHAR.

- SSH SAE 371 7| §8(SHA256): 214 S AE ZJ|| 7|(43X2| Base64 QAL ZXH)9
X2 Y=L CE SFTP 22}0| Y E = RSA, DSA, ECDSA B! ED25519 S AE 7| 9§ 9|
SSH-2& At238t= SFTP MBI E X|eHL|Ch & A A| RSAZ} M3 E|L= g 0|0 ECDSA,
ED25519 S DSAZ} 1 % E mEL|Ct. SFTP MHO|AM AF3t= 2HIE MD5 SAE 7|2
Q& siof L Lt Axis & X|= MD5 % SHA-256 S{A| 7| & 25 X|SHX|EF MDSECH 243
St HotS 2|8l SHA-2565 At&dt= 7-IO| ELL|CEH Axis X2 SFTP AHE M= gt
ol CfS XFMISH LIRS AXIS OS S HndHAlAIQ.

- Use temporary file name(QA| ot 0|E AI2): A0 2 MY
aAs EEEO}'E:ID:' MEHSHL|CH YZ2EE 2AZ2H oY O|DO| 5
HUEETL SCHEl 242, £&4F ool Siﬁl—llif- JgjLt o ™35 A

———

e SIP or VMS(SIP EE= VMS) :
SIP: SIP X3t2 Za{® Metg Lot
VMS: VMS ®3E ZAa{®™ MEisHL|C}.
- From SIP account(%“.k_lx} SIP A|H): SEE20|A MEHTHL|LC}.
- To SIP address(**l X} SIP -.-_+_) SIP =AE Qs C}
- Test(HAE) &3t 480 &S5t=X HAESZHH 22
. O
- Send email to(O|H|Y MZ& C
o] 7| Y=stdd 252 oY
- Send email from(O|H{|Q ZAl): HLj= AHQ
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AXIS P13 HER3I 7iH=t AlE|=

o olE{m o] &
- Username(Al8X} 0| &) O MHO| AtEX 0|52 YHTLICH O|H Y MHOIAM SS
QFGK = 4% 0 ZEE HY E'—IEP.
- mAQE: O A1H1°| A5 LT olH Y MHOAN 2SS QFSHA| &
= 4% o] 2EEE H[Q s L}
- Email server (SMTP)(0|IJ||°I MB(SMTP)): 0| & =0{ smtp.gmail.com, smtp.mail.yahoo.com
of 22 SMTP MH O|E& YLt
. EE: 0-65535 HeIo| S ALE3t0f SMTP MHQO| ZE Mz 5 AL 7|23
o 587OI[_||:|.
- Encryptlon(°*29_}) A3E Af Sl2{H, SSL EE= TLSE MEHSIAA| 2.
- Validate server certificate(A|t QIS M ZQl). ASTIE AIRSH= 42 EX|Q IDE & 0Is}
EE MERGEL|CE Of °|"A1" CA( °._% 71200 M KA MYSEALE Lae = &L T
- POP authentication(POP Q1ZF): POP MH O|E2 U HH A 2(0: pop.gmail.com).
H| o
AR oY SEAt= Of4E O|H Y O FALSE HERE FASHHM ALZXIZL 20| 2
HE otdg 2AL B AS Hotsty| fsf 2ot DHE AFERLCE O|H Y M3 &AMl &£
ot FHME =Q15t0] oMY AHO| F7|IZLE o4 O|HYES sX= YOl YEF StHA .
. TCP
- BAE: HHol P Ralf sas 08 AL, SXE 0IES PGS Fe DNS
A7} System > Network > IPv4 and IPv6(A| A" > HEQ|3 > IPv4 9l IPv6) Ofzfof
K™ 0 Y=X| SHOISAIAIQ.
- Port(ZE): At ANA0| AHBEE ZE MBS YELC
Test(BH|AE) 4HES BlAESR M 22sL|ct  + Ago| ¥E W&ol CH20| E3HE L|ChView
recipient(== 'I} E7I) BE FUX M EEE 22{H 225 L C}.Copy recipient(=4X} SAb): =4l
RIS 2T 223 2. EA#% M M2 =MXE HEY = US| ChDelete recipient(= 4 X} A
H): =MXE %-TL’S*.EE AtHSte® 2L
U
AP BAZ B0 ZUOR ABE 4 USUCL SZo= 7L he HEe w WA HZo| RAE
D= YFEI HATF EA[EULH | Add schedule(2#|E F71): 27 = HAE Yotz SO
5 E2|A
=& EZ|HE ME30 E2 =528 EZ|AY = AFUL O E =0 =3 E2HE HE €4 & 74
St Bot AN AFE & dsUr
MQTT
MQTT(Message Queuing Telemetry Transport)= AFE QEUl(oT S Iet EF A T2 EZQL|Ct tha
Stel IoT ESHE o ALY 22 AE FZZH(small code footprint)dt XA HEQA (HEZ0ZE 1A
A E AAGHY| ol CrYot Ao AFEELICH Axis X ~AZEQ|0{o] MQTT 22I0|HEE Fof A
OlM HdE GOl S OfHEE Ay 2| AZEQO{(VMS)7t OFHl A|ARI0)| ZHHSHA S8te = UASLICH
7|7IE MQTT EEPOI"*EE Ayt MQTT S EEfOI"*ES’-f BE7ete F AHEIE 7|22 oy
Ct. 2E0|HEE= HAIXIE EUWd &S Ct BE27{s S20[HE 7to| HiA[X] 2t E S HIEE

|l L|
L|CHAXIS OS Portalo| A MQTTO| CH3H RFA| | topE £ 9J& LT},

ALPN

ALPNZ2 Z2t0|HE S MH 7t A9l AHENO|I ':+71I01IM OfEE|AHO|M Z2EEESS MEE = YA
St TLS/SSL SHEFQILICH O|= HTTPS} 20| C}2 ZEE=0| AREHLE =28t EE =38 MQTT £
S 2 Matst= o AFEELULCH Z20 ek MQTT E*' HMEoR JfHE ZEJ g8 =& AZY
Cf. a2t d2o| JAM2 ALPNS ALESiN H*S&PE”OHH 5 8El= EFE ZEOM MQTTE OfEZ|A
Ol —EEEE MEB8YUXE ZHst= AYLICH

38



https://help.axis.com/axis-os#mqtt

MQTT E2j0|HE

Connect(@d): MQTT ZEI0|HEE AL} T L|CLStatus(MER): MQTT S2t0|AEQ| HA MEHE HAITL
CLEHRHSAE: MQTT MHO| SAE 0|2 L IP TAE QAL Q. Protocol(TREE): AIRS Z2E
2 MHTLULLEE: ZE HS E L}

. 18832 MQTT over TCP(TCPE E3 MQTT)S| 7|27+l L|C}.

+ 88832 SSLE E3 MQTTSO 7|27+ L|LC}.

802 ¥l AZS ot MQTTS| 7|2t YL|C
o 4432 $-J| A7 HOIES ESI M 7|27t
ALPN protocol(ALPN Z2eZ) MQIT 527 Zox7F B2 ALPN Z2E2 0f
SSLE £t MQTT & &l A3l HEotS E3t MQTTO1|'3._P X 2 ElL|C}.Username(AL X}
ME{ O] UM AT -rIOH Af9°* ALEAL O|EE2 ?:!E*E.“—IEF H*°4': AHEXL Ol 229 llHi J
C}.Client ID(Z2}0|1E ID): S2t0|HE IDE YHSIMA|R. SEtO|YUE MHX= 20| 0f
g I MHEZE 7‘*"5' L|CtClean session(221 A[M): 912 % AZA 7 Al SAS 7(1|01E.“—|'1f A e
448 A4 HX1| A| ~Ef "HEZF AKX E LI CHHTTP proxy(HTTP EEA|): Z[CH Z 0|7} 255HI0|E QI URL,:,I
Ch. HTTP ZEA|E AIESIHA| Yo HEE HIY = UAELICLHTTPS proxy(HTTPS =& A[). Z([C§ ZO|
7F 255HIO|E QI URLRYL|CE. HTTPS mEA|E AIESIX| Yo{H HWCEE H|Q = 5= UEL|CHKeep alive
interval(ZtZd §X|): S2I0|HET}L 721 TCP/IP A|ZF ZHE 7|CHE ZQ Q0] MHE O Ol AtEE = Q=
ANEE ZXE = ASL ChTimeout(A|ZH X=1}): HZ0| AEE|E AlZE ZHA(EZ)Y¥ Lt 7|22k 60’“*I
g5 FA: MQTT S20|AE §o] AZ MAIX| S LWT GA[X[2| =X 0f CHSt 7|2 Zfat MQTT R
ROl AAl =HO|M AFEE L|CH.Reconnect automatically(XIS2 2 MHAZA). AZH SiK = +0|°1€7r
S22 CHA| HZAG|OF St=X 01—‘?'—% XI@C’“—IEF Ilillklxl dAAZ0l dEE W HAIXIE ELE“XI o2
£ X|deL|Ct.Send message(HA|X] ME): HA|X|E 2L H A2 HAHSIM 2.Use default(7| 27 At
) AtAol 7|2 HAIXE YHStHH Jl*'AIQ TOPIC(-’F-HI) 712 |31|/\|7<|°| FHE gL CtPayload(H|
O|2E): 7|2 OAIX|el W8S T L|CtRetain(FX|): O] Topic(FH|)0|A E2l0|HE HEYE FX|}
2 MERSHL|CEQoS: I{Zl S0 Cist QoS AE=S HATLCLOIX| 2 A HA|X|OHX|2 FALWDS
AfROP SEO|HET ER 10” ClZE M X4 St g [
Al
o

=
—|
|_o

59-|>

Pl
I'

ﬂJ

_J

1 O O

Moz AZA0| HOXH(HEAO| HOojF 7| WEY =+ ) B
2 Zzto|dE Ij1I/\I7<I% EEE“%* 2 AELCL O LWT HAIX|= 28t HAIX|Qt S8t YAloln 5L
ot Of| 7 I—I.:.E Sl 2t E E L|CHSend message(H|A|X| ME): HAIX|E ELH2{H ALE %’S&MIRUse
default(7] 23t AFR): X[AIO| 7|2 jA|X| S °'346+E1“| JltIAIE Topic(FH|): 7|2 O |25t

L|Ct.Payload(H|O|2E): 7|2 HA|X|Q| L&
| 58

EfE FAISte{ ™ MEfetL|Ct.Qos: T2l SE0 03t Qos 7= %

MQTT ual

712 FH HEAM A8 MQTT client(MQTT S2t0] 1) S0|M SX| =4 HEMNA|_F2 7=
AME AHEote{H EE#Z LICL.ZFH o] F =g MQTT XM =AS dF5t= F=HE
ChEH Hg2molx =g MQTT X0 ONVIF =X W JAHO|AE ZeidteH MEiSL|CLY™ HE

gk MQTT HO|ZE0| ZX|ol 2 HSE Zotsia{H MEdsHL|CT Add condition(Z=#H F7}): =HE
Fotste ELE'°”—|':fR tain(RX]): O{™ MQTT HA|X|7} ERE MEE[=X| HolgL|ct

>
s

. Property(34) Al X 75 GAIXIB HEE JHz BT
. Al(RE) ME| EH JbS ol NejS SN & g8 HAKE 2F 2EE A2 wUc
QoS: MQIT 2riof Chof st e MestLct

MQTT 75

crlptlon filter(+ 5 =

—I_ Add subscription(t5 F7}): M MQTT =52 F7I5t8{H Z &/t L|Ct.Sub
| 2 HEA AI): 715 L

E). 1 E35t2{= MQTT FHE Q&5 A 2.Use device topic prefix(ZHX
£ MQTT FH 0| EFALZ F7t2L| Ct.Subscription type(-'rL od):

- Stateless(E| 5 B7b5) MOTT BAXIS JE| =5 2ots oAx= dasielst deguict
. Stateful(ME £ J15) MQTT HAX|Z ZACZ Heisia{0l MeksL|Ch moj2Ci A

= ArgELL
QoS: MQIT T-=0f Chsf ste 2fwe Meqstu|ct

MQTT 2| o|
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¥ QlE{H 0] &

[ -

H|

MQTT 2B 20| +FAE F7t5t7| Ho| MQTT E27{0f HZSIYAIR.

| Add overlay modifier(2H{2|0] £=™X} F7}): A 2H 0| =™EXE FItste{H 226t L|Ct.Topic
filter(FH| ZE]): 21|00 EAISIZ{ &= OO|E{7} EgtEl MQTT X E F7tgtL|Ch.Data field(H[0|E| ZE):
O A|X| 7t JSON @A0|2tn 745t @u{2f 0|0 ®AISHE= BIAIX] HO|Z2EQ| 7| X|FELICH
Modifier(ZXMX}): QH I O|Z OIS W A1} £XXIE AFRSHL T}

oz

—

=

=
« #XMPZ A|XNtE =FA= FHOM B2 2E HOHE HEAIGLIC
« #XMDZ A%t +=FA= HIOJE ZE0| X|FE HOHE HEAILICH

Mg

HE{3 A2EZX|

Ignore(2A]): HEQA AEZ|XE EAISt2H ZL|CH.Add network storage({|E Q{3 AEE|X| F7}): =3}
£ M¥Y = Ue HEYR 3]E F75t3{H S8t
o Address(FA). SAE MHO IP A EE= SAE 0|22 YHTHLCH UM o 2 NAS(Network
Attached Storage)L|Ct. D™ IP TA(SX IP A= BHAE £ QOO Z DHCP X Q))E At
8o E 2AEE FH5IAHLE DNSE At&3t= 0| &L LCH Windows SMB/CIFS 0| &2
X=X ¥&LCh
+ Network share(HEQ|3 3]). 2AE MHO| 57 X2 O Fo2 EX0le 17
o ECi7t Qloo= of2f Axis BA7t SUS YEYS 298 Cf.
« User(AF&X}): MB{O| 27010 East 242, AHEX 0|S& YHTLICH 7 =0 Mo 22

olst2{n THO\ARK 0|82 Q2{stAlAQ. )

o DIjAQIE: MHO| 2100 ER%I 32 IAQEE YHSGHYARL.

« SMB version(SMB B{H): NASO| MZ3st SMB AEZ|X| TEEZ HHS MEISIL|C}. Auto(K}HE)
L A

= MERSH RK|= 2O A SMB = & . 302, 30, £ 21, AS
A2 K| USHA| %= O[X NASO| QIS T 10 = 202 MEASIAIA|Q. Axis &X|O| SMB X|
ol Chsf o 7/ol M XM SotE 4= AZLICH

« Add share without testing(H|AE gi0] 3§ F7I): ¢ HAE 0| @77} LA A0 = 4
ER3 S9E F7tote{H METILICH OE S0, MHO| IHAYET HLSHX|PE O|E Y EHSIXK|
QT 2O 2F It LMe = AGSL|CH
HES3 AESX| HAH: HER/I 330 Cist AAS O E SN, QY oA U MAHste{™ S=gtL
O|EA otH HERZ S/0 izt 2= E780| MAELCHUnbind(HFQIY 8iH|): HERI SFE H2Y
SiMstn HEE Hoed®d L L
Bind(HIQIT): HERZI Z3FE HQYstn AASIHEH 2T L|CLUnmount(OI2E 8iH): HEYI S/E
O E siAste{® SeLCt
Mount(OI2E): HEQ3 S3RFE OI2ESI2{H 22 2L|CHWrite protect(#7] WX|): HEZI S {0 2
7|18 BCetn =3tE0| MALKX REE sta{H HLUCH M7 BHX] HEY/T S/ ZUE = Q5L
C}.Retention time(EE A|Zh): =3 22 7|7t QeEl =39 & 3t E& HO|H A&t HHE AH E
£ MEigtL|Ch HEXI AE2X|7t 7t5 X MEISE 7|7H0] X|Lp7| MO O|™ =37t AN EL|CH =
« Test connection(dZ EHAE) HERZI 370 Cist AZZ HAESHLCE
« Format(Z9): O|E =0 ZE HO|HE WEH X|0f st= AL, HERKNT 332 =Lt
CIFS= A8 7t obY A& SMALCt
Use tool(E4 At8): eI MEISH S5 dztetLC}

2HCE AEE|X|
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AXIS P13 H ES3A 7IH 2} Alg|=

2l
=

QIE{H O] £

T8 A
HOJH &4 8l 2oz =3t 2|g. X7t o
ZtEE M7A5H7| ©of Or2EE SiMstadA

o
rx
fjo
Y=
-
n
|z
N
ol
Ral
rm
wnm
w]
N
I
rr
Hel
=
mot
>

MI17l SX D =350 MAE= AS
9l & L|CHAutoformat(XFS Z o). A= & S

ext42 HLOSHL|CtIgnore(RA]): SD 7IE0| =3t M S FX|Ie{H HMAL. SD 7IEE 2A|SIH FETL
ASS TA7L § o4 QIASIK| ZotL|Cct o] 432 8¢ = UESL|CLRetention time(HE A
7h: 2efE =3te| ¥ MBS AL HolH N fdE E0t7| 2 s2E 2ag 7(7tS MEigL|Ct
SD ZtE7t 7k XM BE 7|Zt0] X|LE7| Mo 22 &l £

I

o Check(2+Ql): SD 7IE QEE ZOIIAMA|L.
* Repair(FTt): It A|AHEOY S5 LRI} HARSL L
+ Format(Z%¥): SD 7IES IZOHSIO] Ot A|A”S HFSD BE OO S X|&ELICL SD 7tE=
extd Ot A|ABOZ0OF LONSH 4= Q& L|CH Windows®O| A I A|AHIG UM ASI2{H EFA}
A

TS BHBSHNS. 0|

« Encrypt(233}): 0] =2 A3t S = =9
t of &sts ZE MEL OO

St SD ZhEO| XNEE ZE
He 2=stE L

o Decrypt(@=3} siH|): O] =& AIE%I0f &3 gi0] SD 7IEE
SD 7tE0| M&EE ZE {O Af LICt. SD 7tE0| X &=
Dot X| &L

« Change password(Z{ A E HZA): S

i)
S
m

d

ZOUSHUA| 2. O~ 51 H
ofd {22 HOoHE &

\u
-

niet
0x
ot In
ot M|
o2
fot
Lo_l-
Ot
rir
fin]
e
fo
o
=|l:=|
[>
10
Il
i
re
ox
mot
-
fiml

Use tool(=7 AHE): 283t HEst =145 2f L .

Wear trigger(Ot2 E2|7): AM¥S EZ|73l{= SD tE OIR £F gls 2FgHO. O & Hel=
0~200% 4 L|Ct. oF B ALESIA| B2 Af SD 7tEQ| OfE #==2 0% YL Lt 100% Or2 &2 SD 7}
E7t o =0 7tZChE AS LEFRHLICE OtR =7 200%0] =EstH SD FtE7F 5SS 20|
&L 02 EZ|HE 80~90% Ato|2 @Fst= 20| ZELICE O|FA ol 5358 CI22E50
SD 7tE7} HM Moz DtEE 7| Mol Mo uxed 4 AFLECL 02 E2|HE ALESHE OMEES 4
ot o2 +=F0] 23 gtof =E2stH ES ¢S & ASLIC

| AE2 mantYe AMAEHL|C}Preview(D| 2]
ol MyS WD o
o]

1o
]
%
Of
r
=2
30
[EITIF o
[no
(L
_IT|_
=2
>
Hr

o

=
Fel I
ot B AEZ Zfo/x) 22 d=S FASIYA|
A 22 28 #15IAM A2 .Compression(=): O] A

A A| @ Zipstream @ ;O MHO| CHSt MHL AEZ Bjo/A 22 &2 & FH1E4 Al 2.Optimize

ke

for storage(AE2|X|8 %3} Lol MHO| g MY AEZ Ho/x 22 HES BATA

2 .Dynamic FPS(SX FPS) ;O ™0 Cfst M2 AEZ mo/x 228 EXEI4 A2 .Dynamic
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