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1. System > Events > Rules(A|A® > O|MIE > §)Z 0|53}
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Upgrade firmware(E¥l0 PI0|E): X HYOE YA ol=gHct HYo YAO|EE +HE =

A= FA 2+ HO[XZ 0|5 LI

Mt S713F SEy

X7t NTP MHet S7|StE A =X ofF 8 Ltg S7[=20tK| 2 AlZte 25t NTP S7|=t 2 &

HAIGH L

time(4% & A|Zh HO[X|2 0[S 3fLCf,

NTP settings(NTP A7): NTP A2 E10 YHO|ETLICt. NTP dHE HZEY %= U= Date and

Het
2d X0l oot AN~ FAD ALE B 29 Z2EES BEAGLCL 20| ek AF A
XIS OS &3t 7I0|EE 7|8te 2 StL|Ct.

(=13

o

rlo
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TASIHEtE Z2 ?IXI% 7AStE HAE 212 I Ol BAIE MehegL|Ct %’8 =

© QH0IE FototE SEYLCL EEHE SR0AM 2H o] fES MY
© Text(H2E): DAt 8] O[O X0 SN BE 27 52 A SHMNM = 5
HAISIHE MEGLC Dgol HAES Y 5 Qo 02| FYE FYAE
boEm, Z2 Y 20lE S8 ME22 BEAMEY = USLIC

- : hhimm:ss(24A|Z2F A DS BEAISHZ| Q8] A| =TS PN ¢=]

- Modifiers(+ HXh): SAE YR 7t0l7] Slof S0 Lietet 27X
guLc oE , 22 Q9S FA|SHL|CH

- Sie(@7) @E 2E aoj8 Megl ch.

- Appearance(2%): ZF H{ZO| SM HAE(7| 239 20| MAE My}
EHSHL|C}.

0]

- Annotation symbol(FA 7|35): 7t0jzt7t ™= & @ O[Lf AKX

* Image(0|O|X|): HIC|2 AEF 2|0 SHE X O|0[X|E EAISH2H METLICE. bmp, .png,
jpeg E= svg TAS ALY = UAFLICH
O|O|X| & Y=ZEDH{H Images(0|0[X])E SEeLICt. O|0|X| RESY| "o thes M

- D yyyy-mm-ddE EAISE?| 3 R +=FA sFE FI5te{H S L O

E
=

| 1%l

- Annotatlon between zoom levels (%)(5 il ALO|Of ZtFE EA|(%)): 2H 0|7} EA|E|
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Yl OlE{mo|A

e

« Streaming indicator(AE2|Y HA|7|)
2dS LErE LT

ofL ol 2 2F)).

« Widget: Linegraph({|Zl: MOz =)
01—’?': Jdef XEE HAIYLCH

H g
- Overlay modifier(2Hzj|0| ¢§;x}
MQTT 2H 0|5 ddot 4% =

£ HEAZLCLL

=

=
- Overlay modifier(SZH-IEﬂOl B

- Size(A7]): W oo A7|E M

- B8 iomonn eweol sixs #

x): oo
MQIT Q20|28 H4s 42 829

- Visible on all channels(HH| xj'20]| EA|):

LiCh 2E 24 20 HEAFEE 52 7
- Update |nterval(°*E||0|E 7v#): Gole o
- Transparency(RHE): KN 2Hzolo &H

o
- Size(37]): ¥dts 2E A7|E HHSLCL

- G © O|O|X|O|M QHB|0| QX2 MEHS

m

"~ Appearance(29¥): OfL|B[O|4 ARALT} HiZ AMALS MERSHLICHO|: S

—

LR

[

SYE ol AlzZtof et o{EA B EX =

Title(H| 2): Qo] M= o astL|C}.

) BIOJH £22 A8 2Hf2
o] £ F=0 /AX5HA E

- Title(®HF): /A9 HMEES O'EE.E.*LIEL

- 08 ooy esao sng san

= I__||=l

e L] .

=

-
o

W
g LICt

L ct.

ol

2 AEE 20 ANT oL o] 4SS EA|ISH
o

: I ? =
2 MEistL|ct ofL|Ho|M2 ZHo| 2MO| EotE|X| %2 FAR0 = HC| AEZO0| 20

JFAH
[S |

0] =ZAtE HEftL|C

L Ct.

MERSEL|CE.

- Size(37]): 2Hg0|o] A7|E MEPIL|Ct

- Visible on all channels(HH| {20 EA]): SX| MEHSE X =0 M |E =2 53 H
Lot 2= 29 20| EALZES ot{® FHL o

- Update interval(ZH[0|E 7+Z) G[O|Ef SOioS 72t Meetiict

- Transparency(£HE): MK QH{#0|o EHTE HHLCE

- Background transparency(““:laf-?-I= IEI='=|E): QHY0|o| BHORIRE EFH o MATHL|CT.

- Points(HE): HO[E{7} YEOEE W 1= Moj ME FIpsiE @ ZLIct

- X axis

- Label@ol®): xZo] Cfel SAs 2olgg Yy

- Time window(A|Zt %h): O|O|E A|Zt3} 7|7t skt

- Time unit(AZF THl): X50f CHSE AjZH CHRIE YL T

- Y axis

- Label(#[0]2): Y=0f Cjst HHAE goj55 YHSFLC

- Dynamic scale(S8 W{Z): 0 7|52 HPl 820l GO|E Zo| Mat (Eo2 MEHUCH
of 752 1B nH W 2 XY AT F AL

- Min aIarm threshold(.’ﬁl_’.& atal oA ZH) % Max alarm threshold(Z|CH 22t A A ZH): O]
Us2 daf=of =8 HFxMS FI5H0] HOJE o] HFE =L HE HOtX= &2
H2A H=EY = UAA siES L

- Widget: Meter(${%: =%7|) L bR A2 ZHE HolH e ROFE otnf AE

E
>
>
Hu

>
fo

mot
to

T

=)

o
}
0%

Ral
In
rx

12

ot

-

n

- Background transparency(# 12t £ ). QH{20[o] M1l C =W =T MMt

- Points(dE): HOIH7I HHOEE W O2f= M0 & =7totA ™ FLICH

- Y axis

- Label(3[0] ). YZO| Cf3t HAE Foj2e YaABLLCL

- Dynamic scale(SH H{E): O 7|sS 7{8 H{E0| HO|E gLOf Ut Ars22 BESE L
o 752 nW 1H e S T Yy > YsL,

- Min alarm threshold(*l.’.\_ atak AAZE) 2 Max alarm threshold(Z|CH 22 A Zh)
YS2 UM 2=0| =8 HFZHS 7510 HO|H 0| HF HHLE HFE HOtX|
ETEe 2 mEY 4 A FLC
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QIE{H O] £

H7] 89

+ 27| g9 4dstE S L L

] 280 HMADBET] 25

FYH|: Aots SYHE UEHLICL =7t AHS22 =FFHLIOh

PTZ: 27| S0 H, 2E & F 7|55 AHE0tE{EH HUAI2.

EH @9 ZtA| XHTH(Zato|H{A| OpA )

M S ®of ZHAl XFEH@BIO|H{A] DIAT)E MASE Y SELICH

Privacy masks(S8 ¥ ZHA| AHEHZ{0|{A] OpAT)): BE S3 Qo ZA| KTHE2I0|H{A| OFAT)o| A
A2 BB BE EF A ZA| AFEHZal0[HA| OFAT)E GIE o=z ALK 3f2{® 223L|C

Cell size( A7|): RAO|T MAS MeHsinl S HOf ZHA| XFEHEaI0|H{A| OjA3)7} T Astel Tj
o= e 22l0|HE AF8st0l W4 37[2 WAL,

QLR

AXIS Audio Manager Edge

I AXIS Audio Manager Edge: O Z2Z|# 0|ME A|ZtgtL|LC}.

K 4%

U™ O YHE AHZL UL Y68 |FIS BAIZLCH

Allow stream extraction(2E& F&E 5 8) @  AEER FEZ 5258 H ALCH
Input type(d3 |d). OE€ =0 0OI0|3 E&= 29l YHO F2 A FAS MEIGILICE
Power type(H ¥ #d) 20| CHe T FPS MEgLC

o

=

Apply changes(H7 At XH8): ME Atgd
Echo cancellation(0f| 2 H|#) @ © bulsE EA =0 Of|2E K| AHSHHE ZLC)

Separate gain controls(Bk #[Ql HEE) @ D CHE EE R0 i HEHez Ads =Fothd
o AL

Automatic gain control(X}- & A|Ql X ) @ c AE|o HBlo MEl AQES SEHOoE RMESIHE HAAL.
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. _

 elE oA
Gain(H|ol) Z2t0|EE ALotol A Q1S MFBLICL 003 0f0|2S Boto] 847 & Sa7
sixI B LI
AEY
Encoding(QIRE): 912 A AE2|Y0| NS RTS MY Q0|2 A HY U= Y2
oor o392 MeEyst & Qs Lt orje Yol MM US FP 2B Enable audio input(2C|
o3 gyshe 2
Q2rC|e M

Input(2 )

G WC JajE or|Q ofMato|X: QLQ AS LjoM Cf
[5S orje 74 AYe =298 13 ABAE 9 AL

Talkback range(E 34 Q) @ QL) BEHXE

S5t SA| g S 7S50 dagH

Voice enhancement(24 7]M) @ C CHE Azt 2HEEe B9 EHEE FAA7|HH

-

r
i)
-
ful

=3}

Ongoing recordings(s3} Xdl ). XN Fd ZQ BE =32 HA|EHL L

[ ] -
YoM =525 AlEL

ﬂ pobSa-i;

(o}
tu
o
a
Of
)

I XX E T =E5H Triggered recordings(EE|7 53171 S & L|LCH

sol= £322 TAY WX ALHEUC X7 HY JAOE KIS CHAl AIXSHE Sot7t

g 4
B o

m v

v

>

Set export range(Y d Y20 WELH2H J[Zts Aot X fIX|QF ot
£ AMZCHO A PO, A2t t

Encrypt(2=3}): WWEH =Zot=0f Ot fAQES 2Foa{d MEfLCh WEH oY HAQE
glol @ %= glgLch
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g QE oA
u =3E2 MHSHE S Lt
Export(LHELH7|): =3t= FM £= LFEE WELLLCL
=32 TEISHE - 2 AU
From(AlZE): £ AIE 0|20 +=dE =38 HASLIC
To(8): S8 AMEMNX =& HEASSL O
Source(2A) @ : AAE J|Hto2 =312 BA|TLCL AAL MAME UL
Event(O|IE): O[YIES 7oz =312 EA|YL|CH
Storage(2E2|X|): AE2|X SO Wt StE BAIFLICH
OH
=
Add app(¥ 27 A ¢S Mx|EL|Ch
Find more apps(F7} ¥ #7|). MX|& HS © R&SLCEH Axis O] 7§Q HO|X|2 O|ZEL|C}.
Allow unsigned apps(MBE[X| 22 U & &) @ MBEIX @2 4 EXIE 5835t ZHLCL
Allow root-privileged apps(root H3t0| Q= 4 5 8) @ : root HBHO| QU= MO| EK|of CHBH M
H Ashe slsiaw L
ﬂ- AXIS OS Gl ACAP Q40| HOt QU 0|EZ HOIBIAAL.
S gl
SAO o] ¥S HASHH TK|e d&0 S 0H = AFUC
A 0|8 Fofl A= 2RAXE ABSY UES AZRSHALE SXILICH
Open(€7]): o 40| AMATLICE A8 7hss 282 OiE27A0|H0f wat FafZLch Y5 ofEe
7lojdol= 2780] &L
.
‘4T 2E ROl T2 84 3 st ojyo] mtE & AsC
+ Open-source license(2F A A ZIO[MA). HOM AFREE QE FO[MIAG CHst HE
= =1},
. App log(¥ =213) ¥ O|HIES 2OE FLCt 2= X3 MH[20 —ErQI%F m FEerLct
« Activate license W|th a key(7| 2 glo|MIA Z/d35}): Ao Zfo|MAT Hast AL EdslsloF &
LICh. &X|7} QIE{ 0| HES & gl F 0| SMS ABSAAL.
2to| Ml A F|7¢ QICHH axis.com/products/analytics2 OS2t L|Ct 2to|MA F|E MHst8{H 2404l
A DEQ Axis ME 93 Hs I Qe O}
+ Activate license automatically(E}oMi_lﬁg Asoz M3 o 2fo|MdMAY Zest AL &
‘datsor efL|Ch ZX| 7t °|E1'-*'01I dde = U= 4% 0 SHE MBUAIR. EIO|MAE
2dstste{® 2to|dlA RAETE £ _9_6:, L| C}.

37



https://www.axis.com/products/analytics

AXIS P13-BE Box Camera Series

Yl OlE{mo|A

e

« Deactivate the license(Z}0| M A H|ZMF): O|E S0 HEE 2to|dAOA HA ElO|MIAZ H
o= 8%, 2o A S Higdststol ChE 2to|dAz WM gL Tt 2to| A H|E-d3tst
W ZROME K AE L
+ Settings(2%d): Of7iH+5 FdeL|Ct
+ Delete(2H]): XM HS X2 MHSIYAR. WX 2tO|HMAE H 6K 2o
o 2d dElz XL
NS
AlZE S RIR|
ELREUEL
Az EA2 @ BeteMo| 210 40 wal ChELIC
S
R It AZHS NTP MHet 7|2t5t= AO| E&LICH
Synchronization(S7|3}): ZX|o| YR 8 A2t 57|33 M8 MEighL|Ch
« Automatic date and time (manual NTS KE servers)(X}S 2& 3 AJZHES NTS KE A{H)):

NTP MHQt S7|3stMAI2.
- 45 NTP M ojL} £ &
NEBHE #2 BAE £ HH0|

from system(A|ABIONM 7t 7)) 2

g2 o Xdf 7h™M & LC N
Time zone(A|ZHCH): ALY A[ZtCHE MEAREL|CL
o2 x¥ELHoH

(=]
« Custom date and time(AI2X} ™o| Uxt

=

DHCP ME{Of FZE 2ot NTP 7| 88 AMHQ &7|3tetL|Ct.

- 2K NTS KE MH: 8}L} = = 7§10 NTP B o[ IP

2 A8SE AP FAE = Muo| YE 22

« Automatic date and time (NTP server using DHCP)(X}-&
MH)): DHCP MHOf HZAE NTP MHel =7|2tetL|Lt.

- CHM| NTP MH: &}L} £= S 4o CHA| AfH{Q
« Automatic date and time (manual NTP server)(X}-&

ZAE AL £ JHo| NTP Af
7|80 2 N7HS S7|sistn T BLCE
2R 9 A|ZHDHCPE A23%t= NTP
P FAS QBtLIC)
S 9 AZHES NTP AH): Hes
of NTP AjHo| P F2E QSBLICL & o NTP AHIS
QE LSS 7|82 NZie SI|sfetn mFECh
2 N7 2502 U U ATHS SHHLCS Get
Yool AEH EE Lot FROIN SR U A2t A

« DHCP: DHCP AMHO| A|ZICHE X{EHTFLIC O] M MEdst2{® MXN ZX|[7F DHCP AH
of AR AOJOF TFL|LC.
« Manual(+&): EEC2 SE0|M AZICHE MERBHL|CH
g
AMABAE ZE =3, 23 8 A|A"” A™-| IR X A|ZH -0 AFEE L
X fIx
X7t Qe /KE LHTLICH o 22l A|A-OAM O] HEE AMHESI0 MM TXE FSLICH
 Latitude(9lk): ¥+ /2 M EF 2 LIEFRHL|CH
« Longitude(Ak): & gf2 22X SFS LIEFH L CH
+ Heading(3F): ZX|7} sbot= LHEE 2h5k2 el Ch 02 HES LIEHYL|CE
 Label(2|0] &): &X|of CHet HHO| =atEl O|E2 YHTL|CH
o Save(ME): HXK| XE XNEstHH ST LCH
HES3A
IPv4
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H el m oA
Assign IPv4 automatically(IPv4 XIS &2): L EQA 2t2EH7F X0 IP TAE K522 HHSIEE ol
M MERSHLICH iR &2 YEYAO Cisf Xts IPOHCP)E A Z gLt
IP address(IP =4): ZX|Q NLSHIP TAE QUASIAMAIQ. D™ IP TAL ZH AT 188 AL Ag|
EH HEZA oM FEE SHE = USLICH SS2 YXo2HH nF P FAE 7| A
Ol HHEXA &2[XtoA E2/dt= Ao| E&ELICE
Subnet mask(MEHYl OFAF): MEUl OpA3E Q23810 LAN(Local Area Network) LHEQ| U= FAE H9|
L LAN Q89| 2 FAE 2tRHE 1L CH
Router(2}2E): CtE HEYZ A HEYI NAHEN HAE FXE HESI= O AEE= 7|2 2H2RH
(HOlEQol)el IP =AE FHGLCH
Fallback to static IP address if DHCP isn't available(DHCPE A%t £ Q= AL I™H IP AR E
o) DHCPE AFSS + g1 IP FAS ASO2 #E¥ + gk 42 = A8 18 P 548 5
745t ™ MERSEHL| T
g
DHCPE AtS% 4 93 BX7t DF T2 NS ASsHs 9 1F FAL HHE ¥II2 7
CEIEE
IPv6

oz Ul E sf2fM MesL|C)

Assign IPv6 automatically(IPv6é XIS &tEl): IPv6Z 7410 HEQZA Et2HII ZX IP A5 Xt

oln

AE O|ES AEL2 ¥ HESI 2tRE I EX0o| =2E O|F
s

- O
4 215 2E 0|§S MEYUL 85 =

mjo
%
-
>
mjn
Rl
of
o)
n
et
on
Ot
fn

DNS AMH

2 2EotA ot dEfSL|CE O

Search domains(EH| Q! ZHM): M35 X %L &
Mol F=7h)2 S8t X7t A8t TAE

o HBE HEYI0N SAE 058 IP 742

DNS servers(DNS A{H): Add DNS server(DNS A{H
il

Assign DNS automatically(DNA XI5 &t%t): DHCP A7t AM =09l 5 DNS MH FAE
H 29 HELZ0 Cisf AXt& DNS(DHCP)E HE .

02!
>
2
>
ofn
Ie

HTTP % HTTPS

HTTPSE= AFEXIQ| I O|X| 28 I &l MH

S
Ol HTTPSE ArE23t2{™ HTTPS QIS MHE AXK|

XI-X|
5to] ASME g5t XL

o
=
[=)

3{OF BtL|Ct. System > Security(A|2E > HONHZ O]
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2l
| — |

QIE{H O] £

Allow access through(H|A | 8): ALEXt7} HTTP, HTTPS L= HTTP and HTTPS(HTTP ! HTTPS) =2
EZ = OHE S8l ZXof HAS=5 LK e
gl
HTTPSE S 223t & HOIXE E= 2% 59| HOXE Mg a¥g I 450 XMotE =
OIA ||:|-
HTTP port(HTTP ZE): A2& HTTP ZEZ QaidtL|cl Ai|s ZE 80 EL 1024-65535 # 9o @
S mE SigRLUL. Helxe 2108 A9 11023 Helol EEE Y2y 2 AHLL 0 Be9
ZEE A25IH Z7F BEAlE L CH
HTTPS port(HTTPS Z=): A@Y HTTPS ZES oIMBLICh BN EE 443 S 1024-65535 W
of BE EEE H8ULILL HaAXZE 200G F2 11023 Yelol EEE YHT H& AUk
Of #®le| ZEE AESHH Za7t BAIEL L
Certificate(YZ M): TX|0]| HTTPSE &3}t ASME MESIHYAIR.

HER3 dAM Z2EZF

Bonjour®: YEQIOM Ats HMES 51&3t2{H o] &4

Bonjour name(Bonjour 0| &) L EQI0 EAY O|EE
EPINS

UPnP®: L{EQI0IA AHE ZAMS 3|83ta{H 0] 8MS ZL|C}.

UPnP name(UPnP O|E): Y EQI0 EAIZ 0|25 YTIL|CE 7|2 0|52 EX| 0|21t MAC

=
WS-Discovery(WS-Z{ M). H{EQA0AM XI5 ZAMS |25l H 0] NS #HL Lt

One-Click Cloud Connection

One-click cloud connection(03C) 1t O3C MH|AE= O QX|0AL} 2f0|E Y =3} = H|CQo &1 ot s
Ol Ul BNAE HISLICE XtMSH LHE 2 axis.com/end-to-end-solutions/hosted-servicesgs & =5}

E*

x
>
to

Allow 03C(03C & £):

+ One- C|ICk(1 g). 7|2 dFYLICh QHUES S O3C MH|A0| HASHHATH FX| Q| MO HE
= 2 % LICH MOl HES F& = 24A|7t O[LfOf O3C MH|A0| XS SZH{0F etL
Er JE*XI do ™ YKt O3C MH[AOM AA SHMELCH HXE SEH Always(g4)
7t %“SﬁfEIII_ X7} O3C MH| A0 WA X SX = L Ct
« Always(24). X7t QIHU S Sslf 03C MH|A0| CHot AAS X|EHO 2 AlgL|Ch &
XE SE5IH 03C MH|20| AZE M FXIEEUCH FXQ HOl HEO FHX g= 2 0O
S8 ALEYLICH
« No(ofL| ). O3C MH|AE H|gd3tetL|Ct
Proxy settings(ZEA| A7) Rt 42 ZTEA dHES LHSY ZEA Mo AZALCH
Host(EAE) HTEA| AMBO TAZ QastL|Ct
Port(ZE): UM A0 AMBEXE ZE HTE YHSIHUAR

Login(219!) % Password(WARE): TR ZP T2A| AMB0| Chet ALSX 0[S X HAYES
QBiLic

Authentication method(QIZ HlH):
. Basic(7|2): 0| gtHe HTTPO| Cf
At 0|1t MHA JE% MHE A
« Digest(C}O|H|AE): g 2
o obE LI,

o 2% 2aaol sold 0 HAYLC ysddn e A
8171 G2 0] Digest(Cio|X£E) Feuic; o
X 52 BN LY mAsEs na

« Auto(X}F): O] M2 Ar96+E XAE= g0 et X7 Q15 wig Mets = &Lt
M &2l Dlgest(EFOIIﬂ ) 2, Basic(7]2) 8 &= L|C}
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e

# QIE{H 0| A

Owner authentication key (OAK)(£ 8 X} 215 7|(0AK)): 28X 215 7|& 7122 ™ Get key(7| 7| 2
7NE SEBIYAIR. O|A2 FX|7t Yot o|Lt ZEAIGI0| AUl AHE ZL0T TtseL Tt

[

SNMP

SNMP(Simple Network Management Protocol)E 0| 23}0 HER ZKE dHo=z

i}

2|

ot

& st

SNMP: A2t SNMP H{A S MEHSHL|C}.

vl and v2c(vl % v20¢):
- Read community(8}7] HRL|E]): X|&E= 2= SNMP Z4%|0f CHsH &7] ©& #3tO|
= HARLIEl 0§32 YLt 7|22f2 public(37H) QJL|Ct
- Write community(227| HRJL|E|): X[ k= 2E SNMP K0 CHsljf Q47| = M7 Aot
o] }l= ARLIE| O|E2 SHLICH?| M8 2K HMe|). 7|22 write(227]) L L}
- Activate traps(E3 ZAM3}): EHETE SIS HAUAQ HX= EHS ARSI
Qs O|HME &= B #HA0| Chot DIAIX|E 22| A|AE0 EYLCH A QIEm|o] A0
CH 5|
2

fac)

o
-

A SNMP v1 3l v2cof
£ 18 E®O| A5
ojlds Sdf EE S 28
- Trap address(Efl FA):
- Trap community(Es 7{FL|E|
HRLES e,
- Traps(E®):
- Cold start(E2E BE): X7} A|IZE [ EZ HAIXE EHL|CH
- Warm start(® 5E&l): SNMP A3 g BAgs I EH
- Link up(¥3 ) A3} ChRofA Qo= HAT BS EY HAXES BHLC
- Authentication failed(Q1Z A Ij): Q1= A7} AMI|s}H E& HA|X|S EWHL|CH

A H
PV3E AIE3l= AL SNMP v3 2| ofZ 2|7

o

SNMP vl ! v2c ES 7{ RE Axis H|L|Q MIB E20| ZASIEL|CL. XtMT LS
AXIS OS Portal> SNMPE & Z3l4 K.

4

« v3: SNMP v3= =3 U Hot A28 HMSSt= ErCt oHHSE HEJLICE SNMP v32 ALE35tE{H
AL ET} HTTPSS S8} ME 502 HITPSS SASIStE 20| SELICL 3t A%0| gl 24
A7t =zt X 982 SNMP vl 9 v2c ERO| M ASHE AS SX|ZL|CE SNMP v3E A&t
ZS SNMP V3 me| ofZ2|#o| Mg Sof S SE £ USLC o

- Password for the account “initial"('X7|' A™o| TJALE): O0|20] 'initial'@l A ™|
SNMP IjAQIEE YHBIL|CE HTTPSE Z/3l5HA| Yne IfAQEE MEE = UX|TH
TSR] QA LITH SNMP V3 TiAQIEC oF ot M3 & 9T HTTPSTF HA3E 32
o2t 83t A0| ESLCHL WAAEE HFSIH IHAQJE ZEJF O O] HAIXX| 8
SLUCHL HAYJYEE CFA| dEStHE ZXE 3 7|2 4822 HH-s|of Lt

HL
re

re
of4
R

ASME UWEAINM HXE 2Sst= ol AHEEUCLE Of X & 7HX fg2 ASME XU

+ Client/server certificates(22}0|HE/MH Q= AM)
SEO|HE/MHY QBN = KXo IDE HABSHH KX AHS = Aol CARIS
22 = JASLICH XM MY AFSM= HotE EE MS5HH 2l

o

ogtro o
rooly 1oy [m

N&E=

=ro
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o QEE ol &
=Q At
RS BY B Al J|RUOR MUYSH BE AFAI} ARYLCHL M HXE CA ASA
7t BHAl X E U
Add certificate(@IZS M F7}): IS ME FI7t5t8{H 2L CH
*+ More(F7}) o AEstA '—f MEtel =7 HES HAIZLICHL
. Secure keystore(HQt 7| XMEA): 72l 7| & CHHSIA X-IQ&}&E Secure element(E 9t @ 4) =
= Trusted Platform Module 2.02 MEiSHL|Ct MElS HOF 7| HE A0 CHSH XEASH LIRS &
E1 M help.axis.com/en-us/axis-os#cryptographic-support= QZ.EéH;, |2.
* Key type(7| 8): 2SME EI5{H EELR SEUAM 7|2 L=t €A FO[LE O
= oizst 2nome ML
[
[
* d"0 %= Hwo= ChE0l ZehE L
+ Certificate information(Q1Z A ™MH): HX| & AZA9 £MH=2 SL|Ct
+ Delete certlflcate(ol"kl *"I1|) OIZME AMKSIA Al 2.
« Create certificate signing request(QISAM MY X MM): C|X|E ID ASME AMHSII| Q8 &
£ 7|20 2 °|’<)\1 ME 2¥s ddgLith
Secure keystore(si?j 7| ™=
+ Secure element(HQ @ 4)(CC EAL6+): HOt 7| XEA0 EOF QAE AtEste{H MEisHL|Ct
o Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 g 2): =20t 7| HZE A0 TPM 2.0
2 A835ta{M eS|

IEEE 802.1x 3! IEEE 802.1AE MACsec

4=
IE

EE 80

= HE

g0,

IEEE 802.1x=
IEEE E=Q/L|C

IEEE 802.1XE2 E T
A5 MHON +
Server) ) L| C}.

8 HEYA Yxlo| wot
2.1x&

cf

Yy

S Z RADIUS MH{(

st

Oz HEste mE Vg HEYI 50 HOE 9

= EAP(Extensible Authentication Protoco)& 7|&2 2 gL Ef

%ﬂoﬂ HMA3IAH HWEJT X7t MHHH22 2F K00 SLC) AT

0l: FreeRADIUS 5! Microsoft Internet Authentication

eI M

CA 215 M Qo] EstH MH QIFSM Fad AAZL HEZEet X HZE HESIO 248l

Ol At Q1&5S Al=gL{ct

AZME M [ Ads 2 Al 7|7] U OUF MHE EAP-TIS(EY Jt5 915 Z2EE - HE A5 =0
£ M8 CXE ASME RANH2z St

X It ABME ol H2kle HEYA0 HMAE = JAZE St MBE Z20|HE ASME &
Xloil AX|s{oF o L|LCt.

Authentication method(Q|Z HiHH): OI=0| AI2E|= EAP §d S MEHTHLCE 7|2 M S M2 EAP-TLSE!
L|C}. EAP-PEAP/MSCHAPv27| G OtX3t 2MQL|C}.

Client Certificate(Z2}0|HE 9QI=A{): IEEE 802.1xE AT ZSZ|0|YUE QASAME MEHSIHL|CE 91 MHE=
ASME ALE3t0] S2t0|UEQ| IDE & QlgtL L}

CA Certificate(CA Q1 FA): CA QIS ME MEHSIO] 215 MHO| IDE &QIgLCt QISME MEISHK| 8
O K= A= L1IE°43 of A G0l XA AEES Al=gLCt

EAP identity(EAP ID): 2210|91E QIS Mot AABE ALBA D2 YBIAAIL.

EAPOL version(EAPOL H{H): L{|EQ|3 AQX|0|A AFRE|= EAPOL H{MS MEHSIL|C}

Use IEEE 802.1x(IEEE 802.1x AtR): IEEE 802.1x T2EZS ALR3}2{ ™ MEfstL|C}
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IEEE 802.1AE MACsec

QIE{H O] £

a4
o)

ol
K0

ol

ol

IEEE 802.1AE MACsec
IEEEC| MAC(DO|C| O]

J4

A

2 EAP-TLS

ol
il

Klo

ol

(@]
[0}
wv
()]
< -
= U
T 2.
= ol
m ¥
LI
oF {I1
wj oo3
T KO
N MEAT
ot
mo Nojo
Koamx
By,
5 R
- ™ XM
o Blo
_ W=
s =
o=
T ﬁa._o_
8 mF
= _0
m
<4 s
o ==
T <
RUN 1T
LTS
~ _.._OM
9 RIG
FoZg
o <
A.rSW
E_I_D.m
/M/P
¥ I
NEINE:
& oz oy
Hoolu R0 o
L] .ma
10
Klo
ol

MenstL|ct.

o

=
=
=

EE
+

i AFEX} ID

« Peap version(Peap HF): 4 EQ3

Password(Zf A 2| =):

2l

t=

e
o

20|91 E PEAP 2S5}
=2
o

13 AQAK|ZF AL

1

a
E

4|

10

o ©

L|Ct. Pe

(

MEHS
— 1 -

ZZl0|9E EAP &
=
=

Label(2]| 0] &):
ALE5tE{H 2
== MEfgL|C

=
=
ol

i 22
4| Of K|

.
[¢]

FL|Ct.

FALE A S5t

s
=
<]

2
S

1

L
O

LIt o] &2 7|2 2850 AL/
oM ZXlof tiet &S

):
TR 29
TR 29

ey

ke =
« Policy(™

=

Allow(s]| ):

Deny(#£):
Port(Z£ E):

+ Address(F2):
Protocol(

Blocking period(X}Et 7|

SEI YK $F
Default Policy(7|

Blocking condition

Activate(

Prevent brute-force attacks(S A} CH

AXIS P13-BE Box Camera Series

| — |

2l

oj

mjJ

43

=
o

Time in second
M &
= o

Confirm rules(
L s¢t 0
Pending rules(E &

300 £ =2

Add rules(8 F7}):
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o QE{Ho|A

F
S L
AZH HBHOl e B2 HFE AZO| X|LALE ALEXZE gholgt Ij77tX| Pending rules(2 &
2 §) 3 Active rules(2’d &) oftzfol ZF HEA|EL|LC} i‘&'ﬁ | @2 Pending rules( -ﬁ- %
oI &) Of2hol|2h HAIZH HotH2 o[ Yot @822 ot L. 0|F =lstH iy =
g JEie ES ML
Confirm rules(8 &Ql): 27 3¢ E5 &d3sta{® St

Active rules(2 &3} SIX AKX
o "N ES MAsie{E F=eLCH

E:E

A2 Xl ™ol Signed Firmware 215 A

KO AxisQ EﬂﬁE *E.*%I01 L= 7|Ef M%Xf B2l BHS _2X ot NS "Z2| Signed Firmware Ol
SM7F 2oLt ASME HAUO I T 2FAE Axis B0 Qo) SIL| A=K 2Rt Tt H o=
pge QB Mool 202 AlEEls S5 FAOIMTH A + ST Axisdto] ALBXF 9| Signed
FlrmwareQI ISME MEY = Yoo Z, Axisth gl & 0I§)\1§ ZhA s 2~ QA L|C}

Sy PN
Install(2X%]): ASME XSt SESLCE HYOE X527 o ASME X|B{of gL Tt

g0 X= HFols ch30l ZELLH
.l

+ Delete certificate(2Ql

Accounts(#| ™)
A

+

= T M

Add account(A|1d F7}): M AZE F7toted® S LCE X 100742 AZS 7t 5 AL
o

Account(A’d): 7ot AE o5 YHTYHC

>

New password(M TI{AYE): 7|

qo| MAQEE Q2
S = ZTH==
A TEE, YR JIZ 5 o4 J5e ASCl BAHEE 3

LTk THASIEE 1-64%t UO|0{OF TLITE X, &
~126)9F WA So| A8Y & UFLICH

=]

I\Jl_

7
Repeat password(TjAQE HIE) S st IJAQEE CHA| =2dshL|Ct

=]

Privileges(#H &h):

+ Administrator(22|X}): 2= 40| 23| HNLgLCE I K= CHE AFES F7H 0l
E % HAY = ASLICHL
- Operator(2UX): [}22 M3t BE MM AMAE & USLCH
- EE System(A2H) 23
- OH le.
. v|ewer(1-r°1) Ch=0f et ™M Aoto] ASLICEH
HC|@ AEZQ ﬁl’n:'n‘
- 538 AEStD WEWLICH
- W EE 8 F PTZ ALEAE YA

g0 X= HFols ch30l = EL L

Update account(#|™ EI0|E): X £42 AL
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e

# QIE{H 0| A

Delete account(A|E AtH): #E2 AMELC root AE2 MM = &L

Anonymous access(2] 3 U M| A)

A% 4+ == MYELC

A ES Y 5+ AEF ofq4H FUCh

Allow anonymous PTZ operating(2E2| PTZ %5 &) @ . ol

Allow anonymous viewing(2 H7| &) AMoz = IQIsX| YN L3L}

o AREREZt O|O|X[0f CHsf H, ©E

EXZ FX0 HA

SSH accounts(SSH #| ™)

+ o =

« Enable SSH(SSH Zt/d3}): SSH AMH|AE AtE5I2{H ZAHL|Ct
Account(A| ™). 1t 71|7H o|l2g QlastL|L}.

g0 X= HFols ch30l = EL L

Add SSH account(SSH A Z=7}1): M SSH AHE F7tsteiH 28

» Restrict root access(root MM A H|$t): root WMHAZ}F HAst 7|52 A

Repeat password(H{ 29 E HH5): LS HAES CHA| YL

New password(M E|AQE). HHol MAQEE A2dSHL|Ct IjAQEE= 1~64XF ZO0|0f0F BHL|CtL. 2X}, =
A PEA, AB 7S S oM JtSst ASC EXAHAL 32~126)0F T AS| S0 AFRE 4 Y LCh

Update SSH account(SSH A UGIO|E): AN #HMHg =L O
Delete SSH account(SSH AI'd 2tH|): A2 A ELICL root A2 MM = USLIC
OpenID Configuration(OpenID /)
T2 A
RO ChAl 2O = AEE SHE ¢S LG
Client ID(Z2}0]AE ID): OpenID AtEXl 0|ES Q=HgtL L
Outgoing Proxy(¥ 4l ZEA): ZEA MHE ALESt2H T OpenlD HZAE ot ZEA| FAE LT
2z

Admin claim(&z2|Xl 24): 22| X} dato| Zkg Ql=stL

Provider URL(Z&X} URL): API Al EZ QI E
URL]/.well-known/openid-configuration &

o
Operator claim(2 X 273): A Aol s YHLLICH

Require claim(27d ER): EZ0| RA0{0f st= HOIHE YHLIC
Viewer claim(#&Xx} 274): ZHEX Aol ¢ts YHLLICH

Remote user(§Z AL2X}): &2 At
A8XtE BASIE O =20 FuUTt.

-

Scopes(H®l): EZo| L&II & &+ U= MEH H LT}

Client secret(22}0|HE H|Y): OpenlD A E Q1
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QIE{H O] £

2l
| — |

Save(X{&): OpenID

{80t H FLCh

.
(e}

<o
I'X| OL'?E

Xb URLOIIA

il
Mo

I

ol
ol

8l

1Bl

):

Enable OpenID(OpenID =5}

A

ik

gl

FgolgL . =50= MBof 2

ICEREE L

=0 CHs

i

.
[¢]

5t7| 9
L ct.

71_
Ko

A 2567} 2|

Add a rule(&

+

Name(0| &):

Condition(x=
g =70 H
OjHIE 7%

r(0]
I

te{@ dEistL|Ct. Ol E0| &
o 2d JEE fAlBttE ol
Ch 20| 248 JE7t gut

Use this condition as a trigge
<]
=

=z
g

Invert this condition(0|

FM 2.

2|
=

Add a condition(Z=Z#

+

Action(
o/HIl E

qe

-
o

o= g0l ch

of

_I|_
Ko

Z|ICH 2074 9|
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2l
| — |

QIE{H O] £

+

Add a recipient(+ M} #7h). +AIXE H7tsi2{ @ 2L ot
[e]]
(=]

Name(0|&): %

MRSl 0|2

Type(RE): SE0A ME:

.« FTP

®

Host(SAE) Aol P FALE SAE 022 YHFLIC SAE 022 YT
2, DNS A H{ 7} System > Network > IPv4 and IPV6(A|AHl > HESL3 > IPv4d Y
IPv6) OF2{of X[FE O U= =AY AL,

Port(ZE). FTP MH7} At83t= ZE HB & YAGLICL 7|23t 21 L|CE
Folder(ZC): m2dS MY CIAEZQ HEE YSMAQ. CIMEZ|J}F FTP MH0| O]
O ZIHSHA| o™, MU Y=ES I LF HAIX|ZF HA|EL|CH

Username(At2X} O|8): 21QISt2{H ALEX} O] o

A
o]
Use temporary file name(YA| I O|E AlE): X522

ds Y=EolH MEetLCH HR2ES 2AR5H oY 0|F0| /}dt=s O|F2= BHEL
Y=Lt STEl 32 £ Oteol glgLth. d2L} ojHs5| (Al s 25 - ASL
Ch. o[ ot¥ Rot= O|F2 71T EE 0| SHEX & 5+ AFLICL

Use passive FTP(3& FTP At8): JHXHOQl &M XMEF2 Ehed| Oy FTP AE O
HOolH 25 =5 Q¥ X7t i MHO| Cier FTP Xof & HOJF AZ
2 B MIXOo=2 AMPLICL Ol LUHo=z FX|of iy FTP MH Atojof &
ool e FRo Eagtyo

URL: HTTP AHO| Cigt YESIT F40t XS K28 A3YES YejBLICh 0|2 SH
http://192.168.254.10/cgi-bin/notify.cgi &} L| C}.

Username(AI2 X} 0|&). 20I5I2{H AIE2X} 0|ES LESIMA|I L.

Password(Z| AL E): 25 H DAY EE QEHEIAA]

Proxy(Z 2 A|): HTTP MHEO| AASI7| Q8 =

YEE AL L™ L L

URL: HTTPS AH{0] CHSH JE3 F49t QNS Ha|s ASYES QAL 02 S
M https://192.168.254.10/cgi-bin/notify.cgi & L| C}.
Validate server certificate(A|HH QIS A =tQl): O] AMX}
ot QISME MEdBL L
Username(Al2 X} O|8): 2003} H ALK} 0|ES UHGIMA L.
Password(Ij A Q| E): 2EOQdIe{H MAQAEE QHSGIAA .

of =

M
rx
=
ot
2
T
—
_|
n
n
x
T
M
0=
0x

FEE A YLk

+ Network storage(4|ELa AEE|X])

A8 & ASLICH o2 MKV(Matroska) It A o= & L|C
p

Host(SAE). HEQA AEZ|X|9 I
Share(3f]): 22E0AM 37 O|E2 g .
Folder(EC|): MYS MY CIHEZQ 25 YHIYUAR.
Username(AI2X} 0|E). 2015t TH AIE2X} 0|EE YUESIMAI L.
Password(Ij A Q| E): 2EOQdIe{H IMAQAEE QHSGIAA .

Host(SAE): MHQ| IP FALL ZAE 0|E2 YYPLICH SAE O|F2 Y= 4
2, DNS A H{7} System > Network > IPv4 a !
IPv6) Ofz{of X|HE[0f U=X| SISHHAIR.

Port(ZE). SFTP MW7} A8St= ZE WS E YHSLICH J[242 22 L0
Folder(EO): mi¢e XN&& AESIAMA|2. CIHEZ|7} SFTP A0 O]
o] EX5HA| o™, oS I EA|ELCH

Username(AI2 X} O|E): 2016t H AL o

Password(Zf A E). 2 19I5}2

—
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2l
| — |

QIE{H O] £

« SIP or

SSH SAE 274 7| RE(MD5): U SAE ZJ) 7|(32Kt2| 16%% EXH)O| X2
243k Ct. SFTP 2210/ 9IE= RSA, DSA, ECDSA 4! ED25519 SAE 9| SR o| SSH-2E A
8235 SFTP MHE X|BHL|CE HA Al RSAZ} HgEl'- HEEH 0| ECDSA, ED2551
DSAZ} 1 H & WEL|Ct. SFTP A1H-|o1|)\1 APR23IS 2HIZ MD5 BAE 7|2 olads
o+|_|tr Axis &A= MDS5 Q! SHA-256 34| 7|2 B X[51X|0F MDSELC Zaish &
ot2 2|8 SHA-2562 AfQ-OF'— A0 EELCLCL Axis X2 SFTP MHE +4 PE
tHo1| [Ho+ XMﬂoP HE8e AXIS OS ZES DAL,

s 3 7| 8(SHA256): 214 S AE ZJ 7|(43Xt2| Base64 QAT EXIE)9|
gutr SFTP 22}0|@IE = RSA, DSA, ECDSA % ED25519 SAE 7| C’64°|
A'Z8FE SFTP AHHZ X|LISTL|CH. SAF A| RSAZ| M Bl 8 90[0{ ECDSA,
ED25519 EL DSAZ} 1 £|£ WELICH SFTP MU0 A83ts 282 MD5 SAE 7|8
Qasof BL|Ct Axis ZX|= MD5 3 SHA-256 3{A| 7|2 5 X|QISHX|QF MD5SECH 22
3F HOLS Q|3 SHA-2562 AtR3l= 740| Z=5LCH Axis NXE SFTP MHE -‘rl**or'- H*
Ho| Cfst 7(|-A-||o} LH8LS AXIS OS ZEH2 TNBIAMAIL.
Use temporary file name(QA| ot 0|E Ag) X522 M 3
dS TP MEBLC ARCS AR50 Iy 0|£0]

VMS(SIP EEE VMS)

SIP: SIP FM3}2 Z 20 ﬁaaqcf.'
VMS: VMS HM3l= Za{® AMetstich.

LT

From SIP account(%“.k_lx} SIP A|H™): E0|A MEiSHL|CT.
To SIP address(**l X} SIP FA): SIP AE EshLC)
Test(H|AE): S3t 70| ”EOPLXI EﬂﬁE tei™ S|t
Send email to(O|H|Y HE CHA): O|HYS MEY O|HY FAE YHTLCL FAE
oz 7f Y=stei™ HEE O|HY FAE FRSMAIL.
Send email from(°l"1|°a i) EljfE Mol O|H Y F=AE =L C
Username(AtEX} O|5): MY MH O ALEX} O|E2 YHTLICE O|HY MHOIA 2AF2
Q7K Y= E2 O| ‘mWEs Y SLCh

o |

Password (I} A & '=) o

I %= ZS o] WEZE H|Q ELCt
Email server (SMTP)(Olﬂil% M
I} 22 SMTP AMH 0|28 ¢
Port(iE) 0-65,535 H2Q| i

£ YEYLCL oln Y MHOM 2SS 27

|_oﬂJ

232 587YL|Ct

ozt
fl

Encryption(@S3}): AS3IE ALt H, SSL EE= TISE MEISIAA|Q.
- Validate server certificate(MH 21ZA{ =tQl): 0*§§}E A8l 42 ZHX|e

S NMEELCE O] AFALE CAQIZE 7|EHOA A MPstAL Lasr & ¢
POP authentication(POP QIZ): POP A1H-| 0|28 YAHSIHH HMA|I2(0: pop.

Host(gﬁE) MHO IP AL SAE 0|ES YHTIL|ILCH TAE
2, DNS A H 7} System > Network > IPv4 and IP >

& o|H Y S5Ats OfefE ol At ok RASH HEHS fUSHHM ALEXAIL 8F0| 2
T oes WL E= AdS Hotstr| 2|l Ecﬂ ZEIS ALSELICL O|HY MES2H Sl £
SHS =I5t oY AZO| &®7[ALL O OlHES =X= 0| B=F SHHAI2.

IPv6) Offof X|FE|0f RA=X| =oISHHAI2.

Port(ZE): AMH N0 ALEEE ZE HSE YO

Test(E|AE). 882 HAESZHH ZEIMAQ.

View recipient(3=41

Copy recipient($

Delete recipient(s

g0 = HFols ch30l = EL L
Xt

X R EE U MFE SEE 22H L

N EA): MRS BASLRAR SYSHR. BAE O M2 FURE BT + AL

MAE MAH): +MUAE SFHo2 MESHE L L
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# QIE{m 02

e

Uy
UMM BAZ Zo|M ZTUOR A8 + YFLCL S2olE RAO| of HEet BH HH B 7
e 2 E dyi Bas mAFUD

Add schedule(Q 71 UH E& HAS MY 2BHIAL,

+=& EZ|HE M830 E2 £32E EZ|AY = ASUL O E =0 =5 E2HE HE &4 A 74

StE S0t Mg HEW 4 d&UL

MQTT

MQTT(Message Queuing Telemetry Transport)= AFZ QEU(oT)S st BEF HA|E Z2EZQL|CE tia
StEl IoT E3tS Qo] A LAl =22 ZE Z7ZHsmall code footprlnt)ﬂf XA HEQZA (jYEZc 2 A
TR E AAGHY| @5l CHYet A IA1 APRE' LICH Axis ZX| H0lo| MQTT ZZI0|HEE Sl ZX|0fAM
MEE HOIH X OHIEE G4 2| AZEQO(VMS)ZL Ot A|AHI0| ZHESHA S += UASLICH
HXE MQTT S2t0|HER MFPTLICE MQTT SA2 Z2I0|¢EQ HE27{2t= F AHEIE 7|Ho 2 ohL
Ch 22l0|¢E= HAIXE 2D g2 == JASLICHL EE2FH = S20[HE 7o HAX| 2t &S BEgL C
AXIS OS Portalo| M MQTTO| T3l XRFAIS| Lotz £ Q&Lch

ALPN

ALPNZ Zc2tO|IE 3 M| Zh AZO| HHEK O[3 THAGM OfSE[AOE Z2EZS = = 2
St TLS/SSL SR QLICh. O[S HTTPS} 20| [}2 B2 EZ0| A2EE =AM TEE S5 MQIT E
BlEle TM3sie O ARELICH HR0] M2t MQIT £4 M80= JjHE ZEJ 818 & YUl
C}. d2fst 420 2 ALPNS ALBSiA o S|BEE BE ZE0A MQTTE ojZz2/A
Ol Z2EZ=2 MEUXE Z2¥st= AU

~

MQTT client(MQTT 22}0|HE

Connect(@Z): MQTT Z2I0|HEE F{HL} B Lt
Status(%HEf): MQTT Z22I0|AHEQ HHI| MEfE HAIZL|LCE.

Broker(H 2 #)

Protocol(Z2EZE). A28 TZEZ S MEHSHL|C}.
Port(ZE). T E H3o

=
=
. 18832 TCPE E 2 L Ct

+ 88832 SSLE E3%F MQTTQ| 7|2 L|Ct

- 802 @ A3 E8 MQITO| J[2gtelLct,

+ 4432 ﬂ! 23 E?_*% S8t MQTTO| 7|27t L|Ct
ALPN protocol(ALPN
SSLE &3t MQTT & & Azl Hotg &%t MQTTO| 2t & & & L|CH

Password(Tl A Q| E): AIX} 0|29 INAQEE QHTtL|LC}.

g mp Mez HaEc

49

Client ID(22}0|YE ID): 220|E IDE QUIAAQ. 22}0|P

Host(ZEAE): MQTT AMHQ| SAE 0|2 EE P FAZ QABBIAAIL.

I
A
Z2EE) MQIT BE27 SgAt7t Mot AIPN Z2EZ 0|§S YUY o=

Username(A&X} O] §): S2tO|AEMM AMHO| A7 o) AHEE ALEAL O|ES YHH L

E AgXt= 220|AET MHo| A

=~
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o QE{Ho|A

Clean session(Z ¢l MM): AZ % AZ S{iA Al
Al HEf HEIL A E L CH

ey 5 & YaUth

L3 ol HAl =HOM AL ELICH
Reconnect automatically(XtS2 2 I HZH): 4

X A2E X"t
Connect message(H|A|X| )

AZ0| HFE W HAIXIE BLX] HRE KT
Use default(Z| 2ZF AIE): AAQ| 7|2 HAIXE
Topic(FH): 7|2 HAIX|2] FHE ULt

Payload(H|O|2E): 7|= HA[X|2] &S YHY

QoS: Izl SEOf Ot QoS AES HEELIC

Use default(Z| 27t AFE): XAl 7|2 HA|XE
Topic(FH)): 7|2 HAIX|Iel =HE Y LICH

Payload(H|O|2E): 7|= HAIX|S] &2 Y

QoS: M7l SEOf Lt QoS AES HEELICH

Timeout(A|Zt £3): $Z0| YRl AlZH 2HZ(X)

ol
=

A =

[e]

Lt 7|=gk 60

o A= MOojgL . MEStH AZF S AZ K

HTTP proxy(HTTP ZEA|): A/ Z/0|7} 255HFO|E QI URLYILICH. HTTP ZEA|S AIRSIR| Yo

AA
HTTPS proxy(HT TPS ZEA|): Z|CH ZO|7} 255HI0|EQl URLQLICE. HTTPS mEA|E ALK Yo ®
Zeg e 8 4+ Yslich
Keep alive interval(ZtZd §X|): 22I0|AET} ZI TCP/IP A|Zt =1E 7|CtE E=HE Qio] MHE O 0]
A ANRY £ gE AHS #XE = s

=
X g5 E-‘F—*f MQTT —Z'EPOIIﬂE Bl AZ AKX 8L LWT HAIX[2] F=Hof tiet 7|22t MQTT
= Ct.

< ZoO|UEIL S22 CRA[ A OF St=

L|C}.

ol &
=

ObX[2) FA(WTS ALESHH Z210|AET B270f AZE [ X7 ST oA RoAS XML +
cf. 2ezfo[elE 7} '-|'601| Of= A[HOIM HYYHo2 AAO| FOX|HTRUO| BOX7| 2L 5
=) E27{7t CtE S2t0|UE| HAXE MY £ AFLICL Of LWT HAX|= L8 HAX|2t &
SA0j0 SUH KFHLUSE S etegL

Send message(HA|X| &) HA|IX|E 2L T At MASIM Q.

230 TIAIAQ.

=
Retain(fX|): O| Topic(FH)OM Z2t0|HE HEHE FXA[otAEH MESIUAL.

Last Will and Testament message(OfX|2t S A O A| X|)

Send message(HIA|X] ME): HAIXIE EUTH A SEHSAM R,

YHHE NHAL.

=
Retain(fX|): O| Topic(FH)OM S2t0|HE HEHE FXA[SIAEH HE{SIUAL.

ne
o

$030

o>

MQTT publication(MQTT 23al)
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712 FH HSFA AHE: MQTT client(MQTT 22t0|UE) ®OIM X[ FH EFA0 Zol& 7= F
M BFAE ALEoteE MEfgtLC

— 1 g

FH ol Zg: MQTT FHHAM =Hs 2Fsts FHE =Zota{™ MEL

FH didAamola =g MQTT F=H|0f ONVIF =X HYADO|AE Zotdste® MEighL Tt
UH Mz Zph MQIT HO|ZE0f FX|o YA HSE =elsta{™ HEHSrL| Tt
+ Add condition(ZZ F7}): ZHES =7t H SEISHL|CL

Retain(SX|): 0| MQTT MA|X|7} ES2 M&g|=X| MO3tL|C}

- None(22): ZE WAIX|7} H[SX| AEj2 H&SLICH
- Property(£4): ME| FH Jhs HAK|E BRE ME2 muUc
. A(RE) ME| £N Jf5 9 NEjS =N + ¢S o

QoS: MQTT @eiof Cfef st 2lde Mestiic

IMNAIE 25 22t SEZ 2EYLCh

MQTT subscriptions(MQTT %)

+ Add subscription(1= F7}): M MQTT &

= =
Subscription filter(? 5 EE): 7 E53l2i= MQTT FHE YLHSIMUAIL.

Use device topic prefix(ZX| &5 T™FA AIR):

4
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Subscription type(TtE §¥):

x|
. Stateful(AE| =T 7ts). MQTT HAIXIE =A 9; el Mefet
= AgEuD
QoS: MQTT =0 Lol #ote RS MEHELIC)

MQTT 2H{zo|

Sl

MQTT 2B 20| +EXAE F7t5t7| Ho| MQTT E27{0f AZASIYUAIL.
+ Add overlay modifier(2H{ 0] "X} F7}): M 20| =HAE FItst{H S5 Ct
Topic filter(FH| EE): 2H0[0] EAISt = HOIH7F Z& & MQTT =X E F7tgH

Data field(C|O|E] EE): HA[X|7} JSON Z4{0|2t 7pg3tn 2200 EA|ISI2= HAIX| TO]2
Eo| 7|2 x|x-lol-|_||:|-

Modifier(+ &) @H{20|S TS I 21t +HXE AR YLICH
o

. #XMPE A[ESlE +HXIE FRHO|M 22 mE HO[ES BAISLICL
. #XMDZ A|&t3ts 4MAE GloE oo ASE HO|EE BAISLIC

AER|X
Network storage(Y E{3 AE2|X])
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Ignore(FA|): WESRI 2AE2|XE FASIHE FHLICH

S

[ |
Attached Storage)L|Ct. 1™ IP FA(SH

I
S|
85l=2 BAEES AL} DNSE ALgots 0
K@ =[X] &Lt
+ Network share(H ES3 88) TAE NHOY 3L X9 O
s

of ZCi7t Qlonz ojaf Ads AAJ SUs YEYT 295
« User(AL&Z}): MHO| 21010] ERst A2, AHEXt 0|2 YHYLICH EF =
oIt THONASX 0|2 YHSIMAR
« Password(IfAQ|E): MHO| 211010 ER% 22 IAYEE LHSIHAIL.
« SMB version(SMB H{F): NASO| A4S SMB AEZ|X| TEEE NS MENSH
£ MESH A= Eot W SMB & SILHE Y@A6t2{n A|=gL|Ch 3.02, 3
HMZ X|5HX| 8= O|T NASO| ¢1A%t2{ M 1.0 E= 202 MESGIHAIR. Axi
2ol CHslf of7/o M RtMS| LotE 4= USLICH
+ Add share without testing(E|AE ¢l0o] 38§ F£7I): ¢4 HAE F0| @77 &
Ef3 3RE F/Iste{H MEdSLICE O|E =0|, MHO0| IjALET HAdX
RA7| MEO 2F7} HdE = US|t
Remove network storage({ EQ{3 AEZ|X| H|AH): HERXT 280 Cist EZEE OFRE
XA H L CH o|EA St HEYI 3]0 Cist 2 HEO0| MAE L

Unbind(H}QIE 8iH|): HESS S/E HQl 2| 31
A3 SRE st AZsle{H SEELC

=
Unmount(Ot2E 8i): LEQT SFE OI2E At 2= L L. Mount(Ot2 E):
£ D2 EStaE S L

Tools(E )

« Test connection(®Z HIAE) HEQI 30 Cist HdZE
« Format(Z™). 0| & = =
CIFSE A& 7tsoF TiE Al

Add network storage(W|EQ|3 AEE|X| F7}): =3t M = A= HEYA 38E FItste{H

- Address(F4) SAE MBI P F4 £ SAE 0|22 YHEL|CH LBIHO 2 NAS(Network
PFas BZE - YO8 2 DHCP HeNE At
| Z&LICt. Windows SMB/CIFS 0|2
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Autoformat(X}5 ZEUH): A2 A QB
ZoigtL

Ol4 ol4jstx| RetLict of HHE HAARE AT 4
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Tools(= )

« Check(&Ql): SD 7lE RFE HQIBtL|C

+ Repair(271): ext4 O Alﬁ'i:é!(ﬂ
£ 273l2{H SD FtES ML

. Format(i"“) OE S0 Y A2EZS
Sh 72 il:lHol-I_||:|' VFATQ} ext4+=
7t HHP‘*H'—% LA M 350 X E
S extdQL|Ct. BFX|BF EFAF extd EZ}O|
Of HMAsfoF & ZdQL|Ct

. Encrypt(?:.’§§}): O] E7E AHE3SIO] SD
3he= SD 7tE0| MYE EE HO[EHE 4

Change password(Zj{ A ¢
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0~200% QI L|Ct. ot HE AR
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€ OO|ES UBstE Af8o0] W EE.'—I
+ Decrypr(eka3t o). o G A0l ool 0*0| SD 9rcE =9
P SH
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cof XEE HoEE o §2}% APROP@ 235X
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Use tooI(E-'rl AHE): 2E5t0f dEish 5 2dstetL
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. Decrypt(2 =3}
1| £ MESHH SD 7}

~ o AEYO| YH2 0K MY 1EY
S Feo zo| 0y 4B AEY Z2NIS A8 £

L|C}. O
A&

+

Preview(O|2] E7|): MEHT

= HP5IH 0j2(E?7 |7f =E Y

EEOQROAN E7| 92

Name(0| &) Z2IYo| 0|28 FIpgtL|r}.

Description(dd): —=ntof st 4¥2 F=7tg
F

Video codec(H|C|@ 3Hl). m=no| M0

Zipstream @ © O] MYof chst Y2 AEZ

—

ZASIMA L.

Resolution(slj & £): O] MH0| Cist MY AEZ I
Frame rate(Z 3|2 HO|E): O] M0 CH3t dHE2 AE

=
Compression(2}%): O] A0 Cist MHL2 AEZ I

Zo|Xf 31

Optimize for storage(AE2|X| %x|H3}) @ © O A™o CHSH A
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Dynamic FPS(EX FPS) @ © O] B0 it HY2 AEZ Bfo/X 31 =S HIRIHAR.
Dynamic GOP(SX DOP) @ © O] MO CHSE MEE AEZ Ho/X 31 2SS HARSAAL.
Mirror(0|2{) @ © 0] MO ChSt NS AEZ Fo/X) 31 SRS ARBIAAIL.

GOP length(GOP Z0]) @ © 0] Mo st M AEZ Ho/x 31 S22
Bitrate control(H|E B|O|E H|0{): O] MM CHst MHEL AEZ Fo/x] 31 &=

=
2t S MdEgLth @H 0 F7I5t= YR et Xt
M3t Wee 2o4a0/ Ho/x 33 %‘%% HESUAIR.

Include audio(2C|2 EE) @ ;0] A™o| CHot MEHE AEZ LJo/x 31 S22 FZXSHUA|IL.

ONVIF

ONVIF #A|H™

ONVIF(Open Network Video Interface Forum)= %|&Z AKX}, ETX, HAMEE Sl H XA f7} HEQ 3 HC2

72 &t 7tedS g7 28 + WA sF= 228 AHMO|A BEEYLICE ONVIFE 83 M2 THE 3
H OHEZE el 4=228d fod &4 24 Bo| Oj2f ZAMeS £ + YsLCH

+ Add accounts(#|™ F7}): M ONVIF AHEE =7}5tH

Account(A| ). 19 AH o|2e YAFL|Ct

2
mju

E
o
I
=l

New password(A| TjAQIE): Ao MAQEE ¢
R, FEH, LR 7S 5 oy

_ql-
I\)l_

IEf IjAQE= 1~64X+ ZO[OOF SFL|CE EXt =
~126)2F HAJAEO AHEE =+ UASLICH

7
Repeat password(TjAQIE HIE) S st IjAQEES CHA| gLt
Role(¥ &t):

« Administrator(2|X}): 2= M0 &™S| HMATLICE HE2[Xt= CHE AE S F7h LM 0|
E 9 HqAHE =+ %‘Q'—IEr

« Operator(2¥X}): Ct2S ML ZE MY WMATH & Y& L|CH
- E% 5ystem(A|AE‘“) M X-I
ks

- Media account(D|C|0f A|H): HIC|Q AEZ0|T AN AT & 9

>
o
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g0 X= HFols ch30l = ELCH
Update account(#|d YOIO|E): A £d= HIUSLICHL

Delete account(#|d &tH|): A™Z AN ELICL root AEE2 AXME £+ YUSLLCH

ONVIF OjC|| =2 o}

ONVIF OjCjof Z2utele ojrjo] A= MMS HFst o A8 4 Ut 74 FBOZ 0|20y Y&LC
xpAlBte] 1 MEZ M ZEns MAsALH BE HFe o) MY BHE Z2fug g 4 S
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Producer(8 4X): BEIFIOIE|S Mayshs ARLICH ¥ OF2fol= WOl HAIA A=2Yshe HEtTo)
B gHo 2=20] alch

=

Channel(X'd): 0| AF2St= K2 QlL|C}.

b I
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£ elan B2 gol 092 M HAH
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m

~EEYS Zdgot B dEgL . =2

-

Hal Ay

M2 ME YEE BAIZLUCL PEE RE0| 0E CHELCH
Hy 9%

Delayed shutdown(Z& X|H) @ © MRI0| HX|7| Mo X¥H A|ZtS MH™SIHEH ZHL|Ch

=

Delay time(X|® A|ZhH @ RS AIZES 120|A 608 Ato|2 MHFTHL|LCE

Power saving mode(®X R E) @ HEESPN

£ EW ZER Heoted Fuo E2W ZEE AHH
R =% #He7t 20{sLIC

Set power configuration(Z &l 4 4d7Hd): Ct2 PoE Eci2 M
b

= Mg MEISY MY a8 HAgL o Y
At MASH7| £/6 Save and restart(X &St D I A|ZHE S & oL L
P
MY 4SS Pok EofjA 302 MANSIH, Low power profile(MF = =2 o) (X0 siE M0 A}
£ 292 Mesis 20 51T

Dynamic power mode(SX FH@l BE) X7} Hl=hd MEfY I M3 AHE Z0|2{™H ZL|Ct @

My zmaay

X7 MEE 2 Helof e MY zz2oes e
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+ Full power (default)(Z[Cf HZH(7|2 €%F)): O MZ

: Zo HEOlM ARE 4 UKD o e
SECRC
- Low power(HHa). 0| HES M0 ALRE 4 QXY o M Hag 2u|gLct
eS|
MEe menge Mg Moy ¢ slHE Tyt
o 4| M 2|
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Yl OlE{mo|A

e

O 7152 Yu 22| £TEQOIVMS)SL B AFBSIAB BN FH2tE ALF i Ofo|3et §
2ot 3 e Lict.

to2HE F=7tefor gL

1o

QLR CIHM'S ZHOR 5t1 'QC|Q 2E MWU'S WMoz St= OHE S0|M HEI0 Tjo T
E 2L XS A I O|HME S0 'HM Cf7| ZEA(hhmmss) Kot & ’SE. LCh. 22/ A oOf
0|27t AWM RLIE ZASI= F2 ttE ZXE g = A4

Address(F4). HESQIR AL SAE O == IP FTAE AT CL

Username(Al X} O|E): AIEXF 0|28 HBHL|CH

Password(Tj A E): AI2XIQ| IfAYEE Y TtL|C}

Speaker pairing(A L7 HO{Z): HEL

=1
Microphone pairing(0t0]3 H | &) @ : 00|32 E mo{&lsta{™ MENSHL|C,
=
=

Clear fields(ZE X|7|): T £ ZEE X233

Connect(®1Z). A7 Lt Ofo|30f T3t AZS MW 2FLCt

21
H3M 9 23

BN

« View the device server report(&X| MH Z|EZE H7|): EHY oA HE MNEO st HEE
UL M 2= AE522 MY 2|ZE0 ZotE IEf
+ Download the device server report(ZX| M B|ZE CI22E). 3| AA|ZH 27| 0|0]X|o &

II

==

A1H|*01| =olg I g MH 2[ZE zip TUS EASGYAL.

T
dots 0 2 = 8 228 = UASL

21

HEO et S2E EAISHH S oL

OI-

HMA ANEE 25 BASHEE LI

=

WAL OfL|2t UTF-8 WA o MA| Afbf 2|ZE SAE mtolo] Eatel zip ordo] Mg LT x|g

+ Download the crash report(s 51...*1 CI22E): AW HEfo CHet XtMISH HE T Q= OF7HO|
HE CIRZEYLL. 5= 2| ZEN = XMt CIHI HEeL MY 2|ZE0 A= YE7I =o
Eu'Ll':f O] EXMO|= I—‘||E 3 x"*ﬂf Z2 Uget EIF S = ASLL EAME M

» View the system log(A|AH 21 H7|): HX| A|Z, 410 2 53 HA|X|QF 22 A|AH O
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