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= NTP A H])): DHCP ME{0j| I ZEl NTP AE{Qt 57| &}8tLCt
— Fallback NTP servers(CH&| NTP A{H{): 8}L} EE= | CHH MO IP FTAE Tt
Ct.

OO EEl AIZHS 7] 9/o) NTP AH{S B3
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L

— Max NTP poll time(X]Cf NTP Z& A|ZH: Q{F|0|EEl A|Z+S 7] 23] NTP A|H = =2
gt 77FX] &KX ZF 7| T2 OF Sf= Z|CH A|7HS M EfSEL|CE

— Min NTP poll time(X| & NTP Z2 A|ZH: QH0|EE A|ZHS 27| Q/8f NTP Mt = =2
gt 77FX] &KX ZF 7| T2 OF Sh= & A A|7HE M EASEL|C}

« Automatic date and time (manual NTP server)(X}S 2% U A|ZHES NTP A{H)): MEH
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MESts B2 Xl 7 AH0| BHE W8S 7|H2 = AZhE &7|=otl =8d

L|C}.

£
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& W7EX| ZX| 7t 7| Cke{ Of St= Z|CH Al ZHS M EHSEL| Tt
— Min NTP poll time(Z| A NTP Z& A|ZH: QIH0|E Xl A|ZHS 27| Q|8 NTP MHE Z2!
& W7EX| ZX| 7t 7| CF{ Of St= x| A AlZHS A EHSEL| Tt
« Custom date and time(AF2 X} X|H IR S A|ZH): =502 SR G A|ZHS A™HTHL|CH
Get from system(A| 2RO M 7} 27])S 22610 ARFH = 2HY ZX|O| A Rt 8

A7t AHE B K TP S LI

- =2 o=
A|ZECH: ALEE A|ZHCHE MEHSELICH 2d HOF A2t B E A[ZH|| HEF A|ZHO] A5 2 = &

Lt
- DHCP: DHCP AB{o] A|ZHCHS A EHSILICH O] @M MEk5I B X K| 7} DHCP A
of @17 0] L00F gLict.
+ Manual($5): SECHS 220|A AIZHTHS MeferLct,
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X X
X7 JAE YK E LHTLCEL ok 22| A| AN O] HEE AFESHY X| =0 ZHX & BHEL
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« Format(Z5): HX|O| ot - E UH W A2 AAZ MEiSHL|CL

« Llatitude(fIx): &+ 42 M EFS LIEFHLICH

« Longitude(FEkE): &= 42 2XXM SF S LIEHHLICH

« Heading(gF): & X| 7t 2ksh= LA HE giskS 2L C 02 J 52 LIEFH L|CH

« Label(2t'#): ZX[0f CHot DHO| Lot E 0|52 Yt Ch

o Save(M#E): K| 2IXE MEste{H S=etL|Ct.
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IPv4

Assign IPv4 automatically(IPv4 X} S &2 | E Q3 2} 2 E 7} HX|0| IP FAZ X502 St
Stz = ot2{ B MEfBtLICE i 20| L E9/S0f Chal XHs IPOHCP)S A BHLITH
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T} LAN Q[§0| mE F AL BfREE EnpetLct
Router(2}E). CtE HEQI A HERI MAHEN HEE XS HASH= 4 AAEE = 7|2
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S
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ME|L|C}
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SAE OB
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2L C.
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SNMP

SNMP(Simple Network Management Protocol) & O| 85}0] L EQ3 X E JH4o =2
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SM= HERI S X E ASote Ol AEE UL Ol §Xl= F 7HX| 72| ASME X &
Ct

«  Client/server certificates(Z2}0| MY QIS A)
2210191, E/A1H1 IS = X2 IDE AESHH AHH| M 4= A2 T CA(F 7|20 M
dhaet £ USLICEL XA MY ASME Hohe B2 HI35tH CA U S ME 47| ™

o= T M

77}X| Afga A ol |0},

- CAQUSAM
CAQISME ALESIN IO S M E QSELICE O S S0, SX[7}IEEE 802.1X2 Ho &
S YEYS0) HAE A2 5 A IDS ASFLICE HA|0f = of2f H2l A MX(E
|CF.

| =
CA QIZ A7 reaL
xlgEs dAle o

. OI= A &Al: PEM, .CER, .PFX

e 749l 7] HAl: PKCS#1 3! PKCS#12
2 A

HXNE SY SOt Al 7|24t 2 MEFotH 2= AS M7 AXE L Ch AFE AX[El CA IS M
7F CRAl & X[ E LI L.

O

r

_I_ Add certificate(QIS A F7h : OIS E F71512{H S| CH

« More(t] 7)) ¥ : ZASIHL Mete 271 TES mA|SHLCE
« Secure keystore(&20t 7| &) 7|2l 7| & QHHSHA| XSt ™ Secure element(H Qt
QA EE Trusted Platform Module 2.0 MEHSHL|C}H MEHSE HOF 7| M EFAOf CHSH K}

Mist |28 & 2™ help.axis.com/en-us/axis- os#cryptographlc supports xS A L.

© Keytype(?| R¥): QIEME BT Y EECI2 S20|M 7|2 AS8 ¥AAAFOILE O}
2 oot dna[Ee MEfBILIT,

—

’é*%oil 2= E'1|1-r01| = EP°0| E%E L|Ct.

_I_

Q.
e Create certificate sighing reques (?_I§ 1A @™ MM). CIX|E ID OIS M E AMHGY|
?lol SF 7|20 22 AT MY 2F S I Lt

Secure keystore(H ot 7| X{EA)O:

« Secure element(EQ 2 A)(CC EAL6+): HQF 7| K{EA0f HQt QA E AIRY}
L|ct.

« Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 g|'&! 2): 29t 7| HZ&A0f TPM 2.0
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IEEE 802.1x

IEEE 802.1x= 74 S &M HEQA K|l EOt 2152 NSt ZE 7|8 HESRIA
£ 2|3HIEEE & Q! L|Ct. IEEE 802.1x= EAP(Extensible Authentication Protocol)& 7| &
C}.

S 2 Mo
oz gL

IEEE 802.1X2 2 k|= U ER A0 UM A3t H HESR I X7t AN H 22 Q1S5 E| 0 OF gL
Ch. Q1Z5 2 93 AMHO| A L OH, HE © 2 RADIUS A H (0f]: FreeRADIUS 5! Microsoft
Internet Authentication Server) & L|LC}.

IEEE 802.1AE MACsec

IEEE 802.1AF MACsec O|C|0f M2 S D222 9ot |17 HO[E 7| Ul % 22N
M O|5= IEEEQ| MAC(O|C|O| HMA AEE) EOF EFQL|CH
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OIS AFSE Of Axis T8 Al 7|7| 9 015 A= EAP-TIS(SHE 7Hs 915 TR ES - ME A
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K7L ASNE Sof BB el UELT0| ANAT 4 AT 2 5120 MFE 22t0|QE AS A
£ ZX|0f HR[S}OF SHLICt

Client Certificate(2}0|¢d
= MHE OIS ME ARSI 2240/ 91E 0| IDZ &oISHL| It

CA QIS A: CA QIS K E MEystof ol
CIZE U £ 950 2A glo]

EAPOL version(EAPOL H{X): 1| E Q|3 AQ|X|0f|A{ AFR E|= EAPOL H{FM S MENSHL|C}
Use IEEE 802.1x(IEEE 802.1x A}&): [EEE 802.1x T2 E 22 AFR}2{ M MENSHL|C}

O|= i O 2 IEEE 802.1x PEAP-MSCHAPV2E AL 3= Z20)0f 0|23t MX S 0|28 £ 9l
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o HAQE ST ALSALIDS| A ES Y SL(CH
+ Peap version(Peap H{T): | EQ|3 A X|0| M AL E|= Peap H{H S MEHSIL|CE
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E Ar8ot2{ ™ 28 MENSIL|C} Peap H{T 13 ALESt= 4R HES
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© 7| YAl HT B 7| 617 TR 7|(CAKS QR{BHLICE 3%} £ 64Xf0| 16FI010F B
C} CAKE 917 BRA0Af 5.0 2 7145 0f 5{0, H 30| MACsec2 Zjatetai B 23 o)
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K| Of AxisQ| E|AE AmEQ O] i J|EF ALRAF A AT EQO|S MX|S}2 T AL AR A|H A
G =] AXIS OS OIS A7t LR BHL|CH OB A= 23 E9 07} &K 2 S XHe} Axis B =0f /3] =9l
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Install(A%]): QIS ME Mx|32{ B SUSLICH AT EY S MX|317| Hoj ASME HX|3{0}
S,
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AE

A

T Add account (I8 71 M AR S Foks12{® 228U Ch 20h 100742] AR FoHe 4
OI¢|_| E|-,
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+ Add SSH account(SSH A7 3=7}): Al SSH A|H & F718l2{H S 2lgtL|Ct.

|
« Restrict root access(root M| A H|8H): root HA| A7} QB 7| 52 H|SHst2{™ A L|C}
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-
o
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=

-+
o

L=
=)

Use this co
[
Aol 5E5

EX
o

=

7 A ZF817]0)

SN 8.
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—I_ Add a condition(ZZH F7}):

Invert this condition(O|
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O EOf CHal =M AtO A 2| AL THEE EHES
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_|_

Add a recipient(=MX} F£7t): = AXE FIt5te{H S/ oL C
O|&: =4Xto| O|E 2 Y=t Ct
Type(58): S S0 A ME:

. FTP@

-SAE MBS/ P FALF SAE 0|2 YRELICL SAE 0|52 QS B2, DNS

= =
MHE{ 7} System > Network > IPv4 and IPv6(A| AEl > | EQ|3 > 1Pv4 2 IPv6) O}
2ol XIS &|0f U=X| ZASHAIR.

- EEFTP MHJL ABOHE EE M E Yy

J
[
-
|
ﬁ
r|o
N
|_l
IS
-
inl

= T A

Folder(Br) T2 KT CIAER|0| A2E YA 2. CIE217HFTP o]
O] ZX45HX| E’JEE, o2 dEES I 2F HAIX|7} EA|E LICH

—Username(AIE2X} 0| ) 20I512{H A2 X} 0| 22 QLS| 2.

- TAQIE: 201512 B HAYES YR{SHAIR.

— Use temporary file name(YA| I} 0| & AI): At5 o2 MMEl QA Ot 0|22 2 If
US YEESt{H MEISIL|CE Q2 EE & RS It 0| 50| Y}dt= 0|E2E Ht
B Lt °*§'27P3Ef5_| 4% & E ool glELch de{L o TS| Al oL S
A= = USLICL O|"HA StH A}tz 0|2 71T & IHO| SHEX & = A&

L|c}.

— Use passive FTP($=S FTP AF8): H A QI Abstof
B OZS 92 @X o} AHK| of
E—'|:— 73" &'OE *|”°”—|Ef Ol= gt o2 X2 O &f FTP AME{ ALO|0f 2ot

o
$0
rr
oxH
—|o
2|

Mk
Fo

9_
rth
_IT'_

- HTTP
—URL: HTTP MB{0|| CH3H | EQY T A QS Na|gt AFZEE UHSLICLOE
™ http://192.168.254.10/cgi- bln/notlfy cgi @ L|C}.

—Username(AF2 X} 0| £): 2 Q15I2{ ™ A2 X} 0| E S QHSAA| L.
~TAYE 208U A ES YA,

— Proxy(ZEA|): HTTP AH{0f| A ZB}7| QI3 ZEA| AH S SteHof ot Z2 TBash
HE 9:|—| QledskL|C}.

«  HTTPS
—URL: HTTPS M HOf| St L EQT A Q™S M| A TEE YHSLICLWE &
™ https://192.168.254.10/cgi-bin/notify.cgi 2 L| C}.

— Validate server certificate(AH Q1S A €0l): 0| AXIE MEHSIO] HTTPS A H{ 7} A A5t
OIS ME MEHTHL|CE.

—Username (AL X} 0| ) 20151 2{H AR X} 0| ES QUHGIAA| 2.
~TAQE: RIQISAB HAYES ¢

=
= =] .
— Proxy(Z & A|): HTTPS MHOf| S ZSI7| Il ZEA| MHE E1t5|0F o= E2 2ast
EEE 9:‘ n OIE#oFL_||:|-

r
J

- YHE3 AELX| @
NAS(Network-Attached Storage)EEf e HE/YI AEE
FAXE AL = JAS L L oY % KV(Matroska) It & &
TSNS YENA ASaxol b FAL SAE OB gaEl
(o]

‘ﬁ
*Lrulru
-|>+
E
Ke]
=]
o
mo
Ral
oA
Ot
rr

—_— 4

- Share(Z]): 2 2E0 M S/ 0|55 YHFLICL

2
- Folder(BL): THYS MES [l |0 RS YBBIAAIL.
—Username(AI2X} 0| ). 21915} 2{H AtEX
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~IfAQE: 2SI H I AQE

. SFTP @

~SAE IO P FALL SAE 0|22 YHBILICL SAE 0|52 YsHs A2, DNS
A H{ 7} System > Network > IPv4 and IPv6(A| A8l > | EQ|3 > IPv4 9 IPv6) O}
efofl XIFEY UK 2RI5HY Al 2.

ﬂJlﬂl

2SI AL

- X E:SFTP MH 7} At8St= ZE W & Y=HTIL|CE 7| 23f2 22Y L CL

- Folder(BCi): 21 S MNT CIE2]0| Z2E Q2{SLHAIQ. C|E2|7} SFTP Auiof
Of0] ZXotX| o™ mUS A2 I 2F HA|X| 7t HA|E LT

—Username(AF2 X} 0| E): 2 01512{ ™M A2 X} 0|22 QESIMUAIR

- TAYE: 2 0I5B HAYEE AHBAIR.

~SSHSAE 27| 7| SE(MD5): Y2 SAE Z7Y 7|(32Xt2| 16Xl4 EX1Y)9| X 22 ¢

= RSA, DSA, ECDSA % ED25519 A E 7| 39| SSH-
22 AFRSHS SFTP AHZ X[ 3HL|T} 1AL A| RSATF A S 5| 51 0|0 ECDSA,
ED25519 gl DSA7} $|§ 2 L|C}. SFTP A E{ Ol M AF23HS S HFZ MD5 S A E
= MD5 @ SHA-256 3jjA| 7|2 ©.& x| 25 X|of
MDSEEf el EOP% IoH SHA-256Z AL S} 20| Z&LICH Axis & X| 2 SFTP
MEIE A3 B0 Cfsh REAISH L 2 AXIS OS ZEE A ndtilAl 2.

A | S8 (SHA256): 22 SAE Z7J|f 7|(43Xt2| Base64 Q1A E 2 XtY)
O| X| 22 ATt SFTP 2210|4 E = RSA, DSA, ECDSA 9 ED25519 S A E 7|
2 80| SSH-22 ALZSF= SFTP MHE K28t L|C). $14F A| RSATF M2 5| argo]
0§ ECDSA, ED25519 9! DSA7} 1 |§ Lt SFTP A H{ O M At o= SHI2
MD5 SAE 7|2 2{8}i0f &L|C}. Axis X X|-= MD5 9 SHA-256 {{A| 7| & 25 X|
SHA| 2 MD5SEC Z 2o Hots $|6H SHA-2565 Arﬂ*ﬁ A0| gau Ch. Axis &
X| 2 SFTP MHE 4 5t= -0l Chet XtA|el
Q.

%*%—’F—‘BAQ'—IEF OIE* | ot &

« SIPor VMS(SIP EE= VMS) @
SIP: SIP M3l2 A E1D4 MENDEL|CY.
VMS: VMS Iﬁg}a 74E4EI _EﬂJI—IEr

14
—To SIP address(TﬂI} SIP F2): SIP FAE YL ct
~Test(H| AE): £3} HHO| AES}X| HAES W 22ASL|C}
- olm

- Send email to(0|{|Y &
2 7 Y5 EH '
i

— Username(AL2 X} 0| £): Oj|
QAKX U= HL 0

-~ AQE: O Y AH{ Q| Hi EE g=™etLc
2 0| ZEE H|9 sLCt

— Email server (SMTP)(O|H{| & M
comit Z-2 SMTP A H 0]
g

— X E:0-65535 #H{|o| 2t2 At
olL|C}.

— Encryption(253}): & SH2 AFR 12T, SSL = TLSE MENSIAIA|Q.

mn ¢
1o
0 >
o
Pal
o
Ol
mo
zo
1
o
-
_IT'_
E
ne
x
T
=2
_>._
0|>|
mjo
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— Validate server certificate(AH QS A &0l): AU ST E AIESI= 42 X9 IDE =0l
St & MEHSILICE O] QIZ M= CA(RIE 7| 2holl M AtM| MBSHALE ealiet = &
L|C}.
— POP authentication(POP 21Z): POP M| O|E& Y H5t2{H H M A 2(0: pop.gmail.
com).
ol
25 O|H Y SGAt= O &l Ot Lup I o FAtot HEYE LIS HAM MEX7F 0| 2
T oes AL 2= AS Hotsr| o) 2ot LE S ALERL|CE O|H & NS Ao ot g
M2 21510 OO Y AZO| F7| AL Of|&f O|H Y S SX[= LO| PEF SHUAIL
. TCP

~BAE MBI P RALFSAE 0|22 AHBLICE SAE 0|22 YRS} FL, DNS
At 7} System > Network > IPv4 and IPV6(A| 28 > | EL|3 > IPv4 5! IPv6) Of
2fofl XIFEO [=X| 225 AI2.
~ Port(ZE): AH| M A0 AHBEIE EE BB S YT
Test(E|2E). 472 HAESI2H S/ L(Ct

m=|

A0 2= B0 Ch2o| mEHE Lt
View recipient($AIX} B 7]): R E AR M2 HEE 820 228}
Copy recipient(4-A1Xt ZAD: +AIXLE 2AISI{ 0 2281 M Q. SALE Of M2 SAIXIE HHY

7 AS LI

Delete recipient(s= X} AH|): = 4AHE SAH 22 Mot H S EHELIC

U
UM WAS SN ZUOR NS & YELICH 20 IO T3t HEot 3 ST K2
of FAE BE QM BATL BAIE

+5 £2[72 AL8S10{ 22 £502 E2|A Y + YBLICL OIS S0 5 E2HZ X E 4K
U BYoHe ot Mg ASE £ st

MQTT

MQTT(Message Queuing Telemetry Transport)= Al= ClE L
QUL|Ch. Er22tEl ToT £812 9fef AA|E|Qon e A 27
YA AEC= YA YK E AASHY| @[3l CHot A A
MQTT S2f0|QI= S S8l X0 M M A Co[E] & O HIES

IoT) 2 ®Iot BEZ HA|Y Z2EZ
(small code footprint)dt £[A | E
2 =L Ct Axis X AT EQ|0{9
& 2| 2Z EQO{(VMS)Zt Of

o o O —
ol A|AEIOf ZHESHA Sete = ASLICH
717]5 MQTT 220|HE 2 AFetL|CL MQTT S412 SEI0[HEL ER2AEt= & AEHE|IS 7|
gto = gfL|C. 22I0[AE &= HAX[E EHDL &S 5 AGUH LT E27= S2H0|UE 7| T A|

Al eteds YU

AXIS OS Portalo| A MQTTO|| CH&H KFM|3] LOpE 2 9l L|Ct

ALPN
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ALPNS 2 20| 91E U AH| 7+ HIZH 0| HE KOS B0 A OfZ2|70|M Z2E2S My
217l St TLS/SSL &3 @l LIC]. O] = HTTPoL 20| [i2 Z2EZ0| B S UM BES
MQIT 24T S SHstet O ALZ EILICH 32 0f T2t MQTT 54 M8 o2 Jike EEJ}
S QL CE 2ot 390 of 22 ALPNS ALSoA S0 A o S5l BE ZE
MQITE fZ2|70|d T2 E 22 ALSEAIS AFote AYLILH

Ot

—

=2

£Qofm
2z Mjo 2t >

MQTT EZj0|AHE
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Connect(¥Z): MQTT 220|HEE H 7L}t BL|LCL
Status(%E}): MQTT S2}0|HE Q| SR MENE HEA|SHL|LC
22
BAE:MQTIT AMH{O| SAE Q|2 EEL [P =AEZ QHBIAA|Q.
Protocol(Z2EZ): AI2E T2 EZ S AENSHL|CF
EE ZE HSE ULt
« 18832 MQTTover TCP(TCPE £t MQTT)°| 7|24t L|LC}.
« 88832 SSLE E%tMQTTS| 7|27/ AL|Ct.
© 802 € AU S MQTTO| 7|2 HYLch
© 4432 9 A% HOHS E3 MQTTC| 7|22t LC

ALPN protocol(ALPN Z2 E 2): MQTT 527 gaxm HEstALPN Z2EZ 0|28 Qa3
Ct. 0] = SSLE &3t MQTT & &l

a7l
Username(A&%} 0| F): 20| A E O M HEH of HMABE7| ABH AHE R AHEAL O] 55 Y& T L

Ct.

THAQIE: AR 0|50 HASS Y2igriict

Client ID(22}0| Y E ID): 22}0| G E IDE Q| 2{3}AIA| Q. 2 2}0| M E Al Xt= 2210| A E T} A
H O Azt ij HEHE 7c1".:.'—I'if

Clean session(Z &l MM): 12 U AZA Six| A2 S22 MO{L|CH MEiSIH A A AZA ofiA|
Al Bl HEI ALK E LI

HTTP proxy(HTTP T2 A|): £|CH Z00| 7} 255H}0| £ 01 URLQIL|C} HTTP T2 A| 2 ALRSHX| %O

AR UESH|Y &+ Ys UL

HTTPS proxy(HTTPS TEA
o

Oo{H IZEEHR &+ M'ﬁl—llif
Keep alive interval(ZtZ §X|): S2}0|AHETJL ZI TCP/IP A|Zt =10HE 7|CHE 28 QIO AHE [
0|4 AFZ T 4 Q= AIHE AR = 8

Timeout(A|ZF X 1}):

o
K| $2 HE AL MQIT 220|Q1E 40| G

A|ZF ZHZ(X)QIL|CE 7|22} 60
| 4
MQTT 2l o] Al 22401 A AR ELIT

Ol AL RIS LWT B A| X[ 2] Z=R|off CHet 7] = Zf 1t

ofn
lo
hu
2
Y
e
N
o
|
fo

Reconnect automatically (X}
Ste=Xl R E X gL L.

HIA|X] A Z

AHZ0| 2 E M HAIXIE 2EX| HEE XFHLIC.

Send message(H|A| X| HE): HAIX|E 22T A& 2F5HM L.
Use default(7| 2 2t At8): A4l 7] = BIAIX| S 25t H DYA2.

Topic(FH): 7|= HAIX[2] =X E YHE LT

SEtO|AET XAtS2 2 CHA| 1 AG| OF

Payload(B|0| 2 £): 7| 2 B A|X| 0| LI 8S @l2{3tL]ct.

Retain(£X|): 0| Topic(FH)OI A 22}0| 1 E AFEHS S X|3}2{ P MedstL|ct
QoS: Tl S20f Ch3t QoS AE S HASHLICH

ORX| 2} 201 0| A|X]
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Send message(H|A|X| H&): HAIX|S 2 L}2{ 0 AR SN Q.
Use default(7] 232t AL8): AHAI2| 7|2 BIA|X| S i3} 2

Topic(F=H): 7| 2 HAIX| o] =X & Y2{eiL|ct

Payload(H|0| 2 £): 7|2 B A|X| o] L 8L @l2{3fL]ct

Retain(£X]): 0| Topic(FH)OI A S210|o1E AIEHS S X|8}2{ B MefstL|ct

QoS: T % SZ0f T QoS AZ S HASHLICH

MQTT &t

7|12 FH FFAAHE: MQTT client(MQTT 2 2t0| A E) RO A FX| =X HFA0 2l 7| =
TH HFAE Aot H dEEL

FHl o] F =& MQTT F=H| 0| =S 2F5t=
FH dYAH 0| A =g MQTT =X 0f ONVIF =X U AT 0| A5 =etote] M =S LT

Y HS 23 MQITHO|ZE0| FX|o| 23 H=E Zatote{H ML},

=+ Add condition(=Z =7}): =S =7}8e
Retain(8X|): 0| MQTT HA|X|7} ER 2 &L=
« None(8l3): & & HA|X|7} HFX| &Ef= ASTLICL
« Property(£d): &Ei =X 7ts HAIX
o AIRF): HEf =8 7ts W HHE FHY = Q8 HAIXE B5F E2tE JEj2 2HLCh
QoS: MQTT 'l 0f| CHS ASH= 223 MEdRFLCt.

)
|u
u
9'1-
I
=]

=
Hr
rk
Q
0z
i
b
HT
T
-
Inl

MQTT 75

+ Add subscription(1= F7}): A MQTT =2 F7t6t8{™H S 2L L}

Subscription filter(T S ZE{): TE=312= MQTT M2 QSHAA| Q.

Use device topic prefix(&%| 22 HE AL AL): 75 TE(Z MQTT 1|0 HEALZ E7b8tLC
Subscription type(1 = §):

. Stateless(AlE % £7}H5): MQTT HA|X| S AlEH 2% 27 BAX| 2 w2hsta{ ol Ae
St
=

. Stateful(AE] 35 7h5): MQTT HA[X|S ZHO 2 wsksl2{o MetgL|ch Ho|z =& A
Fh2 ALS El LIt

QoS: MQTT =0 L3l RSt= 2 &S MEfgtLCt.

X

HE3 A2
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Ignore(RAl): HER A 2EZ|X| S FAIot2{H AL Lt

Add network storage({| E I AEE|X| F71): 3£ XYY = A= HE/]T 3L E F715t
o S8 ot

+ Address(FA). SAE MHO|IPFA L= SAE O|ES Q&L
(Network Attached Storage) 2 L|Ct D IP FA(SHIP A= HEE
He)E MEOIES S AES G057 L DNSS = A0l &

CIFS 0| 52 X[ & = X| E&LIL,.

* Network share(HES|3 & ]): 22 E MHO| 557 /X2 O|F S YetL|CL ZF FX[0f

Qo o= DHCP
ZL|Ct Windows SMB/

S Qs EC7t Yoz o] Axs BA| 75U HEYT 29 E AFBE 4 U LTt
« User(Ab8XH: {0 219I0] TRt A2, 0|22 YTL|Ct £ Tl MK

A

o] 210l THNAEA 0|2 ¢S

o H2QE MHO| 20010 Heot 4R IIARIES YEHMA|2.

« SMB version(SMB H7): NASOf| &Zdat SMB = EH

(X}&)E HEISHH X = EQt {7 SMB & StLTE & &5te{ 0 A|=gfL|C}. 3.
2.1 & HEZ X| §SHX| @f= O™ NASO| 4

ZX[2| SMB X| 20 Cis of 7[0f| A XtEM[S] LOtE 5= U

« Add share without testing(E| 2 E 2i0| 3§ F7h):

Ol HEHI SFE F75te{ ™ MEitL|C} O E S0, MHO| Il AL =7 HQSHX| T Of

=
S YO BV ME0 77 2 = ASH L
HEHI 2EC|X| HAH: HERT 70| Cict HZES 02 E SiA|, BtelE ofA| 8L A5t 2
SLICE O|EA ot E HERIR S0 et 2= 2F0| MAE LT
S5 HlE SiA =

Unbind(H}Q1E SH]): LI EXS
Bind(H[IQ): HEQA S/RE

Unmount(DL2 £ 8jH)): 3 ZQE 0r2 E sfF|312{ B S2etL|ct
ETEE

Mount(OI2E): H E3 3FE OIRES
E O

Write protect(227]| &X|): HIER3 S 70| 27| S SEHSID 55420 MAZK =5 5t2{H G

2to| Y ot = Of|O| B A&t 2 E
7 bS]
—

cEio 7| ZF0] X|Lt7| o O =27t 4
S
£

+ Test connection(®Z HAE) HEQA 370 st HES HAE

+ Format(Z%): 02 SO| 2.E T 0| E{S W2 7| X|0f 51 A2,
L|C}. CIFSE AFR 7H5 3 IHe Al A8 ML Ct
=

=
Use tool(E 7 AFR): 22I610] MEHSE = 12 2 lgtL|Ct.

—

2HE AEE[X]|
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Ta A

Autoformat(X}E Z ) Aj2 AtQISISD FIE2 IS0 2 TSI T HAA|Q. IHY A|AHIS
ext42 ZONSHL|C}.

Ignore(FA|): SD 7tE0f =3t M Z S S5t
X|7F G o] AAMBHR| ZRefL|Ct. o] &7

O - 1 = % = AN
Retention time(& & A|ZH): Q2j 5l =3}o| &2 Hehsi7{Lt GlO|E ME FHS F£4817| Y8f =
SIS 2% 7|2FS MEHSILIT SD 7= 7} 74E Aol & & 7|7ko] X|LE7| Foj 2=l o2 A
At CI T
=7

o Check(Z9l):SD 7}E @ 2 E S}OISIAMA| 2.
+ Repair(57) Tt A|AR0| 87 27} SrysS LTt

«  Format(Z9):SD 7}C = ZONS}0] I} YU A|AEIS WZASIT B [0|EE X|SL|C} SD 7}
C L ext4 MHQ A|AERIO 2O ZOiSH F. Windows® 0| A] I} A| A EI0j| OH Af| A&}

(@]
2 EtAL ext4 E2HO|H = O Z 2|7
«  Encrypt(@&3}): 0| = E A310]
/A SH SD 7LEO| MY E 2& O O[E{ 7} 4
O|E= Y=g Lt

*  Decrypt(¥=2} liH): O] =S AEI0 P23t §lO| SD 7FES ZOUSHYA[R. O| - A S}
T SD7L=0f M & 2E HO[H 7 AA| & LT SD 7tE0| X F5t= o MZ=2 Ho|H =

Ao ot K| G5 LI

+ Change password(IjAQ|E HZA): SD7IEE ASolsl= O HQ3IAQAEE HATHL
C}.

Use tool(Z 7 AHE): 2 &5t WESH =75 2datetLCt.
o 7.|

EH
Wear trigger(Ot2. EE2|AH): M S E
B9 = 0~200%2 L|Ct 3F = AFR &}X| o

5
rlo
=
wn
)
N
[n
1o
=]
Ha
4
M
rlo
oll
O\O
(o]
r||I[:0
ﬁ
|_l
o
(@)
X
_I':I_
~ H4y
Jr to4> Al

T2 SD ZIETH Ol B0 7FZULHE A4S LHEFRL|CL Op2 &= 7+ 200%0f| = 2SHH SD FFE 7%
s "0 =g LICE O 2 E|7{ 5 80~90% ALO| 2 E°83l= 40| E5 L Lt 0| o
ol L2 2 =0t SDZtEF HAAM o= OpR & 7| Mo MIHof| XS 4= QgL Ct Op2 E2|A
S Ar8otH O|MIES 2785t O R 70| & g0 EH5E 82 ¢S + ASLICL

28E AEZX]|
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3lE cejo|E
« Free(0{7 37h): 07 C|A3 7| B L|CL

o H
« Status(&E{): C|AT7} OFRE LY =X| Of £ L|C}
o IOtY AARL CIAT M AHESHE THY A|AEIQILICE

o UDHE CAIV A2 A=A F LT
« 2E:5IEQ0o v 2= LT}
« Overall heath test(Fgt& 0l ME| H|AE): C| AT Q| AE|E =018 S o ZADQIL|C}.

+  Check(2Ql): ME e LR E 2AQStL AHF22 Z7E A= LCE

* Repair(F7): XY FX|E 2| SLCE 2 Sot= =715H= S LAl SAELICL ME
YK & 2[5t o[ 7t £ E & ASLICH

« Format(Z%Y): 2= =315 X210 MT K|S ZoUELICH T2 A 2B S dEfRL|Ct

«  Encrypt(@=2}): MY E HOIHE = stetL|Ct

Decrypt(¥=2} sliH)): XM E HOIEH2| ef=oE S{MSLICE A|LJO0| ME FX[e ZE

oS AL

« Change password(Ij
EEHENE A ST

Q|E HA): C|AT QS350 LSt AL =2 HASH|CH T|AL
= |
« Usetool(Z AFE): MEHSH 1 & AS

o>
Jr
ot

Unmount(0} 2 E 8} H|) @ PAAEROAM X E 226 ol SR LCE Y S 2E 53t
7t S LT

Write protect(22 7| 9HX|): M & &K E HO{MX| Y2 MHSHL|LCT

SIP
2%

SIP(Session Initiation Protocol)= AtE At ZtO| CH3tAl EAM M MO AFEEIL|CEH MM 2C|2t A

A mEE & ALt
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A}
Allow incoming calls(4!1 & §|&): Ct
LTk
ERE
« Calling timeout(Z A|ZF X1}): O} 2= SESIX| U S BR E3F A|ZO| %[O A|ZHS AT
L|c}.
+ Incoming call duration(& =4l 7|Zh: =4 3£ X|&5H
CHE| O} 105L).
+ End calls after(0| 2 8 S &8): | CH )
o} AlZH2 H|BHSHA] 2o 2= 42 Infinite call duration(F2H| gt 3} A|ZH S MEISHL|CT.

MR
mjo
>~

XE
TLE H5 = 1024 ~ 655350{OF 2t L|Ct.
o SIP port(SIP ZZE): SIP SAO| AIE L= HERR ZEQL|CL O| ZEE S0t M= ECfHE
_% %lﬁﬁfElxl HELICh 7|2 ZE Ho = 5060 L|CL HRot R LHE ZE Ho 5 Qi F
2 LI
e TLS port(TLS ZE): &t 55}t El SIP EMO| AR L= HERI ZEQL|CE O| ZEE St A
2 EH2 TIS(HE AS 22HE MESHY = otE LICE 7|2 ZE Mo = 5061 4L L}
2ot ZR LHE ZE Ho 5 gLt
« RTPA|Z} ZE:SIP 20| X A RTP O|C|0] ~AEZ 0| Lo AFE L= HIERS ZE QL
Ch. 7|2 A|2 ZE Ho = 4000 L|Ct. Y5 Aot 2 £E74 L E HS 0 RTP E2fE S X}
CHebL|CE
NAT &1} 7|5
R Z7FAEZ(LAN)O| A S HERT F0M ZXIE AL = UAEF 52 H NAT(H ES
3 F4 B2 0 7|5S AL
X7
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= SIP AE{Of CHA| IS Al G7HR| O A|ZHCE

od
SX|SH7] FOf| SIP MHOf| HES Al
= SIP A{H{ 2 RHOY ZA|SHS &HX| T} 7|
)% gt

A

74




gl
%]
v}
)
n
e
Q
()
()
o]
[
=
~
§%
)
U
=t
2
o
=
2
I
Q
n
-
n
oin
I
r
vl
oA
1o
oy
Ho
1z
0z
o
$0
rr

2=

HeZ JHE & & UASLIL
o
(]

Ao 22X 7t A5 LICE IS0 ZIfStAHLE AE X2 SHO| ZREJAALL SIP AH O A A
HE RS 97| BY & UFLICH
peer to peer(z|0| & T 0], 7| = HH) Y2 N2 2 d-JE AFZYLICE StL} O] ¢ 2| CHE A
= USD T AZS 72U 2 278 B2 0| A8 S MM = UL Ch =S A[XE SIP 7
HS XIYSHX| 91 VAPIX® API(Of 22| A0| M ZZ 2 W QIEH0|A) 2 $HE B2 T4t 7|2
A8 0| ALEE LILE

AtV AB: AR Aol SO 0]
+ Make default(7| 22t 2 X|5): 0| 4B 2 7|2 ABo2 RFsI2AY HAZLICE 7| 2
0| 20O} 510, 7| = A HE BfLpt 5 & AUS

« Answer automatically(X}s2 2 S&): =4 E3}0| Xt 2 ST H MEHSHL|CT.

=

« Prioritize IPv6 over IPv4(IPv4ELC} IPv6E LMo & ) @ IPv6 over IPv4 =4 9|
M £=2E X|-ote{H MEISHL|CE O|=IPv4 S IPv6 =4 2 =0j|A =@ E|= P2P A& 0|

200l 0|20 ¢IET T S8 3tL|CH IPv6 A0 YT E =09l 0|2 0] T3 A IPV6
ol oM 292 XNFS F Ax T
. 0|2 43O ZBE 0|22 YALICL OIS SOf I} 0|2, At T XY 2 UL
c}. o|20] Z= g A Lct
+ User ID(AFBX} ID): 4|0 S 2tEl DQeh LI i Hat Mo 2 elaisti|ct
= =Y 23 O AFREL

« Peer-to-peer(m|f £ u|0]): 2Z HE YA A CtE SIP HX|
C}.

. Registered(S2E): SIP MHE E3) 22 {93 9|20| SIP &KX S 231= o AFRE L
C}.

- ENQLAE VST ER S8 = 0|52 YHYUCL EHO 0|2 HHE AZE =5
SHI| SIP =40 QE

+ DASIE:SIP AE{O| Chof AIS5H7] B SIP AT AZE HAYEES AHBLICE
S ID
o

+ QIEID:SIP A0 CY3 2155} 7 AR
D%} 22 3% A3 D2 Y WartgdL

« Caller-ID('& X} ID): Axis & X|Of| A £ LK
+ Registrar(SEX}): SEXIQIPFAE

b

oo OF % o
b C
In 11

« Transport mode(M& B E): AHO| SIPH £ MEHSHL|CHUPD, TCP EE&= TLS).
« TLSversion(TLS HH)(H& D E TLSOH): AFES TLS M S MEHSHL|CH H{ M v1.2 2 vl.3
O| 7t Ot St L T Automatic(X}&)2 A|AR0AM K EI%F T e 7t st HE S M

SHetLfch

. Media encryption(D0|C|0] @S 3H) (K% @ = TLSTH: SIP 204 0]C|0f(LC| 2 2 F Ao
et el oae Metet|Ch

« Certificate(only with transport mode TLS)(Q/ZSM (& 2= TLSPH): QIS ME MEISHL|C

« Verify server certificate(only with transport mode TLS)(M B C1Z A 2toI(M& 2 E TLS
oh): M QIS M E = Qlste{ ™ MEdSEL| T}

« Secondary SIP server(E2 Zx SIP AH{): 7| & SIP A|H 0| 5E0| Aot 4 &X| 7} 2 SIP
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