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& m7Ex| A7} o|cheiof s Ko A|ZS Mg o,
- Min NTP poll time(X|& NTP ZE& A|Zh): GO|EE A7t 7| Q3 NTP MHE Z2
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3. MEd OA3E 23510 LAN(Local Area Network) L0 Q= FAE HOL|CL. LAN 2E9| B &
Fae ofREHE S L ChRouter(2}2E): CHE HERI Sl HEI MIME AZE YXE AHS=
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One-click cloud connection(O3C)1t O3C MH|AE O X[ A LE AAIZE B =31 A0
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« @28 o|Ao| & HFEYULCE QAEHUS S O3C MH|A0| AZSIEHH FX O HO HE
2 ZA FEULCL MO HEZ $2 F 2447 O|LJ0] O3C MH|A0 HXE S0 oL
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M B SILIE YsiAL dEE PRS0 ofg HE YFerL|c
« HIYF7|
. P FA W
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- W, ZE Y F PTZ AW AN mE

* ™o ¥E oRoE CHS I Z ot E L Ch.Update account(A AHO|E): AE £42 HEULLH
C}.Delete account(71lJH AMH): AEE AMELCH root AEE AAE = P&LLCH

HA =

SEE

LTES

Allow anonymous viewing(2/® H7| &) A™MC=E ZIQISIK| YNE FRLF BHAXIE ZHX|0| HAMA

g £ A E ML CtAllow anonymous PTZ operating(2EO| PTZ 29 3 8) : QHO| ALE
Xt7} ofof x| of EH sf M, 2HE 8l 52 & = ULE St HLCh
SSH A8

+ Add SSH account(SSH A Z=71): M SSH HHEE =7ste{d S2lghL| .
« Restrict root access(root M| A X|oh): root WH AL RSt 7|52 Hotsie{®H ZL|CH
« Enable SSH(SSH 2tM3}): SSH MH|AZ A28} ® ZL|C}
Account(A|™): 183t HH 0|22 =TI C}.New password(AH IJALQE): AXE
HAQYEE 1~ 64Xf ZO|ofoF BtL|Ct. ZXA, =X}, &, Y& 7|2 5

d ol o
T 32~126)8F A QE0| AFRY %= Q& L|CtRepeat password(Ij A E HHE). =AU IHAQJYEE [}

-

[

[ ]
Al YEEIHAIQ MY d¥S QHgUHEN). ° d¥o 2= Hols ChS0| X gL L. Update
SSH account(SSH H/& & h[o]| T 73t L| CtDelete SSH account(SSH #|% AMR[): 7
2 AFEtLICh root AFES ARE & giELiCh

7

_—

N BAE

+

Add virtual host(7}4 SAE 7). M 7tA SAEE FI6i8{H 2oL CLEMEEE 0] 714 SAE
E M85t MENSILICEMB O|F: MH{Q| O|F 2 Y= StLICE =Xt 0-9, At A-Z 8 SIO|E(-)TH AtEE
LICLEE: MHIt AZE ZEE AHYLICLType(RE): ALY Q15 RS MEGLCE 7|2, CHO|HAE,
[ ]
[ ]
[ ]

QE ID F0)A Mgt Argho] ghe
- “Update(YHI0|E). 7t4 SXEE gigoleerL|ct
- AH: JbM SAEE A

HIE S ME{7H B AR S

AN

OpenID 7
2 A

OpenlDE ALZ8t0] 2I0I% + gl 22 OpenlDE TAo0] 210U j AHGH CHO[FAE
EE IR AHH 33S AlgHL

Client ID(Z2}0| 2 E ID): OpenlD At2X} O|ES U =THL|CH.Outgoing Proxy('dl ZEA|): TEA| AHE
Ar25t2{™ OpenlD HZZ2 2ot ZEA =AE YT L|CLAdmin claim(2| X} -9.’21) e|At Aol ig
o124k L| Ct.Provider URL(Z23 X} URL): APl IEXZQIE OI=E -.-IOP Y 23 E YHSHL|Ct. https:;//[insert

URL]/.weII—known/openid—conﬂguratlon S Al0|0{OF THOp rator m(-?- A @A) LR Qsto) 72 oA
2L Cf.Require claim(2" Q). EZ0| A0{0F St= C|O|HE %E4°“—I C}.Viewer claim(Ex} 9¥): &
X 9ol gf2 2oL Cl.Remote user(Z ALEX}): %7—1 AF%XFE AMUHStE g2 2L ol X
°I A IHIO|A0 HIf AHEAE BEA|ISH=E O R&8% L LC}.Scopes I) EE'-OI LTI E = e HEH
He |°.:II_| Ct.Client secret(aE}O|°1E H|): OpenlD IfAQE A= Save(X-le') OpenID e MEsyH 22l
2tL|C}.Enable OpenID(OpenID £/d3}): dxf AZ2 B SZX URLOIA EX| Q152 518st2{H HLCL
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AXIS P14 Y ES|3 702} A2 =

o QUE{H 0| A

- Username(At2X} 0|&): ZQI5I2{H ALEAL O|EE YUEHSIMAIR.

- E|AQE: 2Ioldte{M mMAQEE Q

- Proxy(ZFA|): HTTP MH0| AHZSL7| 9
783% 7;‘—| 0IE40I-|_||:|»

URL: HTTPS Aj{0] Ciet =93 FA0 982 Halg 23S dULT O S

M https://192.168.254.10/cgi-bin/notify.cgi ¢! L| C}.

- Validate server certificate(MH QIS A| &Ql). O] MXIE MEHSIO HTTPS MH{ZI MM
ot QIZAZ MeEtstLct.

- Username(AF2X} O|£): 21013l H AIRX} 0|22 USIAAILQ.

- ARE: 2700512 H IAQJES YHIIYA| 2.

- Proxy(ZZA|): HTTPS M{of Q1Z3t7| Qo Z2A MHE SDHeof ot BL Tas

dEE A2 sy

- HEQ3 2EZX|
NAS(Network-Attached Storage)Qt Z2 U ERQZ AED|X|E FI510 MYS XESt=E AR
AHRE 4 QULICh mAL MKV(Matroska) It HAlO 2 REHE LICH

- BAE: HER3A AEZX9 IP FALI SAE O/ YHTL L

- Share(Bg) ZAENM B 0|52 Y=BiLct

- Folder(&C): LS & C

- Username(AlX} 0|8). 219!
A

- ll!-I*°J'= EQI5e{ ™ Ij
. SFTP

SAE: MHQ IP FALL ZAE 0|2 %IEW.J'-IE} SAE O|E2 YHSl= 82, DNS
X H 7} System > Network > IPv4 and 5
XM 0 Y=X| SQIBHAAL.

- XEE: SFTP MH{7} At85tE ZE Mo E YHBL|Ch 7|22 224}

- Folder(E0): N2 NS CIHERQ HE2E YHSIMA|Q. CIHER|Tt SFTP M0 O
O EXsHA| gtoH, mtdE YRS If LF HA|X|7F EA|EL|CH

- Username(A}RI} 0|E) 292513 H Al O|ES UHSIAAIL.

- HAQE: 2015 IAEE YHSMAR.

- SSH S AE Z7f 7] SE(MD5): &4 S AE ZI| 7|(32X}t2| 1674 X))o X288 ¢
E1o+|_||:f SFTP Z2}0|H E = RSA, DSA, ECDSA %l ED25519 S AE 7| Q49| SSH-2E A}t

25t= SFTP AHE K|t Ct. &4 A| RSAZ} MQEI'— HHEH 0| ECDSA, ED25519 &
DSA7|- 1 5 & &L SFTP A-|H-|O1|A-| AtES= SHIE MD5 SAE F|E YHg|of
SHL|C}. Axis & X|= MD5 2 SHA-256 SiA| 7| & = X|QSHX| T MDSELCH 228t &
oS 2|dl SHA-256& Afﬁ'—o}'— 40| £E&LLCEH Axis X2 SFTP MHE F 5= gt
H*Oﬂ CHSE XM L2 AXIS OS ZES EASHHAR.

- SSH SAE 371 7| §8(SHA256): 214 S AE ZJ|| 7|(43X2| Base64 QAL ZXH)9
X2 Y=L CE SFTP 22}0| Y E = RSA, DSA, ECDSA B! ED25519 S AE 7| 9§ 9|
SSH-2& At238t= SFTP MBI E X|eHL|Ch & A A| RSAZ} M3 E|L= g 0|0 ECDSA,
ED25519 S DSAZ} 1 % E mEL|Ct. SFTP MHO|AM AF3t= 2HIE MD5 SAE 7|2
Q& siof L Lt Axis & X|= MD5 % SHA-256 S{A| 7| & 25 X|SHX|EF MDSECH 243
St HotS 2|8l SHA-2565 At&dt= 7-IO| ELL|CEH Axis X2 SFTP AHE M= gt
ol CfS XFMISH LIRS AXIS OS S HndHAlAIQ.

- Use temporary file name(QA| ot 0|E AI2): A0 2 MY
aAs EEEO}'E:ID:' MEHSHL|CH YZ2EE 2AZ2H oY O|DO| 5
HUEETL SCHEl 242, £&4F ool Siﬁl—llif- JgjLt o ™35 A

———

e SIP or VMS(SIP EE= VMS) :
SIP: SIP X3t2 Za{® Metg Lot
VMS: VMS ®3E ZAa{®™ MEisHL|C}.
- From SIP account(%“.k_lx} SIP A|H): SEE20|A MEHTHL|LC}.
- To SIP address(**l X} SIP -.-_+_) SIP =AE Qs C}
- Test(HAE) &3t 480 &S5t=X HAESZHH 22
. O
- Send email to(O|H|Y MZ& C
o] 7| Y=stdd 252 oY
- Send email from(O|H{|Q ZAl): HLj= AHQ

45
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AXIS P14 Y ES|3 702} Al2|=

2 el oA
- Username(Al8X} 0| &) O MHO| AtEX 0|52 YHTLICH O|H Y MHOIAM SS
QFGK = 4% 0 ZEE HY E'—IEL
- mAQE: O A1H1°| A5 LT olH Y MHOAN 2SS QFSHA| &
= 4% o] 2EEE H[Q s L}
- Email server (SMTP)(0|IJ||°I MB(SMTP)): 0| & =0{ smtp.gmail.com, smtp.mail.yahoo.com
of 22 SMTP MH O|E& YLt
. EE: 0-65535 HeIo| S ALE3t0f SMTP MHQO| ZE Mz 5 AL 7|23
o 587OI[_||:|.
- Encryptlon(°*29_}) oSS E Af Stg{™, SSL IE= TLSE MEHSIAMA|.
- Validate server certificate(MH QIS A 2Ql): AUSTIE AIESt= AR AKX o IDE =Qls}
EE MERGEL|CE Of °|"A1" CA( °._% 71200 M KA MYSEALE Lae = &L T
- POP authentication(POP 91Z): POP AH| 0|28 Qaista{® HA A 2(0f: pop.gmail.com).
H| D
AR oY SEAt= Of4E O|H Y O FALSE HERE FASHHM ALZXIZL 20| 2
HE otdg 2AL B AS Hotsty| fsf 2ot DHE AFERLCE O|H Y M3 &AMl &£
ot FHME =Q15t0] oMY AHO| F7|IZLE o4 O|HYES sX= YOl YEF StHA .
. TCP
- BAE: HHol P Ralf sas 08 AL, SXE 0IES PGS Fe DNS
A H 7} System > Network > IPv4 and IPV6(A|AH > HELA > IPv4 5! IPv6) Ofzf 0
XM 0 Q=X SQIBHAAL.
- Port(XE). MH N0 AHEEE= ZE WS E YL LCL
[ ]
TestBlAE) MHS BAESIB SYSLC  * Afo| e 0jR0ls CHS0| Z3HE LICHView
recipient($ IIl- 517|) DE £MX ME HE2 22{H S2stL|C.Copy recipient(£=MX} 2 A}): =4l
A2 AR 22sH Q. EA#% I M2 F=MIE HEY 5= UASL|ChDelete recipient(s= 24X} 4
H): =MXE -TL"*SE AtASte ™ S Lo
oy
P HAE EOM ZH2E MEY £ UASULCH FFE0= Fd0 et BEeF & axf M2 &
D= 9@ HAT BA[ELCHL + Add schedule(AAHE F7t): 2 = BAE MYste{d S
5 E2|A
=& EZ|HE ME30 E2 =528 EZ|AY = AFUL O E =0 =3 E2HE HE €4 & 74
St Sot MS AFE 4 AsUC
MQTT
MQTT(Message Queuing Telemetry Transport)= AIE QU (oS st EF HAIN Z2EZQL|CH G
Stel IoT ESHE o ALY 22 AE FZZH(small code footprint)dt XA HEQA (HEZ0ZE 1A
A E AAGHY| ol CrYot Ao AFEELICH Axis X ~AZEQ|0{o] MQTT 22I0|HEE Fof A
OlM HdE GOl S OfHEE Ay 2| AZEQO{(VMS)7t OFHl A|ARI0)| ZHHSHA S8te = UASLICH
7|7IE MQTT EEPOIO“EE Ayt MQTT S EEfOI"*EEf BE7ete F AHEIE 7|22 oy
Ct. 2E0|HEE= HAIXIE EUWd &S Ct BE27{s S20[HE 7to| HiA[X] 2t E S HIEE

|l L|
L|CHAXIS OS Portalo| A MQTTO| CH3H RFA| | topE £ 9J& LT},

ALPN

ALPNZ2 Z2t0|HE S MH 7t A9l AHENO|I ':+71I01IM OfEE|AHO|M Z2EEESS MEE = YA
St TLS/SSL SHEFQILICH O|= HTTPS} 20| C}2 ZEE=0| AREHLE =28t EE =38 MQTT £
S 2 Matst= o AFEELULCH Z20 ek MQTT E*' HMEoR JfHE ZEJ g8 =& AZY
Cf. a2t d2o| JAM2 ALPNS ALESiN H*S&PE”OHH 5 8El= EFE ZEOM MQTTE OfEZ|A
Ol —EEEE MEB8YUXE ZHst= AYLICH
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MQTT E2j0|HE

Connect(@d): MQTT ZEI0|HEE AL} T L|CLStatus(MER): MQTT S2t0|AEQ| HA MEHE HAITL
CLEHRHSAE: MQTT MHO| SAE 0|2 L IP TAE QAL Q. Protocol(TREE): AIRS Z2E
2 MHTLULLEE: ZE HS E L}

. 18832 MQTT over TCP(TCPE E3 MQTT)S| 7|27+l L|C}.

+ 88832 SSLE E3 MQTTSO 7|27+ L|LC}.

802 ¥l AZS ot MQTTS| 7|2t YL|C
o 4432 $-J| A7 HOIES ESI M 7|27t
ALPN protocol(ALPN Z2eZ) MQIT 527 Zox7F B2 ALPN Z2E2 0f
SSLE £t MQTT & &l A3l HEotS E3t MQTTO1|'3._P X 2 ElL|C}.Username(AL X}
ME{ O] UM AT -rIOH Af9°* ALEAL O|EE2 ?:!E*E.“—IEF H*°4': AHEXL Ol 229 llHi J
C}.Client ID(Z2}0|1E ID): S2t0|HE IDE YHSIMA|R. SEtO|YUE MHX= 20| 0f
g I MHEZE 7‘*"5' L|CtClean session(221 A[M): 912 % AZA 7 Al SAS 7(1|01E.“—|'1f A e
448 A4 HX1| A| ~Ef "HEZF AKX E LI CHHTTP proxy(HTTP EEA|): Z[CH Z 0|7} 255HI0|E QI URL,:,I
Ch. HTTP ZEA|E AIESIHA| Yo HEE HIY = UAELICLHTTPS proxy(HTTPS =& A[). Z([C§ ZO|
7F 255HIO|E QI URLRYL|CE. HTTPS mEA|E AIESIX| Yo{H HWCEE H|Q = 5= UEL|CHKeep alive
interval(ZtZd §X|): S2I0|HET}L 721 TCP/IP A|ZF ZHE 7|CHE ZQ Q0] MHE O Ol AtEE = Q=
ANEE ZXE = ASL ChTimeout(A|ZH X=1}): HZ0| AEE|E AlZE ZHA(EZ)Y¥ Lt 7|22k 60’“*I
g5 FA: MQTT S20|AE §o] AZ MAIX| S LWT GA[X[2| =X 0f CHSt 7|2 Zfat MQTT R
ROl AAl =HO|M AFEE L|CH.Reconnect automatically(XIS2 2 MHAZA). AZH SiK = +0|°1€7r
S22 CHA| HZAG|OF St=X 01—‘?'—% XI@C’“—IEF Ilillklxl dAAZ0l dEE W HAIXIE ELE“XI o2
£ X|deL|Ct.Send message(HA|X] ME): HA|X|E 2L H A2 HAHSIM 2.Use default(7| 27 At
) AtAol 7|2 HAIXE YHStHH Jl*'AIQ TOPIC(-’F-HI) 712 |31|/\|7<|°| FH £ Y=gl Ct.Payload(H|
O|2E): 7|2 HAX|Q] &S T L|CtRetain(FX]): O] Topic(FH[)o|N Z2t0 I°._1
M MEiSHL|CEQoS: I{Zl S &0 Ch3t QoS AES wAgL CLorx|et g ¥
AfROP SEO|HET ER 10” ClZE M Xt S =27 RS Mad = %‘ﬁ'—l
Y | ZBO|R7] HEY A
|

=
—|
|_o

59-|>

Pl
I'

ﬂJ

_J

(]
£ Scf0lAE0 BiAIK|S HES & S ch Of LWT BjA
. m

default(7|E7F ALE): XAl
L| Ct.Payload(H|O| 2 E): 7|% Al X| 2|
EHE |Xlste{™ MEiSL|CHQoS: Ii3l &

>
>
lo
4
2
i
Im L2

of Hé QoS A% %

74 St L|C]

MQTT ual

718 FH HEA AS: MQTT client(MQTT S 20| AE) HOIM YA =H FFAM0|_FOIE 7]=
AHE AHE5teH *JE"E LChEH 0|5 Zg: MQTT F=XojM =5 dF5H= =X
ChEFH HdAmo]A =g MQTT =X ONVIF =X HJAHO[AS =

g MQTT Ho|2E0f HX|of 28 Mo S Zolote M MESL|C] Add condition(Z=d F7I): =S
F7rote ELE'°“—I':fR tain(fX[): OffH MQTT HA[X|2 E%E HEE =X FolgL

-

o
T Q8 HAXE 2F E2E JE=Z EYLCh

MQTT 75

+ - o =%

Add subscription(t5 F7}): A MQTT tE2 F7I5t8{H Z&/3tL|Ct
E): 7 E5t2{= MQTT FHE Q=5 A2.Use device topic prefix(ZX| &
£ MQTT FH 0| EFALZ F7t2L| Ct.Subscription type(-'rL od):

Sub crlptlon filter(2 5 ¥
a5 BFA AE): = EH

- Stateless(E| 5 B7b5) MOTT BAXIS JE| =5 2ots oAx= dasielst deguict
. Stateful(ME £ J15) MQTT HAX|Z ZACZ Heisia{0l MeksL|Ch moj2Ci A

= ArgELL
QoS: MQIT T-=0f Chsf ste 2fwe Meqstu|ct

MQTT 2| o|
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