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Secure keystore(H ot 7| X{EA)O:

Secure element(E 9t 2 A)(CCEAL6+): 2Ot 7| A& A EQt QA E AIE5I2{H MEHSH
L|C}.

Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 &' 2): 29t 7| & A0 TPM 2.0
= At85ta{ T MEigtL|C}

HESI E2 Mo A S=3}
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IEEE 802.1x
IEEE 802. 1= R4 8 4 L E9IT Ix|0| £t 152 NSt ZE J|8t Y =93

Ef

Internet Authentication Server) 2! L| Ef.

IEEE 802.1AE MACsec

Authentication method (9= ). 0| =0 AR L=

S MHE ASME AE3HY EEH0[HUES| IDE 22

Ol
CA QS M:CA IS M E MEISHY] 2
GIZEl L =9 o] A glo| AHH| o

o L|C

EAP identity(EAP ID): 22[0|HE QFS X2} AEtEl ALZAHIDE R ESIHA|L.
EAPOL version(EAPOL HHZ): | E Q|3 AQ|X|0|AM A ol
Use IEEE 802.1x(IEEE 802.1x A}2): IEEE 802.1x T2 EZ S AIE25I2{ ™ MEHSHL|C}

OIZ ute O 2 IEEE 802.1x PEAP-MSCHAPV2E AL 3t Z-20) 0t 0|2{8t AN S 0|2

+ THAQIE: ST AL RHDO| THAYEE
+ Peap version(Peap HH): H EQ|3 A&
o Label(2}t): 22|0|HE EAP U312 Afﬂ6}E1 012 MEHSID, 2
£ A5t ™ 25 MEfSL|C} Peap H 7 °
TR E S
IEEE 802.1ae MACsec(®™ CAK/AIE ZS 7[)= Q1= o 2 AL SH= H 200t 0|23
= 0[28g = UAS LI

ﬁO
o I_
2|SHIEEE & -’.f—%l L|C}. IEEE 802.1x= EAP(ExtenS|bIe Authentlcatlon Protocol)& 7| =2 2 Tt

[EEE 802.1X2 E3 E|= HEQ A0 UM ASIHH HEQA EX| 7} AN RO 2 QIS E|0{Of &L
Ct 2152 QS MHOAM =L, Y™ © 2 RADIUS A1H-|(01| FreeRADIUS & Microsoft

IEEE 802.1AF MACsec2 D|C|0] MM A S8 T2 EZ2 QB H|AZAH Hlo|E| 7| LN A THNS
0| 5= IEEEQ| MAC(O|C|Of M A HEE) £ Ot EEQILICH

A A

CA OIS 81O - gotH M QSN F=2d AAL HIZGtED X = A= HESAo 2
A SLO| Rt 1SS Al =g LICY.

QIS A S ABY 1) Axis 28 A| 717] 8 01 Aol EAP-TLS(HE 7hs 915 ZRES - & 2
S 2ehE ME0t0 CIX| 8 AS M= A {22 QS eL LY.

X7t SN E Soll E=k|= HEAIO HMAT = AT ot H M BE SEH0|AE 2ASA
= KXo X5 OF gL Ct.

EA

o

Client Certificate(22}0|H E 21Z A): [EEE 802.1xE ﬁtgg S2l0|9E QS ME MEiSEL|CT. QI
[s)
=

» 7| EX AE £ 7| O] A Z HE O] S(CKN)S RIHBILICE 2 ~ 6AXI(2E £ 7Hs) 16
7150{0F SLITE CKNS 917 B210J M 25 0 2 2 A8|0F 3, 420 MACsecS
ot P9 A B0 M LKXIBHOF 2L Tt

- 71X A S 7L A E o 7(CAKS BRI CH 32X S = 64X19] 1681010
C}. CAKE GiZ gh2iof M =5 0 2 A 3]of 8[0, §-8 0| MACsecS EH4data} 2y o
S 20| A LK[SHOF L T
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NE 2ZE uwﬁ;ﬂﬁ%nr Axis B =0] 2|8} Ol

2kl of e & 29}*' D2 AlHE| s S5 K of ot Alsiet
Ue L C XISWH%‘E °|°F 7|8 Efotl Qe B2 AxisZHo| ALEA X7 M & AXIS OS ¢
ME 48 = ASLICH
Install(@X]): 21 SME EX|52AH SELLCL 2ZEY A E EX5H7| Hoj| AEME EX|5H0F
'6I-|_||:|-
=

« Delete certificate(QAS A

AE
A

T Add account(AI%g £7h: A A S tstel B SEBLICE AT 1007He] ABES 7t 4
O|A|_| [_|-

Account(A|™): 1ot AH 0|82 YT LICL

New password(A

H AZL HARIEE AHTL|CL AR EE 1~647(f Z0|0{Of of L |
Ch X}, XL L2H, Y& 7|13 5 Ql4fl 7t538HASCI EXHZE 32~126)0H HAJE0f AR 2=
A& L}
Repeat password(I]| A Q| E HHE): SASII|AQEZ CHA| QEHBIAA|R

Privileges(# ¢h):

« Administrator(22|X}): 2= 270 2t S| AM AL C 22| K= CHE A" 2 =7t &
HOE X MAY = ASLICH

« Operator(2gX}): L2 2 M elot 2 A-0| AMAL 5= JSL T
- D E System(A|AHDN) AW

« Viewer(50{): Ct=20f CH$t 2 H$HO| & L|CL
- HOQ AEZY AYAZ B HELICL
- =25 AlEStD L2 L T}

 EE L E PTZAHHE Au~ =3

&

© Mg 2 R0l Cho| gLt

Update account(#|’d IG[0|E): A7 £ HESLICE
Delete account(H|’d & H|): A S A LICH root AE 2 A Mg 5= |l& LT

SLLCTES

Allow anonymous viewing(2H H7| §{ ). A™MOE ZOQISIX| XN FLE BEXZ K|
Off HM AT Q- E MATHL|LC}

Allow anonymous PTZ operating(2 82| PTZ 24¥F 5| &) @: ol o| AFRX}7} O|O| X|Of CHSH
HEHENZS Y & A=E ot H HLIC

SSH A8
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+ Add SSH account(SSH A7 3=7}): Al SSH A|H & F718l2{H S 2lgtL|Ct.
« Restrict root access(root 2 M| A X|St): root WM AT} ERSH 7|52 Notste{ ™ AL L}

« Enable SSH(SSH £443}): SSH MH| A S At23)2{H Z4L|Ct.
Account(A|H): 1335t A 0|52 YHE LT

New password(A| {22 E): A7 2| A E S o SRLIC 29| == 1~64A} ZO| O OF Bl L
Ch. 22X} AL FEH, Y8 7S 5 Q1| 7458 ASCI 2XHT E 32~126)3 TIA QI E0f AFR S

Rl LICH
Repeat password(T| £ 9| = #H): S A3t | A9|E 5 CHA| QEsHAIR
M 42 YABLICHEN).

© Mg 9 o R0l Ch 0| EEHE L O
Update SSH account(SSH #|”d YHI0|E): AN £ 42 HAT

L
Delete SSH account(SSH #|7d AHH|): A|"H 2 AtK| g LICH root A E 2 AX|e = gl&LICH

7 5AE

_|_ Add virtual host(7} 4t

BAE TP M M SAES FTbot2 B 2t
BB 0| THY SAES ABSIR B MEyRLICE

M O|Z: AE{0] 0|22 YR{BLICH %7 0-9, 2XtA-Z I 50| Z()F ALBRILILH
EE MU GIZE ZES AL

=
= =
Type(Rd): ALEE 218 RS WELICE 7|2, CHO|HIAE,  E 1D S0 Af ME{gtL{CY.

—— |

18

ZrE
+  Update(YH|0|E): 7}4 SAE S QG0 EgL| .
. Al-x-“ |.AI-2A EM‘X-||'<'>,;,H_|

—= T
H| g3k MH 7} H 2 d ot = &L T

OpenID 74
Ta A

OpenIDE AFR3}0 21013 %= g A2 OpenlDE A8} 21013 [ AFRSH CLO|HAE
wE |2 A ZHS A
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Require claim(2 2 Q). E20] Q/0{0f 5}

Viewer claim(2t& Xl 2
Client secret(22}0| 2 E H|2): OpenlD Ijf

Client ID(£2}0| ¥ E ID): OpenID AL X} Of
Outgoing Proxy(Z 4l TEA|): ZTEA| A H
Admin claim(&2| X} 2 H): 22| X}
URL]/.well-known/openid-configurati
Save(X{%&): OpenID

Provider URL(Z2& X} URL): API ¢l
Remote user(@Z A}

Operator claim(
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AXISP14 HE®3 72t Al2I=

O|HMEOf Csll =& XHOf A LE|AL TS EHES
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_|_

Add a recipient(4= MK} £7}): AIXHE 7182 0 223t ct
(o]

O] F: =4IXte| 0| 55 Y H Lt
M

Type(§d): 559

A EH-

— ~1-

. FTP@

. HTTP

SAE: MHO|IP FALI SAE 0|22 YHFLICL SAE O
DNS M7} System > Network > IPv4 and IPv6(A| A& > Lj|
IPv6) Of 2 of 7<|7é*>5|01 U X[ 2ol A2

ZEFTP MH 7L A E0t= ZE HS S YA LI 72402 21 L CH

Folder(BCf) el & XISl CI2A=2|0l H2 8 YAUNL CI2AR2|7HFTP Al
off 0]0] EX{oIA OB, T YR o 1 ©F HAIX 7 EAIHLICE
Username(A}-2 X} O|§ 918} =5

AQE: 2O0I52{H I AAEE YHSIMA|L

Use temporary file name(A| I} 0| & AI8): XIS 2 MM E A ItY 0|52
EOYUS UZESIE{ ™ MENSHLICEL Q2 EE b2 51 H Ut 0| 0| |st= 0|22
Z HHELCL YZE7 STHE A &4 mAo| Q& LT defLt of M| YA ot
UAS HdS 5= UYSLICE O|HA o} H {St= 0|22 71T B E THYUO| SHIEX| & =+
USL|Ch

Use passive FTP(=& FTP AF2): HA N Ol M2t M HE2 Chd| CHA FTP AMH
Of CIOjEe HZE2 E=& 8oL Ct & X7} CHa ME{Of| CHSF FTP MO % G| O]
HZZ2 RE NI™MOZ A|&StL|CE O] &= YEtX o 2 FHX|QF CHat FTP A{H AtO| 0
HIotE 0| Qle= A0 gL Ct

URL: HTTP MH{ 0| CH3t H[EST =40t QXS x1a|6+ ABIEZ QASHL|C} 0
£ =5 http://192.168.254.10/cgi- b|n/not|fycg| IL|CtH

Username(AI2X} O|E): 21252{H AIE X 0| 2 QUESHAUAI 2.
IfAYE: 205 H I AES AHSIUA.
Proxy(ZFA|): HTTP M Of HZ5L7| ?[3] ZEA| MHE S5H0F ot 89 ER

[0)

URL: HTTPS AB{0fl TS S22 =290 28-S X2lD ~3TES AHIALICL O
£ =M https://192.168.254.10/cgi-bin/notify.cgi  L| C}.

Validate server certificate(AH Q15 A =Ql): O] M XIS MEHSIO HTTPS A{H{ 7t A4
dot IS ME MENTEL|CY

Username(Al2X} 0| 2): 2 101t2{H AR} 0|22 QS BIAIA|Q.
A 201612 B AYES LSBHUAIR.

Proxy(ZFA|): HTTPS ME 0 AZSLY| 23 Z=A| MHE Sutsl{0f ot = &2 &
3l I—IEE 71 QlastL|Ct.

« HES3I 2EZ|X| @
NAS(Network-Attached Storage)2t Z 2 HEQI AEE|X|E _,_ 71510 S M ESH=

TR ALES & 91’.:7 L|Ch 0} Y2 MKV(Matroska) I+ 4]
o

SAE: |:|| o3 AEZ|X|OIP AL SAE 0|22 Q1
Share(28): SAENAM ZQ 0|22 Y &stL|C}
Folder(=é=l:-|): oS MASHC|HER|ol AZE QESIAAL.
Username(AI2X} 0| E): 219Q15}8{H AKX 0| ES ¢ =
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L=

AE: 205k I~

it
i

2SI AL

SFTP @

SAE MHOIIP FALIZAE 0|2 YHSL|CEL SAE 0|52 YEHSt= B2,
DNS M B{7} System > Network > IPv4 and IPv6(A|AHEl > Y EQ|3 > IPv4 YU

IPv6) Of 2 0 Jil"*EICH U= X[ 2B A2,
EE:SFTP MH{7} AFR3l= ZE MBS E Qs

p't
In
=]

oY [
Hu
N
(o]
I

=) BN
>

Zre 229/uct.

Folder(ZC): I g XAt C|al£2| 9 = 0l 5HAIA| Q. C|2 £ 2|7} SFTP A
HOfl O|0] EXHSHX| o™, oAU S P2 Eg U @ F H|A|X| 7t HA|E LICH
Username(At8X} 0| §): 21015t H AL X} O| B2 YESIUAIR

|

TAYE: 2 1016t B HASES Y3

SSH SAE Z7|| 7| S8 (MD5): 22 SAE &) 7|(32Kt2| 16714 EXtQ)0| X| 2
S QlaistL|C} SFTP 2210| 9 E= RSA, DSA, ECDSA 3 ED25519 SAE 7| 89|
SSH-2Z AFRSF= SFTP ML= X[ I3H|CF $1AF A| RSAT MBS 5| = Brei o] Of
ECDSA, ED25510 81 DSATH 11 #1 £ THE LIC}. SFTP AB{ Ol AFR B]= S HIE MD5
SAE 7|2 9l s]0F BHL|C}. Axis A= MD5 B SHA-256 SA] 7| = B = x| o
X|OF MDS5ICF Z+2ist 510k ©|3) SHA 2562 AFR 812 240] Z&LILE Axis K| 2
SFTP MH & 79 2ol EHOF REMISH LIRS AXIS OS ZES & 13l4A|Q.
O

Sl o
SSHSAE 27 7| S8 (SHA256): 14 S AE Z7| 7|(43X}2| Base64 QA E 2
XtQ)o| x| 22 gaq L|C}. SFTPEEfolo.jE'.: RSA, DSA, ECDSA % ED25519 & A
E 7| §YO| SSH-2E A& dt= SFTP MHE X| 22 L T} o4 Al RSA?f M2 t
B 0| ECDSA, ED25519 3! DSAZ} 11 |2 S L C}. SFTP A-|I:|-|O1|A-| ARSI 2
Hr% MD5 SAE 7| £ ggeqanor &L C}. Axis & X|-= MD5 4l SHA-256 oHA| HAEE
5 K| ASHX| 2t MD5ECF ZH 35t H ok 2|6 SHA-2565 fﬂﬂ“ 20| & LCL
Axis XHK| 2 SFTP M E A SH= ehHof| CiSH XFA| St LIRS AXIS OS &= TES AT
SHAUA|Q.

o
> ot
=
Jz
to

POP

S 120 rir

fll|ﬂJ

SIP or VMS(SIP &£ = VMS) @:
SIP: SIP M3l=2 &4 am MEHSHL|C}.
VMS: VMS x'|2|'E Ze{™ MEistL|Ct.

O] | &

From SIP account(2 A X} SIP A|H): S Z0f| A MEHSHL|C
To SIP address(5=£4IX} SIP 4 ): SIP =A & &5t C}
Test(E|AE): S3} 4740| &5=X| HAESIZH S=/gL|CL

Send email to(O|H|Y ME CHA): O|0| Y S S O] Y FAE YHPLICEL Fa
S0 7 YT AHE O|H Y FAE FESIUAL.

Send email from(0| | E4l): ELfj= MH 2| O] Y FAE &L CL
Username(*fﬂxr OIE O Y MOl ALEX} 0|2 YTLICE 0|0 Y M H{Of| A
015 S 7| = 42 0| EEE H|Y L CH

IjAQIE: Y MO I|AQYEES aTLICE O|H Y MHO|M Q1S5S 7SHA|

Z2 0 WEE B9 BLIC
Email server (SMTP)(O|{| & A :

yahoo.comi} Z+2 SMTP AH{ O|E& Y =H3tL|Ct.

ZEE:0-65535 H 2| 442 A5 SMTP MH Q| ZE HS E L SL|L} 7| 24!
= 587 L Ct.

rr
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- Encryption(Z = 3}): &S 5tE A2 5|5 = 1=
- Validate server certificate(A{H QIZ A 2401): A SBIE AL S}
A(RIE M

OlF 7| 2hH0f| A XHA| 2ot =
AU LICE
- POP authentication(POP 91Z): POP A{H{ 0| £ Q& st2{H H A A|2(0]: pop.
gmail.com).
i)
UL O|H| Y SSA= o=l oo Lt 19 FASH HENE +ASHHAM AMEXI7F 20 2 M
SOt s BL 2= A S Motolr| o) 2oF LB S AFS R L|C O|H 2 M X el 2ot 7Y
MZ =OI5HN] OO Y AHHO| &7|AHLH O &f O|H Y2 &X|= 20| Y= S A 2.
. TCP

- SAE AHO|IP FALISAE 0|28 QETHL|ICH SAE O]
DNS M B{7} System > Network > IPv4 and IPv6(A| AEl > I
IPv6) Of2fjOff X|HE|Of U=X| ZQISHYA| 2.

Port(ZE): Mt MM 20| AL L= ZE S S YT LT
Test(H|2E): 23S HAES2H ST LICL

. Abstof| Ot oj|

oo =

ar
=2
rir
i
0jo
o
Hl
oot
il
r
i

View recipient(=4 X} H7|):

2
Copy recipient(=4I X} SAN): =4IXE SASHY T S E[5HH . SAFE [l M2 =AXE HEY
A OlAL|C}
T Mg

Delete recipient(4=AIX} AHH): &-AIKHS @R 0 2 AbK|8}2{ @ S2jetL|Ct

=

U
UHI BAS S0|M FHOE ABE 4+ USLICL S20|= 0| fet HEot $ $T) M2
of FHE BE UY T BATL EAIELIC

|Amumwmq¢ﬁ§$ny%mEfgﬁgwmaaagaaqq

+8 E2|A
+& E2[7E AI83I0] E8 $E2R E2|AHY = JUFLILL O E S0 5 E2[AHZ HF 2%
U T Yots SO AN S AT = UG

MQTT

MQTT(Message Queuing Telemetry Transport)= AtE CIEUI(IoT) S ISt EZ HA|H Z2ES
QILIC ChaotEl IoT S8S 2lo) 24 = A2 &2 AE FZHsmall code footprint) it Z| & H E
A OY=ECc = Y4 YA E HESHY| s CHor A YoM AL ELICH Axis X 2Z E Q09
MQTT 220|HEZ S8 FX|0M 4G E HO|H X O|HEE B4 2| AZEQ|0{(VMS)Z} Of
L A|ABIO| 2HESHA S = USLICH

71712 MQTT S2I0|HEE AFSL|CE MQTT S412 220 ER BEEAHEI= F
o 2 ofL|CE 22I0|AE = HAXE ELjD 22 5= JUESLICL EEF= Se0|E 7t

A2t ES BERLL

AXIS OS Portalo| A MQTTO|| CH&H XFA|S] Lope 2 9J&L|CH
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AXISP14 HE®3 72t Al2I=

ALPN

ALPN2 20| E 22| HENO|T EHA A O SE[HO|H ZRESS

UA| Bti= TLS/SSL 2HH U L|CE. O] = HTTPR Z0| Lt E T2 EE0f| AFEE|= S Yot I

MQTT E2iH S 2 d3tdt= H ALEELICE Z20f W2t MQTT S4 ME2 2 U E ZET} QlS
=L ASLICEL J2iot Z 20| S ZH 2 ALPNS ALEoi M Wt M HEE = EE ZEO|N
MQTTE oiZ2|7 0| MEHXIE 285t AYLICH

MQTT E2}0|AHE
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Connect(@Z): MQTT 22}0|HEE HAHL} HFL|C}.
Status(AE): MQTT 22}0| X E0| S4XY ALEfS TA|SHL|C}.
2027

BAE:MQTIT AMH{O| SAE Q|2 EEL [P =AEZ QHBIAA|Q.
Protocol(ZE2EEZ) Al T2 EZ S MEISHL|C}

EE ZE WSS QastLCt

« 18832 MQTTover TCP(TCPE £t MQTT)°| 7|24t L|LC}.

- 88832 SSLE E3HMQTTO| 7|=Z+QL|C}

« 802 ¥ 23S STHMQTTL| 7|22 U LIC

o 4432 ¥l A HOkZ B3 MQTTO| 7|2t L|Ct
ALPN protocol(ALPN Z2 E&): MQTT £ 2 1 g-axm HSctALPN T2 EE 0|22 st
Ct. O]= SSL2 &% MQTT & & A7 Hotg S5t MQTTO| 2t &8 & L Ct.
Username(A}-8X} 0| &): 2 20| AE 0| M A0 BMASHY| s AHE S A X} 0|52 LT
Ct.
AR ALEXL OB AR EE YT
Client ID(22}0|Q1E ID): 22}0| M E IDZ Q28| A|Q. 2210 E AlHXt= Z2210|AE T} A

Ho| HZ I NE{2 MEELCH

Clean session(2 2 M|M): 32 & AZE SiH| A2 S22 MO{ghL(Ct HESHH HZ B AZE S|
Al SEN ZE7F AH E LIC.

HTTP proxy(HTTP ZEA|): £|C{f Z10|7} 255H}0| £ 0l URLQIL|C} HTTP T2 A|Z AR SHX| O
HH ZEEHY = 5+ JASLICH

HTTPS proxy(HTTPS ZEA|):

II:I

N~

Z|CH Z 0|7t 255H0[ E @I URLYLIL. HTTPS ZEA|E AFESHA| B

oy ES 1Y £ ASLC
Keep alive interval(ZtZ §X|): S2t0|AHE 7} ZI TCP/IP A|ZF =12 7|CHE EQ Q0| MHE O
0|4 AFRE % Q= AR S ZX|E 2 USLICE

O

Timeout(A|ZF X1p): &1 A4

Al g5 M5ALMQTT SEI0|HE §o| AZ HA|X] L LWT HIA[X| 2| Z=H|0f Chet 7]= 2tk
MQTT el go] A|A] Z 0] A A& LT

Reconnect automatically(X}S 2 2 T HZA): A2 oljx| = S2I0|AHE 7} At5 2 2 CHA| HZAGHOE
Ste=Xl R E X dgL L.

HIA|X] HZ

AZ0| 2 E M HAIXIE 2EX| HFE XZHLIC.

Send message(H|A| X| HE): HA[X|E 22 A& 2F5HM L.

Use default(7| 27} AF2): X}AIQ| 7| £ HA|X|E Y HSI2{H IIMA| L.
Topic(FH): 7|= HAIX[2] =X E YH LT

Payload(H[0| 2E): 7|2 A|X|2| &S YHTLIC,

Retain(fX): 0| Topic(FH) | M S2t0|AE HEHE X[t T =L LIC
QoS: izl S F0f Liet QoS A5 S HBE LI

Opx| 9t 5 A HA[X]

| b2 E|= A|ZF ZHA(X)QL|C} 7| 22 60
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ObX|9h 721 (LWT)S AFEStH SEI0[UEZF E270f HZAE [ XA SF e RS M
7 UG LIL E‘Efolo1 E7t LSO o= AIFoM B S X2 HAZO| BO{A| B AO| F0{ 57|
e = 2Us) 277t THE 20| HAEOf HAIX| S M =e = QL& LT Of LWT HA[X|= gt
HiAIX| 2t & 2ot YA0|H St HFHLIS F =

Send message(H|A| X] HE): HA|X|E EL{2{H A}
Use default(7| 272} AI): X1A19] 7| &2 HA| X E Q& sle
Topic(FA): 7|2 B AIX|Q| =H S eist|ct,
Payload(H[O| 2E): 7|2 HA|X|2| &S YHTLIC
Retain(X]): 0| T0piC(-’F-I1I)01IA1 S210|QIE AEIE SX|SHE B MESLICE

S|
=
= -
S E3| 2t EIE|L|C},
2
o
=]

2°EoHM 2.
1

QoS: 2! SE0] Cf3t QoS ABS BTt
MQTT e
7|2 FH HEAL AL: MQTT client(MQTT 22t0| 91E) S0 M &HX| ZH| S ALof Ho|=l 7|2

=H & 3 FAHE Aot H dEEL
FHl o] F =& MQTT =X oA =S 2F5t=
FH d Y Am 0] A =g MQTT =X 0f ONVIF =X U AT 0| A5 =etote] M =S LT

0
a—
Y HS 23 MQITHO|ZE0| FX|o| 23 H=E Zatote{H ML},

= =

)
|u
u
9'1-
I
=]

=+ Add condition(=Z1 F7}): THES £7}15)e
Retain(SX|): O{ T MQTT HA|X|7} B9 2 M=
« None(8l3): & & HA|X|7} HFX| &Ef= ASTLICL

+ Property(£): MEH 2% 7h5 B AIX| B 2 HE ME2 2 EL|Ct
CANRE): ME| T JHs 3 NS EHT 4+ 942 HAIXIS 25 HRE ME2 2 YL
QoS: MQIT #of Ciieh st 2We Meyguch

MQTT 75

+ Add subscription(1= F7}): A MQTT =2 F7t6t8{™H S 2L L}
Subscription filter(71 S EE): 1 =5l2{= MQTT X & YLSIMA|L.
Use device topic prefix(ZX| &5 HE AL AI): 15 ZEHE MQTT FH | B FALZ F7ttL| Ct.

Subscription type(7+ 5 §39):
« Stateless(MEf| =X £715): MQTT HA|X| 2 ME| =X 2715 HA|X| 2 B35t MEH
2LICh
. Stateful()},"EH $I‘| 7|‘°) MQTT D‘llAle% X -|O_'E_ Eg_-c‘)-l_a:itﬂ A|_E_I-||'6';|l-|_| EI'- H-'”ol_IE_EE Aol'
Ef 2 AMEE LI EH
QoS: MQTT 7=0f Ciisl Jote 2 &S =L L.

MQTT 22| 0]
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H| 2
MQTT 2H 2| 0] £=FAt+E F7tot7| o MQTT E27{0f A ZSIMA L.

_I_ Add overlay modifier(2 2| 0] =" X} F7}): A} @B 0] =HXIE FItst2{H SaletL|CL.

Topic filter(FH| EE{): 262 0|0l EA|5}2{= Gl0|Ej7} ZetEl MQTT M| 2 Z7kgtct,

Data field(C{| 0| E| E E): B A|X| 7} JSON 4] 0|21 75k 0 2 2|0]0f EA[St2 = BA|X]| I
O|RE9| 7|5 A FELIL.

Modifier(gX}): QH'I o0& TS I 21 +=FAS
«  #XMPZ AX3l= A= FHOAM 22 &2
«  #XMDZ A%tz =g Ah= HIO|H EEOf K|

A8 L )
0| Ef S EAIBHLICE.
=l o]

=
—

5

o=

X

HES$ I AEZ| X
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Ignore(RAl): HER A 2EZ|X| S FAIot2{H AL Lt

Add network storage(4| E9|3 2E2|X| F7}): 52t M8 = U= HESI SRE F7I5t
243 2L ch
« Address(FA). D AE MHO|IPFA
(Network Attached Storage) I L|C}. 07
He)E A8 E I AEE T4
CIFS 0|22 x| g|x| &Lt

* Network share(HES|3 & ]): 22 E MHO| 557 /X2 O|F S YetL|CL ZF FX[0f

L M

S DQU BC D2 oo Ads BX7H ST HEHUR SHE MSY + UBLICE
|22 QadstL|Ct EXN 00 MH

«  User(AM&Xh): A0 21010 HRdt 3%, AF&X} O
O 21915}24™ DOMAIN\usernames QU SHL|C}.

o DARE:MHO| 21010] B2 B2 IARES YA
=

-

o]
A
« Add share without testing(E| AE 10| 38 F7I): ¥4 HAE S0 2FI7I HHE ZBLR
O HERA SFE F7Iot{ T HENSIL|CE O| & S0, MO If A E7F H QK| T O
C

=
N
il

-

Unbind(H}Q1S SiA]): LI EXS
Bind(H[QIQ): HEQA S/RE

Unmount(OI2E Sl|H|): HEQA 38E O
Mount(O}2 E): L|E 3 57 & Or2 Edt
[=He)

Retention time(HE A|ZhH: =35 22t 7|2t Qe =l =3}19| F St tt= O|O| B A&t Df 2t&H =

H EE ML CL HEYI AEE|X|7t 7H5 AHH MERSE 7| ZHO] X|Lt7| F0Of| O™ =317t 4
M|E LT

=

+ Test connection(®Z HAE): HEQA 370 st HES HAE

+ Format(Z%): 02 SO| 2E T 0|E{S w2 7| X| Y0} sh= A2, U
L|C}. CIFSE AFR 7H5 3 IFe Al A8 ML Ch
=

=
Use tool(E 7 AFR): 22I610] MEHSE = 12 2 51t Ct.

—

2EE AEE[X]|
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= [=13

3-9- A|'o

|E & 9:' —1‘—6*%' =3t . A7 Al 91% SQt0l= SD 7tEE Z2|5HA| Ot Al
ol Al

5o

Unmount(EI}-.._-_ oHI1|): 2&

t0] SD 7tE & QtTSHA JHIHOP"/\IE
Write protect(22 7| 8tX|): SD 7}E0f| A 7|7} ZX|&| 1 =32 0| MHE = AS ESHE{EH 0| S
M-S GLUICHL 27| SX|E SD FtE= ZoE 5= QgL o
Autoformat(X}E EM): 2 A QS SDIICE AFEO 2 LONSIA M HAA| Q. I}Y A|AHIS
ext42 EONSHL|C}
Ignore(fA|): SD 7tE0f| 3t M-S SA|otHH HUAL.SD 7IES RFA[SHH 7IE7H A2 &
X7t H Ol QUASHA| ZEFLICE O] @72 22| K2 AtE Y 4= UG L|TH
Retention time(& & A|Zh): @2lj &l =310 &= H|otst AL BIOJE ME 82 £517| ?I5k =
oI5 Hatet 7| 2hE MBSt LT SD 7EETL 7FS X B 7| ZH0| X|LE7| FOof| e E Sot=2 4
Mg ct.
£+

Use tool(= 7 AI8): 28510 MEiTl
Wear trigger(l:l|-E EQ|AH): ¥ME E|

Check(&Ql): SD 7t= 2 R 2 QI3 A A| 2.

Repair(2): It A|AHIO =L ‘

Format(ZoH): SD 7} E £ ZOS}0] I} A|AHIS HZAS D 2 E 0| E X|
u]

A
=

o EbAb ext4 E2TO|H £ O 2

Tuf
N

= L|CF. SD ¢

il
E=ext4 Ot A|AHHIOZ0OF 3OSk 4= Q12| | T Wlndows®01|k| I A|AEIOf O M| A S}
| ir
S

Encrypt(2&3}): 0| 22 AR
7| SF SD F =0 MAE 2= H|O|E{ 7} ALK
O|Ef = Q= afELict.

Decrypt(2 &3} 8H): O] =22 AFR8}0] B3} 9I0| SDIIEE =
31 SD 7} 0 X&E @S B|0|E 7h ALK E LT SD FHEoff ME =
ot = 3| K| & LICH

Change password(Tj A E HZA):SD 7IEE A So}dt= O LRTHIIAQYES HASHL

C}.

-

e L)
2| A3

}
£ 0-200%QL]C}. 8l M A8 SR 212 A
tE

1? SD 7tE OfE & g %*?E'—IEP Op&2 =~

SD 30 018 A2 S 0%9lLict 100% 015 4
—’.-_‘—8 SD 9|-E7|— 01|M 0| 7P4CH= Z % LIEFEHLICE OF2 &= 7F 200%0| =2 61H SD 7HE7H @
AES 9|310| S5 LITE 0L2 E2|71E 80~90% AfO| 2 AL 20| & LICk 0| 2| 51 &
3} S Che = C6ta SD 7o 7k BAYA O 2 opR 7| Zof FTo| mHZ 2 ALt O0tm E2| 7y
£ X80lP oM ES HFoLT 013 £30| M 70| =rolnl 22S g2+ ASUC
AEY Z2OHY
AEP Z2OYUC HICIQ AR Y2 OjX S AY IEYLICL O/ ES Mot £ ALBSH
of =3kots Z 90t 20| et MO AR Z2 AL A2 4+ YELICH
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Description(&ddH): =2

2ot
)
SHAFE: O] A of Cist M2 &t

Video codec(H|C|2 A E): = S= UEY
oF o =S TS AL

Z2|Q oI 0] MO CfEt YL H22 HNGHIAIL.

Compression(%): 0] MH0j [hst MY 22 HDSAAIL

Zipstream @ Ol 2780f Cict 2= =2 H5HHA| 2.

Optimize for storage(2 E2|X| & X|H3}) o/ : 0| 70| Ciot A2 =S UYL,
Dynamic FPS(EX FPS) ®: O 270 thst 22 E XS AR

Dynamic GOP(SX GOP) @ O] d7dof Cist 42 E &R AIL.

Mirror(0]2{) @: O] 270j Ciot dH2 oS HOSHHAL.

GOP length(GOP 7'O|)® Ol ddof st M2 &
Bitrate control(H| E 2{|0| E H|0{): 0| 270 Ciot 2

Include overlays(9_l:l-|21|0| =1y @ ESHS Q0] S8 S MEHSHL|CH QBB 0|2 X=7}5t=
Q.

YOl Chet A LIE2 55 TSt Al

include audio(ecie 22 D). o w0 oot yz2 w=2 yasUAL.

ONVIF

ONVIF A H

ONVIF(Open Network Video Interface Forum)= %|& AFE X}, EStAL AMEEHE G M| ZAHEHE
= HI Ce 7les 82 7tsd S HA 28 = UA siF= =22 Y QHHO|A HFE Y LICE ONVIF

=
Sof M2 CF2 WD) M 2ol M2 8%, 04 o, big B2 A AI~Ho| Ojef 3WeS &

ONVIF 7| 52 45t H ONVIF S410| X522 2ot LIt ZHX| 90| @& ONVIF SA10f AL Xt
A 0| ST HAY S S MBI AN S LB 2 axis.come| Axis WLt 7 B LIE|S AZSHIA
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—I_ Add accounts(A|d F7}): Af ONVIF A™ S F7t6t8{H S 2IgHL| L.

Account(#): 198 7 H 0|22 Y LIC
.l

New password(| TIASIE): 7|52l THAYIES 2/2SL|C. A E L 1~64% 20]0{0f 1|
Ch 92X}, 24}, T8, UH 7|3 £ Olaf 7453F ASCI 2XHAE 32~126)0F T| AL E0f AL S &
ALt
Repeat password (I 29| E BIE): 5 Qo I AQ|E S CHA| YHIIYA| .
Role(¥gh):
+ Administrator(#2|Xp): RS MH 0| 2R S| WM ASHLICH BE|XHe CH2 AR E 7, ¢
HOE X HAL = A& I—I 53
« Operator(2gGXh): Ct22 M 2ot ZE A0 B2 5= JASLICH
- BE System(*lﬁ"%!) 4%
— OH ;tjl_

*  Media account(D|C| O] #|%): H|C| 2 AEZOf| T YAk = JUSLC.
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ot

ONVIF O|C|0] =2 m}e

ONVIF O|C|0f Z2hj A2 I3'|E|01 ~EG s HEots H M8 + U 7+ 3 LY Z 0|R0
M AL Aol Y MEZ M Z2MAS d-Jot7 L iE 282 ?Iol AP 8 =20t

LS MY =+ JAFLICH

66



—I_ Add media profile(O|C|0{ Z2n}Y 3=71): A ONVIF O|C|0] =20t S F7t5l2{H 2
L|C}.

Ju

-
o
=}

=
=
« Select configuration(1td MEl): S E 0| A AFR X} X|H 74
of +d2 HE| 7 BV Y A 7t k€8 =atot X[l H

o
Video encoder(H|C| @ A E): /40| = H|C|Q QI FE HAS MEHSHL|

« Select configuration(t/d 41&H): N AAS MEHSID QIFAE ANS X
SYHCL ES02 S50 72 H|E| R AIAH 79| YEX/O0|F A& S YLCH ALE
bS58 2 A0 s AP o=l &

H| D

oH2 24 U 902 AAH THE HESHE BHE VoM BAN 20128 SHIL
AlL.

Audio source(2C|2 A A) @: TH0| StE QC|Q 3 AAE MEH

oh= MEADHL|CH
« Select configuration(td MEH): 220 A AFRAL X|H 1S MEHISID QO MHE X
FeLCL EECRR 252l 42 TXQ 2|2 Y0 s FetL|Ch & X[0f 5tLte| 202
20| U= A2 userOYL|CE EX|0f 012] 7§ 2L Q20| U= HLR 220 £ AR

X7 EA| =L L}

—
g2 YL EEOR S8 782 QU AAH 7o HEX/O0|§ des YL
C}.

Audio decoder(2LC|2 C|AGH) @: TN 2= @0 I

|
« Select configuration(2/d MEH): S E 0| M AFEX}L X H
Ch EECH2 220| B4 2|2 70| AlEX/0|S A FLCH

Audio output(2C| 2 E&) @: TN Qe QO =3 Al S MEHSHL| LY.

+ Select configuration(qt/d MEH): S 20| M AR AL X|H LS MEHSI D MY E ZHSHL
Ch SECHe S20 B2 OC|9 X0 AR5 HBHS FLC
Metadata(H|EFE] 0| Ef): A 0fl Z 38 B EFG|0|E{ S MEdgtL|Ch
+ Select configuration(qL/d MEH): S 20| A AR AL X|H /S MEHSI D B EFG| O] H A
=
—

[ |
= ZFYUCL EELR 582 #92 202 HEIHOIH 42| A EX}/0[5 dgs &
L|Ct.

prz@  2y01 21 P17 e Hee o,

- 14

- Select configuration(7+4g M=) SE0| M ALEX X S MDA PTZ 4H S =F
SLICH EELH2 552 42 PTZE X|/St= FX(Q H|C| 2 x{'Eof s Ch
Create(MM): A NS NAstD T2OUS MM S H S 2/5HL|C}
Cancel(F4): 742 FAstn 25 F 2 X2 S 2LCL

profile x(Z2TY x): T2 0SS SO AN THE TEMUS I0 HEE
C}.
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of2fof = Aol FXIoA ~E2| LD}

| 220 A&LITH

& o
== 5]

]

Producer(AMAHXP): 0| E}G| O

EtEOIH &

HEtHO|H & ~E2|Y5t=

=] HIEtC O] E
| EFCi| O] E] 4 £x}

Cl=Ef
stoilat &

F

E
o
™=

2™ Trigger delay(
= 7tOi 27t
Z0]
ME EC|HY Z7HOZ A}

HE g7
S| O|O| X|Of| A RIS S

HotA 2g5t2H 7| 2to]

FrH[2f7F 2l & )

| ZHAT}
2 L|Ct.
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o
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ol L
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Trigger delay(E
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Trigger on dark images(0| O] X|
%702 0|0|X| 7} O Y

F

s
2 [ 2E0| HA|L|7| Of L Of

off 0| S-gELCEAHM R

2t or|e 40| 0| BYS ABE & Y LICE

2rC| ZHX|

RUNR(S
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joll
olul| =
K0T wl
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%EWE
x0T
N K<
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T puionof
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BUKH Ol 30
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oKX
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Shock detector(XZ ZtX|7|): ZHX| 7} S 4| 0f| ES1S| ALt

Sensitivity lev
X7} efzt9|
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CIX| S Y-S ALESHY 7HY U H4ff 5|2 AO| S Hetet = s F (K PR WA, =0 EEE
&l

CIX|E =8-S AFESH 22{0] I LED S2| 2| F FX|ef HZATL|CE VAPIX® o Z 2|7 0|4 221
cf e QIEIO|A E= @ AHEO|AE Sl AZE XIS 2dated = ASLIC

): uz ez el U e nes s meos ey
oh ZES FHT 4 dE F9 00|22 22otol Y2 2 Lo HET + UL

(of

Normal state(54 448l 7hsizo] 29 2 g 22stn Heizel 29 o g 258U
Current state(SiX{| AER): = E O| &4 K| Al SEL|CEH AKX AERZ A

Q3 & 20| SHASHE LICE X9 Y2 o170

N 2|27t LT

0x
m
i

|
ot
II

P8 SEfQF ZX] RS
OfX|7{Lt 1V DC O] &2 T 0| A= [

el

H| o
MAIZSH= S0t =8 2| 27t WS ELICH THA|20] 2t | T 3| 271 F4 9K 2 SOt L CL
O HO[X|Of M 2= HESIH =8 2|2= 28 E2| A0 2HA 80| &2 IX|2 S0tZL tt
Supervised (2| ¥) ®I T 7b7F X 2 1/0 ZX|of Ciet 2SS BE5ts 32 M Y= HXlo
D EEAHY = A E 52T AYAIR. UHO| DR =X FHE=X| 2|5 A 0| = =77}
YUHS HZU=X(F, | AL HEEJA=X]) 2AE = ASHLCE AES HAISHE 27 /0
FI0f 7 St=|of (EOL 2| X| 2 8)7F 2Rt Tt

« View the device server report(ZX| M B A H7|): £ &HO|A NS MEHO| Cigt HE
E EULLAMA 2= At522 M H Mo z=ehE L Ct.

« Download the device server report(ZX| M| E1A Ct2ZE): X MA|ZHE 7| 0|0O|
X|o| AHAE OfL|2f UTF-8 HAIO| M| M H M HIAE MHIO| ZotEl zip IHO| 24
FELUCH X MH[A0| 2o I g4 M E 1M zip THYS ZESHY A,

« Download the crash report(Z& E1A CI2ZE): AW 4 sl
OI7}O|EE CIREEYLCEL S E0M0|= AtMet CIH 1 =
27} meE L|CE o Eu Mo = WEYA Xx e nzst HEJt g & A& LT
DIMEYES= R E B 222 = JASLCH

21

+ View the system log(A|AE 271 H7|): K| A2, A0 Bl S QSEHA|X|QF 22 A|AH

O|HIEO| Cist HEE BAISI2H S2/gtLCt
e View the access log(dMA 2 H7|): 2= 200 AU EE AIESH 42 5 AOlsh
l

A HM A A =S 25 HA[SHH

TELEESS
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%_Q_ A|-'<‘5I-

HERI N DU & QBN EE HAYEQt 22 DIZSH FE I TehE = UL LICH
HEZ =N OY2 HE/IA 52 7|50 EME HZst= O =22 & = USLHICH
Trace time(FH A|Zh): =& 7| 7HE &= &)2 M ES 0 Download(CH2 2 E)E S 2oL Ct

QU7 A|AEI 20
Syslog= A|X| 2242 |E§ 2l L|Ct. SyslogOf| M= Ij1|)\|7<|§ a5t AZEQ O, AKX E X ESt
= AAHL I31|/\|7<|E 0 REMEE ATEQOE B2l =% 2] IAIXIE”EJDHAIXI%
MdsteE 2AZEY 0 %%% LIEtW = A2 2ET7F HAIR[2 24 +=F0| & LT}

T ervercafiy Al AHE Socteie BRELIC
BAE: MHO| SAE O|2 £ 1P ZAES QaishLC}.
Format(Z1): At syslog | A|X| ZZBH S MEASHL|CL.
« Axis
« RFC31l64
« RFC5424
Protocol(Z2ZEE) AIETY ZZEE MEH:
- UDPU|= &%
e TCP(Z|2 A%
o TLS(Z|E2 A%

ZE 2 XE
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Hel
m
2
Y
=

ujn

>~

o 0-'- O_L
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o Mo

e
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[m

rE
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Severity(MZtE): E

2| HE
CA certificate set(CA QIS A A7) &

xis §X| 19 BHO| U= A5 ALEALE ¢l &= LICE O] HO|X[0] A L F=2
(o]
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X2

Restart(R A|Z1): X|2 T XIS LITH O] ST 0| F&S FX| LLICHL A S0l 0j= 2]
Aol Mol XHE = MAIELICE,

Restore(27): ({250 4HS B S5} A| 7|22tO 2 £ S2|4A| 2. LIE 0 EX|2 942 ChA
TS A MX| (X S BE RS CRAl MA[3[1 O E 9 3| M ChA| BHS0{OF BfL|C}

- AMEH O3

« B8021XAH

« 0O3CHd™

« DNS MHIP
Factory default(&
=2 0ff ZXI0f A M2
H|Z

& Axis §A| AT EQ0 = CIX|E MO X HSE 2ZES

Ch. O| A 3} Axis &HX| O x—|upc—| Of X|A AFO|H| EHOF 2=

LH- 22 axis.com0j| A| B M "Axis Edge Vault"E & RS A|

Nzt Jy

ESLA| 7| 2O TS |AMAQ. O
Ct

AXIS OS upgrade(AXIS OS Y 10| E): A AXISOS HF S 2 Y 2{|0|EBL|CE A ZZ2|A0=
SdE 7S HA 8 U 2| 2R 7|s0| ZetE L Ch o =4 AXIS OS 22| =& Arg5dt
Z 50| Z2L|C} 24l Ha|xe2 ChezC3i2m axis.com/support= 0| E8tL|C}.
Ygago|=g I = M 71X S SO M sl o~ QS LICH.
« Standard upgrade(;H-.—.-_— =|:lE1|0| E): AH AXIS OSHMo =z g o|EstL|C}.
+  Factory default(Z% £3} A| 7|23}): @ 20|E8l 1 BE MY ZH £3} A| 7|27t
2 K E2[HAR. 0] 8= MESHH 20| =0f O™ AXIS OS HEc=Z £|l23 &= ¢
LI

«  Autorollback(XHS ZHH): MHEl A|ZHLJO| Q10| =80 YA O|EE SQOISHAAIL.
SFOI5}X| 2O B 2| 7} O| 7 AXIS OS B{FH O 2 &= 0FZFL|T.

AXIS OS rollback(AXIS OS E4): 0| 0f| A% =l AXIS OS H{H O 2 | S&lL|C}.
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