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2 MEfSH £ QIALICEH QC|Q 0| HM AUS ZSL 72 M Enable audio input(2LC|2
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Ongoing recordings(=3} 2 ). EX|0M 2 50 2= =35 HA|GLICH AN S2E Al

A+l : IM =28 SXELHLL+=822 SX|5HA
Lt &#X|E ZZ35}™ Triggered recordings(E2| 7 =3})7t 3 = E L|Ct.Continuous recordings(¥ % 3=
S22 FAE WX AZE UL ZX7L AN U0 FXE CHA| A|ZSHEH =S247F A S E L
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| Add app(¥ F71): M ¥S 2RI LICEFind more apps(F7} ¥ &7): 2X|2 ¥ O RSLICL Axis

4ol 7ie | O|X|= O] =& LICtAllow unsigned apps(MBEIX| 22 AW 5 8) D MBEX U2 W X
£ 5|85t H ZL|CtAllow root-privileged apps(root #eH0| U= A 5 &) : root HTHO| Q= MOl

RAIOf CH3t HA| BEHS R HL|CH Q AXIS OS 2 ACAP o| o QI 0|ES 2B AL
H| 0
SAl0] of2f Y2 MHE® Ko Mo dee O/" % U&LCH

A OlE ol A= 29AXE MBS WS AlXBIAHL SXYLCLEZ]: Yo 0 HMASLICE AL

2 7tse 282 ofE2|A 010 war ZaEL L LR ofE2|Ao|Mo= 20| gl o
go %= Hmole Chg &4 & StLt O|40| ZotE = &L T
« Open-source license(2 = A A BlO|MIA) WM AIRE= @2 A A Zlo|MlA0 CH HE
= =2c}
= =

« App log(¥ 21): ¥ o|HIEQ 21 ) )
+ Activate license with a key(7| 2 ZtO]MA ZHd35}): 0| 2o|MAT Qs AL EMd3sof &
LICE FX|7 elHUlo] g8 = gle 8% 0 M2 AH8EL Lt
2to| M~ 7| 7¢ QICtH axis.com/products/analytics2 O|SgL|CE 2to|MA 7|5 4 gste{H 2ol
A DEQ Axis HE YT Bz et
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+ Activate license automatically(2f0|MAE XS0 2 E/43}): Ao ZIo|MAT} st AL =M
2tsiofF ghL|CH ZX|7F I ulo) HAZde = e Z2 0 SMS A8 L Zo|dAE
2t Mststa{™ 2ol M A iE7|‘ ZostLct

o Z}O|MA H|EMZE OE S0 HEmt 2fo|MANA HA 2lo|MAZ HASIE 2, Slo|HMAS
H|Z-d3st0] CHE 2to|MAZ WARLCH 2o|MAE HZMatstH X0 ME XA E L LCH

+ Settings(dd): Oj7fH+E FHBLICEH

o AMH: XM WS FFLHOE MHSHHAIL. HA ZO|HMAE HZMBGHK| RoH =Y
SE 2 FX| &L

A AE

AZ ®AS @ =2tex o elof MO L2t ChELC

gXlel gRmet AlZtE NTP M2t S7[=tots A0l E5L Lt

Synchronization(S7|3}): & X|o| &R 8l AlZt 57|53 M8 MEistL|C}
« Automatic date and time (manual NTS KE servers)(X}'S 2%& 3! AJZH(ES NTS KE A H)):
DHCP A1H101I AZAE HOoF NTP 7| 27 AMHQ} %7I§P§.“-IEL
& NTS KE ME: StLt EE= £ JHe| NTP Mu{o] IP =45 EetL|Ch. & 72| NTP AMHj
Afﬂﬂ" 4% K= A1H101I YHE HWeS 7|t'*o AZtg &7|8tsta Z-eL
- Max NTP poII time(_’F_IEH NTP & A|7|') AHAOO|EEl AIZHS 2|8l
& W7kX| X7t 7| Cheqof 5PE EIEH AlZtHE MEfgtL T
- Min NTP poll time(X|A NTP E& A|ZH: YHO|EE A|ZHE 27| Q8 NTP A
o WIHR| X7 7|Che{of SHe A4 AJZtS MEiSHLCE
. Automatlc date and time (NTP server using DHCP)(X}& Y& 9 A|ZHDHCPE At835t= NTP
A1H'I)) DHCP ME{Of| AZE NTP MH et &7|%tetL T}
Fallback NTP servers(EHIﬂ NTP AMH): dlL} tE= 5 749 CHA| MEQ| IP FAE Q& ThL|C}
p

_

[0

~ Max NTP poll time(Z|Lf NTP Z& A|ZH: ATO|EE A|ZtS A7| Qs NTP A{HZ =g
S GIPRl A7} 7|Ch2{0F She E|Cf AlZtS M B )
- Min NTP poll time(X|2 NTP Z2 A|Zh: QICO|EE A|ZtS 27| Q) NTP M= = 2|

SHOjIRR| REA|7b 7| CrajoF SHE A4 AlZtS MEterL|ch
« Automatic date and time (manual NTP server)(X}S Y& 5! A
NTP A1H19f & 7|3t L ot

ZHAS NTP AH): Meit

*

&S NTP MH: 3tLt E= £ JQ NTP MHQ| IP =AE AHSLICE = JHO] NTP MHE
Afﬂor“ 42 HXe 5 Muo| YE WEE 7|He = AZtg 57|25t 0 =L CH
- Max NTP poII time(X|C|f NTP &3 Al?_P): HO|EEl AIZFS 27| 8] NTP MBI E Z&
gt W7FK| HKX| 7 7|Ch2{of St= ECf AlZtS MERBHL|CE
- Min NTP poll time(X|4& NTP Z& A|Z}): ROO|EEl A|ZHE 27| 8 NTP HE Z&
g W7HX| FX|2F 7| CheqoF 5#% E A A ZHE MEdSHLIC
o Custom date and time(AI2XF X|™H Y& U A|ZD): =502 YR U AZHS ™SI C. Get
from system(A| 2RO M 7H‘127I)% SN AFH E= 2o TN SR S AIZHE
M2 st k3| 7FH S L|Ct.
Al ZhCh: Af%%‘ AZHHS MENSILICH U Hob A7 U EE AIZHO| 243 AJZt0| RIS o2 FEEL|Ct
- DHCP: DHCP MH{o| A|ZfCHS MELICE. O M2 MENS}2im Bx &X7} DHCP At
o] AZAE0f ‘21010F gL ct
. Manual(£E). SEC2 220|A A|ZHHE Meteiict.
H| O
AMAEOME ZE =3, 20 W A|AH ST R & AlZH 20| AZE LT
X /X
A7 e YK E LT S &2 AA-HM O HEE AHESHY X oM FXE SELLCH
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Latitude($ £): @+ %S HE 2Zg LEWUCh

* 1) G

« Longitude(A L) ¥ g2 2EXNM FFS LIEFHL|CH

+ Heading(3¥): ZX|7} gtst= LR @hak2 getL|Ch 02 HES2 LIEHYLCH
 Label(2}¥): EX|0f CHst O] Z3t=l 0|52 AHTL|Ct

o Save(ME): A AKE MEstz{H SetL|Ct

HE{I
IPv4
Assign IPv4 automatically(IPv4 XtS SHCH): H{EQ 3 2}2E{J} &X|0] IP FAZ XSO SLStZ 2 3
o MEdSHL|CH CHEE2| WIER A0 CH3{ Xts IP(DHCP)E AT LLICLIP FA: FKX|O| ARSHIP FLE ¢
HSMAIQ. N IP FaAl 2t FAV D93 AL HaH YEI oM £xt92 gt & ai]ct
=S YXStHEH Y IP FAE Y57 Mol HEQA 22| XA 22|5t= 0| E&ELICLMEL OpA
3: M4 OpA3E Q2510] LAN(Local Area Network) LHE0| A= FTAE HOBtL|CE LAN 2|59 2 E
Fat 2I9HE STIEHLChRouter(2HE]): CI2 LEYI U HESS NIMEN AZE YXS Aot
O At2E= 7|2 2t 2H(HOIEQ0))S IP =AE st Ct.Fallback to static IP address if DHCP isn't
available(DHCPE Al8% £ gl= AS IH IP FAR2 EH): DHCPE ALY £ QI IP FAE X502
Stotst 2 Ol ZAQ HHZ2 AFRE 1N IP TAE FItste{® MeddtL|Ch
Hl D
DHCPS AF8E # Q1T BAI7t I F4 HHE ABste 39, 1 F4L HNE ¥z 7
MEIL|C}.
o |
IPv6
Assign IPv6 automatically(IPv6 XIS &tTl): IPv6Z 7410 YHEQZA Et2H7I ZXY IP FAE X5
O UGSl E ot ® dEigtLCt.

fot
[>
[m
°
ol

s2E xEo | PEAE XEOZ HYSES 3}
20l ME{SILCLEAE O[5 FA(0| YNASHs 2 WHOER ASeH SAE 058 +502 Y
LTE Me] 20 3 AAE 20E SAE 0[52 ABYLILL SBEE EAE A-Z a~z 0~9, -2L|ct.
£ DNS u0|E2 SUBIpLIck mA|o| P x40} WA mojct BX7 =09 0/2 AHONS)
Jl22 A150= AGOSHES o8 LILLDNS 0|8 52 ZK|o| P =22 Jta|7|s 18 wof

ol O|EE YEstLICt. 2= EXt= A~Z a~z, 0~9, - L|CLTTL: TTL(Time to Live)2 DNS AL

7t rlolssy dol pmg Jelz SxEE Mg W¥wLL

DNS A H

Assign DNS automatically(DNA XI5 &t2t): DHCP AME{7} M =09l 5l DNS M FAE XX X}
S2E HStA St MEiStL|CE CHER2| WESL A0 CHsi X}s DNS(DHCP)E # 7 gL Cf.Search
domains(=H|Ql ZHM): NF3IE| K| U2 SAE O|ES AE2St= A2 Add search domain(ZdM =0 QI

F7Ihe 2t X7t A8t ZAE 0|ES AMY =022 A HBL|CI.DNS servers(DNS A{H):

Add DNS server(DNS MH F7})E Z2/5t1 DNS MBQ| IP FAE U=HTLICE O] MH = HEZ0AN
ZAE O|E2 IP FAE HES0 M3 L LCH

HTTP % HTTPS

HTTPS= AtEAe| HO|X| F 5L & ME oM etz mj
otEl Y& uet2 MH ol M2lgE BEFot= HTTP

n

|Z3te meEEYUL. g2
|

S
ZHK| O A HTTPSZ ARSI ™ HTTPS QIS MEZ MX|s§OF SHL|CH QISAME MAMsID MKl H System >
Security(A|A®l > HONZ 0|ZgL|C}.

38




AXIS P14 4 ES|A 7IH 2} Al2|=

o QUE{H 0| A

Allow access through(@ M| A §{&): A& X7t HTTP, HTTPS EE= HTTP and HTTPS(HTTP S HTTPS) =2
EZ 5 OHE 8o X0 HESt=E LA MEdGL CL
H| D
HTTPSE &3 L= otEl & HOIXE B 4% 59| HO|XE Mg a¥8g Il 450| XMstE =+
AS L L
HTTP port(HTTP ZE). AT HTTP ZEE ULt MK X E 80 Lt 1024-65535 HR|ol &
£ ZEZS §BBLICH HIARE R0 F2 11023 ¥9o| ZES YT & YSLCL 0] el
ZEE AMNESIH A7 HEA|ELCHLHTTPS port(HTTPS ZE): At2% HTTPS ZEE QAT CH X
= I E 443 L= 1024-65535 HR|o] B E TEE S 2%L L T AE 2IAQITH L 1-1023 HL|e
ZEE 8y = QJSLLCEH O ol ZEZS ALESIH Z1Jt ®A|E L Ch.Certificate(QUF AM): T X|
Of HTTPSE Z-dztste{™ ASME MESGHL|CE.

M2 ZL|Ct.Bonjour 0| §: HERIO EAY O]
L LICLUPNP®: L EQI0A XIS HMZ 35{8st2{H O
stLCh 7|2 0|52 ZX| 0|21 MAC =L

o

1= =

YELICL 7|2 0|§2 ¥X| 0|3t MAC F =]
[=13N0)

M= ZLICLUPNP O|F: YESLZ0 EAY 0|§S 2UHY

CLWS-ZHM: HEQJIANM XS HAMS 5{8512{H 0| M85 ZL|CLLLDP 3! CDP: Y EJO|M Xt HM
= o835t o & MS ZLICt LLDP S CDPE I1H PoE HE HYO| X|HO0| 4Z = ASLICH. PoE &
gt e 2HE o252 H SERO Pok MR Yo ME22 PoE AQX|E FIgL L

One-Click Cloud Connection

One-click cloud connection(O3C)1} O3C MH|AE 0= QX|OALE AAIZE B =351 MY
=

o =
HMAE HSTLCH RMTH LHL axis.com/end-to-end-solutions/hosted-servicesES EHRSHAIA| 2.

Allow 03C(03C & &)
o S8 0|Z0| 7|2 H4FYLCt QAHUZ Sl O3C MH[A0 AZASIHH FX[Q MO HE
2 ZA FEUCt MO HES £E 3 2477 O[LHOf O3C MH|AO HXE SEH0F THL
Cf. X o™ FX|7F 03C MH[A0M AA i ELLCH HXE SEZTH Always(e4d)
71 2d=te| 0 &X|7F O3C MH|Ao AR X FX|& UL
o T4 TX|TF QU Eof O3C MH|A0 TS HAZ XEHCE ALPLICH EXE SE5IH
03C MH|A0f HZAE X FX|ELCH X Q| MO HEO X %Es 42 0 282 AT L
« OfL|Q: 03C MH|AE H|gdatgtL|Ct
Proxy settings (ZEA| d7%): Lot 22 TEA HFEE LS TEA MHO| AATYLILLSAE: Z&
A MH o FAE YHBLICLEE: ANA0 AHEEE ZE HSE LHSMAIRQL2ZIQ 3 IjAQE: EHQ
ot A2 ZEA| MB{O| O3t AKX} 0| S IHAEE 223 L Ch Authentication method(Q1Z BHH):
o 7|&: O] HEH2 HTTPO| CHoll 718 =2Hdo| FHojtt 215 HAYLCH L=ohe|X| A2 AHEX} O
E1f IHAYEE MHE MESH7| I Z0]| Digest(CIO|M|AE) BFHELCH QEMSHX| §USL|CH
CIO|MAE: o HH2 T4 HEJIAE S =otEl IjAQYEE MESH| IIE0| o Qt™BtL(Ct
« X5 O] SME AIESIH X AE|= 2o mat X7 o5 WHES MEls &= JELCH M=
2= CIO|HIAE HHHE, 7|2 2E =M2 dFeL(Ch
A2 (X AT 7|(0AK): 2F X 215 7|8 JHM M Get key(7] 7tH 27])E SEILICE O|AH2 ZXK
7t dtetEolLt ZEAIQI0] QU0 AZE ZA20T Tt L)
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Http proxy(Http ZEA|): &{2E HAlo| e} 22Y T2A| SAE EL [P ZAE X
proxy(Https TEX|): oS8 HAof W2t 229 Z2A| SAE £& P X248 XFFULC
HTTP 3! HTTPS T2 A0 3| 8&= Al

« http(s)://host:port
 http(s)://user@host:port
« http(s)://user:pass@host:port

HXE MAIHSI 228 ZEA 282 H8dHO

A
HA O —
M & StUHE %!3—4.391'-} HEEZ T2 o HE LHSLICH

HI 9 F7I

IP =4 XY

CIDR %iélel IP =4 XA

EOQ ol& X|H™(G: www.<Z 02l O] & >.com).

£ wofdlo] mE 39 zojel XAH(Of: .<H2l 0|F>.com).

| g & LI Tt Https
LT

Ju
=2
0
rir
Ijo

SNMP

SNMP(Simple Network Management Protocol)& 0|23l HEQA MKE A2 2T £

SNMP: At2% SNMP HHME MEHSHL|C.
« vl 9 v2c

A= HFLIE 055 YHeLICh 7| =32 SIHYLICH

HSLIEIS Y=gt
- Traps(E™):
-  Cold start(EE HHE): HX|7} AlZHE H .
- Warm start(2] AEIE): SNMP MM g HZE [ ET HA|X|E E'—,:','I_||:f
- Link up(Z3 ¢): 37 CH20M ¢ i
- Authentication failed(Z Al1f). 21F A|L7

SNMP vl & v2c E 71™
AXIS OS Porta/> SNMPE EXSHM Q.

- Read community(8{7| HFLIE|): X|@E= 2= SNMP o CHof 87| ©& o]

- Write community(27] HJL|E[): X| °JE| D E SNMP ZHA|Of CHSH 27| == M7 HSH

O A= ARLIE| 0|52 UHYLICHS 7| ©& AH Hel). 7|27 27| YL|Ct

- Activate traps(E R4 gH3)). E%‘EIE 2ot AUA R TX|= E-MES ALESHY

SQot O|HIE L= ME| HZFO| CHot HAIX|E 22| AL E-LCh & QIE I O] A0f

A-I SNMP v1 8! v2c01| st EgE M™ET 4= Q&SL|CE. SNMP v3e g2 HZASHHLE SNMP
£ 11H EYMO| X522 JHELICE. SNMP v3E AI2%t= 42 SNMP v3 22| of = 2| A
O|ME sdlf EME 848 = ASLCH

- Trap address(E&H FA) 2| MHO| IP FA E= SAE 0|28 UHGMA|R.

- Trap community(E® FHJLIE|): ZX|7} 22| A[2H0| E HAXE 2 U ALY

o DE Axis HC|Q MIB E30| EM3lElL|Ct XA Lf&EL

« v3: SNMP V3= 2535l Y HOt 25 E HSsts ECF QHHe M QUL|CE SNMP v3E A8t H
S 71 HTTPSE E¢ff ME X E 2 HTTPSE &M3516t= ZHO0| E&LCH £t ATH0| Qe TAKEZL
@ 5olE|X| 912 SNMP vl O vac EO| N ASE S WAIBLICL SNMP V3E AF83tE ZS
SNMP v3 B2 OjZ2|0|Hg S EHe MHT £ UL

Password for the account “initial"("X7|" A™He| AL E): O|Z0| 'initial'Ql AHQ
SNMP I AQES QaiStL|ch HTTPSE HASISIX Nk HAYEES Had & X
HESHA| O*ALIEF SNMP v3 THAQIE = oF HOF Mgt 4= QU0 HTTPSIt 2datE 22
o2t 4735t A0| E5LICE IHAREE HFHSIH I|AQE HEJL I O|4 HAEX g
SLCH IfAREE CHA| 475 E X E 3T 712 2= MHH™s|oF gLt

HL
re

re
ol
R

40



https://help.axis.com/en-us/axis-os#simple-network-management-protocol-snmp

AXIS P14 Y ES|3 702} A2 =

o QUE{H 0| A

AEM= HERIAYS HXE 255t O AFEELICE O HX|= F 7HX| FHe ASME A AL
» Client/server certificates(Z22|0|AHE/AH QS A)
SO|AE/MH ABEM= YK IDE AESHH AtA| MY = Aol CAQT 7|2H0AM &
2 & AU A MY USHE NSE 238 B0 CA 2y ASHS @] M
A S + st
- CA AZN
CA AISMEZ ALg30| Hof AIZME QIZSLICL 0|2 SO|, &7} [EEE 8021X2 B E|s
HESSO| HAE 2 9F AHO DS ASTLICH FKXO|E ol JHo ALY EX|E CA
IS M7t L&
AT = YAl Ef%lf ?z*ﬁl-lﬂf
o Q=AM HAlI: PEM, .CER, .PFX
o JiQ 7| "Al: PKCS#1 9 PKCS#12
=Q At
RS B B Al 7|2IUOR MWW BE ASATF ATFLICL AH HXE CA ASH
7 ChAl X &Y

| Add certificate(21S M F7t) : ASME F7tsid{H St

=]
" N el me s ol
- More(t{ &7]) . RPMBI7{LL MEiSt X7p W2 mAjeL o)
« Secure keystore(&H o 7| XZEA): JjQ 7|E CtHGIA X ZESt2{H Secure element(EHO &
H

) =
£ Trusted Platform Module 2.0 /.\jE_*.‘E,H-I Ct. MEHSE HOF F| KMEAO| CHEE XpASH LH%% =
E:I ™M help.axis.com/en-us/axis-os#cryptographic-supports x5}

* Key type(7| f¥): °._|"HE ESSH EEMR SEOAM 72 Y23t ¢a2F0|L o
€ Y23 gaglE5S HEgL L

© MO e oiRols 480 ESELCH
. Certlflcate information(ZA HE): HXE QESA9 £482 FLC}
* Delete certificate(21Z A AA): ASME AH S
- Create certificate signing request(QZAM MY 9F MM): CIX|E ID ABSAME LA Qs &
2 7|20 B SN MY 282 ByeLc
Secure keystore(sl?j 7| MEA) @
« Secure element(H9t @ A)(CC EAL6+): HOF 7| XZE A0 EHOt QAE A28} MENSHL|C}
» Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 g 2). &9t 7| MZE
= AL8dote{® dESLC

HEHI M2 Mo X st

IEEE 802.1xIEEE 802.1x= SM % 2AM HEQI XX|o HOF 0158 K Ists ZE 7|4 HEY
£ 2|5t [EEE &=L Ef IEEE 802 1x= EAP(Extensible Authentication Protocol)& 7|&2 2 &
BO2IXE e E HESA0] o LoiHE HE e AA|% HAHeE SEe oo i, o
MHOA sz, 2EI™ o 2 RADIUS AMHE(0]: FreeRADIUS 3! Microsoft Internet Authentlcatlon Server) ¢!
L|C}IEEE 802.1AE MACsecIEEE 802.1AF MACsecS O|C|0f A~ £2 mee=S 98 4joide [0l 7|
QM gl BZAMS Xo|st= IEEES| MAC(O|C|of ou)\ﬂz\ 9-|E§) EOP ii-’F-O'Llﬁf OI*A-ICA OIKA-| 90| 2A
N 9B 2AD} R ESED BX s AZE HEYI0] BASO| AH ASS A=uch

I Axis 7+31 Al 7|7] § = A-|l:|-|'— EAP TLS(EFJu IIs 91 Z2EE - M& A HE9Y)
X SYLCEEXZL ABME Soll E2E|&= '-1IE°4301I o | A5t
FeidH M= S20|9E QASAME ZHK| o MX|sjof L |l:f Authentication method(Q1Z HiH):
ient Certlflcate(aEI-OIWE ?J%kl): IEEE 802 lxg Afoa E'-EfOI

=
<)

x
E
rQru
oM ox

Il

=

o >0>|)_+rE
O —_—r

mgh_:mlm

or—gaﬁ
S

[m ol
=2

ro
OlH 2= Jhu

=2 Qrero-yuuro o
o of
ol

Q >
2 >z olo

m
rir
m
>
o ©
1o
0%t
/o
X
]
9'1
-
n

i
=
o

s
re

N - O —
10| X} IEéFLI Ct.EAP |dent|ty(EAP ID) aa}om OI= M} HEt=
215l A A| 2.EAPOL version(EAPOL H{ZF): HESQT AKX 0AM AIRE|= EAPOL M EH
IEEE 802.1x(IEEE 802.1x A}-&): IEEE 802.1x AEE——T‘—Q At8%le{H MENSHL|CH QIS 2 o 2 IEEE 802.1x
PEAP-MSCHAPV2E At23t= Z20|C 0|23t MM E o|l&T = OI§L||:
« Dj2RIE: ST ALEX IDO| EH*°JE% °'E45H-IEF.
« Peap version(Peap H{H): 4 EQT AQX|0M A
« Label(Z2}tl): S2}0|YE EAP A S3IE ALESIE{H 18 MEistn, 2
2{0 22 MEFL|Ct Peap BT 1S AMBOH= FQ HEYI 2

|.
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—I_ Add account(AHd F7I): M AES Fotste{® St z[Of 100712 AFS =7t = A5
ChAccount(A|E): 1Rt A 0|82 %Iaiul-l Ct.New password(M|l T{29|E): 2F 2| EHﬁ%E% 2
gLt A E= 1~64XF ZO[OJOF Lt 2, =i, #&F, €5 7|2 5 2 75
AHIZE 32~126)0F WA Q0| AtEE 4= & L|Ct.Repeat password(uﬂﬁ-?-i HHE). 52
£ CtA| =S AL Privileges(H ¢H):
+ Administrator(22|X}): 2= HFHO0| &TS| AM AL Ch 2E[Xt= CHE AEES 71 Y00l
E g Xﬂﬂ%‘ = AFLC
+ Operator(2YX}): 32 Moot Z& O HNA2E = ASLICHL
- 5= System(A|AE") S|
+ Viewer(70{): Ct30 Ciot ™ Foto| UELCE
- HC@ AEZio] AUk 1 HLC
- =3E AEsta EYLCH
- W, gE 9 F PTZ AW AMA 28

L

o Mzl e O &L0l= CH20| éEﬁPE!LU:fUpdate account(4|™ AUHIO|E): AN =4S HEITHL]
=

o
= =
C}.Delete account(71I’H AH): AES AHMELCH root AEE AXE = USLLCH

ool Yy £

Allow anonymous viewing(2ld H7| 3|&) AXMCOZE ZIAQISK| L FHLF BEXZE EX| 0 AMA

g £ JA-E ML CtAllow anonymous PTZ operating(2E2| PTZ 24 5 8) : QO] AR

el
AbZF olo|X|of CHof ™, HE U FE= & 5+ A=E ot{H FHLIC

SSH A%

_l_ Add SSH account(SSH AH|™ F7}): M SSH AXEE F=7I6te{H Sl C}
 Restrict root access(root WM A H|St): root WH AT ZRF 7|52 Kotsted ™ ZHL|Ct
« Enable SSH(SSH &M3}): SSH MHAZ At23}2{H ZL|Ct.
Account(AH|H): 1]t AH O|ES Y eL|Ct.New password(AH IPALE): HH™HQ
Ch IfAQE= 1~64XF ZO[OjOF SLICH EX, =4, +5H, €52 7|2 § 24 7 =
C 32~126)0F A E0| AFEE 4= UEL Ch.Repeat password(uﬂ o|c HIE) = o3} mAQQEE Cf

A YEHSGYA . HY: 4TS YL CHSN). : =0 &= O50l= CH20| =3 L Tt Update
SSH account(SSH AH|™ AHH0|E). AN £ME HESL|CT Delete SSH account(SSH A AbH|): ATE
= AMgLICH root AEE2 AMH|
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7ta sAE

DI_:I =2 -
£ Ar85ta{ ™ MEelLICE M °|§I *‘|H'|°| JES °n:lE16=. L. =Xt 0-9, EXt A-Z 4
LCLZE: M7t HZE ZEE Y st o
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c MH: Tty SAEZS ARG LIC

Hlgg3): M7t H2gete A& L C
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Add a reCiPient(-’u‘-’.‘_'Xf F7h): FAUXE Fot6t2{H SEELCH 0|8 AKXt 0§ ¢
e L ChType(& SE0|M AME:
. FTP
- BAE: MHOIIP FALL ZAE O|ES YHYLICL SAE 0§ YHst= 42, DNS
X H 7t System > Network > IPv4 and IPv6(A|AHEl > HEQ|3 > IPv4 9 IPv6) OfZfof
AEe0f A=K =HQASHHA 2.
- EE: FTP AU{7} A8olE EE WSS Ut 7|23e 219yt
- Folder(BC): A2 NI C|HE2(o| F2S YHSHIAIQ. CIAE2|T} FTP AB{0] O]
O ZIHSHA| o™, M Y=ES I LF HA|IX|ZF HAIEL|CH
- Username(A}RI} 0|E) 2018l H AIE2XF 0|28 QUESIAUAL
- HAYE: 270062 B HAQICS USSR
- Use temporary file name( A| ‘H’E 0|2 AIB): AIzo2 MME Al 0t 0|20 =2 mf
oS QECHIZR MEBLC, PECE AE6B IY 00| Ysts ojg02 HHEUCL
mic?f SHHEl 32 &4 lLr%‘ol S LCE 8Lt oFS| YAl OIS HE = ASU
Ct. O|EA ot% {dt= Ol 7tY E& OOl SHHEX & =+ UASLCH
- Use passive FTP(& FTP AL8). T QO AF0|M HZF2 thad| Tt FTP AHO
Oole ¢ZdE 258 QFerL|Ch FX/ It tha MB{of| TSt FTP Hof S GjojE oA
2 BF IOz AL CH Ol YEHOo=Z FX|t Cfed FTP AMB AtO[Of 2
stHo| A= B0 EagLCrt
« HTTP
- URL HTTP MH{Of Ciot HERR "*5& R¥e Mg A3 EHEE Yg™Hgyrt o g 9
http://192.168.254.10/cgi-bin/notify.cgi & L| C}.
- Username(Al€X} O|8): =05t AEX O|F & YUHSIYAIR.
- HAYE: 270063 HAYCS AHSAAL.
- Proxy(ZEA[): HTTP MHE{O| HZASL7| 2Isf ZEAl MHE S8{0F St= 22 EQst
¥ES A0 YPLC)

URL: HTTPS AMH{0f Lot HERI T2t RS XMalgd A3HES YHYLLL & =

M https://192.168.254.10/cgi-bin/notify.cgi & L| C}.

- Validate server certificate(A|HH QS A =0l). 0| AXIE MEHSIO HTTPS AMHZF MM
& OIZMZ MENSHL|C].

- Username(A}B-x} O|E) ZQIslz{H AIRX 0|28 YEHEAMAIR.

- BANE. 2J0isfE TAslcg ARSHAL.

- Proxy(ZEA[): HTTPS MEO| AASY7| 9|8 ZEA| MHE S30F st= B2 ER

@E% 911 OIE1oI-|_|[:|-

+ HESH3 2EZX|

AHgE 4 QIELICE TpAS MKV(Matroska) T+ SA|O 2 X3 LCh.
T BAE YEQT AERO P FAL SAE 0|22 YL
- Share(29): AN 3R 0158 YUY,
- Folder(ZLH): W< 7(.|x+o+ CIAEZ|o ZEE QaABAAR.

o H =
- Username(AX} O|Z): 21013124 H AR} 0|22 QaisiAAlQ
- HAYE: 27006t B HASE YA

SAE: MHO|IP FALL DAE O[5S YHELCH 2AE 0|§2 YHSt= 42 DNS

A H 7} System > Network > IPv4 and IPv6(A|AH > Y ELZA > IPv4d U IPv6) OfZ[of

X UJ=X 2QISHH A 2.

- EE: SFTP AH{7} AlS3lE EE #BE QaeL|Cl J|=2gte 29Ut

- Folder(Bri): T2 NUF (NS0 F2T YN FIAS2I7} SFTP AHof of
O EXotx| o, oS %*EE%* [ H

- Username(Al2X} O|E). 21 6}21'11

- mAYE oAt HAY S .

- SSH 52E 371 7| F¥(MD5): ¥ ﬁE S 7132xte] 16¢ 4 =X )| XE25 ©
E1<>FL|IZr SFTP Z2}0|Y E= RSA, DSA, ECDSA 5! ED25519 SAE 7| &9l SSH-2E At
25l= SFTP M E X| et S A A| RSAZL MgEl'- HFEHO|H ECDSA, ED25519 B!

DSAZF 1 /2 WELICL SFTP AH{O|A AF3HE SHI2 MD5 SAE 7|2 928 of

45




AXIS P14 Y ES3A 7IH 2} Al2|=

¥ QlE{H 0] &

[ -

ot
-

|Ct. Axis ZX|&= MD5 3l SHA-256 3jA| 7|2 25 X|&FX|2F MD5ELCH Z&st B
el SHA-2565 At&3dt= 0| EESLILH Axis ZX[2 SFTP MHE T35t &
CHot RfMot LHE2 AXS OS5 Z25 HISHHAL.

SAE BI 7| RE(SHA256): &7 SAE ZJ|| 7|(43Xt2| Baseb4 QAT EXtE)Q

S UHEL|Ct SFTP 22t0|9E = RSA, DSA, ECDSA 9! ED25519 SAE 7| 3¢9
AE35tE SFTP MHE X[JetL|Ch Y A[ RSAZF Mo k|= Y @0|0{ ECDSA,

ror

n—mw
THI T2
N

i

O
N
Ul
Ul
ity
Ne}

L|Ct. Axis &X|= MD5 Sl SHA-256 sjA| 7|& 25 X|@&}X|3t MD5&Ct Z

2|38l SHA-256& AI23t= 40| ELLCEH Axis X2 SFTP MHE FM5t=

AMeE LI 2 AXIS OS ZES HASHHAL.

orary file name(YA| TtY 0|5 AlR): Az 2 MME A ItY 0|2z
S dEfSIL|CH P2ES 2tESHH MY 0|50

C | 9 o)

O CIErSme T N X Ak
0 S IErotro

o2 U

- HI [e]3

m ==

3 L2

kS mot M2

oen
L1 Humjo
" In

« SIP or VMS(SIP IE&= VM :
SIP: SIP M3l2 ZHa{™ MEisHL|C},

- From SIP account(ZAIX} SIP A &™) S =20 A MEdSHL|C}
- To SIP address(x=MZX} SIP FA): SIP TAE Q&THLC}
0|u_1|°l Test(HAE): 83t 40| &&5t=X HAESZH S L|CH
° =

- Send email to(O|HY M& CH4): Oo|HAZS M3 oMY FAE YHSLICH FAE
o 7 Yt HEE oY FAE FR2SHAL.

- Send email from(O|H|Y L) Hifj= MHQ| O|HY FAE LHGHL|CH

- Username(Al8X} 0| 8): 02 MH Q| ALEX O|E2 YHTLICEL o0 Y MHOAM 2SS
Q7K = 4% 0] ZEE H|Y sLCL

- DAQE: HY MHO| IHALEE YHTLICE O|HY MBOIAN ASES 2FSHA| %

- Email server (SMTP)(O| 0| & klI:H SMTP)): 0| & =0 smtp.gmail.com, smtp.mail.yahoo.com
L|c}

o
0= = .
- FEE: 0-65535 H2Qo| g2 ARSI SMTP MHQO| ZE HSE QETHLICE 7|27
2 587¢L|LCt
- Encryption(d33}): 2SS ARSIE{H, SSL &= TLSE MEHSIAMA| 2.
X

EE MEigLCL O 2Z5ME CARE Z|E)ol M XA MESHALE
- POP authentication(POP Q1Z): POP AMH O|EE UG H HMAI2(0: pop.
H| D

. TCP
- BAE: MHOI P FAL SAE 0|22 YLl SAE 0|22 sl AL, DNS
a

KEE 0 A=K QB A L.

- Port(ZE): MH HM20| MEEE ZE HZE YHIYLICL

rir

Test(H|AE) d™S HAESHEH S=gL L
recipient(F=41Xt H7|): ZE AKX A = L|Ct.Copy recipient($=41X} S A}L): =4
XE SALSIHE M a. SALE L FAXNE HEY = UAE L ChDelete recipient(s= 21X} A
H): =4XE AR AHSHHEH SaigL

g0 X= W7o 80| ZehE L T View

DSAZt 1 & MELICt SFTP MHO|A AE3t= SHE MDS 8 AE J|5

A H 7t System > Network > IPv4 and IPv6(A|ARl > HEQA > IPv4 3 IPv6) Of2[of
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MQTT

MQTT(Message Queuing Telemetry Transport)& AtE QIEHUl(IoT)E et EE AN Z2EZLLCH Che
St=l IoT E3HE Q9 ’“E*HIEIO*OEH A2 AL FZZHismall code footprint) il XA HEQA CHAZo=z AA
ZXE AAGHY| sl CrYet A Y IH A ELICE Axis AKX Az E9|0]9| MQTT S2t0|AHEE Saf TX|
oM A= GO[E U OMES %“é! 2| ~ZEQOf(VMS)7} of Alﬁﬂloﬂ HHSHA S = USLIChH
7|7|& MQTT EEPOIOJEE ’“E”SE.“-IH MQTT S412 Z20|UER} B2 2l F AEHEE 7|ge 2 ot
Ct. S20|AE &= HAX[E ELjn 2Hg £ °'*'—|Ef B27= 220|QE 7Ho| HAIX| Y S HES

L|C}AXIS OS Portalo| A MQTTO| CHoH XFAIS| opeE £ QI L|Ch.

ALPN

ALPN2 Z2t0|0E 9 MH Zt Al HEMNO|Z EHAHOAM OfEC(HOME Z2EEESS MET = AUA
St TLS/SSL SHAFOIL|CH O|= HTTPO} 20| C}2 H2E=0| AREHLE =28 ZEZ 38 MQTT £
oS 2Malst= O ArEE LT Z<0| w2k MQTT 5*' HEoR JjHEl ZEJ 38 =& ASY
Cf. O2{gt 329 jAM2 ALPNS ALESiN H*S&ftﬂoﬂﬁ 58Es EFE ZEOAM MQITE OHE2|A
Ol Z2EEE AMNEEXE AEs= AYLLC

MQTT E2}0|HE

F{HLt BL|Ch.Status(&EH): MQTT 220/ EQ| HHXf MEIE HA|TL

Connect(¥Z): MQTT 20|
o] E L [P FAE UHGAA L Protocol(ZEEE): A2 T2E
gy

CLEHEHSAE: MQTT AHZQ|
25 MYYLCLEE: mE
» 18832 MQTT over TCP(T
+ 88832 SSLE B3t MQTTQ| .
. 802 ® 238 E8 MQITY J[EZL|C}
o 4432 9—" A7 HOF2 ETF MQTTS| 7|27f LT}
ALPN protocoI(ALPN ZT2EE) MQTT EE27 Z22X7F X&3 ALPN Z2EE 0|28 ¢&s
SSLE &t MQTT 5‘4 E! A7 EOF% %6_} MQTTQ| 2 M ElL| stername(A|-9-I|- 0|E): =
[=; —

£3 MQTT)2| 7|2ZteLct.
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l:rChent ID(2a}0|HE ID): 3Ef0|01§ D
g If MHZE & E L CClean session(&
7:! I:ll 0171 HX-" A| AI-EH 7(-IE7|. AI-X-“EI ||:|-
Er TP “EAIE AHESHA| Hor{H HEE
7} 255HFO| E Q1 URLQIL|CE. HTTPS ui)qé
interval(ZtZd & X|): Scl0|HET} 71 TCP/IP A|7
MBS 2R = AS '—IErTlmeout(AI” xn): 40| A=k
5 HEFAL MQTT 2210|E Bio| AHA o ALK ' LWT O A| T 2201 MQTT &+
B1O| AAl =M ALEELLCE Reconnect automatlcally(xfE Heid): o offx| : S20|HAET}
Aso 2 CHA| HAZAGOF St=X| R E X EeL|CLHAIX] HAAA0| HFE [EH HAIXIE EEX| o5
£ X|dgL|Ct.Send message(H| Al X| "1--) HAIXE EL2H A8 HH-SHN R .Use default(7lﬂ” A
8): AAol 7|2 AIXIE %'EJ.OPE#']' DY 2. Topic(FH): 7|2 HAXC] FHE =gt Ct.Payload(H|
O|2E): 7|2 HA[X|e &S ¢ L|CtRetain(FX]): o| Topic(FH[)0 A S2t0|HE HEE FXISt
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IEf HTTPS proxy(HTTPS ZTEA|): XC§ 20|
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