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O3C MH| A0 HAZAE xf RX|ELLCH ZXQ MOl HEO TFX| Q= 42 0] FME AL LIC
« ofLR: 03C MH|AE H|ZdatetL|Ct
Proxy settings (ZEA| d%). oot 42 TEA dF2 YHSI0 TEA| MHO| HASLICLSAE: IF
Al Mol FAE UHGLICLEE: AMA0| MEE= ZE HSE AUHSGYAQ2Q & IjAQE: EHR
ot B ZEA MHO| Ciot AL8XL O|F 3 WAQYES Q2 ofL|ChAuthentication method(Q15 ).
« 7|2 O] Y2 HTTPO| CHo 7HY 2ehdo| Foje 215 MAYLICH L=otE|X| 42 AMEX} O
sS4 HAY/YEE Mz ©E5H7| [ 20| Digest(CIO|M|AE) 2 ECE QHHSHA| Gr&L|Ch
« CIO|F|AE: O] &H2 Ttet HERIE S L2otE HAYEE HESH/| 20| o HMetL|
« A& Ol FUE A8SHH X kl= Yo met FX|7F 95 WS MEY = YL M=
?l= CHO|HI2E &, 7|12 9 =M= 2Lt
27X AF 7|(0AK): £F7XF 21F 7|5 7IM 22 Get key(7] 7tH 27|)& S gLt o[Hd2 TA|
7b oL ZEAIG0] AHUO HAE R0 JtseL
SNMP
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# QIE{H 0|2

[

SNMP: AtE3% SNMP HE S MEHSHL|CL
« vl 89 v2c

=

- Write community(227] S L|E|). X|¥&|= 2= SNMP Zixof Cf
Of A= HRLIE| 0|52 AUHSLCHS 7| HE AH H Q). 7|

- Activate traps(E®Y Z/ds}): ERETE SHM3I5{H HUMA| QL. FHX|
Qv O|HE = B #HA0| CHst
M SNMP vl 2 v2co] CHOE ERS Y = AS
£ 18 E80| XEO2 HYLLL SNMP 3B AF83}
O|ME ol EMS 48 = AUSLICH

- Trap address(EfY FA): 22| MHO| IP TA E= SAE

- Trap community(E& HJLIE|): ZX|7} 22| A|2H0| EF
HRUES YagLt.

- Traps(E®):

- Read community(8{7] HFLIE|): X|dE= 2= SNMP Ko Lo} 87| & =eto]
A= HRLIE O[5 dHeLICt 7| =gt2 SIHYULICH

SNMP v3 22| o=z

- Cold start(EE BEl): X7} A|ZE I EF HAIXE BHL|C}

- = = °
- Warm start(& AEE). SNMP ¥ g BAg I E £ HyLct
- Link up(3 @) 237 L0 goz HEE 2 E £ =L
- Authentication failed(21Z AlLjj): 915 A7t AIjsiH E E 2iL|C
H|
SNMP vl @ v2c EZS 7{H ZE Axis H/C|2 MB E0 AFMBH LfR S
AXIS OS Portal> SNMPE A ZX38M Q.
« v3: SNMP v3= 33} 9l HOF OS2 F|Zdb= HCh OFMBE B{A QI L|C} SNMP v3
UB It HTTPSE Eo ML D2 HTTPSE EM3tst= 740 E& L CH ESH ABHO|
AL K] A2 SNMP vl 8l v2c ERO| dMASIE AS BX|eLCE SNMP v3E
SNMP v3 Z2| ofZ2|#ojdg E3) EHMS ST = YSL|CL
- Password for the account “initial”’("X7|" AH2| TjA L E):
SNMP TjAQEE QBHL|Ct HTTPSE ASISHX| YL I
TSR QS LITL SNMP V3 IjAQ S5 BB HNs
ot B¥st= Ao EE5U L AJES HYSHH HAYE
FUC AYEE CHA| 285 HE X E ST 72 €82
Hot
e

M= HEYIAYMS FXE 2Fst= O AHEELICE O] &X&=
« Client/server certificates(22}0|AHE/AMH QS A|)
S20|UE/MH AS M= &KX IDE ASStH XA A
o = UASLLCH XA MY ABME HotE 22 E A
DX A 5= UELICH

o_HO

o= T
« CA Q9I5A
CA ASME MB350 Mo ASME ASHLL OE =
HEAIO AZE B2 2F M2 IDE HSYLLH &
S M7t ASL Lt
ANYes 842 Chant 25U
- 95M HAl: PEM, .CER .PFX
« ROl 7| HAlL PKCS#1 9 PKCS#12
T2 A

_|_

Add certificate(@1Z M F7}) . ©l

« More(e] 7)) ¢ RS MY 37 TEg BA

44
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o QUE{H 0| A

« Secure keystore(HQt 7| K& A): 72 7|E CtMSHAH X ZASt2{H Secure element(HQF @A) I
L Trusted Platform Module 2.02 MEHSHL|C. MEHSH HOF 7| KMEAO CHSH XFMBH &S &
2 ¥ help.axis.com/en-us/axis-os#cryptographic-supports EZSIAMA| L.
+ Key type(7| 88): 2SN E ESolH EECOR SE0AM 7|2 Lzt dn2[F0|Lt Cf
2 =3 HugES ’.‘JE—.% L ct
o0 X*= oiole CH20| ZgE Lo
. Certlflcate information(QS A FH): AKX = QASAo £MHE FLLCt
» Delete certificate(ol"kl AFH|): QIS ME AX|SIAM A 2.
+ Create certificate signing request(Q/SA AH @& MAM): C|X|E ID AISME MHEI| Q8 S
g 7120 EY QSM MY ¥ ddgL
Secure keystore(sl?_i 7] MEA) O
« Secure element(29F 2 4)(CC EAL6+): EOt 7| K& A0 E?_P QAE AIRSIa{H MEistL|Ct
o Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 g 2): 29t 7| HZ&EAQH TPM 2.0
= At8%te{H MEfStL
HEYI M2 Mo Y S
IEEE 802.1xIEEE 802.1x= QM U M Y EQI AX|O HOt 0128 HIZse ZE 7|4 HEQI 209 X
O E @It IEEE &= QI L|Ct. IEEE 802.1x= EAP(Extensible Authentication Protoco)& 7|&S9 2 ofL|LCtIEEE
802.1XE2 H3 &= HELIO °"*1|*0FE1'1' HESZ X7t AHHoZE ASE0{of gLt 252 25
MHOAN Sz, YEI™ o 2 RADIUS A H(0]: FreeRADIUS 3! Microsoft Internet Authentlcatlon Server) ¢!
L|CtIEEE 802.1AE MACsecIEEE 802.1AE MACsec2 0O|LC|0f °”A1|ﬁ S8 D2EZES Q3 HYZAH Oo|H 7|
9l 9l SANS Ho|s= IEEEQ] MAC(D|C|O| M A HEE) =of E-’.-_‘-%' L|CHQIZ M CA ._oM 8lo] 74
SHH MH 213M 24 AAE H2HEole| 0 FXs AZE HE Ao P71I°*0I XA A15S AlEgLCh
ASME A8 I Axis 7+31 Al 7|17] A 215 MH = EAP-TLS(EH 7Is 915 ZEEF - 7.‘_*% AL Heoh)
£ ME35t0] CIX|Y QEME XHZEHeZ S| CHE X7t °|"A1% S0 E3kl= HEYIO| AMae
= U= 5t MBE S20|UE ASME ZX|0| AX|S{OF gtL|Ct Authentication method(Q15 ).
Ol=0| AMEE|= EAP SE S MEHTHL|Ct.Client ertificate(EElE}OlmE ?_Iokl): IEEE 802.1xE Al2% Z2}0|
AE QISME MEIGLCL 25 MH = QSME ALE5I0 Z2I0|AEQ| IDE ZQIgtL|CHCA AFN:
CA QISME MEHSIY Q15 MH Q| IDE =QItL|Ct QISME MEASHX| o™ HX|s= HAE HEYI
O 2tAI0| Xt AE5= Al=gL|CLEAP ldentlty(EAP ID): EEP [OE QIS Mt AZE ALEXL IDE &
2 5l4 A| 2.EAPOL version(EAPOL HH): 4 E A QX0 AFEE|= EAPOL HHE S MEHSHL|ClUse
IEEE 802.1x(IEEE 802.1x A}&): IEEE 802.1x J*E —2—% Al ™ MEHSHL|CLOI= it o 2 [EEE 802.1x
PEAP-MSCHAPV2E Al23t= 4202t O]|st M™ME 0|8 = /JUSL|CH
« DjARE: ST ALEX IDO| IHAQIES ‘.’:!E—*.E.*LIEF.
+ Peap version(Peap H{H): HE YT ALX|0|N AEE|= Peap HH S MEIGHL|CY
« Label(2}l): 22}0|YE EAP U532 ARSI H 12 MEISID, 22}0|HE PEAP U552 AR S
M 25 MERSIL|CL Peap HW 12 A8Ste 22 HEYI AQX|[7t ALSt= 2t S MElSL|CH
IEEE 802.1ae MACsec(®M X CAK/AIM 3| 7))E 15 WHO=E ALESt= ZR0|2 o|2st HEZ 0|&
g = UAEULCH
o 7| UX| AA A F| 0|F: HA A O|E(CKN)Z LHtLICH 2 ~ 64XI(2E 2 Jt5) 16
Zl4=0§ Of E”— Ct. CKN2 14 2Eo|M =522 F4810f 510, {30 MACsec2 24 %}st
HEH Aol AE E0AM LX|s{OF LIt
o 7| X AA A 7. oF BAH F|(CAKNE UYHGL|CE 32Xt = 64Xt 16%I=0{0F TtL
C}. CAKE G Bai0|i 2502 A0} 810, A 20| MACsecS &43tstai® A0 o
Z B0olM YX|s{oF BfL|Ct
2AE oY 37 ¥x|
Blocking(XtTh F): FAE O 342 ACsie{M AYAR. X8 1Y 342 Ald M5 S 210!
YE L A3} 7|5 FHYLCLAT 7|12h 208 O 342 Aohe AZHX)S AL CEAHE
ZZ: 250 AZET| ’Fioﬂ Si8Ee =Y 25 A0 HFE YHAULCH O[X| =& X =F 2
FoM 58 A0 =8 48 = UASLULCH

I
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# QIE{H 0|2

[

- W, EE S F PTZ AlE ANA =P
© dgo %= HRoe oS I ZotE L|ICh.Update account(H’d RIHIO|E): AH £/
Ct.Delete account(71lJH AH): AEE AHFELICH root A2 ARE = glELCH

m|o
&
ina]
%
i

SEE

LTES

Allow anonymous viewing(2/® H7| &) A™MC=E ZIQISIK| YNE FRLF BHAXIE ZHX|0| HAMA

g £ A E ML CtAllow anonymous PTZ operating(2EO| PTZ 29 3 8) : QHO| ALE
Xt7} ofof x| of EH sf M, 2HE 8l 52 & = ULE St HLCh
SSH A8

o= T = T
+ Restrict root access(root WA A X|3H): root UM A LSt 7|5 Hststai™ AHL|Ct
. Enable SSH(SSH ZrA3}): SSH MH|AZ AP23}2{ 3 ZL|C}.
Account(A|d): 1Rt A 0|52 YU erL|Cl.New password(AH AQYE) AE
HARAE = 1~64XF Z0|0jOF BtL|Ct. EAt, <At £ 5H, €82 7|5 & ¢ =
E 32~126)7t THARIEOf AME™ 5= USL|LCH Repeat password(Ij A9 E HtE): FAsH A E Ot

+ Add SSH account(SSH Z|™ Z7}): Aj SSH ARMS =7}st2{® ZalstLct.

Al QEstAlR A 488 YL CHEM). © H0 X= 0R0l= Ch20| Z3HE L ChUpdate
SSH account(SSH Z|® SIH[0|E) A& £AMS M|} Delete SSH account(SSH A& AMH|): #&
= MANYLICE root AF2 AHE + SSHCH

7

_—

N BAE

_|_

Add virtual host(7}4 SAE 7). M 7tA SAEE FI6i8{H 2oL CLEMEEE 0] 714 SAE
E M85t MENSILICEMB O|F: MH{Q| O|F 2 Y= StLICE =Xt 0-9, At A-Z 8 SIO|E(-)TH AtEE
LICLEE: MHIt AZE ZEE AHYLICLType(RE): ALY Q15 RS MEGLCE 7|2, CHO|HAE,
RE ID SO|AM MEHBILICE  ©  d"0o| X OF0= CHS0| ZoHE Lt

« Update(HIO|E). 7t& 2 AEE YOO EQL|CH
« MH: Tty AEZ AR SO

Hlgd3h MBIt HZ2date A& Lo
OpenID 7
2 A

OpenlDE A8t 200g = gle 2% OpenlDE TSt 200g If AFESH CHO|HAE

= 7R X2 3H2 A8
Client ID(Z2}0| 2 E ID): OpenlD At2X} O|ES U =THL|CH.Outgoing Proxy('dl ZEA|): TEA| AHE
ALESt2{H OpenlD GAZS ot TEA| FAE U TIL|CLAdmin claim(22]| X} 9.’51) 22| X Aol S
2 2 et L|Ct.Provider URL(SE Xt URL): API AEZOQIE Q15S 2ot & Z3E YHLICL https)/linsert
URL]/.WeII—known/openid—conflguratlon 3 A10|0{OF ElOperator c am(-?- A 2H): X dEo| US A
Bt L|C}.Require claim(28 L) EZ0 A0 O} sl= HO|HE YUHTL|CHViewer claim(TE X @ M) 2H&
X} G120 3S Q2A3ILICtRemote user(EZ ASXD): % Aroxre Agists 3t2 QSBLCL O] B
of # OIEIHIO|A0] Hi) ALBAIE HAISE o SE8LIckScopes(@Sl) £ Aot & 2 9l fdiH
He |°.:II_| Ct.Client secret(aE}o|°1E H|2): OpenlD IjAQE A= Save(X-le') OpenID /2 M&oleiH 2&
gtL|Ct.Enable OpenID(OpenID &/d3}): oA HAZ B0 SZXF URLOIM &K 2152 &85t2{H FHLCH

0f

r=
lul

M
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o QUE{H 0| A

- Username(At2X} 0|&): ZQI5I2{H ALEAL O|EE YUEHSIMAIR.

- E|AQE: 2Ioldte{M mMAQEE Q

- Proxy(ZFA|): HTTP MH0| AHZSL7| 9
783% 7;‘—| 0IE40I-|_||:|»

M https://192.168.254.10/cgi-bin/notify.cgi ¢! L| C}.

o OlZA S MEHStL|Ct
- Username(AF2X} 0|2): 2101812{ 3 AFRX} 0|28 QABIAAIQ.
- mAQIE: 2a0lg T HAYEE YHFHAIS.

¥EE D YEHPLC

- HES3 A2EZX|
NAS(Network-Attached Storage)?t Z2 HEQI AEZ|X|E F76t0] Ot g HEHSt= 4
A8 = UFLLCH o2 MKV(Matroska) I @Alo2 XMFE L L

- BSAE: HEQZA AEZKXQ IP FALI SAE O|E2 YHBHL|LC

- Share(38) TAEQM 37 0|E2 YHLICL

- Folder(80): m¥Ys M&EE C

- Username(AlX} 0|8). 219!
A

- ll!-I*°J'= EQI5e{ ™ Ij
. SFTP

X7} System > Network > IPv4 an
K™ 0 Y=X| SHOISHAAIL.
- XE: SFTP MHJI At%t= ZE Bio 5 et} J[24t2 22 LT
- Folder(EH): mYe Xze ClHEE| Q|
O ZIHSHA| o™, M Y=g I F HAIX|ZF HA|EL|CH
- Username(A}RI} 0|E) E20I5t8H Al O|ES UHSIAAIL.
- MAQJE: 2005t B HASICS YAGAAL.

gLIch SFTP 22tojoi= L RSA, DSA ECDSA ! ED25519 SAE 7| Q&09| SSH-2
251= SFTP A[HZ X|QBHL|C). BAF A| RSAJ} MBS &= 8'e0|0{ ECDSA, ED25519

BHL|CH Axis AHX|= MD5 2! SHA-256 3iA| 7|2 2= X|2&HK|OF MD5&CF 22

SO Chsh XHMISH LIRS AXS OS ZES MISIAAIR.
- SSH 3AE 37| 7| SE(SHA256). A2

QA OF BFLICE Axis & X|= MD5 % SHA-256 S{{A| 7| € 25 X|SIX|2F MD5ECH

t“Oﬂ Cigt AtMISE LH82 AXIS OS ZEZ HISHHAR.

- Use temporary file name(QA| ot 0|E AlR): Rz o=z MM
aAs ﬂgco}ﬂfﬂl MEHSHL|CE Y2E 2=z 5tH ot O|DO| d|
HUEETL SCHEl 242, £&4F ool Siﬁl—llif. JgjLt o ™35 A

e SIP or VMS(SIP EE= VMS) :
SIP: SIP X3t2 Za{® Metg Lot
VMS: VMS ®3E ZAa{®™ MEisHL|C}.
- From SIP account(%“.k_lx} SIP A|H): SEE20|A MEHTHL|LC}.
- To SIP address(**l X} SIP -.-_+_) SIP =AE Qs C}
- Test(HAE) &3t 480 &S5t=X HAESZHH 22
. O
- Send email to(O|H|Y MZ& C
o] 7| Y=stdd 252 oY
- Send email from(O|H{|Q ZAl): HLj= AHQ

49

- SSH Z2AE Z7) 7] RYMD5): 214 SAE S 7|(324t2| 16T+ ZAE) X2 &
=
=

24
24
S HOFS O[3l SHA-2562 AFR Sl 70| Z&LICH Axis HK|2 SFTP AHE LAsis ot

URL: HTTPS AH{0j| CHSt HERI "*S’-f Rx*o Melgd A3 EES YHYUCLL oE =

- Validate server certificate(MH QI=A| &Ql): O] AXIE MEHNSIO HTTPS MHZ} AM

- Proxy(ZEA[): HTTPS MEO| HZSLY| 2o ZFA| MHE Satol0F ot= B2 st

SAE: MHO|IP FaL SAE O|F d% %Iaé.”-llif =AE O|F2 Y™t 8% DNS
[=]

=]
d2E QUEHSIMA Q. CIHEZ|7} SFTP A HO0f| O]

At

al
x

DSAZ} 1 S|Z W2LICE SFTP ME{O|M AIR3tE SHIZ MD5 SAE 7|2 9l2isfof

=]

ot2 2|38 SHA-256& Afﬁ'—of'— A0 £ELLICE Axis X2 SFTP A\HE 7M=&

AH TAE ZI| 7|(43K}2| Base6d Q1AL EX}H)9|
X288 YHetL|Ct. SFTP E2I0|AEE 'RSA, DSA, ECDSA % ED25519 SAE 7| 89|
SSH-22 A23t= SFTP MHE X|QBHL|CH BAF A] RSAZ} MSE|= Hh0|0 ECDSA,
ED25519 S DSA7} 1 E|E mhEL|Ct. SFTP MHO|AM Al3%t= 2HIE MD5 SAE 7|2

A

o

———
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# QIE{H 0|2

[

- Username(AlX} 0| E):
2otk = 22 0 EE% H| % E'—IEL

o mlo
>
0o
Of
2
(7]
<
—
v}
>
=S
10
He
rE
fot
i
o
J.."i

- iE 0 65535 2ol Zk
o 587OI[_||:|.

- Encryptlon(°*29_}) oSS E Af Stg{™, SSL IE= TLSE MEHSIAMA|.

x

gLk 712t

. TCP

K HE O Y=X| SolstAA L.
- Port(ZE): MH HM20| AEE]

rr
Hel
(m
rE
fot
i

o

i

9,1’
-
il

Test(E|2E): 23S HAES2EH S oL

2 AMHO| AEX 0|52 YHYLICE Ol MHOUAM 2SS

com

- mAQE: O A1H1°| A5 LT olH Y MHOAN 2SS QFSHA| &
= 4% o] 2EEE H[Q s L}

- Email server (SMTP)(0|IJ||°I MB(SMTP)): 0| & =0{ smtp.gmail.com, smtp.mail.yahoo.
of 22 SMTP MH O|E& YLt

- Validate server certificate(MH QIS A 2Ql): AUSTIE AIESt= AR AKX o IDE =Qls}
EE MERGEL|CE Of °|"A1" CA( °._% 71200 M KA MYSEALE Lae = &L T
- POP authentication(POP Q1Z): POP AMH O|E S UG H HMAI2(0: pop.gmail.com).
H|
AR oY SEAt= Of4E O|H Y O FALSE HERE FASHHM ALZXIZL 20| 2
HE o2 AL BE= A2 Nosty| @i 2ot EHE AtEgLCh olH Y MaYgHel &
ot FHME =Q15t0] oMY AHO| F7|IZLE o4 O|HYES sX= YOl YEF StHA .

BAE: MHol P Bl BAE 0|82 AW, SLE OES A F2, DNS
A H 7} System > Network > IPv4 and IPV6(A|AH > HELA > IPv4 5! IPv6) Ofzf 0

° o
22{H 22 gtL|Ct.Copy eC|p|ent(-¢-+_l Xl' EE

recipient( IX|- 517|) OE =MX MR HEE r

A2 AR 22sH Q. EAPQ I ME =AMXE HZAS 3 Q& L|ChDelete recipient(Z: III- Ab
H): F=AE %-TLE'EE AHSteE S

UH

=& EZ[HE MBS0 ES =328 Eg|AHY = JUSFLICHL OE E0 =5 E2[HE HE &4 & +4
St &2 NS ATE = USFLICH

MQTT

MQTT(Message Queuing Telemetry Transport)= AIE QU (oS st EF HAIN Z2EZQL|CH G
Stel IoT ESHE o ALY 22 AE FZZH(small code footprint)dt XA HEQA (HEZ0ZE 1A
A E AAGHY| ol CrYot Ao AFEELICH Axis X ~AZEQ|0{o] MQTT 22I0|HEE Fof A
OlM HdE GOl S OfHEE Ay 2| AZEQO{(VMS)7t OFHl A|ARI0)| ZHHSHA S8te = UASLICH
7|7IE MQTT EEPOI"*EE Ayt MQTT SH2 EEfOI"*ES’-f BE7ete F AHEIE 7|22 oy
Ct. 2E0|HEE= HAIXIE EUWd &S Ct BE27{s S20[HE 7to| HiA[X] 2t E S HIEE

|l L|
L|CHAXIS OS Portalo| A MQTTO| CH3H RFA| | topE £ 9J& LT},

ALPN

ALPNZ2 Z2t0|HE S MH 7t A9l AHENO|I ':+71I01IM OfEE|AHO|M Z2EEESS MEE = YA
St TLS/SSL SHEFQILICH O|= HTTPS} 20| C}2 ZEE=0| AREHLE =28t EE =38 MQTT £
S 2 Matst= o AFEELULCH Z20 ek MQTT E*' HMEoR JfHE ZEJ g8 =& AZY
Cf. a2t d2o| JAM2 ALPNS ALESiN H*S&PE”OHH 5 8El= EFE ZEOM MQTTE OfEZ|A
Ol —EEEE MEB8YUXE ZHst= AYLICH
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MQTT E2j0|HE

Connect(@d): MQTT ZEI0|HEE AL} T L|CLStatus(MER): MQTT S2t0|AEQ| HA MEHE HAITL
CLEHRHSAE: MQTT MHO| SAE 0|2 L IP TAE QAL Q. Protocol(TREE): AIRS Z2E
2 MHTLULLEE: ZE HS E L}

. 18832 MQTT over TCP(TCPE E3 MQTT)S| 7|27+l L|C}.

+ 88832 SSLE E3 MQTTSO 7|27+ L|LC}.

802 ¥l AZS ot MQTTS| 7|2t YL|C
o 4432 $-J| A7 HOIES ESI M 7|27t
ALPN protocol(ALPN Z2eZ) MQIT 527 Zox7F B2 ALPN Z2E2 0f
SSLE £t MQTT & &l A3l HEotS E3t MQTTO1|'3._P X 2 ElL|C}.Username(AL X}
ME{ O] UM AT -rIOH Af9°* ALEAL O|EE2 ?:!E*E.“—IEF H*°4': AHEXL Ol 229 llHi J
C}.Client ID(Z2}0|1E ID): S2t0|HE IDE YHSIMA|R. SEtO|YUE MHX= 20| 0f
g I MHEZE 7‘*"5' L|CtClean session(221 A[M): 912 % AZA 7 Al SAS 7(1|01E.“—|'1f A e
448 A4 HX1| A| ~Ef "HEZF AKX E LI CHHTTP proxy(HTTP EEA|): Z[CH Z 0|7} 255HI0|E QI URL,:,I
Ch. HTTP ZEA|E AIESIHA| Yo HEE HIY = UAELICLHTTPS proxy(HTTPS =& A[). Z([C§ ZO|
7F 255HIO|E QI URLRYL|CE. HTTPS mEA|E AIESIX| Yo{H HWCEE H|Q = 5= UEL|CHKeep alive
interval(ZtZd §X|): S2I0|HET}L 721 TCP/IP A|ZF ZHE 7|CHE ZQ Q0] MHE O Ol AtEE = Q=
ANEE ZXE = ASL ChTimeout(A|ZH X=1}): HZ0| AEE|E AlZE ZHA(EZ)Y¥ Lt 7|22k 60’“*I
g5 FA: MQTT S20|AE §o] AZ MAIX| S LWT GA[X[2| =X 0f CHSt 7|2 Zfat MQTT R
ROl AAl =HO|M AFEE L|CH.Reconnect automatically(XIS2 2 MHAZA). AZH SiK = +0|°1€7r
S22 CHA| HZAG|OF St=X 01—‘?'—% XI@C’“—IEF Ilillklxl dAAZ0l dEE W HAIXIE ELE“XI o2
£ X|deL|Ct.Send message(HA|X] ME): HA|X|E 2L H A2 HAHSIM 2.Use default(7| 27 At
) AtAol 7|2 HAIXE YHStHH Jl*'AIQ TOPIC(-’F-HI) 712 |31|/\|7<|°| FHE gL CtPayload(H|
O|2E): 7|2 OAIX|el W8S T L|CtRetain(FX|): O] Topic(FH|)0|A E2l0|HE HEYE FX|}
2 MERSHL|CEQoS: I{Zl S0 Cist QoS AE=S HATLCLOIX| 2 A HA|X|OHX|2 FALWDS
AfROP SEO|HET ER 10” ClZE M X4 St g [
Al
o

=
—|
|_o

59-|>

Pl
I'

ﬂJ

_J

1 O O

Moz AZA0| HOXH(HEAO| HOojF 7| WEY =+ ) B
2 Zzto|dE Ij1I/\I7<I% EEE“%* 2 AELCL O LWT HAIX|= 28t HAIX|Qt S8t YAloln 5L
ot Of| 7 I—I.:.E Sl 2t E E L|CHSend message(H|A|X| ME): HAIX|E ELH2{H ALE %’S&MIRUse
default(7] 23t AFR): X[AIO| 7|2 jA|X| S °'346+E1“| JltIAIE Topic(FH|): 7|2 O |25t

L|Ct.Payload(H|O|2E): 7|2 HA|X|Q| L&
| 58

EfE FAISte{ ™ MEfetL|Ct.Qos: T2l SE0 03t Qos 7= %

MQTT ual

712 FH HEAM A8 MQTT client(MQTT S2t0] 1) S0|M SX| =4 HEMNA|_F2 7=
AME AHEote{H EE#Z LICL.ZFH o] F =g MQTT XM =AS dF5t= F=HE
ChEH Hg2molx =g MQTT X0 ONVIF =X W JAHO|AE ZeidteH MEiSL|CLY™ HE

gk MQTT HO|ZE0| ZX|ol 2 HSE Zotsia{H MEdsHL|CT Add condition(Z=#H F7}): =HE
Fotste ELE'°”—|':fR tain(RX]): O{™ MQTT HA|X|7} ERE MEE[=X| HolgL|ct

>
s

. Property(34) Al X 75 GAIXIB HEE JHz BT
. Al(RE) ME| EH JbS ol NejS SN & g8 HAKE 2F 2EE A2 wUc
QoS: MQIT 2riof Chof st e MestLct

MQTT 75

crlptlon filter(+ 5 =

—I_ Add subscription(t5 F7}): M MQTT =52 F7I5t8{H Z &/t L|Ct.Sub
| 2 HEA AI): 715 L

E). 1 E35t2{= MQTT FHE Q&5 A 2.Use device topic prefix(ZHX
£ MQTT FH 0| EFALZ F7t2L| Ct.Subscription type(-'rL od):

- Stateless(E| 5 B7b5) MOTT BAXIS JE| =5 2ots oAx= dasielst deguict
. Stateful(ME £ J15) MQTT HAX|Z ZACZ Heisia{0l MeksL|Ch moj2Ci A

= ArgELL
QoS: MQIT T-=0f Chsf ste 2fwe Meqstu|ct
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# QIE{H 0|2

[

~NE

HE{3 A2EZX|

Ignore(RA]): HERA AEZ|XE ZA|IStHH ZLICHAdd network storage(H|EQ|a AEE|X| F7}): =3}
£ MEY = A= HEYTI 37FE F7t6tz{H ST L L
o Address(FA) TAE MHO|IP A L= SAE 0|22 DL CH L™ O 2 NAS(Network
Attached Storage)YL|Ct. D™ IP FTA(SH IP FTAE BHAE £ A2 O Z DHCP X Q)E At
28 TAEE FHSIHLL DNSE AtE3tE 40| £&LCH Windows SMB/CIFS 0|&2
XM | X| &L L.
* Network share(J|EQ|3 &]). 2AE MBI 37 X2 O|§2 YHLICL 2 KXo 21H
st E07F leB2 o2 Axis ¥X|7F St HESYT SRFE AIEY = AUGLICH
« User(AL&ZX}): MH{O| 21010 ERst A2, ALEX 0|2 YHTLICE EF =0 MB0 21
stz M THONAIS A 0|2 UHBIMAIR.
o IjAQIE: MHO| 200 Q3 42 IAQEE YHSHAR.
« SMB version(SMB H{ZF): NASO| A& SMB AEZ|X| T2EZE HAES MENSHL|C}I. Auto(XIS)
£ MESH A= Eot W SMB & SILHE YWASt2{ 0 A|=2L|CE 3.02, 3.0, EE= 21 &%
HAEE X5HK| E= O|™ NASO| AHZAGIE ™ 10 E= 202 MEHISIAA| 2. Axis & X2 SMB X|
ol tisf o/ 7/olM XEMS| ZOotE = UASLICH
+ Add share without testing(H|2E gl0|] 3§ F7I): 9Z HAE F0| LE7/} 4HE Z20 = U
ER3 3RE F7/Iste{™ MEHSILICE O|E =0, MH 0| IfAQETF ER5HX|T O|E YA
RAT| ME2O 2F7} Ll = A&
HES3 AESX| HAH: HER/AT 30 Cist A2 O E i, HQIY oA X MAHste{™ S2gLCt
Ol stH HERZR =50 tist 2 H-0| MAHELCHUnbind(HFQIY 8iH[): HESRI SFE HL
SiMsty a2 BodH SETL L
Bind(HIQIG): HERQZ SFE HQIYstn AASIHEH S L|CLUnmount(OI2E 8iH[): HESI s/E
Or2E NStz ™ SeletL )
Mount(OI2E): HEQZ S8 E Ot Ese{H Z &L CHWrite protect(227] ®X|): HEQI 5850 A
718 BHStD 5250 MAEX REF StzfH HLCL M7 BX HERQR 3]s =oig = S
Cf.Retention time(EE A|Zh): =3} 22 7|7t Q& =39 & ot E& OO|H A& #HEHE 4 FE
£ MEgLLCHL WESRT AEEX|7} 745 AHH MEiSt 7|70 X[Lt7| Mo O|™ =37t A ELCH £
+ Test connection(@Z EHIAE): HEQIT 3]0 ot AAS HAESLCH
« Format(Z%): 0|E S0 2= LO|HE WEH X|Q0F 5t= 42 HERZ 3|E =L CL
CIFS&= A& Jbsot I A" S MALCH
Use tool(= ¢ AtE): S&elstof MEISH =15 2 M3tatL| o)
2HE AEDX]|
59 MY
oy &4 3 24E =3t . A7t A¥eD A= S0= SD 7I1EE £2|5HX| Oy A[L. SD
7tEE NASH7| ©o| OFREE s SHu Al 2.
Unmount(Ot2 E SjjH|): 2250 SD FIEE QHMSIAH X 7SI A| 2. Write protect(227] HX|): SD FIE0f
M7|7b SRS D =8h20] MAGE HE Dot O M2 FLTH M| WX|E SD JtEL EHY 4
&L CtAutoformat(XtS EWM): MZ &S SD FIEE A5 2 ZTUSIHE F{MA|2. O A|AHS
ext4Z2 EOiSIL|ClIgnore(fA]): SD 7IE0| =3 S SX|Ste{H A A|Q2. SD FZIEE R A|SIH FtE 7t
ASS A7t O Oy QIASHK] ZgtL|Ct o] M2 2| Xtoh AMEE 4= UEL|CtRetention time(EE A|
Zh: eE =3te| Y2 MG AL HOH N fd8E Eot7| 2l 52E 2ate 7(7tS MEigL|Ct
SD 7tE7L 7t XtH EE 7|2t0] X|Lp7| Mo Qe2fE =s2E2 MM CLES
o Check(Z9l): SD 7IE @7 E ZQIGIAA Q.
« Repair(573). Ot AAHO S7 F7 dAMSLCH
« Format(Z®%): SD 7IEE ZO5I0 mtY A|ABS HASD BE HO|HE X|FLICE SD 7tE&=
extd ItY A|AROCZOF EOigH o= QUEL|CH Windows®O| A IR A|ARIO| WA ASI2HH EFAF
ext4 EEIO|H = OjE2|AHO|M0| EHQTHL| L}
o Encrypt(2s3l): O] =1 E A0 SD 7tEE ZOHSIL L3IE 235t A2, O
St SD ZtEO| A& E EE OOo[H7F A ELCt SD 7tE0 MESE B MEE H o
He Yzatg Lo
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o QUE{H 0| A

SD 7tEof] M&E == GOo|H7t AXELCH SD 7LE0] M&Ed= ofH ME2 HOo|HE &
2ot X| gL L
« Change password(Ij AL E HA): S 1=
Use tool(E+ AtE): 2250 MESH = E 2/datetL|Ct

Wear trigger(Ot2 E2|#H):. NS EZ| A5}
0~200%/L|C}. &F HE AF3IX|

Eot o g =30 7tZte AS LIEFALICH
=&LCH OF EZAHE 80~90% AIO|2 A%
SD FtEJt MW HO = OrEE[7] Mo Mo uxg & ASLICH 02 E2[HE AL8stH O|HEES 4
Yot ohm 470l A ol TR LS ¥ 4

o
el
rir
Pl
ie)
O
>
-
n
ie)
opy
)

>
o
o

Mrx
J

tream profile(AE™ Z 20ty FI}): 2=
1=

m
e-=
EI’Q."(A
2>

mm
I pu

=
e
T
o =
ﬁﬂlg
2%
~ oz
™o
>.
Hr ==
N lDﬂl
— ot
0]

fjo
rT
ox
Tuot

% QgL 0|8 mantelol o
Video codec(H|C|@ 3AHl). T 20}

2AEZ LO/A] 35 5SS HSHY
0514 Al 2.Compression(2=): 0]

2
rot rot
s
(oL St
rlo

A
&
ogt
Ia
mjo
i

YAl 2 Zipstream © O 230 tiet 2¥2 2E5 H0/A 35 dmS HASHY

>
to
o
o
[=4
3.
N
(1]

k=
Of

for storage(2E2|X|& %X 3}) : O] 40| Chet 4Y2 AEZ Lfo/A) 35 35S EASHYA
2 .Dynamic FPS(S X FPS) © 0] MM LS MY AEZ Io/x 352 FZEBHA A2 Dynamic
GOP(S X GOP) © O] MM CHSt MHL AEZ Bo/X 352 AR SHA Al L. Mirror(0]2) ]

—

35 2282 &15t4 A 2.GOP length(GOP Z0]) @ ;0] M™o CHst
Xt N 85FAA| 2 Bitrate control(H|E 20| E H|0{): O] 40| CHe MHES 4

154 A| 2 Include overlays(2H o] Z&h) @ X

Eg mjojx 35455 ge o] RS HH
SLCE 2HY 0| F7tst=s HYof| et XM W&2 24/2/0/ 5o/x 36 &¢=& 52 Include
audio(2C|2 E3) @ 0 O] 270 oot 2F2 ~EF 5jo/x 35 d=5 HASIHHAIL.

ONVIF

ONVIF A%

LS}, S, HAEE O HEATL YEYD HILIR
# OlE{TI0|X E=QLICE ONVIFE Sof N2 C}2 o
! £ & AL

fm
> %

of A&A AE Ol
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o QUE{H 0| A

_|_

£ o HAY $ A& )
- Operator(S®X): C}22 AQls 2E MHO| AN2Y + UL
- ZE System(A|A®) M7
TSt
e . o
- Media account(D|C|0f #|H): H[C|Q AE0|TH AHAS & ASLICH
A
=

.

© ¥ %= owol= B30 ZtE LIChUpdate account(AI’d AUC|OIE): A £9S
Ct.Delete account(H|%d AH|): #EES AMELCEH root AE2 AME &= A&5ULCH

Add accounts(A|%d F=71): Al ONVIF A™H2 F7tst2{H oL CHAccount(A|): 133 AH 0|&
oj 2 3

2 YHYL|CLNew password(M] THAE): AFHO| IfAQEE YHLICH AYEE= 1~64XF Z0[0{0
ghLch 2A =X 58, €2 7|z § QM 7tsst ASCI EXHEE 32~126)TF THA =0 AHEF == QU
& L|Ct.Repeat password(Tj A E HEE): ZASH T|AQEZE CHA| Q2384 Al 2. Role(HE:

+ Administrator(Z2|X}): ZE HF0| ™5 HMATLICH AE[XH= CHE ATES =71 YOOl

ONVIF D0jCjo| =2 m}¢

ONVIF OjCjof Z2ntele njrjof AE2 M2 HFste o A8 4 9t 74 NUOZ 0|20 Y&LC
Apagtel #4 MEZ M Z20t 2 dMsA L HE 4-E s A FdE Z20YE A8 = JUSLICL
—I_ Add media profile(O|C|0] = 2u}l 7}): A} ONVIF O|C|0] T 2OtYS F7tstH S
Ct.Profile name(Z2n}Y 0|E): O|C|0] Z2m2o| 0|2 S F7}IL|ClVideo source(H|C|2 AA): T
dof %= HCR AAE MEIGHL| T}
+ Select configuration(7/d M) S E0|M ALEX X7 LS MESLICL EFOR S5 74
2 HE| 7 H7] 9 % 7t MES =aot Xl HIO|R X0 STt
Video encoder(H|C|2 QIALG): 40| &= HC|Q QAT YAZ MEAGL|CE
. Select configuration(7-4 M=) 220N ALBX X8 2AHS Mejsin olay Myg xHHL
o} CEChe 820 DHS H{LO ARG FHo| AMR/OS S HLICE ABA 0~15
£ MEISI0] XpAITHe| S MESHAHLL, §F QAZY HA 0| Cis AFY HolE dFE2 A8
Ste{® 7|2 ALEAL & SHLHE MEfSEL T
H|
ore 42 9 oC|e AR PHS MEes SHS HoHH AN LIS BHEHUAIL.
Audio source(2CLC|2 AA) @ RN e QO YH AAS MEASHL|CE
+ Select configuration(7td M) SE0|M ALEA X|H F42 MESID QL 4FE ZFEL
Ch EECE 352 42 ¥XQ 22 40| siFtLCt. FX0of StLte| 2|2 YHO| e
42 userOYL|CE FX[Of of2f 7He| @C|2 UHO| Aes B FF0 =7t AEXAI EA|ELCHL
Audio encoder(2LC|2 dTAL) C g0l St 2L QRY HAS MENGHLICE
+ Select configuration(7/d MEY): S E0|M ALEAL X|F FHS MES D @O QA dEE &
gLt EECR 559 F1d2 QL d3H F4o AER/0lE gag gLt
Audio decoder(2C|2 C|ZA ) @ 7o S L) ClRY YAZ MEigrL| O}
+ Select configuration(7/d MEH): ZZ20|M ALEAL X7 FLES MBSt S ZFEYLICL EF
tte 820 B42 orje 749 4Ex/0E 92e BT
Audio output(2L|2 E3) DT S QLR =3 YAZ MEiSL|C
. Select configuration(74 M&): 2=20|A A[Xf AN 14ES ME{StD MHe XHBLCL £8
Che 220 242 orjo 7ol Asx/0E 42 Fiith
Metadata(H|E}CI| O] Ef): -0 =3ter MELHO|EE MEdGHL|CH
- Select configuration(7-4] M) 220[A AL8AF X|H 742 Metsia BletolE SHS £ H
gLt EELR 289 #42 202 HEHOIE F4o| AHX/0lE dgS Lt
PTZ . PAJ0| Bre PTZ M2 MeEBLTt
. Select configuration(74 M=) SE0M ALSK X[ 2AHS Mefsin pIz MHS ZHELICH
EEOR2 559 #+42 PTZE X|Jst= HX|Q| HIC|2 x{Eof sfTatL|ct
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i Trigger delay(E2|7{ X|H)
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18 X7
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=
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https://www.axis.com/support/device-software
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