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2. X0 = o|&e ¥ AAT U= B2 Source(22)0 A SHIE AAE MEIGHHA R,
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C lo

XM HTTPSE Ar%owlﬂl HTTPS Q1B ME M XISl OF B L|Ct System > Security(Al A& > EOHZ O]
Sot0] QIBSAME M gstn MX st .

UM A 5 8): ALEXLIL HTTP, HTTPS = HTTP and HTTPS(HTTP X HTTPS) Z2E =
= 5| gx MEBLILE

HTTPSE Sdll Y= otEl @ HOX|E E= E% 53| HOIXE M5 28 W 450 MotE = AFLICH

HTTP port(HTTP ZE): A% HTTP ZE S QT L HMX|= ZLE 80 FE = 1024-65535 HRlol 2 & &
EE 5 88LL} ﬂramz 2015 42 1-1023 Heol mEE YT == JYFL|CH O] o ZEE
AtE5HH

024-65535 H[o| B E &

HTTPS port(HTTPS ZE): At8Y HTTPS ZES LA L|CH FA|= ZE 443 L= 1
ESSEYLICH M2 2005 2 1-1023 Hel2l ZEE YT +& UAGLICH O] Mo ZEE
AHEBHE B 17h EA|E L

Certificate(Q1 ZAl): & X|0] HTTPSE &M 3}st2{H AT A E MEHSIMA| 2.

HEHI dM Z2EZ

Bonjour®: WEQI0M Ats AME 585t ™ 0| 8 S HLICL
Bonjour name(Bonjour 0| §): W E

UPnP®: HESII0M Ats AME 585t H
UPnP name(UPnP 0| &): I EQ(IA 0| EAY 0|52 2L LCE 7|2 0|52 TX| 0|1 MAC =AY L|CH

WS-Discovery(WS-ZM): HEQI0A XI5 HAM2 5{85te{H Ol M2 ALICH

One-Click Cloud Connection

One-click cloud connection(O3C)3F O3C MH|AE= 0= ¢
Sl ANAE HSTLCEH O| A‘It'l*oil CH 3 ZpA S
EYONS

KO MLt 2fo|E A =3} &= HIC| 20| &1 otX sk QI
H& 2 axis.com/end-to- end solutions/hosted- serwces§ &

27
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g Qe H o] A
Allow 03C(03C 5| £):
+ One-click(28]): 7|2 Y YULICL 2NE{LIS Sl O3C AMH| 20 AZBI2H FK| 2| Mol HES
2 FELCL MO HES FE = 24A|2E O|L{O]| O3C MH|A0| HX| S SE3HOF Lt O
X o™ HX[7F03C MH|A0M AZA shMELCH ZXAE SSEH Always(S )7t g3tz
K7L 03C MH| 20 HZE X /X ELC
+ Always(24h): ZX[7t QIHUlS S3lf O3C MH| A0 Cist HAS XEKHOZ A LRLLCHL HXE S5
St O3C MH| 20| AZAE X FX|ELCH X2 MO HEO| THA| fie= B2 0| SHS AHEELIC
+ No(OtL| 8): O3C MH|AE H| g datetL Tt .
Proxy settings(ZEA| A7) ot 4@ ZEA 2H 2 2350 ZEA| Mo AZAS LTt
Host(SAE) ZTEA| AHO| Z=AZ QlaistL|r}
Port(ZE). AN A0 AHBE[= ZE HSE LHGMUAIL
Login(21¢l) X Password( 2 E): 2Rt A2 ZEA M 0f CHot AHEXL O|F X THAQEES YL T
Authentication method(2! S )
+ Basic(7|2): O] &'#2 HTTPO| CH3l 7t =2t 0| F Ot 215 M A Y LICH A=ote|X| 2 AHEXL
O|ENt HAYEE MHZ HMS58L7| If- 20| Digest(CIO|HAE) & #H =Lt QM SHX| Y& LICt
- Digest(CIO|H|2E): O] Y2 SY HEJAI S Sl Y=otel YAYEES TS| W20 ©f ¢
gL o
+ Auto(XIE): O] M S ALESIH X| A= WHO| w2 X7t o5 S-S MEde = &L *
M =2 = Digest(CIO|HAE) B Basic(7| &) &8 = L|Ct
Owner authentication key (OAK)(2 R%} 21 F 7|(0AK)): 2R At 215 7|E 7t 22{H Get key(?| 7t 27)E
SESHYA|2. 0| A2 A7t LatHo|Lt ZEA[QIO] QIEUlo] AZE A0 7S L
SNMP

i

SNMP(Simple Network Management Protocol)E O|&3510] LIEQ3 FX|E Ao = 2a|g = Y& LT}

SNMP: A28 SNMP H{ ™2 MEiSHL|Ct

« v1 and v2c(vl ¥ v2¢):
- Read communit¥(';'=_’-l7| HELIED: X 5= 25 SNMP 2K 0f CHS 47| M2 AHSHO| e 7
FLIE| O|E2 L=HTLICt 7| 24f2 public(37H) & LI Ct.
- Write community(227] HR{LIE[): X[ AL 25 SNMP 2K[0f CHsl &1 7| EE& M7
SHLCHQI 7| M8 A H Q). 7|22t write(227]) A L|Ct
E

1]

U= AwLIE| 0|

[=] H g .

- Activate traps(E™ &/d2}) EYE NS 2o}t H H YA A= EYS AHESHY
80t O|HE = MEf HAO CHot HAIX|E 22| A|A-O| EEL{Ch 3 QI I o] A0
M SNMP v1 3 v2col| Cist EEZ MY = ASLICE SNMP V3R E HASI7LE SNMPE
N EMO| X522 JHZLICE SNMP v3E AF&5t= 4% SNMP v3 22| of ZE2|AH 0| M2
S ERS A48 = AS L

- Trap address(E® F24): 22| MHO| IP FTA EE TAE 0|E2 YEHSIMAL.

- Trap community(E HFJL E[): ZX|7} 22| A[AHO E HAIXE 22 I AL

Ml

7R LIEIE &=Lt
- Traps(E™):
- Cold start(BE £8). ZX|7} A ZE [If E HAIXE E”LICE
- Warm start(g2 5 &) SNMP 88 HAS [ EX ES
- Linkup(33 €): 37 CH20|A RO HEE 42 EY HAIXE EHL|CH
= - Authentication failed(21 5 A Ij|): 215 A|=7t MIisH EH HAIX|E E-L|CH
S|

for
0x
ot
oo
-
_l"l_
Pl
=
rot
=
o
rlo

SNMP vl S v2c EZ 7{H ZE Axis H|C|2 MIB E-O
AXIS OS Portal> SNMPE EZ8tM .

« v3: SNMP v3= &= 3t 8l
AQETFHTTPSE Sl |
ALK A2 SNMP vl H v
SNMP v3 2| 0
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o QlEmol &

AO_IEE oladol-|_||:|- HTTPS% %gg‘gf
S LT SNMP v3 Tf A Q| E = of HEF Aot
O Z5LCt A9 =S dF5HH

7

=
Al Bt E IXE B

[ i |
FX] %*I'_E EHﬁ% ce 7.‘1%'% # %XIF_* FaPSEION

=

M S 9l HTTPS T FA2E FQ 0B Mt
HAS Beo o Oy EACIX BoLich HARSE &

HL
re

re
ol¥
R

ASM = HERINM HXIE 21Sst= O AAEELILL o EX=

-

+ Client/server certificates(Z 2} 0| 21 E/kll:l-i QU= M)

M
Rl
m 0
ot
ru

PIatform Module 2. OE MEfSHL| T M

_._ -/ T
st %*_T'_EI’.:.‘Q dEfghL o

g0 &= H7ol=s th30l 2 EL L

+ Certificate information(2 A HE): X[ & 2AS MO £
« Delete certificate(Q S A At AFR H):
« Create certificate signing reques (

7|20 2 QIBM MB ES M
Hot 7| MEA @

« HOF QA(CCEAL6+): HOt 7| A0 2Ot @AF ALESHH
« Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 2| 2):
St H MESHL T

— "1 -d

o E EARLYLCH
{™ Secure eIement(EL°* i) EEt Trusted
) HOb 7| M40 Cigh XpMeH LIS 2
help.axis. com/en us/axis-os#cryptographic-support= OIEOH;! A2,

* Key type(?| #3). ASME E=25H EFLE SF0A 7|2 Y=ot Z0

—

E20|UE/MH AZ M= HX[2 IDE ABoIH AtM MBS = A2 CAQIS 7|2HoM LFE 5= A
SLICE AHA MY QIS A= KiSHE Eéé NSotH CA Yg QABME 7| MK AFEY = JASLCH
« CAQYUSAM
CA QIS ME AHESI0] mOf QAFME QB TLICt OE S0, X7t IEEE 802.1XE EZ &&= HERA
o] HA= B 2F MO IDE BB LICE TXol= o] 4o AFH HX| =l CA AT M7 A& L L
g = gda2 o8t 25Ut
o QAZ A HA: PEM, .CER, .PFX
« JH0 7| "HAl pKCS#1 U PKCS#12
38 At
HAE SH SO Al 7| 2402 MEHSIH R E QAS M7+ ALK ElL|Ct AP AX|El CA 9IS M7t Tt
Al M X|E L C,

1n2|E0[Lt CHE

IEEE 802.1x
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Lo HAAE 2K

Use filter(2 E| AI8): ZX[0 AT 5= QY
FA: ZK[Of ofe ™ 20| S EE[AHLE A

A2 Xt H9| Signed Firmware Q15 A

Accounts(Ald)
Accounts(A| &)
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o QlEmol &

+ Add account(A™E FE7h: M AEE F7tstz{™ S2/EtL|Ct X i 100702 A™¥ S F7te = JELICH
Account(A|I™E): 113t AY 0|52 LHEL|C}
New password(M {2 9{E): A 7Ho| I AAES LHBLICE IAAE= 1~64XF ZO|O{OF BHLICH 2X}, SR}
FEH LR J|T 5 QM Jt5S ASCI 2AHTE 32~126)FH THAQE0f| AFR2E 4= UG LICH
Repeat password(H{ A9 E BH5). LS WAQEE CHA| LHE L}
Privileges(H &):
« Administrator(B2|X}): Z & 2F0| 2™ BMATLICH HE|Xt= CHE AZS F7+ Lol
E gl x-||7-|'6|- 2 OIA|_||:|.
. Operator(-.-_- oxl') ChS2 Helst 2E 2F0f AMAE = ASLLCH
- = System(AI AE{I) pS| X—i.
) oH EYY
. Vlewer(-rr°1) Ct2of chet &2 Aol Y&LCh
- HCQ AEZO AMAS B HEL|CH
- S3E AIFSD LHEHL|CH
- M EE QL F PTZ ALEXA HMA 7|5,
[ ]
¢ Mzl wE oRoE Cheo| ZeE Lt
Update account(A|%d AHHIOIE): AE £d& HEULLICL
Delete account(A’8 4HH|): A ™S AX T LICE root AIE2 AFHE 4= i&LICH
Anonymous access(2E M 2)
Allow anonymous viewing(2d 27| 5] 8): AH2Z ZIQISIX| YnE FHLL HO{2 HX| 0 AT
= A= E 2™t
Allow anonymous PTZ operating(2 82| PTZ & 5 &): 2 F 2| A& X7} O[O X|of CHsh ™, EE 8l 5=
St Ol C 2 Bl H HAAQ.
SSH accounts(SSH Al )
T Add SSH account(SSH AR 71 A SSH A E7st2im 2L
« Restrict root access(root HM A HBH: root N AT HLSH 7|52 Hotste{ ™ ZLCH
« Enable SSH(SSH =M 3}): SSH ME|AE Arﬂoram 4 I-I ct.
Account(AI®): T93F AN o| =S ofa{stL|C}.
New password (M ”H—-?- E) AZo AAEES LHBLCE HAAE = 1~64AF ZO|O{OF SFL|CE 2Xf, =AL,
TEE LR 7|5 5 M 75T ASCI BAHEE 32~126)2 THA 0 AME S &= UGLICE
Repeat password(I{ A9 E HH8). S At INAQYES ChA| Y ErL|Ct
Comment(d ). A3 YT LICHSM).
.
* %0 %e 0o 5ol= CH20| ZEE LI
Update SSH account(SSH A8 YHIO|E). AH 88 HETLICH
Delete SSH account(SSH A8 AtH|): A ™2 A LICH root A™E2 AT = A& LICE

OpenlID Configuration(OpenID %)

31




{

[

.
O:

| O] 20

|E| T

o
[

=

x| @
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FLICE. https://[insert

=
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245
=

as g
Lict. of

FLCt.
=

s
=
4 5t

ol
=

t2{™ OpenID
_?_
&

o

o
HOolHE

2
S

At
0] 0f of

[

=

=

] Al
S

-
O

R0 ChAl =22

[=13

2 At

Client ID(22}0| Y E ID): OpenID A& X} O
Outgoing Proxy(H 4 ZEA|): TEA| MH

Admin claim(Z2| X} 2H): 22| Xt g&o

Provider URL(3 & X} URL): API I EZQIE QOIF =2
URL]/.well-known/openid-configuration

Operator claim(2YXt 2H): YA+ g&o
Require claim(2X" E Q). EZ0| U0 5}

Viewer claim(Z&x}

oI E{ T 0| &
Scopes(

mar

4 X

—

o
O

Client secret(Z 20| A E H|Y): OpenlD THA Y E &
Enable OpenID(OpenID &/43}):

Save(X%&): OpenlD

=
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<l

ujd

L]

= HEZ M 7+

gLt 550

=g 389

—
[

of tish E2| A

I
=

21 1o A
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FL Ct.
7
(i

=

E

t

7

o
=
e

)(\:I’l)\-l'é'

na
=
[

L|Ct. O]

(

n
|

3

Add a condition(Z=Z F7}):

%|CH 2567H 2| @
Add a rule(8 F7}): €2

+

Name(0| &):

+

Invert this condition(0] =

Use this conditio
FX|etCHE oo YL|ct o

Conditio
2 =0
O/ E 7

o1 e
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2 9IE{m 0] &

L

Action(¥ M) SE 0| A =

Recipients(3= 21 XI)

O E O Chah =X A 22|t DS EHES X & 28 + ASLILE S50 740 tist d=2ef =
Hed MEo 8 2 U7 AL

Sl

Z| o 20702 +=AUAE g & USLICH

+

Add a recipient(= Xt F£7}). =AMXE FItste{™ 2 2gHL C}
Name(0| &): =4IXt9| O|E2 = TtL|LCt,

Type(F8): SS0|A MEH:

. FTP

- Host(ZAE): {HO| |p FALI ZAE 0|F2 YHTLICH AE 0|52 Y= E2,
DNS A H 7} System > Network > IPv4 and IPv6(A| 28 > HIEL|3 > IPv4 U IPv6) Of2f
of XI'ZE[of A=K &St 2.

- Port(ZE): FTP MH{ 7t AtESI= ZE HSE AL 7|22k 2 21 L Lt

- Folder(E0). S MY CIHEZQ Z2E YHSIMA|R, CIHEZ|7} FTP A0 0|0 &
MotR| gto™ mU2 Y2 ES I 27 HA|X|7F EA|E LICH

- Username(Al8X} 0| 8). 2E0QI5I2{M ALEX} 0|52 YEHSIMAIR

- Password(W|AQE). 20152 H I|AQEE AHSIMUAL.

- Use temporary file name(YA| It O| & ALE8). XI5 2 ME AA IY O| S 2 MU S
U2 CSte{™ MESL|CH AEEE 226t H LY 0| 50| Yot= O|EC 2 HHEL|CH P§EE
7t SEHE A 4= oHUo| QELICEH Lt XS] LA U2 F S = ASLICH O|FA
St RStE= 0|52 7t2l & o0l SHHEX| & = /JASL|CH

- Use passive FTP(=S FTP AI8): M A X Ol MA=0|AM XN E2 Thed| CHA FTP A{B{Of OJO|Ef &
42 EE XS LICH EX|7F A Mu{of CHet FTP A O R GO HZE2 2 F MIXNo=2
A|ZESL|CEH Ol LB O 2 FX|QF A FTP AMH ALO|Of &3tE 0| Qe ZL20| 2L Tt

« HTTP

- URL HTTP MH O CHot HERR A4 ™2 Mgt ATEHEE YHSLICH O|E EH
http://192.168.254.10/cgi-bin/notify.cgi & L| C}.

- Username(A2X} 0| &) 20152 H AL X 0|2 YHSIMAIL

- Password(W|AQE). 20152 H I|AEE LHSIMUAIL.

- Proxy(EEA|): HTTP MH 0] HZSI7| 2 ZEA| MHE S0t6lj0F St= 2% 2% HE
£ 7110 gL,

URL: HTTPS ME{0] CHot HIESQIS FA0 QFE Me|g 23 EEE YL L
https://192.168.254.10/cgi-bin/notify.cgi & LI C}.
- Validate server certificate(AH QS A &Ql): 0| AXE MEHSIO] H
SME MdEfS LT
- Username(At€X} 0| F): 2701512 H ALEX} 0| 52 YHSIH AR,
- Password(I| 29 E) ZQsl2{H A QJEE
- Proxy(ESA]): HTTPS MH 0| HASH7| sl =
YEE ALD et
+ Network storage(HIE$|3 A E2|X])
NAS(Network-Attached Storage)2t 22 HERXI AEE[X|E F715610 I Y2 HYSt= FLXE A
8¢ 4 AL CH T2 MKV(Matroska) T WA O =2 X FE L|CH

1l

| )
- Username(A2X} 0| &) 2QI5t2{H ALEX 0| E2 YHSIMA L.
Password(I{ A E). 2012 H IHAQEE YAHSIMUAIL.
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2 9IE{m 0] &

L

Host(E2E). HO| IP FALL SAE 0|28 YHTLCH SAE 0|22 Yl 42,
DNS A H 7} System > Network > IPv4 and IPv6(Al A% > HEL|3 > IPv4 U IPv6) OF2f
of XI™E O YEX SQASIMUAIL.

Port(ZE): SFTP M7} At8StE ZE BT E A=BtL|Ct 7| 27r2 22 L|Ct
Folder(EL): Tt 2 MY CIHEZ|Q 25 YHSIMA|L. CIMEZ| T SFTP A{H{0f 0|0O|
EXSIA| o™ mAZ AZET W @ F HA|X[7F BA|E L|CE

Username(AH2 X} 0| &) 20152 H AFEX
Password(I{ A QI E): 2101512 H IjAQE
SSH $AE 27 7| 8" (MD5): 92 SAE & | =
otL|C}. SFTP 22t0|¢ E = RSA, DSA, ECDSA % ED25519 SAE 7| §3 9

St= SFTP MH E K|l BFL|CE &t Al RSAZI M B | = B 0|0 ECDSA, ED25519 % DSA

o
o
168
1
Ot

>
Rl
to

—_—— =}
Axis ZX[= MD5 3 SHA-256 SliA| 7| & 25 X|&SHX| 2 MD5ECE Z ot HotZ ¢
SHA-256E At&3tE= 20| £&LICE Axis & X[ = SFTP b
ot LI 2 AXIS OS ZES O 2.
SSH S2E Z7 7| R (SHA256): A SAE FIl| 7|(43XI2| Base64 Q12
S YATIL|CE SFTP 20| ¢ E = RSA, DSA, ECDSA Bl ED25519 S A E 7|
AtE3HE SFTP MHE X[ &I2L| Tt S A A] RSAZ} MBS E[&= B 0| ECDS
DSAZt 1 % & WELCtH SFTP MHO|A AFESHE 2HIE MD5 2AE 7|8 29
Cf. Axis ZX[&= MD5 % SHA-256 S A| 7|& 25 X| S| 2 MD5ECH 2435 2 OHS 2|5
SHA-2565 At83t= Z{0| E&LICH Axis X2 SFTP MHE 7 HSI= g0 C

- Use temporary file name( A 2 B YA DY O|EC R mYUS
U2 LCota{™ MEiSL|CH A2 EE &M Lt 0| 50| Yot= O|E2 2 HHELCHL PEE
7t SEHEl 2R, 4= Oho| YELICH Lt OS] LA LAS B2 5= USLICEH O|ZA
SIH AStE= O|E2 7HEl 2 & IbYO| SHEX| & == ASFLICH

+ SIP or VMS(SIP EE= VMS) :
SIP: SIP M3 E Ze{ M MEigL| Tt
VMS: VMS T 3tE Zde{™ MEtgtL|Ct

- From SIP account('Z M Xl SIP A ™). SZ 0 A MEHSFL|C}

- To SIP address(= 2%t SIP F&): SIP FAE 4HBtL|Ct

- Test(HI2E): &5t 40| 25=X| H|AESt2{™ 2 2gtL|C}.

. oY

- Send email to(O|HIY H& CH4h): O|H LS MES O|H Y FAE LHTLICH FAE o2 7)
Yl 2 HE O|H Y FAE FLESIMAIL.

- Send email from(O|H| ¥ LAl ELi= MHO O|H Y FAE AL Y

- Username(AF8XL 0| B). 0| Y ME{ 2| ALEXL 0|2 YHELICL o0 Y MHO|N 2ES
TOHK| Y= 2% 0l EEE H|Y SLCH

- Password(MA9E): HY MO IfAEE AU=TIL|CL O|H Y MEON TS 2FSHK|
%= 42 0l EEE HY sULCL

- Email server (SMTP)(O|H & M (SMTP)): 0| £ =0 smtp.gmail.com, smtp.mail.yahoo.com 1
&2 SMTP AMH 0|52 2L HTLLCT

- Port(£E): 0-65535 H|9| 2t2 AMESI0 SMTP MH Q| ZE M E AHTL|CH 7|2k
2 587 LICt.

- Encryption(2232}): Y235 AI8SIE{H, SSL = TISE MEHSIHYA| 2.

- Validate server certificate(AH QS A 20l): AS I E AI2SI= AR X Q| IDE &QI5t:
£ MEgtLCh O] RIE M= CARIS 7| 2holl M REX| M HSEALE halst 4= QlE LIt

— POP authentication(POP 215): POP AMH O[22 st M HMA2(0: pop.gmail.com).
A
LE O|H Y SSAtE o= OO Yot 0o FASH HEfE =ASIHAM AMEXIIF 80| 2 HE
oS HAL H= A2 MTsh7| fs) 20 ZHEHE AFERLICH O|H Y M-S XS 2ot HHS
2HQI5t0f | Y AH'HO| 7| ALt o & o] Y2 X = Yol YEE SHHAL.
« TCP

n

Host(Z22E): MH Q| IP FALI ZAE 0|52 YHYLICH 2AE 0|2 YHst= 87,
DNS MH 7} System > Network > IPv4 an
of XIF™E|o A=K SQISHUAI2,

Port(ZE): Mt HN A0 AHEE= ZE H & YHLCL

0

o
3
<
>
[>L
oz
A\
=
m
do
]
A"
<
A
#
3
<
o
o
)

Test(HI2E): 282 H2AESIHE SHIUAL.
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SC2t0|ELt H2 e}
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ot MQTT2| 7|22t L|Ct
MQTTO| 7|27t L|LC},
MQTTS| 7|22t & LIC},

7
=

HTTPR}

—

EEE) M

i

gLt ol
SgLCh 20 M2t MQTT

A8 M ot oM 58 &
Connect(dZ): MQTT E2t0|HEE HAHLI &L|LCH

AXIS OS Porta/l | MQTTO|| CHal XtAlS] LotE & AELICE
Status(AEl): MQTT 220
Host(SAE): MQTT MBS SAE 0|2

ALPN2 S2I0|HE 3 AH
Broker(E 2 #)

=
Protocol(

MQTT client(MQTT 2&I0|AHE)

ALPN
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o QlEmol &

o 4432 ¥l A3 Botg E% MQTTS| 7|24 Lt
ALPN Z2EE: MQTT E27 S2At7t §| &8t ALPN Z2EE 0|52 L™ TL|LCt O|&= SSL2

Password(T{ A9 E): AtEX} O| S| IHAYEE L HTHLILC

Client ID(22}0|HE ID): 22I0|E IDE LHSMA|L. SEI0|YHE A HEX
o M2 MSE L L

ey

Clean session(Z 2! M|4): A& 8l A2 K Ale| %S MO{gLICh HEstH AZ 5 AZ
B §E27F A M E Ut
A {X|: S2HO|AETL 2L TCP/IP AlZH ZTHE 7ICHE 2 80| MHE H ol¢ Ar8d &+ §f

A 4= AL

Timeout(AZh Z3}): HZO| JRE|= Al ZhH (=) Y LIE 7|22k 60

2
| g2 HE AL MQTT client(MQTT 20| U E) &
MQTT publlcatlon(MQTT 2d) Bl AA =HofM

[AIR] S LWT HIA| X 2] 2= K| of

lo
nre
N
=2

2E XEg o

Connect message(H A| X] & &)

AZo| HEE W HA|X|E ELX| O£ E X|FgLICt

Send message(HIAIX| &) HAIXE 2B ALE 275N .

Use default(7| 22t AFE): Atdl2] 7|2 HAIX| S YHHT DY L.
Topic(FH): 7|2 HAIX|S] FHE AL T

Payload(H|O|2E): 7|2 HA|X| 9 LHES LT T}

Retain(X|): O| Topic(FH)o| A = z2}0|
QoS: I 7l S 50| Lt QoS AlE5 S WL L.

Last Will and Testament message(0tX| 2} 91 A X])

rQ “‘
i
mjn
o)
Pal
el;
v
rg
r)—
Jm
s
>
>
to

OrX| 9 FALWT)E AFESHH SEf0|AET BE270| AZE I Xt S o) gols S
Cr. 22to[A =} Chof of= Ao M HEARo= 0| 13 Of K| H (30| BOIA7| [
Z27{7t CHE SEH0|HEO| HAIX S TEE = AS LT O] LWT HIAIX| = 28 HAIX|2t S
sYs 7 5e S5 2P LI

Send message(HIAIX| &) HAIXE 2T ALE 275N .
Use default(Z| 22t AFE): Atdl2] 7|2 TIAIX| & YHSHT OYA L.
Topic(FH): 7|2 HAIX|2] F=HE Y=L T

Payload(H| 0| 2E): 7|2 HA|X| Q| LH&S LHTL L}

Retain(RX|): O| Topic(FH)0o|A 20|
QoS: I 7l S &0 CiTt QoS AlE S WAL T

r_<2 u
[m
0%
m
mj
qo
Rl
ot
i
re
|'>
m
Ot
=
>
to

|0

£33t MQTT &

Username(AH8X} O] §): S2t0[AEO|M MEOf AN 27| S AHE S ALEA O 52 YEHELICH

= SCHO|HET Mufof FZ

A Al &

= AES d

chet 7| = gtat

Reconnect automatically(XtS 22 MHH). AZ oiX| = S20|HET} ApS 22 CHA| AZ G OF St =X| O

MQTT publication(MQTT & 3)
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2 9IE{m 0] &

=

712 FH FEFAL AL: MQTT client(MQTT S2t0[HE) B0 M &KX FH ZFALO Fol&l 7|2 FH HBF
ME AtESHe T eS| T

FH ol & =g THOAM =ds 20l FHE Zeste T dE L
FH dYamolA ZE: MQTT FH 0l ONVIF FH| Y LAT0|AE Zatstai MEiSL|Ct.

YA Hs = MQTT HO|2ZE0| FX[e LT HeE Zotote® MEghL(Cf

2= =

t Add condition(Z7 27l TS Xolsr® 2L
Retain(fX|): O MQTT HA|X|7t EQE ®&E =X FolgtL|Ct

« None(812): & & HA|X|7} H|RX| AE

. Property(-’—'.‘-%‘): SEf F=X Jts HAX]| A

o All(RE): AEf =X 7fo S MEE F=HE = Ql8
El

QoS: MQTT =2hsiof CH3| °Jo+L ol

o]

el EHZ EELICEH

EpEg

2 m
>
Ral

ﬂJE
njo
rx

r

MQTT subscriptions(MQTT T 5)

T Add subscription(75 £7h: M| MQTT 52 Z7ks1ae 22gLct
Subscription filter(T5 2 E): £ 535l2{= MQTT FHE YU AIL.
Use device topic prefix(ZX| &5 HFAL AL8): 715 EHE MQTT
Subscription type(* 5 #9):

+ Stateless(¥E =X E7ls ) MQTT A X E &

- Stateful(JEi F£H 715): MQTT HAIX| & x40

2 AL gL
QoS: MQTT T-=0i| Lo &5te 2| &S e L C

MQTT 22 0|

Pl
(LS
MQTT @LH 20| +=-XE F7t8t7| o MQTT E2H0| 2SI A 2.

+ Add overlay modifier(2H2]|0] =X} F71): M| @B 20| =HXE F7t5t2{H S8 Lt
Topic filter(FH 2E). 22 0|0 EA|St2{= HO|E 7t ZTHEl MQTT FHE F7tetL| L}

Data field(H[O|E{ EE): B A|X|7} JSON Z4{0[2t 1 7HF5t 0 22| 0|0f EA|S2= HA|X| T 0|2 =2
7|1& XIEgLCt.

Modifier($=8X}): @B 0|E Q+E 1 ZAD} 4

~

o =
o #XMPE AXSt= +FAHE FHOAM 22 2= HOIHE BA L L
« #XMDE A|%oteE =FAE HOlH EEO X|FE HOIHE HEAIRLICH

AEX|

Network storage(H EH 3 A E2|X|)

37
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o QlEmol &

Ignore(FAl): HEYI AEZ[XE FAISHHEH L L
Add network storage(M|E9{3 AEZ|X| F7): 538 MY = A= WERI SFE F7I6t2{H SelgL ot
o Address(F&) SAE MHO| P FA LT SAE O|EE QHTL|CH LEIN © 2 NAS(Network
Attached Storage) 2 LICH D™ IP FA(EH Ip FA= HAE 4= QOO0 Z DHCP H2)E AIRSIEE
SAEES 80t L DNSE AHE5tE A0| F5LILE Windows SMB/CIFS O| &2 X| & &| X| G5 LIt
« Network share(HIES|3 3 7). TAE MHO| 37 X2 0|2 EHetL|Ct Z KXol 033t
E07I A2EE oY Axis X7t 5L HEYT SFE AEE = JASLIL
+ User(AHZh: MHO| 20010 22t A2, AHEX O|§2 LHLICH £ =0 Mo 219
StE{H THONAFS A 0|2 YEHSMAIR
+ Password(I{ AR E). MHO| 21010] HQdt AR IHAYEE YAHSHUAL,
+ SMB version(SMB H{F): NASO| HZ%E SMB AEZ|X| Z2EEE HFH S MEITILIC} Auto(XHE)
£ MESIH ¥X|= 2o BT SMB & SHLHE @astain A|=2tLC} 3,02, 3.0, £= 2.1, &2 H
Mg K| SHX| = O|F NASO| HZASIEH M 10 E= 202 MEHSIM A2, Axis ZHX|2| SMB X[ €
o CHsll &/7/0l M RtM|S| LotE == AEL|CH N N
« Add share even if connection test fails(HZ HIAE7} AIsiC{ate 3G E FIISIMAIR): 94 ||
2E F0| LRV LA ZR0|E HESD SFE FIH5I2H MESIHAIR, O|E S0, MHOf IjA
UEI7L ZQTX|Tt O| & UK LUT| 20| L7 7 Llg &= S LIt
Remove network storage(M|E9{3 2 E2|X| HAH): HER I 370 Ciot HAS O E oA, HHQlE SiA| X
Motz ™ S2/2tLCH O|EA ot WERKA 3:0 tist =& AF0| M AHE Lo
Unbind(HIQIH 8liH]): HERXAT S/ E HIQIY si{Mstn AA2 #o{H Z2/atL|C}
Bind(HIQIE): HERZ SFE Hl Y5t HZst2{H S Tt
Unmount(Ot2 E 3iH|): LIE?3 S7E OH2E siMsta B S Tt
Mount(OI 2 E): HEYI 3FE OIREStZH &L Ch
Write protect(227| EX|): U EI S70| 27| SX|otL =52t=0] MAL X E=5 ot ® FLICE 27| &
A HEQI S/ =Z0E 5= &L L
Retention time(2 & A|Zh): =3t 28 7|7t Q2 &l 5310 & ot = HO|H & 2HHE 8 E+8 M
SHL|CH WEYI AER|X|7F 7S XHEH MEISH 7| 2H0] X|LH2| MO O] =3k7F ALK & LI Lt
Tools(= )
+ Test connection(AZ B|AE): Y ET S70| Lot AAS HAERLC N
« Format(Z9): 0| S0 &= H|O|HE WEH X|Q0F Stz d2, HERI SFE ZogL|CH
CIFSE At8 7tsot It A|AHE Z ML O
Use tool(Z= 7 AH8): 225t MEIGH =& 2 M 5tatL|Ct

Onboard storage(2&.E AE2|X])

T2 AL
Ol &4 8l &4 & =3t o[, X7} &
o |

= 51 A= A= SDIIEE &
ZtEE HMAsE7| Hof OF2 ES oMot Al

Unmount(Ot2 E 3 Hl): 2 =/5t0] SD 7t=& A5 M AHSHU Al L.

LICE M| BX|El SD 7tE= ZOigh o= QI& LTt
Autoformat(XtS =) |2 & QSHSD

Ignore(SAl): SD 0] =8 HES EX|3}2H HYA .,
S8l x| ZSILICt O] MAES BAIAITH ALRE 4 Q& LLF.
5

Retention time(EZE A|Zh): =3} 232 7|2t @2j O| & ot = [O|E XMZEut
gtL|Ct SD 7tE7t 7t5 XtEH MEiSE 7|1740| X|Lt7| MOofl Ol ™ =37t AFA|E L Lt

Tools(E= )

38

i)
ot

FX| O A2, SD

Write protect(227] &X|): SD 7}E0f| A7|7F SX| &1 =5t50] HAL= AS E=5t2{H 0| 8= B
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« Check(&Q): SD 7tE @R E =QISL|C} ext4 THY A|AEIO| MO S EL|C}

« Repair(3T): ext4 It A| A0 27 @ F 7t LM SL|CH VFAT It A|ABI0| HEE SD FIEES
Este{H SD FtEE ML AR EO| &Yt CHE, ClA3 S8 AL Ot

« Format(Z8H): 0| £ S0 It A|AHZ HHY|OF St AHLE ZE HIO|HE &3] X[I0F & A2, SD
CE ZOHBLICE vFATS extd= F 712 O| 8 4= Q&= T A|A"” S M QYLICEH ZEET) iR A Lt
A7 MY 20| SR A2 HO|E &AM2 28 = U E HRE = YA 2 ext4YLICH SR T
Al ext4 EBFO|H = Of 2|7 0] M2 Windows® o A Er%(') A 2B HAAsfjoF B 24 LIt

+ Encrypt(&=23}): 0| =
3hH= SD 7tE
E HolH= @
+ Decrypt(Z =2} 8l H|):
H)= SD 7tEO| MY El
EOOolHe d=3E A

« Change password(T{
Use tool(=7 AME): 285l

-1
i
Rl
o
OF

n [=]
0f SD 7}EE ZOHSt D A oE 255U A 2. Encrypt(P =
{E A M ELICE Encrypt(2=2hHE AHESHE SD 7HE0 XM H
=
t

02
for=
for A
Znjuoz
N
o Ho
rin H-|_?_|.|-||'|
2z
.-
op [0

orIE
oL

oo
o
Q
his
wn ot
O
>
pie)
in}e
g
=l

Io00°

F

kK

HO|H & A X

oo

x>
rot[n

Wear trigger(Ot2 E2|H): B M2 E2|AHSt2 &= SD 7IE OIE =F /2 4L Of2 =& #He=
0~200% AU L|Ct oF HE ALESHX| F2 M SD 7tEQ| OFR =F2 0% & LICt. 100% Ot &2 SD 7}E7t
O & =80 7}A4Ct= A S LIEFYHLICEH OFR 271 200%0| ZE3IH SD 7tE7F 253 & 0| &5 L Lt
o2 EE|HE 80~90% AtO|2 H™st= A0 EELICH O|HEA o™ =38 CHR2EESt SD L= & XY
Mo 2 OrRE[7] Mo Mujof] mAe = USLICH Ot2 EZ|HE ALESH O|HEE A5t Ot =&
Ol 8 740 =Hst™ 32 B2 5= AGLILCH

-

SIP(Session Initiation Protocol)= AM&XAt ZH2| CHSHA S41 MU0 ALEE LILH L8t S5 Muo =
3 O|¢|_| [:|.
A H .

0
1l
4>

SIP 243} SIP & A|&StD =4 = UL F st2{H 0| FH S MEASL|C
Allow incoming calls(Z 34 8| &): CtZ SIP
Call handling(Z X 2|)

+ Calling timeout(Z A7t £1}): O} = SE T}

« Incoming call duration(Z =4 7|Zh): =4 &

+ End calls after(0| £ & &) 22 X5 =

Hststx| o 2= Z 2 Infinite call duration(FH

Ports(®£ E)

ZLE B3 = 1024 ~ 655350{0F gfL|Ct,

HROM SOiRE 22 854 0 84S MEeL(Ch

N
M

0.
_I-O'_I-

rok bt 1o
=g

ofm

for > 1

+ SIP port(SIP ZE): SIP S4I0]| Ar8&[= HESRI ZEQLICH O] ZES St Mz
X ELCH 7|2 ZE Mo = 50604 L|CH Qo AR CHE ZE HS 2 AT
« TLS port(TLS ZE). 24 3}El SIP SA 0| AFE L= HESF = t. ol
S TLS(HS AT EChE AM8SH L= tE LICH 7|2 ZE Bz = 5061 ULCH Hast 42
€ XZE W E LTt
« RTP start port(RTP A| % ZE):
Ch 7|2 A[E ZE Ho =4
NAT traversal(NAT 1} 7|5)

oA

X7 ALY LAN) O UL S UERT RN X E AES = UAZF oIHAEH NATHERR T2 &
h &1t 7lss A

riot

L

o>t

NAT St 7|52 At8ot2{H 2t Ol M X| I3 OF LTt ot 2H2 Ef 7+ UPnP-E X[ R3HOF e LTt

A

NAT St Z2EZS /EH2Z AESHALL I ERD 2tZ0f Wet O E =Y ez ALY 5 ASLICH

=

39
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« ICE: ICE(Interactive Connectivity Establishment) T2 E 22 A3 H I|0f ZHK| Ztof Aetst EA
O| O|ROX| =& 7t 22X dE2E X7| #/YTLICL STUN X TURNES 838l ICE ZEE
UM 7Y 2 E2HQA HEE &2 = U= 7137t A E LI
« STUN: STUN(Session Traversal Utilities for NAT)2 K| Z0| NAT fE= st of Q=X &olstn 1
F2 MBE SEIPFL ZE HSE 71X E = UA 3F= S2A0UE-MH HEYI ZZEZY
LICt STUN MHB| =0 IP =) YL T
« TURN: TURN(Traversal Using Relays around NAT)2 NAT 2t H £ @t Fof A= X7 TCP
= UDPE Sl CHE TAENM S0{2= HO|HE MY = AL E S|F= Z2ESYLILH
TURN At =4 L 230 §2E HetL|Ct
erje % HCe
+ Audio codec priority(2LC|2 3H M =2|): SIP S0 Lo Blot= L) TS 7H ofLt 0] &2
Qrje AHYZ MEHetL|C M =2 =ME BEGSIHH B0 5L
o
E2 ¥ M =AX ZH0| Z2FE D2 MEISH AHO| &= 4K} Z &t AX|SHOF gLt
+ Audio direction(2L|2 $2): 5| §& 34 QLS HEHSILIC N
« H.264 packetization mode(H.264 T|Zls} B E): A2 IfjZlst =S MEiSHL|C
- Auto(XHE): (HEHE K= AHES IjZlst R EE ZAFeL|CH
- None(22): W3zt ZEJ YLK AUSLICE O] ZEE FTF 0 ZER M EL|CH
- 0 HQoHZE ZE,
- 1. B NALRR BE
 Video direction(H|C| 2 W3k): 5| = HIC|Q ZET|E MEiTHL|CH
Additional(E7})
+ UDP-to-TCP switching(UDP2} TCP 7t H2H): UDP(AHE A LIO|H I Z2EE )N TCP(HS |
Ol ZEEF)E VS ZEEES LANOE MaSt= 252 6| 85t2{H MEHSL|CH Matst
£ 0|8+ 200HIO|E O|Lf EE&= 1300BF0|E Z=2F MTU(EIC] M B9 280| e A ChEgl
£ SX|SH7| 2B A YL,
+ Allow via rewrite(CIA| 27|12 E3 3| 8): 2t REQ I IPFA AN ZH pFAE HLfH M
EHSHL| Cf
= = .
« Allow contact rewrite(Z2X] CtA| 27| 3| 8): 2t REQ B3 IPFA N ZH IPFAE ELg
H MEASHL| L}
+ Register with server every(& 4 MH0| §8). ZX|E 7|& SIP A0l it SIP MEH O S5 HIE
£ ¥
+ DTMF payload type(DTMF H|O|2E {¥): DTMF2| 7|2 H|0|ZE RS HP L LT
Accounts(A| ™)
D E A SIP AHO| SIP accounts(SIP A ™) Ofzfof LI ELICH SE= Aol 42 MAM0| A= §Ie=2
APEHE oF A OlﬁLlEl-
o = =2 T Mg .
. rul — AL
A™EO| SIP MHO| d3Xo2 SEE|AELICH
[ ] —— =
A" 2X7F AELICH QB0 MIfSALE, AE X4 SHO| BRI J}AALEL SIP MHOIM HZES &2
= 7 HEY = ASLICH
peer togeer(ﬁloi E oo, 7|2 dE) AES XHs2 2 WHE AZYLLH St O| Mo CHE ANY2 =S
HAYE VEUCE HED G2 0| AEE AAE = USLCE 2 AR SIP AE S X HSHA| 211 VAPIX®
API(OfE2|AO|H =22 QIHHO|A) 22 T 42 &a 7|2 Aol ArE& Lo
T Add account(I® 7hy: A SIP AHS AR SAYLCH
+ Active(Z2d3}): A™E Aot HEIGHL|CH
« Make default(ZI 2222 X|H): 0| ™2 7|2 A™LCE X7 gsta{™ MetgtL|Ct 7|2 A7Z0o| A
OF stH, 7|2 A™2 StLITt & = UASLICH
« Answer automatically(XtS2 2 &) =4 30| XS =2 SEote{H MEiSL|Ct
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« Prioritize IPv6 over IPv4(IPv6 over IPv. ol M =9
X’gste{™ MEdBL|CE Ol= IPv4 % IPve A BEO|A 2HolE|&= p2p AH0|Lt E0 2l O] E0f &
gt FELICE IPve A0 OfHE =02l 0] S 0] CHS M Tt IPve2| 24M =2 & X8 = JASLICH

« Name(0|5): 80| =3tz 0|52 YHTLICE O E S0, 0|51t o, I = X7t & =

UAELICt O|EO| ZHE[IJASL|LCE

User ID(AHE X} ID): X0 2EHE DR LHM E
Peer-to-peer(Z| 0f £ 1| 0f):
Registered(S S ). SIP A{H

= P o = = %ﬂ }-~

EQl: ArE 7tstt 42 371 =0Ql 0|52 YHTtLICH SHQ OlE2 L2 AYE &2 ¥ I SIP
FAO YR Z HA|EL|CH

« Password(T{ A9/ E): SIP MHOf Clisl Q1B st7] It SIP A HZE fAQEE et

« QZ ID: SIP MHO CHal 2l58t7| sl AH_El= 215 IDE YHTLICH 215 ID7t AFEX} IDC}
2242 035 DE YT Zart Q&L

« Caller-ID('Z A X} ID): Axis XA EL= S350 =LX0| A EA|Z & 0| L|C}

+ Registrar(SEXl): SEX2 Ip TAE YL CH

« Transport mode(H& BE). AHO|sIp M4 REE ME{BL|CHUPD, TCP EE & TLS).

« TLS version(only with transport mode TLS)(TLS H{ T (& 2 E TLSTH): AF2% TLS BT S MEHS!
LCt HE v1.2 & v1.30] 7}Z OF ML L Automatic(XFS)2 A|AHIOM HE2|& = A= 7HE

PtHTH ™S MEHSELICY,

+ Media encryption(only with transport mode TLS)(O|C[0f 2= 2h(TF& 2 E TLSEh): SIP S0 A O/C|0f
(2L 2 S 4o Lot Y=zt S MESHL|CH

« Certificate(only with transport mode TLS)(Q B A (& 2 E TLSEhH): QB E MEHBL|CE,

« Verify server certificate(only with transport mode TLS)(MH QIFAM & Q(ME ZE TLSTH): M
H IS ME & Qlste{ ™ MESHL O

+ Secondary SIP server(X. X SIP AH{): 7|2 SIP M0 S50| A1t 4
SE2 A& ot H ZLo}

« SIP secure(SIP E QF): SIPS(Secure Session Initiation Protocol)
$ ZEE AME%0 EjEE L=t L O}

+ Proxies(Z5A|)

i
>
o
Of
]
e Jo

MEiSHL|C} SIPS= TLS M

+ Proxy(Z&Al): ZEAE F7t5t2{H 2 grL|Ck
- Prioritize($ M =% X ). 7 7 O ZRAIE FII R0 ZEAQ @4 =22
=

XE5tH S
- Server address(AH F&): SIP ZEA
- Username(AtE X} : [l o)
Password(T{ AR E): oot AL SIP ZEA| MHO I|AQEE Tt

View area(E2 7| ). 214 210 AHES 27| A S MEASLICE None(Bl&)2 M H

oF 4% ’IE HI[71 A

- Resolution(s] & x): 3t
g2 ELCH

- Frame rate(Z2| Q] 20| E). & S| =2 = =5 MEiSLICH T 20|E&
Zast g =0 = .

- H.264 profile(H.264 =21} Y):

0% 0fo

DTMF

ok

Add sequence(Al 32 F7}): Ml DTMF(Dual-Tone Multifrequency) A|E#AE M gste{® SalgtL|Ch HX|
E S

=
vents > Rules(O|HIE > 8)Z O|S%L|C}.

Sequence(AM#2): ES ot BAE YHBLICL 5 &&= &4 0-9, A-D, # *& LT}
El
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2 QIE{H 0] &

L

Protocols(Z2E &)
ZHAEO| A Y ZEES S MENGLICH 2 E |0 R H|0] AF2 U ZEES HHE SR/E
A

Use RTP (RFC2833)(RTP(RFC2833)
S 9 WM oM ES o 8ot B

E‘“ w

Use SIP INFO (RFC2976)(SIP INFO(RFC2976) Al2): SIP T2 EZ =
HAMEE LUNOZ MMot 2HHE MEAN O E2|# 0| M I§ HBEE FotgLct

— = 17

=0 INFO M EE ot H FL

AI'Q-) RTP If ZL 0| | DTMF(Dual-Tone Multifrequency) 41 &, CtE2 E Al
LIt

HAE F

SIP account(SIP A ). HAE XNM3E 2 A2 MEigL T}

SIP address(SIP F2): SIP 25 21230 \a £ 225}0] BlAE HalE 21 AH0| HSH=K|

Access list(HM A EE)

Use access list(HA M A S5 AL): X0 HE 4 = U= AFE S Notste® FL o
Policy(’d ).

o Allow(5{8): dNA S20| e
« Block(XIEh): ANA FEO AE

+ =

Add source(X A F7h): ANA SZ0f A &

SIP source(SIP &) 2AQ| HAMX} D EE= SIP M FAE T

Add stream profile(ZE™ T2t F7}): 22510 | 2EZ =20t S YLt
Preview(O|2| B7|): MEiSt AEQ Z20tY MY S AME510] HIC|2 AER S 0|2| FL|Ct
4s5tH 02| 2717F g [Ct X0 CHE 27] @H0| A= 4 ol0|X|e| zt= shEro U

oM 27| d9 S BHagd
Name(0| &) Z20t2| O|F2 F7t LIt
Description(2¥): 2O Y0j| Cist A S =7t Lot
Video codec(H|C| 2 TH). T2 A0f H =h=
Resolution(si 4 £): O] A0 Cist B A EZ Lfo/x/ 20 ¢ =S BERSHUAIR.
Frame rate(Z 2| 20| E): 0] 70| Chot HY2 AEZ Lo/ 2085

A

Compression(¥%): O] 4730 ot dH=

Zipstream @ ;O 27oj ot &

ol%)
r|o

g 5o/x] 20 &S HESHUAIR.
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2 9IE{m 0] &

L

Dynamic FPS(SX FPS) @ O HF0l CHet B2 AEZ LJo/X 20 @ =S HESHYUAIR.
Dynamic GOP(‘SX DOP) @ Of @70 tist @H2 2EZ 1fo/A] 202 =2 HRSIHAIL.
Mirror(0| 2]) @ O B0 thet HHE2 A EZ2 jf0jX 2082 S BRI,

GOP length(GOP Z0J) @ ;O EFof ot B2 AEZ BJo/X 20 =2 HESHYU A 2.
x A

Bitrate control(H| E 2]|0| E H|0{): O] E7H 0 CH3l

>
ol
rlo

I
&
AN
2
N
()
0ot
Jo
mjo

Include overlays(2H 20| Zg): L3t
Wee oo mo/xl 22 @5% £

P> ot
Of

>
>

to

Include audio(2LC|2 E&h @ Ol B0 st Y2 AEZ BO/X 20852 HAESIMAIL.

ONVIF

ONVIF A H

ONVIF(Open Network Video Interface Forum)= X & AHE2XL S A, HAEEHE S MZAZEHES S H|CL 7|
=22 SVt dS EH 2E8E = AUA diFE =2Y QAHLOo|A EEQLICE ONVIFE S8l M2 CHE S5 A
ME 2o 4528, a9 aah HE BZ W A|AHO D ZYHE = = ASLIC

ONVIF A8 ‘4 M45I™H ONVIF 8410| A5 2 M3 L|CEH &KX 2t @& ONVIF SM0| AFEXH A8 o| St
MAQEE AR LT XM T -2 axis.com@| Axis 1A H B LE|S EXSIAUAIL

.|.

Add accounts(A™ Z=7h: M ONVIF A™E S =762 SalistL|Ct

Account(A’8): 1t AE O[5S YHELICE

New password (A l'1||* E) AZe WAYES YHYL|CH HAJAE = 1~64KF ZO|O]OF BELICH 2Xt, AL,
75, €7 7= & 24 7hseh ASCll XHEE 32~126)2F A0 AFE ™ = AS LT

Repeat password(T{ A9 E HH8). S AUSH AQIEE CHA| Y=Lt
Role(¥ &):

+ Administrator(#2|X}): 2= AFO0l| FTS HMATLCH B2[XHE CHE AES F74, ©H0l
EXAHAY —1‘- Ag U

. Operator( Axh: CHE2 Mot 2E HH0 ANAT = USLCH
_ = System(MAEﬂ) g
B ou ELY
+ Media account(ﬂ|E|01 HH™): HIC| 2 AEZ T B AT 5= QEL|CT

Adgo| % HFole oHSo| EgE Lt
Update account(A|d AHHIO|E): AE &4 HEULLICL

Delete account(Al1%d A H|): HE 2 AKTLICE root A2 AXE &= l&LICH

ONVIF O|C|0f =2 T}

ONVIF O|C|Of Z2oe2 O|C[of 2ER H7YS BHEst= O ALY 5 A 78 W22 O|R 0N JAFLICE
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Ol EtCH| O] E

—

[

ot
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O] ZX[oA ~EZ

OH
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[

LICt. 4 otz of

=]

=

2at E71): Af ONVIF O/
OH Ol

I

ol
=

2o}

ey

+ Add media profile(D| C| 0]
o 580| A& T

A o e} o] Ef

M| EtCY| O] B 48 Ak}

x)

o

Producer("d 4tX}): HEIHO|EHE ddst=

HEH Ol & £ E2|

QIE{H| o] A
profile_x(

=
Lo

a4

Channel(X§'2):

AI-O|
S =

e

Camera tampering(7}H| 2} I )

] &

A

=

AXIS P32 Network Camera Series

<l

A
o
mi

T

—

|

7} 10X 0]
|5
of
oF
LS

X Trig?er delay(E 2|
el
o
A A

o 20 JIRONUOfo
oo N X FT <
THpm X =B
e om0l
odgN__ X
.w_/uml_zoui/ Kd
oiF "Riarh
WﬂJ%W%
mHo N IR~
le_um_u._ _~mrl
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wo KOG
.rEH_ - xd
R WS 5
N offol TH
K o_umoauﬂolo
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0151 i gy
HE ol
F0RooFFUTT
AT ROCi o
T NBIS
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™ < oRKOR O

2
=

2|7 &l 7]

E
1T =701 o

o

wl s

Trigger delay(
A BpE olof x|

44
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3
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Trigger on dark images(0| 0]

0| X7} of X C
B& Lok of oy
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2 9IE{m 0] &

D HAIZEET| O|0| X[ AEHAEE OFL|2} UTF-8 HA 2
e E—*l*E THI0| Z3HEl zip TYO| A A ELICE X[ A 20 20/ f
zip It YS ZSHA|L.

« Download the crash report(ZE HI1A Ct2 2 E): M AE{Of CHSH Xt HE 7}
ECREEYLICL 5= 2| ZE0= XpASH O P2t M| 2[ZE0 s BT
UAELCH EOME

21

oF MEZ mA[StAD S|

_,_
N
L

=
BAISIHE S EHAIL.

- BX MH EIEE Ho|: Y oM MZ JEHO Ot YEE SO AL 2O=E S22

+ View the system log(AM A8 21 H7[): X A2 Z1D Sl S0t HAX|QFZ2 A|AR O

. MA B HI| NEE 200 IAYCE AFRS A S ATjS B HMA ATE BE

HEYI =5

T A

HESD N A0S AFN T& HAYS O 22 UL Yt 23T 4 ASLC

HERI =X o2 HEHYI &35S 7ISst0] 2XME sidst= d &

o
=)
Trace time(FH A|Zl): =X 7|7H(X E& &)2 M =51 Download(CHR2 R E)

27 Aag 21

SyslogE MAIX| 249 #EYLIC} SyslogWlAl= HAIXE EG5ts 2ZEL O, HAX|E M=
XNEED W REMSE ATEQNE 22| = USLICE 4 HAXEHE O HAIXE 445t 2AZE
LIEFLH= A|d BETJF HA|E| D MZte 50| ZEHE Lo

Server(MH): Af MHE =715t H S EIGHYU AL,
Host(E2AE): MHO| SAE 0|2 E& P FAE HEL L
Format(Z ). AHES syslog O A|X| EBHES MERBHL|CE

* Axis
« RFC 3164
« RFC 5424
Protocol(ZEEREEE) MEY ZZ2EE YU ZTEE MEiTL|C}
« UDP(7|2 M8 ZLE: 514)
o TCP( 7|E g E_: 601)
o TLS( 7|E M ZE: 6514)
Severity(*"*E) EQE 0 MaT HA|IXS MEjstL|ct,

CA certificate set(CA 215 M 2H): Al EYS =QUSHHL ABME FIISHHAIL.

w4

2t 12 Axis §X| 794 20| U= 05 AHEAE ?lSt S-S LCH Of HO[X[0f| A CH 5= 2| Of 71 H
MRSt RS 2 QA L|CH

= O —H= T Mg .

45



AXIS P32 Network Camera Series

° _
g Qe H o] A
o AL
X2
Restart(RH Al ). T X[ A ZSLICE Ol AXf 0| &S FA| fSLICH Al Sl of E2[# 0[40] X}
S22 MA|FE L L
Restore(=1): [f#Z2 BHE 3% &5t Al 7| 2422 E|SE|[MAR. LIB0| X2t HS CHA| 43t ALH
MRZX| Y2 ZE WS CHA| X6t O|HIE L PTZ APY M S CHA| BHE0{Of BHLCt,
S8 A
3 2 NELe Yt ™2 O30 2E5U T
- 2Y ZEEF(DHCP £= 11%)
« IFIPFEa
. 7|2 2t*H
o Subnet mask(AlE 4l OFA )
« 802.1X A
« O3C %
Factory default(3 & E5t Al 7| 22%): ZEHES 3T £t Al 7|2U2E K[E2[HA2. O 2o ZX 0
MM AL = AEZF 1P F2E T FSHOF &L T
gl
X0 =olzl HYoPt A =8 2 E Axis YA HAO{ZH CIX|E2 MBELICH O] & A &} Axis K|
O THHE Ol Z[A ALO|H| HOt +=FZ S =Y &= UASLCEH XMSH LHE2 axis.comOl| M "M B E HY o,
Hot 28 QU IOl 7|o] Hotr M E FERSHYAIL
Firmware upgrade(E$0] 10| E). M B O] HHCE A 1Y O[ESIHUAIL MER HYO Ee[=0e &
g 7, H 8 8 AW M2 2 7|50 Zetd = ASHCCH S AM "2 =E MHEdts A0 T
LICE Al 22| =2 R 2 ESHHH axis.com/support2 O| S $tL|CE,
FagolEg I Ot M| 7tX] S8 SO A MEde = AS LT
+ Standard upgrade(EZE 0| E). A HY O o= A0 O0|ESIHAIL.
+ Factory default(3® &5t A| 7|23}): 12 0|ESt1 B E HFS 3T £t A 7| 2U2E E2|A
N2 O M MElSH F 02 0|E =0 O|™ HRYO HHES R E|ZE 4= S L
+ Autorollback(Xt& E). 4T E Al7F LHO| K 120|E5t 0 F 0| SISt Al 2. =ISHX| @
O FX| 7 O|H HAYO HE = E[FO0tZf L}
Firmware rollback(E¢I01 E4): 0| M0 HX[= HO HHE2ZE F| =& L|C.
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