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il

-

_IT|_

wn

pd

<

av)

<

w

=tl:=|

[>

(Y]

mn

rir

roth
2 g r
='|:=||-EIO ’\:
> B
le d
N
ME
[n
n
ie)
0z
H
>.

e
nx
oz
|0
]
=
nx
oz
2
L

ot
-
in)

H HAIX S 2L Ct

X
T o
oN
A
50
k1
H
=)
|>
Ini®)
[n
i
o
oty
ok

I E
- Linkup(33 &) 237 CHR0|A Qo2 HEE 22 EY HAIX|E E-L|CH
- Authentication failed(¢!3 A 1j|). 215 A7t AI{StH EB O A|X|

£ 2YLCcH

fjo 4@ L oK
=
[ >
ot0
rir
e
o
0z
Ral
gt
- g
o
wnm
el
<
mvl
<
w
i
>
ol
OfT
rro
ox
o

wn
prd
<
v}
<
s}
<
N
(@)
[m
e
mjo
N
2
Ho
rin
>
3
wm
=
ni
to
<
los]
[m
e}
o
ni
0x
ot
it}
-
fiml
Rl
=
rot
=
o
rlo

- Read community(2{7] HRFLIE|). X|¥El= ZE SNMP A of CHal 17| ©& HTH0| e 7
FLE| O|E2 L™HTLICE 7|24t2 public(37H) & LI L.

- Write community(27| HRJ L E|): X|J &= ZE SNMP X0 Cis 97| == 7| AHPHO|
U= HRLIE O|ES LHTLICHRIZ] BE AKX M Q). 7|22 write(227]) & LI CL,

- Activate traps(EH 43} EYEDNE Y552 H HUA L X = EYZ AESG
070 O|HIE = oEf HZO CHot HAIX|E 22| A|ARO| E-LICEH & QI 0| A0
M SNMP v1 R v2cOl Cist EEZ MY = ASLICE SNMP V3R E HZASI7LE SNMPE
1nH EMO| X522 JHE L|CH SNMP v3E AtESt= 2% SNMP v3 22| O E2(AH 0| S
Sl EMZ Y = AF LI

- Trap address(E™ F2): 22| MHO| IP TA EE= TAE 0|E2 AESIMUA L,

FLIE): X7t 22| A|A- EB HAIXE 2 [ AtEE

HL
re

re
ol¥
R

49
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. -
o AUEIolA
ASME HEYI0M BXE ASeHe Bl ALZELICH O BXE £ 71K 88| AB5ME XIYE LT

t
« Client/server certificates(22}0|HE/MH QA FA)
x| 9| s

SCHO|AE/MH S M= T IDE HSStH ZHHl MY 5 A2D CARS 7|2hof M Lag 5= A
SUICH AA M OISME HBtEl o2 HE0H CA 2g JEAES 7] FIHA AF8E = UL,

X YUsls HAS

15X "4l PEM, .CER, .PFX
(o] .

=
nx
ﬁﬂ]
]
I
im)

Add certificate(UZM F7I): AAFAME F7I5t2H =L CH

. More(®7h) 7 : EAE AL Mok =

o HOMF| XHA: 0 7|5 AHSIA XME S H Secure element(H 2t 2 4) EEE Trusted
Platform Module 2.0S MEISFL|Ct MBS Bt 7| A0 CHot XtMSH &S E2H
help.axis.com/en-us/axis-os#cr, ypz‘ograph/c-supporti O| SSIMAIL.

+ Key type(?| -rr?é) AISME ESolElM EELR SF0AM 7|2 Y=ot 02| FO|LLHE &2
ot Yug|ES MESLCE

£ EAIgL(C
S

[
[
* d¥o %= Hwoe g0 ZeE Lot

+ Certificate information(21 S A HE): HX|E QIEAM O 542 &L|LC}.
(o)

— L-O o
+ Delete certlflcate(°|— M AH|): QIEME AMHSHMAIR.
« Create certificate signing request(21Z A AMH 28 M) C|X|E D QBME MHSHY| 28 &5
7|20 Y QBAM ME @F 2 MdTtLCt

Hot 7| MEA O :

o HOI QA(CCEAL6+): 20 7| YA0 20t @AF ALESI2{H MERBHL| LT
« Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 B|'& 2): 29t 7| & 20| TPM 2.02 A}
_9_‘0-|. E=| H A{EH o|-|_| |:|-.

— 14

IEEE 802.1x

IEEE 802.1x= 74 A 7 HESRT X2 22 215 S MSots ZE 7[H HERI S MO E It IEEE #
ol L

L E
ZQIL|C}. IEEE 802.1x= EAP(Extensible Authentication Protocol)& 7|&2 2 gL |LC}.

EEE 802.1X2 H2 &= HEI0 HML52EH HELS “II7P AHHez S5 ofof P 252 2

o
AMHOIAM =T EH, YEHE © 2 RADIUS AME{(O]: FreeRADIUS H Microsoft Internet Authentication Server) & L|C}.
=
5

ESY

CA Q15N 90| TAEIH Mt OIEMN 954 HAVH BB T BAE A HEYI0| BA Lo Xt
Al OIEe AEstLiT

OIZME AFEE O Axis P8 Al 7|7] L OIS M= EAP-TLS(RE 7Hs 015 T2EE - M3 A5 HOHE A
2310f XS ASHZ A== QIS8 Lt

A7 ASME o) 2SElE HEYI0| UMAY & YT E 2 MYE Sto|olE ASME X

Xl off 41| 8o B L|ch,
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# QIE{H o2

Client Certificate(22}0|

|m
2
I¥
—
e

A
EAP identity(EAP ID): 22I0|E Q1S M2t HEtE ALEXL IDE YHUA 2.

EAPOL version(EAPOL HHH): L E Q|3 AQ{X|0| A AL E|= EAPOL
Use IEEE 802.1x(IEEE 802.1x A}2): IEEE 802.1x Z2EZ 2 A&} 2

Q1S M): IEEE 802.1xE ALEY S20|AE ASME MESLICE AT MH = 2
SME M8t 2E210[ES| IDE = QIgt LT
CA Certificate(CA 1S A): CA QIS ME MESIO] Q1S MH Q| IDE =QlgtL(Ct AT ME HESIA| oW &
= UZE HEQIO 2tA 80| XM 2 FS Al=gLICh

Prevent brute-force attacks(FXAtE CHE 22 ®x])

Blocking(X} T

sk
ol g2 EE &3l 7| FHYUCLL

=
Blocking period(XtTh 7| Zh): FAHE Y S A4S KT AlZH=E)S L LI

5) PAE 1Y B2 AESHEE ANAQ, PR Y BHL AY H0Z S8 21

Blocking condltlons(xf'.:_" ZH): EE0| AZE7] MO 5|85 =T 215 21 I+E AT L|CL IO
X =0t HX| & D50 M 5|25 AL =5 BT £ &L CH
P F4 HE

Use filter(ZE| AF8): YX|Of HM A 4= U IPFLE LE{St2H MEfIL(CE
2
=

Policy(d*): EH Ip F20] st A2

=

Fa&ZKA O ot 20| HEEALE ARE 1P S E YUY LT CIDR EAS AH8E = ASLICH

AHE Xt 9| Signed Firmware 215 A

K0 AxisO| HIAE O E& 7|Ef AHEX XY HYOE AX|st2{™ AHEX XY ME HAN 2AASM7H E
3t ABSME BT BA| AFXt Axis RFOf 28l QA= Qs Ct HIYN= D
UH Hool X IDE MUEL|= E7 XA P HME = ASLICE AxisPHO| AFE X} Fo| MY HRAO{9 ¢
SMEMEE = ACBE, AxisTt oD ABME ZHT 5= ASL L
MR AIBME GX[steH ST LCH HANAE AX|S7| Mo ASME HX|sof ghL|Ct
Accounts(A| )
Accounts(A| ™)
+ Add account(A® F71): M AEE F7tste{® S=EL|CH ZCH 100702 A™E S =7t = AS LT
Account(A|™): 1332t A o|52 YL L
New password(M T2 E): AF| jAAES YHBLICE AJEE 1~64KF ZO|OOF PLILE E A, AL,
TEH, U8 7|13 & Q4f 7ts3 ASCll 2XHEE 32~126)2t THA A E 0| AHEE = S LIt
Repeat password(I{ 29| E Ht=): S LSt {AQE S CHA| gL T
Privileges(# 8):
. Administrator(f'.;*Ele): DE HYO XS AMATLICEH HE|XtEs OHE AEE =71 O]
£ 9 A & sl
. Operator(-.v_- oxl') OS2 Melst ZE AF0] dhAT = ASLICH
- = System(*l*“') 44,

51
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o UEH o] A

-

_ o =7}
=H T .
+ Viewer(50f): CHE Ol Cf3t T2 H3h0| YL|Ct
S HlOe AEZo Adike B0 HELCH
- =32 AES D YR YL,
- W, gE 9 & PTZABK N2 7Is
[
[
P ogmol we oikols Crgo| ZEEL

Update account(AI’d YEI0IE): A &4 HEULICH

Delete account(A1%d AHH|): A H2 AXTLICEH root A™2 AXE &= i&LICtH

Anonymous access(2 H U M| A)
Allow anonymous viewing(2¥ 27| § &) AFE2E 2OQI8IX| ¥k FFL RO 2 ZX 0 HMAT
= JAEE 4™t
Allow anonymous PTZ operating(2 82| PTZ &-& 51 &) 42| ALEX7t O|O|X|0f CHs ™, HE S 52
g = EE StE{H AMA L,
SSH accounts(SSH A7)
T Add SSH account(SSH A% 7h;: Al SSH A2 A7ps12i 2Lt
+ Restrict root access(root HMIA H|BH): root WM AT HOSH 7|52 Motste{™ ZL|CH
. Enable SSH(SSH &M 3}): SSH MH|AZ Arg st 7 L| Ct.
Account(AH ). ngot AE O| E2 gL
AL,

PSR U 7S S o) JH5 3 ASCI 2AHA L 32~126)8F T A S0 AFRS 4 LT
Repeat password(I| A% E BH5&):

)
Comment(d ) 42 Y=Lt

g0 = H7oe Chg0| ZehE Ut
Update SSH account(SSH A8 YHIOIE): AE £9& HES UL

Delete SSH account(SSH A’ & H|): AE2 AX T LICH root AEE2 AHME 5= Y& LICt

New password(M II AR E): AHO| INAAEE YT LICH IJAQEE 1~64X 200 OF LTt EX,
7t

OpenlID Configuration(OpenID T4)
=9 At

R|Of Al 200 = AER SHE gtS Y LICH

30

Client ID(£2}0| ¥ E ID): OpenID At X} 0|22 & BtL|Ct

Admin claim(Z2|X} 2 H). 22| Xt deto| t

Provider URL(3 & X} URL): APl A EZQIE
URL]/.well-known/openid-configuration &4/ 0]0{0

Operator claim(28 %t 278): 284t 9| gt2 YL L

Require claim(28 ER): E20i A0{0f ot= HIO|HE Y=Lt

52

Outgoing Proxy(Z# 4 ZEA|): TEA| MHE ALESI2{H OpenlD HZE S /T ZEA| FAE YL CH
b4 ol




{

[

o
[s}

| o] A 0

H I

2|

{&ote B FL

]

s

A

| E{ | O]

-

Viewer claim(#&X} 2H). 2EXt

Scopes(

Client secret(Z2}0| A E H|Y): OpenlD I{AYE &
Save(XM%&): OpenlD

Enable OpenlID(OpeniD

(o)
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| R = AR7F B A|E LICE

=l

o

MAOA e|ALL DS 2L
pS|

:I'I'

Add a condition(Z=Z F7}):

Z|TH 20702

+

Invert this condition(O|

Recipients(3= 21 X})
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o UEH o] A

-

+

Add a recipient(5=& X} F71): +MUXE FIH5HEH S 2L CH
Name(0|&): =X 7%te| 0|5 YLt

Type(R3d): SS0A] ME:

URL: HTTPS AH{Of| LS HERQIR FAL 28 Ne|lg 23 EHEE ¢
https://192.168.254.10/cgi-bin/notify.cgi & L| C}.
- Validate server certificate(AH S A &Ql): 0| AXE MELSHO
SME MEighLCt
- Username(AF&Xt 0| 8): 2Q16t2{™ ALEXt 0| 52 LHSIMA|
- Password(T{AQE) 20I8tz{H IjAQEES
- Proxy(ZEZA|): HTTPS A0 1 Z38}7| sl =
FEE AL gLt
+ Network storage(HIE$|3 AE2|X])
NAS(Network-Attached Storage)2t 22 W E9{3 AE2[X[E FI156t0 IS
8% £ AELCH DY MKV(Matroska) T+ Ao = X EHE L|Ct

- Share(B38) T2AENAM 38 0|28 LY.

- Folder(EH): LY MY CHEZ S ZEE YHFMAIL.

- Username(Al8Xt 0| §): 2Q16t2{H ALEX 0|52 LHSMAIR.
Password(I{ A9 E): 201512 H IfAYEES LHSIHA 2.

of XIFE0of AR 2QASHUA L.

Axis HX|= MD5 & SHA-256 8iA| 7| & 25 X

|';|__0

54

. FTP

- Host(ZAE): MHO| |Ip FALI ZAE 0|52 YHTLICH ZAE 0|52 YHS= 22,
DNS A H 7} System > Network > IPv4 and IPv6(Al A% > HEQ|3 > I1Pv4 A IPv6) OF2f
off XI'QElf A=K SISt 2.

- Port(£E): FTP A7} A%t ZE HT E UHTILCEH 7|22 21 YL T}

- Folder(EL]): otYUS K& CIHEZQ ZE2E YHSIMAIL, CIHEZ|TF FTP AH{ 0 0|0 &
MotR| o™ mMU2 Y2 ES I 2 F HA|IX| 7t EA|E LICH

- Username(AF&XL 0| §): 21015121 ALEAL O|E2 YHSHAIR

- Password(W AR E). 20152 H I|AEE AHSIMUAL.

- Use temporary file name( Al It O| & AI8): Atso = WHEE YA IIY OS2 MY S
U2 CSte{™ MEiSL|CH AEEE 226t LY 0| 50| Yst= O|ECE HHEL|CH P§EE
7l SCHE 29 4= IHUo| glELICH J2L Mg LA TS HE = JASLICH O|HA
StH RSt= O|§2 7HEl & mYUo| SHHEX| & 5= JASFL|CH

- Use passive FTP(=3 FTP AI8): D& X QI M=o M N E2 tte=d| T4 FTP A B 0f §|O|E ¢
242 S E oH™TLCH X 7L CiA Muof CHat FTP MO R GO ZE2 & HIXo =2
A|ZSHL|CEH Ol = YEM o 2 X9 LA FTP AME ALO[Of HatH 0| Qe 20 2L Ct

« HTTP

- URL HTTP MHO CHot HER R A4 @™ 2 Mgt ATEHEE LHBLICH OE EH
http://192.168.254.10/cgi-bin/notify.cgi & L| C}.

- Username(AF&Xt 0| §): E1Q15t2{H ALEX O| &2 LHSHAIR.

- Password(W|AQE). 20152 H I|AEE LHSIMUAL.

- Proxy(EEA|): HTTP MH O HZTI7| 2 ZEA| MHE Stoljof St= 29 22 HE
£ A1 g#EgLct

- Host(ZAE) HEQA AEE|X|O IP FTALI SAE 0|28 YT C}

- SFTP
- Host(Z22E): MH2| IP FLLL SAE O|FS YHYLICH SAE 0|2 YEtE E2,
DNS MH 7t System > Network > IPv4 and IPv6(A| A8 > W EQ 3 > IPv4 U IPv6) Of2f

Q| HBIAA| Q. C|AEZ| 7} SFTP A H{0f| 0|O]

- Port(ZE): SFTP N7t At&%l= ZE HS E A HIL|CH 7| =32 222 LT},
- Folder(E0): LS M CIHEES HEE 2
EXSHA| o™ g HEES U @F HA|X[7F A& L|C}
- Username(At2X} 0| ) 2016I2{H ALEXF O|ES LHSIMUAL,
- Password(T|AQE). 20I5t2{H IAQEE AHTIMAL
- SSHZAE ZJ| 7| SEMD5): 2 SAE ZI| 7|(324t2| 16714 2
StL|Ct. SFTP 22}0|9E = RSA, DSA, ECDSA & ED25519 SAE 7| &
St SFTP MHE K| LICH &4 A| RSAVF M=
7t 3 5 & WELCEH SFTP MO AF23t= 2H

F2 MD5 SAE 7|5 &sof gL ch.
SHX| O MDSELCH Z4 st HotE Q8|
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o UEH o] A

-

. = = .
- Test(H2E): 52} FO| 2 Sot=A HAES2H S gL(Cf

of XIZEO A=K A2,
- Port(ZE): HET A0 AR E= BE WSS Qeisct,
Test(H|2E): 282 HAESIHE S EGHUAL.

[
[
Y

Qlot

Hoj| St= Ol w0l = CHgol

ZetE LCh
= TUAME SEE EH

View recipient(= 4 X} 27]):

iy
Ju

o

=

Delete recipient( Xt & H|): +=4IXE SPHo 2 MHSHE S8 LICL

=

SHA-256E AF83St= 40| ELLICE Axis X2 SFTP AHE +45t= & of Cigh XhA|
St {2 AX/S OS ZES &IOS 2.
- SSHZAE &7 7| S8 (SHA256): LA SAE T 7|(43er| Base64 Q1A E EXtE)o| X| 2
S QSL|Ct SFTP 20| A E = RSA, DSA, ECDSA & ED25519 SAE 7| 9| SSH-2&
AF83HE SFTP MHE X|SILICE. & AF Al RSATH *mEI = 0|0 ECDSA, ED25519 &
DSAZt O F & S L|Ct SFTP AMH IA1 AESI= 2HFE MD5 BAE 7|2 9 3{slof Bt L
Ct. Axis &A= MD5 % SHA-256 SiA| 7|2 25 K| 5K 2 MD5ECH Z 35 20tS 2|8
SHA-256E ALE3l= 7*0I Eg=Juuy Axis HXIZ2 SFTP MHE Fdst= B0 CHSE RHA|
3L LIRS AXIS OS Z £2 BT &HAA
- Use temporary file name(°I Al oty 0 = AM8): AHZOR MME YA T} 0|20 2 MYUS
Y2 ESte{™ MESLCH FEEE %E St ot 0| 50| flstE O|EC 2 HHELICH Y2E
7t SEHEl 2L, &A= nho| QELICH Ot OS] YA T2 B2 5= USLICH O|HA
StH YSHE O|E2 7HEl 2 & TpYO| SHEX & = ASFLILCE
- SIP or VMS(SIP & = VMS) :
SIP: SIP M3tE &4 E1°4 MEASHL| T}
VMS: VMS H3tE Ze{ M MEISHL| T}
- From SIP account("a”tI Xt sip A E0 A MEABHL|Ct
- To SIP address(=21X} SIP F&): SIP —’F—_’.\_E Aot C}

=]
. oMY
- Send email to(OIDiI% HE 4 o|0f| LS MES O|H Y FAE YHBLICEH =28 0l 7
stz A EE O|H Y FTAE FESIMAIL.
- Send email from(0|“1| Y M) EUli= MOl oo F=AE AL Ef
- Username(At8%} O|E): O ¥ MHO| AtEXL 0|52 L HTILICH O[O Y MEOIA 2ABS2
TOHA| b= 249 0| ZEE H|Y ULt
- Password(ﬂH* E) 0 MO IAQEE UTL|CE O|H Y MHOAN ASS LFSHK|
e 42 0l EEE H[Y s L
- Ema|I server (SMTP)(Olﬂil?a' ME (SMTP)): 0| £ = 0f smtp.gmail.com, smtp.mail.yahoo.comt
2 SMTP MH{ O|E2 %'El*‘?:.”—l':f N
- Port(iE) 0-65,535 H|9| /= ALE5I0 SMTP M| ZE HS E A&HTIL|CL 7|23,
2 587 L LCt,
- Encryption(%*§§+): ASBIE Argae@, SSL EE&= TLSE MEHSIM AL, N
- Validate server certificate(A|H QA F M =0l). A E AIESH= 42 TX| 2 IDE =05t
E MEISILICE O] AIZ M= CARIT 7|HOlM XEX| MBS LE Lalig = Q& LT}
- POP authentication(POP 215): POP Mt 0|52 LZHSIZH H YA 2(0: pop.gmail.com)
&b
Aral
L2 O|H Y SSX= O L E oI Yut 9 FASE HEHE =MSHHAM ALEAIL 80| 2 HE
oS AL H= A2 M$s7] 9o 20t ZEE ArESL|CH O|H Y M-S Xl 2ot S
2HQI50] O|H Y A 7HO| 7| AL o & O] Y2 s &= YO| PEE St
. TCP
- Host(ZAE): MHO| P FTALITAE O|E2 YHTLICH TAE 0|E2 Y= B2,

He
DNS A 7} System > Network > IPv4 and Pv6(Al2H > HEQIT > IPv4 U IPv6) Of2f

2
Copy recipient(x=& X} ZAh: +=LIXHE SASHE B SESHM Q. SAE I M2 +MAHE BHEY = ASLICH

= AN

Uy

55
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o UEH o] A

-

PN BAE E0M U2 AEY = ASLICE S50 = 7400 et G2t o) o ME o +88 2
2P0t EAT mAIF L L

Add schedule(27 F71): 278 == EAE 4 d5t2{H SEGUAL.

+& E2HE AI8310] ES =322 E2[AY & JAEULL OE &0 =3 EZHE HE g4 ¥ 74
Ste S HMES HTY &= UASU T
MQTT
MQTT(Message Queuing Telemetry Transport)= AtE 2 E{ S (loT)E ot EFE HA|E Z2 & Z YL|Ct CheStE
loT St 2ol AU %2 3 E FZH(small code footprin)at X4 HEYI HAECZ YA A E ¢
Z5t7| Qo CrFst Ao ALE E LT Axis A Y09 MQTT 22t0|HEE S YA A WdE GHo|H
U OHEES G4 2| AT EQO{(VMS)7}F ObLl A|A B0 ZHHSIAH S5t = S L T
HXE MQIT S2I0|HERZ HFYLICE MQTT 412 S2I0|HEQ BE27 2t & AHE|S J|H o2 oLt
Z20|HEE HAIXE E0 2S5 ASLICH ER27{= Z20|HE 7to| HA|X| 2t E S HE LTt

AXIS OS Portalo| 5| MQTTO| CHSH XHA|S| LotE 4= UE LI

ALPN2 220 AE Sl M 7t AZO| HENM 0|3 THA O A OS2 0| 4
=B 3 = C

= 5t = 9l S

<% OILITH 0| HTTPSL 20| Tf2 T2 E 20| AFREE St BEES S¢f MQTT E2 TS 2SSt O A

SEUch Z20) ufat MQTT S4 Mo e EEJ 92 4 SUSLICH dejd Z20| fAM2 ALPNS
0

= = [
HE2AHOM Z2E22 ME8YX|E 2= AYLICH

MQTT client(MQTT 2&I0|AHE)

Connect(dZ): MQTT E2t0|HEE HAHLI &L|LCH
Status(&E): MQTT S2t0|AE Q| Wil HENE HAIZLICH
Broker(E2#)

Host(Z2AE): MQTT AH{2| SAE O] L= IP
Protocol(ZR2EE). AIEY T2EZSZ MEiTL|C}
Port(Z2E). ZE HZ
& MQTTel 7| =gtel ot

QTT2| 7|22t LICt

« 4432 W 23 Hobg 3 MQTTL| 7|=4F & LT

ALPN Z2EE: MQTIT 22 22 A7 M 25 ALPN Z2EZ 0|22 ¢ $tL|Ct 0]= ssLS £ MQTT &
A2 Hotg S MQTTO B M & LT}

+ 88832 SS

[e0)
o
rjo
[
>

>}
mjo
ofm
_91
<

Username(At& X} 0| £): S2t0|TEO| A MO KM ASHT| S AtEE ALEXt O|ES & THL|CH
Password(T{ A E): AtEXt O|E°| AYEE HBLC

Client ID(22}0|YE ID): 22I0|ME IDE YHSHHA
m M2 HSELCEH

2. SCHO[UE MEXt= SEH0|HET MHof HZE

Clean session(2 Tl M) 92 S AZA x| Ale| &2 HO{gL|Ct ME4S]
Bl Y7t AN E L C

re
re
Y
%0
re
iy
o
=
>
0
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# QIE{H 0] A

2% QK| S2O[QIET 71 TC/P AIZt £TH8 7/ TR 90| MBS O 014 ALBE + Q= AEE 2
SERS- TN

Timeout(A| Zt X1t): HZO| AEE[& AlZH ZHA(Z) QLT 7|22k 60

7
A g5 FEAL MQTT client(MQTT S2I0|HE) B0 A HAIX] X LWT HA|X|Q] FH|0f Chet 7| 27D
MQTT publication(MQTT 'H&) B0 AA| =AM AHE E L|C}.

Reconnect automatically(XtS2 2 XA Z): A& SiX = S2I0[AEI} S22 ChA| A OF 5h=X| Of
= =4 IlI-I'c'SI-l__l |:|-
™= o H .

Connect message(H A| X| & &)

AZo| HEE W HA|X|E ELX| o2 E X|FgLICt

Send message(HIAIX| &) HAIXE 2T ALE 275N .

Use default(Z| 22t AFE): AtAIQ] 7|2 HAIX|E LHSHEH DY L.
Topic(FH): 7|2 HAIX|S] FHE UL T

Payload(H|O| 2 E): 7| &2 HA|X|S| LHES Y=L CL.

Retain(X]): O| Topic(FH)0llA S2I0|HE HEE FX|St2AH MESIHA|R.
QoS: {2l SE0| Tt Qos AES HALLICH

Last Will and Testament message(0tX| 2} 21 A X])

OFX| 2 R A(LWT)2 AFE5HEH S20|ETL =5
=3 aEf0|°157f LISO0l o= Aol M B F A
277} CHE S20|AE0 HAIXE MEE = A
S Yok oA I—|§2 =l 2t E Lk

Send message(H Al X| M&): HAIX|E ELHE{ T ALE HESHA 2.

Use default(7| 22t AFE): Atdl2] 7|2 TIAIX| & YHoHT OYA L.
Topic(FH): 7|2 HAIX|2] F=HE Y=L T

Payload(HIO| 2 E): 7|2 TA|X|2| LHES YL CL.

Retain(X|): O| Topic(FH)0|A SE2I0|HE MEfE FX|St2H MEISIMUAIL,

QoS: %l SEO it Qos ASS HE G LIL

MQTT publication(MQTT Z&)

H5FAALE: MQTT client(MQTT S20|HE) RO A TX| =X HFA| Zol& 7|2 FH B+
gt

Add condition(ZZ F7h): ZHE FItste{ ™ S2gLC}
Retain(FXl): 0{T MQTT HAIX|7} ER 2 MEE|=X| FolgtL| ot

+ None(2l2): ZE HA[X|7} HFX| 4EE ™
. Property(-"‘-*") S Ef X Jts AKX 2 2HE HE

o

ot
i
0 l_|
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¥ olE|H o A

o Al(RF): MEf =X Jts G HEIE FHE = Q3 HAIKIE 25 22E HEf2 2 LT
QoS: MQTT Z3Hof CHo |St= 22 MEigtL|C

MQTT subscriptions(MQTT +5)

T Add subscription(#5 £7h: M MQTT 758 718tel S2gLch
Subscription filter(T+S "E): 7 =5t2{= MQTT X E M A 2.
Use device topic prefix(Z %] &5 HFA AH): 7= EHE MQTT FH O EFALZ FIHLICH
Subscription type(75 $%8):
+ Stateless(&El =& E715): MQTT HAIX| & &
+ Stateful(¥El =X 7}5). MQTT HAIXIE =2

Z A E L
QoS: MQTT 7-=0f CH3l Jdt= 2 &S HEfgL

MQTT 2 H 20|

Sl
MQTT 2K 20| XS F7t5H7| ol MQTT E27{0f HZSHHA L.

F7t5te

2

SEHO

F Add overlay modifier(2H{E|0] “HX} X7} A Q20| £HK=S
Topic filter(:X| Ty ©H{2[0[0] EA|5t2{ = 0|7} TEHE MQTT ZHE %7}

Data field(Cl|O|E{ E E): T A[X| 7} JSON & 4{0|2t1 745t 22 0]0f EAISE2 = HA[X| HO]2E=2
718 AEE UL

il

LTt

Modifier(+=’dXt): 2H 20| 2S W 21t =FAE AELLICE

o =
« #XMPE AXol= =FAHE FHOA B2 2E HOIHE BAL L
« #XMDZ A|%3t= =Xtz HIO|H ZEO X[FE HOHE EAIZLCL

A EQ|X]

Network storage(H EH 3 A E2|X|)

Ignore(FAl): HIEYT AEE|X|E FA|St2{H HAL|C}
Add network storage(UW|E93 AEE|X| F7}): 538 Y = A= WERA SFE F7I6t2{H St
+ Address(F). DAE MHO| Ip FA EE SAE 0|F2 YHTL|ICH YHE O 2 NAS(Network
Attached Storage) @ LICt. DF IP FAMEH IP Fos BAE 3 JO0Z DHCP HQ)E AHESIEE
SAEE 5t LE DNSE A8 SHE 20| £&LILCEH Windows SMB/CIFS O|£2 K|} E|X| Y& L|Ct
« Network share(/E$3 &8): TAE NHO| &7 §X|o 0|28 YHT L Ct 2t &Kol {3t
E07t JALBZ O Axis X7 S LD HEYA SFE AHEE = YSLICH
« User(AF8X}): Mo 2010 228t 4, AHEXL 0|52 YETtLCt §F =M Mufo 219
ste{H ZHIONALE AL 0|2 YESIMAIR
« Password(T{ AR E). MHO| 2010] 2t A IHAYEE LHSUAL,
« SMB version(SMB H{X): NASO| HZSH SMB AEZ|X| Z2ES B MEISL|C} Auto(XHE)
£ MESIH X = 2o N SMB & StLIE gAsta{ 0 A|=2FL|CH 3,02, 3.0, == 2.1, 49 H
ME X[ YBIX| U= 0| & NASO| HZASIZHH 1.0 EE= 202 MEASHAA| 2. Axis & X|2] SMB X| &
Ol CHal o/ 7/0ll M REMI S| ZotE &= A& LT
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o UEH o] A

y 2 £7H5HAAI Q) A F
=715t M MEHSIRIA|Q 02 SOf, Ao T2
27 |

Or2 E i A, Bteld osf A S

&
3
o
<
(1]
=]
0]
-
s
o
=
=~
wn
-
o
=
Q
Q
1]
~_~
=
Im
Y
1]
[>
Hm
u
A
=
XN
-~
I~
[m
n)

Unbind(HIQI & 8iH|): HEYI 22
Bind(HI2IQ): LIEXZ IRE HIQ

Unmount(OI2E 8{H): LIEYI 5& 2 = e
Mount(OI 2 E). HEQ3 S/ E Ot ShL|Ct

2|
2|
Write protect(227] ¥ St S5hE 0] ALK HES ot FLCE 27| &

AHEHAR SRE 2 =
A =

0=
Rl

Retention time(2 & A|Zh): = 23 7|78 Q2 E 5510 & ot = H|O|E MFu H3E 78 =45 U
YLCH HEHI AE2[X|7F 7+ A3 S 712H0] X|Lt7| Fof O™ =317F AA| & L Ct

Tools( )

vl : C A2 HAESD
« Format(ZW): 0|E £0{ 2= HO|HE WEA X0t 5t 42, HEHI SFE EBEL|C
CIFSE At8 7tso Y A|A” S ML C
Use tool(=7 AHE): 22510 MESH =& 2 43tetL|Ct
Onboard storage(2H E AE2|X])

=Q ArSt
Clo|E =4 3 &AME =3 2 A7 L0 s S20= SD 7LEE 2E2|6HA| Ot A2, SD
FtEE N AHSH7| ©Oo|| OF2EE A St Al 2.

Unmount(O2 E S A|): 225t

Write protect(2 7] '4X|): SD 7}E0f| 27|7 SX| 2|0 Z5+=0| HAHE = A
LTt 27 X & sD 7tE= =0 = YL L
D

2

SD 7tEE QHHBHA M AHSHH AL,

mjo
HT
fo
Kely
i)
rg
o
mo
>
mjo
i)

Autoformat(XFS Z=l): M2 Tt S

Ignore( Al): SD 7HE0f =2} B2 SX|ok2 o H Y
SIAletx| 2BtLICt 0 ML BRI

Retention time(E & A|Z}): =3 Hat 7|7h @i O ¥ ot = HO|H ME #EE A48 &5 M
LTt SD 7FE7F 7HS AHEH MERSE 7| 2H0| X|LEZ| M Of O™ =3t 7F AFA| & LTt
Tools(=T)
+ Check(2Ql): SD 7tE R FE QIS LIC} ext4 THA A|AE 0| M B 2F & LICH
+ Repair(FT'): ext4 Tt A|AHIO| S QFIF HAUESL|CEH VFAT I A|AHEIO| HEE SD FIEE
=75t ™ SD ZLE S AWM AREO| Yt Otg, C|A3 S5 ML L
+ Format(Z%): O£ S0] ot A|AHS HASOF 5tA{LE 2= HO|HE M&E3| X|@|oF & AL, SD 7+
EE ZOSLICE vFATRl extd= F 72| O| 82 &= QU= THY A|AHE FMHQYLICH FHE L M- AL ZF
X7 de 320 SXE 22 HolH &4 S8 = AL T Y L= FA2 ext4 Y L|Ct SFX[THEL
Al ext4 EBFO|H EE= Of Z 2 0] M2 Windows®Of| A It A|AEIOf M| ABOF 2 Zd ) L|Ct,
« Encrypt(¥33}): 0| =75 AR50 SD 7IEE Z oS ASSHE 2515 A A2, Encrypt( S
3h= SD 7tE0| MEE 2= HO|HE ANE LI Encrypt(¥22hE A3 SD 7tE0 ME
E HOlH= 2235 AFES0 HoE Lo}
+ Decrypt(¥ =2} dliH|): 0| =7 E ALE310] 223 @l0| SD 7HES HBSIYA| 2. Decrypt( =3} 3i
H)e= SD 7tE0| MY E ZE H0|HE AM T LICt Decrypt(¥ =3} sl A|)E AtESHH SD 7L=0f| M &
E HOIHE 235 AH83H0 B E[X| QgL
+ Change password(H{ 29 E HZ): SD 7IEE 2235t O Rt IjAQEE HARL|C}
Use tool( 7 At&): 2850 MEist =7 & &gttt
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o UEH o] A

-

Wear trigger(0t2. E2|H). HMZ E2| At = SD 7tE Ot =F ¢f2 TS LCH Ot2 =& He|=
0~200% & L|Ct. oF HE AFESHX| 882 Af SD 7tEQ| O =F2 0% & L|Ct. 100% OF2 =F2 SD 7tE7t
Ol & =0l 7tZCh= A2 LIEFHLICH DFR =71 200%0) EEstH SD 7tE7H @& 52 /¥ 0| =& LI
Otz E2|HE 80~90% AO| 2 B7YdSt= AO0| ZE&5LICt O|HA 5tH =35 CtR2ZESt3 SD 7HE 7t F XY
Moz OrE &l 7| Toj| A ujoff el

D
WP+ ASHO 02 ESHE AHESEH O|HMES 2785t Ot +&
O 27 ¢toll =&otd LS &s =+ ASLILL

Onboard storage(2H E AE2|X])

Hard drive(3tE E2}0|E)

Free(Of 37h): 0§ ClAa3 Z7to| S QL|CH
Status(&Eli): C|A3 7 OIREEYU=X| ol 2L Ct
File system(Tt Y A| AR CIAT M AMESH=E I A
Encrypted(¥ 2 3Hg). C|AT 7 2oL Y =X 2
Temperature(2 k). StE 02 A 2= Y

+ Overall heath test(8M Ol MEj H|AE): C|A30| MEfE = QI5H 29| At L|C,
Tools(E )

o Check(2Ql): M7 &X

| = |-.
* Repair(57): Mg YK & SCH LA SXEHL MY HXE +2

2|$iLict & g 24
8151 HO|E{ 7k £ 4 £ &Lt
. Format(EZ) BE =122 XS0 AE2XS U LICH T AIAHS ML}
+ Encrypt(¥ 33 MAE HO/EHE erasieith
N

|0
« Decrypt(Z =3} siH): == o
XLt

+ Change password(I{ 29| E $Hd): C|A3 A0 Cfot HAYEES HAYLICH HAJES ©
dolic T 50 =53t= ST X| e85 LT
+ Use tool(Z= 7 Ar8): MEHst = E HASIH S Ct
Unmount (02 E 3 H]) CA|2HIOM FHAIE 22l6t7] Mol 22U c ¥ F2 2 E =37 SX[ELCH

A

Write protect(227| ¥ X|): Mg HX|E HO{MX| B E ¥

Autoformat(X}S =) @ COAT = extd THY A ARZS ALESI0] At5 ZOHE L CH

SIP

ay

SIP(Session Initiation Protocol)= A& XA} ZH2| THRHA 41 MM 0 AL E LT 2Ot SdS MM =
ShHah 2 QI LTt
a= T AM-e .

SIP 243} SIP S3HE Al&tst =4 = AT E &t2{H o] M2 MEBHL| T},
Allow incoming calls(Z 4 51 &): Ct2 SIP ZX[0|M S0 E2 S5{8sta{H 0| M2 METHL| L}

Call handling(Z X 2|)

+ Calling timeout(Z A|ZF X1}): OFF = SHIIX| YIS AL &3t A=l ZCH A|7HS A LT

+ Incoming call duration(Z 4 7|Zh): =4l S8 X &S = = H| O A|ZHS SE L CHE D 102).

+ End calls after(0| 2 & Z8). 22 X|&2 = A= ZH A2HS S-S LIHED 602). &% AlZtS
HetstR| 222 E 42 Infinite call duration(FH| 3t S35} A|ZhS MEiSHL|C}

Ports(®£ E)

HLE B3 = 1024 ~ 655350{0F gfL|Ct.

« SIP port(SIP ZE): SIP &
X &L 7|2 ZE
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# QIE{H o2

« TLS port(TLS E):
2 TLIS(HE AT EehE A
% IE H-|§§ oledshL|Ct

— = He .
« RTP start port(RTP A|Z ZE): SIp Z0|AM A R RTP O|C|0] AE &
Cf. 7|2 A% ZE Ho = 40002 L CH 27 YobH0| EY5 ZE Mg
NAT traversal(NAT E"} 7218)
TR ZE APSZLAN)O| AT SHE LIEQA QAROM FKE A £ U
sh st 7%% A& Ct
el

- ICE: ICE(Interactive Connectivity Establishment) &
O| O|2O0|X|E2 T} 88X 0l HEZ &7 4|9
Zo|M 7JE B 8X0l HEE XS & 9= 7|37

= T M

STUN: STUN(Session Traversal Utilities for NAT)2 Xﬂ%

C. STUN M Z20f: P 548 QgL

TURN AfB| =4 9l 270 L E Q| astL|c},
er|e % Hgle

E A‘I?H ol-|_| [:f
. DTMF payload type(DTMF H|0|2E |d): DTMF2| 7|2 HO|EE |

—

ZANATSHH Z2EZS EH2 2 AESHALL LERD 280 mef o E =g e

I g
A2 0jZe 38 p —7,5*9|-j£E HMSE 7IME 5 YA sF= EEFOI

vl
o
=N
18]
I
)
1]
ot
Wik
AL

10| AFEE[= HEA
Of M RTP E2{ &S XtEhetLCt.

o
L= UDPE Sl ChE S2E0A S02= HO|HE #4E = A=S

AN
|0 ZX| Ztof] =3t S4
MBI E ICEZEE

2E
& I r STUN xTURN%
F

+ Allow via rewrite(CtA| 27| & Sl 5| &) 2tREH & IP FA N 2ZH
EWSHL|C}
== .

+ Allow contact rewrite(H 2t X CtA| 27| 5| 8): 2t EH2 3 & IP =& O
o MENSHL|C}.

. Reglster - with server every(Z4 MHO| S5). &KX E 7|E SIP A™O CHst

E 5l2{H NAT(HEQIR a2 H

NAT 1t 7|52 At8ot2H 2t EH O A X| &I OF LTt ot 22 Ef 7+ UPnP-& X[ @3 OF & LTt

« Audio codec pnont_y(EEIQ '3! 2M £=2|): SIP 20 CHdY %SPL 2E|2 &2 JH% StLt O] o)
o

= [ = o
Qrle FEZ MEHSILCH M &2 =ME BESEH 20N 5 LCL
&
22 A I A 20| 2P B2 MEISH AHO| BE 4K 3 0F QK|S OF gLt
+ Audio direction(2C| 2 $e): 5| §E S AUHE HEHSILICE N
+ H.264 packetization mode(H.264 1lH st BE) At IjZl3 REE MEHSHL|C}
- Auto(AtE): (HEF K= A 122t REE AFBLICH
- None(23): HHiﬂ DEJ HEE K| RUASULCHL O 2EEFTZ 022 AL
- 0: I:||0|E-|E|E Bc
- 1 EHYNALRU RE
« Video dlrectlon(HIEI Weh): S8 HICQ ZAT|E MERGHL L
Additional (F7})
« UDP-to-TCP switching(UDP2} TCP fﬁ%): UDP(ALE X} CIO|H O3 Z2 & 2)0|M TCP(T S H|
o “EE*—)E HNE ZE2EZS AHCE Moldte 252 5|86t T MEIGHL|CE Matst
= 0|f= 200Hf0|E Ol =+ 1300HIO|E =3t MTUEIC ©& tHel) 2 HO| A= B2 tHEgt
= %”(lOWl @IsH A & LT

Accounts(4| )
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o UEH o] A

-

il
)

bl
1o
oY
4o
1=
0z
ie)
30
rr
o
o
Hu

|| SIP accounts(SIP A|) otzfo| LIS ELICH S5

AEOl sIP MH O §8H 2z SEEASLICL
Ao EH 7t ASLICE ASoH HStAHLL, AE XA SHO| FREJAAL, SIP MHOM AEE e

AL

e
peer to peer(_|°1 E Oo, 7|2 48) A2 Aoz WHE A
? t

| dE AZ YL BtL = A8s WE1 Y
SAZS 712UCE Aot P2 0| AEE AME 5+ ASLICE 22 AL SIP AF S XIFSHK| &1 VAPIX®
API CERE NREEEE CIEIo|L) 25 AT B ¢ 7|2 AZOl Ar&E H T

+

Add account(A|E F7h): M SIP A™E A
o Active(Z243}): AIYES AtE8ste{™ MEIBL|CT
+ Make default(Z| 2222 X|H): 0| ™2 7|2 A™ECE X|°Zst2{H MetgtL|Ct 7|2 A780| %
Of otH, 7|2 AE=2 5“4”*% k.
« Answer automatically(X} S22 &) =4 S350 AtSCE SEStE{ ™ MEdBHL|CH

4 M =9| X|d) @ IPv6 over IPv4 F

- Prioritize IPv6 over IPv4(IPv6 over IPv FAo M =2|E
X5t e B MENSELICE O|= Pv4 2 IPv6 24 B=OfA 2HOIE|= pop A HO|LL 0 Ql O|20f A1
gt m %%’C’;“—l I:l'. IPv6 340 DH%'E.J ZO O O] E0] CHSH ATt IPvel] @M =2 E K- = J&L|Ct

« Name(0|5): 80| =3zl 0|52 YHTILICE O E S0, 0|51 o, I = X7 & =
ASLILCE O|E0| 55 El?iﬁ'—ﬂif.

« User ID(AHEX} ID): X0 2=l D%t M E= Mot HS E L =HBtL|Ct

+ Peer-to-peer(Z|0] & I|0{): EZ4 Y EQA0|AM C}E SIP ZX|E AH o= o AHEE LICH

. Reglstered(og%') SIP A1H'|§ Sl 22 HER3A 79| SIp X[ E =

. t

=
EHol A8 IfS3 He 37f =ol9l olg 2 et
Fao vz 28]

l_|
_>,_._"

« Password(H{ 29 E): SIP ME{0f CHl 21Z 57| ot SIP A G HAE HAJQES YL
« AS ID: SIP MEOf Cisl 215517] I8 AL El= 215 IDE YHEYLICL 215 ID7F AL X} IDLE
7+o AL o= D= A sE+ = QI Q&L L},
Caller- ID(‘“*'IP ID): Axis K| 0 L= S2}9
Registrar(S EX}): :Exfol P F=AE YL CH
|-

=
Transport mode(T& 2E): A H9| s
TLS version(only with transport mode
LICH ™ v1.2 & v1.30] 7}E QM
HE S TS MEfSE LT
+ Media encryption(only with transport mode TLS)(B|C| | =3 & 2= TLSTH): SIP S 0i|A O] C| O
(202 X FH)of Ot 223t FAHS M E”s“—lq
« Certificate(only with transport mode TLS)(Y S M (& 2 E TLSEh): 215 )
« Verify server certificate(only with transport mode TLS)(A‘I H 2AEM =el(TS ZE TLSEh): A
H AISME =Qldota{H MEfSEL| T}
+ Secondary SIP server( = SIP A{H{): 7| & SIP M0 SZ0| dilst 42
SE2 MRSt & ofe{H FLCL
« SIP secure(SIP E.2): SIPS(Secure Session Initiation Protocol)& At&3t2{ ™ MEiSL|Ct SIPS= TLS H
& REE A% EgfE S Y2 otetL o)
+ Proxies(ZSA|)

Proxy(E
- Prlorltlze( M
X|gste{™ Z2latL
- Server address(A H F24): | I =2 L Cf.
- Username(At2Xt 0| E): ZRt AL SIP ZEA| MHO| AR 0|52 YL CH
- Password(T{A$E). L5t AL SIP ZEA| MO IIAQEE HTHLC
. H|C|Q
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# QIE{H o2

- Resolution(3f & £): 34t S210| AHEE S =8 MEHTLICH sl es Rt IHYE0
Jgs L

- Frame rate(Z 8| :
Zostd=Eo g2 FLICH

=
- H.264 profile(H.264 EEE}"E'): g S0 AHE8Y Z20tYS MEfSL| T

DTMF

Add sequence( MEHA E=71H:. M DTMF(Dual-Tone Multifrequency) Al £ Mdste{H S ot HX|
= E

A
vents > Rules(0|HMIE > )2 0|5%

Sequence(AlE2): E2 &dale ZAE YL H 8= &4t 0-9, A-D, # *&L|CH
El

Accounts(A|™d): DTMF A| & A
ojof & oo AE2 5Lt DTM

Protocols(E2E &)
ZAE ALY ZEESS MESLCH ZE OO R 00 Y2 Yot Z2ES 84S SREULCL
A

Use RTP (RFC2833)(RTP(RFC2833) Al-&): RTP Ifi Zl 0| A| DTMF(Dual-Tone Multifrequency) 2=, Ct2 & Al
= Y M3 O|HEE 5|85tz ™ AL|Ct

Use SIP INFO (RFC2976)(SIP INFO(RFC2976) Al2): SIP ZTZEZ0| INFO HIMEE Zetste{H A LTt INFO
HAMEE LUNOZ MMot 23 E MEIN Of E2|# 0| M I§ HBEE FUtgLct

SIP address(SIP F£&): SIP FAE 2335t \e = sagio HlaE Mels 20 ARO| 2SR ol

Access list(HM A EE)

Use access list(H M A S5 AFR): X0 M3E 2 5+ A= AFHE Motste{® ALt
Policy (78 *H):

- Allow(5]8): AH A BE0) U AAZHE
- Block(XEh);: A2 S20f YE 222
=2
-

T add source(22 71y AN~ 220 A &

SIP source(SIP & 2A): AA0| BEAMX} D EE= SIP MH FAE Q&g O

63



AXIS P3245-LVE-3 License Plate Verifier Kit

o UEH o] A

-

Add stream profile(AE® Z2OtY F71): 250 M| AEE =20t Y3 M MotL|Ct
Preview(D|2| B7|). Eiot AEE D20 S AMESH0] HIC|2 AEZ S 0|2| L L Ho|X|el 27 H
Zd5tH 0|2| 27| 7F YOOl EE L CE HX|of g 27| 0| Y= &2 0[0|X| Q| X= BILH| = EFLH2
A QlAL|C
T™ Mg

oM 27| 92 HEL
o

=
Frame rate(Z2f| ! HIO|E): O] BJ0|| Chot BB 2 AEZ LO/X/ 40 S =E2 EXSHUAL.

=
Compression(2%): O] 0| Cigt MHES AEZ Ho/X 40852 ;3‘—5%! AR,

Zipstream @ ;O A0l Cist HHE2 2EZ 1f0/X] 40 B FE BRI,
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