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- Fallback NTP servers(CHA| NTP A{H{): 3}L} L= & 79| CHX| ME{Q| IP =AE Q& BtL|Ct
- Max NTP poll time(X|Cf NTP Z& A|ZH: QAGO|EE A[ZtS 27| Q) NTP MHE Z2
& W7FX| FX|ZF 7|Ch2{oF Sh= X|Cf AlZtS MEHGEL|CH
- Min NTP poll time(X|2 NTP Z& A|ZH): YUGO|EE A|ZtS AJ| Q8 NTP MHE Z2
o W7FX| FX|ZF 7|Ch2{oF Sh= XA AlZtE MEHGEL|CH
« Automatic date and time (manual NTP server)(X}S Y X S A|ZHES NTP A{H)): MEiT

NTP AMH{e} &7|3tetLIC}.

+& NTP MH: StLt L= &= 4o NTP ME{ Q| IP F=AE 3tLCE & 74| NTP MHE
AE8Ste 42 YAl F MHO| LE WES 7|HOZ AZtE 57|95t d RFESL L}
- Max NTP poll time(Z|C{f NTP Z& A|Zl): YHO|EEl AZtS 27| 28 NTP MHE ZE
St bR KX 7 7|Che{OF Bt ACf AJZ+S MEHSILCH.
- Min NTP poll time(Zx|& NTP 3 A|ZhH: AOO|EE A|ZHE A7 28 NTP MHE ZF
b M7EK| A7 7|CH2{Of BH= A A AlZHS MEHSIL|CE
o Custom date and time(AI2X} X|™ YR S A|ZE): =502 YR O A|ZHE MA™SHL|CI. Get
from system(A|2H”IO|M 7t 27))2 S 2510 ARFH L= ZHY XM SR X A2t 4

8= ¢ A 7tMEL(C)

AIZCH: AFRE A|ZFHS MEHSIUITH U@ MO Aj7h Ol EE AjZHo| 23| Aj7to] (=02 ZFELC}
- DHCP: DHCP A{B{o| A|ZFTHE HfEHBILCE O S M2 Metd{a{pi Tix &X| 7} DHCP AlHH

of HZE/0f AfOF BrL|L}.
* Manual(£=3): EE02 SFO0|M AIZHE AL

Hl D
AAEoME ZE =3, 23 3 AJ2H 2730 @R 2 Az 2780| Ar8E LT
X 91K
HA7F A X E YHY LD S | Al2H-HOM o] HEE ARSI X Z0|M HXE HELCH
+ latitude(fl k). &= U2 Mz SZS LIEFHLCH
* Longitude(F k). Y ¢S XXM SZS LIEHL|C
+ Heading(&): HX|7} esh= LpEEH 2harg YLt 02 F=S LIEFYLCH
+ Label(2}'l): ZFX|0f CHSH HHO| ZotEl 0|55 YA LIC
« Save(XMHE): TA YXE MysteH S
HEHZ
IPv4
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g QEmo] A
Assign IPv4 automatically(IPv4 s goh): HEA 2t2H7F X IP TAE ASO2 SAHIEE &Y
M MEHSHL|C}. CHEEO HEQ A0 T 6H If% IP(DHCP)E HZXSIL|CHIP FA: TX|o 1L IP FTAE ¢
HolAlQ. N P FAL 2t FA0f 193 AL HelH HEST Loy 2x9e ggd = gl
£E55 GXsliE X P X228 gast| B0 Y3 palRol Selefs 2ol SEOEY oA
3. MEd OA3E 23510 LAN(Local Area Network) L0 Q= FAE HOL|CL. LAN 2E9| B &
Fot 2SHE ST LCHRouter(2HE]): CI2 LEY 9 HEYI HIMEN AZE TA S HAH}E
O AFREE= 7|12 SI2HMAHOIEY 0D IP =AE e Ef Fallback to static IP address if DHCP isn't
available(DHCPE A28 4 Q= AL 1™ IP FTAZ EH). DHCPE MY £ Q1 IP FTAE X502
st 4 gt Z9 CIME ALSE ¥ P R4S St ® B
H|
DHCPE AF8T 4 @1 BX7 1F F4 [IXE A8 3L, 18 FoL NoE ¥z 3
MEIL|C}
=
IPv6

Assign IPv6 automatically(IPv6 X} &) IPv62 HD HESQZA 2t2H7F X0 IP FAE K5
oz gtz e sfaf® Mg

SAE 0|22 XAHSOE ¥ YENI ALET KO SAE OS2 P FAE NHEOE RIYGHES o
o MBI SAE 05 FAI| SMASe CJ2 HUOE ASHED SAE 028 4502 Ui
LT Mol 834 3 NAE 215 SAE 0158 AL, 38EE 21 A~Z a~z 0<9, -@Lich

DNS AMH

Assign DNS automatically(DNA X} &%) DHCP MB{Z} AM =iQl S DNS M FAE FX|0of Xt

=
SO ZEotA otA® dEetLICh CHREE2| HEI0 s XS DNS(DHCP)E 2 etL|Ct.Search
k=3

= L—od
domains(= 0| 2! 7-IA||) x-l%}ngIXI oS BSAE 0|22 AI23l= ZS Add search domain(ZA 0ol
Xyl_)g E‘Elol'_l_ lel. Al__g_ol_l_ §AE O|%2

=
==
AMgr 012 U BL|CI.DNS servers(DNS A{H):

—= =
Add DNS server(DNS MH F7HE &5l DNS MHO| IP FTAE =TL|CE O] M= HELIANA
SAE O|E2 P AR BESHY 1I-S-§. LI C}.

HTTP 5! HTTPS

HTTPS= ALEXLS| HO[X| 2F 5 @ MB{ofAf BtetE I O X| of 2
otEl Y& weh2 MH ol M2ldEs 2Fote HTTPS ASME AHESHO]

S
X0 HTTPSE At23t2{H HTTPS QIEAME MX|s{of &L|Ct. ASME MMt MX|5E{H System >
Security(A| 28 > HONZ 0| FTL|LCt.

Allow access through(d M2 5{&): Afﬂxpl- HTTP, HTTPS == HTTP and HTTPS(HTTP 5! HTTPS) = =
EZ & OE S X0 AA5t=F SE8LX| MeigL|C}
H| D
HTTPS% of A= otE YW HOIXE E= 4% 53] HOXE NS ¥ I 450 MtE =
)AH L—l El-
HTTP port(HTTP ZE): A% HTTP ZEE UL Lt XK= ZE 80 L& 1024-65535 H Qo
S 22 sjguly Bexe 219 olet F2 11023 elo] ZES oag 2= pis L EECE
ZTEE AMNESH A7t BA|ELCEHTTPS port(HTTPS ZE): At2% HTTP EE% ol shL|Ct. 7“DYI
= EE 443 &= 1024-65535 tHO|°| DE ZTEE 388 L|Ct ZEXE 2905 AL 1-1023 HQ|9|
ZEE Q8g =L QUESLCH o Heel ZEE ALESIH Z 17t HA|E L L Certificate(AF A): 7“?tl
Of HTTPSE Z-datste{™ ASME MEHGIL|CE
HER AM =Z2EF
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2l
| — |

QIE{H O] £

ZL|Ct.Bonjour O|&: L EA0 BEAIR O|&
P®: HEQIOAM XtEs HAMS {8tz H O
LICt. 7|2 0|52 ZX| O|E1 MAC =L

2
=
2
=

. = == —_
CLWS-ZiA: WEYA0M AHE ZMS 5|B3l2{0 0] M2 ZL|CHLLDP & CDP: EQI 0N AHS 244
= 51835t o] S4S FLC. LLDP 8! CDPE I PoE M HYO| X|F0| ¥ == RASLICE. PoE M
o 2He ENE SHZSHHH SIEQ 0 PoE M gd 822 PoE AX|E FdeLC}

Http proxy(Http TEA|): /85 HAl0| W2} 22 TEA SAE £ P F2E X HE L ChHttps
proxy(Https TEX|): 3|25 HAlof e} 229 Z=A SAE T P XAS XFYLICH
HTTP @ HTTPS ZmEA|0| &&= SHAL

+ http(s)://host:port
http(s)://user@host:port
http(s)://user:pass@host:port

H| 2

HRE MAIZESI0 2 2Y ZEA 28 M8
No proxy(ZEA| g13) 22Y ZEAS 22|5l2{H No proxy(ZEA| §Z)E AFEELICL S50 A= &
M T SILE YHSHAL HEE FESY o HE YL CH

« HIYF7|

o IP =& XH

« CIDR HAlIO| IP =4 XX

« OO o2 XIH™E(0: www.<EHQ O]E>.com).

« E3 EOelel 2E 5% =0 el XH(O: <=0l 0] &>.com).

One-Click Cloud Connection

One-click cloud connection(O3C)1} O3C AMH|AE 0= XA L AAIZE S =35 A0 €l oFFSE ol Ul
HMAE KMBELICE XM LI axis.com/end-to-end-solutions/hosted-servicesS

o -

Allow 03C(03C 3| 8):
- 88! ojAo| 7| 4EYL|Ct
= 44 FEuUrch A
Cf. O"X o™ &
7t 24ste| 0 FX|7F 03C
o T4 EX|TF QHUHUE Sl
03C AMH|A0f AZE X &7
o OfL|R: O3C MH|AE H|Z
.- Al Me{of Az
StAAl.29 8
= Authentication method(
| FIOt 915 HALLCH 2otk X ¥
igest(CIO|HAE) S =t OHMSHR| ¥LL|CH
| =t jAQQEE MESHY| IE0| O QtMBtL(CE
et X7t 21E5 HHZ MElsh &= JFLLCHL 24+

El
="

€[>

&2re
rlooly > for
oz

O o
_|

ofm
= ok

' e o 5 8L CF.
27X AF 7|(OAK): £J7 X Q15 7|15 7t 2| Get key(7| 7tX 7)) S=LICL O] A2 EX|
7t St o|LE ZEAIQI0] AHUO AHAE FR0T JtseL
SNMP
SNMP(Simple Network Management Protocol)& O|83%l0 HEQT TKE Aoz 2T 4= JSL|CH

34



https://www.axis.com/end-to-end-solutions/hosted-services

AXIS P32 Dome Camera Series

o QUE{H oA

SNMP: At23% SNMP H™ S MEiSHL|CL.
« vl 89 v2c
- Read community(2}7| HRLIE]): X|El= ZE SNMP X0 CHsljf 47| M ATHO|

A= HARUE 0§82 ¥ 7242 SHYLICH

- Write communlty(M7| 9-|.,'E,'.L|E|): XNE = T E SNMP X0 CHsH A7| = M7 HSE
O A= HRLIE| 0|52 YUHYLICHS 7| ©& AH Hel). 7[242 27| YL|Ct

- Activate traps(E3H &/d3}) ERME IS HS5IHE HAYUAR. X = EYS ALESHY
Saot O|HE = SE| HFO| CHSE HAIX|E 22| A[AE0 2HLCh @ QLB I O] 20
X SNMP vl B! v2cOf Cist EHE HM™T = QUAESL|CH SNMP v3e 2 HZASIH L SNMP
£ N EMO| AHEC 2 AT L|CE SNMP v3E A3t A2 SNMP v3 2| ofZz|#
ojdg S EBMS 48 = ASLICH

- Trap address(E3 FA): 22| MHO| IP TA £ SAE 0|28 USAAIL.

- Trap community(E HFLE|): ZX|7t el A|AH E- HAIXE 29 I AtEE

HRLUES Yagch

- Traps(E®):

- Cold start(EE HH): XX|7t A|7<F5| M E HAIXIE &
- Warm start(g 2ELE). SNMP A% | A
- Link up(23 &) Z37f ChRof L L M AKE Bt
- Authentication failed(21Z Alff]): 1= A|Z 7} AMI|SIH EZ LA|X|E EWMHL|C}

= =
H| 2
SNMP vl 3 v2c EWS 7B ZE Axis H/C|Q MIB E0| ZMSIELICH XM L{8S
AXIS OS Portal> SNMP= Hx3IA Q.
+ v3: SNMP v3= ool 8l HOI oS HEot= HCp Qo M Y L|CH SNMP v3E ArEdte{H
Otz 7} HTTPSS E3) MEEo2 HITPSE BASlsle 20| S5 LICH Tot Hoto| gis SAlRis}
ol S8l gx| 942 SNMP v1 3 v2c EO AN ABLE HS YA|SLICE SNMP V3E ALBSIE A2
SNMP v3 22| OfZ2|#0|M2 Sof EMS MY & US|
Password for the account “initial"('X7|" Aol AL E) 0|20 'initial'@l A9
SNMP IHAQIEES UHSL|CE HTTPSE &d3idtX| e MAQES &L = UK T
ARSIK| FELICE SNMP v3 HAQE = o Hiok MES & Qa0 HTTPS7| HABIE 42
oot MFSE 20| ZEL|CL MAYCE AP HAYC Lot of o[ EAEX| &
SLICH HAYEES CHA| B E HXE 3 7|12 HY2= WHEYsoF Lt
Hot
ASAM

AZME HEJIHS HKE QFsts O AHBELICE O X F 7HX fE9 ASME XA LLCt
« Client/server certificates(22}0|AHE/AMH QS A|)
SE0|AHE/MH ASZ M= &KX 2 IDE 7*56FU1 XA MEE = o CAQE
2 = JASHCL XA MY AE M= HoE EZE HI35HH 2l

—_

=
« CA 2EA
CA ISME A8 mof ASME ASYUCL OE S0, X7 IEEE 8021X2 HI & =
HEQIO AZE B2 AT MHe IDE HTHH. X o2 742 A EX[E CA
S M7 Ag L.
A= g42 L2 25U
- OIZ M HAl: PEM, .CER, .PFX
o JfQI 7| HAl: PKCS#1 Sl PKCS#12
T2 A
HXE Y £ AI Jl=ez MEFstH R ASA L ANELCE APE 2X[E CA ASA

v
* More(E| E7|) D gLt ME Y F=7t BEE BEAIYLCH
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2 QlE{H oA

e

OF

« Secure keystore(HQt 7| K& A): 72 7|E CtMSHAH X ZASt2{H Secure element(HQF @A) I
+= Trusted Platform Module 2.0 MEHTHL|C}. MEHSH HOF 7| H&EAQ CHSH AEMSH LIS &
2 ¥ help.axis.com/en-us/axis-os#cryptographic-supports EZSIAMA| L.

« Key type(?| 98): QTME E25HH EEOE SE0M 7|2 =3 Y02 FO|Lt O
2 st ynaEg MY

o= [

a

o420 %= Hwoles CHZ0| ZotE Lo
. Certlflcate information(QS A FH): AKX = QASAo £MHE FLLCt
» Delete certificate(ol"kl AFH|): QIS ME AX|SIAM A 2.
+ Create certificate signing request(QISAM MEH @XF MAM): C|X|E ID AIEME AMH
g 7080 EH 93 M 2F 2 gL
Secure keystore(sl?_i 7| MEA) O
« Secure element(29F 2 4)(CC EAL6+): EOt 7| K& A0 E?_P QAE AIRSIa{H MEistL|Ct
o Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 & 2): 29t 7| MZ
= ALE5te{H MEiStL )

by
Ot
N
o
OoF
==

In

TECER-ER TR

IEEE 802.1xIEEE 802.1x= M 9 BEM HEY A X EO =S HIst= ZE 7|8t HEKA £9Q K|
O E @It IEEE &= QI L|Ct. IEEE 802.1x= EAP(Extensible Authentication Protocol)& 7|—’.._‘—9§ ot L|C}HIEEE
8021XE H3kl= HERA0 °"*1|*0PE1”4 HEZ FX7t HHH2E ASE00F gLICH AF2 2T
MHOAN Sz, YEI™ o 2 RADIUS A H(0]: FreeRADIUS 3! Microsoft Internet Authentlcatlon Server) ¢!
L|CtIEEE 802.1AE MACsecIEEE 802.1AE MACsec2 0O|LC|0f OHHIﬁ S8 D2EZES Q3 HYZAH Oo|H 7|
9 DANS Ho|ste IEEES] MAC(D|L|Of HAA 7HE =) sof E-’.-_‘-%I L|CEQISMCA ._oM glol +4
MH IBM FaH AAZL HiZ etz X AZ4E HEYZ *71I°*0I XA 1E5E AlE=g L Ch
ME AT I Axis 7+ Al 717] & Q15 AH = EAP-TLS(ZE 7t5 Q15 Z2EF - 7.‘_*0 AHZE EOr)
2 AEME KNHEoZ QIFeL|ChEX 7} °"‘A1% S EzEl= HERZO ANaT

£ ZX|0] MX|8l|of g L|Ct.Authentication method(Q1= HiHH):
lient ertificate(—Z-E}0|°1§ ?_Iokl): IEEE 802.1xE Al2% Z2}0|
&= = OIZME AIR3I0] 22/0[0IEC] DS 2HolSHL|CHCA ASA:
H1°| IDE =olgtL|ct QIZEME MEISHK| Yo FAl= AAE HERZ
FL|C}.EAP |dent|ty(EAP ID): 22I0|YE Q1= AQ Y=l A

L |

b

rero->mure otpe
e
> Ul
0o
10|
il
'}
=)
Q
mJ
2
|>|
FT

|m ol
=2

] OH'AIE EAPOL versi on(EAPOL HH): 4 E ALK M At = EAPO M EH SF
IEEE 802.1x(IEEE 802.1x A}&): IEEE 802.1x #EEE‘E—% Al ™ MEHSHL|CLOI= it o 2 [EEE 802.1x
PEAP-MSCHAPV2E AF23I= ZAL0|0F 0|28 AMES 0|28 £ &L|C}
. TAQIE: oS AFSX} DO HASICE ol 2BiL|Ct
« Peap version(Peap H{H): | EQI A{X|0|N ALE /& Peap HH S MEHTIL|LCE
. Label(2}%): 22}0|QIE EAP ASBIZ ALRSI2{D 12 MENstyl, 2aj0|QIE PEAP OtS3t2 ALR3}
2{H 25 MENGIL|C} Peap HW 12 ME5t= 42 UWENZ A2X|7} AHESH= 2tHg MEigtL|Ct
IEEE 802.1ae MACsec(HX CAK/AIH 2 7))2 0I5 &yoz Arst= Z0|ok o[z3 4¥g 0|8
g &= AEL L
o 7| UX| AA A F| 0|F: HA A O|E(CKN)Z LHtLICH 2 ~ 64XI(2E 2 Jt5) 16
Tlg=0o{of E.”— Cf. CKN2 gZ M =522 #4350 stH, XS0 MACsecg Ed3}d}
HE 3ol AE E0M LX|s{oF L|Ct
o 7| YA AHF #AH 7. A4 /A F|(CAKNE YHTLICh 32X = 64XtQ| 167I=0{0F B L
C}. CAKE G Bai0|i 2502 A0} 810, A 20| MACsecS &43tstai® A0 o
Z 2ol LX|sloF gL Ct.

SXE oY 2 WX

Blocking(\tEt 5): 248 [f@l 322 XIEHSI2B AAAQ. 2Xd [jol 322 AY %S S3) 219
e EE oo 7|8 FRBLICLAT 7k A Y SAS AT MRS @ LICHAHE
z7: 220 AME| Mof 3{85lE 28 o 41 23E YHAPLUCL HOX +51 X +F 2
SOl BI8EE A 48 85T + Ay

I
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FALE AR5

L
o

2
S

1

o
O

o
dzs2

F

[

2 7l 280 ASLCH
5

ol M FXlof tf

g =9

A= 9
of olelE HEoteH

2

ey

« Allow(s|£):
Protocol(

+ Deny(H%):
« Address(F2):

QlE{mj O] A
Activate(2H/d 3}):
Default Policy(7|

Add rule

| | S .
o = u_mﬁ_v _ XT _o
ol © 5|EME =3 I@T_ﬁll_u
B oF < R Wa1's Mg
H 31 xo Ko 0zr X 0%
RO Tod K B0 £ 0%
- z 2 = W T g2
ol =0 = ol K0
W RO . #® RO g
N R 2 R 5t 2o
] . R Jol KU 20
o =20
TIgrd EC mo.—u %o_oME_EM
Jl=T- ...oo_L Toill . 3 <lo A_IJI_A_O
BR=ma B o Lz
s [ Ik = L = BJ10 joliKjo ©
RY I 3o __ 1o % 2 T OTE0 5 =
..A._._.__._._._.A..A.o% |_MH_o m 161 ._L0||Mv=._o M
or M R =~ ml PEuK
m_.ax._ ol +o_=_|r =0u = _.ar_:ﬂ_ Kb~ 0 _
ey THT 2 Wy T
e T BT B B m X
i _ OL_H_ﬂ < _— LS LK
7L7|+A|_|m - = " ] MX||.1
M=o = o = O I Kz
< Uy =15 ] 3 =T H
< .E_.__._ le - % OTLI_AOmO
ST u DEm o K ____mo_roJAu:___=
=mIT5 ¢ Ko < HIK K= S
H._LOIﬂmH_“mv = o“_o____*__|L mul ol oy o_nE__u.__A.an
Sprol” ol M, z0 Ul
W zogr"=<d ol gy R Al
Hgg ¥ <0 77 X0 = rogmgy <
D omolo  rarx m . S
= _ o8 Aol sm W s
.\ruo_ap._._/r_M 76_.“ _.%;' jol ﬂ_.._lo_ll_n_.:loHH )|
Mip< =4 mur._._o._ ar |E_+|AH.B il =0
< "o Smm W _m N HI Z i o
AU WL T AT
—_—— EWI ~ o — Jod 3 2 o —
oF-! | TTRM wWzod o Gia| Ko Wogmw ox
u IMNL_._EO <ghr Kio k| ol mw_.A_Ao 0[10 o
O<R e o7 el >~ = ™| =<1>
Mo Blam o 3R o | §55TE
Elmy™ oms Mool Oy n_A_ -
cHF™ = . - v ~—pliglun S
cwiof Lor & 2H | 9Sadx
muamega_ﬂ T & - W™ HKo &
N Kx =on| W 5
EMEsy WA 2o B ol
oKl Ey B F Wl BT
mOn_._._os =% S - Sn=
FRSms w3 9 UIFem &
=ROME MW 2GR m | gXDEE F
c s o UM g | RO TRl
< = oA =" -
£ E p| & |G
A e < K | g~ @08
& — S — | oo [Kp D0 eee
am o Xol = KOO X1

CHE A8E =7 Yol

—

[

2| At

t

[

Z|CH 100749

L|c}.

k

L|c}.
gl

L|Ct.New password(AM IfA L E):

I

.
o
=

M2

OH
24

A=A 7EE 28
37

& L|Ct.Repeat password(Tj

0
[Le

Jtetei ™ 28

F

L|Cf.
oo
o=

System(A|
9|
o

of CH

O

o
AlE 5t

A Ol
T M-
=)
A E 2|

=

=

P

=
[
o

Aot
3|

H|C| @

L=
+ Viewer(£0{): C}
_'-|_|-_

Delete certificate(2!

E 3 HAY
e Operator(2gX}t): Ct

A ST = 1~64K}
« Administrator(&2|X}): ZE A

Add account(#|d
CHAl @ 2 38}4 Al 2 Privileges(

L|C}.
AHZE 32~126)0 THA Q| =0

+

Ct.Account(A|H):

-
o

(

A8
AH
=
=

=

| — |
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- W, ZE Y F PTZ AW AN mE

* ™o ¥E oRoE CHS I Z ot E L Ch.Update account(A AHO|E): AE £42 HEULLH
C}.Delete account(71lJH AMH): AEE AMELCH root AEE AAE = P&LLCH

HA =

SEE

LTES

Allow anonymous viewing(2/® H7| &) A™MC=E ZIQISIK| YNE FRLF BHAXIE ZHX|0| HAMA

g £ A E ML CtAllow anonymous PTZ operating(2EO| PTZ 29 3 8) : QHO| ALE
Xt7} ofof x| of EH sf M, 2HE 8l 52 & = ULE St HLCh
SSH A8

+ Add SSH account(SSH A Z=71): M SSH HHEE =7ste{d S2lghL| .
« Restrict root access(root M| A X|oh): root WH AL RSt 7|52 Hotsie{®H ZL|CH
« Enable SSH(SSH 2tM3}): SSH MH|AZ A28} ® ZL|C}
Account(A|™): 183t HH 0|22 =TI C}.New password(AH IJALQE): AXE
HAQYEE 1~ 64Xf ZO|ofoF BtL|Ct. ZXA, =X}, &, Y& 7|2 5

d ol o
T 32~126)8F A QE0| AFRY %= Q& L|CtRepeat password(Ij A E HHE). =AU IHAQJYEE [}

-

[

[ ]
Al YEEIHAIQ MY d¥S QHgUHEN). ° d¥o 2= Hols ChS0| X gL L. Update
SSH account(SSH H/& & h[o]| T 73t L| CtDelete SSH account(SSH #|% AMR[): 7
2 AFEtLICh root AFES ARE & giELiCh

7

_—

N BAE

+

Add virtual host(7}4 SAE 7). M 7tA SAEE FI6i8{H 2oL CLEMEEE 0] 714 SAE
E M85t MENSILICEMB O|F: MH{Q| O|F 2 Y= StLICE =Xt 0-9, At A-Z 8 SIO|E(-)TH AtEE
LICLEE: MHIt AZE ZEE AHYLICLType(RE): ALY Q15 RS MEGLCE 7|2, CHO|HAE,
[ ]
[ ]
[ ]

QE ID F0)A Mgt Argho] ghe
- “Update(YHI0|E). 7t4 SXEE gigoleerL|ct
- AH: JbM SAEE A

HIE S ME{7H B AR S

AN

OpenID 7
2 A

OpenlDE ALZ8t0] 2I0I% + gl 22 OpenlDE TAo0] 210U j AHGH CHO[FAE
EE IR AHH 33S AlgHL

Client ID(Z2}0| 2 E ID): OpenlD At2X} O|ES U =THL|CH.Outgoing Proxy('dl ZEA|): TEA| AHE
Ar25t2{™ OpenlD HZZ2 2ot ZEA =AE YT L|CLAdmin claim(2| X} -9.’21) e|At Aol ig
o124k L| Ct.Provider URL(Z23 X} URL): APl IEXZQIE OI=E -.-IOP Y 23 E YHSHL|Ct. https:;//[insert

URL]/.weII—known/openid—conﬂguratlon S Al0|0{OF THOp rator m(-?- A @A) LR Qsto) 72 oA
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X 9ol gf2 2oL Cl.Remote user(Z ALEX}): %7—1 AF%XFE AMUHStE g2 2L ol X
°I A IHIO|A0 HIf AHEAE BEA|ISH=E O R&8% L LC}.Scopes I) EE'-OI LTI E = e HEH
He |°.:II_| Ct.Client secret(aE}O|°1E H|): OpenlD IfAQE A= Save(X-le') OpenID e MEsyH 22l
2tL|C}.Enable OpenID(OpenID £/d3}): dxf AZ2 B SZX URLOIA EX| Q152 518st2{H HLCL
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o QUE{H oA

QE% 7;‘—| ol Edol-|_||:|»

ot SME dEISL T

¥EE D YEHPLC

- HEQ3 2EZX|

- Share(3]) 2AE0M S&
- Folder(80): m¥Ys M&EE C
- Username(Al2X} O|B). 21

A

- ll!-I*°J'= EQI5e{ ™ Ij
. SFTP

K™ 0 Y=X| SHOISHAAIL.

« SIP or VMS(SIP L= VMS) :
SIP: SIP M3lZ2 Zo{m MENStL|C}
VMS: VMS M3tE Za{™ MEeistL|Ct

. O
- Send email to(0|HY M& C
oz 7§ Yesteitl HE= O
- Send email from(O|H{|Q =AD):

- Username(AI2 X} 0| E): 21921}
- IAYE: 208 2B TfA
- Proxy(ZEA]): HTTP AHO| A

- Username(Al2X} 0| E). 219l
- DjAQE: 2058 H AL
- Proxy(ZEA|): HTTPS MHOQ| AHZAGI7|

C 2
=
HH SAE

235l= SFTP MHE X| & gtL|LC}.
DSA7|- 1 5 E WS SFTP A-|H101|A-| A2 5=
SHL|C}. Axis AHX|= MD5 2 SHA-256 3{lA| 7| &
orS 2|3} SHA-256& Afﬂo}'— 40| -;Eg L|Ct. Axis X2 SFTP MHE FMst= &
SOl et XFMISE LjS 2 AXIS OS
- SSH SAE 374 7| S4(SHA256):
K2 LI, SFTP Z2to|
SSH-2E AtE23t= SFTP MHE X|2/eHL|C}.
ED25519 9! DSAZ} 1 5|2 W2 L|Ch SFTP MHO|A AtR3tE
Qladsllof BtL|Ct. Axis &X|= MD5 9 SHA-256 8flA| 7|2 2% X|Q&}X|0F MDSECH 2 &
8l HOtS 2|8 SHA-2562 AtE23l= 7*OI "*I-Itr Axis ZX|2 SFTP MHE FHst= &
SOl CHoF RFASH LHS S AXIS OS &
- Use temporary file name(QA| ot 0|E A}B-) XfEOE
%; %EEO}.E:“:H A—1EHoI-|_||:|. O-IE
HEZCU ZChE| 22, AAME I

URL: HTTPS AH 0| CH3t HEQT =29 8*40 Mg A3
M https://192.168.254.10/cgi-bin/notify.cgi ¢!
- Validate server certificate(MH Q1= A{ =t0l): O| AXE

el A

B

NAS(Network-Attached Storage)?} Z2 U ER3 AEE[XE
A2 £ AELCH o MKV(Matroska) Efo' 34*'°§
- ZAE: HEQ3I AEZX|9 P F

SAE: MHO| P FALL SAE 0|2
X7} System > Network > IPv4 an

- 1E: SFTP MH7} AI8%t= ZE HSE
- Folder(EQ): mi¥e XMEz C|HERZ 9

O EXSHA| o™, ntdZ Y2ES I
- Username(A}RI} 0|E) 29354 H
- IjAQE: 202 A
- SSH S AE 27 7] 8¥(MD5): A E

E1°H_|I:r SFTP Z22}0|H E = RSA, DSA, ECDSA =1 ED25519 SAE 7| 89| SSH-2
A Al RSAZ} MgEl'— HHEHO| O ECDSA, ED25519 3!
ZHE MD5 SAE 7|& QE5|0F
= X|YstX| Bt MDS&CE ZE3t 2

e
9|7

AEE=

- —

- From SIP account(%“.k_lx} SIP A|H™E): SE0A
- To SIP address(**l X} SIP -.-_+_) SIP =45
- Test(HAE) &3t 480| &35t=X HAESZHHEH

40

U E2XNE)9 X2 ¢
=
=

A NSHAIAIRQ.
A4 SAE ZI| 7|(43XI2| Basebd Q1AL EXY)9|
RSA, DSA, ECDSA B! ED25519 SAE 7| §H9|
& Al RSAZE M3 |

1S
a
8 ot
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wn

LCh 7|2et& 22 Ct.
UBHSIMA|Q. C|AEZ| 7} SFTP ME{0f 0]
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2 QlE{H oA

e

- Username(AlX} 0| E):
2otk = 22 0 EE% H| % E'—IEL

o mlo
>
0o
Of
2
(7]
<
—
v}
>
=S
10
He
rE
fot
i
o
J.."i

- iE 0 65535 2ol Zk
o 587OI[_||:|.

- Encryptlon(°*29_}) oSS E Af Stg{™, SSL IE= TLSE MEHSIAMA|.

x

gLk 712t

. TCP
X &0 Y=X| SOISHAAIL.
- Por(ZE) A AN ASEE ZE MB2 YL

Test(E|2E): 23S HAES2EH S oL g0 X= W7ol g0l ZeE L T View

2 AMHO| AEX 0|52 YHYLICE Ol MHOUAM 2SS

com

- mAQE: O A1H1°| A5 LT olH Y MHOAN 2SS QFSHA| &
= 4% o] 2EEE H[Q s L}

- Email server (SMTP)(0|IJ||°I MB(SMTP)): 0| & =0{ smtp.gmail.com, smtp.mail.yahoo.
of 22 SMTP MH O|E& YLt

- Validate server certificate(MH QIS A 2Ql): AUSTIE AIESt= AR AKX o IDE =Qls}
EE MERGEL|CE Of °|"A1" CA( °._% 71200 M KA MYSEALE Lae = &L T
- POP authentication(POP Q1Z): POP AMH O|E S UG H HMAI2(0: pop.gmail.com).
H|
AR oY SEAt= Of4E O|H Y O FALSE HERE FASHHM ALZXIZL 20| 2
HE o2 AL BE= A2 Nosty| @i 2ot EHE AtEgLCh olH Y MaYgHel &
ot FHME =Q15t0] oMY AHO| F7|IZLE o4 O|HYES sX= YOl YEF StHA .

BAE: MHol P Bl BAE 0|82 AW, SLE OES A F2, DNS
A H 7} System > Network > IPv4 and IPV6(A|AH > HELA > IPv4 5! IPv6) Ofzf 0

recipient($ IIl- 517|) DE £AMX MR HEE 2l ot L| C}.Copy recipient(=Xl S AL): =4l
A2 AR 22sH Q. EA#% I M2 F=MIE HEY 5= UASL|ChDelete recipient(s= 24X} 4
H): =MXE -_r”‘*SE AtASte ™ S Lo

oy

AYT WAE BOM ZUOR AT + YsLICH BZols P (e Fuet B #X B0l 2L
Sf 9nn BAN BAEUL T Add scheduleaAE A7D: 9 i HAE Anse 2uec

=& EZ[HE MBS0 ES =328 Eg|AHY = JUSFLICHL OE E0 =5 E2[HE HE &4 & +4
St &2 NS ATE = USFLICH

MQTT

MQTT(Message Queuing Telemetry Transport)= AIE QU (oS st EF HAIN Z2EZQL|CH G
Stel IoT ESHE o ALY 22 AE FZZH(small code footprint)dt XA HEQA (HEZ0ZE 1A
A E AAGHY| ol CrYot Ao AFEELICH Axis X ~AZEQ|0{o] MQTT 22I0|HEE Fof A
OlM HdE GOl S OfHEE Ay 2| AZEQO{(VMS)7t OFHl A|ARI0)| ZHHSHA S8te = UASLICH
7|7IE MQTT EEPOI"*EE Ayt MQTT SH2 EEfOI"*ES’-f BE7ete F AHEIE 7|22 oy
Ct. 2E0|HEE= HAIXIE EUWd &S Ct BE27{s S20[HE 7to| HiA[X] 2t E S HIEE

|l L|
L|CHAXIS OS Portalo| A MQTTO| CH3H RFA| | topE £ 9J& LT},

ALPN

ALPNZ2 Z2t0|HE S MH 7t A9l AHENO|I ':+71I01IM OfEE|AHO|M Z2EEESS MEE = YA
St TLS/SSL SHEFQILICH O|= HTTPS} 20| C}2 ZEE=0| AREHLE =28t EE =38 MQTT £
S 2 Matst= o AFEELULCH Z20 ek MQTT E*' HMEoR JfHE ZEJ g8 =& AZY
Cf. a2t d2o| JAM2 ALPNS ALESiN H*S&PE”OHH 5 8El= EFE ZEOM MQTTE OfEZ|A
Ol —EEEE MEB8YUXE ZHst= AYLICH
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MQTT E2j0|HE

Connect(@d): MQTT ZEI0|HEE AL} T L|CLStatus(MER): MQTT S2t0|AEQ| HA MEHE HAITL
CLEHRHSAE: MQTT MHO| SAE 0|2 L IP TAE QAL Q. Protocol(TREE): AIRS Z2E
2 MHTLULLEE: ZE HS E L}

. 18832 MQTT over TCP(TCPE E3 MQTT)S| 7|27+l L|C}.

+ 88832 SSLE E3 MQTTSO 7|27+ L|LC}.

802 ¥l AZS ot MQTTS| 7|2t YL|C
o 4432 $-J| A7 HOIES ESI M 7|27t
ALPN protocol(ALPN Z2eZ) MQIT 527 Zox7F B2 ALPN Z2E2 0f
SSLE £t MQTT & &l A3l HEotS E3t MQTTO1|'3._P X 2 ElL|C}.Username(AL X}
ME{ O] UM AT -rIOH Af9°* ALEAL O|EE2 ?:!E*E.“—IEF H*°4': AHEXL Ol 229 llHi J
C}.Client ID(Z2}0|1E ID): S2t0|HE IDE YHSIMA|R. SEtO|YUE MHX= 20| 0f
g I MHEZE 7‘*"5' L|CtClean session(221 A[M): 912 % AZA 7 Al SAS 7(1|01E.“—|'1f A e
448 A4 HX1| A| ~Ef "HEZF AKX E LI CHHTTP proxy(HTTP EEA|): Z[CH Z 0|7} 255HI0|E QI URL,:,I
Ch. HTTP ZEA|E AIESIHA| Yo HEE HIY = UAELICLHTTPS proxy(HTTPS =& A[). Z([C§ ZO|
7F 255HIO|E QI URLRYL|CE. HTTPS mEA|E AIESIX| Yo{H HWCEE H|Q = 5= UEL|CHKeep alive
interval(ZtZd §X|): S2I0|HET}L 721 TCP/IP A|ZF ZHE 7|CHE ZQ Q0] MHE O Ol AtEE = Q=
ANEE ZXE = ASL ChTimeout(A|ZH X=1}): HZ0| AEE|E AlZE ZHA(EZ)Y¥ Lt 7|22k 60’“*I
g5 FA: MQTT S20|AE §o] AZ MAIX| S LWT GA[X[2| =X 0f CHSt 7|2 Zfat MQTT R
ROl AAl =HO|M AFEE L|CH.Reconnect automatically(XIS2 2 MHAZA). AZH SiK = +0|°1€7r
S22 CHA| HZAG|OF St=X 01—‘?'—% XI@C’“—IEF Ilillklxl dAAZ0l dEE W HAIXIE ELE“XI o2
£ X|deL|Ct.Send message(HA|X] ME): HA|X|E 2L H A2 HAHSIM 2.Use default(7| 27 At
) AtAol 7|2 HAIXE YHStHH Jl*'AIQ TOPIC(-’F-HI) 712 |31|/\|7<|°| FH £ Y=gl Ct.Payload(H|
O|2E): 7|2 HAX|Q] &S T L|CtRetain(FX]): O] Topic(FH[)o|N Z2t0 I°._1
M MEiSHL|CEQoS: I{Zl S &0 Ch3t QoS AES wAgL CLorx|et g ¥
AfROP SEO|HET ER 10” ClZE M Xt S =27 RS Mad = %‘ﬁ'—l
Y | ZBO|R7] HEY A
|

=
—|
|_o

59-|>

Pl
I'

ﬂJ

_J

(]
£ Scf0lAE0 BiAIK|S HES & S ch Of LWT BjA
. m

default(7|E7F ALE): XAl
L| Ct.Payload(H|O| 2 E): 7|% Al X| 2|
EHE |Xlste{™ MEiSL|CHQoS: Ii3l &

>
>
lo
4
2
i
Im L2

of Hé QoS A% %

74 St L|C]

MQTT ual

718 FH HEA AS: MQTT client(MQTT S 20| AE) HOIM YA =H FFAM0|_FOIE 7]=
AHE AHE5teH *JE"E LChEH 0|5 Zg: MQTT F=XojM =5 dF5H= =X
ChEFH HdAmo]A =g MQTT =X ONVIF =X HJAHO[AS =

g MQTT Ho|2E0f HX|of 28 Mo S Zolote M MESL|C] Add condition(Z=d F7I): =S
F7rote ELE'°“—I':fR tain(fX[): OffH MQTT HA[X|2 E%E HEE =X FolgL

-

o
T Q8 HAXE 2F E2E JE=Z EYLCh

MQTT 75

+ - o =%

Add subscription(t5 F7}): A MQTT tE2 F7I5t8{H Z&/3tL|Ct
E): 7 E5t2{= MQTT FHE Q=5 A2.Use device topic prefix(ZX| &
£ MQTT FH 0| EFALZ F7t2L| Ct.Subscription type(-'rL od):

Sub crlptlon filter(2 5 ¥
a5 BFA AE): = EH

- Stateless(E| 5 B7b5) MOTT BAXIS JE| =5 2ots oAx= dasielst deguict
. Stateful(ME £ J15) MQTT HAX|Z ZACZ Heisia{0l MeksL|Ch moj2Ci A

= ArgELL
QoS: MQIT T-=0f Chsf ste 2fwe Meqstu|ct

MQTT 2| o|
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2l
| — |

QIE{H O] £

H|

MQTT 2B 20| +FAE F7t5t7| Ho| MQTT E27{0f HZSIYAIR.

+ Add overlay modifier(2H{2|0] £=™X} F7}): A 2H 0| =™EXE FItste{H 226t L|Ct.Topic
filter(FH| ZE]): 21|00 EAISIZ{ &= OO|E{7} EgtEl MQTT X E F7tgtL|Ch.Data field(H[0|E| ZE):
O A|X| 7t JSON @A0|2tn 745t @u{2f 0|0 ®AISHE= BIAIX] HO|Z2EQ| 7| X|FELICH
Modifier(ZXMX}): QH I O|Z OIS W A1} £XXIE AFRSHL T}

oz

—

=

=
« #XMPZ A|XNtE =FA= FHOM B2 2E HOHE HEAIGLIC
« #XMDZ A%t +=FA= HIOJE ZE0| X|FE HOHE HEAILICH

SIP

ay

SIP(Session Initiation Protocol)= A2 X} Zto| CHZIAl EAl M MO AFEEILICE MMO| QLo M8 =t

¥ = Azl )
SIP 4% £90] 223j0] SPE SAMs 93 I THALCLSIP HAS: SP SAS ANAD £
+ ol== sfeisi o) 24 HBILITI Allow incoming calls(+41 & $18): T2 SP HA0A S
oot E2 sgeted of M2 MULIT

2 A

« Calling timeout(Z A|Zt x1}): O}RE SESIX| YS AL E3} A|ZQ| X|Cf A|ZtS MNEHL|C}
+ Incoming call duration(Z& =4l 7|Zh): =4 S3E X & &= U= AHM) AZHE HF
CHEDf 10&).
« End calls after(0] % & Z&): 22 X&Y &= U= Zf A|ZHS P LICHED] 602). &2t Al
2t8 H|TtelX| EoF{E 42 Infinite call duration(FX| Ct

= L =
ZE
LE WS LE 1024 ~ 655350{0F BhL|C}.
+ SIP port(SIP ZE): SIP EAMO| AFREl= HEQI ZEQYL|CL 0] ZEE E% M3 Efjmie &
SBIE| K| USLCH 7|8 ZE HSE= 5060QL|CH QS AL CI2 TE HSE QaishL|C
+ TLS port(TLS ZE): 2A3tE SIP S0 A= HESRA LEQLICL O] ZEE Sot A
S Eme TIS(HE AZ HOHE AIR3I0] USSIEL|CH 7|2 ZTE HSE 50619 L|C}

A
Yot A9 Cf2 mE Wss gl
« RTP A|XF ZE: SI
k=3

NAT St 7|5 ME0t2{H 2t E 0| A X[ @oOF LTt ot 2t E 7t UPnP*E X[ @3 OF SL|Ct.

2 NAT STt Z2E22 MO ASSIAL HENT B0l mat L2 IPO= A8Y 4 UBULCH

» ICE: ICE(Interactive Connectivity Establishment) T2 EZ& AF3SIH m0f ZHXA| 7Ho| =t E4IQ|
O|ROXEE 71 28X Z25 #7| #(TLCE STUN 3! TURNE &d3tsie ICE Z2EF

OlM 71 228 d2E &3 = UAs 7|27 Sy L
« STUN: STUN(Session Traversal Utilities for NAT)2 XN Z0| NAT L& &
O 22 EE S8 P FAQ ZE HD B JIHZ = YA iF= 2
TREZQYLICE IP T4 Z2 STUN MH FAE st
« TURN: TURN(Traversal Using Relays around NAT)2 NAT 2t2H &= Hatd F o Y= EX
7b TCP = UDPE &dfi LHE 2L2ENM S0{2= HO|HE 4Y = UAEE siF= Z2
EZYLCLCL TURN MH FA 8 270 FEE LHF L

H=d
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Yl OlE{mjo|A

e

orje I H|Ce

« Audio codec priority(2C|2 ZAH M =2|): SIP 20| Cisl| st 2L EEZ 7+% StLt 0|
oo erje FEs WEHL L 24 &9 =ME BgoH® E0M s5U L
H| O
22 U O +AX AHo| ZFELZE MEHS AEO| BE M AL LX|SHOf S LICt
+ Audio direction(2C|2 3k 2= 24 OHLHE MENSHL|CT
« H.264 packetization mode(H.264 1fZls} R E): AT IiZls REE MEHSHL|CT
- XS @ EAE ASY WA S AFeL L
- None(gig): Wzl ZE7t dFEX AU}SLLCHL O] EEE= FF 0 ZE=Z SHM LTt
- 0 HQEZE ZE.
- 1 B NAL 84 ZE,
+ Video direction(H|C| @ Htsk): 3| &= H|C|Q ZAT|E MENSHL|CE
F7t
« UDP-to-TCP switching(UDP2} TCP 7+ M 3H): UDP(A2 X} HIO|E|13 T2 EZ)0|M TCP(H %
Mol Z2EZ)z IS Z2EEZ YAFHOR Hetdts 253 5|85t MEHGL|CE T
= O|f+& 200HIO|E O|Lf E& 1300HIO|E X1t MTUEIDH & TH9l) 880 e E<2
tHHESE YX[5H7| o)A Y LICt.
« Allow via rewrite(C}A] 7|8 E5j| 6| &) ZIXEHQ 22 IP FTA Al 2H IP FTAE H
Li2f® A EdSh Lot
« Allow contact rewrite(HEZtX CIA| 27| &) 2IRH 3 IP A A ZH IP FTAE H
Li2f® dElSr Lot
* Register with server every(gd MHO| §8) HX|E 7|Z SIP AF0| O SIP MHO| SE
SIS dFeL
« DTMF payload type(DTMF H|O|2ZE §d): DIMFQ| 7|2 HO|ZE {S¥S HFETL T}
+ Max retransmissions(X|Cf XHE): FX| 7t A|=E X517 HO| SIP MHO| AAS A=t
= i s+ dFeLCh
+ Seconds until failback(Zo SNX| G2 X):. Ex SIP MHZ T =X|gt = EKX|7t 7|2 SIP
MEO| CHA] HZEES Al W7FXQ] AlZHE)S 2F LT
A
= g S M0 Y ¢

= oK
o EX

IP A4 0| SIP accounts(SIP A7) ofz{of LIEELICH SS5E AEe 4
o=z :

S
g o & AU

AGol X7 AEL T AFo HujstAHLL AY Xt THO| EREUALL SIP MEHOA AHF
2 Xe = 7 MEY = JASLC
peer to peer(I|0| £ IO, 7|2 HH) AHES A=2=2 MHEE AFYLCH StLt O|49| CHE AFS TS
1Y AFS JI2aeRE 4 42 0 AFS AMY = ASLLCHL S22 AEE SIP AFE XFSHX| @
1 VAPIX® APIOfEZz|A ol Z2a2fY QAEHO0|A) 2 sdY 42 & 7|2 AFo| A8EH L
+ Add account(A|d F7}): Af SIP AES Hdsted® S Lt

 Active(&d3}): AYES A8t T MEIGL|CE

+ Make default(7| 2Zt2 2 X|H): 0| AFS 7|2 AZL=E XYt MEHSLICE 7|2 AHo| AU

Ofof st0, 7|2 A™EE sttt & = UASFLCH
* Answer automatically(XIE22 8%E): =4 20| X522 ZEHGHH MEHGLICH

+ Prioritize IPv6 over IPv4(IPvAH LC} IPv6E RMSIEE MH) . IPv6 over IPv4 =49 2
M =9 E X HotAH MEHGIL|CE Ol IPv4 R IPv6 A REO|AM =QIE|= P2P A FO|L}

Zoj9l 0[S0 IZS O R8LICL IPve FA0| fTE =ool 0|S0) CHEARE IPv6S
oM 292 XYY & YSLch

- 0|2: MBo| m3E 0|52 YLICL 0|2 S0f ¥} 02, YT T XY + ABL
ct 0|20| ZE ALY

+ User ID(AF8X} ID): A0 EEHE 198 Lo T& M3t WSS YeigLct
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+ Peer-to-peer(m 0] £ Tol): 2 YEYS0IA CtE SP INE N Bojt of A8t
« Registered(S 5,:)‘ SIP MHE Ed 2Z HEKZA 29 SIP &HX O A= L|C}

I
o™
i
MH
_?_l'

TLS version(TLS HHE)(M& & TLSEH):

= I_
. BNl AFE J}5E HQ 28 Lol 022 YELICL =uol 2L /2 A¥E 5% ¥
M SIP FA0 YH=Z FA|EL|CH
« DjAQIE: SIP MHHO| CHsl QIF3t7| It SIP At HAE IWAJES JHTL|C
« QZ ID: SIP MuB{0| sl Q1Bst7| I A& Q1T IDE LHetL Tt 21F IDIt AHEX} IDL}
22 42 Q13 IDE o3y =aUt gig Lo
« Caller-ID("L A X} ID): Axis A X0 Al L= E3}0| AR A EA|Z|= O|2¢QIL|C}.
* Registrar(S&X}): SEXO| IP FAE YL L}
« Transport mode(M% B E). A& SIP M& DS 2 MEASHL|CHUPD, TCP & TLS)
. oh): AF8E TLS H{HZ AEH E
S [e]

A+ OrM s CF Automatic(x}%)% A ol .
+ Media encryption(0|C|0{ 2S5} (FME ZE TLSEH: SIP 20A D|Cjof(Cje S FAhHo| Cfst
os3t RS MENBHLLL
« Certificate(only with transport mode TLOISM(™E RE T

OIZME BHOISH M MESHL| L},

« Secondary SIP server(2 X SIP MH): 7|2 SIP MHO| &
of S22 A|Est=2 of2{® ZHUCh

« SIP secure(SIP K.QF): SIPS(Secure Session Initiation Protocol)& At&3}2]
TLS & REE MESHY Eafd g Y3t Ct

- ZEA

X7 X SIP Mt

o
°
T ML C SIPSE

Proxy(ZEA): ZEAS 7181210 gy
- Prioritize(M 2| X|H™H): F 7} o|M9o =
X|gste ™ E‘*E'°”—IEf
- Server address(A{H F S |
- Username(AtE X} 0|E) ulgzs_} A2 Sl
g)A%IE ZQst AL SIp =

View area(E 7| gd): 3|4
3} a2 OJE 37|7|. A|._9_E||_||:_
Sif

£ JESLCh fYEE BRY K0 dTds SHC
- EEiI?:! E1I0IE: oty S50 =g =g +& dEgLCh =Y o[E: East

Add sequence(A]H A FE71): M| DTMF(Dual-Tone Multifrequency) A|ZAE MMdste{H S 2IstL|Ct E1
X =0 osh gdatkl= E2 W5t H Events > Rules(O|HIE > E)= OI%E.H_l Ct. Sequence(AHuA)
S 2Mslst 212 st Ch §85= EXt= 0-9, A- D # *°'L|E|-Descr| ion(MEH): A|AAZR EE|7-|°F
MO CHDt HHS UL Tl Accounts(H|H). DTMF A|E A8 AES MEIBLICE peer-to-peer(H]
A

= = = —E
of £ mof)E MEiSt= F 2Z& Iof & Ojof AF2 5ot DIMF A|RAE SR LI

Z2ESZ N0 AT Z2ESS MUBNLCL RS N0 £ o Y2 SUN TRED HYS 3
S35t Cl.Use RTP (RFC2833)(RTP(RFC2833) AbE): RTP IfZl0f| A DTMF(Dual-Tone Multlfrequency) Mz
Ct2 E M3 4l M3 O|HIEE 3|235t2{H ZL|Ct.Use SIP INFO (RFC2976)(SIP INFO(RFC2976) A& )
SIP =2 EZ0| INFO EHI)\-IEE Zshsied 94 LICt. INFO MEE= HtM o2 MMIp 2t =l MERR off
ZCA0M AFZ EE FItL L
HAE F
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o Emol&
Use access list(A M2 S8 AL8): FA0| TS 2 + U= AFHES Moot HLch
By
« Allow(3{8): AN S5O0 U= 2AZEEO 4 MoHS 5ot B MESLC
* Block(X}Eh): HM A F20| A= 2228EH M HE Aot E MEfHC
+ Add source(AA Z7}): WHA ZE20f Af 2SS MAStE{H 2 2/EL|CLSIP source(SIP AA): AA
of HAIXt ID & SIP M FAE YTt
NE

HE{3 A2EZX|
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£ MES & Qs HEYI 29 s =W 2L
o Address(FA) SAE MHO|IP T4 = TAE O olASHL| L dHI™ o 2 NAS(Network
Attached Storage)L|Ct. D™ IP TA(SX IP A BHAE £ QOO Z DHCP X Q))E At
S5 E SAEE FMHEHLI DNSE ArE%t= A0 &L LCH indows SMB/CIFS O|E &
XA X &L Lt
+ Network share(HE®|3 3 ]). 2AE MHO| 57 21X O

o
fjo

OIE1'6‘I-|_||:|-. 2t él-xlo"% _TI__IC_>I_

t F C}.
« User(AF2X%}): AMHO| 20010 st AL, ALEX 0|28 YT LIDH EF =0 Mo 22
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O E SiASte{® SE gL
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Ct.Retention time(EE A[Zh): =of 3 7|12 Qe =510 & ot = OOJE ML 2HHE Al
£ MESLC HESIA 22X 7} 75 K@ MEdGE 7| 2H0| X|Lp7| HOf| O|F =3p7t AN EL T =
+ Test connection(H3Z HAE) UESI 370 st AHS HAETLCH
« Format(Z%). O|E 50| 2 & CO|HE WEH X0} 5= 22, HERI SRE =Tt
CIFSE ALE 7tsot oY A[AH" ZH8 YL Lt
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2 QlE{H oA

e

+ Repair(27) T AIAHof 27 @57t LS

+ Format(Z%): SD 7}E2 EONSH0| I A[AHS W5t DE HO|EE XL SD FtEL
extd THU A[ABOZON HOHE 2 QELICE. Windows®OIA THY A|AEI0| A|AsH B EFAF
extd SefolH] EE ofE2|70|Mo] BagtLct

« Encrypt(=3}): O] =& AESI0 SD 7tEE EOUSID A3tE 2HHSISHMAR. O|HA
St SD 7HEO| MEE 2= OO[H7t AN ELICH SD 7IE0 XNESt= ZE MER 00
He 2=3tE Lt
« Decrypt(dz3s} oiH|): O =
SD 7tE0| M&EE ZE HO
DotE|X| & LUCH
« Change password(IjA L E HA): S CEE
Use tool(= ¢ ALE): S&elstof MEISH =15 2 MatatL| o)

ZOUSHUA| 2. O o
off M22 HOoHE &
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Wear trigger(0t2 E2|A). HMHZ E2[AHSl2d= SD 7tE 02 #=F IS A™EYLCH O =F He =
0~200%Q L|C}. 3t HE AFRSIX| %2 A SD FtEQ| OtE &2 0% L|Ct. 100% OtZ =2 SD 7t
7t o =30 7t AChe AS LIEFELCE OFREJF 200%0]| =25t SD 7tE7L @A sg (=0l
2|0t O E2|HE 80~90% AO|2 MASI= Z{0| & LICH O|HAH otH =32 CIRZ D
AL o2 EE[HE ALE5HH O|HIEE A

SD FtEJt HA X2 Ot E[7] Ho| Mo wxg
gotn o2 +=F0] 29 gtof =25IH 28 S

Add stream profile(AER! = 2all F7}h): 280 A AEZ =208 M ML CtPreview(O| 2]
H7|). Meist AEE Z20Y MY AMESH0] HICIQ AERE 0|2 SL|Ch HOo[X|o 48 HAstH 0|
2277t YOo|EEL|CE. FX[of CtE 27| GY0| e A2 O|0[X|Q XZF ST U= EFCH2O0M &
7] d9S HEAY 5= ASLLCH 0|8 ZZOtYUo| 0|52 F7tetL|ChDescription(dY): T2t 0| CHs A
HE F7tgtL|CtVideo codec(H|C|2 TH): ZE2HtA0| X Es{0F st= H|C|2 AEZ MEIGL|CL|AE
Of Yo cist 8L HSS HUsMUA2.ZY Y YO|E: of Yo [t HHLS S22 EHDBHA A
2 .Compression(€%): 0] 470 Cist dF2 d=52 FUGHA| 2 Zipstream : 0] 4o chst &3

2 =g & 035l4 A|Q2.0ptimize for storage(AE2|X| 2 %X 3} @ © 0] MO Ot ML s=S A

1514 Al 2.Dynamic FPS(ZX FPS) : 0] 780 st 2 E &AM A 2.Dynamic GOP(SH

GOP) D O] 280 it 2¥2 & TSt AL .Mirror(D]2]) © o 280 oigt 2¥2 ¢

E£2 &5 A 2.GOP length(GOP Z0|) ;O] Mo Ofst dE2 =22 Hush4 Al Bitrate
I

= [
control(H|E Z|O|E H|0f): o] 2F0f Lt 42 =S TNt AlL.Include overlays(2H2|0] ZE&)

D EEte Q0] RYs MEYLC Q0[S FIt5ts RO Oieh XMt W82 g5 H1

5t A| 2 Include audio(2EC|2 E§H) C 0] MEO| DS AHe S22 A DBAAL.

ONVIF

ONVIF AHH

ONVIF(Open Network Video Interface Forum)e %|Z AKX}, E8X, AMEHE Sl HXZAHZ7F HEQ A H|C 2
182 8% /tsdE g &8Y = U siFe =29 QHHOo|A #FEQYLICL. ONVIFE S8 M= CHE H
O HZ 2t 4228d, oY o, HE 24 L A2HQ D2f Z¥HE =Y = ASHLCL
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ONVIF A8 S g5t ONVIF S410| Xtso= gyt LIt FXQto| 2= ONVIF S0 AEX AF 0|

F
o= o
o HAJAEES ALEELICH XtMet 82 axiscom?| Axis WEXL HFUEIE HZHHUAIR

+

Add accounts(H|™ F=7}): M ONVIF NS =7}5t2{H SISt CLAccount(A™E): 19 AN o2
S YETIL|Ct.New password(AM| IjAQE):. AHO MAKJEE LHTLCH INAKEE 1~64K} Z 0|0 0F
SLTH 2R, £x, RN, U I3 S 0l Jhseh ASCH 2XHIE 32~126)% HAYCO| ALSE £ Y
FLC 2 CEAl 2 25t Al 2. Role(HE):

f.Repeat password(IjAQE HIE) Z Qs TAQJEE
« Administrator(Z2|X}): ZE MHA0| 2™
E S HAY = A& LCH N
« Operator(2gX%}): Ct22 Aot 2E HE AMHaAS = ASLLCH
- RE System(A|AE) M
- W FTL
+ Media account(D|C|0] A|): H|C|Q AEZOT MMAT 5= USLCH
o
=

=
HMATLCE BE[RHE OFE AZE F7h Yol

[

[ ]
* dEo Xe owo0s CHS0|
C}.Delete account(H|™ AtH|): A X

ZotE L C.Update account(A|’d :
= AMHg L root AE2 AMY = glau

ONVIF DOjCjo| =2 m}¢l

ONVIF OjCjof Z2nele njcjof AE NS HZEsts O A8Y 2 Ut T4 FBo= 0|20y Y&LCt
RpABte] T8 MEZ M ZEne MAsALH BE HHe oI MY BHE Z2ofug A8 4 S

+ Add media profile(O|C|0{ Z2mt 7}): Af ONVIF O|C|0f Z2ntdS F7t5t2{H S
Ct.Profile name(Z 21} 0|&): O|C|0 =20}l O0|EE =7}gL|CtVideo source(H|C|@ AA) F
dofl & HOe AAE MERSHL|C

*” Select configuration(24] M%) SZ0|A ALBX} X|H THS MEBLCL CECHE 220 7Y
2 BHE| 7 E7] 9 % 7t MES Zaot K|l HIOR -
Video encoder(H|C|2 A IAE): M0 St= H !

. . =l Cle olag HAIS = : "

« Select configuration(74 M&): S=0|M ALSAH XY PAS Mesin oAy 4N xFetL
Ch EECHe 20| 242 H|C|Q AAH FHO| AHWX/0[2 A2 stL|ch ALZA 0~15
olaG HAO CHSH AP HMol=l ™S AIE

£ EiSof Atalnto] dEES MESHALL
St 7|2 AL8XL T SHLE E
H| 1

Ul

ore 42 9 20]Q AAY FHS MU SHS YOHH TXON LIS BHBHUAIR.

Audio source(2LC|2 AA) @ M| e QCje YUs AAE MEASHL|CH
 Select configuration(3t4d AMEH S|
C. EECE S50 #42 ¥ I
AL userOYL|CE ZX|of of2] 7ol 2C|2 0| e ALY 20| F7I AFEXH7t

[ELct
Audio encoder(2C|2 3LH) g0 S 2L 3 AMS MEtSHL C
+ Select configuration(7’d MEi): SE0|M AL} X|F 4 S MESID QT QALY 4FE X
JgUCh EELR 582 792 202 A3H T4 AMEA/0|E d&e HLct
Audio decoder(2C|2 C|ZALH) @ L 790 St 2L C|3Y dAS dESLCE
+ Select configuration(7’d MH): S =0|M AEX X|g 42 MHStn 4FE =FJYLLh EE
Ch2 =59 742 202 782 MEA/0§ 9Ee S
Audio output(2C|e =%) D 0| StE 2L £ HAZS MESLCH N
+ Select configuration(7’d ME): ZZ0|M ALK X F4S Mty HFPS =FJYLCHL EE
Ch2 559 Fd2 2C0e 49| MHX/0|5 Hats FLCf
Metadata(H|EFC| O] Ef): -0 Zatet GIEIGIOIHE MEg L CH
+ Select configuration(71d MEH): S=0|M ALt X FHS MEST GEIHOIE 288 =3
ghLth EECR 589 742 202 HEHOE 42 AEA/0lE 9gS Lt
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+ View the system log(A|2® 273 H7|):
e

« View the access log(dMA 21 H7|):
AN2 NEE BE EASH 228

+ View the device server report(&X| M E1A H7|) T
SLCH YA B0 AAS2E2 MY E0A0| =& L CH

+ Download the device server report(ErX| A{H E_l_kl Clez2C
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NE|Zo| 2ol of Sfa Mo BN zip It
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