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AXIS P32 Dome Camera Series
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AXIS P32 Dome Camera Series
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Light environment(5}
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IR-cut filter(H 2| M X}Ct = E):
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https://www.axis.com/learning/web-articles/reducing-the-bit-rate-with-axis-zipstream
https://www.axis.com/learning/web-articles/reducing-the-bit-rate-with-axis-zipstream
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AXIS P32 Dome Camera Series
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Streaming indicator(A E 2| _-H-_A|7|)® HIC|@ AE
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AXIS Image Health Analytics
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«  Client/server certificates(Z2}0| MY QIS A)
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£ A5t ™ 25 MEfSL|C} Peap H 7 °
TR E S
IEEE 802.1ae MACsec(®™ CAK/AIE ZS 7[)= Q1= o 2 AL SH= H 200t 0|23
= 0[28g = UAS LI

ﬁO
o I_
2|SHIEEE & -’.f—%l L|C}. IEEE 802.1x= EAP(ExtenS|bIe Authentlcatlon Protocol)& 7| =2 2 Tt

[EEE 802.1X2 E3 E|= HEQ A0 UM ASIHH HEQA EX| 7} AN RO 2 QIS E|0{Of &L
Ct 2152 QS MHOAM =L, Y™ © 2 RADIUS A1H-|(01| FreeRADIUS & Microsoft

IEEE 802.1AF MACsec2 D|C|0] MM A S8 T2 EZ2 QB H|AZAH Hlo|E| 7| LN A THNS
0| 5= IEEEQ| MAC(O|C|Of M A HEE) £ Ot EEQILICH

A A

CA OIS 81O - gotH M QSN F=2d AAL HIZGtED X = A= HESAo 2
A SLO| Rt 1SS Al =g LICY.

QIS A S ABY 1) Axis 28 A| 717] 8 01 Aol EAP-TLS(HE 7hs 915 ZRES - & 2
S 2ehE ME0t0 CIX| 8 AS M= A {22 QS eL LY.

X7t SN E Soll E=k|= HEAIO HMAT = AT ot H M BE SEH0|AE 2ASA
= KXo X5 OF gL Ct.

EA

o

Client Certificate(22}0|H E 21Z A): [EEE 802.1xE ﬁtgg S2l0|9E QS ME MEiSEL|CT. QI
[s)
=

» 7| EX AE £ 7| O] A Z HE O] S(CKN)S RIHBILICE 2 ~ 6AXI(2E £ 7Hs) 16
7150{0F SLITE CKNS 917 B210J M 25 0 2 2 A8|0F 3, 420 MACsecS
ot P9 A B0 M LKXIBHOF 2L Tt

- 71X A S 7L A E o 7(CAKS BRI CH 32X S = 64X19] 1681010
C}. CAKE GiZ gh2iof M =5 0 2 A 3]of 8[0, §-8 0| MACsecS EH4data} 2y o
S 20| A LK[SHOF L T
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NE 2ZE uwﬁ;ﬂﬁ%nr Axis B =0] 2|8} Ol

2kl of e & 29}*' D2 AlHE| s S5 K of ot Alsiet
Ue L C XISWH%‘E °|°F 7|8 Efotl Qe B2 AxisZHo| ALEA X7 M & AXIS OS ¢
ME 48 = ASLICH
Install(@X]): 21 SME EX|52AH SELLCL 2ZEY A E EX5H7| Hoj| AEME EX|5H0F
'6I-|_||:|-
=

« Delete certificate(QAS A

AE
A

T Add account(AI%g £7h: A A S tstel B SEBLICE AT 1007He] ABES 7t 4
O|A|_| [_|-

Account(A|™): 1ot AH 0|82 YT LICL

New password(A

H AZL HARIEE AHTL|CL AR EE 1~647(f Z0|0{Of of L |
Ch X}, XL L2H, Y& 7|13 5 Ql4fl 7t538HASCI EXHZE 32~126)0H HAJE0f AR 2=
A& L}
Repeat password(I]| A Q| E HHE): SASII|AQEZ CHA| QEHBIAA|R

Privileges(# ¢h):

« Administrator(22|X}): 2= 270 2t S| AM AL C 22| K= CHE A" 2 =7t &
HOE X MAY = ASLICH

« Operator(2gX}): L2 2 M elot 2 A-0| AMAL 5= JSL T
- D E System(A|AHDN) AW

« Viewer(50{): Ct=20f CH$t 2 H$HO| & L|CL
- HOQ AEZY AYAZ B HELICL
- =25 AlEStD L2 L T}

 EE L E PTZAHHE Au~ =3

&

© Mg 2 R0l Cho| gLt

Update account(#|’d IG[0|E): A7 £ HESLICE
Delete account(H|’d & H|): A S A LICH root AE 2 A Mg 5= |l& LT

SLLCTES

Allow anonymous viewing(2H H7| §{ ). A™MOE ZOQISIX| XN FLE BEXZ K|
Off HM AT Q- E MATHL|LC}

Allow anonymous PTZ operating(2 82| PTZ 24¥F 5| &) @: ol o| AFRX}7} O|O| X|Of CHSH
HEHENZS Y & A=E ot H HLIC

SSH A8
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+ Add SSH account(SSH A7 3=7}): Al SSH A|H & F718l2{H S 2lgtL|Ct.
« Restrict root access(root 2 M| A X|St): root WM AT} ERSH 7|52 Notste{ ™ AL L}

« Enable SSH(SSH £443}): SSH MH| A S At23)2{H Z4L|Ct.
Account(A|H): 1335t A 0|52 YHE LT

New password(A| {22 E): A7 2| A E S o SRLIC 29| == 1~64A} ZO| O OF Bl L
Ch. 22X} AL FEH, Y8 7S 5 Q1| 7458 ASCI 2XHT E 32~126)3 TIA QI E0f AFR S

Rl LICH
Repeat password(T| £ 9| = #H): S A3t | A9|E 5 CHA| QEsHAIR
M 42 YABLICHEN).

© Mg 9 o R0l Ch 0| EEHE L O
Update SSH account(SSH #|”d YHI0|E): AN £ 42 HAT

L
Delete SSH account(SSH #|7d AHH|): A|"H 2 AtK| g LICH root A E 2 AX|e = gl&LICH

7 5AE

_|_ Add virtual host(7} 4t

BAE TP M M SAES FTbot2 B 2t
BB 0| THY SAES ABSIR B MEyRLICE

M O|Z: AE{0] 0|22 YR{BLICH %7 0-9, 2XtA-Z I 50| Z()F ALBRILILH
EE MU GIZE ZES AL

=
= =
Type(Rd): ALEE 218 RS WELICE 7|2, CHO|HIAE,  E 1D S0 Af ME{gtL{CY.

—— |

18

ZrE
+  Update(YH|0|E): 7}4 SAE S QG0 EgL| .
. Al-x-“ |.AI-2A EM‘X-||'<'>,;,H_|

—= T
H| g3k MH 7} H 2 d ot = &L T

OpenID 74
Ta A

OpenIDE AFR3}0 21013 %= g A2 OpenlDE A8} 21013 [ AFRSH CLO|HAE
wE |2 A ZHS A
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otL|C}. https://[insert
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=

1% AFE Xt

—

L|C}.
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e
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e
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24
2
o

Require claim(2 2 Q). E20] Q/0{0f 5}

Viewer claim(2t& Xl 2
Client secret(22}0| 2 E H|2): OpenlD Ijf

Client ID(£2}0| ¥ E ID): OpenID AL X} Of
Outgoing Proxy(Z 4l TEA|): ZTEA| A H
Admin claim(&2| X} 2 H): 22| X}
URL]/.well-known/openid-configurati
Save(X{%&): OpenID

Provider URL(Z2& X} URL): API ¢l
Remote user(@Z A}

Operator claim(

) X0 H_lH " %0
RI - oumo  prl  KTKIKO i
& = aK &g olllis —
pv) 5l £ oll s o S
o0 = 5 g w9 N
Hio <ol ur - w=g X 1
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AXIS P32 Dome Camera Series

O|HMEOf Csll =& XHOf A LE|AL TS EHES

=] i

o

ROzf
Bl
<o
fo] o%
g
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T 4o
< pal
O_umlr;
AR

=]

FTP £ = SFTP

AL} HAHBHA|
SE0= g0 Chet Y22t
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2Rl
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_|_

Add a recipient(4= MK} £7}): AIXHE 7182 0 223t ct
(o]

O] F: =4IXte| 0| 55 Y H Lt
M

Type(§d): 559

A EH-

— ~1-

. FTP@

. HTTP

SAE: MHO|IP FALI SAE 0|22 YHFLICL SAE O
DNS M7} System > Network > IPv4 and IPv6(A| A& > Lj|
IPv6) Of 2 of 7<|7é*>5|01 U X[ 2ol A2

ZEFTP MH 7L A E0t= ZE HS S YA LI 72402 21 L CH

Folder(BCf) el & XISl CI2A=2|0l H2 8 YAUNL CI2AR2|7HFTP Al
off 0]0] EX{oIA OB, T YR o 1 ©F HAIX 7 EAIHLICE
Username(A}-2 X} O|§ 918} =5

AQE: 2O0I52{H I AAEE YHSIMA|L

Use temporary file name(A| I} 0| & AI8): XIS 2 MM E A ItY 0|52
EOYUS UZESIE{ ™ MENSHLICEL Q2 EE b2 51 H Ut 0| 0| |st= 0|22
Z HHELCL YZE7 STHE A &4 mAo| Q& LT defLt of M| YA ot
UAS HdS 5= UYSLICE O|HA o} H {St= 0|22 71T B E THYUO| SHIEX| & =+
USL|Ch

Use passive FTP(=& FTP AF2): HA N Ol M2t M HE2 Chd| CHA FTP AMH
Of CIOjEe HZE2 E=& 8oL Ct & X7} CHa ME{Of| CHSF FTP MO % G| O]
HZZ2 RE NI™MOZ A|&StL|CE O] &= YEtX o 2 FHX|QF CHat FTP A{H AtO| 0
HIotE 0| Qle= A0 gL Ct

URL: HTTP MH{ 0| CH3H [ EST =40t QXS x1a|6+ ABIEZ QASHL|C} 0
£ =5 http://192.168.254.10/cgi- b|n/not|fycg| IL|CtH

Username(AI2X} O|E): 21252{H AIE X 0| 2 QUESHAUAI 2.
IfAYE: 205 H I AES AHSIUA.

Proxy(Z & A|): HTTP ABi0| @1Z5}7| {s) TZA| MHE S0} st A R
EEEE R EL I

[0)

« HTTPS

URL HTTPS ME{Of Lot HERS =22t 2YS I1 ol A3 EHEES LHSLICL O
= @ https://192.168.254.10/cgi-bin/notify.cgi 2} L| C}.

Valldate server certificate(AMH Q1S A &t0l): O AX}E MEHSIO] HTTPS A{H{ 7} A
dot IS ME MENTEL|CY

Username(Al2X} 0| 2): 2 101t2{H AR} 0|22 QS BIAIA|Q.
A 201612 B AYES LSBHUAIR.

Proxy(ZFA|): HTTPS ME 0 AZSLY| 23 Z=A| MHE Sutsl{0f ot = &2 &
3l I—IEE 71 QlastL|Ct.

« HESH3I 2EZX| @
NAS(Network-Attached Storage)2t Z 2 HEQI AEE|X|E _,_ 71510 S M ESH=

TR ALES & 91’.:7 L|Ch 0} Y2 MKV(Matroska) I+ 4]
o

SAE: |:|| o3 AEZ|X|OIP AL SAE 0|22 Q1
Share(28): SAENAM ZQ 0|22 Y &stL|C}
Folder(=é=l:-|): oS MASHC|HER|ol AZE QESIAAL.
Username(AI2X} 0| E): 219Q15}8{H AKX 0| ES ¢ =

52




L=

IjAQIE: 2 1015} H IfA

it
i

2SI AL

. SFTP @

SAE MHOIIP FALIZAE 0|2 YHSL|CEL SAE 0|52 YEHSt= B2,
DNS M B{7} System > Network > IPv4 and IPv6(A|AHEl > Y EQ|3 > IPv4 YU

IPv6) OF2{ Of XI"*EICH USR] 2B 2.

EE:SFTP M7} ALE3ts ZE W S L LICL 7| 252 22 L T}
Folder(ZLC|) ot S XY C|HER 0l A2 S YHSIHA| . CIAER[7} SFTP M
B 0f 0[O0 ZXHSIX| YO, S HZC S [ @& HIAIX|7F BAIE LT
Username(At8X} 0| §): 21015t H AL X} O| B2 YESIUAIR

|

IjALE: ZO05IHH INAQES AUH
SSHSAE 37| 7| FE(MD5). )14 2 AE ZIf 7|(32X2] 167 4= 2X ) 2| X| 2
2 U 2{BtL|CL SFTP 22}0| @1 E = RSA, DSA, ECDSA % ED25519 A E 7| Q& 9|
SSH-22 AL 3= SFTP MM A[2I8tL|Th. §AF A| RSATF M 5|= ahgo|dh
ECDSA, ED25519 4! DSA7} dEEmE LIEr SFTP MH 0| M AHE3H= ZHFHE MD5
SAE 7|2 9l s]0F BHL|C}. Axis A= MD5 B SHA-256 SA] 7| = B = x| o
X|3F MD5 5 CF ZH243H 510kS ©| 31 SHA-2562 Afﬂ*}'— 0| EELICH Axis X2
SFTP MHE 1M =] EHoP REMISH LIRS AXIS OS ZES &8I AI2.
o

Sl o
SSHSAE 27 7| S8 (SHA256): 14 S AE Z7| 7|(43X}2| Base64 QA E 2
XtQ)o| x| 22 gaq L|C}. SFTPEEfolo.jE'.: RSA, DSA, ECDSA % ED25519 & A
E 7| §YO| SSH-2E A& dt= SFTP MHE X| 22 L T} o4 Al RSA?f M2 t
B 0| ECDSA, ED25519 3! DSAZ} 11 |2 S L C}. SFTP A-|I:|-|O1|A-| ARSI 2
Hr% MD5 SAE 7| £ ggeqanor &L C}. Axis & X|-= MD5 4l SHA-256 oHA| HAEE
5 K| ASHX| 2t MD5ECF ZH 35t H ok 2|6 SHA-2565 fﬂﬂ“ 20| & LCL
Axis XHK| 2 SFTP M E A SH= ehHof| CiSH XFA| St LIRS AXIS OS &= TES AT
SHAUA|Q.

o
> ot
=
Jz
to

POP

S 120 rir

fll|ﬂJ

- Use temporary file name(A| I} 0| AIR): XIS O 2 MME AA| It 0| ES
EOYS 2Lt MEiSLCL A2 EE tEstH O 0| 50| {st= 0|2
E HELUCL H=2E7I STHE 42, &4 E oo &Lk 2Lt o ™S YA| I}
AS P2 = USLICEL O|Z A StH JSt= 0|2 717 2= mHO| SHEX| & =+
AS LI
« SIP or VMS(SIP EE = VMS) @:
SIP: SIP M3tE 4 E1'34 MEHSHL|CF.
VMS: VMS x'|2|'E Ze{™ MEdgtL T}
- From SIP account(Z X} SIP A ™). S E 0| A MEHBIL|CY
- To SIP address(={1X} SIP F4): SIP FTAE Q 2H3tL|LC}.
- Test(E| 2 E): 83 2740| & S5t=X| HIAESt{H S 2L}
< o|lHY
- Send email to(0|H|Y M [HA): 0|0 AS ML 0|0 FAE AHBLICL T
E 02 7 Lot B O|HY FAE FESHYAIR.
- Send email from(0| | E4l): ELfj= MH 2| O] Y FAE &L CL
- Username(*iﬂxf OIE Y M 2| ALZXL O| S S =L C} O Y A B 0 A
P15 S 76| b= 4% 0| EEE H|® &L CH
- ALE: MY MHO| IAEE S L|CE O|H| Y MHO|M Q152 7K &

Z2 0 WEE B9 BLIC
Email server (SMTP)(O|{| & A :

yahoo.comi} Z+2 SMTP AH{ O|E& Y =H3tL|Ct.

ZEE:0-65535 H 2| 442 A5 SMTP MH Q| ZE HS E L SL|L} 7| 24!
= 587 L Ct.

rr



https://help.axis.com/axis-os#ssh-file-transfer-protocol
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- Encryption(Z = 3}): &S 5tE A2 5|5 = 1=
- Validate server certificate(A{H QIZ A 2401): A SBIE AL S}
A(RIE M

OlF 7| 2hH0f| A XHA| 2ot =
AU LICE
- POP authentication(POP 91Z): POP A{H{ 0| £ Q& st2{H H A A|2(0]: pop.
gmail.com).
i)
UL O|H| Y SSA= o=l oo Lt 19 FASH HENE +ASHHAM AMEXI7F 20 2 M
SOt s BL 2= A S Motolr| o) 2oF LB S AFS R L|C O|H 2 M X el 2ot 7Y
MZ =OI5HN] OO Y AHHO| &7|AHLH O &f O|H Y2 &X|= 20| Y= S A 2.
. TCP

- SAE AHO|IP FALISAE 0|28 QETHL|ICH SAE O]
DNS M B{7} System > Network > IPv4 and IPv6(A| AEl > I
IPv6) Of2fjOff X|HE|Of U=X| ZQISHYA| 2.

Port(ZE): Mt MM 20| AL L= ZE S S YT LT
Test(H|2E): 23S HAES2H ST LICL

. Abstof| Ot oj|

oo =

ar
=2
rir
i
0jo
o
Hl
oot
il
r
i

View recipient(=4 X} H7|):

2
Copy recipient(=4I X} SAN): =4IXE SASHY T S E[5HH . SAFE [l M2 =AXE HEY
A OlAL|C}
T Mg

Delete recipient(4=AIX} AHH): &-AIKHS @R 0 2 AbK|8}2{ @ S2jetL|Ct

=

U
UHI BAS S0|M FHOE ABE 4+ USLICL S20|= 0| fet HEot $ $T) M2
of FHE BE UY T BATL EAIELIC

|Amumwmq¢ﬁ§$ny%mEfgﬁgwmaaagaaqq

+8 E2|A
+& E2[7E AI83I0] E8 $E2R E2|AHY = JUFLILL O E S0 5 E2[AHZ HF 2%
U T Yots SO AN S AT = UG

MQTT

MQTT(Message Queuing Telemetry Transport)= AtE CIEUI(IoT) S ISt EZ HA|H Z2ES
QILIC ChaotEl IoT S8S 2lo) 24 = A2 &2 AE FZHsmall code footprint) it Z| & H E
A OY=ECc = Y4 YA E HESHY| s CHor A YoM AL ELICH Axis X 2Z E Q09
MQTT 220|HEZ S8 FX|0M 4G E HO|H X O|HEE B4 2| AZEQ|0{(VMS)Z} Of
L A|ABIO| 2HESHA S = USLICH

71712 MQTT S2I0|HEE AFSL|CE MQTT S412 220 ER BEEAHEI= F
o 2 ofL|CE 22I0|AE = HAXE ELjD 22 5= JUESLICL EEF= Se0|E 7t

A2t ES BERLL

AXIS OS Portalo| A MQTTO|| CH&H XFA|S] Lope 2 9J&L|CH
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AXIS P32 Dome Camera Series

ALPN

ALPN2 20| E 22| HENO|T EHA A O SE[HO|H ZRESS
UA| Bti= TLS/SSL 2HH U L|CE. O] = HTTPR Z0| Lt E T2 EE0f| AFEE|= S Yot I
MQTT E2iH S 2 d3tdt= H ALEELICE Z20f W2t MQTT S4 ME2 2 U E ZET} QlS
=L ASLICEL J2iot Z 20| S ZH 2 ALPNS ALEoi M Wt M HEE = EE ZEO|N
MQTTE oiZ2|7 0| MEHXIE 285t AYLICH

MQTT E2}0|AHE
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Connect(@Z): MQTT 22}0|HEE HAHL} HFL|C}.
Status(AE): MQTT 22}0| X E0| S4XY ALEfS TA|SHL|C}.
2027

BAE:MQTIT AMH{O| SAE Q|2 EEL [P =AEZ QHBIAA|Q.
Protocol(ZE2EEZ) Al T2 EZ S MEISHL|C}

EE ZE WSS QastLCt

« 18832 MQTTover TCP(TCPE £t MQTT)°| 7|24t L|LC}.

- 88832 SSLE E3HMQTTO| 7|=Z+QL|C}

« 802 ¥ 23S STHMQTTL| 7|22 U LIC

o 4432 ¥l A HOkZ B3 MQTTO| 7|2t L|Ct
ALPN protocol(ALPN Z2 E&): MQTT £ 2 1 g-axm HSctALPN T2 EE 0|22 st
Ct. O]= SSL2 &% MQTT & & A7 Hotg S5t MQTTO| 2t &8 & L Ct.
Username(A}-8X} 0| &): 2 20| AE 0| M A0 BMASHY| s AHE S A X} 0|52 LT
Ct.
AR ALEXL OB AR EE YT
Client ID(22}0|Q1E ID): 22}0| M E IDZ Q28| A|Q. 2210 E AlHXt= Z2210|AE T} A

Ho| HZ I NE{2 MEELCH

Clean session(2 2 M|M): 32 & AZE SiH| A2 S22 MO{ghL(Ct HESHH HZ B AZE S|
Al SEN ZE7F AH E LIC.

HTTP proxy(HTTP ZEA|): £|C{f Z10|7} 255H}0| £ 0l URLQIL|C} HTTP T2 A|Z AR SHX| O
HH ZEEHY = 5+ JASLICH

HTTPS proxy(HTTPS ZEA|):

II:I

N~

Z|CH Z 0|7t 255H0[ E @I URLYLIL. HTTPS ZEA|E AFESHA| B

oy ES 1Y £ ASLC
Keep alive interval(ZtZ §X|): S2t0|AHE 7} ZI TCP/IP A|ZF =12 7|CHE EQ Q0| MHE O
0|4 AFRE % Q= AR S ZX|E 2 USLICE

O

Timeout(A|ZF X1p): &1 A4

Al g5 M5ALMQTT SEI0|HE §o| AZ HA|X] L LWT HIA[X| 2| Z=H|0f Chet 7]= 2tk
MQTT el go] A|A] Z 0] A A& LT

Reconnect automatically(X}S 2 2 T HZA): A2 oljx| = S2I0|AHE 7} At5 2 2 CHA| HZAGHOE
Ste=Xl R E X dgL L.

HIA|X] HZ

AZ0| 2 E M HAIXIE 2EX| HFE XZHLIC.

Send message(H|A| X| HE): HA[X|E 22 A& 2F5HM L.

Use default(7| 27} AF2): X}AIQ| 7| £ HA|X|E Y HSI2{H IIMA| L.
Topic(FH): 7|= HAIX[2] =X E YH LT

Payload(H[0| 2E): 7|2 A|X|2| &S YHTLIC,

Retain(fX): 0| Topic(FH) | M S2t0|AE HEHE X[t T =L LIC
QoS: izl S F0f Liet QoS A5 S HBE LI

Opx| 9t 5 A HA[X]

| b2 E|= A|ZF ZHA(X)QL|C} 7| 22 60
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ObX|9h 721 (LWT)S AFEStH SEI0[UEZF E270f HZAE [ XA SF e RS M
7 UG LIL E‘Efolo1 E7t LSO o= AIFoM B S X2 HAZO| BO{A| B AO| F0{ 57|
e = 2Us) 277t THE 20| HAEOf HAIX| S M =e = QL& LT Of LWT HA[X|= gt
HiAIX| 2t & 2ot YA0|H St HFHLIS F =

Send message(H|A| X] HE): HA|X|E EL{2{H A}
Use default(7| 272} AI): X1A19] 7| &2 HA| X E Q& sle
Topic(FA): 7|2 B AIX|Q| =H S eist|ct,
Payload(H[O| 2E): 7|2 HA|X|2| &S YHTLIC
Retain(X]): 0| T0piC(-’F-I1I)01IA1 S210|QIE AEIE SX|SHE B MESLICE

S|
=
= -
S E3| 2t EIE|L|C},
2
o
=]

2°EoHM 2.
1

QoS: 2! SE0] Cf3t QoS ABS BTt
MQTT e
7|2 FH HEAL AL: MQTT client(MQTT 22t0| 91E) S0 M &HX| ZH| S ALof Ho|=l 7|2

=H & 3 FAHE Aot H dEEL
FHl o] F =& MQTT =X oA =S 2F5t=
FH d Y Am 0] A =g MQTT =X 0f ONVIF =X U AT 0| A5 =etote] M =S LT

0
a—
Y HS 23 MQITHO|ZE0| FX|o| 23 H=E Zatote{H ML},

= =

)
|u
u
9'1-
I
=]

=+ Add condition(=Z1 F7}): THES £7}15)e
Retain(SX|): O{ T MQTT HA|X|7} B9 2 M=
« None(8l3): & & HA|X|7} HFX| &Ef= ASTLICL

+ Property(£): MEH 2% 7h5 B AIX| B 2 HE ME2 2 EL|Ct
CANRE): ME| T JHs 3 NS EHT 4+ 942 HAIXIS 25 HRE ME2 2 YL
QoS: MQIT #of Ciieh st 2We Meyguch

MQTT 75

+ Add subscription(1= F7}): A MQTT =2 F7t6t8{™H S 2L L}
Subscription filter(71 S EE): 1 =5l2{= MQTT X & YLSIMA|L.
Use device topic prefix(ZX| &5 HE AL AI): 15 ZEHE MQTT FH | B FALZ F7ttL| Ct.

Subscription type(7+ 5 §39):
« Stateless(MEf| =X £715): MQTT HA|X| 2 ME| =X 2715 HA|X| 2 B35t MEH
2LICh
. Stateful()},"EH $I‘| 7|‘°) MQTT D‘llAle% X -|O_'E_ Eg_-c‘)-l_a:itﬂ A|_E_I-||'6';|l-|_| EI'- H-'”ol_IE_EE Aol'
Ef 2 AMEE LI EH
QoS: MQTT 7=0f Ciisl Jote 2 &S =L L.

MQTT 22| 0]
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H| 2

MQTT 82| 0] ="FXtE F2t517| o MQTT E27{0f| A ZSHUA| 2.
_I_ Add overlay modifier(2 H{2{|0] =2 X} F7}): A} LB g)|0] ="HXtE F7tsle{™H S2lgtL|CL.
Topic filter(=H| ZE{): Qu{3|0|0f| EA|S2{= H|0|E{7} ZHE MQTT FH|S 2743 L|Ch

Data field (K| 0| E{ & £): B A|X| 7} JSON & A{0|2}m 7HEstn @ H2i|0|of EA|SH2l = HA|X| H
olz 0| 7|2 X|IH BT,
Modifier(+=8X}: Q20| S BS I A1} £MALS AR SHL|C}.

. #XMPZ A|RISIE £HAE FRO|M We D= Glo|E S mAIL|CH

. #XMDZ A|f3}= 2FAHs HlO|E Leof A E Hlo|E S EAIGLICH

on Initiation Protocol)= AF2 X} ZtO| CHSIAl EA M MO AP EL|CE MMOf| 2C|2et Y
o2 2y = ASLLCH
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= H = [ M |
Allow incoming calls(=4l & 5] &): LI & SIP FX|0| A S0{2= =2 o{8ot2{H 0| = HUH
St |_| |:|-
St CF.
= M&l

Calling timeout(Z A|Zh X11): OFR = SHIIX| S 22 S A =2 2T A|ZHE A
L|C}.

+ Incoming call duration(& =4l 7|Zh: =4 3£ X|&5H
CHZ|CH 102).

« End calls after(0| & & £ 2): | CH )
o} AlZH2 H|BHSHA] 2o 2= 42 Infinite call duration(F2H| gt 3} A|ZH S MEISHL|CT.

MR
mjo
>~

=E
ZLE HS = 1024 ~ 655350{0F SHL|C}.
«  SIP port(SIP ZE): SIP EA0| AFRE|= HEQA ZTEQL|CL O ZEE E3F AlS E|m
2 L2 X| ASL|CL 7|2 ZE Ho = 5060 L|CHL 2ot AR CHE ZE HS E AUH
gL Ct.
« TLS port(TLS ZE): 245 2}E SIP SO ALE L= HERI ZEQL|CLO| ZEE &% 4
o EfEHS TLS(HE A S E0HE At8510] Y=t L|Ct 7|2 ZE Hz = 5061 L|C}.
QS S 2 HE WSS AHFLCE
« RTPA|E ZE:SIP Z0|A A SR RTP O|C|0| AEZI0] CisH At E[= HERT ZE YL
Ch 7|2 A& ZE $Ho = 4000 L|Ct Y2 HotHES EH X E HD 0| M RTP EfEZ X}
chetL|C}
NAT £1} 7|5

ZINAT SN Z2EZS HEEQE AFES7 LT HERI D &H40| M2t CHE A2 AHEY
Ol L|CF.

=

« ICE: ICE(Interactive Connectivity Establishment) T2 EZ22 AIESIH I|Of &X| Zt0] 2=t
ot SAO| O|ROXEE 71E 28Xl Z2E 37| £ E L CH STUN 2 TURNS &g}
e ICEZ2EZM 7Y 28X d2E &2 = Ue 7|27t e E L o

« STUN: STUN(Session Traversal Utilities for NAT)2 X|Z 0| NAT L= g5 L0 Q! =X| =t
oI5t OH AR I LE SEIPFAJEE HS E M Z 5= YA ST = SE0|AE-A
B HES Zee QLD IP £4 22 STUN AH| F25 geiaiLict

«  TURN: TURN(Traversal Using Relays around NAT)2 NAT 2t E EE= 8ol S0 Q=&
X|7TCP = UDPE S CHE S AEON M S0{= HO|HE A = AL E HF= =
EEZYLICLTURN M FA T2 FEE L Ot

Qrje W HC|e

« Audio codec priority(2C|2 T E M +=2|): SIP 20| L} |dl= 2L BE=2 7H%l 6

Lt O|&fo| @C|e AH S MEHSILICEL @M =2 =M E W52 BOM s5LICH

H| 2
=
=

S 2B O AR 0| ZYE DR ey

kU
in
o
Ha

I
=
=
>
-l

3 Hap X[oof gLt

=
mjn

x

]

ot [
-
i

« Audio direction(2C|2 W) 5|22 24 ©Q
H.264 packetization mode(H.264 j{ 7! 3}
- s (EEEK =AY WA 2L
- None(2&): I3} ZEJ} MM E|X| UUSL

C}.

r-l-

n
>
oo T
mot
=t=| E
N
for -
H
[
i
X
uj
ot
-
finl

mn n
Ny
2
of
-




- 0: H|QIE2|E B E.
- LCoIANALGR R E.

Video direction(H|C| @ d}gh): 3| 2%l H|C|Q ZA7|E MENSHL| LY.

to-TCP switching(UDP2} TCP 7+ T #H: UDP(AF2 A} T 0| E{ 13 = 2 £ 2)0f| A| TCP
(% HO| ZRER)E N4 D222 YNNOR MESIE ST o Bofe{ ™ MeBhL
Ct. ©2t5t= 0| 7= 200HIO| E O|Lf EE= 1300HI0|E =1 MTU(X|CH & THe|) 2 HO|
= C

Allow via rewrite(CIA| 27| & Eof| 6| 2): 2IR2HO 32 IPFA AN ZHIP FAE ELY
2 O e oL Tt

Allow contact rewrite(H2tX| CIA| 27| 5| 8): 2} 2EO| ZEIP A [HA ZHIPFTAE
Hije{® dEgLCt

Register with server every(& & AH 0| §8): ZX|Z 7|E SIP A0l Cict SIP MH 0| 5
EgdizE gt

DTMF payload type(DTMF H{|O| 2E §&): DTMFO| 7|2 Ij|0|2E S S HZATIL|Ct
Max retransmissions(ZX|CH ZHHZE): 2 X|7F A|EE SX|517| A SIP AHO|| HAS A=

ot 20 5 2™

Seconds until failback(Z0f 57t X| Y2 X): 22X SIP MHZ MO ZX|ot = ZX| 7t 7|
= SIP MHOf| CtA| GIE S A= W{7HX[ 2] AlZHE)E E- gL Ct

0

A%
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rr

2.E # x| SIP A% 0] SIP accounts(SIP A7) O} 20l LIQE L} S2 & H Ko 22 AALo| 9
Qo= AEJE 2 4 Ql&LCh

® HFo|SIP Mo AEXoR S25 UL L|CL

[ ]

71I"*01| ﬂ—X1I7f AG L L S0 HIHSEAHLE AE Xt4 SEHO| ZXE| AL, SIP AH O A A
M RS 2 97| [0 '

= T HA
peer to peer(I| O] & 1] 0f, 7|2 BH) A TS A5 = S & AYLULIC ofLt O] S| LHE AS
= USDHS AZYS 7| =422 40t 42 0| AP S HHY = ASLICE =S AIEE SIP A
HS X HBHA] 011 VAPIX API(OF S 2| A[0| M =2 13| QIHH|0|X) 2S 435t A< 3t 7| =

Ago| A LIt

_I_Add account(A|™ F=7}): M| SIP A H S Mdste{™H Sl C}.
Active(8'd2h: A8 S Ar8ota{ T HEIgL|CL

*._1
«  Make default(?lEi}(QE X|™). o] AH
ot =

= /|2 A= X 8ot H dEgtL|C). 7|2 A
0| AO{OF 3, 7| = A’E2 StLt T ASLIL

of Ats2= SEote H MEfghLCt.

L =1

« Answer automatically(X}S2 2 &) =4 £E3

« Prioritize IPv6 over IPv4(IPv4ELC} IPv6E LMo & ) @ IPv6 over IPv4 =4 9|
M =2E X|-ole{H MEISHL|CE O|=IPv4 S IPv6 =4 2 =0 A =@l E|= P2P A& 0|

200l 0|20 AT I S8 BtL|CH IPv6 A0 YT E =09l 0|2 0f T3 A IPV6
ol oM 292 XNFS F Ax T
. 0|2 43O ZeE 0|22 YALICL OIS SOf I} 0|2, At T XY 2 UL
c}. o|20] Z= g A Lct
+  User ID(AFSX} ID): 4|0 S 2tEl DQeh LI i Hat HS 2 laishi|ct
= =Y 23 o AFREL

« Peer-to-peer(m|{ £ u|0]): 2Z HE XA A CtE SIP HX|
C}.

+ Registered(SS): SIP MH{Z Sof 22 L E9/3 9|2 0| SIP XS Bt O AL EY
C}.

- ENQLAE VST E? 58 = 0|52 YHYUCL EHO 0|2 HHE AZE =5
S} SIP =40 QE

« TARIE:SIP A0 Cheh 2155H7| U3 SIP AHI HAE YAYCSE YBILICE
= ID
o

+ QIS ID:SIP A0 CY3 2155}7] 7t ARt
D%} 22 3% A3 D2 YE Wart gL

« Caller-ID('& X} ID): Axis & X|Of| A £ LK
+ Registrar(SEX}): SEXIQIPFAE

b

oo OF % o
b C
In 11

« Transport mode(M& B E): AHOl SIPH £ MEHSHL|CHUPD, TCP EE&= TLS).
« TLSversion(TLS HH)(H& D E TLSOH): AFES TLS M S MEHSHL|CH H{ M v1.2 2 vl.3
O] 7t Ot gL T Automatic(X}&)2 A|AR0M K EI%F = Ues 7t st HE S M

LI

* Media encryption(D|C|0] ¥S2h(TE 2 TLSEH: SIP S0 A O|C|0f(2L2 & S&)o
CHot Yoot mds MEfgtLIC.

« Certificate(only with transport mode TLS)(Q/ZM (M & 2= TLSPH): QIS ME MEISHL|C

« Verify server certificate(only with transport mode TLS)(M B C1Z A 2tol(M& 2 E TLS
oh): M QS M E =Qlste{ ™ MEdSEL| T}

« Secondary SIP server(E2 Zx SIP AH{): 7| & SIP A|H 0| 5E0| At 4 &X| 7} 2= SIP
MH 0| 52 A|=5tE= St2{ ™ F L Ct

« SIP secure(SIP K 9F): SIPS(Secure Session Initiation Protocol) & A58 ™ MEHSHL|C}.
SIPSE TLS & REE AHESI0 EfE 2 Y= otetL Lt
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EAE FItotEH 22 ot
~ Prioritize(g Al sTl X|H): £ 7) Ol Ao ZEAIE I8 ZR0| ZEAIQ] OM 2
& X gst{H S gL o
- Server address(AMEH FA):SIP TEA| MHO|IP TAE QEHTHL|C}

g
- Username (A2 X} 0| B): %ROP B2 SIP TEA| AMHO| AFEX
- DAY LR HQ SIPTEA| AL IIAYEES Y

H=
« H|CR ®

- View area(H 7| H9H): o4t 210 AHES E7| LS MEATHLICE None(Bl2)2
MENSE ZL /& E7|7F AL &L C}

- M E: oHA S0 At2S SHA = E MEISLICE S == ZRd HEE0 eSS
ELICt.

- ZH Y YO|E: otAt SO 2T = 8 METL|CL =8 0| EE EHast
Q=0 g2 FLCH

- H.264 profile(H.264 =2 h}Y): PA E3}0j| AtRE T2 QS MESHL|C}

DTMF

_|_ Add sequence(A| &

2 F=7h): M| DTMF(Dual-Tone Multifrequency) A| R A E Md5te{H 22!
SHL|CL HX| £0f o8} &2 Md3lr|= ES MA5I2{H Events > Rules(O|HIE > )2 0| S TtL|LC}.
Sequence(A|HA): £2 4 8ls 2XIE QHELICE 3| E/= 2XHE 0-9, A-D, #, *L|C}
Description(B): Al BAR E2|7{% A0 2t 42 Y2{etct

=
Accounts(H|H): DTMF A|HAE ALB S AHEH S M EHSIL|C}. peer-to-peer(L| 0] £ I|0)E 14
Ste 29 ZE OO0 £ OO AE2 SLst DTMF A|AAE 3 RELICH

Z2EEE

AAYA ANES Z2EES WESLCL 2= 0|0 R OO AE2 SL Z2E
S| CF.,

~
o

M
mx
mjo
OH

=0

Use RTP (RFC2833)(RTP(RFC2833) AF&): RTP Tf| 71 0 A{ DTMF(Dual-Tone Multifrequency) A1 &
CHE & A= 3 Fol O|HEE 5 &ota{H ZLICH

Use SIP INFO (RFC2976)(SIP INFO(RFC2976) Al-): SIP T2 £ 20 INFO MM EZE ZstHs}e{ ™
HUICEINFO B A S YutH o2 HlMIL Bisl Metx ofZal7olH A% B s SreLch

HAE S
SIP account(SIP A| ). H|AE NM3E 4 ANHS MEHSHL|C}
SIP address(SIP Z=A): SIP =AE olaist 1 a2 Z2I510] HAE M3IE ZHO| A HO| ZHESH=

x| SHOISHL|C}.

N2 FF
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Use access list(H M| A S5 ALE): X[ T2t E 4 = U= AHES HMotste{ ™ Z Lot

BH:

. Allow(3]8): UA| A D20 Y AARSEDH 4 MBS 3 88)2 B MegL|ct
+ Block(XEhH: MM A 220 Qe AAREE 24 HeE XpTHs|a B MeistLct

X

HEA AERX|

Ignore(2LA]): HEA AE3|X|S 2A|8}2 0 ZiL|Ct

Add network storage(4| EQ|I AEC|X| F7}): =31 E M = A= HEQAZ 3L E F7t5}
20 S2/stL|rt
«  Address(FA) TAE AHO|IPFEAE=TAE 0|2 QeS| L}
(Network Attached Storage) UL|Ct. D1 H IP FTA(SHIP A= HAE = 2O Z DHCP
He)E A8 E S AE S 37 LE DNSE AHE5t= £
CIFS O| B2 X| &l £ X| ¥z L Ct.

* Network share(HE$|3 & ]): @A E MHO| 557 /X2 0|5 Y etL|CL ZF FX[0f

= A7 EH7JALBE 02 Axis X7t s Lot HES A SRE AHEE = JASLICL
«  User(AF&X}): MB{0]| 21010| HQot A2, AHEXL 0|2 Y LICEL E7F =02l AH
o] 29018tz THN\AIS A OIS YSIMAIL.
= EE YEHSIHAIR

= |
+ DjAQIE: {0 219/0| BR3 FL A
« SMB version(SMB H{H): NASO|| &4g SM
(X}&)S MEiSHH X = EQ T SMB & S or L 02, 3.
2.1 &% HE S X| 2SHX| @f= O] NASO| HZA5t2{ ™ 1.0 EE= 2.02 M ESHH A 2. Axis
ZHX| 2 SMB X| A 0i| CH3H of 7[0f| M REM|S| Ot == QU
+ Add share without testing(E| A E Q10| 3§ F7}): G Z HAE S0 L5/} HHE HL
O HERA SFE F715t{® MENSIL|CE O| & S0, MO A E7F HQSHK| T O
= YK U7 M Z0 277t r

Cla

-~

HEARSE 4 Ol |

o= T Mmd

HEYI AE2X| HA YEYI 20 Cet AZS O E S A, b QIS SHA| 9 &I 732 B 2
2g LI 02 A 3t HELYA 290 Chet @ E HFo| HAE LTt

Unbind(HFQIE! 8F)): HES3 295 HHol Sl SRt AAHS Boaiw S2g|ct
Bind(HIQIZ): ES|3 292 HrolJatn oIz 3™ S 2{3fLCY.

Unmount(D}2 £ 8iH)): /3 29 E 0r2 E sfF|312{ B S2etL|ct
Mount(I2E): { E¢/3 295 OfeEsj2{ 0l 22leL|C}

Write protect(#7] #X|): {E 9|3 2 Q0| 47| S FCHst1 58120 HAH x| L& 2 312{H 7

gto| ot == HOE M1 ZHE
ZFO| X|LE2| Hof O] 4
S

£

« Test connection(

re
n my

«  Format(Z5l): 0| &
L|C}. CIFS= AL 7
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2HE AEZX]|

=Q At
HOJE =4 2 &4 =9} 2. HX[7F A0 U= S20|= SD 7LEE 22|5HX| OFd A
2. SDFIEE HA 37| HMojl BfSEE SjR3IAA|2.
Unmount(0}2 E sliA|): 22510 SD 7t=Z HESHA K| AHSHYA| L.
Write protect(2A 7| YX|): SD 7}E.0f A 7|7} §X|E|_Tl_ =SIE0| HE = HE B38| HH 0| S
ME AL Ch 27| YX|E SD 7tE= =Big = GlE LT
Autoformat(X}s Zo): |2 4 QUSISD FIEE A5 O 2 TSI H FHAAA| Q. OHY A|AHIE

ext42 ZOHSHL|C

Ignore(fA|): SD 720 =3
|7} O 0| A} QIAISHR| RBHL

_>.'_
bal
N0
0% Ol
A
of
I
rg
|
>
=
ot O

!
Retention time(E.= A|Zh): @2l =l =3}
.

o &= MetotALE HIOIH M &8s T=40t7| ?I8 =
oS Hatel 7|7hS AEStLICH SD ZLETE 7HS AHE 2E 7[ZH0] X[LE7| Hof| 2 E St S 4
Mgt
£

o Check(29]):SD 7}E @ 2 £ Z}0I5}AA| 2.
e Repair(53): It A|AHIO =

+ Format(Z): SD 7}ES ZU310] T} Y A|AHS B1ZStD B E H|0[EE X|-SL|C}. SD 7}
a

C L extd I A| AR O 20f mog A ows®Of A T2 AT A B 0ff o if 2}
2/ EFAf extd £ 240]Bf = Of 2|7 0490] Eagic
. Encrypt(33}): 0| £ 75 ALS510] SD FIEE TS T QS BHE BABIIAIL. 0]
Al

7| & SD FF=0fl HAE @ = [ O|E{ 7t ALK
O|Ef£ et lElLCt

+ Decrypt(Q&t 8iR): O] =75 AH85}0] 2t B3} 10| SD FHES EUBHAALL. 0|2 A 3}
31 SD L= 0 KA El DS o 0| Ef 7} A ELICH SD FHEoff MFHs OfH ME 2 HlOJE =
st x| eIt

+ Change password(Tj 29| E #7): SD 7t= S UB3ot O DR HAYSES WHTL

C}.
Use tool(= 1 AH8): S 2/5t0] MEiDH = 1 & gdotetL|Ct

Wear trigger(l:l|-E Eg|H):YME E2|AHSle{=SD ZIE OFE £=F Zt2 MASHL|C| Of e &=
9= 0~200%2L|Tk 3F # & AFR F | 242 M SD 7tE Q| OFE =~ ._%O%Obl'—llif 100% fE¢
SD 9PE7P 01IM *':”Oﬂ 7%’”Ef A= LIEFRHLICE DPEEW %0 =2StH SD 7HE7F @

80~90% AtO| = 275t 0| EFLICEH IE*71I otE =
oz EZ|

r|r
>; >|

X

M £k 124 A
> Mo r|o

2 012 5| 7] 2o o DA 3 o)
Zo| 4 Zto] =osiel 2l

|>
|m
o
[El
Hu
El
"

AEG D202 HIC R AEE0 Fehs 0|X|= 2478 A5 LCL O E S ddsta E5 A8t
O Zolol= 422t 20| ot §&0M AEYH Z2MAUS AHEE = ASLICH
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Description(&ddH): =2

2ot
)
SHAFE: O] A of Cist M2 &t

Video codec(H|C|2 A E): = S= UEY
oF o =S TS AL

Z2|Q oI 0] MO CfEt YL H22 HNGHIAIL.

Compression(%): 0] MH0j [hst MY 22 HDSAAIL

Zipstream @ Ol 2780f Cict 2= =2 H5HHA| 2.

Optimize for storage(2 E2|X| & X|H3}) o/ : 0| 70| Ciot A2 =S UYL,
Dynamic FPS(EX FPS) ®: O 270 thst 22 E XS AR

Dynamic GOP(SX GOP) @ O] d7dof Cist 42 E &R AIL.

Mirror(0]2{) @: O] 270j Ciot dH2 oS HOSHHAL.

GOP length(GOP 7'O|)® Ol ddof st M2 &
Bitrate control(H| E 2{|0| E H|0{): 0| 270 Ciot 2

Include overlays(9_l:l-|21|0| =1y @ ESHS Q0] S8 S MEHSHL|CH QBB 0|2 X=7}5t=
Q.

YOl Chet A LIE2 55 TSt Al

include audio(ecie 22 D). o w0 oot yz2 w=2 yasUAL.

ONVIF

ONVIF A H

ONVIF(Open Network Video Interface Forum)= %|& AFE X}, EStAL AMEEHE G M| ZAHEHE
= HI Ce 7les 82 7tsd S HA 28 = UA siF= =22 Y QHHO|A HFE Y LICE ONVIF

=
Sof M2 CF2 WD) M 2ol M2 8%, 04 o, big B2 A AI~Ho| Ojef 3WeS &

ONVIF 7| 52 45t H ONVIF S410| X522 2ot LIt ZHX| 90| @& ONVIF SA10f AL Xt
A 0| ST HAY S S MBI AN S LB 2 axis.come| Axis WLt 7 B LIE|S AZSHIA
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—I_ Add accounts(A|d F7}): Af ONVIF A™ S F7t6t8{H S 2IgHL| L.

Account(#): 198 7 H 0|22 Y LIC
.l

New password(| TIASIE): 7|52l THAYIES 2/2SL|C. A E L 1~64% 20]0{0f 1|
Ch 92X}, 24}, T8, UH 7|3 £ Olaf 7453F ASCI 2XHAE 32~126)0F T| AL E0f AL S &
ALt
Repeat password (I 29| E BIE): 5 Qo I AQ|E S CHA| YHIIYA| .
Role(¥gh):
+ Administrator(#2|Xp): RS MH 0| 2R S| WM ASHLICH BE|XHe CH2 AR E 7, ¢
HOE X HAL = A& I—I 53
« Operator(2gGXh): Ct22 M 2ot ZE A0 B2 5= JASLICH
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