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|[EH3 &2 N E 2Tt IEEE &

IEEE 802 1X2 H2 & IE HEIOf HML5t2H HEJT HX|7F AHEH22 ASE0fof HLICH QT2 AS

LN,

Prevent brute-force attacks(S£ Xt Q) 3 & vtX|)

Blocking(Xt'Tt &) FXE QY SHS AT E AYAL. FXE Y SHA2 Al A28 &3l 21
O| X-IE = OD§§|. | k |-

Blocking period(Xt'Th 7|1Zh): £AHE WY SAS AT AlZh=)S YL ch

Blocking condltlons(*l' ZH): 250| AZE|7| MO 5|8 XT 2F AMIf -5 LHTLCH 1O
X &0t ¥ +=F RF0M 5|8 HIf 8 48 & USLLCH
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P FA

1]

E

Use filter(ZE| AF8): X|Of HM A 4= U IPFLE LE{ ot H MEfSL(CE

= =
S8 1P F20| st B2 S H8LA £ ARLX W™ L

oM. AL =

Fa IR0 e Y20 HBEAHLE HEE P = E YHSLICE CIDR EAE AL8E =& JAS L
A8 %t 2| Signed Firmware 213 A

ZAOf AxisO| HIAE HY O E£= 7|Ef ALEX} X7 HANE AX|5H2{H ALEXA X|H ME HAO ASM7HE
QL th ASM= HA T HX A7 Axis ZF0| 2|5 SQAE A=K &l Ct HYo= 173
2 oot M IDE MEE= S FXOME HAS 5= ASLICH AxisZHO| AL XL Fol MY Helojel o
SME dHdE + A2EE, AxisCt sllY ABME A = ASLCH

Ax]: ASME AX|ot{H SELLICH HAAE EX|5H7| Hof| ASME SRS OF LTt
A

Accounts(A| ™)

+

Add account(AI"8 F7}): M A S F7tote{® SHEYLC Xt 100702 AZE F7te = ASH L

Account(Al™): 133 A O|E2 YL

New password(M| T A E): YO AYES LHSLICE IjAYE= 1~64AF ZO[OOF SL|CL 2 AL, AL
SN YR 7|3 5 M 75 ASCII 2RHE E 32~126)2F TH A E0f AFE 4= Y& LTt
Repeat password(T{ 29| E Ht2): S Lot {AQEES CHA| YL Tt

Privileges(# 8):

« Administrator(2#2|X}): 2= d7Y0f WS HM ALt BE|Xt= CHE A E F7t
E S HAE = A& L Lt
+ Operator(2gX%l): CIS2 Mt ZE - HMA AT = JqASLICH
- EE System(AMAE) MY,
A F7t

I
- =55 L T
- M EHE R E PTZMER HMA TS

S0 &= H7ols thaol = E L
Update account(AlI’d YEHI0|E): A £S5 HEULICH

Delete account(Al1%d AHH|): A E 2 AKBLICE root A™2 AXE &= l&LICt

Anonymous access(2E AN 2)

Allow anonymous viewing(2® H7| 5] &): AHCZ ZIQIIX| YNk S HO{2 FX|0of HMaT
= U= E ZFgL

Allow anonymous PTZ operating(2 82| PTZ & 5 &): A2 ALEXt7t O|O[X[of s ™, HE X =
g = AT S H HAYA L.
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2l

ujd

L]

=0l o g

H

Lt S50=

(

78|0|'5
==

of thall EB|AHEE =AU S

iz
=

21 218t

Lt 550= 80 tiet S22t g

FL|Ct.

g FobsteE 223

xF
RISt A2,

FLct.

=

A
—

b gu o

=

A MS
o O
x| &to

o
—

)glki'é‘
ol =
A -

X7 A E LB
Xt FE7h: =

A
(™

=

[

Ofj Al &e|AL oS 2L =
=2

Host(SAE): MH{O| P TALI TAE O
DNS MH 7} System > Network > IPv4 an

of X8 =of

na
L|Ct Ol =
=) Txkel o]
FTP

F

Add a condition(ZZH F7}):

Z[CH 256702 AM EZ
Add a rule(& F7I): €S
Add a recipient(3

A MEzo 8
Z|Ch 2070 9] %=

o/H E

+

Name(0| &):

+

Action(

+

Name(O|

Invert this condition(O|
Type(Rd): S0 A] A EH:

Use this conditio
O|HI Eof CHaH =4l

o
W

=
[

[=}

=)

=

Eo)

ES
st
I_lr
oI
S
Oigr A
R X
o <D
N2
LR oEr<
[ et RS
- 36 5 opie

aﬁmul_ﬁlmmu
%%Wﬂ%
MU py Mo_o_.__
0l g0 & —-oF

A
o

_1
2

I}
xf

Cf). m}
Password(Ij 29| E

Port(®£E): FTP
E
MK Qto ™,
Username(AH2

Folder(
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Use temporary file name(Y Al It O| & AI8): X152 2 W= YA OIY O|EC 2 MAUS
YEEotH M MENSIL|CH YEEE RS H O 0| 50| dt= O|EQ = HHEL|LH YEE
7t SHHE 4 ¢ E o o] glELUCH L ofS| YAl A 2E 5= UASLICH O|HA
StH 25t= O| &S 7t B & HhU0| SHHEX| & %= AE LTt

Use passive FTP(& FTP AL8): H& X 0l 40| M X E2 thed| e FTP MHOf HojH o
A2 G = QEYLICE TX|7F 4 Mu{of Chot FTP A|Of 5! CIO|E HAS 25 HIXo=z
AlZftL| T Ol = YEHM o 2 FX|QL CHeh FTP AMH ALO[Of otH o] A= HR0| 2agtL )
URL: HTTP AMH{Of Ciot HEQA T2 Q¥ S Me|g A3 HEE YL oE =2

http://192.168.254.10/cgi-bin/notify.cgi LI Ct.
Username(AH2 Xt 0| &): 20152 AFEX} O
Password(Ij A E): 2015l 2{H mjAQE
Proxy(ZEEA|): HTTP A 0| GASI7| Q8 =
£ A0 Lo

URL: HTTPS A{H{Of| CHSt L EQIT A% 2™ 2 NMejgt AJEEE gL CH
https://192.168.254.10/cgi-bin/notify.cgi & L| Ct.

Validate server certificate(MH Q1S A &Ql). O] ¥XIE MEHSIO] HTTPS A 7| ‘d-dst 2l
SME MdEighL|Ct

Username(AF2 X} 0| B): 2015121 H ALEX} 0|52 YEHSHA|2.

Password(I{| A9 E). 200152 H A EE YAHSMUAIL,

Proxy(ZEAl): HTTPS A{H{ O] S1Z3}7] Qs =

"EE 740 Y=g o

+ Network storage(HIE¢|3 A E2|X]) B
NAS(Network-Attached Storage)2t €2 W ER{I AEE|X| S Ft510] TS XN Fots FUXR AL
8% = AL LICH IHY 2 MKV(Matroska) It Y HAlo2 X EL|CH

Host(EAE). HO| IP FALI ZAE 0|52 YHTLICH TAE 0|52 YHSI= 42,
DNS A{H{ 7} System > Network > IPv4 and IPv6(A|AH > HIER 3 > IPv4 U IPv6) Of2f

of XIZEOf A=K ASHUA L.
Port(ZE): SFTP AH{7} Al85t= ZE Mo S Aot 7|2 f2 22 YL Lt
Folder(ZL): Lt s xget C|HEL[Q e |

d2E5 YHSUA|. CIHER| 7} SFTP A{H{0f O[O|
ZETSHA| gto® mUS A2 I @F HA|X| 7t HA|ELC
Username(At&X} O] §): 21 0I52{H ALE X} 0| 52 YHSMAIR
Password(I{ AR E): 210152 H IjAYEES QASIAAL.
SSH SAE 374 7| E(MD5): &2 SAE TIY 7|(324t2] 16%14 EXtY)9 X228 YU
ShL|Ct. SFTP 22t0| A E = RSA, DSA, ECDSA B! ED25519 EAE 7| 9| SSH-2E A8
. e Al RSAZF M3 &= 2 0|0 ECDSA, ED25519 2 DSA

o T
2
>
>
0
el;
rir
o
o
rn
<
O
(0a]
fo

>
m
N
i
o
1
eld
=)
o
-
=n

=]
FSEAIA|Q

==} =] .

- SSHZEAE &I 7| S8 (SHA256): A SAE Z7J|| 7|(43X}2| Base64 QAT 2X o x| 2
S YLt SFTP 22}0| 21 E= RSA, DSA, ECDSA & ED25519 SAE 7| ¥ O| SSH-2E
AtE3HE SFTP MHE X| T L|Ct &4 A| RSAZF M5 &&= & 0| ECDSA, ED25519 &
DSAZt 1 % & WELICtH SFTP AMH O A AFESH= 2HIE MD5 2 AE 7|5 2 &3l of Bt L
Ct. Axis ZX[= MD5 W SHA-256 SiA| 7|& 25 X|{SHXA| B MD5ECH 235 20H2 2|8l
SHA-256E AtE238t= 0| ZELICH Axis A2 SFTP A E T35 &Eof Cis XhA|
ot LHIE2 AXS OS ZES T M A L.

- Use temporary file name(QA| It O| & Al8). XIS E M & QA ItY O|ECE IjYS
AZCote{™ MEiSL|CH A2EEE 226t LY 0| 50| Yst= O|ECE HHEL|CH PEE
7t SEHEl 22, &4E Oho| QELCH Ot oS LA LA Z B 5= AUSLICEH O|ZA
St ASHE= O|E2 7HEl 2 & TbYO| SHEX| & = US LIt

« SIP or VMS(SIP E= VMS) :
SIP: SIP M3 E Ze{ ™ MEigtL|C
VMS: VMS M3HE Ze{™ MEigtL|Ct
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QIE{H| O] &

2l
=

FLICH A5 o2 i

FL|Ct.

243}
Ol MHOIM 2SS 2

=]
=0 smtp.gmail.com, smtp.mail.yahoo.com1}

=

=
FOl SMTP MHel ZE H & AL 7|22

.

o
teq 3, SsL

S
b=
L| Ct.
A+
Gl

o

2

B (SMTP)): 0

i
[¢)

At

=

=

s

53}, A5
Validate server certificate(A|H QS A Etol):

[ R = =
[e] 3

Send email from(0|
4% 9

Email server (S
Z2 SMTP AMH

.

[e)
587 & L Ct.

=

From SIP account('Z 21X} SIP A|H):
"

To SIP address(3= 2 X} SIP F2):

Username(AH2 X} 0]

Send email to(O| |
T

Port(2£ E): 0-65,

o

Password (I

=]

oF

LS
Encryption(

Test(HHAE). 3t 4H0| & &
ol

o] &

hof

prut
il

7|

=

=)

o
[

CA(

L

[

A

=

=

—

o]
POP authentication(POP ¢!3): POP A{H{ O]

= Mgt of

e

Ka

TCP

.

<
> HEQA

o
o

AE O

L C}.
Bl

3

=
A

=9 o
|EE I:IE4

Host(E2AE): AHO| P FTALIZAE O

(Al

DNS A H{ 7} System > Network > IPv4 and IPv6

of XIFE0f A=K 2QASHYA L.

of AEE=

A
te{E S ESHUAI L.

Port(E£E): AH A

2
o=

MES EAES

Test(H| 2 E):

L Cf.

a4
I

B[
oK

Tof0
<0

g &

View recipient(=4lXt 27]): &= =X N E T

M A2 xS HEY = AF UL

B S B85t 2. SAtE

AFS

=
=

Copy recipient(

B

Delete recipient($ 4 Xt

=

g

AN Mol

=

g

F

.
o
—

Lot S50= #d0f o

AL,

muju

i

Add schedule(¥™

+

& Ef|A

<+

g4 & =0 =3 E2[AHZ MZF 24 & 74
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MQTT

MQTT(Message Queuing Telemetry Transport)= AtZ QIE{Hl(loT)2 ¢

loT S¢S flol EA=ACH 22 FE F7H(small code footprint)at &[4
Aot7| 2I5lf Cryot LHH O M AL ELICH Axis ZA| HRI0{2] MQTT
N OHES Fo e 2T EQ0{(VMS)7}F Ot A|AE0f| ZHESHA

0|-I1: il
% o

A ciO|HE=Z A-YLICE MQTT S42 Set0|HEQ HE272t= & AEE|S 7|HIO 2 hL|C}
SEO|HUEE= HAXE EHD &= & ASLLH E27= S20|UE 2t HAX| 2teES BT

>
o

L

N2 2
C

2
o
%

>
o

18

2tO[HE Sl M 7t HZO| HEN|O|S THA O M 0 =2 d =z 2! 5

FRALICE O]= HTTPRL ZO| LHE Z2EZ0 MEEE S2ot ZES 3| MQTT ESfE S 2Y3tot= H| A
|Ch. <0 met MQTT S 8o = VY E ZEJ gls == JASLCH Ao 3229] §

HA LotHOM S8 El= BEF ZEONA MQITE HEZAHO|H Z2EZZE MEEXE 2F

f}f TLS/SSL

>0fo It
oo
[

o]

A2 ALPNS
St= AYLICE

MQTT client(MQTT S2I0|HE

Connect(¥Z): MQTT E20|HEE HHLI &L
Status(&Ei): MQTT 22I0|HE Q| A SEHE EAITLICE

Broker(E2#)

Port(£E). ZE W3

=
=
. 18832 TCPE St MQTTC| 7|27 YLt

+ 88832 SSLE E%F MQTTQ| 7|27 L|LC}.

. 802 Wl A3 ETHMQTTY 7|27 LT}

o 4432 @ A HOtE 3 MQTTL| 7| 244 & LI C.
ALPN Z2EE: MQTT EEH 22A7} 25 ALPN Z2EEE 0|ES Q3SL|C} 0]= SSLS E3 MQTT Y
2 A7 Hotg ESt MQTTO| 2 B E L L}

AEX} O|E: E20|AEN A MO BNASEHT| 2o AHER AHEXL 0|52 Y= TtL|Ct
Password(I{ A9 E): AtEX} O| S| IHAYEE L HTHLILC

Client ID(22I0|HE ID): 22I0|HE IDE YU EHIMA|R. S20|UE MEXE= S2HO|AET MH | HZEY
o MH= HSELC

Clean session(Z 2! M|4): HZ 8l A2 A Ale] S%S MO{gLICh MEiSIEH A2 U AZ SHH Al &
B §E7F A M E Ut

A {X|: S2H0|AETL ZI TCP/IP AlZH ZTHE 7ICHE 2 80| MHE H o|¢ Ar8d = Sl= AIFE ¢
Ag =+ AFLICH

Timeout(A| ZH Z1): AZO| 22 E[= AlZH ZHA(Z)YLIEH 7| =8k 60
X &5 HFAL MQTT SEH0|AE B0 HZ HAIX| &L LWT HA[X| ] F=H|Of CHS 7| =4t MQTT 2l ©
o AN =AM AHEE LIEE.

o

Reconnect automatically(X}S 2 2 TS ZA): 124 ||

£ 220|ET} RAHEO 2 CHA| @A OF =X O
=2 x5t

Connect message(Hl Al X| HZ)
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g elEmol &

AZo| 4FE W HAIX|E ELX| R E XFELCL
Send message(HIAIX| &) HAIXE BB ALE 275N .
Use default(Z| 22} AF): At Q| 7|2 AKX E YHSHTEH DU,
Topic(FH): 7|2 HAIX[S] FHE LT LI
Payload(H[O|2E): 7|2 HA|X|S L4&S A=HTLICE
Retain(FX]): O Topic(FH|)0llA S2t0|HE MHENE F XISt B MEISIMA L.
QoS: Izl S50 Tt QoS A5 S BHE LI
Last Will and Testament message(OtX| 2t ¢ M| A X])
O[3 FA(LWT) S A8t S20|HET E27{0| AHE I XA S e KIS M3 = A&
ct. —E‘Ef0|°157f LSO Ol AIFO|M HIFH X2 AAO| E%MXIE(K._‘I-?_JOI B0 F 7| [[H-E-oe' = AS) B
27 CH2 S20|HE0 HA|X|E MEE 5 UGS LICE O] LWT HA|X|& Lt HAIX|et & Lst A 0|H
S8 AU Sof 22 L ELIC,
Send message(HIA|X| &) HAIXE ELi2{H AHE HESHN K.
Use default(Z| 22t AL8): AHAIQ| 7|2 HA|X|E St H YA L.
Topic(FH): 7|2 HAIX[2] FHE L LT
Payload(HIO| 2 E): 7|2 TA|X|2| LH&S YL CL.
Retain(Xl): O Topic(FH)0IAl 22t0|HE HEfE FXISHAT MEISIYA|R,
QoS: {2l SE0f Tzt Qos AEZS HAELICH
MQTT publication(MQTT ‘& &)
712 FH HEFA AL MQTT client(MQTT 22I0|AE) B0 M T X F=H HFAL0| Fol& 7|2 =M BF
AE AL ot MEdBtL|Ct
FH ol& Zg: MQTT FHOM ZHE HYSt= FHE Zotsta{® MeigLCt
FH HidAamolA =& MQTT FH 0| ONVIF A U YAHO|AS Zgtsla{® MEdghL|Ct
UH S =3 MQTT HIO|2E0| FX| o Y HBE mEtste{® MEigL|CH
¥ Add condition(=7 F7hy: £718 Fotetein 2L
Retain(FX]): 01T MQTT HA|X|7} 2R &2 MESE=X| FolgL|ct
« None(8l8): ZE HA|IX|7t H|RX| HEHE ME&SLICE
+ Property(&£7d): &Ef =X 7t5 O|A|X|Dt £ 2tEl MEf2 = RHL|CH
o AlREF): MEf F=H s 9 MBS XN & QS HAKIE D BRE MEE 2L
QoS: MQTT 2810 Chsf glate e e Meistl|ch

MQTT subscriptions(MQTT %)
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g elEmol &

+

Add subscription(?= F71): M MQTT =& F7t5l2{H 22

= T

Subscription filter(T+ 5 ). £ 535l2{= MQTT £ E 2 sty

H -
Use device topic prefix(ZX| 25 HFAL AI8): 715 ZHE

Subscription type(Tt5 ®3):

XE
« Stateful(ME{ =X 7}5): MQTT HAIX|E =H2
Z A8 E Lo
QoS: MQTT 750 s Aste 2 MedgL|Ct

— =

MQTT 21 20]

o

MQIT @H{2]0] 2H X2 £71817] Ho| MQIT 2 27{0] AZSHAAL.
T Add overlay modifier(2H{#|0] £HXF X7}y A 2H{2[0] SHFEZ =7
Topic filter(2X| EE): ©t{2(0[0f EA|5}2l= B0|E|7}

o

tsted
ZotEl MQTT X & F7+etL

Data field(H[O|E{ EE): B A[X|7} JSON E4{0[2t 1 7H 35t Q2| 0|0f EAIS2= HA|X| I 0|2 =2
7|1 R EggLct

re

S

ot

Modifier(+=’3Xt): 2H2)|0| & 2= U Zat +=FAE ALEEH T
o #XMPE AXStE +FAHE FHOAM B2 2= HOIHE BAL L
« #XMDZ A|%3t= =g Ah= HO|H BEO X|Z& HOHE EAIZLCL

SIP

A‘lxo-l

SIP(Session Initiation Protocol)= AFE A} 7HS| CHstAl S 41 M MO A E LICH 2Ot &S Ao =
stet = ASL|CEH

ol = UA=Z 5t 0] S5 MEehL(Cf

Allow incoming calls(Z =4

Call handling(Z X 2|)

+ Calling timeout(Z A|ZF X3}): OlF = S|
+ Incoming call duration(& 4! 7|7 -
« End calls after(0| £ & F&8). E2 A&

X3tStR| 22 2i= Z 2 Infinite call duration(
Ports(2£ E)

Ao
0
Ho

4o
=
rok bt
ofn =
ot >
>
N
o
>~
ul
o
-
n
:

HLE H3S = 1024 ~ 655350{0F sfL|Ct.

« SIP port(SIP ZE): SIP EA10| AFE|= HEQI ZEQLICH O] ZEES B3 AlS Egfme 3}
DX AESLLCH 7|2 ZE H2 = 5060 LICH 2R3 2 M2 ZE HS S oL
o

= Ct.
« RTP start port(RTP A%t ZE):
Ch 7|2 A& ZE H =4
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NAT traversal(NAT £3} 7| 5)
X7 AMEZLAN)O| A0 BT HEYT RA FXEMES = JAEE St2{H NATHEHT =4 H
gh &1t 7| s 2 AL CH
&0
NAT 81t 7| 52 A5t H 2t E oA X|2IsOF g L|Ct = 22 E{ 7} UPnP-E K| sl OfF B L| L.
ZENAT S Z2EZ S JHENOR MBS L HEYT &HF0f et CHE Do 2 AFE S = JASLICH
« ICE: ICE(Interactive Connectivity Establishment) T2 EZ2S A5t m0f ZHX| 7Hoj| gtst S4
O| O|ROX| =& 7t 22X0 JEE X7| £/ TLICE STUN X TURNES 38l ICE ZEE
UM IS 28HA Z2E RS = Us 7|2(7F S E L N
« STUN: STUN(Session Traversal Utilities for NAT)2 K| :Z0| NAT £ & 2ot F0of JQE=X| &Qlstn 1
42 HEE SEIPFAQA ZE HSE 7IHE = YA diF= S20|HE-MH HER/JI Z2EZS Y
LICE. STUN MHE F=2(0: IP =2)8 et o}, N
« TURN: TURN(Traversal Using Relays around NAT)2 NAT 2t H £ @t Fof A= X7 TCP
L= UDPE Sl CHE TAENM E0{2= HO|HE =AY = AL E S|F= Z2EESYLILH
TURN At =4 Y 230 §2E et
rC|e g HCe
+ Audio codec priority(2C|2 3™ 2M &2|): SIP S0 L3} Ydt= 2|2 FEE 747 3tLt 0|49
QLR AH S METILICH @M =2 =AM 8 BHEsHH B M =5LIO
Ao
2 ¥ M AKX ZH0| ZFE B2 MEISH A0 &= 4K} et AX|sHOF L Lt
+ Audio direction(2C| 2 Y. & 54 ALHE MEA LT} N
+ H.264 packetization mode(H.264 T 23} B E): AT TfjZlst =2 MEisHL|C
- Auto(XIE). (HEHE K= A8 Ii2lst R EE ZAFerL O
- None(23): W3zt ZEJ YLK AUSLICE Ol ZEE FTF 0 ZER S Mg L|CH
_ 0: HQIEZE 2 E,
- 1. B NALRR 2E
« Video direction(H|C| 2 Wg): 5|2 H|C|Q ZAT|E MEiBHL|Ct
Additional (7}
+ UDP-to-TCP switching(UDP} TCP 7t M 2h): UDP(AHEA LIO|H 1 T2 EE)0| M TCP(HS |
Ol ZRESZE NS ZZEZS YAHOZE MEsle S&ES 5|8t MEistL|Ct Mztst
£ O| 5 & 200H}0|E O|L{f EE= 1300EI0|E 1t MTU(X|CH & THe) @80| = 2 CHEH3}
£ WX|SH7| 2IsHA YL,
« Allow via rewrite(CtA| 27| & Sl 5| 8): 2tRH2 SE IPFA M 2R IPFAE B2 M
EHSHL| Cf
== .
« Allow contact rewrite(Z2X] CtA| 27| 3| 8): 2t LEQ ZEIPFA AN ZH IPFAE ELfg
H MEfSHL| L}
« Register with server every(2d MHO| S&): ZX|E 7|E SIP A™O CHSH SIP MH O SE& B
£ dEeL L},
+ DTMF payload type(DTMF HIO|2E |d): DTMF2| 7|2 HO|2E RS HE L LIC

A¥
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il
)

bl
1o
oY
4o
1=
0z
ie)
30
rr
o
o
Hu

|| SIP accounts(SIP A|) otzfo| LIS ELICH S5

AEOl sIP MH O §8H 2z SEEASLICL
Ao EH 7t ASLICE ASoH HStAHLL, AE XA SHO| FREJAAL, SIP MHOM AEE e

A
e
peer to peer(_|01 £ 0o, 712 4 AE2 522

| S E A YLICE StLp O] o LI E AFS TS
GAZE 72Uz Yo 2 Ol A AT ¢ AFLICH SS AIEE SIP AEES XIGHX| 1 VAPIX®
API CERE NREEEE CIEIo|L) 25 AT B ¢ 7|2 AZOl Ar&E H T

o Active(243h: A™EZ AHE9] 2t L C

+ Make default(?| 222 2 X|g): 0| A= 7|2 AYo 2 X|Wsta  MetgtLict 7|2 AHO| %
Of 3, 7|2 A2 stLtE = ¥

+ Answer automatically(X} 522

- Prioritize IPv6 over IPv4(IPv6 over IPv FAo 24 =29
Xgste{™ MedgtL|CE O]= IPv4 % IPve T4 E—'|:— |A QF°|E| = P2P AIEO|LE =02l O|E0f &
gty %%’C’;“—l I:l'. IPv6 340 DH%'E.J L0 2l o| Z0f CHBH AL IPv6l| M =2 & X|8E &= UGLIC

+ Name(0|5). 0| Z=atE 0|52 YT LICL 02 50, 0|0t &, & &= X7 & =+
A& LILCL Of E0| 2 olaL ).

« User ID(AHB X} ID): X0 2 E T/ LM E= M3t HS E 3Lt

+ Peer-to-peer(Z|0] & I|0{): EZ4 Y EQA0|AM C}E SIP ZX|E AH o= o AHEE LICH

. Reglstered(og%') SIP A1H'|§ Sl EZ2 HEHI L9 SIp YK E S5t

. t

=
EHol A8 IfS3 He 37f =ol9l olg 2 et
Fao vz 28]

l_|
_>,_._"

« Password(H{ 29 E): SIP ME{0f CHl 21Z 57| ot SIP A G HAE HAJQES YL
« AS ID: SIP MEOf Cisl 215517] I8 AL El= 215 IDE YHEYLICL 215 ID7F AL X} IDLE
7+o AL o= D= A sE+ = QI Q&L L},
Caller- ID(‘“*'IP ID): Axis K| 0 L= S2}9
Registrar(S EX}): :Exfol P F=AE YL CH
|-

=
Transport mode(T& 2E): A H9| s
TLS version(only with transport mode
LICH ™ v1.2 & v1.30] 7}E QM
HE S TS MEfSE LT
+ Media encryption(only with transport mode TLS)(B|C| | =3 & 2= TLSTH): SIP S 0i|A O] C| O
(202 X FH)of Ot 223t FAHS M E”s“—lq
« Certificate(only with transport mode TLS)(Y S M (& 2 E TLSEh): 215 )
« Verify server certificate(only with transport mode TLS)(A‘I H 2AEM =el(TS ZE TLSEh): A
H AISME =Qldota{H MEfSEL| T}
+ Secondary SIP server( = SIP A{H{): 7| & SIP M0 SZ0| dilst 42
SE2 MRSt & ofe{H FLCL
« SIP secure(SIP E.2): SIPS(Secure Session Initiation Protocol)& At&3t2{ ™ MEiSL|Ct SIPS= TLS H
& REE A% EgfE S Y2 otetL o)
+ Proxies(ZSA|)

Proxy(E

- Prlorltlze( M
X-gstei™ Selghct

- Server address(A H F2):

CSIP ZEA MHO| P FAS YEistLCt
- Username(At8Xt 0| &) 223t AR SIP ZEA| MHO| AL&X O|§2 Y-S L|Ct
Password(I{ AQIE): Ot ZQ SIP ZEA MO THAQEES A= EhL|Ct

. H|C|Q
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gste =Lt
co=2 d .

- Frame rate(Z23|Q 20| E): S S0 2E =Y =5 MEE

gostied=o 92 &L

)

Ky
m
=
9!

I~
[l

L

o

=]

H.264 profile(H.264 = 21} Y):
|

2, 02 & Mz 8 Mot O|HEE & 8ot H MEighL|Ct,

[

SEE FotgH

- + DTMF sequence(DTMF Al 2): E{X| =0 O[3 EE|HE = HM
=2 2 Y LIC Events(O|HIE) B0 M MM 3 2 3tslOF LT}
- AMEAC

=
(mi§
-

C
=}
- Description(d%): E2|Hg AMO|| CHet HHZ =L

- Resolution(Si & &): ot S0 ALY SHYEE WEFLILH slad== BT HFZO

Use RTP (RFC2833)(RTP(RFC2833) Al-&): RTP I} ZI 0| | DTMF(Dual-Tone Multifrequency) 2

- Use SIP INFO (RFC2976)(SIP INFO(RFC2976) At2): SIP T2 EZ0| INFO HIMEE Z&
StE{H MENSHL|CE INFO HAE&= YUMoz MMaF 2= MEiX of =27 oM

[==]
AS

£ F7Ist2{ B oto]

.M 22 2|78 SRS YeBLITE 6|85 = 2AHE 0-9, A-D, # *YLIT
[e]

EHAE &

2 EQ|X]

Network storage(H E3 A E2|X|)

Ignore(FAl): HERR 2E2|XE FAISH2{H F UL

Unbind(HIQ1d 3 H|): HES SRS HIQIE sixStL HZES Bo24H S Lt
Bind(HI2!T): LIER3 S/E Ht2IE EEC S

Unmount(OI2 E sfH|): HESR I SR E O E 3l K| st2 2| 3
Mount(OI 2 E): HEY3I 3R E OIRE kL Cf

Write protect(2 7| B X|):
AHEHAR SRe 2 =
A =

m
L

Retention time(E Z s 7|12t @2l =3to & St = OO F X & af 2t
gLICH HEYZ AE2|X|7t 7t5 KHH MERSH |

45

Add network storage(UIEH 3 2E2|X| F7}): 532 ML = Y= HEHI SFE F7Iste{™ St Ct

o Address(F2): SAE MHO| IP T4 E=FTAE OES BT HIX © 2 NAS(Network
Attached Storage)2LICt D™ P FTA(SH IP FAE HAE = YO0 Z DHCP H2)E AHESIEE
SAEE JgotAHLE DNSE AHESHE 40| &Lt Windows SMB/CIFS 0| &2 K| &|X| &&L|LCt
« Network share(MIE${3 3 ]): TAE MHO| &7 X2 0|52 &TLICt Z &X[o= 1]
E07tJACDZ O Axis X7t 5L HEYT SFE AIEY &= ASLITH
o User(AHXh: AHO| 21010 223t A2, AHEXL 0|E2 HetLICH EF =M Mo 219
ste{H ZHIONALE A 0|2 YHSIMAIL.
« Password(I A9 E). MHO| 2010 223t 42 IfAAEE LHSYAL
« SMB version(SMB EH{H): NASO| HZ& SMB AEZ|X| ZT2EEZ S MEHSIL|CH Auto(XHS
£ MESIH YX|= 20 BT SMB & SILHE Y@ &sta{n A|Z2LCH 3,02, 30, E= 2.1, &9 H
™S X|25HX| b= O] NASO| HZASIZH 1.0 EE= 202 MEISHM A2, Axis & X2 SMB X| &
o CHsll &/7/0l M AEMB| LOtE = USL|CH
« Add share even if connection test fails(HZ HAEJ} MijjslE2te S/ E F7Istd A ) HZ H|
2E F0| BRI HAHE HR0E HERA SRE FIH6I2{H MESIMAIR. & E0, MO IjA
UEZL X Tt O| 5 USHA| RAUY| {20 LF 7 Yilg &= S L|Ct
Remove network storage(| ES|3 AE2|X]| H|H): HEXI S0 Cist G ZS OF2E S|, HFRIE s x| 2
MAsted™ S2eLCH O|2A ot HERXZR 3R0 Cist 2E MHO| MAE L L

2|
2|
SAStL =55t 0| MA X E=5 ot @ HLCH 27| &

A EH

[B |

AE B
Ct

i

A
e

M
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Tools(Z 1)

« Test connection(¥

« Format(Z4): o £
CIFSE A& 7ts3%

Use tool(=T AtE): 2&/3

2
rx
i
rot
-
i I
ok
0x
fot
ot
o

Onboard storage(2H E A EZ|X|)

=Q ApSH
ClolE &4 U 24 =3 Y. ZX|7 AT A= S0 = SD 7HEE 22|6HA] Ot A2, SD
7tEE MASH7| Hof| OREE SiF S Al 2.

Write protect(*A7| "X|): SD 7t
LICE A7) 9 X| &l SD 7bE & ZBig 5= gl&LICh
D

Autoformat(X}-5 ZoH): |2 A QUSHS

Ignore(FAl): SD 7tE0| =3 MY S SX|ota{H Ay
IASHA| ZgtL|Ct o] 2 2| XtoH AHEE 5= AS L LT
Retention time(2 & A|Zt): =3 Hat 7|78 Qe &l =910| G ot E= OB MY AE 478 E+5 HUH
LTt SD 7EE7F 7FS At MEASE 7| 2H0| X|LEZ| FOf O™ =3t 7F AFA| & LTt
Tools(= )
+ Check(&Ql): SD 7tE R E QIS LTt ext4 Tt A|ABIO| MO 25 & LICE
 Repair(FT): ext4 It A|LHEIO| S5 QR BAUSL|CEH VFAT It A|AEIO0| HEE SD FIES
=752 ® SD 7tEE /A MCHI AFEHO| 4 OHg, C|A3 S35 dAetL|
+ Format(Z%): O & S0 ot A|AES HAGOF 5t AL 2= HO|HE M%3| X|@|oF & B2, SD 7+
EE ZOYLICEH vFATRE extd= F 7H2| O| 8 &= QU= MHY A|AH FMHYLICH FHETL - AL ZF
A7) He 320 SXE B2 HO0H &4 S/ = AT HY L= FA2 ext4 UL Lt SFX[EHEL
Al ext4 E2FO|H £ Of E2[H 0| M2 Windows® 0| A It A|AEIOf M| AsOF & Zd Q) L|Ct,
+ Encrypt(¥23}): 0| £ E AL85t0 SD 7tE S EOHSD Ao E 2d3t5H A2, Encrypt(Y 2
3he sD 7+E0| MAE 2E HO|E{ S AKELICE Encrypt(R=3HE AHE3HE SD 7t=0] M&
E HOolH= Y255 AFESH Ho E L L}
+ Decrypt(¥ =23} siH): 0| =& ALE3I0] A= @I0] SD FIEE ZOUSHHA| 2. Decrypt(2 =2} of
H)e SD7tE0| MY E ZE GO|HE AM 2 LICt Decrypt(@ =2} siH|)E AHESHH SD 7H=0| M &
E HOIHE 223 E AH83t0 H 3 E[X| &L
+ Change password(Zf 2 $| ): SDEFEE A oots O ZQot IfAQEE HAS LI

A
Use tool(ET Al8): 22510 MEISH

Wear trigger(Ot2 E2|H): 2 S E2|Hstd{= SD 7tE OtR =& ¢fS SFLICH O =& Hel=

0~200% & L|Cf. of HI= AFESIX| B2 M| SD 7tEQ| OpR =+ 2 0% Y L CF. 100% Or2 +~F2 SD 7H=7t

ol =30 7tZCh= A4S LEFY LT O 2 =7 200%0 =2 otH SD 7tE7F @& 35S QY 0| =5 L Lt
A0| S5L T O|FA ot =515 22 E5t1 SD FtE7F F XY

Ot2 E2|HE 80~90% AtO|2 7 st=
Moz OiRe|7| Mo Mo nAg -+ ASL
of 27 ztoll =ot® &S &s = USLILL

AEY

[El
Hu
-E-I
ne

AEY Z2OiA2 HE AEH0 Y2 0K = 28 AEYLICH O|HEE Y5t ES AHEDI0 532135t
= B2 20| Ot JEAM 2EY Z2MYUS AEY + UASH L
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H QlEEo|A
Add stream profile(AE® Z2OtY F71): 250 M| AEE =20t Y3 M MotL|Ct
Preview(O| 2| E7]): MEiSt AEE T2mA MY S ALESI0] HIC|Q AEE 2 0|2 SLCt HOo|X|e] MY S ¥
dst™ 02| 277t YOOl EE LT X0 COHE 27| 90| Y& B2 00X £= Lo Y= EELCHR
oA E7] GAS HEAL 5= JAGLIC
Name(0| &) Z20tYo| 0|52 FItL LTt
Description(d¥): Z=ntof st MHZ FI1etL|CH
Video codec(H|C|2 AH]). =20} 0f X0 o= H|C|Q BEHZ MESFL|CE
Resolution(s & ). O] A0 Chot MY 2 AES Ljo/x) 2552 BRSIMAIL
Frame rate(Z2f|! HO|E): O] BJ0f| Chot HE2 AEZ LfO/X 2522 EXSIMAL.
Compression(¥%): O] 0| Ciet HY2 AEZ Ho/x/ 252 TS BRSHHUA 2.
Zipstream @ SOl B0 CiSt HE2 AEZ HO/A 25T RS HERSIHAL.
Optimize for storage(2 E 2| X| %| X3} @ ;O] B30 Cist @H2 AEZ Lo/X 25852 BRSIMAL.
Dynamic FPS(Z X FPS) @ (Ol A0 CHet MY AEZ LO/X 2522 BRSIMAIL.
Dynamic GOP(& %X DOP) @ (Ol EYO CHet Y2 AEZ BO/X 2522 ETSIMAIL.
Mirror(0] 2{) @ ;O] YO it M2 AES HO/X 25852 BERSIYAIL.
GOP length(GOP Z0]) @ Ol YO et M2 AEZ Ho/X) 25 RS2 HESHYAIL.
Bitrate control(H|E 20| E H|0{): O] @0 Chst d Y2 AEZ HO/X 2552 HZSIMAIL.
Include overlays(2H2][0] Z&): Z&et Q0] FHES METILICH QH 0| FTtst= YO CHEE XpA|BH
WEe &[0 Ho/x 2785 S &ZSIHAL.
Include audio(2LC|2 E&h @ c Ol H-0 st HH2 AEZ BO/X 25852 HASIMAIL.
ONVIF
ONVIF A H
ONVIF(O[Jen Network Video Interface Forum)= X|& AFEXL S¢ M|, AHEHE 3 N ZAZFHER T HIC|L 7|
22 E VtsdS2 EH 2E8E £ UA diFE =2Y QHLOo|A EFEQLICH ONVIFE S¢ll M2 CHE S5 A
HE 2o 4528, add a4 HE HZ S A2 Ol AMHE =2 &= SO
ONVIF A8 2 4 M5I™ ONVIF §410| A5 2 M L|CH & X|2te] 2E ONVIF S4 0| AFEXH A7 o] Eat
MALEE AR LCH XEMTH LI L axis.com@| Axis A H B L E|S EXSIAUAIL
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Add accounts(Hd F7}): Al ONVIF AE S F7tste{d S stLct
Account(AlIH™): 1% A 0|52 L
New password(M| T A E): A YO AAEES LHLICE IjAE= 1~64AF O[O OF L CL ZX, AL
TEH €7 712 & UM 7h5T ASCll 2XH(E E 32~126)2F A E0f AL = JUSLIC
Repeat password(H{ 29| E Bt5). LSt IAQEE ChHA| LHT L
Role(¥ &):
« Administrator(#2|X}): 2= AFO0f| TS HMATLCH 22Xt CHE AZE F74, ©H 0
E Y XNAY = A& L LCH N N
« Operator(2Q8X%}): CtS2 M ZE A0 HAMAY = JASLIC
- EE System(AMAR) Y
- ¥ 3T
« Media account(O|C| 0] #|%Y): H|C|2 AEZOTF KM AT = ASL|CH
[ ]
[ ]
* Az &= oR®0= CHS0| ZahE L CH
Update account(A’8 RIHIO|E). AH &4 HETLIC
Delete account(Al1d A H|): A &2 AN TLICH root A™2 AKX E 5= A& LICH
ONVIF OjCj0f =2 ot
ONVIF O|Cjof Z2mM U2 00| AEEH U2 HEStE 0 A8 = Ae 78 U2 R 0|R0H AELICt
Add media profile(0|C|0f =20t F=71): A ONVIF O|C|of Z2EZ F=7tst2{H S gLt
profile x(ZE2E x): B Z2Z g gLt
4 wlEbE| o] Ef
Ml Ef il O] E| 44 AbX}
HELCIO|EHE AEE|Yst=E Wt | T HO| AHEStE X E S LiEL T
Producer(’4 &4Xh): HEIHO|HE M- dst= WALICH 4 ofefoll= o] XA AEe|UsH= HEHHO|H S

do|l 2&50| A&5H Lt
Channel(*]'d): 0| A+ESHE X ALICH DEIHOIH AEES Bstste{ ™ MEdBLICE 8t £E 2la
A el Mojolgz MEE F Ao
Cle ey
Camera tampering(7}H| 2} B 5H &)
Ztolet BmE ZX| 7| BRIt Ho UAL BREHL A6 ZAHATE S2{H Trigger delay(E 2| X|H)
A|Zto| Zatst 2ot Zto| HHO| Hi ™M gt MMetL|Ct ®ma ZX|7|& ZHH 2oL 10X oA & & 0] X|
U2 B0t ZdstE LT o] 7|2t S ZX|7|= S o|O|X|o| M WIS ZX|57| @{of H|WZ AT
A DAS MHELICH MM DA MESHA d™ote{H M2t ZHATL WA MFE|Of YR, Y X
7ol S2utE2A P YK, 7to|2t7t 2l 8t 20| 20| gle YHE 7t2(7| 1 UX| L2X| ZASHMA|
Q. Ftofzt HHEA S AME ER|AY U A =& UGS T
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X[(Of: PIR MA, E0f = %

2| A &7

E

{3 ZA0f of

er delay(E2
T o[ O] x| of

i

9
Zt 202 Yo o] 2F= ALY & UAFLICL

Trigger on dark imag
O|X[7} O 9% €
@& LCt o] of7y
7ol =9l A wf &K

Tri
Al

Audio detection(2C|2 C|& M)

oI E{H 0| A
oH M| A 2|
1/0 ports(l/O E£E)

=

2l

AXIS P3268-SLVE Dome Camera
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H A
o EX MH Z|ZE B7|: Y Ho|M HE SEHO| Ciot WEE SLCH AM2 = Ase 2
MH 2|ZEOo| ZgtE Lo
o TX MH B|ZE CIR2EE: oIXf HA|ZF E7] 0|0|X| 2 AR4AFE OfL|2t UTF-8 W A2 HH| MH
2|ZE HAE mA0| ZtE zip ThUO| WY E LICH X2 ME|20 2o/g I 2 MY 2|ZE
zip Y2 ZESIMU AL
. Download the crash report(5& H1M CF2 2 E): A ME{O| Cist XtAst HEIF Qe OH7H0| =
EUREEYLICH 55 2|ZE0 = AtMe CIH I HEt MY 2|ZE0 = HEIL Xt E L
Ch Ol Ea MOl HESRI =Xt 22 DIZst EZL JUS = ASFULCHL EOME ddste=
R 8r 228 = ASFLICH
23
+ View the system Iog(*lﬁ'ﬂ. 23 RBI|): FX AZ, 210 8 S HAIX|QF 22 A[AH O|HI E 0] Cf
ot HEE HAISHH{H ST
. WA R EY| E%E._' 20 HAYCZ AT HR S MI|SH K| AN A AEE DE
HAISHHE S ESHYAR.

HEYI =5

T A

HERI =X o2 HEHYI &35S 7ISst0] 2XME sidst= d &

o
[=) =
Trace time(FH A|Zl): =X 7|7H(X E& &)2 M =51 Download(CHR2 R E)

HEYS 55 otdols ASM £ WA} 2o U FErt mid & AL

Syslog= MAIX| 240 #EYLIC} SyslogWlAl= HA|IXE S G5te 2ZEL N, QAKX E M
XNE BN W M= AT EQOE B2 = USLICEL 4 HAIXEE O HAXE dd5t=
LEFU = Al ZEJ BAIE D A2 e =F0| YL Ch

Server(MH): A A{H{ S %7}512{ B S2SHAAIQ.
Host(E2AE): MHO| SAE 0|2 E& P FAE HEL L

Format(Z ). AHES syslog O A|X| EBHES MERBHL|CE

» Axis
« RFC 3164
« RFC 5424
Protocol(ZEEREEE) MEY ZZ2EE YU ZTEE MEiTL|C}
« UDP(7|2 M8 ZLE: 514)
. TCPZ|2 MH™ = E 601)
o TLS(Z|2 M8 ZE: 6514)
Severity(élﬂi) EQ|E 0 MaT HA|KS MEjstLct

CA certificate set(CA ASM 2F): vixjo] 285 &AL ASME FIISHUAI2.

w4

2ot A2 Axis K| 794 ZHO[ U= 15 ALEAE ?let S LCH O HO[X[0|A T2 Oj7 H+F
MRSt RS 2 QA L|CH

= O —H= T Mg .
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° _
¥ Qe H o] A
o AL
X2
Restart(RH Al ). T X[ A ZSLICE Ol AXf 0| &S FA| fSLICH Al Sl of E2[# 0[40] X}
S22 MA|FE L L
Restore(=1): [f#Z2 BHE 3% &5t Al 7| 2422 E|SE|[MAR. LIB0| X2t HS CHA| 43t ALH
MRZX| Y2 ZE WS CHA| X6t O|HIE L PTZ APY M S CHA| BHE0{Of BHLCt,
S8 A
3 2 NELe Yt ™2 O30 2E5U T
- 2Y ZEEF(DHCP £= 11%)
« IFIPFEa
. 7|2 2t*H
o Subnet mask(AlE 4l OFA )
« 802.1X A
« O3C %
Factory default(3 & E5t Al 7| 22%): ZEHES 3T £t Al 7|2U2E K[E2[HA2. O 2o ZX 0
MM AL = AEZF 1P F2E T FSHOF &L T
gl
X0 =olzl HYoPt A =8 2 E Axis YA HAO{ZH CIX|E2 MBELICH O] & A &} Axis K|
O THHE Ol Z[A ALO|H| HOt +=FZ S =Y &= UASLCEH XMSH LHE2 axis.comOl| M "M B E HY o,
Hot 28 QU IOl 7|o] Hotr M E FERSHYAIL
Firmware upgrade(E$0] 10| E). M B O] HHCE A 1Y O[ESIHUAIL MER HYO Ee[=0e &
g 7, H 8 8 AW M2 2 7|50 Zetd = ASHCCH S AM "2 =E MHEdts A0 T
LICE Al 22| =2 R 2 ESHHH axis.com/support2 O| S $tL|CE,
FagolEg I Ot M| 7tX] S8 SO A MEde = AS LT
+ Standard upgrade(EZE 0| E). A HY O o= A0 O0|ESIHAIL.
+ Factory default(3® &5t A| 7|23}): 12 0|ESt1 B E HFS 3T £t A 7| 2U2E E2|A
N2 O M MElSH F 02 0|E =0 O|™ HRYO HHES R E|ZE 4= S L
+ Autorollback(Xt& E). 4T E Al7F LHO| K 120|E5t 0 F 0| SISt Al 2. =ISHX| @
O FX| 7 O|H HAYO HE = E[FO0tZf L}
Firmware rollback(E¢I01 E4): 0| M0 HX[= HO HHE2ZE F| =& L|C.
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