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AXIS P3807-PVE Network Camera
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AXIS P3807-PVE Network Camera
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e

O|&ol ¥ RO AS FX(F, M 227 CHE %) 3d0| &[= 0| X= JO|E HHA ANz
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Light environment(8f2 ZA):
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2o d30 A8E = s FY 28 YLD
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= = 74—?—, S20|HE At8%t0 =3 4
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= T
Alopztar g
% 252§ ZA(H de) HEE & JgUch 12i® o0jx
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HeH
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DCE MEgLCH X5 Z2I7) ZE = Y HEYIAL 523t Fo+E At85t= A0| F5LICH
rE o
o Automatic(X}3): ZIOH 27 =270, AQ U MEHE Asoz2 Z™THL| L}
« Automatic aperture(Xt- Z=2|7H) @ c FHH 2O Ze|7) Y A e Atso =2 EHTHL L
ME7b ag gt
+ Automatic shutter(X} 5 ME) @  FHH 2 MEQF AQS Atz ez2 Z™eLLCE =2|7y
7h DR E Lt
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- Flicker-free(Z 29l %|71) L FhOate ma|et AQS RSO AMSD Tt ME SE0
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* Flicker-reduced 60 Hz(Z:=t Zt4 60Hz) . Ol Zered gl= AN sYUSHA|TE 7t 2=
o 52 ¥ ol 1/120XECt WE ME £ 8 AFEE = J&LCH
« Manual(+&) o x=e[, AlY R MEe nFEEN ASLCH
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o QUE{H oA

» Variable(fd ). &2 23 &0 Met BE 2O0|EY X =5 5t H 2!
250 O W2 tYZFo| gty tE2 &AM of 8 AMESte A

2 H 2| o]

_I_ © QBY0|E FItoteE SYLIL. EF =
« Text(HAE): Azt H7| O|0|X|0ff SgE|d 2
HEA|SIA® MEfstL|Ct,

Zh 9m, =y gyolE

D yyyy-mm-ddE BEA[SEI| QA8 ER +=FA srE FOt5tEEH S LI

- o hh:mmiss(24A| 2 A AN)E BAISHZ| Qo AlZE =™ Xt ex
- Modifiers(= 8. HAE S0 FI15H7] o =50 L

LT O E S0, saxs 2YE HAGLLCL

- Size(37]) @os 2 AvE MegLic
- Appearance(2%¥): A HIZ0| T HAE(|EINY Z0| HAE NI HFYS M

EHSHL|C}.

- 5 : O|O|X[of M 2H{2f 0| .
« Image(0|O|X|): HIC|2 AEE 2|0 SHE 53’51 O|O|X| & EAISI2{H MEASILICE bmp, .png,
jpeg E= svg LAUZ ALY = USFL f.
O|0|X|E YZETIZ{ ™ Images(0|O|X|)E Z2/TtL|Ct. O|O|X|E YZRESHY| MO CtSS MH
g = AF L
- Scale with resolution(sj & =& A}
37|18 ANESeE ZYste{H ME

Y :

- Use transparency(£ 8’3 At8): siE M0 Cjot RGB 1674 ghg AEHSID 2oL Cf.
RRGGBB A4S AF9rL|CE 16714 ZHo| Cidt O = SIA42 FFFFFF, A7 A2 000000, &7t
A2 FFO000, TH2HAlS 6633FF, = A4S 6699009 L|Ct .bmp O|O|X|OfOF i THE L|Ct.

+ Scene annotation(d™ FA) @ © HIC AEZOA ZtH2t7t CHE g Z
SUSICIELE 22 9IXE RXISHs HAE OB 0| EAIS ML S F
H 0|7} BAE =T MEE & ASLCH

D yyyy-mm-ddE EA|SHZ| QA8 EM +=FA sFE FItote{® L

- : hhimm:ss(24A| 7 A AN)E BEAISH?| {8l AlZE =8 Xt

- Modifiers(s=8xh): E gxrou FI15H7| QI8 ==0f L
gt 02 S0, 292 EAFLIC.

- Size(37]): °Jo|-E £ ME

- Appearance(2 ). k=]
EHSHL| O},

>

E
Z2a 37|

7 gt
Hi 8

al E _(7|_E_7|-)9|. 7I-o| HAE AH]_]} HH7:1AH% M

1= _I=

UN
3
=1l
%a

sa

=
7

(=]

bl
O_I. ml'—‘ |-|r

[

- 5 D O|O|X|0| M 20| RIS MEHRLICE {207} M Of ?[X|Q
9 2E 3B YR QA EUD

- Annotatlon between zoom levels (%)(Z 2| ALO|Of| ZtFE HA|(%)): 2B 0|7 EA|E
EE oEI- % E.” Io A‘II‘Iol-I_ll:l-

- Annotation Symbol(-’l‘-&*. 7212): FtHetot 28E & 22 olUliof UK @2 BR 2
o] thdl EAIE 7|2 & MEgL|C

g

El
=

« Streaming indicator(AE2|Y HA|7|) | =1 el
20l MefstL|Ct ofL|jo|Me Epio) B 10I EREX| g2 Z%—?—OHE HIEIQ 2 EZ 0| 2t0
s LtErHLCH
- Appearance(2): OfL
ofLimjo| M (7= H7H)).
- Size(37]): Yst= =& Z7|E MEHTLCH

ojojd Mt HiE MaS MEfSLCHO:

- Eg o OlO[X|Of A 2H2|0] #IXE MdEELICE
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2 QlE{H oA

e

- Widget: Linegraph(g|X: 12jz) @ : ZHE 20| AIZO| mhat ofEA| BB X &
F£= T XEE BAIZLLCH
- Title(HF): 929 M=S Y LICHL
- Overlay modifier(2 0] £=TX}): HOJE AAZ AIET B0 =T™XE MEfTHL|C
MQTT @HZ0|E ddst 42 =52 & R0 AXISHA gLt

- EQ : O|OX|0 M H{o] K

|E MEdSL Ct
- Size(37]): 2 0|e] 7|& MEHTL

- Visible on all channels(dH] X{'20]| FA|

Lich 2& 24 A0 HAZES o &
- Update interval(QH|0|E 7tZ): CO|E RAGO|E ZtA
- Transparency(RHE). MKN 2HZ 0| FHEE HFH
- Background transparency(®12}2E £EE). 2H 0| Q
- Points(85): GO[E{7} YEO/EE 0 daj= Mo M =ristei@ 7 LICk

MEfSE Xf DO AMOF BEA|GE2 slg{H 3

- OX=

- Label(2}'d): X=0 Cist HIAE gtH S aHGtL|CL

- Time window(A|ZF %F): H|O|E| A|Ztst 7|12t &k CH

- Time unit(A]ZF THR[): XZH0| CHot AlZH CHQIE FESL O

B

- Label(2}'d): YZ0f CHot BHIAE 2tAZ Y BL|C

- Dynamic scale(&X Hi|&): 0| 7|52 ™ H{E0| H|O|Y Ztof met Ats2= HEEL L
O 7Z|s2 L™ g Hig 742 Y L8 = UYL

- Min alarm threshold(X|A 22+ 21A|ZF) 2 Max alarm threshold(X|Cf 2+2F QI A|Z}): O
Y= A=of =8 FxMS FIto0] HOlE 0| HE w7 HF ROt B2
HA =g = UAA sSiE4CH

+ Widget: Meter(2|3: £3d7|) C7HE A2 BEE HOH #hE2 EoFes 9l X E

g EAIFLC X
- Title(AZ): Mo M2 YL
- Overlay modifier(2B{2|0] $HX}): HO|Ef AAZ AF2E QY 0] ™At

) g MEfghLIC.
MQTT 2H20|E 48T 32 FF2f 2 F20 AAXIStA FLICh

i

- EQ © O[OX|OM U 20| /XS MEigL|Ct.

- Size(A7]): QB 0|9 A7|E MENSHL|C}.

- Visible on all channels(™H| x§'20 EA|]): SX|
LICH 2E 2d ME0 HAZZS 5 HLCL

- Update interval(QH|O|E 7tZ): OO[E YOHO|E 2tz S MEASHLICE
- Transparency(RE k) TH @H0[o EH=E MHFaL|C}
0|9

- Background transparency(812t2E EHE) 2HZ =
- Points(FE): HIO[E{7| YHOIEE M O2j= Mo ¥ F7tst2® FHLCL

S
- Label(2): YZ0| [f3 SAE 2pMS YBLICE
- Dynamic scale(8%X Hi{&): 0| 7|52 7™ H{=20| HO|E Ztof et At 2 WEE LTt
Ol 7| s2 1™ 1y g 7S &Y g = ASLLCL
- Min alarm threshold(%| A &F 2l A|ZH) X Max alarm threshold(X|C{ &t AAH ZE): O]
e OOy OZo =8 ¥EMS FIHS HO|E 20| HF AL U RObX|
= 42 g4 5" = UA siELch
ZEIO|HA| OfA3A
| M E™ FY ZA| XpEH(Z2to|HAl OrAF)E Mdste{ ™ = 2| gL|CtPrivacy masks(§d < &
Al XtTHZEIO|H Al OpA3)): 2E £ A ZA| XAEHZEIO[HA| OFAF)0| M-S HASHALL B&
£ @Y LA [EH(ZEO[HA| OpAF)E LMo 2 MHSHH S 2oL ChCell size( 37(): DXt
O|= Mg MEHSIH £ FY ZA| XAEHZEHOIHA| OtA3)7F HdstE IEHe =z LEFEL|CH &2t
O|E AFESI0] T 37|15 HESHHA L. » Mask x(Or23 x): OpA39| 0|52 HHR AL, H|E
detstALL STFHLE ANt S|
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QIE{H O] £

=4 of =2 Aol M

M EfHI OB 8
RTSP | EFG| O] Ef 4 &K}
MEIGOIHE AE2| Yot At sfT U0l AHESHE MES LIAFLICh

H| 3
0| M%2 ONVIF XMLZ AL8St= RTSP BIEFGIO|E AERO| Chst AHALICE Of7|H BZS Abge
oiEfGiOlE AlZtet HOIXIof ¥ OlXIA| ereLict

Producer(’4 4tx}): OEIH|OIEE Yg5t= HLICH A Of2fof= WO| FX|M AEE| DSt O EFH Of
B pdol 550 AgLIChrl'E: YO| Agst= HEYLICH HEHOH AEES st d M
gL zehy EE 2as #HE| ¥ O|lp2 MES FATLC

tei® 229 LICLFrom(AE): 7 A
s ce(Ar) © 1 AAE 7|8l

[

T

m

<

o

=

2

=

°

=

[m

N
=
I

— W
c
=

. . I " e m s L N
Ongoing recordings(=53t I F): EX| 0N X F0l 2= =35 HA|LICH AN S2E Al

o

b @ XNEs AR HXAE MEISLCE XN =38 FKGYLLCLFSCE FX|GHA
£ =23} Triggered recordings(E2|AH 317} =2 & L|C}.Continuous recordings(H% =3} =

S22 FXg W7tA| ASEHUCHL FXIF AN A0 e K E CHA| A|ZSHH 53217t A& &L L

4

ot C L of
L2t Sot=0 et A9=s 2780t E UL D WEW e ijAf= g0l € = glgLth

@ =otE2S MHSIE 2L ChExport(LHELY7]): S3t=2 N E= FE WEHLCH

| Add app(¥ F71): M ¥S ZXILICEFind more apps(F7} ¥ &7): 2X|2 ¥S § RSLILL Axis

%ol 72 HO|X|2 0|5 & LICtAllow unsigned apps(MBEIX| %2 A 518) D MYE X e ¥ x|
£ 5|85t H ZL|Ct.Allow root-privileged apps(root #eH0| U= A 5 &) : root ETHO| Q= MOl

X0 CHet ©A Hotes 585t ™ FLCh ; AXIS OS & ACAP ¥o| Eot ALO|EE OISt AI2.
H| 2
SAO| O3 HS HASH YKo d50

o
=]

2 & s
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¥ OlE ol A= 29AXE MBS WS AlXBIAHL SXIPYLCLEI|: Yo 20 HMASLICE A

g 7tse 282 ofE2|A o1 d0f e ST L L L8 ofS2|Ao|Mo= 2780| glsuch o
2o %= Hmole Chg &4 & StLt O|40| ZotE £ AL T
+ Open-source license(2E A A BIO|MA). WO AIEL= QE A ZIO|MAG Cfist HE

2 =(c}

e App log(¥ 21): & O|HES| 208 FLCt. 21+ X|¥ 0l .

- Activate license with a key(7| 2 E2lO|HIA /3. Hof 2} 0| Ml A 7} ‘é‘ﬂﬁd 42 gdztsfjor g
LICE ZX|7F Qe U0 AZe = gl 29 0 42 A8
2to| A 7|7F QICHH axis.com/products/analytics2 O|SgL|CE 2to|MA 7|15 4 dste{H 2ol
A TEQ Axis ME 93 Hs I} oot}

« Activate license automatlcally(EI-OIMIJ\E Asoz &Ms): do 2ojdAT Zest 42 &M
otsioF ghL|CH ZX|7F QI Ul HAZde = e E2 0 M3 AL CH 2o|dAE
2tdoste{ M 2tojdlA iE7f ‘é‘RE.”—I Cf.

« EBIO|MIA H[ZMESE OE S0 NI 2to]dAN T4 Zlo|dAR 5
HlZ-d2tstol CHE EPOHﬂ*E DAL 2ol MAE HigdetstH EX|of

« Settings(d7d): Of7iH=E F gL Ch

o AMH: XM WS FTHOE MASHHAIL. HA EZO|HMAE HZMBEHK| RoH =Y
HEIE X &L

|'-l

L

Azt g4 2 @ EeteX el oo 2380 maf ohELCH

gXlel gRet AlZtE NTP M et S7[=tts A0l E&L Lt

Synchronization(S7|3}): & X|Q| & 8l AlZt 57|53 M8 MEistL|C}.
« Automatic date and time (manual NTS KE servers)( IS w9 Al ZHES NTS KE A H)):
DHCP A1H'IOiI AZAE SOt NTP 7| 27 MH e S7|9tetL Lt

£ NTS KE MHf: 3}L} = & 7§10 NTP AH{S] IP 45 QS$ILCh = 70| NTP A
Ao 2O BAE = Mu{0] eiEl LSS J|gtoz AlZtS S8k n L)
- Max NTP poII time(§_|l:|| NTP E2 Al7ZH): YHO|EE A|ZtS 7| 28 NTP MHE =2

S PRl =A|7} 7|Ch2{0f ShE X|Cf AlZHS M BEL| O}
- Min NTP poll time(X|A NTP Z2 A|ZH: YHO|EEl A|7HS 7| 8 NTP MHE =2

g W7FX] FX[ZF 7ICHE{OF St E|& AlZHS MEfSL Tt

EH .
« Automatic date and time (NTP server using DHCP)(X}- 5 2% % A|ZHDHCPE Al23%l= NTP
A-|I:|-|)) DHCP AMHO| AZA= NTP MH e} Z7|3}ekL]| C}.
Fallback NTP serverS(EHHI NTP MH): StLt EE= = 749 CHX| A1H1°I IP F=AE QEBLICE
p

- Max NTP poll time(X|Cf NTP Z& A|Z}): O+c1|0|EE_| A|ZHS 27| Q3] NTP MHHE Z2
S LK A7 7|CH2{OF she ATy AlZHS MEfBL|CH -
5 HE 23

EH .
- Min NTP poll time(Z|& NTP Z7 A|Zh): °*E1|O|EE,_I AZES 27| 28 NTP A
sk MY77FX| &EXK|7F 7|CH2{0F 8l= XA A|ZHES MEHS .
« Automatic date and time (manual NTP server)(XI'S 2% S A|ZH$S NTP A{H)): MEiTI
NTP A1H19-f = 7|stet L o

5 NTP MB|: 8L} & & 740 NTP MH{O| IP =4S 2BiLICE £ 0| NTP AHE
Af‘lo}“ 4% ZXe= 5 M| Y=E WES 7|Bo 2 AZtE F7|35t0 ettt
- Max NTP P0|| tIme("I'ZH NTP 7 A|Zh: ACIO|EE AlZHS 7] fI5 NTP MHE E3
g W7FX| FX|7F 7|Ch2{oF Sh= Z|Cf AlZtS MEHSEL|CH
- Min NTP poll time(X|2 NTP Z3 A|Zh): YHO|EE A|ZHS 7] 2/ NTP MHE E&
& U7PX| FAJH J|cte{of BiE Ha AlZke MefeLt
« Custom date and time(A2XF X|™ E% U A|ZH: =502 YR U A|ZHS A™HTLCL Get
from system(AM2RIO|M 7t 27))S S50 HAFH = ZHY FX0M SR A2t 4

gds o A ML
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° —
g QEmo] A
A ZHH: AL A|ZITHE MEfSFLICH L@ FOf AZH U HEFE A|ZHO| SHR| A|Zto] XAfE32 2 RFE L L
« DHCP: DHCP AMH{Q| A|ZICHE XHEHSLICE. O] SME2 MEiSE{H HXA E X7} DHCP MH
of AZE0 AO{OF efLICt.
. Manual(#5) CECFS 220N AJZHHE Metery|ch
H| T
AL"EME 25 52 23 % AIL" 27800 xS A2 2740| At E LT
A K
X7 A= /AXE LESHLDE Y 22| AL-OM o] HEE AL X =0M X E HELILH
. Latitude($|E): %= S HME BZS LEYLIC
- Longitude(ZE): ¥4 7S EAXNQOM EZ2 LIEHL|CH
+ Heading(¥&): TX|7} &5t= LiFgt woks ey oh. 02 855 LIEFY YL
+ Label(2Hd): FX|of CHot HHO| =ZotEl 0|2 YHSLCH
+ Save(MFE): FX /XE MYstaE SEL L
HE{I
IPv4
Assign IPv4 automatically(IPv4 XIS &Ch): HEQA 22E7 X0 IP FTAE X502 SEHSIEE &2
o MEdSHLCH CHEE2| WIER A0 CH3{ Xts IP(DHCP)E AT LLICLIP FA: FX|O| URSHIP FLE ¢
HoAAQ. DM IP Fal 2 FAJL nQe 49 AalH HEND oy Ba2 soE 4 STt
=S YXotHEH Y IP FAE LS| Mol HEQA 22| XA 22|5t= 0| EELICLMEL OpA
3: M4 OpA3E 2350 LAN(Local Area Network) LIS 0| /U= FAE HO|THL|CL LAN QE9| 2 &=
Z=at Bl2E 2 STFLChRouter(BHRE): CH2 HESIT U YET MIBEY AZE IS AZetE
O AR E = 7|12 2I2HAHOIEY o) IP =AE e etL| CtFallback to static IP address if DHCP isn't
available(DHCPE Al2E + Q= FL2 NHIP AR EH): DHCPE AMET = QI IP FAE XSC2
Stotst 4 Qe ZR UHZE AIRY 0 IP FAE F718{H MEfstL|Ct.
H|
DHCPE AF8E + @11 BXAI7t 1Y F4 HHE ABsts 39, 1Y F4L HNE ¥z 7
gE Lo
IPv6

Assign IPv6 automatically(IPv6 XIS &tEl): IPv6Z 7410 HEQZA Et2H7ZI ZX[Y IP FAE X5
O UGS E ot ® MdEigtL|Ct.

SAE O|E2 RIECE BT YEYI 2426} MK SAE 0|23 P F4E AHEO2 YUBLE 3
HEH MEHGIL|CLSAE O] FX|O HMASH= CHE HEHOZ ALESI2{H SAE 0|52 =522 Y
LICH ME 20M Sl A|A"”H 20 ZAE 0|52 MERULCHL 3{&8E& EXt= A~Z a~z 0~9, - L|CH
&% DNS H0|EE &3l cH: X9 IP FAJt HAE ot X7t =02l 0§ AMH{(DNS)
71822 XA=2E YHO|ES=F S ELICIDNS 0|§ €5: TX|ol IP FAE 727l 1/3 =0
ol 0|22 YzstLCl BRELE EXE A~Z a~z, 0~9, -QL|CLTTL: TTL(Time to Live)S DNS HZE
7t YHOIER7| MO RS HE{E |X &= AlZtE dFeL

DNS A

Assign DNS automatically(DNA XI5 &t2}): DHCP A H7
SOE StHEHA St MESHLCH CHEE29 WEKYIAO NS(DHCP)E # &gt L|C}.Search
domains(= Q! ZHM): MASIE| K| UL SAE 0|28 A3 A2 Add search domain(ZdM 0ol
FI7HS SEStn EX| T AMESE SAE O|E8 AMa 2ol ASHL|ICHDNS servers(DNS A H):
Add DNS server(DNS MH F7hHE Z285l10 DNS MO IP FTAE ABTLICE O MHE HEYXINWA

oY
1=
>
=
gre

% DNS M F&E X0 Xt
FL|

SAE O|F2 IP Fa2 B0l MSTL L
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2 QlE{H oA

e

HTTP % HTTPS

HTTPS= AtEAte] HO|X| F 5L & ME oM etz Tj
stEl §2 w2 Mol M2lgS EF5te HTTP

n

HSote ZR2EZYLLL &=
L

S
XM HTTPSE AtE3%l2{H HTTPS IS ME AX|S|OF SHLICH S ME

Matn MKt System >
Security(A|AEl > HONWEZ O|Z¢L|LC}

Allow access through(2 M| A 3|&): AF2XA}7F HTTP, HTTPS = HTTP and HTTPS(HTTP X HTTPS) =&
EE = 8 S X0 AASt=E 58X MedgL|C}

H|

HTTPSE &3l Y=3tE ¥ HOIXE E= 42 £ HOXE NS 28 I 450 X2 =+
ol L| L},

=]

6
= AgLILE o Eelel
EE YUt ZA
s

P

= g g L|Ct. -1023 # (2]
=L gLt o #elel ZES MESHEH Bt BA|EL| Lt Certificate(A S A): X

—_

Bonjour®: W EQI0M XS HMES 3185 = ZLIC}.Bonjour O|&: HEQI0| EAIS O|E=
YHYLCL 7|2 0|52 TX| O|§1 MA 2 LICLUPNP®: L EQI0IN AtS HMES 5185t O] &

E = gLt 7|2 0l§2 FXl O|F1 MAC FA L
St M= ZGLICILLDP 3 CDP: L EQ[I 0N Xt& HAM
DPE 1T PokE TR Yo X[F0| 4Z =+ USLICE PoE T
PoE o ™ Z PoE ARIX|E FdethL|Ct.

O
|0

Http proxy(Http ZEA|): 3|85 HAl0| M2} 32 ZEA| SAE T P F4E XML CHttps
proxy(Https TEX|): 3|85 SHAlo] Uz} 229 ZEA| SAE £ P F22 A FELCH
HTTP @ HTTPS T2 A0 & &&= AL

 http(s)://host:port
« http(s)://user@host:port
« http(s)://user:pass@host:port

H|

BAE MAIZotol 222 ZEA 4F2 HE8SLCHL

rr
Io

M4 & StHE 2

- HYF7|

- P F2 A|H

. CIDR A9 IP =4 X|H

« EHO Ol XIH(O: www.<EHQl 0]Z>.com).

- EF zOQe 2= 5t =02l X[FH(Of: .<EHQl 0] F>.com).

One-Click Cloud Connection

One-click cloud connection(O3C)1} O3C MH|AE 0= QXA L AMAIZE S S35 A4 £
HMAE ML Lt XtMSH LHE2 axis.com/end-to-end-solutions/hosted-servicesS & ZSHUA| L.

28


https://www.axis.com/end-to-end-solutions/hosted-services

AXIS P3807-PVE Network Camera

2l
| — |

QIE{H O] £

Allow 03C(03C & 8):

o .
CELE
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o OfL|2: O3C AMH|A
Proxy settings (ZEA| AH):
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Authentication method
HALLLCH Y2olE[X|
AE) QHECH OFMSER| 9
87| 2o o o
g & L C}.
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=
" oorE
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o

-
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SNMP

SNMP(Simple Network Management Protocol)E O]

H

—

A EH

SNMP: A2 SNMP H &R
. V1 u*' VZC:

Read community(947| #
A= HARLIE| 0|2
Write community(22 7|
o U= HFLUE| O|F
Activate traps(E= &
920t O|HIE L=
A SNMP vl & v2c
£ I EYO| Xt52 =
ojldZ &Sl Ex=Z H

o
=

gt

3o

Io
o
o

J
il

kl
mju

fot
e Zrogg
ot

Aol
A |m OX

20z
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~ wnil

ZoX o
v

+

EHds 4
Trap address(E&{ FA):
Trap community(EH
ASLEE ¥dgL
Traps(E=H):

Cold start(Zc HE!l): EX|7}t
Warm start(&2d AELE). SNMP
Link up(d3 ). 237} Ct20f

Authentication failed(21Z Al
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. ; finl
£

m
N
0
as
N

30

o
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TQmujo™
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SNMP vl 8l v2c ERHE
AXIS OS Portal> SNMPE

D E Axis HC|2 MIB

7 o
A RSN Q.

B
v3: SNMP v3=
otz 7} HTTPSE
OSSR K| XS SNMP gl
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o QUE{H oA

AEM= HERIAYS HXE 255t O AFEELICE O HX|= F 7HX| FHe ASME A AL
» Client/server certificates(Z22|0|AHE/AH QS A)
SO|AE/MH ABEM= YK IDE AESHH AtA| MY = Aol CAQT 7|2H0AM &
2 & AU A MY USHE NSE 238 B0 CA 2y ASHS @] M
A S + st
- CA AZN
CA AISMEZ ALg30| Hof AIZME QIZSLICL 0|2 SO|, &7} [EEE 8021X2 B E|s
HESSO| HAE 2 9F AHO DS ASTLICH FKXO|E ol JHo ALY EX|E CA
IS M7t L&
AT = YAl Ef%lf ?z*ﬁl-lﬂf
o Q=AM HAlI: PEM, .CER, .PFX
o JiQ 7| "Al: PKCS#1 9 PKCS#12
=Q At
RS B B Al 7|2IUOR MWW BE ASATF ATFLICL AH HXE CA ASH
7 ChAl X &Y

| Add certificate(QIZS M F7}) : ASME FIt5l{H FElgL| L}

=]
" N el me s ol
- More(t{ &7]) . RPMBI7{LL MEiSt X7p W2 mAjeL o)
« Secure keystore(&H o 7| XZEA): JjQ 7|E CtHGIA X ZESt2{H Secure element(EHO &
H

) =
£ Trusted Platform Module 2.0 /.\jE_*.‘E,H-I Ct. MEHSE HOF F| KMEAO| CHEE XpASH LH%% =
E:I ™M help.axis.com/en-us/axis-os#cryptographic-supports x5}

* Key type(7| f¥): °._|"HE ESSH EEMR SEOAM 72 Y23t ¢a2F0|L o
€ Y23 gaglE5S HEgL L

© MO e oiRols 480 ESELCH
. Certlflcate information(ZA HE): HXE QESA9 £482 FLC}
* Delete certificate(21Z A AA): ASME AH S
- Create certificate signing request(QZAM MY 9F MM): CIX|E ID ABSAME LA Qs &
2 7|20 B SN MY 282 ByeLc
Secure keystore(sl?j 7| MEA) @
« Secure element(H9t @ A)(CC EAL6+): HOF 7| XZE A0 EHOt QAE A28} MENSHL|C}
» Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 g 2). &9t 7| MZE
= AL8dote{® dESLC

HEHI M2 Mo X st

IEEE 802.1xIEEE 802.1x= SM % 2AM HEQI XX|o HOF 0158 K Ists ZE 7|4 HEY
£ 2|5t [EEE &=L Ef IEEE 802 1x= EAP(Extensible Authentication Protocol)& 7|&2 2 &
BO2IXE e E HESA0] o LoiHE HE e AA|% HAHeE SEe oo i, o
MHOA sz, 2EI™ o 2 RADIUS AMHE(0]: FreeRADIUS 3! Microsoft Internet Authentlcatlon Server) ¢!
L|C}IEEE 802.1AE MACsecIEEE 802.1AF MACsecS O|C|0f A~ £2 mee=S 98 4joide [0l 7|
QM gl BZAMS Xo|st= IEEES| MAC(O|C|of ou)\ﬂz\ 9-|E§) EOP ii-’F-O'Llﬁf OI*A-ICA OIKA-| 90| 2A
N 9B 2AD} R ESED BX s AZE HEYI0] BASO| AH ASS A=uch

I Axis 7+31 Al 7|7] § = A-|l:|-|'— EAP TLS(EFJu IIs 91 Z2EE - M& A HE9Y)
X SYLCEEXZL ABME Soll E2E|&= '-1IE°4301I o | A5t
FeidH M= S20|9E QASAME ZHK| o MX|sjof L |l:f Authentication method(Q1Z HiH):
ient Certlflcate(aEI-OIWE ?J%kl): IEEE 802 lxg Afoa E'-EfOI

=
<)

x
E
rQru
oM ox

Il

=

o >0>|)_+rE
O —_—r

mgh_:mlm

or—gaﬁ
S

[m ol
=2

ro
OlH 2= Jhu

=2 Qrero-yuuro o
o of
ol

Q >
2 >z olo

mn
rir
m
>
o ©
1o
0%t
/o
X
]
9'1
-
n

i
=
o

s
re

N - O —
10| X} IEéFLI Ct.EAP |dent|ty(EAP ID) aa}om OI= M} HEt=
215l A A| 2.EAPOL version(EAPOL H{ZF): HESQT AKX 0AM AIRE|= EAPOL M EH
IEEE 802.1x(IEEE 802.1x A}-&): IEEE 802.1x AEE——T‘—Q At8%le{H MENSHL|CH QIS 2 o 2 IEEE 802.1x
PEAP-MSCHAPV2E At23t= Z20|C 0|23t MM E o|l&T = OI§L||:
« Dj2RIE: ST ALEX IDO| EH*°JE% °'E45H-IEF.
« Peap version(Peap H{H): 4 EQT AQX|0M A
« Label(Z2}tl): S2}0|YE EAP A S3IE ALESIE{H 18 MEistn, 2
2{0 22 MEFL|Ct Peap BT 1S AMBOH= FQ HEYI 2

|.

30



https://help.axis.com/en-us/axis-os#cryptographic-support

QIE{H O] £

5l I
0 S o0 n o el ol =< Hm_ Z B
°© R L R W Bk s 7 O
o %0 L TR T K T o A — Rl
o Nal Smo wotT 3k . O - H 5 = Ko Wl o {5
o " T T o3 U NRO |+oh_ KO B X 03
DR R =, = L < 3 =4 oz W T_ .8
Bl RIE B o o® g o W R = @ O I
T My Swi KM—n T T oo 5o ~ .U o3 . . R g
— < el ol g © | n = px3 K MML To Tl
s 9% _§ = KH oo O - %] L 220
= ol B o3 TR Hop o R
o $F K o <~ b <4 or Q.rio._|u X ojood _—
=) < o ._An_ m S _/_.= _A_I = . 10 |T4A|||_ = .1°O_._ §-= LIA_O _._.___._._uA
o m_m ) ol w_._./.num w B .2 IR0 HuOu .A..___m_. o < A_l..AI_A_o
KN T RrS 20 o OIF= TRl I gy U BT Ko o2
= G o< w o T W <pBE KW 8 p T OT R0l =
1 T 9y L < & .:.o.l.._ ) _._._._|.A..oo._ KT 9 ol o Ioool_m
* v %3 ol Ty TR v gugforamt R 20 0 =My, gl
J. 52 T = & g plo0u® S o M Kb O
oo S M= K= N T Bz = WEH L WHJ 9 Bl D._S_/
ElE e - ol oz O RO 570 WiTpn 5 &l Hxgw
e 7 OuAr - o .- Nk OHE < W M vws<—
W ot Tk gk Rrol T ___aar_ -—=<—° o= SEg o
o ™ Fn_- Ho o = BT <X W TS 2o o o i
B oo gro ol "M Tz ou S e DR oz X w| 31" Eony
0 Zo| o1® Moilm T =iy FE ol Hom mw <r HRRXE
= s R L~ o = 3T
Ko wp .y = oo, §,° T =2 PmT s ofn <{ OFUIM zo 5
NO o, - mfn B = ok & ol - oTol> <O i A=l
ol mA_lr_ oF R MEM: ¥ D & u_.a_a TR P RN i 2o UK ul
- 0 o N o7 by e
W pZas EWATM_ : s STkt zT_Hon L R <
i _ . == = N il < 1o “THE< o . K, ora .
NomEn 0% =0 o_ao_e_m_ <u " MgrsSse mHEM o D o < Xor
of RUAlFol U =040 <0 omo ™ 9 [} )OEJO_EN g X0 0 S MHsT
Ho Eéﬂ%% A o% I w_w__%. KW g .,.,.;__EMI_/I_H WJW %@ 1 H%m =51
o - mrolay <k ol ~ Rl Tl = <5 =3 ul ~ g Rgs
rd ______anO K 0 l.ln_t .A_I 10 H__I — o= =< - od O__._._ N K"
= = R — Ul OO D BIN ST T O Auad 1 = Z
< O_|_JA|m||_||M|_ N - TH el KO0 o__._.__/ . ol Y] ol [ o _._.__._._._ ] .
< ©oUY=" = Hod ol ] o o 3 1 2K olY mpuig e =t HIIRSkeT
¥ _z3_.35l oo Y gr B 2wt g3 5 e @ o T | b 4 &1
o= _. TR0 a 1w oF— . Kl | —od = B Hy 0] SV o
el = T yr= 0 A T Y a2 o Ik | o | £ 0|10
H_u el LI_M.__uu_._h_u 10 ._A__|m=___._._ ||I_._.._I_I_ | Q_o o__._._ an ._A._ ._o.ﬂ“__nnv_ PR3 _H_ ] _._.__=._ _._.__u = an_o.m._ﬂ_l =
zo MO g K o, KRR RIMEY - @ol = 201 e T v oty
w2 s e |A_| W xoﬂogf_u\ﬁ:_to EEET] .mﬂ.%%l olgic W ofxr| O _u__ Q) oeﬂ_ |
g w9 my | K b = B0 o Wggdi MopT™ 20RO Sma-ol Mol s pu| 8 |uREl
G Tam¥ix| om0 | ™ Oy oo KFRlAi<oor 20.. QxUSy Ko yuotY o = 2 TOFOEX
S RsgKRa> Ko7 K. M WS RS R ce e o W Wl =3 T Klo
= m___A_'m_._m___C Al Rr x__c§ < =N !w\(m.r oo oun £y mm.._u._ m_.al_M_/u =on| A_+ou 5
o _SHBI_ . RO | il o s 3 2mils gyt koK E D RS W e B =9 I
S<q™ RO TRM| = =005 g 008 =g_wvo .. X goc "o =oly % Lot Al g — =
o 5% of | & e fis IOTz< o HEIRo il =S 8xs o 2 oizo| < |ol—mFE. K
gote . T | 24 1™ - T 2 T 2 qom| R | LDyl
<+ m | Z X 53 Roolw "L . o UM g | R SoHTE
w (v ~| ® |2 = £ 70 Klo Al
[TT] iy ° H_._Hhm - = © _._.__._._._ = oV — ..am
& fol K | == ] o I ke 2 £ | | Sosddola
= = ROK{UF| o = 5] cH g < K g S
ok % | <O ~ < S 6 —_ olo X me_.ol_
O Xol| = |KOU o

| — |

AXIS P3807-PVE Network Camera

2l

31

—

=

Ao S o RO
o Delete certificate(2Ql




AXIS P3807-PVE Network Camera

2 QlE{H oA

e

A3

A¥

.l
o
Ch.Account(AI’d): 1&ot A O|§2 YEHLICI.New password(M] A E): 7 Fo MAJEES ¢
SHL|CL. IfAQIE= 1~64XF ZO|OjOF SHL|CE X}, =X, ™, UL J|S £ Ol 753 ASCI 2
XH(RE 32~126)0F THALIE0| A8 = RAELICHRepeat password(I 29 E HHE): 51 =
£ CtA| Y2 St4 Al 2 Privileges( gt
« Administrator(Z2|X}): D E AXO| AFS| WMASHL|CL DIX= CHE A™L =71, 00|
E 8 HAY £ AFYCL -
« Operator(2¥A}l): CI22 X Qs ZE MHO| HMAT 4= UL L|CH
-  HE System(A|AH|) A7H
+ Viewer(H0{): Ct30| Chol ¥ 0| AELICH

~—

L]
.
© o dEo %= oFols o

=} |Ct.Update account(Hd YUMI0|E): AE 482 HEUT L
C}.Delete account(H|™ AtH|): A X

a [ =
AX LT root A¥2 M4HE 5+ YSLICH

o
mjo H
Qt

n

n

ool Yy £

Allow anonymous viewing(2ld H7| 3|&) AXMCOZE ZIAQISK| L FHLF BEXZE EX| 0 AMA

—

g £ JA-E ML CtAllow anonymous PTZ operating(2E2| PTZ 24 5 8) : Qo] AR
Xt7p olox|of cHsy ™, HE X FHS & = UAZE StH HLoh

SSH A%

_|_ Add SSH account(SSH A|™ E7}): M SSH AXEES F7tst2{H el .
« Restrict root access(root AN A X|ot): root WH AL St 7|52 Hotsie{™H ZLICH
+ Enable SSH(SSH &A13}): SSH AMH|AZ AME3}2{H ZL|C}
Account(AIE): 17%t A7 0|52 YUHLL|CHNew password(AMl {2 E): 772 I 2
Ch. IfAQE= 1~64AF ZO|OOF RFLICH 2X), Al #&H, €& 7|2 5 Q2 750t ASCI 2 XH(R
E 32~126)2t T{AQIEO AFEE = RUAELICHRepeat password(I{AQE H5): S Ut AYJEE T

Al oAl 28 23S YL CHEY). °© o0 S& H7os O30 22 EL|ChUpdate

= [=] = [==
SSH account(SSH A AUGIO|E): AN £4&8 HZRTIL|Cl.Delete SSH account(SSH A7 AMH|): AH
= AMgLICH root AEE2 AMH|

Y s AE

_|_ Acld virtual hgst(7|-¢,* SAE 7 M 71 §ﬁ§§ =715t H 2%
S ArgSE T MelSiLich e 0|8: MHo| 0|58 YL 2} 0-9, A AZ &
LCLZE: M7t HZE ZEE YHTL THType( g -

4ol
ogt
>
oo
Il

pS)

fo

E ID S0 MEfStL|C)
+ Update(YHO|E): Ttat
© MEH: Tty ZAEES AFgLC
Hlggsh MHT H 2 Hste AL

OpenID T4
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# QIE{m 02

e

_|_

oL Lk Type(®

.« FTP

« HTTP

Add a recipient(-’,‘-l}_lx} £
A

4

220N Me:

SAE: MHOIP FAL SAE 0|2 YL
X H 7} System > Network > IPv4 and
AEE A=K =2RISHU A 2.

EE: FTP AU{7} A8ols ZE WSS QestLch 7232 219t
Folder(BC{): I}AS X2 C|YE0/0| =2 YA CIZEa|t FTP AHof O]
O EXSHA| o, S P=Es I @F HA|X|7F BEAE L CH

Username(A}RI} 0|E) 2018l H AIE2XF 0|28 QUESIAUAL

IALE: EO0%I8{H INAQEE LESIMAIL

Use temporary file name(Q A| _H’E O|E Al2): X502 MME UA| It O|ECZ I
U2 YEESIHH MEHSLICE YEEE AESIH DY 0|F0| {ste O|EC = HHELIC
O*EEW SHhE 22 &=4E lLPOE'OI SiELCh OgLy oj™g| AA TIPS 22 = USL
Ct. O|&E7 ™ R3t= 0|52 77 BEE mao| SHEX & = USL|CH

Use passive FTP(=& FTP Al8): THHQ 20 ME2 Ered| CHA FTP M0
ol AAdg E= 5 FTLCH X7 o4& Mo Chst FTP Ao % GOjojE HZA
2 BF HIFHOE AFTLICE Ol Yutdoz FX|Qt CHA FTP AME AtO[Of
20| A= 420 EaghLoh

URL: HTTP AE{ O CHot L|ERIS "*9-} 2¥s Nl 23 EEE YHYLCL o SH

http://192.168.254.10/cgi-bin/notify.cgi 2} L| Ct.

Username(A-&X} 0| &) 201512 H AL O|ES YHIIYAIL.
HAQE: 20151 H IAQEESE YHSMA L.

Proxy(Z & A]). HTTP MHO| AASY| 3 ZEA HHE S0t st=
HEE 74_' YL

URL: HTTPS AMH{0f Lot HERI T2t RS XMalgd A3HES YHYLLL & =

M https://192.168.254.10/cgi-bin/notify.cgi & L| C}.

Validate server certificate(A{H] Q=AM =0l). 0| MXIE MEHSIO HTTPS
& OIZMZ MENSHL|C].

Username(A}B-x} O|E) ZQIslz{H AIRX 0|28 YEHEAMAIR.
mASE 2Ioleie(d Ao E BlEoHAlL.

Proxy(ZHA|): HTTPS AMH{O| AZSH7| 23] ZEA MHE S0 ot=
@E% 911 OIE1oI-|_|[:|-

+ HESH3 2EZX|

g & ASLICL o2 MKV(Matroska) oh @ gAjo 2 X g LICf

b
SAE HEQI 2E2X|Q P FAL SAE 0|52 YHEL O
Share(838): SAEOQAN 88 0|22 ¢=sLC}
Folder(ELC): O x-|7<+oF CIAEZ|o ZEE QaABAAR.

o H 7
Username(Al2X} O|£): 21015124 T AFRX} 0|22 QEBIAIA|Q
HASE: 20I5l2{0 IjASC S QEslAlA|Q

SAE: NHO| P FALL SAE 0|52 YABLILL SAE 088 YYs

e B, DNS

A H 7} System > Network > IPv4 and IPv6(A| A8 > Y EL|3 > IPv4d U IPv6) OfzfOf

R0 UK HoIBIAAQ.
EE: SFTP M7} ALBSlE BE #SE agnt 7|2zt 229 Lt

Folder(EC{): TS MY CIHELZQ F2E UHSMAR. CIHEZ|T} SFTP A0 Of

of ENSK oSl AL Y=E Ul OF WAXIF EAEC
Username(AL8X} 0| 8). =10I6t2{8l AL8%t 0|52 YAl

WASIE: 2I0I3elti HAYCSE gAML

SSH SAE 37 7| SY(MDS): €2 SAE 27| 7|32xte| 1674 2x12)o| X2S o
E4oFL|Ef SFTP 22}0|2 E= RSA, DSA, ECDSA 5! ED25519 S AE 7| Q30| SSH-2E& At

2512 SFTP MHZ x| L|Tt. & A| RSAZ} MBS | Weo[n] ECDSA, ED25519 %

DSAZl 1§12 MELCE SFTP ME{0|M AI83IS 2HZ MD5 SAE 7|2

34
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2 QlE{H oA

e

ot
-

|Ct. Axis ZX|&= MD5 3l SHA-256 3jA| 7|2 25 X|&FX|2F MD5ELCH Z&st B
el SHA-2565 At&3dt= 0| EESLILH Axis ZX[2 SFTP MHE T35t &
CHot RfMot LHE2 AXS OS5 Z25 HISHHAL.

SAE BI 7| RE(SHA256): &7 SAE ZJ|| 7|(43Xt2| Baseb4 QAT EXtE)Q

S UHEL|Ct SFTP 22t0|9E = RSA, DSA, ECDSA 9! ED25519 SAE 7| 3¢9
AE35tE SFTP MHE X[JetL|Ch Y A[ RSAZF Mo k|= Y @0|0{ ECDSA,

ror

n—u
THo T =2mo
N

M

O
N
Ul
Ul
ity
Ne}

L|C}. Axis A X|= MD5 % SHA-256 3{A| 7|2 25 X|&SIX|0F MDSECH Z

2|38l SHA-256& AI23t= 40| ELLCEH Axis X2 SFTP MHE FM5t=

XMt 82 AXIS OS ZES FHIUSHYAIL.

orary file name(YA| Tt O|E AlE): X222 MME A It 0|ECZ
St MEfSHLCE YP=ES ZSHH ot 0|50

C | 9 o)

O CIErSme T N X Ak
0 S IErotro

o2 U

- HI [e]3

m ==

3 L2

kS mot M2

oen
L1 Humjo
" In

« SIP or VMS(SIP IE&= VM :
SIP: SIP M3l2 ZHa{™ MEisHL|C},

- From SIP account(ZAIX} SIP A &™) S =20 A MEdSHL|C}
- To SIP address(x=MZX} SIP FA): SIP TAE Q&THLC}
|u_1|°l Test(HAE): 83t 40| &&5t=X HAESZH S L|CH
L] 0 E

- Send email to(O|HY M& CH4): Oo|HAZS M3 oMY FAE YHSLICH FAE
o 7 Yt HEE oY FAE FR2SHAL.

- Send email from(O|H|Y L) Hifj= MHQ| O|HY FAE LHGHL|CH

- Username(Al8X} 0| 8): 02 MH Q| ALEX O|E2 YHTLICEL o0 Y MHOAM 2SS
Q7K = 4% 0] ZEE H|Y sLCL

- DAQE: HY MHO| IHALEE YHTLICE O|HY MBOIAN ASES 2FSHA| %

- Email server (SMTP)(O| 0| & klI:H SMTP)): 0| & =0 smtp.gmail.com, smtp.mail.yahoo.com
L|c}

o
0= = .
- FEE: 0-65535 H2Qo| g2 ARSI SMTP MHQO| ZE HSE QETHLICE 7|27
2 587¢L|LCt
- Encryption(d33}): 2SS ARSIE{H, SSL &= TLSE MEHSIAMA| 2.
X

EE MEigLCL O 2Z5ME CARE Z|E)ol M XA MESHALE
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