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. Mask x(OFA23 x): OpA3 9| 0| ES

LM S Y9 ZA| XHEHERHO[H Al OIAD)E M Aot B B BLIC

Privacy masks(S% ¥ ZHAl AFEHE2L0|HA| DIAT)): BE S IS ZA| X}t
S BB BE S F Al AHTH@2to[HAl DIAT)E FRHOZ AR
Cell size("d A7) BRFO|Z MAS MO}l 7 GO ZHA| AFEHZ

GLICh 2to|C{ 8 AFgeto] T 57|18 HEsHIAl 2.

HER7{LL AL @ s oz

| £
213

C}
|_
ot =

(Z2f0
HqH 2

2tO[H{ Al OpA3) 7} H Aot

T

= 2|
= "

| DI.AE_ o| AHAI-

o= LtE}

L

=3}

=312 WEHYstW - 2 YL

From(AI&): SX Al 0|0 £3E =358 EAIFLICH

To(B): S AR =215 EAIF LT

Source(22) @ : 2AAE J|HIO 2 =512 HA|YLICH AAE MME EotL|CH
Event(O|HIE): O|HIEZ 7|0 2 =3}2 HEA|EHL|C}

Storage(2E2|X|). AE2|X| RO et 5o HA| LI
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2 QIE{H 0] &

—

Ongoing recordings(53t ¥ F): 7tH 20| Tl SQ 2 & S35 EAIGL L

® SiojatolN =82 AR O

ﬂ MESH AEQ|K| RHA|E MEHSHL|C},

o = =

® Simato =22 ExE U

+EO 2 FX|tAL 7t 2tE S 25IH Triggered recordings(E2|AH 53} 7t T2 E LICH

Tri
Continuous recordings(¥ % 52h= =322 SX|2 W7HX| AL E LIC FtH 27 AN JAO0IE 7t 2tE Y
AZESHH =370 A& g L o

>
|

v A N " R
SotE0f tieh Y=t 84S BEASHAL sULICL
Set export range(i 27| M9l %) 5522 LR WEWZ T 7|7hs LHSL O

=
Encrypt(2S8h): LiE W S3120) 03t A S S MEsiaiol MeSL|Ch LW UL A E ¢
ol & = glg Lt

W osso umsem 22ayo

Export(LHELH7]): =3tE TA £ R E HE-L L

OH
=

Add app(¥ F71): M ¥ XLt
Find more apps(F7t ¥ #7]): dX|g ¥ O HSLICH Axis 42| 7He HO|X|2 o| 5 & L T}
Allow unsigned apps(MBE|X| %2 A 5 8): MIEX E2 W X E 54852 AL LI

Allow root-privileged apps(root 20| = U 31 &): root #THO| A= WO| ZX|0f| Chot A AT
25t ™ FL o

: A Jtset 282 o Za[AH ol dof map FatELLE 25 o E2
l= *”SOI otelch
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2 9IE{m 0] &

—

0x
olgt
=2

S= HFolls S &8 3 otLh 0| ¢0| 2 & 5 UG LILE

+ Open-source license(2Z A A Z}0|MIA): KO A AL g

« Applog(¥ 21). ¢ o/HES 2OE FHLLC} 2= X[¥

« Activate license with a key(7|E 2o M A g s)): Aol
XL QI U0 oA = Qle B2 0| SHNE ALE
2to|MlA 7| 7F QiCHH a)(/s.com/producz‘s/ana/yz‘/cs ol
A AEOf Axis HE UB HSI WRBHLIC,

« Activate license automatically(2t0| MAE x50 2 £/
OF LI}, EA|7} ol E{ A of o
HqH 2to|MA IET HagL Ef.

_?_F[[
=
>
to

SHL|CE 2to|MlA 7|

=

ol

Aol 42 Bl0[MAE bEAs S 0f O2 2} 2

X M= X7 g LCt
Settings(d7d): D7 H+-E £ gotL|Ct

M A2 S X[ = L|C}

9_}
N=HDe

= 485t g 2ol

sy o 2Ho|MAT Was HS Ty
GZS 5 e B9 0 SN 8 AFBSIUAIS. e AAE Bt

« Deactivate the license(2t0| M A H|ZH/dS}): O E SO MY 2HO|HAA HA ZIO|MA R H
O|MAZ mA|TL|C}, Efol*ﬂ*e ng“é',' stotdH &

Delete(4H): XM HE STH22 MH LA, HA 2tO|MAE HIZGSHA| o™ &

Al AE

AZH Y $A

Lh 8l A

.|

u
S

=
r¥
ok

M2 @ BeteX e elof 2780 et HE LI

=

ozt
kl

RO Mot AlZHE NTP ME 2t &7[215t= A 0| F5LICH

Synchronization(S7|2h): X9 IR X A7t S7|3 M4 S MEIGHL L

ot
L
*a
=
N

« Automatic date and time (manual NTS KE servers)(Xt
H o 017’5 HOtNTP 7| &8 MH QL 57|23t L.

kROP‘— Ao A = Mbo| Y2E 82 7| *92 AZts
z

H)): DHCP A0 HZAE NTP M B Q} 57|3}stL|C}.
- CHM NTP MH: StLE = 5 70O O Mol IP F ui% =Lt

H et 7|2t AL,

y
« Custom date and time(*fﬁx}
from system(A| 2 B0 M 7} 2
sk At2 7bx S LCt.
Time zone(*|7“:||) At A ZHIHE MERSFL|CH Y& "t

d 7
« Automatic date and time (NTP server using DHCP)(Il'% =5 S A ZHDHCP

- & NTS KE A H|: OH—f L= T 02 NTP ME{ 2] 1p FAS ABTILICH &+ 7O NTP MH &

=]
. Automatic date and time (manual NTP server)(X}S E% S A|ZHES NTP A{H)): MEISE NTP A

- & NTP MH|: SiLE = = 79| NTP A1H'|°| =2 YESLCL & 72 NTP MHE ALE
Ste 89 8Xl= *tH UHE LHE 2

Y7t A XS YHY LD S 22| A/L—0|M o] SEE AHESHO BoilM XS
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Latitude($
Longitude(

| E{ 1| O]

—

o

= LIEFRH LT

Heading (%}
LabeI(E?
Save(X &):

h: HEf3

o

(=1 4=
=

).

Subnet mask(A
Ct. LAN Q|89

—

MeEfgch o220 HEZo thah xS IPOHCP)E &

Assign IPv4 automatically(IPv4 X5

HEH3I

1Pv4
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=

<l

7|2 2t H

L
[

= O AEE

X E AZst

Router(2t$E
(Aol E9|0])

2 FgE L

At

DHCP

IPv6

A1 Y E9T B BA|O) P FAE AAEOR &

=X
=

2'3): DHCP MEZF AA =0
O HEK Ao CHsl Xt& DNS(DHC

= sich
S

b

X
=
[Le

b

bed ™ MEfshL ot

o
[e)

=2

A oted @ dEg L Ch o &

=

s
o

.

Assign IPv6 automatically(IPv6 XI5 &2h): IPv6
[e]

Assign DNS automatically(DNA

Hostname
H EnAM 8l

Ct
[S]
C}
[S]

DNS A H

{-\dd search domain(ZA =0 Q!

wH

i
DNS servers(DNS

M H

o =A2lE
= 285

7h

Search domain

=
e

.I

pL
HESIAAM

AF&AtS| H 0| X

YE g2 Mol Ae|

—

[

| -

[

HTTP % HTTPS

HTTPS
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low access through(¥ M2 & &): AFEX7F HTTP, HTTPS S== HTTP and HTTPS(HTTP % HTTPS) Z2EZ
? UGS E 5|8 X[ MEGEL|C

o2
kI

HTTPSE Soll H=stel @ HOX|E E= 3% 59| HO|XE M3 28 I 450 Mte = ASLICH

HTTP port(HTTP ZE): At&S HTTP ZE S YA L|Ct TAX|= EZE 80 EE= 1024-65535 H Q| ZE &
EE 5 gLt #E|Xt2 201 B2 1-1023 Helel ZEE YT == JASLICH Ol HRIQ ZEE
ALgSHH Za7t #AlE L T

HTTPS port(HTTPS X E): At88 HTTPS ZEE UG L|CH YX[= EE 443 £ = 1024-65535 HR|Q| B E I
EE 5Lt #E|Xt2 2010 B2 1-1023 Helel ZEE YT == JASLICH 0| BRI ZEE
ALgSHH Za7F #AlE L L

Certificate(2 S AM): ZX[0| HTTPSE & dstot2iH ASAME MESIUA L.

HEQaA ZM EZRES

Bonjour®: WESI0AM XtE HMS 518352 O] 5485 LI

Bonjour name(Bonjour 0| §): U EQII0| #A| 0|52 YHYUCEL 7|2 0|§2 EX| O|F1 MAC F2AYLILH.
UPnP®: HERIOM X5 AMS HE3H2EH 0| 82 HLILH

UPnP name(UPnP 0| &): UIEQ/Z0] EAIE O|§2 YHYLICL 7|2 0|§2 TX[ O|§1F MAC F&YLICE

=
WS-Discovery(WS-AM): HEIM Xt& HMS 5180t H 0| S8 S ALICH

One-Click Cloud Connection

One-click cloud connection(03C) 2t O3C AH| A& O = X[ O AL} 2to] 2 & =z} & HIC| 20| &1 ook 21
H AMAE KMSELICH O] MH| AN CHBt XM W22 axis.com/end-to-end-solutions/hosted-servicesE %t
XSIAMA L.

— | =

Allow 03C(03C & 8):

« One-click(2122)): 7|2 HFYL|CE QEUE S8 03C AH| A0 HASI2H X Mo HES
A FELIC Xol HES £2 = 2447 O|LJ 0] O3C AH| A0 &XE SEofjof gFL|CH OH
K| o™ FX|7F 03C MH[ A0 A HZA SIAELICH BXE SEL|H Always(24h 7t 243tz
EX|7F 03C Mu|A0 HZE K SX E LT
« Always(2Hah): ZHX| 7} QIE{ AU S S8l O3C MH|A0 LSt HAS X|EHOZ AN =TLCH &XE S5
5t 03C MH[A0f SHZEl kK X ELICH &X[Q Mo HEO| X Y= 2L 0l SH2 AT CH
. No(0tL|2): 03C MH|AE H|gd3letL|C
Proxy settings(ZESA| 7). Zo3 42 ZEA ME S LSO ZEA| MHO| HZTHL|C}
Host(EAE) ZEA MHL FAE B}
Port(ZE): AN A0 ARE= ZE HSE UHSIYUA L.

Login(219!l) X Password(Hl AR E). 2Lt A2 TEA AHO| Cist AHEXL 0| W AYEE LHTHL L
Authentication method(2!Z ).
« Basic(7|2): O &2 HTTPO|| CH3l 7tE =24 0| FHO{ L A5 M AL LICE L=SE K| 22 AFEX}
O|E1t PAYEE MHE M&3L7| U] 20 Digest(CHO|MAE) WHHE T} QFFSHX| Q&L L},
- Digest(CIO|H|2E): O] Y2 SY HEAI S Sl Y=otel WAYEES TS| W20 o ¢

Mg,
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o elEmol &

. Auto(XHS): O M2 AL SR X|2g|E o
Mele Dlgest(EI'OIIﬂﬁ ) &

Owner authentication key (OAK)(£ #-X} ¢

S| AAIQ. 0|24 BK| T} et e oL}

SNMP

SNMP(Simple Network Management Protocol)& 0| 8310 HIEQZ TKE FHF42 2 #elgd = AS L CL

SNMP: At23 SNMP HHEH S MEHSHL| T},

« v1 and v2c(vl ¥ v2¢):
- Read community(2
FLUE| O|E2 L}
- Write communit
U= HRUE OIS
- Actlvate traps(EH &
SR O[IE = A
M SNMP v1 % v2cof Cist
o EO| RO
°H EEHO A—i)(o-l'c‘él- o |_|
- Trap address(E L te| ME{O| Ip A EE SAE 0|22 YHBMA|L.
- Trap community(E & 5"|-ﬁ'-'—| El): X7t 22| A|AHE
AR LUEE gLt
- Traps(E®):
- Cold start(2E B&l): ZX|7} A|ZHE
- Warm start(2 £&!): SNMP “é','% HAY I E3 OjA |X| Y '—|Ef
- Linkup(33 €): A7 CH20|A P2 HAE 42 E- OA|IX[E EHL|CH
- Authentication failed(2!Z 4 1) 215 A|= 7t AoisIH E_ﬂ I:"||)\|7(|§ HHLCH

m
>
o

= 2 SNMP x| of CHal 247 M-& #oto| e A
(-'—7H)°'I_| Ef
= SNMP Z4K|0f CHa 87| EE= M7
Xﬂ Ml 7|24t wrlte(_7|)°|:| L|Ct.
P AMUA 2 BX= EBS MBS
FE| A|AEo| 2L CF °J' °_E1H1I0Iﬁ0ﬂ
L|C}. SNMP v &2 tﬂ?ﬂé |_
= 22 SNMP v3 EJEI 0
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SNMP v1 9 v2c EE‘% 74H 2= Axis HIC|2 MIB EB0| Z-d3t& LICE XtAot LH&2
AXIS OS Portal> SNMPZ EHESHA K.
. v3 SNMP v3&= Y=ot A HOt A5 E K| Z5HE ELF ehMot A QLICH SNMP v3E2 Af%ﬂﬁ”ﬂ i
AQIET} HTTP % S MEE B2 HTTPSE & dstste A0l £5 I-I Cf. ESH ADH0| §le= TALXEZL
oS 5tE|X| %2 SNMP v Eé voc ERO| AN 25h= RS LAY LICE SNMP V3E ABBIE B2
SNMP v3 "FEI 0HEE|71|0| %3H EY¥Z d¥e = ASLILh
Password for the account ‘initial” (X 7| AHQ| AL E): 0| S0 ‘initial’ Q! AH 2| SNMP If
AQQEE AHTILICH HTTPSE 4 3SHK| %*.T'_E WAYEE MES 5= UX| T HESHK| Y
UL “SNMP v3 IjAQUE = oF HOt ™St = Q1 HTTPS7P s BHE 4200 MYS=
Ol £Z&LCH HARAEE MYSIH IjALE ‘_é' 7t o O|4& BA|Z[X| R¥EL|CH IHAQEE Ot
A H-SIHE FXNE SH 7|2 HE22 ™ol of g L|Ct
Connected clients(@Z El E20|HE)
Gl Sl olZZl Zet0|HE =5 BEA|TL|CH
View detalls(AilF.'- A H7): AZE S20|QE S5 10 YO O|EQLICH =50 2 S20|HEL| IP F

A Z2EE ZE Qp D/MEHIJWHHIE L|Ct.

oF

HL
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=X
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. -
o UEH ol
ASME HEYINN BRI QB O AR ELICH Ol BAE £ 7HX 8ol ASME XEF L

t
+ Client/server certificates(Z ||'0||?_1§/A4‘IH'| QIEA)
%o IDE A3

S20[AE/MH 1SN = YA O IDE HABSHH AN MYE = A0 CAYS 7|2hof| M 25e =+ A

SUCH AH MY O SME FBHEl 252 M E5i0 CA 23 1EHE ¥7] K| AFRE & A0
« CAYUSAM

CA 2ISME ALESI0] IO ASME QASerLICh O S S0, YAt IEEE 802.1X2 B k= HESQS

of AZE Z2 2AF MH Ol IDE ASYLICH FA0= o2 /4 AP EAIE CA LB AS LT

gl

NAeles gM2 O3 Z2E L
o
—

15X "4l PEM, .CER, .PFX
(o] .

=
nx
ﬁﬂ]
]
I
im)

Add certificate(UZM F7I): AAFAME F7I5t2H =L CH

© Morezh Y HssoiLy Ml c= BAgUC
o HOMF| XHA: 0 7|5 AHSIA XME S H Secure element(H 2t 2 4) EEE Trusted
Platform Module 2.0S MEISFL|Ct MBS Bt 7| A0 CHot XtMSH &S E2H
help.axis.com/en-us/axis-os#cr ypz‘ograph/c-supporti O|SStM AR,
* Key type(?| -rr?é) AISME ESolElM EELR SF0AM 7|2 Y=ot 02| FO|LLHE &2
ot Yug|ES MESLCE
[ ]
[ ]
* H¥go &= Hmo= Ch30| ZatE L T

+ Certificate information(21 S A HE): HX|E QIEAM O 542 &L|LC}.
(o)

— L-O o
« Delete certlflcate(°|— M AMA). AESAME MASHHAIR,
« Create certificate signing request(21Z A AMH 28 M) C|X|E D QBME MHSHY| 28 &5
7|20 2 QBN ME @ES dgetLct

ot 7| HEA @ -

o HOI QA(CCEAL6+): 20 7| YA0 20t @AF ALESI2{H MERBHL| LT
+ Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 2| 2): 20t 7| HZE A0 TPM 2.02 At
_Q_‘O'|. E=| H A{EH ol-|_| |:|-.

— 14

IEEE 802.1x

IEEE 802.1x= 74 A 7 HESRT X2 22 215 S MSots ZE 7[H HERI S MO E It IEEE #
ol L

L E
ZQIL|C}. IEEE 802.1x= EAP(Extensible Authentication Protocol)& 7|&2 2 gL |LC}.

EEE 802.1X2 H2 &= HEI0 HML52EH HELS “II7P AHHez S5 ofof P 252 2

o
MHOA =3, LEHA O 2 RADIUS AME{(0f]: FreeRADIUS S Microsoft Internet Authentication Server) & L| C}.
=
5

ESY

CA Q15N 90| TAEIH Mt OIEMN 954 HAVH BB T BAE A HEYI0| BA Lo Xt
A OEe AEstLict

OIZME AFEE O Axis P8 Al 7|7] L OIS M= EAP-TLS(RE 7Hs 015 T2EE - M3 A5 HOHE A
2310f XS ASHZ A== QIS8 Lt

A7 ASME o) 2SElE HEYI0| UMAY & YT E 2 MYE Sto|olE ASME X

Xl off 41| & of ¢ L|ct
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o elEmol &

Client Certificate(E2}0|HE QA S A{):

SME MBS 22t0|HEQ| IDE &
= JZE HEIo Aol XA A

EAP identity(EAP ID): 22t0|IE QAF A of HHEHEN A}
EAPOL version(EAPOL H{F): LH[E (3 AQ{X[0f A A

L
Use IEEE 802.1x(IEEE 802.1x AF2): IEEE 802.1x T2 EZ 2 AtE3}a

=

O Fu EL UB3} 7|8 FHLICE

Blocking period(X}Et 7| ZH):

Blocking conditions(XtEt Z=21): 20| A E|7| MO 5| E5= =Y 25 A1 I+ L=HTL|Ct 1O
X &0t HX| =& RN 5|85= A0 +8 28 &+ &Lt
IP FA EE

Use filter(2E| AI2): X0 AT = A IPFAE ZHYSIHH MEHSHL T
Policy(dX): EH Ip A0 Oist F22

Fa&ZKA O ot 20| HEEALE ARE 1P S E YUY LT CIDR EAS AH8E = ASLICH

YX|Of Axiso| HIAE HEYO = 7|Bf X XY HYY OIS AX|SHe H ALEX X|F ME HYA ASM7t &
et ASME HYOAZE K| LR AL Axis 0] O3 S A=X| eoletL T HYojl= 17t
23 Hoo H IDE MEE = £ FX oM dAS = ASLICE AxisTHO] ALEAF Hol MY Heofo 2l
SME Y = A28 2 AxisTh Y ABME A g = ASLICH

R ASME 2XIot2A B SELICE HYOE EXI5H7| Hof| ASME X[ 0F L Ct.

Accounts(A )

Accounts(A| ™)

+ 4

Add account(AH

Account(Al): 133t

F7h: M AEE Forete{® SEgLCH 20 100702 AEE Fte = AFLICH

o= = MM

New password(M If A AQUEE YHYLICE WAJAE= 1~64XF ZO|O{OF BLICE 22Xt A},
75, 48 7= & M 7hsTH ASCI XHAE 32~126)CF A E0] AL S = AEL|CH
Repeat password(I{ A 9| E Ht8). S At INAQJYES ChA| Y EL|Ct

Privileges(# 8):

+ Administrator(#2|x}): 2= 2F
E Y HAHE = &L LT
« Operator(2YXh): CtS2 AMest 2E HH0 ANAS = USL|CH
- HEE System(AMAE) MY,
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ol E{ | 0] 2

_ o =7}
=H T .
+ Viewer(50f): CHE ol Cfet B2 H3H0| YLt

- HlOe AEZo Adike 21 KEL L
- =32 AES D YR YL,
- @, dE 9E, Pz A8 AN A YIS

[

[

P ogmol we oikols Crgo| ZEEL

Update account(AI’d YEI0IE): A &4 HEULICH

Delete account(A1%d AHH|): A H2 AXTLICEH root A™2 AXE &= i&LICtH

Anonymous access(2|' @ 2 M| 2)

Allow anonymous viewing(2'® E7| §|2): AHo2 2ZIQISIX| R T 7L BOj2 EX|of HM2AE

2 Q-2 AESHL| L},

Allow anonymous PTZ operating(2 82| PTZ & 5 &): 2/ H2| AL&XI7} O|O|X|Off CH3 ™, HE X F2
g = EE StE{H AMA L,
SSH accounts(SSH A7)
T Add SSH account(SSH A% 7h;: Al SSH A2 A7ps12i 2Lt
+ Restrict root access(root HMIA H|BH): root WM AT HOSH 7|52 Motste{™ ZL|CH
. Enable SSH(SSH 2A131): SSH MHIAS AL 512{® Z Lot
Account(HlH): 1R AH O| EZ2 Y=Lt
AL,

New password(M Il AR E): AHHO| IHAJAEE YT L f IAQAEE 1~64AF Z0|0{OF BtL|CH ZXt,
TEE Y8 72 5 24 7t ASCll 2 RHZE 32~126) ¢ FIj A9 S o] ALR S % YL
Repeat password(H{ 29 E Bt5). LSt IHAQEE ChHA| LHT L

)
Comment(d ) 42 =3t

g0 = H7oe Chg0| ZehE Ut
Update SSH account(SSH #8 Y0 E): A8 &85 HESLICH

Delete SSH account(SSH A’ & H|): AE2 AX T LICH root AEE2 AHME 5= Y& LICt

OpenlID Configuration(OpenID T4)

=2 A'-?SI-
R|Of Al 200 = AER SHE gtS Y LICH

Client ID(£2}0| ¥ E ID): OpenID At X} 0|22 & BtL|Ct
Outgoing Proxy(Z# 4 ZEA|): TEA| MHE ALESI2{H OpenlD HZE S /T ZEA| FAE YL CH
Admin claim(22| X} ) T2 X} Gl&to| 22 QlaistL|C},

=
Provider URL(3 & Xl URL): AP| AIEZQIE QFZ 2ot & &3 E LHTLICL https://[insert
URL]/.well-known/openid-configuration & 4] 0| 0f Of &t

Operator claim(28 %t 278): 284t 9| gt2 YL L

Require claim(28 ER): E20i A0{0f ot= HIO|HE Y=Lt
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Client secret(22t0|HE H|X): OpenID I{AYE &

QI E{mj o]

Viewer claim(Z& %} 2 H):
Scopes(

Save(XM%&): OpenlD
Enable OpenlID(OpeniD
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Add a condition(Z=Z F7}):

Z|TH 20702

+

Invert this condition(O|

Recipients(3= 21 X})



https://help.axis.com/get-started-with-rules-for-events#conditions
https://help.axis.com/get-started-with-rules-for-events#actions

AXIS P3905-R Mk IlIl Dome Camera

2 9IE{m 0] &

—

+

Add a recipient(5=& X} F71): +MUXE FIH5HEH S 2L CH
Name(0|&): =X 7%te| 0|5 YLt

Type(R3d): SS0A] ME:

URL: HTTPS AH{Of| LS HERQIR FAL 28 Ne|lg 23 EHEE ¢
https://192.168.254.10/cgi-bin/notify.cgi & L| C}.
- Validate server certificate(AH S A &Ql): 0| AXE MELSHO
SME dEigL L}
- Username(At8X} 0| &) 210151 2{H ALEX} 0| 22 Y HSIM A
- Password(T{AQE) 20I8tz{H IjAQEES
- Proxy(EEAl): HTTPS AH{off AZ3}7| 2l =
HEZ 70 dgatLct
+ Network storage(HIE3 AE2|X|)
NAS(Network-Attached Storage)2t 22 W E9{3 AE2[X[E FI156t0 IS
8% = AL L|CH T2 2 MKV(Matroska) It Y HAlo = XA E L Ct

- Share(B38) T2AENAM 38 0|28 LY.

- Folder(EH): LY MY CHEZ S ZEE YHFMAIL.

- Username(Al8Xt 0| §): 2Q16t2{H ALEX 0|52 LHSMAIR.
Password(I{ A9 E): 201512 H IfAYEES LHSIHA 2.

of XIFE0of AR 2QASHUA L.

Axis HX|= MD5 & SHA-256 8iA| 7| & 25 X

|';|__0

33

. FTP

- Host(Z22E): MHO| |p FALIZAE 0|52 YHY LD 2AE O|F 2 YEst= 87,
DNS A H 7} System > Network > IPv4 and IPv6(A| 28 > HIEL|3 > IPv4 2 IPv6) Of2f
Ol XI'EE O U=A| SHQISHHAIL.

- Port(ZE): FTP M7 At&3l= ZE H & oL} 7| 27t2 21 LICt

- Folder(E0): TS MY CIHMEZ|Q ZEE YBSHMAIL. CIHAEZ|7} FTP AH{0] O|0] &
THSHX| o™, ol S PR2ES U @F OfA|X[7t HA|EL|CE

- Username(AH&Xt 0| F): 210152 ALEX 0|52 YHSIUAL

- Password(W AR E). 20152 H I|AEE AHSIMUAL.

- Use temporary file name( Al It O| & AI8): Atso = WHEE YA IIY OS2 MY S
HECst{H MEiSILICH JEEE &A25IH Ot 0| 50| Yst= O|F 22 HiEL|Ch PEE
7t SEHE 2@ &4 E IHo| & LT d2{Lt O[S PA| IS 22 = UASLCEH O|HA
StH R5t= 0|52 717l 2= mhgo| SHHEX] & = &L L

- Use passive FTP(F& FTP AL8): & 0l &0l M X222 thed| T4 FTP MHOf| HjO|E o
22 G- = QEYLICE FX|7F O MH{of CHot FTP H|Of S CjO|E HAS B HIXo=z
AZEFRLICE O YHtM o= T X|Qt CHet FTP A H ALO|0f &3Ol s B0 BTt

« HTTP

- URL HTTP MHOf CHot HIEYR FA} @S Mg 2AJHEE YLD E =H
http://192.168.254.10/cgi-bin/notify.cgi & L| C}.

- Username(At&X} 0| &) 201512 H AL X} 0| 52 YUHSIYAIL.

- Password(W|AQE). 20152 H I|AEE LHSIMUAL.

- Proxy(ZEA|): HTTP ME{ O AZSI7| s ZEA| MHE S0tljof St= 42 Lot HE
£ A0 gt

- Host(ZAE) HEQA AEEX|9 IP FAL SAE 0|28 YHTHL|LCE

- SFTP
- Host(Z22E): MH2| IP FLLL SAE O|FS YHYLICH SAE 0|2 YEtE E2,
DNS MH 7t System > Network > IPv4 and IPv6(A| A8 > W EQ 3 > IPv4 U IPv6) Of2f

Q| HBIAA| Q. C|AEZ| 7} SFTP A H{0f| 0|O]

- Port(ZE): SFTP N7t At&%l= ZE HS E A HIL|CH 7| =32 222 LT},
- Folder(E0): LS M CIHEES HEE 2
EXSHA| o™ g HEES U @F HA|X[7F A& L|C}
- Username(At2X} 0| ) 2016I2{H ALEXF O|ES LHSIMUAL,
- Password(T|AQE). 20I5t2{H IAQEE AHTIMAL
- SSHZAE ZJ| 7| SEMD5): 2 SAE ZI| 7|(324t2| 16714 2
StL|Ct. SFTP 22}0|9E = RSA, DSA, ECDSA & ED25519 SAE 7| &
St SFTP MHE K| LICH &4 A| RSAVF M=
7t 3 5 & WELCEH SFTP MO AF23t= 2H

F2 MD5 SAE 7|5 &sof gL ch.
SHX| O MDSELCH Z4 st HotE Q8|
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SHA-256E AFE3HE 40| ESLICE Axis ¥X| 2 SFTP MHE g3t &R0 CHst XA
St 82 AXIS 0S ZES #ISHHA 2.
- SSH ZAE 3| 7| R (SHA256). 24 ZAE ZI| 7| (43X}2| Base64 Q1A EXAtHE)O| X| &2
S U HBIL|CE SFTP 22t0| A E = RSA, DSA, ECDSA X ED25519 S A E 7| S| SSH-2&
AESHS SFTP MH S X ASFL|CE &AL A| RSAT} A125| = 0|0 ECDSA, ED25519 &
DSAZt 1 & E IE L SFTP MY IA1 A 28t= 2HE MD5 SAE 7|2 Q& s|of B
Ct. Axis &A= MD5 % SHA-256 SiA| 7|2 25 K| 5K 2 MD5ECH Z 35 20tS 2|8
SHA-2565 At25t= 7*OI Eg=Juuy Axis HXIZ2 SFTP MHE Fdst= B0 CHSH XEA
3 LYRS AXIS OS Z ES R nsHA A
- Use temporary file name(°I Al I 0 = AM8): AHZOR MME YA T} 0|20 2 MYUS
Y2 ESte{™ MESLCH FEEE %E St ItY 0| 50| Yst= O|EC 2 HHELICH PEE
7l St 22, =4 E o] SELICH J2{L M5 LA ILS B2 = ASLICH O|EA
StH YSHE O|E2 7HEl 2 & TpYO| SHEX & = ASFLILCE
« SIP or VMS(SIP L= VMS) :
SIP: SIP M3t E &4 E1D1 MEdSEL|CE
VMS: VMS H3tE Za2{™ MeigtL|ct
- From SIP account("a”tI Xt sip A SO0 A MEBELICE
- To SIP address(=21 X} SIP F4): SIP —’F—_’t% =gt L|C}
- Test(HAE): 52} Ho| 2FSteX HAESHH FEgLCH
. oMY
- Send email to(OIDiI% HE 4 o|0f|Y S MES O|H Y FAE YL £ ol f 7|
stz A EE O|H Y FTAE FESIMAIL.
- Send email from(0|ﬂ1| Y M) EUli= MOl oo F=AE AL Ef
- Username(At8%} O|E): O ¥ MHO| AtEXL 0|52 L HTILICH O[O Y MEOIA 2ABS2
TOHA| b= 249 0| ZEE H|Y ULt
- Password(nH* E) 0 MO IAQEE UTL|CE O|H Y MHOAN ASS LFSHK|
e 42 0l EEE H[Y s L
- Ema|I server (SMTP)(Olﬂil?a' ME (SMTP)): 0| £ = 0f smtp.gmail.com, smtp.mail.yahoo.comt
2 SMTP MH{ O|E2 %'11%”—“4 N
- Port(;‘tE) 0-65,535 H|9| /= ALE5I0 SMTP M| ZE HS E A&HTIL|CL 7|23,
2 5879 LCt,
- Encryptlon(°*§§.f) USTE AR *}Eﬁﬁ, SSL EE= TLSE MEISIMA|L. N
- Validate server certificate(A|H Q1S A =9Ql): %*ﬁﬂ% AMESHE 42 FX|9 IDE =Qlst:
E MEISILICE O] AIZ M= CARIT 7|HOlM XEX| MBS LE Lalig = Q& LT}
- POP authentication(POP 215): POP Mt O|E& &3t T HU A 2(0: pop.gmail.com).
&b
A 7l
L2 O|H Y SSX= O L E oI Yut 9 FASE HEHE =MSHHAM ALEAIL 80| 2 HE
oS AL H= A2 M$s7] 9o 20t ZEE ArESL|CH O|H Y M-S Xl 2ot S
2HQI50] O|H Y A 7HO| 7| AL o & O] Y2 s &= YO| PEE St
. TCP
- Host(ZAE): MHO| P FTALITAE O|E2 YHTLICH TAE 0|E2 Y= B2,
DNS A H| 7} System > Network > IPv4 and IPv6(A 2% > HIES|A > IPv4 U IPv6) Of i
of XI™E AKX SRISHMUAIL.
- Port(2£E). HH'I WM A0 AHBE= ZE H E T}
Test(HIAE) 882 HAESIZH SESMAL.
:
e M=o &&= oR®0= CHS0| E&ELCH
View recipient(+=4lXt 27]): 2= F=MX M E SEE 22{H S8/t
Copy recipient(F4 Xt SAh): =4AXE SAISIHH SESHM . SAIE If M2 =MXE HEY = JSLICH
Delete recipient(= X} A H]|): +=LXE FRHOZ AMXste{H S &S Ct

Uy

34
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PN BAE E0M U2 AEY = ASLICE S50 = 7400 et G2t o) o ME o +88 2
= 280 EA0 mAIE O

Add schedule(27 F71): 278 == EAE 4 d5t2{H SEGUAL.

+& E2HE AI8310] ES =322 E2[AY & JAEULL OE &0 =3 EZHE HE g4 ¥ 74
Ste S HMES HTY &= UASU T
MQTT
MQTT(Message Queuing Telemetry Transport)= AtE 2 E{ S (loT)E ot EFE HA|E Z2 & Z YL|Ct CheStE
loT St 2ol AU %2 3 E FZH(small code footprin)at X4 HEYI HAECZ YA A E ¢
Z5t7| Qo CrFst Ao ALE E LT Axis A Y09 MQTT 22t0|HEE S YA A WdE GHo|H
U OHEES G4 2| AT EQO{(VMS)7}F ObLl A|A B0 ZHHSIAH S5t = S L T
HXE MQIT S2I0|HERZ HFYLICE MQTT 412 S2I0|HEQ BE27 2t & AHE|S J|H o2 oLt
E20|UEE HAIX|E EL0 B2 5 AL LICH E27{ & Z20|AUE 7to| HA|X| 2t S SHEtstL

AXIS OS Portalo| 5| MQTTO| CHSH XHA|S| LotE 4= UE LI

ALPN
ALPN2 S210| 91 U A 7 Q1Z30] HEMO|3 ELAHOA OfS2|HO|M 2 E22 Metst & Q7| she TLS/SSL
S OILITE 0| HTTPSL 20| T2 T2 E 20| AFRElE St ZES S¢f MQTT E2 TS 2SSt O A
SEUch Z20) ufat MQTT S4 Mo e EEJ 92 4 SUSLICH dejd Z20| fAM2 ALPNS
0

= = [
HE2AHOM Z2E22 ME8YX|E 2= AYLICH

MQTT client(MQTT 2&I0|AHE)

Connect(dZ): MQTT E2t0|HEE HAHLI &L|LCH
Status(&E): MQTT S2t0|AE Q| Wil HENE HAIZLICH
Broker(E2#)

Host(Z2AE): MQTT AH{2| SAE O] L= IP
Protocol(ZR2EE). AIEY T2EZSZ MEiTL|C}
Port(Z2E). ZE HZ
& MQTTel 7| =gtel ot

QTT2| 7|22t LICt

« 4432 W 23 Hobg 3 MQTTL| 7|=4F & LT

ALPN Z2EE: MQTIT 22 22 A7 M 25 ALPN Z2EZ 0|22 ¢ $tL|Ct 0]= ssLS £ MQTT &
A2 Hotg S MQTTO B M & LT}

+ 88832 SS

[e0)
o
rjo
[
>

>}
mjo
ofm
_91
<

Username(At& X} 0| £): S2t0|TEO| A MO KM ASHT| S AtEE ALEXt O|ES & THL|CH
Password(T{ A E): AtEXt O|E°| AYEE HBLC

Client ID(22}0|YE ID): 22I0|ME IDE YHSHHA
m M2 HSELCEH

2. SCHO[UE MEXt= SEH0|HET MHof HZE

Clean session(2 Tl M) 92 S AZA x| Ale| &2 HO{gL|Ct ME4S]
Bl Y7t AN E L C

re
re
Y
%0
re
iy
o
=
>
0

35
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2% QK| S2O[QIET 71 TC/P AIZt £TH8 7/ TR 90| MBS O 014 ALBE + Q= AEE 2
SERS- TN

Timeout(A| Zt X1t): HZO| AEE[& AlZH ZHA(Z) QLT 7|22k 60

7
A g5 FEAL MQTT client(MQTT S2I0|HE) B0 A HAIX] X LWT HA|X|Q] FH|0f Chet 7| 27D
MQTT publication(MQTT 'H&) B0 AA| =AM AHE E L|C}.

Reconnect automatically(XtS2 2 XA Z): A& SiX = S2I0[AEI} S22 ChA| A OF 5h=X| Of
= =4 IlI-I'c'SI-l__l |:|-
™= o H .

Connect message(H A| X| & &)

AZo| HEE W HA|X|E ELX| o2 E X|FgLICt

Send message(HIAIX| &) HAIXE 2T ALE 275N .

Use default(Z| 22t AFE): AtAIQ] 7|2 HAIX|E LHSHEH DY L.
Topic(FH): 7|2 HAIX|S] FHE UL T

Payload(H|O| 2 E): 7| &2 HA|X|S| LHES Y=L CL.

Retain(X]): O| Topic(FH)0llA S2I0|HE HEE FX|St2AH MESIHA|R.
QoS: {2l SE0| Tt Qos AES HALLICH

Last Will and Testament message(0tX| 2} 21 A X])

OFX| 2 R A(LWT)2 AFE5HEH S20|ETL =5
=3 aEf0|°157f LISO0l o= Aol M B F A
277} CHE S20|AE0 HAIXE MEE = A
S Yok oA I—|§2 =l 2t E Lk

Send message(H Al X| M&): HAIX|E ELHE{ T ALE HESHA 2.

Use default(7| 22t AFE): Atdl2] 7|2 TIAIX| & YHoHT OYA L.
Topic(FH): 7|2 HAIX|2] F=HE Y=L T

Payload(HIO| 2 E): 7|2 TA|X|2| LHES YL CL.

Retain(X|): O| Topic(FH)0|A SE2I0|HE MEfE FX|St2H MEISIMUAIL,

QoS: %l SEO it Qos ASS HE G LIL

MQTT publication(MQTT Z&)

H5FAALE: MQTT client(MQTT S20|HE) RO A TX| =X HFA| Zol& 7|2 FH B+
gt

Add condition(ZZ F7h): ZHE FItste{ ™ S2gLC}
Retain(FXl): 0{T MQTT HAIX|7} ER 2 MEE|=X| FolgtL| ot

+ None(2l2): ZE HA[X|7} HFX| 4EE ™
. Property(-"‘-*") S Ef X Jts AKX 2 2HE HE

o

ot
i
0 l_|
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QoS: MQTT Z3Hof CHa R|SHE S MEigL

. All(E-'F-l): HE| =N 7ts Sl SEE FHS £ Qg WAXIE 2F 2
E C

T YHZ 2

LI C.

MQTT subscriptions(MQTT +5)

+

Add subscription(#+5 F7h): M| MQTT 52 F7tst2{H

Subscription type(75 $%8):

« Stateless(¥Ef =X E7}'5): MQTT HA[X| & A
o Stateful(MEi =X 7I5): MQTT HAIX|E Z=ZHS
2 AP E LD
QoS: MQTT 715 0f Clsl st 2 MedstL|Ct,

=215
=2

=

Subscription filter(T+S "E): 7 =5t2{= MQTT X E M A 2.

Use device topic prefix(3X| &5 HFAL AH8): 7= ZHE MQTT FH| O FAZ F7hetL{C}

LI Ct.

2 E2|X|

Network storage({ EH 3 A E2|X|)

Ignore(FAl): HERIA 2EE|X[E FAISHe{H FL|L

Tools(= )

» Test connection(
« Format(Z%¥): o
CIFS&= A8 7tsst oY Al

Write protect(22 7| HX|): HEXI S 70 27|

A HERKI SS9 =0y = &Lt

Retention time(2 & A|Zh): =3t 23 7|7t Qef &l =530 & ot = HO|F NZ&ar 2AHE 7
SHLCH WEYI AER|X|7} 7S RHH MEISH 7| 2H0] X|L2| ™ol O] =347k ALK & LI Lt

Add network storage(UIE{|3 AEZ|X| F£71): 532 ML = A= HERK/I SRE F7tstz{H =L
o Address(F&) TAE MHO P FA LT SAE O|ES HTL|CH LEIN O 2 NAS(Network
Attached Storage) 2 LICt. DH IP FA(EHN IP FaAE HAE £ OO0 2 DHCP HQ)E ARSIEE
SAEE Fd5tALL DNSE AH&3H= 40| £& ULt Windows SMB/CIFS 0| &2 K| E|X| & L|C.
« Network share({IE${3 3 ]): TAE MHO| &7 (X9 0|52 &Lt Z &Kol 1]
Z47I Ao B2 oY Axis X7t 5L HEYT SFE AEE = ASLILH
o User(AF&Xh: AHO| 21010 2R3t AL, AHEXL 0|E2 etLCH EF =0 Mo 219
ste{H ZHIONAIE A 0|2 YEHTIMAIL.
« Password(T| A9 E): MHO| 2010 3t A2 IJAAEE AHSIMUAL,
« SMB version(SMB H{X): NASO| HZS SMB AEZ|X| Z2ES B MEASL|C} Auto(XHE)
£ MESIH X = 2o ™ SMB & StLIE gAsta{ 0 A|=2FL|CH 3,02, 3.0 E= 2.1, 49 H
ME X[ BIX| U= 0|F NASO| HZASIZHH 1.0 EE= 202 MEASHAA| 2. Axis B X| 2] SMB X| &
off CHsll &/7/0ll M RtM|S| LotE == ASL|CH
« Add share even if connection test fails(HZ HAEJ} MijjslEale ] E F7IstM A R): HZ H|
2E F0| F7 LAE ZR0| 2 HESD SFE FI5I2H MESHHAIR, O|E S0, MH0f IjA
UEZL X Tt O| & USHX| RAUT| 20| LF 7 Ldlg &= EL|Ct
Remove network storage(H|E93 AER|X| H[A): HERAI 370 Cist A S O E S|, vtol g s x|
Mtz ™ S2/2tLCH O|2A ot WERKA 3/0 tist 2 & O] M A& Lo
Unbind(HIQIH 8liH]): HERAT S/ E HIQIY si{Astn AA2 Zo{H S2laL|C}
Bind(HIQIE): HERZ SFE Hel Yot AZdste{™ S gL},
Unmount(OI2E 8iH|). HERI S /E OI2E sixista{® S LTt
Mount(O2E): HEQ3 SR E OIRE gLt

A EH

—

i

=A
o =T
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‘ Use tool(Z= 7 AME): 2850 MEHGH = 15 2ot etL )
Onboard storage(2E.E AEZ|X])
T2 A
HOlH &d 3 &4E =3t . FX7F HAE| D s S2H0|= SD 7tEE 22|5HX| OFMA|2. SD
7EEE M ASHZ| FOj| OF2EE SHASHY Al 2.
Unmount(Ot2 E sliH]): 225t SD 7tEE QHHSHA M A M A2,
Write protect(227| %X|): SD 7tE 0| A 7|7} SX|E|1 =3120| HAHE= A2 E25t2{H 0| SHE A
LICE 27| 94X E SD 7tE& =g 5= QS L}
Autoformat(Xt& ZU): M2 MUt SDFIEE A5 2 ZOUSHH T HYA| . I A|AH S ext42 ZOUSLICE
Ignore(FA|): SD 7tE0|| 52t ME 2 SX|5IHH HAMA|R, SDFIEE FAISHH FtETL (IS S EX|7F H O] 4
QIAMSIX| ZgtL|CE O] 482 e|XE A8™ 5= AS L L
Retention time(2 & A|Zh): 53 22t 7|7H @ E =310 & ot &= HO[E MEut HHE A#H =5 M=
gtL|Ct SD 7tEZt 7t AHEH MBS 71 7H0| X|Lt7| Hofl O™ =27t AFA| & L LT
Tools(= )
+ Check(2Ql): SD 7tE 2 FTE QI L|CL ext4 It A|ARO|M B 2 & LICE
+ Repair(3T'): ext4 It A| 20| S @77 LMMSLCE VRAT LMY A|ABO0| HEE SD7LEE
S5t M SD FtEE A HCH L AFEO et OHE, CAd S5 ASatL|Ct
« Format(Z%): 0| £ S0 I} A|AH-S HFSHOF AL 2 E H|O|HE A&£3| X|@|of & AL, SD 7F
CE ZOHGILICH vRATR extd= F 702| 0|82 = U= It A2 S M QLICH 7HET} R AL &
X7l MY 320 SXE ZLR OOH &428 Sg = UL E AT L= A2 ext4 2 LICH SFX| 2 E}
Ab ext4 E2HO|H] = O 22| 0] 2 Windows®Of| A TH Y A|AE0]| A M| 2B} OF 2 Z4 L CF
« Encrypt(¥23h: 0| =15 AL85}10] SD 7IES ZO5I D 2ot S 2SSt U A2, Encrypt(Y¥ =
2he SD 7tE0| M E 2 & HO|HE AMELC Encrypt(¥=2HE AHESHH SD 7HE0 M %
E HOlHE 242 3tE AFE5I0] 23 &L L}
+ Decrypt(&=2} 8 Hl): 0| =715 ALESHY A=l §l0] SD 7IES ZOUSHYA| 2. Decrypt(2 =2} of
H)= SD 7tE0| M&EE ZE HO|HE AKX TLICt Decrypt(R =St sliM)E AHESHH SD 7H=0 M &
E HOIHE 223 E AHE3t H 3 E[X| Q&L
+ Change password(T{ 2 E HZ): SD 7IEE L2 otst= O 2R WAQES HE LI
Use tool(=7 At8): 2250 HEiSH 75 2date Lt
Wear trigger(0t2. E2|H). HMZ E2| Aot = SD 7tE Ot =F ¢fS AT LCH OI2 =F He|=
0~200% & L|Ct. oF HE AFESHX| 882 Af SD 7tEQ| OFE =F2 0% & L|Ct. 100% OF2 =F2 SD 7tE7t
O & =3O 7FZCte A2 LIEFHLICH OFR2 =71 200%0 S2st™ SD 7tE7F @353 Q(HO0| &L Lt
02 E2|HE 80~90% AtO|2 A7 St= 20| ZE&5LICH O|FA 5t =515 ChR2 2E5H3 SD 7FE 7L &Y
MOZ OfE 7| MO Mo A 4= UESL|CLH Ot EZ[HE ALESIH O|HIEE 275t Ot 2 =F
Ol 83 Ztof| =&HstH Y2 S HE = JAELIC}
AEZ D20
A2EZ ZZOY2 HIC AEE S 0|X|= 48 AZYLCL O|HEE Hdstn ES AHESHY S3t5t
= A9 20| CtYst AoM 2ER Z20AS A = USLIC
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Preview(O| 2
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=13
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xotste
U HZAZL HEYD HlC|2 7|

NVIFE Sl M2 Ct

A2,

=

=

.

ONVIF S0 A+EXH A8 0| &1t
[s)

=
b=

[

=
= O

LT 2120

=

St
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